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Copyright

No part of this publication may be reproduced, storedretreeval system or transmitted, in any
form or by any means, photocopying, recording or otherwigbout prior written consent of
Extricom Ltd. No patent liability is assumed with regpgedhe use of the information contained
herein.

While every precaution has been taken in the preparatiorsgfubiication, Extricom Ltd. assumes
no responsibility for errors or omissions. The inforimatontained in this publication and features
described herein are subject to change without notice. Bxtrid¢d. reserves the right at any time
and without notice, to make changes in the product.

Copyright © 2010 Extricom Ltd. All rights reserved. The products described herein are protected
by U.S. Patents and may be protected by other foreigmgsaor pending applications.

Important Notice:
Read this user manual, safety instructions, and thesesleates for your switch
firmware, before installing and operating the Extricom VILgystem.

Disclaimer

Extricom makes no representations or warranties whetheexpress or implied, that the
Extricom wireless local area network (WLAN) system or any coponent thereof shall meet
the purchaser’s operating requirements or that system opation will be uninterrupted or
error-free. All WLANS, including the Extricom WLAN syste m, can potentially be affected by
outside sources of interference such as other broadd¢asg devices, radiation, device immunity
level, and other external sources of interference.
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This equipment has been approved for mobile applications wheresthepment is
to be used at distances greater than 20cm from the human bodi ¢ivé exception
of hands, wrists, feet and ankles). Operation at distances af tean 20 cm is
strictly prohibited.

Changes or modification to equipment not expressly approved by Eodmittd. is
strictly prohibited and could void the user's license to agterthe equipment.

Extricom access points are for indoor use only.
The maximum antenna gain is 4dBi
An Extricom access point includes multiple WLAN radio modulesich radio
module is configured separately and serves a different setiefts. There is
no relation between transmissions on different radio modulesnte :
o The same information cannot be transmitted over separate Radio
modules
o Radio modules cannot transmit simultaneously over the same radio
channel
o Client can transmit and receive data through one Radio module

Please check the release notes for your version of Extriémmware, before
installing or operating the system. The relevant releaseesatupersede this user
guide.

The availability of some specific channels and/or apemal frequency bands are country
dependent and the firmware programmed at the factory tichrtize intended destination. This
firmware setting is not accessible by the end user.



Federal Communication Commission and Industry Canada In¢rference Statement

This equipment has been tested and found to complytiéthmits for a Class B digital device,
pursuant to Part 15 of the FCC and IC rules. Thesesliang designed to provide reasonable
protection against harmful interference in a residé¢ntstallation. This equipment generates, uses
and can radiate radio frequency energy and, if natllestand used in accordance with the
instructions, may cause harmful interference to radioraunications. However, there is no
guarantee that interference will not occur in a paldicinstallation. If this equipment does cause
harmful interference to radio or television receptiwhich can be determined by turning the
equipment off and on, the user is encouraged to tryrteactdhe interference by one of the
following measures:

Reorient or relocate the receiving antenna
Increase the separation between the equipment and receiver

Connect the equipment into an outlet on a circuit diffef@m that to which the receiver is
connected

Consult the dealer or an experienced radio/TV techmiciahelp

FCC Caution: Any changes or modifications not expressly approved by thg sponsible for
compliance could void the user’s authority to operatedhjuipment.

This device complies with Part 15 of the FCC & IC Ru@geration is subject to the following two
conditions:

1) This device may not cause harmful interference

2) This device must accept any interference received, imgudterference that may cause
undesired operation.

Important Note:
FCC and IC Radiation Exposure Statement

This equipment complies with FCC and IC radiation enpa#imits set forth for an uncontrolled
environment. This equipment should be installed and operatieédwmninimum distance of 20 cm
between the radiator and your body.

This transmitter must not be co-located or operatingpnjunction with any other antenna or
transmitter.

Operations in the 5.15-5.25 GHz band are restricted to indageusly, to reduce potential for
harmful interference to co-channel satellite systems.

The maximum antenna gain permitted (for devices ib##5-5825 MHz band) must comply with
the e.i.r.p. limits specified for point-to-point and non pagipoint operation as appropriate, as
stated in section A9.2(3).

Sec. A9.2 (3): For the band 5725-5825 MHz, the maximum conducted potpet shall not
exceed 1.0 W or 17 + 10 log10 B, dBm, whichever power isTésspower spectral density shall
not exceed 17 dBm in any 1.0 MHz band. The maximum e.shadl not exceed 4.0 W or 23 + 10
log10 B, dBm, whichever power is less. B is the 99% emissindviadth in MHz.



Fixed point-to-point devices for this band are permittetbu200 W e.i.r.p. by employing higher
gain antennas, but not higher transmitter output powerst-Bemultipoint systems, omni-
directional applications and multiple co-located transngitteansmitting the same information are
prohibited under this high e.i.r.p. category. However, remsiatéons of point-to-multipoint systems
shall be permitted to operate at the point-to-point .ilimit provided that the higher e.i.r.p. is
achieved by employing higher gain directional antennas arligtter transmitter output powers.
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This guide provides detailed instructions for installing, mpnfng, and troubleshooting the
Extricom EXSW-400/800/1200/2400 and Multi Series 1000 WLAN switches amgt&mn EXRP-
20/40/30n and 20E/40E/40En UltraThin™ Access Points (APs).

This version of the user guide has been updated to inclodegirchanges up to and including
switch version 4.2.43.04.

This guide is intended for enterprise IT managers anémsysstallers who are familiar with
installing and configuring networks.

This is a note. It emphasizes important informat@osers.

procedure is not followed correctly.

! This is a caution. A caution warns of possible damage to the equignie

A warning alerts you to important operating instructions.

Follow the instructions in the guide to ensure proper insialland operation of the switch and
APs.

. The use of wireless devices is subject to the constramfsed by local laws.

Operate the switch and APs in an indoor environment.

Disconnect the switch and APs from power sources beforesgyvi



The switch and AP enclosure must not be opened by anyonedlahean authorized
service representative.

To comply with FCC RF exposure compliance requirements)taiaia minimal separation
distance of at least 20 cm/8 inches between the AP apdrathns.

The power cable included should not be used with any othéried¢equipments other
than Extricom switches.

The switch contains an internal battery.

CAUTION - Always replace the battery with the same typaxoid the risk of
explosion.

Dispose of used battery according to the instructions provideti e new battery.
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A Wireless Local Area Network (WLAN) based on the IEEE2.11 standard enables laptops,
PDAs, phones, and other “Wi-Fi” equipped devices to wssdeconnect to the enterprise network.

However, large scale deployments of traditional cell-da9&ANs, in which each access point

(AP) operates on a different channel than that ofcadjpAPs, have been hindered by issues such as

poor coverage, low capacity, high-latency mobility, and expensterference analysis or site
survey and maintenance costs.

Extricom’s WLAN, on the other hand, takes a differerd aavel solution approach, by avoiding
the coverage and capacity trade-offs of traditional celedaVLAN architecture. In addition, the
need for cell planning and interference analysis, a higkpensive aspect of owning a WLAN, is
also eliminated. Finally, Extricom’s innovative approach dogay with most WLAN maintenance
tasks. Extricom’s WLAN System is specifically designegrtovide increased network capacity,
seamless mobility, high level of security, and eastaitation and configuration.

%& ()

The Extricom WLAN consists of a wireless switch (EX3M3/800/1200/2400, &EXSW-1600
based on the Multi Series 1000 platform) connected to a s#trafhin™ APs (EXRP-20/40/30n
and EXRP-20E/40E/40En). The Extricom WLAN system elimingétiesconcept of cell-planning
and replaces it with the “Channel Blanket” topology. lis tbpology, each Wi-Fi radio channel is
used on every access point to create continuous “blanketsVefage. By using multi-radio APs,
the Extricom system is able to create multiple overlappiren@él Blankets from the same
physical set of devices, as illustrated in Figure 1.

Data & Location
Voice
media
é Security

Figure 1: Four Channel Blanket Coverage



The Extricom solution is based on a fully centralized WLafghitecture, in which the switch
makes all of the decisions for packet delivery on the wiseteswork. In this configuration, the
access points (APs) simply function as radios, witsafowvare, storage capability, or IP address.
Even the basics of connecting are different: clients ageadiieectly with the switch, not with the
AP. The AP acts as an “RF conduit” to rapidly funndfitdetween the clients and the switch. The
Extricom architecture has essentially centralized theld0Bgic in the switch, while distributing

the wireless electronics in the APs.

Centralization of the Wi-Fi environment enables enterptsegploy 802.11a/b/g/n channels at
everyAP, creating multiple overlapping “Channel Blankets” that lagereach of the radios in the
multi-radio UltraThin AP. Each channel’'s bandwidth isderled across the blanket’s service area
(i.e. the combined coverage of all APs connected to thegwwith interference-free operation and
consistent capacity throughout.

As the client moves throughout the blanket, different APsheilin the best position to serve the
client at different times. The switch always usesuplénk and downlink path that is optimal to
serve the client. While this is going on “behind the scenesglibat never experiences an AP-to-
AP handoff (i.e. de-association and re-association),tiregtih seamless mobility.

Within each Channel Blanket, the switch avoids co-chambeiference by permitting multiple APs
to simultaneously transmit on the same channel only ifweaayt interfere with each other. This is
the essence of the TrueReuse™ functionality.

Extricom supports the 802.11n standard. 802.11n builds upon existing 8@dAards. 802.11n

can be used in both the 5 GHz and 2.4 GHz frequency batdsluces enhancements to the MAC
and the PHY layer, and makes use of multiple-input mulopkput (MIMO) technology. MIMO is

a technology that employs multiple transmitter and receimgennas to support simultaneous data
streams. Such technology is capable of increasing datagtipotivia enhancements such as spatial
multiplexing (data streams), 40MHz channel bonding, Block Acknowledgnand frame
aggregation, and use of spatial diversity to increasgera
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Extricom’s WLAN system solution offers the following features

Ease of deployment - No cell planning

Extricom’s architecture requires no cell planning and expee® no constraints due to RF
interference or channelization. Consequently, Extricd?s Aan be deployed wherever needed,
in any density or even varying density, to meet the ee@sind-client service level (stipulated in
terms of connection rate). The traditional site survelgasefore reduced to just physical
equipment installation planning.

Multi-Layer WLAN

Using multiple radio Access Points, a single set of ARables deployment of multiple high-
data-rate Channel Blankets with overlapping coverage, resuitimgltiplied aggregate
capacity. Separate Channel Blankets also offer the uniqlity &bguarantee Quality of
Service by physically segregating different user typaffic, and roles onto different channels.



Same band operation

The Extricom WLAN system enables WLAN channels, in #mme band (e.g. Channel 1, 6, and
11 in 2.4 GHz), to be simultaneously used within the sameoMerm overlapping Channel
Blankets using the same physical set of APs. It is pogsil@enfigure up to four channels of
same band when using EXRP-40/40E/40En APs.

TrueReuse bandwidth

TrueReuse technology multiplies the bandwidth of a standard 802ahhedtby dynamically
optimizing the reuse of each frequency. Within a Chantagil&t, up to three APs are
permitted to simultaneously transmit on the same chawhel) the TrueReuse algorithm
determines that they can do this without causing each atbarannel interference.

Zero-latency mobility

In an Extricom WLAN, wireless device remains on the sahanel everywhere within the
Channel Blanket. Inter-AP handoffs delays or packet log®toccur as the client moves
across the range of different APs.

Wi-Fi Collaboration

Extricom’s patented Wi-Fi Collaboration technology in whichAdlls are able to receive on the
same channel, provides uplink path diversity for client trassons, making the system highly
resistant to RF instabilities and outside interference.

Dense AP deployment

In an Extricom WLAN, APs can be deployed in any density coeverto the enterprise, to
achieve both blanket coverage and a guaranteed communicatett al users. In fact, while
cell-basedsolutions shy away from dense deployments because of their inRéfeistacles,
Extricom’s system performance actually increases wiRhdansity

Wire-line quality VOWLAN

Extricom’s Interference-Free architecture is perfestiyed for VOWLAN providing
zero-latency mobility, voice and data separation, redpogger consumption, and high RF
resiliency, all together resulting in superior voice periance.

IEEE 802.11n

Extricom architecture supports 802.11n both in the 2.4 GHz ahe BGHz bands, using both
20MHz and 40MHz wide channels. The advantages of Extricorcfstecture are numerous in
the 802.11n setting. Among them is the unique ability to deliveb&rdwidth performance in
the 2.4GHz band, to both 802.11n and 802.11b/g devices. By congthptanning
architectures cannot be used with 802.11n 40MHz channel-bondiog,tsennumber of non
overlapping channels is insufficient for this.

IEEE 802.11i support

Extricom’s products support WEP-64, WEP-128, WPA-TKIP, WPA2-AESMP)
encryption. The authentication modes supported include: RADBO3 Ix) and WPA
Pre-Shared Key (PSK).

Power save

Full power conservation management is enabled for assdaiobile devices over unicast,
multicast, and broadcast frames. This is based on vai®is 802.11 standard power-save
specifications such as PS-Poll and U-APSD for 802.11a#éviges, and SM & U-PSMP power
save for 802.11n devices.

%



Centralized configuration
New switches are added to the network via a single Weldace either manually by the user,
or automatically using an Extricom protocol.

System redundancy
Extricom enables full redundancy by connecting two switah@saascade or hot-standby
topology. The switchover parameters are user-configurable

SNMP

The Extricom system supports SNMP V2 based on standarndramate MIBs, enabling the
user to configure the switch using SNMP Set operationd,swéch status using SNMP Get
operation and determine the status of the system, incltitgngfatus of APs and Redundancy,
using SNMP Traps. SNMP is provided for customers wishings&their existing network
management system to administer multiple Extricom switohlésrnatively, the Extricom
EXNM-2000 network management software platform is availabke dedicated centralized
Extricom WLAN management system.

Multiple RADIUS & RADIUS Redundancy
The Extricom system supports multiple RADIUS servers [&31B, enabling the user to set
redundancy between these RADIUS servers.

Network Time Protocol (NTP)

The Extricom system supports synchronization of the sysi@rk over the network, thereby
ensuring accurate local time keeping with referencadmrand atomic clocks located on the
Intranet and/or Internet.

Fast Handoff (Opportunistic Key Caching)- WLAN clients roaming between APs of the
same channel blanket within a single switch’s coverage alleaxperience zero-latency
mobility. Clients roaming between different ExtriconLAN switches use the standard 802.11
handoff mechanism, which is further facilitated by thbpartunistic key caching mechanism in
the 802.11i standard. In addition to this, the Extricom sysjgeeds up 802.11i handoff
between Extricom switches by use of Extricom’s inter-switadtocol. This permits the client
to avoid repetitive 802.1x authentications, thereby enablstgtrfaransition between Access
Points connected to different switches with minimal sessiterruption

Captive Portal — The Captive Portal technique compels any HTTP clienie a special web
page (usually for authentication purposes) before accessingdt of the network. Captive
Portal turns a Web browser into a secure authenticatioaldd his is done by intercepting an
internet access request and redirecting it to an Bxtriocal logging web page which may
require authentication, or simply display an acceptablgokey and require the user to agree.

MAC authentication — MAC authenticatioriechnique enables the Extricom switch to
authenticate WLAN devices via RADIUS server even if theyehno native support for 802.1x.
This mechanism is normally used in “dumb” device WLANdIogy (such as barcode readers)
where WLAN client authentication is to be managed viardaral RADIUS server.
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The Extricom WLAN switches are connected to Extricom AP®itm an Extricom WLAN.

The Extricom EXSW-400, EXSW-800, EXSW-1200, and the EXSW-2400lszgtare Fast-
Ethernet capable; the EXSW-1600 and EXSW-800G are GbE-capalibesnitased on the
Extricom Multi Series 1000 platform.

The EXSW-400 and EXSW-800 can connect to EXRP-20/40 or EXRP-20BR8ED provide
legacy 802.11a/b/g service with up to 4 or 8 APs respegtiddtlernatively, these switches can
connect to EXRP-30n or EXRP-40En APs to provide 802.11n and 802d. $arice. However,
both switches can support up to a maximum of two channel ifamkgardless of the Extricom AP
model that is being used.

The EXSW-1200 and EXSW-2400 can connect to EXRP-20/40 or EXRP-20BRSE provide
legacy 802.11a/b/g service. Alternatively, these switchesconnect to EXRP-30n or EXRP-40En
APs to provide 802.11n and 802.11a/b/g service; the EXSW-1200 can ctmopdb 12 APs and
the EXSW-2400 switch can connect to up to 24 APs.

When deployed with EXRP-20/20E access points, the EXSW-1200/2400esviapport up to
two channel blankets, and when they are connected to EXRP-400EEAccess points, the
EXSW-1200 and 2400 switches support up to four channel blankets. Wtilegetkwith EXRP-
30n access points, the EXSW-1200/2400 can support up to three dblankets, two with
802.11a/b/g/n support, and one with 802.11a/b/g support.

EXSW-1200/2400 switches are equipped with hardware for two péMs with 100 Mbps Ethernet
line speed. However, only one uplink port is used currentlyseébhend port is reserved for future
port redundancy development. AP connectivity is also 100 Mbps.

The EXSW-800G and EXSW-1600 provide GbE speeds (1,000 Mbps) on b&R tharts and
LAN uplink port. The 800G and 1600 can connect to EXRP-20/40 orFE2BE/40E APs to
provide legacy 802.11a/b/g service. Alternatively, these svaitche connect to EXRP-30n or
EXRP-40En APs to provide 802.11n and 802.11a/b/g service; the EBOBWan connect up to 8
APs and the EXSW-1600 can connect up to 16 APs.

When deployed with EXRP-20/20E access points, the EXSW-800G andwibbes support up
to two channel blankets, and when they are connected to BERRPE/40En access points, the
EXSW-800G and 1600 switches support up to four channel blankets. Whlegetewith EXRP-
30n access points, these switches can support up to threeethkankets, two with 802.11a/b/g/n
support, and one with 802.11a/b/g support.

Configuring a switch and its associated set of APs &raple as configuring a single traditional
AP, greatly reducing the effort required to deploy aradntain the WLAN. Configuration is done
via a dedicated, secured Web interface that comes stbwdh every switch, or via the optional

EXNM-2000 Network Management System.



Figure 2: Extricom EXSW-2400 Switch

Figure 3: Extricom EXSW-1200 Switch

The Extricom EXS\*1200 is derived from the EX$2400, with the same hardwa
and firmware. The only difference between the two models is the nohWeAN
ports supported.

Figure 4: Extricom EXSW800 Switch

The EXSW800 switch only supports two channels, so whertdirigected to EXRP
40, only two radios will operate.




Figure 5: Extricom EXSW-400 Switch

The EXSW400 switch only supports two channels, so whertdirigected to EXRP
40, only two radios will operate.
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Figure 6: Extricom Multi Series 1000

The Extricom Multi Series 1000 is a high-performance harew&atform, and is software-
configurable to support a range of wireless and networkindifungin an Extricom WLAN
System.

The Multi Series 1000 is equipped with two RJ45/SFP GBE Cgrobtauplinks, and 16 GBE
PoE edge-side ports. The Multi Series 1000 is therefore @phperforming different wireless
and networking functions, depending on the firmware iresiadin it,

In the current release, the Multi Series 1000 platform id tessupport th&XSW-1600, EXSW-
1600C, and EXSW-800G. The EXSW-1600, EXSW-1600C, and EXSW-800Geaudtimate
platforms for full 802.11n implementation.

The EXSW-1600C is a special version of the EXSW-1600. The \WXI%00C is
designed and licensed for use only as part of a Switch Cascade pair.

The EXSW-1600 can be used as a standalone edge switch or as pa8witeh
Cascade pair.




SFP modules are not shipped with the Multi Series 1000. e the SFP ports,
you must use Class 1 laser certified SFP modules according@EN 60825-1
and /or CDRH.
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Extricom’s EXRP-20, EXRP-40 and EXRP-30n UltraThin APs ag&{iandwidth devices. The
EXRP-20 contains two 802.11a/b/g radios, the EXRP-40 corftain802.11a/b/g radios, and the
EXRP-30n contains two 802.11a/b/g/n and one 802.11a/b/g radio.

The EXRP-20 and EXRP-40 APs have internal diversity aaterione diversity antenna for each
radio. The EXRP-30n possesses three (3) antennas per 8b&ykileddio (for supporting 3x3
MIMO).

The APs do not require configuration, enabling plug-and-pistallation. If stolen, the APs do not
pose a security risk, since all encryption is perforinetie switch.

With all intelligence residing in the WLAN switch, AlRgay be placed as close together as
necessary to provide high-quality, high-speed connectivity &bfocations within the enterprise.

Extricom APs are connected to the Extricom WLAN Switchst@&ndard Cat5e/6 cables. The APs
are powered by the standard 802.3af Power over Ethernet @uEnly a single Cat5e/6 cable
connection is required to support all radios in an Extriédm

An EXRE-10 or 1000 range extender can be used between the AReaswiitch, for extended
reach.

Figure 7: Extricom EXRP-20 and EXRP-40 AP

Figure 8: Extricom EXRP-30n AP
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Some applications may require an access point capable ofctiogrte external antenna(s). The
EXRP-20E/EXRP-40E, and EXRP-40En accommodate this requireffeEXRP-20E/EXRP-
40E have the same electronics as the EXRP-20/40 (respectingly)ith a metal, plenum-rated
casing, and connectors for attaching external antenna€EXRP-20E contains two 802.11a/b/g
radios and has four external antenna connectors. The BRRRontains four 802.11a/b/g radios
and has eight external antenna connectors. The EXRP-40iaires two 802.11a/g/n radios and
two 802.11a/b/g radios. The EXRP-40En has ten external antennactors.

An external antenna may be desired to make the AP ikb&\by mounting it in the plenum. There
may also arise situations where, to ensure connectivitgearvice levels within a complex

coverage environment, directional antennas may be needed,thaihéhe omni-directional

antennas that are standard inside Extricom integrateti@a APS. In such cases, the antennas may
also be located at some distance from the AP in ordssver a specific area.

Figure 9: EXRP-20E/40E access points

The EXRP-20E/40E and EXRP-40En APs are connected to thed&wrtiVLAN Switch via

standard Cat5e/6 cables, in exactly the same manneegsaitetd antenna AP models. The APs are
powered by the standard 802.3af Power over Ethernet (PoE),rblé gowered by an external
power supply if desired.

An antenna with an RP-SMA plug (male) connector can be cteshéo the EXRP-20E/40E and
EXRP-40En . For purposes of product homologation testing, Extusad a “Rubber Duck’-type
antenna, specifically the Netgate 2.4-2.5/ 5.1-5.9 GHz Baatl Rubber Duck RP-SMA (part
number: ANT-2458-5RD-RSP). More specifications on this asteam be found at
http://www.netgate.com/product_info.php?products id=386

With EXRP-20E/40E/40En - Use only xPVC or similar jacket calliech is NEC
Article 725 and 444 Compliant and plenum rated per NFPA 262940l standard
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An Extricom WLAN switch is connected to the wired LAN dathe APs distributed throughout the
enterprise. Figure 10 shows a typical Extricom enterprisddgy, consisting of an Extricom
switch and eight APs.

Figure 10: Typical Extricom Typology

Extricom uses standard WLAN protocols (IEEE 802.11). Asaltieany 802.11a/b/g/n standard
wireless device can work seamlessly with the Extricostesy.

Mixing different types of Extricom AP’s on the same swtch is not
permitted, except for EXRP-20 and 20E AP’s or EXRP-40 and 40E
AP’s.

When using the EXSW400/800 with EXRP-40, EXRP-30n, or EXRP-
40En, only two radios will operate.

Extricom APs must be directly connected to the switcko function.

An Extricom range extender or media converter, may be & between
the AP and the switch, when extra range is required.
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Switch Cascade is a new Extricom topology in which twdthNEeries 1000 switches are
interconnected together to create one larger logical switithemhanced redundancy. One Multi
Series 1000 switch serves as the primary, and the other34ules 1000 switch serves as the
secondary. A diagram of the Cascade topology is shown bi@aw,standard configuration:

LAN

LAN2
Fort
Interconnect

' | |
27 | L 5 = é
oy 'y e

Figure 11: Switch Cascade Topology

Secandary Switch

The interconnect is connected to the LAN2 port of each switeh page 26 for more details about
the interconnect hardware and maximum length.

The APs of each switch form a seamless channel blamketxtends across the APs of both

switches. Up to 4 seamless channel blankets can be depldped. 32 APs can be deployed in the
cascade topology.

In the above topology, the switch configuration is redundanthleuAPs are not. To achieve AP

redundancy, the APs from each switch should be deployethash configuration, as illustrated
below:
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Figure 12: Switch Cascade With AP Redundancy

It is also possible to deploy the APs in a semi-mestording to the degree of service required in
the event of a failover. In a semi-mesh deployment, mosa#d>sonfigured as in Figure 12, but
one or more APs from the Primary are placed in the covenageof the secondary, or vice versa.

In a switch cascade, the secondary switch routes dledfaffic from its APs to the primary switch
over the interconnect cable. The primary switch performéuthset of Extricom edge switch
functions on the secondary switch’s traffic, as wellmasraffic from its own APs. The same is true
for traffic downloaded to the APs: the primary switch perfs the Extricom edge switch functions,
such as determining to which AP to transmit each paaketthe secondary switch routes the traffic
it receives to the correct AP.

Heartbeat checks are performed over the LAN links. A failtadees place if there is a critical
failure of one of the switches, one of the LAN links, otha interconnect.

Y& Hit 2-

802.11n is a breakthrough technology that enables Wi-Fi netwoda more, faster, over a larger
area. 802.11n Wi-Fi provides optimized connectivity for enteegogcomputer networking, delivering
the range, bandwidth, and performance that multimediacapipins and products demand.

For 802.11n deployment, Extricom offers the EXRP-30n, and EXRP-ABBNnThe EXRP-30n
contains two 802.11a/b/g/n radios and one 802.11a/b/g radio, aEX@f-40En contains two
802.11a/b/g/n radios and two 802.11a/b/g radios.

All current Extricom switches support 802.11n. However, for 882:11n deployments, the Multi
Series 1000 platform (EXSW-1600/800G) is recommended becaus&tiHtsapability which
takes full advantage of the GbE capability of the EXRP-304&ah.

%
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The following section describes at a high level the maatufes and terms of 802.11n. It also
outlines which features of the standard are supportectnic@&mn products at this time. This section
is provided to give customers using Extricom's 802.11n products arewef 802.11n
technology, and to help them understand what parameters needatconfigured on the Extricom
switch in order to support 802.11n.

802.11n is a member of the 802.11 family of standards; itwastibn in both the 2.4 GHz and
5GHz bands using OFDM transmission (as with 802.11a and 802THgemphasis in 802.11n
design was mainly on increasing bandwidth, range and perfoenmdithe 802.11 protocol itself.
This was largely achieved by using multiple transmiftecgivers (MIMO) and enhancements to
the OFDM PHY and 802.11 MAC layers.

Definition: 802.11a/b/g devices used SISO architecture (single input, swiglet) for transmitter
and receiver paths. 802.11n uses MINMultiple inputs / multiple outputs) architecture. That is,
multiple transmitter and multiple receiver anten(ésM) are used to support multiple,
simultaneous data streams

Extricom 802.11n: Extricom Access Points are equipped with three receamilghree

transmitters, so as to make 3x3 MIMO possible. Initiditywever, the firmware in the radio chipset
will operate in a 3x2 MIMO configuration. This will emware upgradeable when the chipset
manufacturer makes this enhancement available.

Definition: Spatial multiplexing divides data into multiple streaamsl sends it simultaneously over
multiple paths using the multiple transmitters (antenmaj the channel. These streams are
recombined by the multiple receivers to get the origiat.d

Extricom 802.11n: Extricom Access Points support two data streams over the@x3nitter/
receivers.

Definition: All earlier versions of 802.11 have used 20 MHz wide channelsedii the 2.4 GHz
and 5 GHz bands. 802.11n- Draft 2.0 specifies operatitheisame 20 MHz channels used by
802.11b/g in the 2.4 GHz and 802.11a in the 5 GHz bands, but adds avheydea full 40-MHz
wide channel can be used. This offers approximately tikie¢hroughput of a 20-MHz channel.

Extricom 802.11n: Extricom products support 20 and 40MHz chanbelhin 2.4GHz and 5GHz.

Definition: In OFDM, inter-symbol interference occurs when the de&twbeen different RF paths
to the receiver exceeds the guard interval, causing &trefieof the previous symbol to interfere
with the strong signal from the current symbol: a formeif-interference. 802.11n allows a shorter
guard interval to increase PHY performance.

Extricom 802.11n: Extricom supports configurable guard interval (400 or 800 nsjeier, short
guard interval is only supported with 40MHz channel.



Definition: With MAC-layer aggregation, a station with a numbefraimes to send can combine
them into an aggregate frame (MAC MPDU). The resuliaghe contains fewer headers in
overhead than would be the case without aggregating, anddsefewer, larger frames are sent, the
contention time on the wireless medium is reduced.

Extricom 802.11n: Extricom supports frame aggregation.

Definition: Block Acknowledgment works in conjunction with frame aggtiega allowing the
transmitter to request a block ACK for a multiple fleamproving overall performance.

Extricom 802.11n: Extricom supports block acknowledgment.

Definition: 802.11n defines three modes of operation for 802.11n devices:
1. Legacy mode — In this mode, the 802.11n radio works in legac§B9B/g mode only.

2. Mixed mode — In this mode the 802.11n radio can work with both 802 B0?.11a/b/g
clients

3. Greenfield mode — In this mode the 802.11n radio works only&G@ighlln clients.

Extricom 802.11n: Extricom products support both Legacy and Mixed modes. Cuyrigate is no
support for Greenfield mod#&Vith this release, however, Extricom is introducing ajueifeature,
the 'HT Only" blanket in which a specific Channel Blanket can be configsoetthat only 802.11n
clients (working in mixed mode) can associate tohisEnables a deployment to support co-
existence of ‘n’ and ‘b/g’ clients, from the same detBs, but separated on different channels, so
there is no mixed-mode throughput degradation occurs.

Definition: 802.11n is designed to operate with backward compatibility forl@02)/a devices—
the method of operation known as mixed mode that was preyidestribed. 802.11b/g/a, on the
other hand, does not have forward compatibility with 802.1har&fore 802.11n must protect
802.11b/g/a stations from 802.11n transmissions that may beretest as interference

Extricom 802.11n: Extricom supports PHY layer protection (L_SIG protection) f&iD®
transmissions (802.11a/g clients). MAC layer protectiompperted (Dual CTS protection) for
non-OFDM (802.11Db) clients.

Definition: The complexity of 802.11n rate adaptation has given birtheg@oncept of Modulation
Coding Scheme (MCS). MCS includes variables such asutineer of spatial streams, modulation,
and the data rate on each stream.

Extricom 802.11n: Extricom supports two data streams; therefore MCS 0 tafi%he configured.



Definition: The basic 802.11n power save mode is based on the earlier 802.1kaeav@nction.
Power save in 802.11n is enhanced for MIMO operation witlpSMer save mode. Since MIMO
requires maintaining several powered-up receiver chains jostaadver draw for MIMO devices is
likely to be considerably higher than for earlier 802.11 eqaimA new provision in 802.11n
allows a MIMO client to power-down all but one RF chain whrepower save mode. When a

client is in the ‘dynamic’ SM power save state, the ARds a wake-up frame, usually an RTS/CTS
exchange, to give it time to activate the other anteand<RF chains. In static mode, the client
decides when to activate its full RF chains, regardiessffic status.

Extricom 802.11n: Extricom supports SM power save mode static mode.
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This chapter provides instructions for unpacking and instattie Extricom WLAN system.

3# /. %w& ()

The Extricom WLAN system is shipped with the following:

One Extricom switch.
CD which contains The Extricom WLAN System User GuidegBst Notes and EULA

APs (the number of APs is based on customer order andptbwi separate boxes) are
shipped as part of the overall order.

One power cable.

%4 #
The following additional equipment is required for instejlthe Extricom WLAN system:
One CAT-5e/6 cable for each AP.
One CAT-5e/6 cable(s) for connecting the WLAN switch uplmkie LAN switch.

A range Extender (EXRE) is required for any AP that bdllocated between 100 and 200
meters from the WLAN switch.

For cabling distances over 200 m, media converters must be used.

Two (EXRP-20/40/30n) stainless steel pan head 8x1-1/4" self-tappifigps screws for
wall or ceiling mounting each AP (optional).
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Before installing the switch and access points, plapidgeement of the APs. Before permanently
mounting the APs, Extricom recommends testing the netwonkg aslaptop client) to identify
potential coverage holes. If such a problem exists, rel@eafd® or add additional APs to resolve
the coverage hole. To find the best location for the redgioserage, the Extricom Deployment
Tool may be used.

The APs should be placed in a stable, secure locatimh, as on top of a closet or bookshelf, or
mounted on a wall.

The switch should be placed near the distribution poitite@t. AN line. This is usually in the
communications closet of your enterprise.
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The Extricom EXSW-400 switch has 6 connectors and 4 LED typéle front panel (refer to
Figure 13).

The Extricom EXSW-800 switch has 10 connectors and 4 LED typéise front panel (refer to
Figure 14).

The Extricom EXSW-1200 switch has 15 connectors and 4 LED typ#se front panel (refer to
Figure 15).

The Extricom EXSW-2400 switch has 27 connectors and 4 LED typ#se front panel (refer to
Figure 16).

The Extricom Multi Series 1000 Appliance Platform has 21 conre@tefer to Figure 17).

Figure 13: Extricom EXSW-400 Switch

Figure 14: Extricom EXSW-800 Switch



Figure 15: Extricom EXSW- 1200 Switch

Figure 16: Extricom EXSW-2400 Switch

N

GbE Combo ports 2 Copper/SFP

J45 console 16 GbE/PoE copper ports

Figure 17: Extricom Multi Series 1000

Table 1 below describes the front panel and connectors of @xtEXSW-
400/800/1200/2400/Multi Series 1000 switches.

#

Console Serial connector — only to be used by, or asigted by, Extricom
personnel for troubleshooting, support, or maintenance. Can be
accessed using a Null modem cable.

LAN 2 Fast Ethernet RJ-45 ports — used to connect the switch taired




(EXSW-400/800) LAN.

LAN1, LAN2 Only LANL1 is used for connection to the wired LAN.
(EXSW- 1200/2400) LAN2 on EXSW-1200/2400 is currently not in use.
LAN1,LAN2 2 GbE RJ-45, 2 GbE SFP combo ports — used to connect the switch

(Multi Series 1000) 1o the wired LAN. Use only GbE or SPF.

Only LANL1 is used for connection to the wired LAN.
LANZ is used for Switch Cascade interconnect only.

WLAN (AP) Ports RJ-45 connectors — used to connect Extricomtéfhe switch.
These ports provide 802.3AF PoE compatible power.
Maximum current: 270 mA, 48 volts.

. Do not connect any device other than Extricom APSs tg

the WLAN ports.

Table 1: Extricom EXSW-400/800/1200/2400/1600 Switc h Connectors

Table 2 below describes the front panel LEDs of Extricom EX&@®/800/1200/2400 and Multi
Series 1000 Appliance Platform.

Power None No power
Green Blinking - switch is loading
On - switch is ready/operational
Red On - Error after loading
Green- Blinking - RF localization error
Orange
LAN, LAN1, LAN2 Ports
Act/Link Green On - connection

Blinking - activity over connection
Off - no connection

100 Orange On - 100 Mbps full duplex connection
(EXSW-400/800 only) Off - 10Mbps full duplex or no connection
100 /1000 Orange On - 100 Mbps full duplex connection
(EXSW-1200/2400 only) Off - No connection

Only a 100 Mbps LAN connection is
supported.




(1000) Orange Not in use.
(Multi Series 1000 only) Only a 1000 Mbps LAN connection is
supported.
In v4.2, Orange LED is not used.
Status (SFP links) Green On - 1000 Mbps full duplex SFP connection
(Multi Series 1000 only) Off - no SFP connection
WLAN (AP) Ports
Link Green On - connection

Blinking - activity over connection
Off - no connection

Status Orange On-100 Mbps full duplex connection
(EXSW- Off - no connection

400/800/1200/2400 only)

Status Orange On -1000 Mbps full duplex connection
(Multi Series 1000 only) Off -100 Mbps full duplex ono connection

Table 2: Extricom EXSW-400/800/1200/2400/1600 Switc h LEDs
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Extricom EXRP-20/40/30n APs have two connectors (AP to WLANcsmwdgommunication, power)
located on the side of the device and four LEDs locatetieotop of the device (see Figure 18).

In addition to these two connectors, the EXRP-20E/40E APdalsofour or eight external
antenna connectors respectively (see Figure 19). The EXRPHRBELO external antenna
connectors.

LEDs

WLAN Connector

Power Connection

Figure 18: Extricom Integrated Antenna AP



Figure 19: Extricom External Connector Antenna AP ( EXRP-20E shown)

Table 3 below describes the Extricom Access Point connectors.

Power

External power is not required for mc
applications. Power is supplied via the Ethernet
cable (PoE).

In case of an external power requirement (e.g. when media
converters are used and POE is blocked), use a UL Listed
LPS (Limited Power Source) or NEC Class Il power
adapter. Rating — Input: 90-240VAC, 0.8A max. Output:
48VDC, 0.56A max.

The DC output plug of the power supply must be a standard
round DC plug with 5.5mm outer ring diameter and 2.5mm
inner ring diameter. Plug polarity: Outer (-), Inner (+).

Due to regulatory requirements in
Europe (CE) and the pending

certification process for the power

supply connector, an external power
supply should not be used with
EXRP20/40/20E/40E.

WLAN

RJ-45 connector — used to connect the Extricom AP to the
Extricom switch. Power is provided by the Extricom switch
to the AP when directly connected to it.

Table 3: Extricom AP Connectors



Radiol Green ${Radio is active
Red £ Radio is malfunctioning
Off 1% Radio is off
Radio 2 Green " Radio is active
Red 2¢ Radio is malfunctioning
Off 2" Radio is off
LAN Green (flashing)  Connection to Extricom switch is aeti
Off Not active
Power Green On/Off

Table 4: Extricom EXRP-20/EXRP-20E AP LEDs

Radiol Green *{Radio is active
Red £ Radio is enabled with no assigned
ESSID, or malfunctioning
Off 1°' Radio is off
Radio2 Green " Radio is active
Red 2¢ Radio is enabled with no assigned
ESSID, or malfunctioning
Off 3" Radio is off
Radio3 Green '"$Radio is active
Red ¥ Radio is enabled with no assigned
ESSID, or malfunctioning
Off 3% Radio is off
Radio4 Green "Radio is active
Red 4 Radio is enabled with no assigned
ESSID, or malfunctioning
Off 4" Radio is off

Table 5: Extricom EXRP-40/EXRP-40E/En AP LEDs

1%



Radio1l Green ${Radio is active
Red £'Radio is malfunctioning
Off 1% Radio is off

Radio2 Green " Radio is active
Red 2¢ Radio is malfunctioning
Off 2" Radio is off

Radio3 Green " Radio is active
Red 2¢ Radio is malfunctioning
Off 2" Radio is off

LAN Green (flashing)  Connection to Extricom switch is a&eti
Off Not active

Table 6: Extricom EXRP-30n LEDs

The Extricom switch is connected to the wired LAN anth®dAPs that are located throughout the
enterprise.

To connect a switch and access points:

1. Using CAT-5e/6 100/1000Mbps cable, connect the RJ-45 LAN1 connectoedamathe front
panel of the switch (refer to Figure 16) to the LAN switch

2. Using a CAT-5e/6 cable, connect each AP (refer to Figuréoldi)e of the switch’'s RJ-45
WLAN connectors.

If an AP must belocated over 100 meters from the switch, an Extricom R
Extender must be used, which enables up to an additional 100antdi@l switch to
AP distance of up to 200m.

Switch to AP distances of up to 700m can be supported on @btections by using
Extricom EXMC-1000 media converters.

3. Connect the power cable to the power connector located orethpamel of the switch, and
plug the other end of the power cable into a power source.

4. Verify that the Power LEDs on both the switch and coreteétPs are green.

! Additional APs can be connected /disconnected while the sisitttive.




Mixing AP types in the same deployment isot permitted, except for EXRF-20
and 20E APs, or EXRP-40 and 40E APs.

When using the EXSW400/800 with EXRP-30n/40E/40En APs, only twosadlil
operate.

If using fiber medieconvertes (ATI/100Mbps, CTC/1000Mbp to extend switc-to-
AP distance:
- Each converter requires external power
Once all cables are connected (Switch — copper — convelitesr —
converter — copper — AP) perform a port power down/up in the watnGU
the switch to renew switch awareness of the AP connection.
Fiber mode is Multi for 100Mbps
Fiber mode can be Multi or Single for 1000Mbps per the SFP module
selected. Note both ends of the fiber termination must tiee same (SFP)
mode.

To connect a switch cascade:

1.

Connect the primary and secondary switch to the LAN aitd #Ps, as directed in the section
above.

Verify that both switches are running the same firmwalease, and that this is the newest
release that supports Switch Cascade.

Refer to the chart on the following page for importantadwinterconnect guidelines

Connect the switch interconnect from the LAN2 connector loaatdtie front panel of the
primary switch, (refer to Figure 17) to the LAN2 connecbmated on the front panel of the
secondary switch.



The maxinum length ¢ the primary to secondarswitch interconnect is comput
according to the following tables: (all distances in méters

Distance BetweeSecondan Max. Switch InterconnecDistance
Switch and Its Farthest AP (Copper Interconnect Cable)

50 15C

10C 10C

15C 50

17¢ 25

19C 10

Distance BetweeSecondan Max. Switch InterconnecDistanct
Switch and Its Farthest AP (Fiber Interconnect Cable)

50 50C

10C 30C

15C 15C

175 75

Note: Beyond 100 m, copper-based cables require a range extender

0 1

Extricom EXRP-20E/40E/40En APs can be mounted on the wadlilong: For this purpose, a
separate mounting bracket is provided for ease of insballathe bracket has two holes for

mounting to the wall, and one hole for a screw that mahet&\P to the bracket.

Extricom EXRP-20/40/30n APs can be mounted on the wall angeilfo mount the APs, you will

need two stainless steel pan head 8x1-1/4" self-tappingpBhsiirews.

To mount the EXRP-20/40/30n Access Points:

1. Place the installation template (refernernal Access Point MountinBemplatein this Guide)
on the wall where you want to mount the AP.

2. Mark the "Point for Drilling" locations on the wall.

3. Screw the two stainless steel pan head 8x1-1/4" self-tappitigp®screws into the wall

leaving enough of the screws protruding to enable you to hookRle/ér the screw.

4. Align the holes on the back of the AP with the screws apdlséi AP into place.




Positionthe EXRF-20/40AP so that the connectors are on thetom left corner o
the AP.

The EXRP-20 and EXRP-40 are similar in appearance. Plieadse-check the LED
titles or label on the underside of the unit to make sure goe the right type of AP
for your deployment.

The EXRP-20E, EXRP-40E, and EXRP-40En resemble each otheaveit

different number of external antenna connectors.
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After connecting the switch and AP, configure the ExtricomAMLsystem through Extricom’s
web configuration GUI using a terminal or PC connectetiécsime LAN as the switch.

To access the Extricom web configuration pages:

1. In your Web browser, enter the followirtgtps://<IP address of the switch>
wherex<IP address of the switch> is the IP address of the switch provided with your
purchase (for example, the URL shouldhibips://1.2.3.4f the IP address of the switch is
1.2.3.4). Note thatttps must be usedot http, in order to initiate a secure browsing session.
https initiates an SSL session with the switch.

If you did not receive a switch IP address with the dwitice factory default value
for the switch IP address is 192.168.1.254.

If you are using the default IP settings, do not place arbeteveen the user PC and
the switch.

2. On the first login you will receive a notice in your br@wshat there is a problem with the
website’s security certificate. Click o€bntinue to this website (not recommended)

3. ThelLogin page appears, as shown below in Figure 20:

#* + o+



Figure 20: Login Page

4. Enter your user name and password (as provided by your systether) and clickOK. The
Summarypage appears.

If you did not receive a user name and password with yotchswise the following
factory default user name and password:

user name:admin
password: Switchl

The user name and password are case-sensitive.
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1. You will receive a notice in the pop-up window that thera problem with the website’s
security certificate.

2. Press théab key on your keyboard until you see the linRdntinue to this website (not
recommended)

3. Click on it.

System pop-up windows are used in only a few situationgxeimple, when clicking on System
Tools \Maintenance \Factory Defaults button.
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The Extricom Web Configuration pages have four main areas:

Switch image — The Extricom Web configuration page displays agerof the configured
switch (the EXSW400, EXSW800, EXSW-1200, Multiseries 1000, oEX®&W-2400); the
image shows dynamic status of the PoE of each AP portHdtel off , green=PoE on).

Navigation tree



Configuration display, and editable work area (for sooneens)

Event and alarm area

Configuration Display, Work
Area (for some screens).

Navigation

#l

Tree

Event and Alarm Area

Figure 21: Typical Web Configuration Page

Thenavigation treeprovides access to the following Extricom Web configuration gage

LAN Settings — used for configuring LAN parameters.

WLAN Settings- used for configuring WLAN parameters including ESSIRxed
configuration and Radio configuration.

Access Points used for viewing ports in use, and activating/deactigeRioE.

System tools used for configuring general system parameters suclsasqals, time &
date, firmware upgrade, etc.

Advanced used for configuring advanced features such as redundaneReuse,
802.11d, IDS, SNMP, and Centralized Configuration parameters

Events & Reports gsed for viewing system events and performance reports.

Support & Feedback



Thework areadisplays the information selected in the navigation td=se this area to configure
Extricom system parameters, where applicable. Web configarpéiges may includeQave
button; when this is selected, the configuration changespgiesd to the offline configuration file.

If you wish to apply these parameters, selecAhgly option in theSystem Toolweb page; this
will start the reconfiguration process.

Theevent and alarnarea will display real time SNMP trap messages, yoypaease the traps by
selectingPause

Please see page 92 for more details.

If you do not selecApply option (in theSystem toolweb page) after clickin§ave
the new configuration will only take effect after rebootihg switch

##
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In theLAN Configurationpage, you can configure the following:

The LAN ports’ IP address and network mask, as vweell backup address and mask.
The LAN interface and management VLAN tag IDs.
The default gateway.

Wireless subnet tab — Configures all wireless subnets (S&iDets) controlled by the IT
manager. This may be required when Captive Portakisled.

To configure LAN parameters:

1. Click LAN Configuration in the navigation tree. THeAN Configurationpage appears (refer to
Figure 22).

Figure 22: LAN Configuration Page

2. Configure the LAN parameters. Refer to Table 7 for a gesmn of the LAN parameters.



LAN IP Address

Enter LAN IP address used for the switc
management. You can add an alternate IP address if
you wish to manage the switch from a different
network; enter the value in tladternate field.

Network Mask

Enter the network mask for the LAN 1 IPradd and
you can also add an alternate network mask for the
alternate IP address defined, enter the value in the
alternate field.

Edge’s Subnet

Subnet of a redundant pair (Primary - Secoodary
Main - Standby). Only appears if switch defined as
part of a redundant pair.

Default Gateway

Default gateway address.

DNS server

Add the DNS server IP address

VLAN

Management VLAN tag ID for VLAN access to
manage the switch. You can add two: one for the
LAN 1 IP address through théain field, and an
alternate VLAN id for théilternate IP address
defined (using the alternate field).

Switch name

A textual descriptor of the switch. Maximemgkth
is 64 characters.

Table 7: LAN Configuration Parameters

3. Click Saveto save the configuration.

4. When using Captive Portal, if any Captive Portal ESSIDameassociated VLAN, you need to
enter the IP subnet that you are planning to assign to HANYV

If you do noiselect Appl (in theSystem tocs web pageafter selecting Save on
one page or morewhen you reboot the switch the new configuration is (oster
to Rebooting the Switch on page 62).

#%
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TheWLAN Configuratiorpage contains three sub-menu pages:
ESSID definition

Radios

Assignments

L% $

An ESSID(Extended Service Set Identifier) is the name of the m&tWeireless devices must
connect to a specific ESSID which determines the pre-desietedf privileges, settings, and
limitations (such as security definitions, access pigé; VLAN assignments, etc.) of the network.
Each channel can support multiple ESSIDs, thus creatinmaVi networks on the same channel.

The following is the data structure used by the Extricormesyst
Each radio is assigneshechannel.
Each channel can support upBtd 6 different ESSIDs (see note below).
Each ESSID can be associated with a VLAN tag.

The same ESSID nancan be repeated for different channels;

On theEXSW-1200, EXSV-2400, and Multi Series 10, up to 7 ESSIDs al

allowed on channel 1, and up to 8 ESSIDs are allowed onoédlch remaining
channels.

On the EXSW-400 and EXSW-800, up to 15 ESSIDs are allowedamehl, and
up to 16 ESSIDs are allowed on channel 2.

There is a maximum of 31 ESSIDs per system.

Table 8belowshows an example of possible channel, ESSID and VLANgsigranents for the
EXSW-400 and EXSW-800 switches.

% $ O .
First Radio 1 Networkl 1
Network?2 2

Networkl5 15
Second Radio 6 Network16 16




% $ O .
Networkl7 17
Network18 18

Network31 31

Table 8: ESSID per channel Example

In theESSIDweb page, it is possible fald a new ESSID, and teenameor Deletean existing
ESSID. For a selected ESSID it is possible to confithedollowing features:

Allow Default ESSID

Display ESSID in Beacon
Allow Store & Forward

Allow Inter-Ess Store & Forward
Enable Multicast

Enable ARP Caching

Enable MAC ACL

Enable 802.11D support
Enable AeroScout

MAC authentication

Beacon Rate Control
In-Band Management
Captive Portal

Assign a VLAN to the ESSID
Set a disassociation timeout
Set DTIM period

Encryption parameters

MAC ACL (in MAC ACL tab) / RADIUS server (in RADIUSa)



Figure 23: WLAN Configuration Page

When configuring ESSID parameters, refer to the followaidet for a description of the available
parameters:

ESSID

Select ESSID Select an ESSID from the dropdown list.
To Add/Delete/Rename ESSID$om this list, use the
Add/Delete/Renamsfield in the web page.

ESSID option

Allow Default ESSID If this option isenabled a wireless device will be allowed to
connect to the Extricom WLAN without requesting a specific
ESSID (i.e., “default” or “any” ESSID). If this optias disabled
then a wireless device needs to connect to a specific E&$the

Extricom WLAN.
Display ESSID in This option provides an additional (though limited) level of
Beacon security. The AP sends out a beacon with information abeut

network. If this option is enabled, the ESSID appearsan th
beacon. If disabled, the ESSID does not appear in the beacon.




Allow Store &
Forward

If this option isenabled two wireless devices connected to the
Extricom WLAN with the same ESSID can communicate and
transfer data to each other. Traffic between wiralessces will
not be forwarded to the LAN switch.

If this option isdisabled all traffic goes through the LAN switch.
This could be used by IT managers to apply security setting
various policies in the LAN network.

DisablingAllow Store & Forwarddisables
the Allow Inter-Ess Forwardption.

Allow Inter-Ess
Forward

If this option isenabled two wireless devices connected to the
Extricom WLAN with different ESSIDs will be able to
communicate with each other without going through a router.
Traffic between wireless devices will not be forwardethsLAN
switch.

This option must be enabled on b
ESSIDs.

In order for wireless devices, associated tp
different ESSIDs, to be able to
communicate with each other, the ESSID
must be defined on the same VLAN (or n
VLAN at all). T

If this option isdisabled all traffic goes through the LAN switch.
This could be used by IT managers to apply security setting
various policies in the LAN network.

"z

Enable Multicast

This option, when enabled, provides supponutifcast and
broadcast packets for the selected ESSID. Multicagoand
broadcast packets shall be transmitted from all APs.

Enable ARP Caching

This option, when enabled, provides aediiate response to
ARP requests directed towards WLAN stations associaittcthe
selected ESSID. The Switch answers on behalf of the M/LA
stations.

MAC ACL

This option, when enabled, allows a user to aditleC access list
to the specific ESSID. Only clients with MAC addre@ssluded in
this list are allowed to access the network if the Afxdde is
Whitelist. If the ACL mode is Blacklist, then these cteare not
allowed to use the network. Use the MAC ACL tab to addvie
ACL list

MAC ACL Mode

Select Whitelist or Blacklist. Whitelisgtode means that the MAC
addresses listed can access the network. Blacklist medas that
the MAC addresses listed cannot access the network.

#)
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802.11d Support

Enables support of the 802.11d standard.The purpase of th
standard is to provide regulation domains for each coimaty
predefined list. The regulation domains and country inftiona
are provided as part of Beacons & Probe response. Thigse t

feature, 802.11d support per ESSID must first be enabled using the

Advanced/Others tab folder.

Enable AeroScout

Enable location based services forSB4E based on the
Aeroscout platform. To use this feature, Aeroscout support pe
ESSID must first be enabled using the Advanced/Others tab
folder. Requires Aeroscout hardware.

VLAN

Enter a VLAN tag to assign to the ESSID. AssignaVLAN to
an ESSID enables you to control a wireless device's pyrde
through the existing wired network definitions.

MAC Authentication

Select this option if you wish to impd&$&C authentication on
this ESSID. MAC authentication enables a user to atitiage
WLAN clients using RADIUS server, even if they do not support
802.1x authentication. Note that when using this option, the
security setting does not allow you to select any 802.1x methods.

Beacon Rate Control

Use this option if you wish to tune the beacon distribution
mechanism. You can tune the system to provide customized
beacon coverage. The higher the rate, more beacons shall be
distributed on this SSID.

5 levels are available in the pull-down menu:
Basic: 0% beacon rate control
Normal (default): 33% beacon rate control
Increased: 66% beacon rate control
High: 80% beacon rate control
Full: 100% beacon rate control

In Band Management

Select this option if you wish to allamagement of the switch
through the wireless media through this ESSID. In band
management ESSIDs have the same VLAN as set for thehswit
management VLAN. Once you set this option, the VLAN setting
will be automatically updated to the management VLAN asse
theLAN Configuration web page.

In band management SSID if enabled shall only allow the
following security Settings (This should be set from@tkers
Tab in theAdvanced page):

WPA/WPAZ2 personal ( TKIP/AES & Pre Shared Key
Authentication)

WPA/WPA2 Enterprise (TKIP/AES & 802.1x
Authentication)




Captive Portal Select this option if you wish to set BE&SID to be captive portal
restricted. If you set this option the ESSID VLAN id is
automatically assigned with the VLAN ID specified in tartal

tab in theAdvanced page.

Disassociation Enter the amount of time (in seconds) a wireless dedoe

Timeout remain inactive (no data sent to or from the wirelesscdg
before automatically disconnecting from the network.

DTIM Period The period of time after which broadcast andticast packets are
transmitted to mobile clients in the Active Power Mgement
mode.

Select the DTIM period for the selected ESSID. Thiglevant
for clients that want to utilize the power managemeapiability.
The possible values are 1-5. The default is 3.

A high DTIM value may cause the
clients to lose connection with the
network.

EAPOL Start Only Select this option if you want the switzlzonnect only clients
that require the switch to wait for an EAPOL Start.

When this option is selectedients that
do not send an EAPOL start will not be
able to connect to this ESSID.

Table 9: ESSID Parameter Descriptions

The EXSW creates a hearing relationship table betweenlfesms an AP Bundles group
(Bundle of APs — group of APs, each bundle can include 1 oe ABs). The total number of
bundles is equal to the number of APs. Each bundle carasBadcon at the same time interval.
Then a transmission occurs based on round-robin betweetebadery 100msec). In order to
compensate sensitive clients for a lost beacon, itssiple to set (per SSID) the Beacon rate
control at a higher threshold. Although the feature minimizegossibility of clients receiving
duplicate beacons, there is no guarantee of zero dupfieased beacons.
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Hearing relationship
* Clients near AP1 hear only 1 beacon out of 5, the  refore Hearing % is 20%.

Figure 24: Hearing Topology Example

The following table shows the hearing % of each AP in theaimagbove:

1 1 20
2 2, 40
3 3E 40
4 4. 40
5 2,34} 80

Table 10: Hearing %

Beacon transmission prior to switch s/w v3.4 would havevi@d the legacy pattern below:

AP1

AP2

AP3

AP4

o & Wl N R

APS

Table 11: Legacy Pattern

However, from v3.4 and later, a Smart Beacon mechanisnmymsmented, so that the beaconing

in the example is actually as shown below (BC rate coatr@0%):



AP1,AP:

AP1,APZ

AP1,AP3,AP!

AP5,AP<

1
2
3
4
5

AP1,AP:

Table 12: Smart Beaconing

S
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In theESSIDpageEncryptionsection the following security definitions can be configured:
Type of encryption.

Type of authentication.

With some configurations, you can use encryption without atitiaion. For a
higher level of security, however, it is recommended to usedmatryption and
authentication.

listing available combinations of Encryption and Autheniizaprotocols.

. The Extricom WLAN makes configuration of ESSID security pagtams easier by

Security definitions are configured for each ESSID indivilgua
To configure the security definitions:

1. Select the ESSID for which you want to configure the sgcdefinitions from theeSSID
dropdown list.

2. Configure the security definitions for the selected ESR&fer to Table 13 for a description of
Security parameters.



Encryption & Authentication

Choose method

Define the method of encryption and authentication.

A combination of encryption and authentication methods neay b
selected from the options detailed in the drop-down list.
Encryption cipher
There are three types of encryption ciphers available:
WEP64—- Wired Equivalent Privacy (802.11 encryption
protocol). This is a very basic encryption level. (AKA \WIBP
WEP128- This encryption is similar to WEP64, but the WEP
keys are longer. (AKA WEP104)
TKIP — Temporal Key Integrity Protocol. This is a morewse
and more advanced method of encryption as a part dVEh
standard.
AES (CCMP)- Advanced Encryption Standard.(Cipher Block
Chaining Message Authentication Code Protocol) is currently
the most advanced and secured method of Wi-Fi encryption
and is part of 802.11i (WPA2) standard.

Authentication method

Authentication is used to identify if a wireless devicaushorized
to connect to the WLAN, and verifies the wireless device’s
identity. Authentication methods (such as specific EAP meathod
available in th&VPA/WPAZnterpriseoption) also verify that the
association process is secured. Authentication utilizing
WPA/WPAZ2 (enterprise) can also support encryption key
changes.
The following methods are available:

802.1x— if the cipher is WEP or WEP104

WPA/WPA2 enterprise if the cipher is TKIP or AES

Supported protocols: EAP, TLS, TTLS, PEAP, LEAP and MD5

When choosin@r encryption cipher and authenticati
method, make sure it is compatible with the wireless
devices’ capabilities.

The Extricom system supports “WPA2 Mixed Mod
This mode permits the coexistence of WPA and WRA2
clients on the same ESSID. WPA2 mixed mode allgws
“old” WLAN clients with “new” WLAN clients on the
same ESSID during transition period.

Any security combination (Encryption and Authentication) can b
selected from the list and the check boxes.

$%
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WEP Keys

TheWEP Keysarea is only enabled if the cipher selected in the
Choose Methodfield is WEP or WEP104. In th&/EP Keysarea,

you define the WEP Key that is used for encrypting or decrgpti
You can define all four WEP keys. For each key you defglect

the input format (ASCII or HEX) and enter the key acaogdo
the following table:

# $$ ;%5
WEP64 5 characters 10 digits
(or WEP64+802.1x)

WEP128 13 26 digits

(or WEP128+802.1x) characters

Transmission Key

Select the WEP64/WEP128 key to be usédiimmitting data
from the AP.

WPA

The WPA area is only enabled if the cipher selectedehoose
Method field is WPA/WPA2 personal

WPA-PSK

If WPA/WPA2 Personal with Pre-Shared key autbation is

used, the WPA-PSK field is enabled. In this case, setex of the

following input formats, and enter the corresponding keydiste
For ASCII, enter 8-63 characters.

For HEX, enter 64 digits.

WPA/RADIUS

Re-key Interval

Enter the amount of time (in seconus) élapses before the
Group Key is changed.

RADIUS Servers

Define the RADIUS servers list if:

The cipher is WEP64/WEP128, and the 802.1x authentication
method is selected.

The cipher is TKIP/AES, and the WPA/WPA2 Enterprise
authentication method is selected.

i Use Server # 1 if only one server is used. Use

consecutive servers if several servers are used.

RADIUS Server-1

Select the RADIUS server #1 from the dropdown list of RADIUS
servers

RADIUS Server-2

Select the RADIUS server #2 from the dropdown list of RADIUS
servers

RADIUS Server-3

Select the RADIUS server #3 from the dropdown list of RADIUS
servers

RADIUS Server-4

Select the RADIUS server #4 from the dropdown list of RADIUS
servers

Table 13: Security Definition Parameters



Encryption and Authentication methods.

TheChoose Methoddropdown list inEncryption & Authentication displays the following
options:

None

WEPG64 (Open)

WEP128 (Open)

WEP64 & 802.1x Authentication

WEP128 & 802.1x Authentication

WPA/WPAZ2 personal ( TKIP/AES & Pre Shared Key Authextian)
WPA/WPA2 Enterprise (TKIP/AES & 802.1x Authentication)

When the “"WPA2 Only” is checked, only Clients with WPA2 suppoet allowed to access the
WLAN.

When the “AES Only” is checked, only Clients with AES suppoetallowed to access the WLAN.
Cisco LEAP protocol (not CMIC & CKIP) is supported und&/EPxxx & 802.1x Authenticatitin
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To configure a per-ESSID MAC ACL, select the MAC ACIbidn this sub-page, select the ESSID
you wish to set MAC ACL for.

Figure 25: MAC ACL configuration Tab

To configure MAC ACL per ESSID

1.

2
3.
4

Select an ESSID from a list of configured ESSIDs bgatelg it from the dropdown list.
Select a MAC address from tAdl MACs list.
Use the Right Arrow/Left Arrow to insert/remove this MA@from the selected ESSID.

You can add a new MAC address to ZIEMACs list by inserting it manually in thadd
MAC field, then selectind\dd. It is also possible to add a new MAC address t#the
MACs table from the Event Menu: when a new event message ngtiiesf a new client ,
the event message will has a + sign inAlld field , once you press it, it is automatically
added to thé\ll MACs list.

Click Save & Apply to save the configuration and apply it immediately. Ther®iseed to
use the main Apply page.
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RADIUS is a common authentication protocol utilized under thel302:curity standard (often
used in wireless networks). Although RADIUS was notatiit intended to be a wireless security
authentication method, it improves the WEP encryption key atdnad/hen used in conjunction
with other security methods such as EAP-PEAP.

In an enterprise environment, several RADIUS servershraysed for backup and also for serving
different geographical locations. Up to four different RRISIservers can be defined for each
ESSID. RADIUS redundancy is based on the assumptiothiaiser database is identical in all
RADIUS servers and that users are listed in all serwéh the same credentials.

Switchover from one RADIUS server to another takes plaee edinsecutive failures of the server.
The order of priority is 1 to 4.

To configure the RADIUS server option, select the RADtaIS The RADIUS tab displays the
already configured RADIUS servers and allows you to conéigiew RADIUS servers in the
system RADIUS server bank, and also delete entries norloegeed.

Figure 26: Radius Configuration Tab

Server Name Enter the name of the RADIUS server.
Server Address Enter the address of the RADIUS server.

$)
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Server Port Enter the RADIUS server port.
Server Password Enter the RADIUS server password.
Server Timeout Enter the time which the Extricom switct walit for the

RADIUS server response.

Table 14: Radius Configuration Parameters

()
To configure the WLAN radios, use the Radios web pageRHuos web page provides the
options available for configuring the radios.

When the Radios page is initially displayed, it appearbiiniged form. To see all of the
configuration options, you must click on the “More Options” tuitfThen, the window as shown in
Figure 27 below appears.

Note that when configuring 802.11a/b/g radios, the 802.11n dispfmy@meters cannot be
configured and are greyed-out.

Figure 27: Radio Configuration Page



To configure specific radio parameters, select the appitepRadio tab (Radiol-Radio4) on the

Radiosweb page.

Channel Options

Disable

Use theWLA N Mode dropdown checkbox to disable the rz.

WLAN Mode Select the WLAN mode. Possible options are:
Disable - choose this option to disable the radio
802.11a
802.11b
802.11g
802.11b/g
802.11n/a
802.11n/g
802.11n/g/b
Rogue detection

Not all Same Banconfigurations ar
possible, depending on type of Access
point connected, the configured radio
state and whether TrueReuse is

configured across the switch. See the
Release Notes for possible configuratio

scenarios.

Channel Select the channel. The options available are basled
country and WLAN mode.

on

Enable TrueReuse Enable the TrueReuse function on the setadied

Not all TrueReuse configuratio
scenarios are available. This depends ¢
what Bands are configured on all other
radios, the type of access point in use
the configured Radio state. See the
Release Notes for possible configuratio

and

scenarios.

More/Less Options Press this to maximize/minimize optisplay
Channel Blanket

%
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Maximum Retries

Select the number of times to trseB®end a packet if the
transmission of the packet fails.

Enable Short

This option becomes available only when selecdd8.11bas

Preamble: the WLAN mode. In this case, mark the checkbox to allow a
short preamble.

Enable Rate Check this box if you want to enable rate adaptation.

Adaptation For 802.11a/b/call enabled

rates participate in the rate
adaptation.

For 802.11n devices, rate
adaptation will not change the
number of data streams .(MCS D
to 7, or MCS 8 to 15)

The following parameters are available if one of the 802.11n-WLX modes has

been selected.

Select 802.11n
Channel Width

Select the width of the 802.11n channel , 20MHz or 40MHz

Select802.11n
Secondary Channel

If 20/40MHz channel width is selected using 8edect Width
option, the system automatically configures the second 20MHz
channel that will be used for bonding as either above (Uper)
below (Lower)the primary 20MHz channel that is was chosen by
the Select channel option).

Select 802.11n
Blanket operational
Mode

Two modes are supported:

Mixed mode —In this mode, the Channel Blanket is available
to all WLAN clients (802.11a/b/g/n) where 802.11n clients
are working in mixed mode

HT only — In this mode, the Channel Blanket is available for
802.11n clients only. Note that in this mode, the 802.11n
devices are in fact working in a mixed mode, but the $witc
will not allow a/b/g devices to connect.

Select 802.11n
Guard Interval

Guard interval can be configured to short (400 nano seconds)
long (800 nano seconds). Note that when a 20MHz channel is
configured, it is not possible to configure short guard iaterv

Select 802.11n MCS

Selecting the MCS is equivalent tmgétie rate in legacy
radios; MCS 0-7 use one data stream, while MCS 8-15 use two
data streams.




802.11a/b/g Rate
Configuration

Data rate configuration is only applicable to 802.11a/b/g
Channel Blankets

For each of the data rates listed, select whether thésiBasic
Optional or Disabled

When configuring the data rates, you should consider the data
rate capabilities of the wireless devices in your entexpris

Basic— TheBasicdata rates are usually the data rates that the
vast majority of your wireless devices can support. Only
wireless devices that support all Basicdata rates will be
connected to the WLAN system. Therefore, it is
recommended that you configure a minimal numbdasfic
data rates that the vast majority or all your wirglésvices

can support. When working in Mixed Mode, there should be
at least on8asicdata rate from the 802.11b rates.
Optional— If you configure a data rate @ptional the

network will provide that data rate to wireless devites t

can support it.

Disabled—Disableddata rates are not available to wireless
devices.

Since the Extricom WLAN system allov
for dense deployment of APs, it is
recommended, where applicable, to
disable low data rates. Not doing so co:l:ld
possibly lead to an “edge user” effect, i
which a client reduces aggregate netwdrk
throughput by moving to the edge of the
coverage area.

! &

Table 15: Radio Configuration Parameters

Wi-Fi Alliance WMM is an 802.11 quality of service (Qa&jplementation based @subsetof
the draft 802.11e standard supplement. The WMM specificptimndes basic prioritization of data
packets based on four categories - voice, video, best,effal background.

Prioritization is based on the original Carrier Sensatiple Access/Collision Avoidance Protocol
in the 802.11 standard. In 802.11 the DCF Distributed Coordm&unction (DCF) mechanism
uses a simplisten-before-talkalgorithm to minimize the chance of packet collisions cabged
more than one device accessing the wireless medium satine time. A client must wait for a
randomly selected time period and then "listen” to filétther any other device is communicating
before starting to transmit. The random back-off periodsgaliedevices a fair opportunity to

transmit.
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WMM (based on 802.11e standard) enhances the DCF by defiinigaanced Distributed Channel
Access (EDCA). EDCA specifies different fixed and randeait times for the four prioritization
categories to provide more favorable network access forcagiphs that are less tolerant of packet
delays. Devices that have less time to wait have arlotidace of being able to transmit than those
that have a longer wait. In order of highest priority,@beess prioritization categories amgce,
video, best efforindbackground

By default, these four WMM prioritization categories sta&ically mapped to Ethernet 802.1p
prioritization tags to allow consistent QoS across legeand wired network segments. Flow
arriving from the wired network tagged with 802.1p priorityriapped to the appropriate Access
category, while WMM flow arrived from the wireless mediigrencapsulated and tagged with the
appropriate 802.1p priority.

The default mappings can be changed by using the pull-down menapgear under DiffServe
conversion to WMM, in Figure 28. Options afeleo, Voice, Best Effort, andBackground.

The back-off timing for each access category consisasfigeéd period called the Arbitrary Inter-
Frame Space Number (AIFSN) followed by a random peratiéd the Contention Window (CW),
both specified in multiples of the slot time. The C\@imtains the DCF random back-off
component to help avoid collisions of packets from the sanessoategory. The CW range
doubles each time there is a collision (starts CWmin WpMmax) and is reset to its minimum
value after a successful transmission.

EDCA uses a mechanism called a Transmit Opportunity H*©a bounded time interval during
which a station can send as many frames as possibléebmahsmission time must not extend
beyond the maximum duration of the TXOP. Each priority levatggned a TXOP, and this
mechanism prevents low speed stations from spending too mehiging the media when other
clients (including those with traffic in higher priorigueues) are waiting.

Another mechanism introduced by WMM is per access categrkyowledgment policy (Normal
or No ACK); Normal means that acknowledge packet is retufar every packet received. This
provides a more reliable transmission but increases tta#f; which decreases performance.
However one may choose to cancel the acknowledgement by rsglé&dét ACK" for each access
category. This can be useful for Voice, for example, wispeed of transmission is important and
packet loss is tolerable to a certain degree.



Figure 28: WMM Configuration Tab

WMM is configured per radio; all parameters are disptagnly in this stage.

ACK policy Configurable per access category, when thimops set, the
switch will ask WMM stations NOT to send ACK for WMM

flow of this category

CWmin Min Contention window for the Access category

CWmax Maximum Contention window

AIFSN Arbitration Inter Frame Spacing Number

TXOP-11al/g Interval during which a station can send asynframes as
possible

Table 16: WMM Parameter Descriptions

Configuring WMM Parameters
1. Select the radio for which you want to define WMM paransete
2. Enable or disable WMM
3. If you have enabled WMM, select the appropriate WMM pararaet

%%



The following values are mapped for a marked Ethernet frame

1
Background
2
0
Best Effort
3
4 .
Video
5
6 -
Voice
=

Table 17: VPT To WMM Destination

OxO0€
0x2C
Ox2€
Oxa(
0x3C
Oxe(
Ox8¢
Oxbé€
Othel Best Effor

Background

Video

Voice

Table 18: ToS To WMM Destination
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The ‘WLAN Wizard’ tab folder provides a convenient tool themplifies the radio configuration
for the user by serializing the following steps:

Access point type selection

Rogue AP detection presence (yes/no)
Blanket type selection

True Reuse selection (yes/no)
Summary and confirmation

The Wizard tab folder is shown below, at step 1:

%& + +



Figure 29: WLAN Wizard

As selections are made, they are listed on the righto$ithee screen under WLAN configuration.

%'
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Use theESSID Assignmentweb page to assign ESSID to a specific radio (Radict). to

Figure 30: ESSID Assignment Page

The web page displays a cross-reference table of previdelhed ESSIDs and Radios (1 to 4). Check
the box for each ESSID you wish to assign to any of ther&dios.

%( + 4+



The only AP configuration required in the Extricom WLAN latecture is activation or
deactivation of AP ports.

Figure 31: Access Point Configuration Window

To configure AP PoE status:

Toggle an individual APs PoE state by clicking on the RJ#B@&dor image of the access
point. The RJ45 connector image will change colors (to grgyemn). You need to click
theApply button to immediately activate your selection.

Green indicates that PoE is active. Grey indicatesRbaRtis off.

A graphic of an AP connected to the RJ45 connector will appaarAP is powered-on and
connected to the port.

To power-on all APs with PoE, seld@bwer on all
To power-off POE to all APs, seldebwer off all.

Note: the image of the switch on top of the page also dhlstrates the PoE status of the APs.

%)
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Cascaded APs

When two switches have been cascaded together as Princa8eaondary (see Chapter 1, Switch
Cascade section on p. 14, for details about Switch Cadtedagcess Point window is somewhat
different. A tree of the two switches appears on thededlow the user to easily toggle between
views of the APs of each cascaded switch. The secondach AP Configuration window is
shown below:

Figure 32: Access Point Configuration Window Second ary Switch



This web page includes the following system tools tabs:
Apply — Use this Web page to start the reconfigure process
Reboot —Use this Web page to reboot the system.
Maintenance
Time & Date — Use this Web page to set time and date
Password
Upgrade
Certificate (Multi Service 1000 platform only)
Application (Multi Service 1000 platform only)

Figure 33: System Tools Configuration Page

## .|

Not every change in an Extricom switch’s configuration negusystem reboot. Some parameters
can be changed and the changes will take effect immediakelyApply button checks whether a
full reboot is required. In case reboot is not reqyithe update will take effect immediately.



You must reboot the switch after upgrading/downgrading the fmawand in some other cases
such as returning a Switch Cascade from failover to nooperhtion. Situations in which a reboot
is required are indicated in the User Guide.

A switch reboot will cause a temporary loss of WLAN servicdil the reboot
process is complete.

To reboot the Extricom switch:

1. IntheReboottab, clickReboot

2. A new screen opens, prompting you “Are you sure you wanbtmoi@”
3. Click Rebootto reboot.
4

Note: rebooting before applying saved changes will discardaked changes.



Use the maintenance tab to:

Save current configuration to a disk
Upload configuration (Switch , MAC ACL , Allowed ESSID)
Reset to factory defaults

Undo configuration changes

Figure 34: Maintenance Configuration Page

Save Save current configuration to an offline disk

Upload This is used to upload configuration from an offtlisk (Use
the browse field to locate file). You will see a popup window
stating “Please select configuration elements to uploam’;
can select a Switch , MAC ACL, or Allowed ESSID
configuration file

Factory Defaults Restore factory default configuratioou Yill see a popup
window stating “Please select configuration elements to
upload”. You can select Switch, MAC ACL, Allowed ESSID
configuration file, and/or Captive Portal Custom page

&
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Undo Configuration  Returns to the last applied configuration.
Changes i All unapplied configuration changes will be

lost.

Table 19: Maintenance Configuration Tab

Figure 35: Time & Date Configuration Page

The Extricom system supports two ways of setting DateTameé (refer to Figure 35)

To manually set the time and date on your Extricom Switch:

1. Selectmanually radio button.

2. Enter the time and date in the format hh:mm:ss dd-mm-yy.

3. Click Apply to set the time.

To set the time and date on your Extricom Switch using NTBtpcol:
1. Selectinternet Time radio button.

2. Select thélimezone

3. SelectNTP server (main and backup) You can enter Custom IP address usitigeCustom
Server IP: field)
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4. Add the NTP update interval (hour based) by updatingtiéate Every (1-168): hourdield.
5. Click Saveto save the configuration and start the NTP process.

6. Click Update nowto start NTP time-setting immediately.

N %&

Passwords are set according to user levels. Referbte Z@ for a description of the user access
levels and their default passwords.

3 "

(!
admin Accessing the Web configuration. Switchl
operator User account , SSH access 12345
root Super user octopus

Table 20: Default Passwords

The “operitor” and “root” passwords are used when accessing thersfor
maintenance and service purposes. Changing these passiartitlze performed
only by an Extricom-authorized engineer.

For security purposes, it is important that all the passwortieluding operator
and root passwords) be changed from the default values whenulitels is first
installed, as well as periodically updated.

. Record all passwords and store them in a safe location.

To set and change a password for the Extricom switch:

1. Select thdPasswordstab.

2. Enter the user access level whose password you wantrigecha
3. Enter the current password.

4. Enter the new password.
5

Re-type the new password.

. %&

Extricom firmware can be upgraded usloggradetab.

&%
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To upgrade Extricom firmware:

1.

i Upgrading a Switch Cascade pair is done via the primatgis@Ul.

The first time that a Captive Portal user logs in fiambrowser, he/she will receive a notice about

Download the upgrade to your computer from the CD supplied withyarchase.
or
Obtain an upgrade file from your authorized Extricom reselt distributor.

Create a backup of the configuration file that containgtineent configuration.

In theUpgradetab, clickBrowseand browse to the location of the upgraded firmware. The
file's path appears in tHgpgrade Firmware field.

Click Update to upgrade the firmware and wait for the upgrade processdoA message will
appear when the upgrade ended and will ask you to reboot lel.swit

Reboot the switch (use the Reboot tab)

The firmware upgrade file is GNU zipped (gzip). Some heebrowsers ar
configured to automatically unzip files when downloading. fyehat this option is
disabled so that the upgrade file remains zipped after dadinig.

Q@

the switch security certificate such as “There isablgm with the website’s security certificate.
Click on “Continue to this website (not recommended)”.

To avoid this, the WLAN operator can purchase a sigeeificate from an issuing authority.

Signed certificates are installed on the switch usingeréficate tab folder.



Hit

The Application tab folder brings up the following window:

Figure 36: Application Type Window

The Application window is the first window to use wtconfiguring a witch
cascade (see Chapter 1, Switch Cascade section, &ils @dtout Switch Cascade).
After the Application window must be used to define the swibbésrbefore
accessing the Redundancy window in the System Tools to cenipéet
configuration.

“Application Type” refers to the role of the switch cutifgribeing accessed by the web interface.
The available application types are as follows:



# # ##

## #
WLAN Switch Standalone edge switch EXSW-1600

WLAN Primary Primary switch in a Cascade EXSW-1600, EXSW-1600C
Switch configuration

WLAN Secondary Secondary switch in a Cascade EXSW-1600, EXSW-1600C
Switch configuration

Table 21: Application Types

Steps To Installing A Switch Cascade

1. Referring to the instructions in Chapter 2 above, connectsgitth to the LAN and connect
each switch to its AP’s. Do not interconnect the swicjet.

2. Ensure that you have the latest available version of switaware with Switch Cascade
support.
3. Read the release notes for that firmware version, @twhf the installation instructions.

&(
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TheAdvancedconfiguration page of the Extricom WLAN includes the following tabs
Redundancy
Rogue
Syslog &Monitor
SNMP parameters.
Centralized configuration
IDS
Captive Portal
Others

To configure the Advanced Features parameters:
1. Click Advancedin the navigation tree. THeedundancyconfiguration page appears.

2. Select theappropriate tab for configuring Redundancy, Syslog & Monitor ,SNM/Papaeters,
Centralized configuration, IDS, Captive Portal, or ofieatures.

&)



When clicking on the Redundancy tab folder, the window infei@7 below appears:

Figure 37: Redundancy Window

The fields available in the Redundancy tab folder changendigpg on whether the switch has been set to
function as a primary switch in a cascade topology, obbag set to function as a standalone edge
switch.

To activate a switch cascade, one switch must be $eé & imary, and anoth
switch set as the Secondary, using the Application Tafpdolder in the System
Tools (see page 64). Then, in the Redundancy tab foldeRethendancy Mode of
the Primary switch must be set to Cascade. Pleaseodfee release notes for your
firmware version of Switch Cascade.




Redundancy Fields For Primary Switch

The following table lists the available fields when thetsvis functioning as a Primary switch. When a
secondary switch is being viewed, the same fieldsheilisible but they will be read-only.

Redundancy Mode Select redundancy mode. Possible opt@ns a
Disable - no switch redundancy. A cascaded pair will sti
provide seamless channel blanket(s) extending across the
two switches, but the cascade pair will not have LAN
redundancy.
Cascade — Switch Cascade with LAN redundancy

Normal — do not use this setting

Set Switch As (Not relevant for Cascade)
Standby Switch IP (Not relevant for Cascade)
Reference IP IP address of a reference network elefiistis used to test

connectivity to the LAN. The reference element must be
operational and respond to pings.

Secondary Switch IP IP address of the Secondary swititfeicascade pair.

Testing Interval Interval in msec between keep-ghiaekets sent to Reference
IP.

Activate After XX The number of lost keep-alive packets before activatitayé

failures

Core Redundancy Interval in seconds between heartbeats sent from staitch

Interval switch, across the switch interconnect.

Core Redundancy Elapsed time before activating failover. Resets evarg there

Timeout is heartbeat.

Table 22: Redundancy Tab Folder Fields When Switch ~ Set As Primary

The Testing Interval and Activate After XX failures aareters monitor LAN link and switch interconnect
health.

The Core Redundancy Interval and Core Redundancyolinmonitor the health of the cascaded
switches.

After making these changes, you must click “Save”, then @ystem Tools and click on “Apply
Changes” in order for them to take effect.



To activate a switch cascade, one switch rfirst bedesignate as the Primary, ar
another switch designated as the Secondary, using thecapqh Type tab folder in
the System Tools. Then, in the Redundancy tab folder,edarRiancy Mode of the
Primary switch must be set to Disable or Cascade.

When a switch failure or link failure has been detecddjlover occurs and the cascaded switch that
remains fully operational goes into standalone mode. Ircases below, both switches remain fully
operational so they both go into standalone mode. Alswhttt goes into standalone mode continues to
provide switching service to its APs only.

The following table indicates which cascaded APs providgceein the event of a failover, assuming
Redundancy mode is set to “Cascade”

Primary and secondaswitch
failover to standalone mode.
1 Even though APs of both
switches are functioning, therg
is no seamless mobility
between the switches.

Switch Interconnect

Secondary switcfailover tc

Primary LAN Link X standalone mode.
No switch failover Seamles:
mobility between switches.
Secondary LAN Link Secondary switch heartbeat
checks of Primary switch are
turned off.
: . . Secondary switcfailover to
1
Primary Switch Failure X standalone mode.
Secondary Switch Failure X

Table 23: Switch Cascade Failover Behavior

Notes:

1. Traffic interruption time during a failover depends on the &nkl switch core monitoring
parameters chosen (see Table 23 above).

2. = Full service

3. X =Not in service



4. The cascaded switches contain the same configuratiosdiie, the event of a primary or
secondary failure, the same configuration file is used byeitmaining switch.

5. A Primary switch can function as standalone edge switttfout requiring a failover.

Once the fault that caused the switchover has been resolved, itthessmust be
rebooted in order for them to return to normal cascadetipe. Otherwise, they
will continue to operate in standalone mode.

GUI Operation In Normal Cascade and Failover Operation

The Primary switch GUI is fully operational, if theifary switch is interconnected to a functional
Secondary switch. Otherwise, it is read-only, exceptHer‘Reboot” function and the Application tab
folder.

The Secondary switch GUI is always read-only, excepthi®f'Reboot” function and the Application tab
folder, regardless of whether the Secondary switch is opgrasi a secondary switch or standalone
switch.

Normal Redundancy Mode

This is a legacy redundant mode which has been supdregd®wvitch Cascade. In normal redundancy
mode, one switch functions as the main switch while ¢ersd switch functions in a hot standby mode
(“Standby” switch) only. The second switch and all ofABss do not carry any traffic while the standby
switch is running in hot standby. When one of the switchowrditions are met, the standby switch and
its APs carry traffic. A Normal Redundancy topologylissirated below:

Main Standby

Figure 38: Normal Redundancy Deployment

Redundancy Fields For Standalone Edge Switch

The following table lists the available fields when swikfunctioning as a standalone edge switch:



Redundancy Mode Select redundancy mode. Possible opt@ans a
Disable - switch operates as a standalone edge switch

Normal redundancy — switch operates as part of a hot
standby configuration

Set switch as Designate the switch asMain switch or aStandby switch.
Standby switch IP IP address of the standby switch.
Reference IP IP address of a reference network eleifieistis used to test

connectivity to the LAN.

Testing Interval Interval in msec between keep-alive packets sent terRafe
IP.

Activate After XX The number of lost keep-alive packets before activatithayéx

failures

Table 24: Redundancy Tab Folder Fields When Switch ~ Set As a Standalone Edge

If “Disable” is chosen in the Redundancy Mode field o#ifler fields in this tab
folder are inactive.




Rogue access points represent the biggest threat to $eekiity. Rogue APs are unauthorized APs
that are physically connected to the wired Ethernet LAN.

The Rogue mechanism implemented in the EXSW switchesrescp dedicated radio to scan the
wireless media and detect Rogue APs. Therefore, o oitios must be defined as “Rogue” in
the Radio Settings page.

The Rogue tab folder allows you to edit a "white list" of peledent APs that you allow to operate
in your environment.

Figure 39: Syslog & Monitor Tab

Allowed BSSIDs

ADD BSSID Add a BSSID (MAC address) of an AP that yx@rmit to
operate in your network

Edit Edit the list of legal BSSIDs

Remove Remove a BSSID from the white list

Table 25: Redundancy Tab Folder Fields When Switch ~ Set As Primary
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Currently, in most common operational scenarios, Syaholgmonitor utilities should not be used (unless
used for troubleshooting). The Monitor utility can be usdg ibrExtricom’s dedicated network
monitoring tool is enabled; otherwise do not enable thisifeat

Figure 40: Syslog & Monitor Tab

Enable Syslog Check to record system information irstrstem Log.

In most conmon operational scenarios, tl
option should be unchecked (unless used|for
troubleshooting).

Syslog Address Enter the IP address of the computer to which to send the
System Log.




Interval (sec)

Specifies how often information is gerthe System Log.
The default is 1 second, and this is the recommended setting.

Enable Monitor The Monitor Log is only relevant if using Extricom’s

dedicated network status monitoring tool (not provided with
the switch.)

By default, this option is not checked.

Check this option only if you are using t

Extricom dedicated network monitoring tog
otherwise unnecessary data packets are sent
through the Ethernet.

Monitor Address Enter the address of the Monitor Logiifigishe Extricom

dedicated network monitoring tool.

Interval (sec)

Specifies how often information is gerthe Monitor Log.
The default setting is 1 second and this is the recommended
interval.

Configure this parameter only if using the
dedicated network monitoring tool.

Table 26: Syslog & Monitor Configuration Parameters
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The Extricom switch generates a rich variety of traptesrribe events occurring within the
WLAN. In general, the traps can be categorized as follows:

AP events (connections, disconnections, etc.)

Client events (associations, disassociations, etc.)

Switch events

Configuration events

Radius events

Redundancy events (for Switch Cascade)

Security events (intrusion detection, rogue AP detectiar), e

Traps are displayed at the bottom of the web interfagusisated in Figure 41 below.

Figure 41: SNMP Configuration Tab

Traps can also be sent over a northbound interfacewmneimanagement devices, such as

Extricom’s EXNM-2000. The northbound interface is enabledgitie SNMP configuration tab,
as described below:



Enable Traps Check this option to enable SNMP traps oveotttgound
interface.

Community name Enter the community name.

Manager IP Enter the manager’s IP address.

Table 27: SNMP Configuration Features

Please see Chapter 5 for a list of SNMP traps thatbmaent by the switch.
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Centralized Configuration allows you to manage a group oticld Extricom switchess(ave3
from one singlenasterswitch. You should decide which switch will actraaster Extricom
switches have a built-in mechanism to discover the preseratbhafExtricom switches.

Note: from version <1, only autodiscowvry of
potential slave switches is supported. Manual
addition of slave switches is no longer supported.

Configuration changes on theasterswitch are propagated to thkaveswitches via a secured
mechanism. For this authentication scheme to worlsléwe switcheseed to obtain a copy of the
mastels public key prior to the centralized configuration. Tisidone in the initial phase of the
switch’s configuration by first retrieving theastels public key and then uploading it to the
designatedlave switches

Figure 42: Centralized Configuration Master Page

To configure Centralized Configuration parameters:

Initial Setup
1. Configure the LAN settings on tidasterswitch.



2. Generate an SSH key pair on tMasterswitch (select master first). This is done by
clicking on theGeneratebutton.

Retrieve the SSH public key from tMasterswitch and save it in a file on your PC.

Manually configure each of ti&laveswitch’s LAN settings, and continue by uploading the
previously saved master's public key on e\@&gveyou wish to manage. This allows the
Slaveswitch to be configured only by tiMasterswitch which generated the public key.

Figure 43: Centralized Configuration Slave Page

Slave Switch Configuration

1. On theMasterswitch, open the Centralized Configuration web page keidan the
Update button in theSwitches Tablesection. This will retrieve and generate 8lave
switches’ informatiorand all the relevant dialog boxes will be populated wéta.

2. Configure the slave switch, i.e. copy the configurationdiléhe master with appropriate
changes to the slave.

Figure 44: Action Options
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3. Reboot theSlaveswitches.

Malicious WLAN clients can cause a “denial of servicehdition by flooding the WLAN network.
A denial of service condition is identified through attaigkatures or other factors, most of which
are well-known. The IDS tab allows the user to enable tkshanism, set thresholds for
identifying an attack and choose type of attack to bectlel. The IDS mechanism detects 802.11
duration attacks and 802.11 management message flooding attpoksattack detection, the
system sends a Trap message notifying of the event and wherabigpprovides attacker details
(i.e. MAC address). Network administrators can uieitifiormation to take action and block
malicious users.

Figure 45: IDS Configuration Tab



Enable Enables Intrusion detection

Duration Attack

WLAN devices reserve the channel for a particular period of
time and then start using the radio channel. This timegeés

the Network Allocation Vector (NAV) in 802.11. .By using high
NAV values, an attacker can prevent other WLAN devices f
utilizing the wireless network

Enable Select check box to enable this feature
11b/g, 11a psec box Define the Max NAV period after whitdchtis discovered
Flood attacks

Malicious users can flood the WLAN with 802.11 management

messages

Number of Events Time window (in seconds)

Thresholds During xx

Sec.

Per station Number of times a specific event is allodethg the event
threshold. Each of the possible attack types listed bislow
assigned a limiper station

All station Number of times a specific event is akainduring the event

threshold. Each of the possible attack types listed bislow
assigned with a limit tall stations

Authentication Flood Flooding the WLAN with authentication resgsie

De-Authentication Flooding the WLAN with de-authentication requests
Flood

Association Flood Flooding the WLAN with association requests

Dis-Association Flood Flooding the WLAN with dis-associatigrguests

Invalid Authentication Flooding the WLAN with invalid authentication requests
Request

EAPOL Start Flooding the WLAN with EAP authentication "E@QP Start”
EAPOL Logoff Flooding the WLAN with EAP authentication "E@®R Logoff”
Defaults

Restore defaults IDS Default Configuration

Table 28: IDS Configuration Features
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The Captive Portal mechanism restricts user Internesaday redirecting user web access requests
to a Captive Portal web page.

There are two Captive Portal web page types:

SSL-based Secured LoggingIn Secured Logging, a user is initially authenticatedieef
they are allowed internet access. The user entersugeimame and password using SSL.
The Switch then authenticates the user via RADIUS SeBasured Logging is used for
applications that require authentication-based access sundials, guest access, etc.

Open Access In an Open Access model, a user trying to accessdhes redirected to a
welcome web page, which might, for example, contain Terrusefto which the user must
agree before being allowed internet access. Open Arcassd for applications that enable
open access such as free Airport networks, etc.

ThePortal tab allows you to configure the following Captive Portal sesting

Enable/Disable Captive Portal

Set Captive Portal parameters

Set Walled Garden configuration( Pre-authentication alladestinations)
Define a customized Captive Portal web page

Upload a customized Captive Portal web page

Figure 46: Captive Portal Configuration



Enable captive portal

You must enable this option system itwae want to
configure captive portal on any ESSID.

VLAN

Set the Captive Portal VLAN. When ESSID is seb&oCaptive
Portal restricted, the ESSID VLAN is automatically wethis
VLAN

Secured Login

Set the type of the Captive portal web pager e¢quired
authentication via RADIUS server, or Open Access login.

Using RADIUS

Set the RADIUS server used for Secured Logging

Force SSL (HTTPS)

When this option is activated, dient that attempts to
connect using http: will be redirected to SSL (https:)
communication.

If this feature is not activated, the type of sessidhdepend
solely on the protocol (http:// or https://) specifiedhet
beginning of the URL string entered into the client’s brenws

Multiple Clients Per
User

Enables additional clients to connect via the portal, whew t
are using the same user name and password of an already
connected client.

Walled Garden

(pre-authentication
allowed destination)

You can define a list of up to 10 free access network
destinations (10 rules). WLAN clients associated to #ygice
portal restricted ESSID can reach these destinatidhewy
going through the Captive portal authentication process.

A network destination (a rule) can be composed of any IP
address/Sub Net mask, Port number and IP protocal type

Customize default
page

If you don't check the “Use Customized Page” check box , then
the captive portal web page will be set to Extricom defauit we

page, otherwise follow the instructions to customize the page

Use Upload page

Allows you to upload your own captive portalpagie. Use
theinstruction link to build your web page.

Table 29: Captive Portal Fields
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Figure 47: Extricom Default Captive Portal Web Page
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This tab provides other advanced configuration functionls aaderoScout and 802.11d.

Select the302.11dSupport check box if you wish to enable this option. You can eniable
per ESSID or for all ESSIDs.

Select theAeroScoutSupport check box if you wish to enable this option. You can enable
it per ESSID or for all ESSIDs.

Select thdn Band managementcheck box if you wish to enable this option (This is a
general enable for the option and requires per ESSDiguoation).

Rate Adaptation algorithm fine-tuning

0 SetRate adaptation offset[0-20] (default is 0) — The Rate adaptation algorithm isdbase
on received RSSI values. This parameter will change tisitsty of the effect of RSSI
value changes on the rate adaptation. The higher the vallessheensitive it will be.

0 SetRSSI aging(default is 15) - This parameter determines the periodhef to wait
before switching to the lowest rate if no RSSI informatsoreceived from a client. This
is measured in multiplication of 100msec (every beaconviale

SelectPCl enhanced mode Checked by default) — This is related to different HW \#1si
of the EXRP boards. If the Access Points don'’t functiencheck this selection (notify the
Extricom support team )

To activate these options per ESSID, after selectingltoge check boxes go to W4 AN
Settingspage.

Figure 48: Other Configuration Tab
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TheEvents& Reportspage provides performance reports and list of events.

To view Reports & Events:

1.
2.

L

N

Click Events& Reports in the navigation tree.

Select thdReports tab to view TrueReuse performance and downlink throughpetsditeen
updates every few seconds.

Select theSystemEventstab to view system alarms and events.
Select theClients Eventstab to view client association and disassociation evemnys
SelectPause/Continue if you wish to stop/start the events flow.

If a message is signed with the sign in Al field, by clicking this message (of an associated
user), the user's MAC address will be automaticallyriadanto the MAC ACL list.

PresdHistory to see past events (up to a maximum of 1000 most recerseven

PressExport to export the alarms and events to a .CSV file.

Figure 49: Event Log Page
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The Reports window, shown below, provides a wide range oft&tsitis

Figure 50: Reports Window — Top

Statistics are available on a per radio channel basmeelaas per switch. The following table
describes the information that is available on this page:

Downlink
Throughput

Mbps. Based on a 1 second snapshot of data volume cayradd
downlinks on a particular radio channel (channel blanket).

Total

Total downlink throughput of the switch, based on ecbisd
shapshot of data volume.

TrueReuse Factor

Available only if TrueReusis enabled. Ranges fron-3.

Indicates the current downlink throughput relative to what the
downlink throughput would have been if TrueReuse was not
enabled. Computes the average no. of downlinks transmitting
simultaneously per radio channel. The average is compused ba
on several snapshots taken during a 1 second time interval.

Example: a value of 3 means that downlink throughput with
TrueReuse is currently 3x higher on average on that radio dhanne
than if TrueReuse had been disabled.

Avg.

TrueReuse Factor averaged over all radio cha

0
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Clients /ESSID # of clients connected per ESSID peoretthnnel

Clients/ESSID Total Clients per ESSID per radio channel, over all chanper

Totals switch

MAC Address Used to search for a MAC address on tge.peny matching
MAC address in the list of Clients’ MAC Addresses| i
highlighted.

Display IP Address  Hide or display the IP address of ebetht.

Colored Status Icon Green = client connected to AP.

Red = client connection problem
Notes:

1. “Client connection problem” means a client that
for too long, is in an interim state between
disconnected and connected. For example, a client
that is associated but not authenticated. After the
disassociation timeout (default 1 hour), the switch
will disconnect such a client.

Disconnect Selected Used to reset a client connection, in order to help ataigtablish
Client/s a working connection.

Table 30: Reports Window Fields

Note: the statistics window does not refr
automatically. Click orRefreshto update the
statistics.

Further down the screen in this tab folder, the clienta@s) per AP are listed:



Figure 51: Reports Window — Bottom

A client can be temporarily disconnected usingRiszonnectbutton. The client must then
reauthenticate to reconnect to the WLAN.

T

TheOverview page provides a summary of the current configuration.
To view a summary of the updated configuration:

1. Click Overview in the navigation tree.



Figure 52: Configuration Overview

Refer to Table 31 for a description of the summary inféiona

Date Displays the date and time the summary was dreate

Uptime Displays the amount of time the switch has bet@nea

LAN Configuration

Main IP address of the switch.

Network mask

Default gateway
WLAN Configuration

Regulatory Displays the regulatory domain name currently in use bgwhieh.
Domain

WLAN mode Displays the WLAN mode for each radio.
(Disabled, 802.11a, 802.11b, 802.11g, 802.11b/g, 802.11n/a,
802.11n/g, 802.11n/b/g, or Rogue)




Channel

Displays the channel for each radio (1 — 4,Rogue)

ESSIDs (vlan)

Displays the ESSIDs and their related VLANS, definedasgigned
to each radio (1-4, Rogue)

TrueReuse

Displays TrueReuse status for each radio

Other ESSIDs

Displays other ESSIDs that are defined butatrassigned to a
specific radio.

Connected
Access Points

List of the active APs.

Powered Ports

List of WLAN ports which have PoE enabled

Switch Configuration

MAC address

Displays the base MAC address of the swéahthe MAC address.

Serial Number

Displays the switch unique serial number

Domain RF localization indication

OctopusFS: Extricom firmware application version and build date
AppsFS Third-party software application version and build date
RootFS Linux file system build date

Kernel Extricom-specific Linux kernel build date

Redboot Linux redboot build date

Table 31: Summary Page Features
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Table 32 lists problems you may encounter with your WLAN angiges possible solutions. If
after trying the solutions you are still experiencing diffies, contact Extricom Customer Support.

The AP Power LED Verify that the AP Ethernet cable is connected to thecbveihd to
is not lit. the AP. The APs get PoE from the switch.
Verify that the AP is not turned off in tifecess Pointsveb
configuration page (refer fmage 93.

A wireless device Verify that the wireless device supports the same 802.1dasthn

can’t associate with a  as configured for the ESSID (802.11/a/b/g).

specific ESSID Verify that the wireless device is set to connect tespezific
ESSID.

Verify that the wireless device supports the securitydsted used
by the ESSID, e.g., WEP.

Verify that the security settings are configured to heesime
authentication method.

If the RADIUS Server is used, verify that the wireldssice is
registered and has the necessary authorization.

Cannot connect to Verify that the switch is connected to the LAN.

the Extricom web Verify that the correct IP address is used.

configuration pages

Low data rates Verify that the switch was not mistakenly configuredise low
data rates.

Verify that there is no additional cause of interferefecg., an
additional WLAN network in the same proximity using the same
frequencies as the Extricom WLAN, or that there areardless
phones using the same frequencies, or microwave oven

interference)
Wireless devices Verify that there is no additional cause of interferefecg., an
disconnect in a additional WLAN network in the same proximity using the same
specific location frequencies as the Extricom WLAN, or that there areordless
phones using the same frequencies, or microwave oven
interference).

Add an additional AP to cover the area. Plug another APtivat
switch, or relocate an existing Access Point.




Cannot access the Verify that the workstation on which the Web browser isymg is
switch’'s Web connected to the same LAN as the switch.
configuration GUI Verify that the URL entered for the switch beginshaittps .

Table 32: Troubleshooting
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The table below lists and describes the SNMP Traps sehelfyxtricom Switch over the
northbound interface.

SNMP Traps will only be sent if enabled in the switonfgyuration. Furthermore, some traps will
only be sent if a specific feature is configured (eap<r28-30 will only be sent if Rogue AP
Detection is configured on the switch).

All SNMP Traps are sent according to RFC 1157 SNMPv1.

Trap Name Description Version

1 Client This trap is sent whenever a client 4.1 or
Association successfully associates with the above
switch.

The trap includes the client MAC
address and AID as well as the BSSID
and ESSID that the client is
associated to.

2 Client This trap is sent whenever a client 4.1 or
Disassociation disassociates from the switch. above
The trap includes the client MAC
address and AID as well as the BSSID
and ESSID that the client
disassociated from.
The disassociation reason code is

also sent.
4 EAPOL Key A client attempted to associate using 4.1 or
Error WPA but there was an error with the above
EAPOL key.

The trap will detail which of the
following errors occurred: the key
does not exist, there is a timeout, the
key does not match, or the cypher
does not match.

)&



Trap Name

Description Version

13 AP Connected One or more APs has been connected 4.1 or
to the switch (AP has been physically above
connected via Ethernet cable, or it
was already connected and PoE has
been enabled).

Tthe AP number corresponds to the
port number on the switch that the AP
is connected to.

Upon switch startup or reconfigure,
this trap will be sent listing all the APs
connected.

14 AP Off One of more APs has been disabled. 4.1 or
The AP Ethernet cable has either above
been physically disconnected from the
switch or PoE has been turned off.

Tthe AP number corresponds to the
port number on the switch that the AP
is connected to.

19 Redundancy When using "Normal" (not "Cascade") 4.1 or
peer redundancy, this switch has regained above
connection up connectivity with the peer switch.

20 Redundancy When using "Normal" (not "Cascade") 4.1 or
peer redundancy, this switch has lost above
connection connectivity with the peer switch
down

21 Redundancy When using "Normal" (not "Cascade") 4.1 or
keepalive redundancy, the switch regained above
connection up connectivity to the Reference IP.

22 Redundancy When using "Normal" (not "Cascade") 4.1 or
keepalive redundancy, the switch lost above
connection connectivity to the Reference IP.
down

25 Redundancy When using "Normal" (not "Cascade") 4.1 or
status up redundancy, this switch has taken above

over the wireless responsibility.

If the Secondary switch is issuing this
trap it will have done so because it
detected a failure in the primary
switch.

If the Primary switch is issuing this
trap it means it has recovered from an
error and is now resuming wireless




Trap Name

Description

Version

responsibility.

26 Redundancy
status down

When using "Normal" (not "Cascade")
redundancy, this switch has
relinquished wireless responsibility.

If the Primary switch is issuing this
trap it means it discovered an error
(for example connectivity to Reference
IP is lost) in which case the trap will
specify what the error is.

If the Secondary switch is issuing this
trap it means that the Primary has
recovered from an error and the
secondary is transferring wireless
responsibility back to it.

4.1 oor
above

28 Rogue AP lost

Available only when Rogue AP
Detection is enabled. This trap
indicates that a previously discovered
rogue network has stopped
transmitting. The trap will detail if the
rogue network was an AP or ad-hoc,
the relevant BSSID and ESSID, what
channel the rogue was transmitting
on, which Extricom AP on the switch
was closest to the rogue AP, and
approximately how far the rogue AP
was, from the Extricom AP.

4.1 or
above

29 Rogue AP
found

Available only when Rogue AP
Detection is enabled. This trap
indicates that a rogue network has
been detected. The trap will detail if
the rogue network is an AP or ad-hoc,
the relevant BSSID and ESSID, what
channel the rogue is transmitting on,
which Extricom AP is closest to the
rogue AP, and approximately how far

4.1 or
above

X
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the rogue AP is from the Extricom AP.

30

Rogue AP
update

Available only when Rogue AP 4.1 or
Detection is enabled. This trap above
indicates that the status of a rogue AP

has been updated. This trap will

always come after trap 29. This trap

will detail if the rogue network is an

AP or ad-hoc, the relevant BSSID and

ESSID, what channel the rogue is

transmitting on, which Extricom AP is

closest to the rogue AP, and

approximately how far the rogue AP is

from the Extricom AP.

43

Intrusion
detection
Duration attack

Available only when Intrusion 4.1 or
Detection is enabled. Indicates that above
the switch has detected a Duration

attack.The trap will detail the duration

length as well as the transmitting MAC

address.

44

Intrusion
detection
Association
Flood attack

Available only when Intrusion 4.1 or
Detection is enabled. Indicates that above
the switch has detected an

Association Flood attack. The trap will

detail how many associations were

received and within what time interval.

45

Intrusion
detection
Disassociation
Flood attack

Available only when Intrusion 4.1 or
Detection is enabled. Indicates that above
the switch has detected a

Disassociation Flood attack. The trap

will detail how many disassociations

were received and within what time

interval. If the event was triggered

from a per station limitation, the trap

will also include the client MAC

address.

)
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46 Intrusion Available only when Intrusion 4.1 or
detection Detection is enabled. Indicates that above
Authentication the switch has detected an
Failure attack Authentication Flood attack. The trap

will detail how many associations
were received and in what time
interval.

48 Intrusion Available only when Intrusion 4.1 or
detection Detection is enabled. Indicates that above
Authentication the switch has detected an
Flood attack Authentication Flood attack. The trap

will detail how many authentications
were received and in what time
interval.

49 Intrusion Available only when Intrusion 4.1 or
detection De- Detection is enabled. Indicates that above
Authentication the switch has detected a De-

Flood attack Authentication Flood attack. The trap
will detail how many de-
authentications were received and in
what time interval. If the event was
triggered from a per station limitation
the trap will also include the client
MAC address.

50 Intrusion Available only when Intrusion 4.1 or
detection RF Detection is enabled. Indicates that above
Jamming attack the switch has detected an RF

Jamming attack

51 Intrusion Available only when Intrusion 4.1 or

detection Detection is enabled. Indicates that above

EAPOL Start
attack

the switch has detected an EAPOL
Start Flood attack. The trap will detail
how many EAPOL Start packets were
received and in what time interval. If
the event was triggered from a per
station limitation, the trap will also
include the client MAC address.
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52 Intrusion Available only when Intrusion 4.1 or
detection Detection is enabled. Indicates that above
EAPOL Logoff the switch has detected an EAPOL
attack Logoff Flood attack. The trap will

detail how many EAPOL Logoff
packets were received and in what
time interval. If the event was
triggered from a per station limitation,
the trap will also include the client
MAC address.

53 Intrusion Available only when Intrusion 4.1 or
detection De- Detection is enabled. Indicates that above
Authentication the switch has detected a De-

Broadcast Authentication Broadcast

54 Radius Timeout A client attempted to associate to an 4.1 or
ESSID using 802.1x authentication. A above
timeout was reached when attempting
to contact the RADIUS server.
If the ESSID has a secondary
RADIUS server configured, the switch
will attempt to authenticate the client
using this server.
The trap details which ESSID the
authentication attempt occurred on.

55 Radius This trap will occur after trap 54, if the 4.1 or
Changed ESSID has multiple RADIUS servers above
selection configured.

The trap will detail which RADIUS
server it is changing from and to which
server it is changing to.

56 Last Radius This trap will occur after traps 54 and 4.1 or
Failed 55. above

If the switch was unable to contact all
RADIUS servers, it will try again from
the beginning of the RADIUS server
list.

57 RF localization The switch localization lock is missing 4.1 or
failed or corrupt. above

Contact an Extricom representative.

59 Firmware Switch firmware upgrade has started. 4.2.42.2

upgrade startup or

above
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60 Firmware Switch firmware upgrade has ended. 4.2.42.2
upgrade done or

above

61 Firmware This trap is sent with a progress 4.2.42.2
upgrade update during the switch firmware or
progress upgrade. above

62 Firmware Switch firmware upgrade has failed. 4.2.42.2
upgrade failed or

above

63 Reconfigure Switch reconfigure has ended. 4.2.42.2
ended or

above

65 Radio is not One or more of the radios in a channel 4.1 or
functioning in blanket is not functioning. The trap will above
access points detail which radio in which AP is not

functioning.

66 Radio is All radios in a channel blanket are 4.1 or
functioning now functioning normally. Will be sent above
normally in all after all of the errors causing trap
access points. number 65 have been fixed.

67 Client Ignore The client has been sending packets 4.2.42.2
MTU that are larger than the Switch MTU, or

even though the Switch has sent above
several adjust MTU packets to the
client.

68 Edge Mode The secondary switch in a switch 4.2.42.2

Switchover cascade is changing to standalone or
mode. above
This trap will be sent from the
secondary switch.
The trap will detail the reason for the
switchover.

69 Reconfigure Switch reconfigure has started. 4.2.42.2
started or

above

70 Edge A secondary switch of a switch 4.2.42.2
Connected cascade has connected and or

synchronized with the primary switch. above

This trap will be sent from the primary
switch.

*|



Trap Name

Description Version

71 Edge A secondary switch of a cascade has 4.2.42.2
Disconnected been disconnected from the primary or
switch. above
This trap will be sent from the primary
switch.
This trap will be sent if the link
between the primary switch and the
secondary is down or if the secondary
switch is non-responsive
72 Set Client IP The Client now has an IP address set. 4.1 or
The trap details the client MAC above
address, AID and the IP address it is
set to use.
The IP address was either received
via DHCP or statically set and is being
used by the client.
73 Start.sh Started Start.sh is being run on the switch. 4.2.42.2
or
above
74 Start.sh ended Start.sh has finished running on the 4.2.42.2
switch. or
above
75 Starting Boot the Switch is being rebooted. 4.2.42.2
or
above
76 Changed The wireless has been enabled or 4.2.42.2
Wireless Status disabled on the switch. The trap will or
(On/Off) say if the wireless has been turned above
"ON" of "OFF" and will include the
reason for the change. In case the
wireless was turned "OFF", all radio
LEDs on the APs will be constant
RED. The wireless on a switch can be
turned "OFF" or "ON" manually or
automatically in case of a switch
cascade redundancy event.
77 Radio reset A problem at the radio required a 4.1 or
warm reset. above

The trap details which radio in which
AP required the warm reset.

*H#
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78 AP reset A radio required multiple warm resets 4.1 or
and was still not working properly, so above
the whole AP was reset.

The trap details which AP was reset.

79 POE reset An AP was reset but is still not 4.1 or
working properly. The AP was power above
booted via PoE.

The trap details which AP was PoE
reset.

Table 33: SNMP Traps

*$



4.25 inches
10.8 cm.

Important Note: Due to variations in printers, when printing this page,
printer Page Scaling should be set to “None” or diagram may be
automatically reduced in size. As a double-check, make sure distance
between drill points is as indicated above.

Figure 53: Access Point Mounting Template
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