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1. Routing and NAT 

 

USG ZyWALL is usually placed at the company network boarder, acting as company 

network gateway. Routing and NAT are the indispensable functions of USG ZyWALL, 

responsible for the routing among intranet networks, as well as comprehensive routing 

between intranet and internet traffic. Thus, correctly set up routing and NAT are very 

important for the USG ZyWALL to work properly as your requirements.  

 

 

 

In the scenario above, thereôre various intranet subnets interconnected. The client 

zone and WLAN zone are connected directly to the USG ZyWALL, server zone and 

VoIP client subnets are connected to a switch, and the switch is connected to the USG. 

All the intranet clients and servers need to be able to access internet, with proper 

settings of routing and SNAT. The intranet servers should be able to be accessed by 

internet clients, and also should be able to be accessed by the intranet clients. To 

enable the branch office intranet clients communicate safely with the HQ internet 

resources and clients, IPSec VPN are built between the HQ USG and branch office 

security gateway, so correct VPN routing is also necessary. Telecommunicates not 

only wants to access the HQ resources via SSL VPN, but also wants to access branch 

office resources via SSL VPN first to the HQ, then is directed to the branch office via 

IPSec VPN. To achieve this goal, we also need correct routings set on the USG 

ZyWALL.  
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1.1. Understand Packet Flow 

 

Before start setting up Routing and NAT on your USG ZyWALL, understanding its 

packet flow, Routing and NAT priority may help a lot for your correct setting up. 

 

1.1.1. General Packet Flow 

 

Below is the general packet flow in USG ZyWALL. It reflects how the USG 

ZyWALL processes traffic from the time it enters ZyWALL from one interface, till it 

leaves ZyWALL from another interface.  

 

 

 

For example, USG ZyWALL receives VoIP packet from LAN interface.  

1. The frames sent through network may be fragmented to meet the MTU settings on 

each router through the path the traffic goes on network. When the USG receives 

traffic, it will first defragment the frames.  

2. The ALG (Application Layer Gateway) will check and alter the application layer 

information, e.g. Contact information in the SIP message header and SDP 

information in message body.  



                         ZyWALL USG Support Notes 

 

9 

All contents copyright (c) 2010 ZyXEL Communications Corporation.  
 

3. Then USG will check whether thereôs DNAT (Destination NAT) rule set, if there 

is, it will translate the destination address according to the DNAT rule. If thereôs 

not, USG will remain the original destination address. Usually from traffic sent 

from intranet to outside, thereôs no DNAT rule set.  

4. The traffic is sent to the routing procedure. USG decide where it should send the 

traffic to, and via which interface.  

5. The traffic is sent to the firewall processing stage. If according the firewall rule, 

the traffic is allowed, USG will allow the traffic to pass, if itôs set to Block, the 

USG will drop the traffic, and generates a log if the firewall rule is set to log.  

6. The traffic is sent to the ADP processing stage. USG will perform ADP checking 

according to ADP rules, and ADP signatures. If the traffic is detected as anomaly 

attack, the USG will block/log the traffic according to the ADP signatures.  

7. The traffic is sent to the IDP processing stage. USG will perform IDP checking 

according to IDP rules, and IDP signatures. If the traffic is detected as intrusion 

attack, the USG will block/log the traffic according to the IDP signatures. 

8. The traffic is sent to Application Patrol processing stage. USG will check the 

traffic application layer to determine its class according to relative IDP signatures. 

If traffic matches some application class, USG will decide how to handle the 

traffic according to the App Patrol rules.  

9. Traffic is sent to Content Filtering processing stage if the traffic is web traffic. 

USG check what action it should take according to Content Filtering rules.  

10. The traffic is sent to Anti-Virus processing stage. USG will examine the traffic 

with AV signatures. If virus is detected, it will give corresponding action 

according to AV setting.  

11. The traffic is sent to Anti-Spam processing stage if it is mail traffic (SMTP, POP3), 

then gives corresponding action according to AS settings.  

12. The traffic is sent to SNAT procedure. USG will map the trafficôs source address 

according to SNAT rules (outgoing interface, customized address, NAT 1:1 

address, etc, which is to be discussed later).  

13. The traffic is sent to Bandwidth Management procedure. USG will allocate 

bandwidth to the traffic if corresponding BWM rule is set.  

14. The traffic will be fragmented if the frame is larger than the interfaceôs MTU 

setting.  

15. The traffic is finally sent out.  

 

1.1.2. Routing priority 

 

Understanding Routing Priority in USG ZyWALL helps a lot for you to correctly set 
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up routing rules to fulfill your network scenario requirements.  

The picture below shows the routing priority in USG ZyWALL. The priorities 

determine which routing the USG will take according to the trafficôs source, 

destination, and service type.  

 

 

 

1. USG directly connected routing takes first priority over all other routings.  

Take the following scenario as an example.  

 

 

 

On the USG ZyWALL, a policy route is set: 

Incoming interface: LAN1 

Source Address: LAN subnet 192.168.1.0/24 

Destination Address: Any 

Service: Any 

Next Hop: WAN1 (200.0.1.1) 

SNAT: Outgoing Interface 
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USG receives traffic from LAN1, destination is 172.25.27.5, which is in the direct 

connected subnet of WAN2 172.25.27.3. Direct route takes first priority. So the traffic 

will be sent out from WAN2, although in the policy route the next hop is WAN1.  

 

2. Policy Route takes the second routing priority.   

Thereôs an advanced setting in Policy Route, which is ñUse Policy Route to Override 

Direct Routeò. This function will enable Policy Route to take priority over Direct 

Route. For detail, please go to 1.8 Policy Route vs. Direct Route 

 

3. One to One NAT routing takes third priority.  

Different from ZLD v2.1x, One to One NAT routing is generated automatically by 

system after One to One NAT rule is set in Configuration>Network>NAT. For 

detailed explanation, please go to section 1.4 Setting up One to One NAT 
 

4. IPSec VPN routing takes fourth priority. 

Different from ZLD v2.1x, routing for IPSec VPN traffic is generated automatically 

by system. Thereôs no need to add policy routes for IPSec VPN one by one. For 

detailed explanation, please go to section 1.9 Routing for IPSec VPN 

 

5. Static Routes and dynamic routes take fifth priority.  

Static routes are manually added by administrator, specifying the next hop for certain 

destination. Dynamic routes are system dynamically learned routes through routing 

protocols, such as RIP and OSPF.  

 

6. Default WAN Trunk takes the sixth priority.  

From ZLD v2.20, thereôs a default WAN Trunk for system routing. If no routings in 

the higher priorities are present in the device, USG can use the Default WAN Trunk to 

route traffic. Usually the Default WAN Trunk includes all the systems WAN interfaces 

and ppp interfaces. For detailed explanation, please go to section 1.2 Default WAN 

Trunk and Default SNAT .  

 

7. Routings in system Main route table take last priority in routing. 

Main route table generally contains default route learnt from interface default 

gateway.  

For example, in WAN2 interface, the default gateway is 200.0.0.2. If thereôs not any 

routings with higher priorities, the USG will use this route: Sending traffic to gateway 

200.0.0.2.  
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NOTE: Default gateways in different interfaces also have priorities. Theyôre decided 

by the interface Metric. The smaller the metric value, the higher the priority is. Thus, 

metric 0 has the highest priority among all the interface default gateways.  

If two or more interfaces are using the same metric value, e.g. 0, the first configured 

interface gateway will have priority over all other later configured interface gateways 

with the same metric value.  

 

1.1.3. SNAT Priority 

 

The picture below shows the SNAT priorities in USG ZyWALL. The priorities will 

determine which SNAT rule the USG ZyWALL will use to map the trafficôs original 

source address.  
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1. Policy Route SNAT takes the first priority.  

Usually we will set SNAT for traffic in Polity Route.  

 

 

 

You can set SNAT to map the original source address to: 

Á Outgoing interface 

Á Customized single address 

Á Customized group address 

 

Outgoing interface: 
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Customized single address: 

a. Go to Configuration > Object > Address, add one address object with Type as 

Host. 

 

 

 

b. Go to Configuration > Network > Routing, add one policy route, and choose the 

SNAT as the added address object. The source address will be translated to this 

address 200.0.0.2.  

 

 

 

Customized group address: 

a. Go to Configuration > Object > Address, add one address object, with Type as 

Range.  
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c. Go to Configuration > Network > Routing, add one policy route, and choose the 

SNAT as the added address object. The source address will be translated to 

addresses in this range randomly.  

 

 

 

NOTE: If you want to set SNAT as customized single/group address, you cannot set 

the next hop as Trunk.  

 

2. One to One SNAT takes the second priority. If traffic doesn't match any policy 

route SNAT, the USG will goes to check whether thereôs One to One SNAT set. 

One to One SNAT is set in Configuration > Network > NAT.  

For detailed explanation, please go to section 1.4 Setting up One to One NAT.  

 

 

 

3. NAT Loopback SNAT takes the third priority. NAT Loopback SNAT is generated 

automatically when you enable NAT Loopback in Configuration > Network > 

NAT.  
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For detailed explanation, please go to section 1.6 NAT Loopback.  

 

4. Default SNAT takes the last priority. USG ZyWALL uses the Default WAN Trunk 

to route traffic from intranet to internet, and maps the trafficôs original address to 

the outgoing interface in the Default WAN Trunk.  

Go to Configuration > Network > Interface > Trunk.  
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For detailed explanation, please go to section 1.2 Default WAN Trunk and Default 

SNAT.  

 

 

1.2. Default WAN Trunk and Default SNAT 

 

Default WAN Trunk and Default SNAT are the newly added features in ZLD v2.20. 

Theyôre designed for user convenience. With Default WAN Trunk and Default SNAT, 

user doesnôt need to configure policy routes to route intranet traffic to internet. This 

new routing feature will apply to the traffic from intranet to internet.  

USG ZyWALL determines whether the traffic is intranet or internet according to the 

interface type, which is also a newly added feature in ZLD v2.20.  

 

 

 

1.2.1. Interface Type 

 

In ZLD v2.2, user can define interface type as the following three types: 

Á Internal 

Á External 

Á General 

You can flexibly define each interfaceôs type according to your network scenario.  

Go to Configuration > Network > Interface > Ethernet.  

 






































































































































































































































































































































