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Getting Started

Part I:

Getting Started

Chapters 1-3 are structured as a step-by-step guide to help you connect, install and setup your
Prestige to operate on your network and access the Internet.
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Table 3-4 Internet Access Setup Menu Fields
Field Description Options/E.G.
ISP’s Name Enter the name of your Internet Service Provider, e.g., mylSP. e.g., MylSP
This information is for identification purposes only.
Encapsulation Press the spacebar to select the method of encapsulation PPoE(default),
used by your ISP. PPP, RFC 1483
or ENET
ENCAP.

Multiplexing Press the [Space Bar] to select the method of multiplexing VC-based LLC-
used by your ISP - either VC-based or LLC-based. based
Service Name This is valid only when you have chosen PPPoE poellc
encapsulation. If you are using PPPoE encapsulation, then
type the name of your PPPoOE service here.
VPI # Enter the Virtual Path Identifier (VPI) that the telephone eg.,0
company gives you.
VCI # Enter the Virtual Channel Identifier (VCI) that the telephone e.g., 35
company gives you.
My Login Enter the login name that your ISP gives you. If you are using e.g., tarbuck
PPPOE encapsulation, then this field must be of the form
user@domain where domain identifies your ISP.
My Password Enter the password associated with the login name above. bl
Single User Account Press the spacebar to enable or disable SUA. Please see the Yes/No
following section for a more detailed discussion on the Single
User Account feature.
IP Address | Press the [Space Bar] to select Static or Dynamic address Static /
Assignment | assignment. Dynamic
IP Address | Enter the IP address supplied by your ISP if applicable. e.d.,
192.168.1.100
ENET ENCAP | Enter the gateway IP address supplied by your ISP if X
Gateway | applicable. 192.168.1.1

When you have completed this menu, press [Enter] at the prompt [Press ENTER to Confirm...] to save your
configuration, or press [Esc] at any time to cancel.

Internet Access
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At this point, if all your settings are correct your Prestige should connect automatically to the Internet. If the
connection fails, note the error message that you receive on the screen and take the appropriate
troubleshooting steps.

3.14 Single User Account

Typically, if there are multiple users on the LAN wanting to concurrently access the Internet, you will have
to lease a block of legal, or globally unique, IP addresses from the ISP.

The Single User Account (SUA) feature allows you to have the same benefits as having multiple legal
addresses, but only pay for one IP address, thus saving significantly on the subscription fees. (Check with
your ISP before you enable this feature).

The IP address for the SUA can be either fixed or dynamically assigned by the ISP. In addition, you can
designate servers, e.g., a web server and a telnet server, on your local network and make them accessible to
the outside world. If you do not define any server, SUA offers the additional benefit of firewall protection. If
no server is defined, all incoming inquiries will be filtered out by your Prestige, thus preventing intruders
from probing your network. Your Prestige accomplishes this address sharing by translating the internal LAN
IP addresses to a single address that is globally unique on the Internet. For more information on IP address
translation, refer to RFC 1631, The IP Network Address Translator (NAT).

3.14.1 Advantages of SUA

In summary:
® SUA is a cost-effective solution for small offices to access the Internet or other remote TCP/IP
networks.

® SUA supports servers to be accessible to the outside world.

®  SUA can provide firewall protection if you do not specify a server. All incoming inquiries will be
filtered out by your Prestige.

®  UDP and TCP packets can be routed. In addition, partial ICMP, including echo and traceroute, is
supported.

3.14.2 Single User Account Configuration

The steps for configuring your Prestige for Single User Account are identical to the conventional Internet
access with the exception that you need to fill in two extra fields in Menu 4 - Internet Access Setup, as
shown below.

3-12 Internet Access
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Menu 4 - Internet Access Setup
ISP's Name= myISP
Encapsulation= ENET ENCAP
Multiplexing= LLC-based
VPI #= 0
VCI #= 35
Service Name= N/A
’ Login= N/A
My Pasg Configure
Single U
T IP Address Assignment= Static SUA here.
P Address= 192.168.1.100
AP Gateway= 192.168.1.1
Press ENTER to confirm or ESC to cancel:
Figure 3-7 Menu 4 - Internet Access Setup and Single User Account

To enable the SUA feature in Menu 4, move the cursor to the Single User Account field and select Yes (or
No to disable SUA). Then follow the instructions on how to configure the SUA fields.

Table 3-5 Single User Account Menu Fields
Field Description
Single User Account Select Yes to enable SUA.

IP Address | If your ISP did not assign you a static IP address, enter
[0.0.0.0] here; otherwise, enter that IP address here.

Press [ENTER] at the message [Press ENTER to Confirm ...] to save your configuration,
or press [Esc] at any time to cancel.

3.15 Multiple Servers behind SUA

If you wish, you can make inside servers for different services, e.g., web or FTP, visible to the outside users,
even though SUA makes your whole inside network appear as a single machine to the outside world. A
service is identified by the port number, e.g., web service is on port 80 and FTP on port 21.

As an example, if you have a web server at 192.168.1.2 and an FTP server 192.168.1.3, then you need to
specify for port 80 (web) the server at IP address 192.168.1.2 and for port 21 (FTP) another at IP address
192.168.1.3.

Please note that a server can support more than one service, e.g., a server can provide both FTP and DNS
service, while another provides only web service. Also, since you need to specify the IP address of a server
in the Prestige, a server must have a fixed IP address and not be a DHCP client whose IP address potentially
changes each time it is powered on.

Internet Access 3-13
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In addition to the servers for specific services, SUA supports a default server. A service request that does not
have a server explicitly designated for it is forwarded to the default server. If the default server is not
defined, the service request is simply discarded.

To make a server visible to the outside world, specify the port number of the service and the inside IP address
of the server in Menu 15 - Multiple Server Configuration.

Private Network IP Addresses
Assigned by User

192.168.1.33 ‘E 192.168.1.1
o
] .
] Prestige
192.168.1.34
192.168.1.35 192.168.1.36 IP ADDRESS ASSIGNED

BY ISP
The SUA network appears as

a single host on the Internet
Figure 3-8 Single User Account Topology
3.15.1 Configuring a Server behind SUA

Follow the steps below to configure a server behind SUA:

1. Enter 15 in the main menu to go to Menu 15 - Multiple Server Configuration.
2. Enter an index number in menu 15 to go to Menu 15.1 - SUA Server Configuration.

3. Enter the service port number in the Port # field and the inside IP address of the server in the IP Address
field.

4. Press ENTER at the “Press ENTER to confirm ...” prompt to save your configuration after you define
all the servers or press ESC at any time to cancel.

3-14 Internet Access
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Menu 15 - Multiple Server Configuration

Port # IP Address
1.Default 192.168.1.33
2.21 192.168.1.34
3.23 192.168.1.35
4.25 192.168.1.36
5.80 192.168.1.37
6. 0 0.0.0.0
7. 0 0.0.0.0
8. 0 0.0.0.0

Press ENTER to Confirm or ESC to Cancel:

Figure 3-9 Multiple Server Configuration
The most often used port numbers are:

Table 3-6 Services vs. Port number

Services Port Number
FTP (File Transfer Protocol) 21

Telnet 23

SMTP (Simple Mail Transfer Protocol) 25
DNS(Domain Name System) 53

HTTP (Hyper Text Transfer protocol or WWW, Web) |80

PPTP (Point-to-Point Tunneling Protocol) 1723

Internet Access 3-15
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Copyright

Copyright ©2000 by ZyXEL Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a
retrieval system, translated into any language, or transmitted in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, photocopying, manual, or otherwise, without the prior written
permission of ZyXEL Communications Corporation.

Published by ZyXEL Communications Corporation. All rights reserved.

Disclaimer

ZyXEL does not assume any liability arising out of the application or use of any products, or software
described herein. Neither does it convey any license under its patent rights nor the patents' rights of others.
ZyXEL further reserves the right to make changes in any products described herein without notice. This
publication is subject to change without notice.

Trademarks

Trademarks mentioned in this publication are used for identification purposes only and may be properties of
their respective owners. ZyNOS is a registered trademark of ZyXEL Communications Corporation.

ii Copyright
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Federal Communications Commission (FCC) Interference Statement

This device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:

¢ This device may not cause harmful interference.

¢ This device must accept any interference received, including interference that may cause undesired
operations.

This equipment has been tested and found to comply with the limits for a CLASS B digital device pursuant

to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful

interference in a commercial environment. This equipment generates, uses, and can radiate radio frequency

energy, and if not installed and used in accordance with the instructions, may cause harmful interference to

radio communications.

If this equipment does cause harmful interference to radio/television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of

the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and the receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

e  Consult the dealer or an experienced radio/TV technician for help.

Notice 1

Changes or modifications not expressly approved by the party responsible for compliance could void the

user's authority to operate the equipment.

Notice 2

Shielded RS-232 cables are required to be used to ensure compliance with FCC Part 15, and it is the

responsibility of the user to provide and use shielded RS-232 cables.

FCC Interference Statement P
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ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in materials
or workmanship for a period of up to two (2) years from the date of purchase. During the warranty period,
and upon proof of purchase, should the product have indications of failure due to faulty workmanship
and/or materials, ZyXEL will, at its discretion, repair or replace the defective products or components
without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the
product or components to proper operating condition. Any replacement will consist of a new or re-
manufactured functionally equivalent product of equal value, and will be solely at the discretion of ZyXEL.
This warranty shall not apply if the product is modified, misused, tampered with, damaged by an act of
God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This
warranty is in lieu of all other warranties, express or implied, including any implied warranty of
merchantability or fitness for a particular use or purpose. ZyXEL shall in no event be held liable for indirect
or consequential damages of any kind of character to the purchaser.

To obtain the services of this warranty, contact ZyXEL's Service Center; refer to the separate Warranty
Card for your Return Material Authorization number (RMA). Products must be returned Postage Prepaid. It
is recommended that the unit be insured when shipped. Any returned products without proof of purchase or
those with an out-dated warranty will be repaired or replaced (at the discretion of ZyXEL) and the customer
will be billed for parts and labor. All repaired or replaced products will be shipped by ZyXEL to the
corresponding return address, Postage Paid (USA and territories only). If the customer desires some other
return destination beyond the U.S. borders, the customer shall bear the cost of the return shipment. This
warranty gives you specific legal rights, and you may also have other rights that vary from state to state.

ar,

K
S

Please register your Prestige (fast, easy online registration at www.zyxel.com) for free
product updates and information.

ZyXEL Limited Warranty
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Customer Support

If you have questions about your ZyXEL product(s) or desire assistance, please contact ZyXEL
Communications Corporation offices worldwide, in any one of the following ways. Our ftp sites are also
available for software and ROM upgrades.

ethod

EMAIL — Support Telephone Web Site .
___________________________________________________________________________ Regular Mail
Region EMAIL — Sales Fax FTP Site
Nsupport @ zyxel.com.tw +886-3-578-3942 www.zyxel.com
support @ europe.zyxel.com www.europe.zyxel.com ZyXEL Communications
Worldwid Corp., 6 Innovation Road I,
e N ] A Science-Based Industrial
sales @zyxel.com.tw +886-3-578-2439 ftp.europe.zyxel.com Park, HsinChu, Taiwan.
support@zyxel.com +1-714-632-0882 www.zyxel.com
North 800-255-4101 ZyXEL Communications Inc.,
A b ] 1650 Miraloma Avenue,
MENCA sales @ zyxel.com +1-714-632-0858 | ftp.zyxel.com Placentia, CA 92870, U.S.A.
support@zyxel.dk +45-3955-0700 www.zyxel.dk ZyXEL Communications A/S,
N D T T T e REEEEEEEERTEEE Columbusvej 5, 2860
seandinavia |6y el.dk +45:3955-0707 | fip.zyxel.dk Soeborg, Denmark.
support@zyxel.at 0810-1-ZyXEL www.zyxel.at ZyXEL Communications
Austria . lo8101999»  ( Services GmbH.,
sales@zyxel.at ftp.zyxel.at Note: for Austrian Thaliastrasse 125a/2/2/4,
+43-1-4948678 users with *.at domain only! A-1160 Vienna, Austria
support@zyxel.de www.zyxel.de
+49-2405-6909-0
0180-5213247 ZyXEL Deutschland GmbH.,
Germany Tech Support hotiine Adenauerstr. 20/A4, D-52146

sales@zyxel.de

0180-5099935

+49-2405-6909-99

ftp.europe.zyxel.com

Wouerselen, Germany.

Customer Support
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Preface

About Your ADSL Internet Access Router
Congratulations on your purchase of the Prestige 642 ADSL Internet Access Router.

Don’t forget to register your Prestige (fast, easy online registration at www.zyxel.com) for
free future product updates and information.

The Prestige 642 is an ADSL router used for Internet/LLAN access via an ADSL line. We will refer to the
Prestige 642 as the P642 or simply the Prestige from now on.

The P642 can run upstream maximum transmission rates of 640Kbps and downstream maximum
transmission rates of 8Mbps. The actual rate depends on the copper category of your telephone wire, distance
from the central office and the type of ADSL service subscribed. See the sections below for more
background information on DSL and ADSL.

The P642's 10/100M auto-negotiating LAN interface enables fast data transfer of either 10Mbps or 100Mbps
in either half-duplex or full-duplex mode depending on your Ethernet network.

Your Prestige is easy to install and to configure. All functions of the Prestige are software configurable via
the SMT (System Management Terminal) Interface or the Prestige Network Commander (PNC).

About This User's Guide

This user's guide covers all aspects of the Prestige 642 operations and shows you how to get the best out of
the multiple advanced features of your ADSL Internet Access Router using the SMT. It is designed to guide
you through the correct configuration of your Prestige 642 for various applications.

Related Documentation
» Supporting CD
The contents of this disk are:
1. PNC Software
2. Support Notes include:

a. Configuring your P642 for Internet Access b. General FAQ

c. Advanced FAQ d. Applications Notes

e. Troubleshooting f. Reference CI Command
3. On-line Manual
4. Utility

5. Firmware/ROM File — this refers to the ZyNOS firmware and the router configuration file.

This information may also be viewed at our website (http://www.zyxel.com/). The website FAQs and Notes
are periodically updated as new information becomes available.

> Read Me First

Our Read Me First is designed to help you get your Prestige up and running right away. It contains a detailed
easy to follow connection diagram, Prestige default settings, handy checklists, information on setting up your
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PC, information on installing and using the Prestige Network Commander, our windows-based Internet
Access configuration wizard.

> Packing List Card

Finally you should have a Packing List Card which lists all items that should have come with your Prestige.

Syntax Conventions

e “Enter” means for you to type one or more characters and press the carriage return. “Select” or
“Choose” means for you to select one from the predefined choices.

e The SMT menu titles and labels are in Bold Times font. The choices of a menu item are in Bold Arial
font. A single keystroke is in Arial font and enclosed in square brackets, for instance, [ENTER] means
the Enter, or carriage return, key; [ESC] means the Escape key.

e For brevity’s sake, we will use “e.g.” as a shorthand for “for instance”, and “i.e.” as a shorthand for “that
is” or “in other words” throughout this manualStructure of this Manual

Structure of this Manual

This manual is structured as follows:

Part 0: This part contains copyright, CE and FCC declarations, Customer Support
contact information, a Table of Contents, Lists of Tables and Figures, some
background information on ADSL (Full Rate, G.Lite) and a Preface.

Part I: Getting Started (Chapters 1-3) is structured as a step-by-step guide to help
you connect, install and setup your Prestige to operate on your network and access
the Internet.

Part II: Advanced Applications (Chapters 4-7) describe the advanced applications of
your Prestige, such as Remote Node Configuration, IPX Configuration and Bridging.

Part III: Advanced Management (Chapter 8 - 12) provides information on Prestige
Filtering, SNMP, System Maintenance and Troubleshooting as well as some Appendices
and a Glossary.

The following section offers some background information on ADSL. Skip to Chapter 1 if you wish to begin
working with your router right away.

XViii Preface
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What is DSL?

DSL (Digital Subscriber Line) enhances the data capacity of the existing twisted-pair wire that runs between
the local telephone company switching offices and most homes and offices. While the wire itself can handle
higher frequencies, the telephone switching equipment is designed to cut off signals above 4,000 Hz to filter
noise off the voice line, but now everybody is searching for ways to get more bandwidth to improve access to
the Web - hence DSL technologies!

There are actually seven types of DSL service, ranging in speeds from 16 Kbits/sec to 52 Mbits/sec. The
services are either symmetrical (traffic flows at the same speed in both directions), or asymmetrical (the
downstream capacity is higher than the upstream capacity). Asymmetrical services (ADSL) are suitable for
Internet users because more information is usually downloaded than uploaded. For example, a simple button
click in a web browser can start an extended download that includes graphics and text.

As data rates increase, the carrying distance decreases. That means that users who are beyond a certain
distance from the telephone company’s central office may not be able to obtain the higher speeds. A DSL
connection is a point-to-point dedicated circuit, meaning that the link is always up and there is no dialing
required.

What is ADSL?

It is an asymmetrical technology, meaning that the downstream data rate is much higher than the upstream
data rate. As mentioned, this works well for a typical Internet session in which more information is
downloaded, e.g., from Web servers, than is uploaded. ADSL operates in a frequency range that is above the
frequency range of voice services, so the two systems can operate over the same cable. What are the
advantages of ADSL from the point of view of the Network Service Provider (NSP) and the end user?

Advantages to the Network Service Provider (NSP)

1. ADSL enables telephone companies to use the world's nearly 750 million existing copper wires to
deliver affordable high-speed remote access to the Internet, corporate networks and on-line services over
ordinary phone lines.

2. ADSL enables new applications that require real-time, interactive multimedia and broadcast-quality
video. Such applications include collaborative computing, video conferencing, distance learning and
video-on-demand.

3. The industry is rapidly converging on standards that will enable interoperability and ultimately make a
mass market possible.

4. ADSL empowers service providers to provide either a guaranteed sustained rate or alternatively a rate
adaptive or best effort service similar to analog modems.
> Nearly 300 times faster than 24.4 Kbps modems
> Over 100 times faster than 56 Kbps modems
> 70 times faster than 128 Kbps ISDN

5. Both residential and businesses properties around the world are already running out of spare lines on
existing installed telephone cables. ADSL provides service providers with the capability to use one line
to provide new data services while maintaining the telephone service on the same line, thus leveraging
the existing infrastructure.

What is DSL? Xix
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10.

11.

12.

ADSL provides telcos with the ability to offer a private, secure channel of communications between the
consumer and the service provider:

Data travels along the customers own line, unlike cable telephone and modem services where the line is
shared with others

Because it is one customer's dedicated line, transmission speeds are not affected by other users going on-
line. With cable modems, transmission speeds do drop significantly as more users go on-line

ADSL is "always on" and connected - just like a standard telephone. There is no time wasted dialing up
the service several times a day and waiting to be connected - ADSL is on standby, waiting ready for use
whenever your customer is ready.

Every major service provider has conducted trials and proven that the technology works. Today, service
providers are rolling out ADSL services worldwide, with widespread deployment expected. In support of
this market, a large number of major equipment vendors are shipping second and third-generation
products offering higher performance and lower cost.

ADSL-based networks are well suited for carrying ATM traffic, thus future- proofing ADSL technology
for decades to come.

ADSL provides the communication bridge into the next century, without added new infrastructure,
costly outside plant additions and reinvestment.

Advantages to the End User

1.

ADSL transforms plain old telephone lines into a high speed conduit for data, information, entertainment
and more. And while it is doing that, you can still use your telephone for normal conversations at the
same time. That provides enormous advantages whether at home or at work.

ADSL provides affordable high-speed remote access to the Internet, corporate networks and on-line
services over ordinary phone lines.

» Nearly 300 times faster than 24.4 Kbps modems

»  Over 100 times faster than 56 Kbps modems

» 70 times faster than 128 Kbps ISDN

For example, if there were no constraints of the Internet backbone or if fast servers were located in every
telephone central office, an ADSL modem could download the entire Encyclopedia Britannica to a user's
laptop in 16.6 minutes, compared to 6.4 days using a typical modem speed of 14,400 bps.

3. ADSL enables use of real-time, interactive multimedia and broadcast-quality video for such new
services as collaborative computing, video conferencing, distance learning and video-on-demand.

4. ADSL gives you the facility to have both voice and data services in use simultaneous and all over one
phone line. Both residential and businesses properties around the world are already running out of spare
lines on existing installed telephone cables so effectively doubling your capacity in this way is a real
benefit.

5. ADSL provides a private, secure channel of communications between you and the service provider.

6. Your data travels along you own line, unlike cable telephone and modem services where the line is
shared with others.

7. Because it is your own dedicated line, transmission speeds are not affected by other users going on-line.
With cable modems, transmission speeds do drop significantly as more users go on-line.
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8. ADSL is "always on" and connected - just like your telephone. This means that there is no time wasted
dialing up the service several times a day and waiting to be connected - ADSL is on standby, waiting
ready for use whenever you are.

What is DSL? XXi
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Standards

The Prestige supports “Multi-Mode”, G.dmt, G.Lite, ANSI T1.413, and “Normal Open” ADSL operational
protocols.

Please note that not all P642 firmware versions support all standards!

Multi-Mode These both refer to the way the Prestige detects which operational protocol the
DSLAM (Digital Subscriber Line Access Multiplexer) is using and adjust
automatically. The DSLAM is a network device, usually at a telephone company
central office, that receives signals from multiple customer Digital Subscriber
Line connections such as the Prestige and puts the signals on a high-speed
backbone line using multiplexing techniques.

Normal Open.

ANSI T1.413 The ANSI T1.413 Issue 2 is the American version of the ITU G.dmt standard, i.e.,
full rate ADSL.

Full Rate (G.dmt) Full rate ADSL, with transmission speeds of up to 8 Mbps downstream and 646
Kbps upstream, was originally intended for video applications but is now also
targeted at bringing high-speed Internet access to residential and small business
users.

G.Lite The Universal ADSL Working Group (UAWG) developed the G.Lite/DSL Lite
standard (also referred to as "splitterless" DSL or as Universal DSL) to create a
universal, splitterless, and therefore easy to install lower-speed version of ADSL.
The G.Lite version of ADSL is capable of providing transmission speeds of 1.536
Mbps downstream and 512 Kbps upstream (still 8 to 10 times faster than ISDN).
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