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Grundprinzip Firewall
Allgemeine zusatzliche Funktionen (Dienste)
Ubersicht Zyxel-Firewall / Zyxel-Dienste

Einsatz verfugbarer Mittel zum Schutz
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. el
. Grundprinzip Firewall FO22

Grundschutz gegenlber andere Netzwerke (z.B. Internet)

unerlaubte Zugriffe werden von der Firewall blockiert
erlaubte Zugriffe werden zum Computer durchgelassen
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. Beispielszenario FO=22

Gesicherte Kommunikation zwischen HQ und anderen Standorten,
Nutzung von Cloud-Diensten
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Beispielszenario Angriff

T
FO22

Beispiel Ablauf eines Ransomware-Angriffs

v
# Nachladen der Ransomware

Opfer erhalt ein E-Mail und 6ffnet sie

Angreifer

Opfer ' .
o Opfer erhalt ein E-Mail mit einem Link oder Attachment o Ransomware wird von einer kompromittierten Website nachgeladen
o Der Link oder das Attachment wird gedffnet o Ransomware wird auf dem Rechner installiert und versucht sich im Netzwerk zu verbreiten
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. Allgemeine zusatzliche Funktionen 'EEE?

Erweiterter Schutz gegenlUber andere Netzwerke (z.B. Internet)

Blocken Einschrnken

Internet

v Firewall

URL

* Application
Threat Filter o Patrol
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; Web
Anti-Malware Filtgring
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Zyxel-Dienste ;Eb

Erweiterter Schutz gegenlUber anderen Netzwerken (z.B. Internet)

« Anomaly Prevention
» Reputation Filter

* Intrusion Prevention
« Anti-Malware

« Sandboxing

« Email-Security
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Zyxel-Dienste

TEV
Fa

Erweiterter Schutz gegenlUber anderen Netzwerken (z.B. Internet)

« Application Patrol

« DNS/Web Content Filter
» SSL-Inspection

« Geo Enforcer/GeolP

» Device Insight

« Analysetool SecuReporter

Profile
Application Patrol:
Web Content Filter:
DNS Content Filter:

SSL Inspection:

none

none

none

none
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Einsatz verfugbarer Mittel
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Zyxel-Firewalls verfiigbare Mittel

Regelwerk, nur notigen Traffic

Quelle/Ziel (IP)
Protokoll

Device

Zeitfenster
erlauben/verweigern
Log aktiv
Sicherheitsprofile

/| Enable
Name:
Description:
From:

To:

Source:
Destination:
Service:
Device:
User:
Schedule:
Action:

Log matched traffic:

myPolicy]]|

any

(Optional)

v

any (Excluding ZyV v

any
any
any
any
any
none
dllow

no

v
v
v
Profile
Application Patrol: none
Web Confent Filter: none
DNS Confent Filfer: none
SSL Inspection: none

TEV
Fa
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. TEXS
Konkrete Einstellungen FO22

Quelle / Ziel

ZO nen ( F o m/T O) a WAN al ANI any apbx_[P a DOX_Porfs
WAN a ANZ any s nNerves a TCP8080
r a
S O u C e a WAN s ANZ any s Nenves amyWeb
D esti N ati O N a WAN a ANZ any s NEerves amyBilling
a WAN a ANZ any amonitor... aMonifori...
g ? LANZ_Outgoing aLANZ 2 WAN = LANZ_SUBNET
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. Konkrete Einstellungen

Geo Enforcer
SecuReporter hilft:

Einzelne Geo-Bereiche erlauben
Restliche Geo-Bereiche droppen

T
FO22

Top Attack Origins

—_— Germany

E Brazil

B kraine

China

Others

1,010 Hits (25%)

911 Hits (23%)

856 Hits (21%)

217 Hits (5%)

999 Hits (25%)
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Protokoll

Einzelne Ports
Port-Bereiche
Gruppen

Konkrete Einstellungen

T
FO22

RTCPE080 any
Et"/VA.N[ any apbx_IP apbx_ports R myilg TCPBORD
a WAN any B NENVes a TCP8080 B rryBill
IF Protocol TCP
a WAN any mNErves amyWeb h I cnit{ Starfing Port: 8080
- Ending Port: 2020
any = Nerves a myBilling any Reference: |
any smonitor... aMonifori... any any
3 all..
"""" Internet_Access =
bt all.. amyBilling any
Description: all.. aMoniforing any
Members: all.. Sy itori
o content o Monitoring
| DNS_TCP TCP 53-33 all.. / IP Profocol: TCP
any | starfing Port: 3000
| DNS_UDP UDP 53-53 all.. any Ending Port: 4500
L FP TCP 20-21 ail.. MEEETEE L
any Ty
| POP3 TCP 110-110 all..
it | — SFTP TCP 115-115 all..
it | SMTP TCP 25-25 .| all..
q S » all..
any any none all..
=i PT=Y o mall
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Konkrete Einstellungen

Zeitfenster

einmalig
wiederkehrend

T
FO22

One Time
© Add [ Edit W Remove [ References
Page C of 0 Show itemns
Recurring €3 Add Schedule Recurring Rule
© Add Edit W Remove Configuration
T
# Edit Schedule Recurring Rule myTime_AM Name: |myTIme_PM |
Configuration Day Time
Name: \myTime_AM | Start Time: 113:00 €]
Stop Time: | 17:30 |(})|
Day Time
Start Time: 08:00 €] Weekly
Stop Time: | 12:00 |®| Week Days: Monday Tuesday Wednesday
Thursday Friday O saturday
Weekly [ Sunday
Week Days: Monday M
@ Thursday | oK |
[ Sunday
"ox »"
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. TEXS
. Konkrete Einstellungen FO22

Zeitfenster
¥ Edit Schedule Group Rule undefined
Group Members
1 Name: myWorkingHours
grupplert . |
Descripfion: [{Opticnal)
Member List
=== Objecf ===
myTime_AM

myTime_PM

"ok ] cancel_
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. Zyxel-Firewalls verfiigbare Mittel 'EEE?

Anomaly Prevention

SecuReporter hilft: Top Source IP
Attacken erkennen
G
IPs droppen
B 75119149.40 936 Hits (25%)
Top Signature 31.42187.50 776 Hits (21%)
138.99.62.22 120 Hits (3%)
] Others 1,880 Hits (51%)
B obsolete-op..c..c e
B tcp portscan 317 Hits (9%)
udp filtered portscan 65 Hits (2%)
Others 42 Hits (1%)
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. Zyxel-Firewalls verfliigbare Mittel 'EEE?

Reputation Filter

: . Top Risk IP
SecuReporter hilft:
Attacken erkennen -
lPS droppen W 91.211.89.39 11,794 Hits (7%)
Top Type B 185191171.2 5,720 Hits (3%)
1851911711 5120 Hits (3%)
G Others 151,667 Hits (87%)
[ | Spam Sources 194 £,<404 MILD \OL /0)
B Exploits 29,201 Hits (17%)
Scanners 2,443 Hits (1%)
Others 173 Hits (0%)
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. Zyxel-Firewalls verfligbare Mittel 'EEE?

Intrusion Prevention

fas Top S P
SecuReporter hilft: op Source
Attacken erkennen Pr—
IPs droppen W 17216.0.76 58 Hits (21%)
Top Event Severi 183.230136120 46 Hits (16%)
138199.22116 20 Hits (7%)
A Others 158 Hits (56%)
B Misc
B DoS 89 Hits (32%)
Buffer-Overflow 81 Hits (29%)
Others 17 Hits (6%)
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. Zyxel-Firewalls verfiigbare Mittel

e Anti Malware
« Sandboxing
* Mail Protection

SecuReporter hilft:

T
FO22

Mail Protection Hits

Sandboxing Hits

O

3,106 scanned

Antivirus / Malware...

O

234,108 scanned
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. Zyxel-Firewalls verfiigbare Mittel TES

FO22
App Patrol
Prioritize
AN [N [N AN N
| || B X | | th 0‘7

Throttle
Nl @) )
illn ™ (> = Q
Zyxel USG FLEX
Series Firewalls

o [ o [
Q] (e m (]| o]
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.. T
Beispiele App Patrol Fhpp

Erweiterter Schutz gegeniber andere Netzwerke (z.B. Internet)

13 Akamai Technologies CDN 18940531
Statistics 14 Remote Deskiop Protocol (Window... 16556734
15  File Transfer Protocol Data 15212004
16 Resliline Hielees 36 GoloMeeting Online Meeting 3306755
] HyperText Transfer Protocol Secure 17 IPsec (AH and ESP) 37  Kaspersky Update 3189092
2 YMWare Horzon T D i o
3 Microsoft teams 20 Vs Horon Views (FColf oro 39 Google Documents (aka Google D... 2433089
4 Microsoft Outlook (Office 365) 21 Microsoft SharePoint Online (Offig 40 AppNexus 2342681
5 Windows Update 22 Simple Mail Transfer Protocol 41 Facebook 2163899
: 23 Microsoff 42  Bing.com (formerly MSN Search) 2101263
¢ Binobol L 43  Hyperlext Transfer Protocol 2070686
7 GoogleBot 25 Windows Management Instrumer W siesi 2021482
8 Youtube.com ij %ﬁﬁe 45 VMWare 2004787
9  Adobe Creative Cloud o m B 46 Zendesk 1913389
10 Microsoft Azure (previously Window... 139  Adobe 47  Windows Marketplace 1908550
11 Iabular Data Siream 30 Linkedin 48 Google Play Store 1894743
12 Microsoft Office 365 31  Server Message Block (Windows H 49 Google Gstatic 1887234
32  Google Ads
33 Chrome Update 50 HubSpot 1849642
34 Google Search 40/3518
35 Hyperlext Transfer Protocol version 2 3327094 S T LI D E R LI S '
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. Zyxel-Firewalls verfligbare Mittel 'EEE?

Content Filter Allowed Website Access History

SecuReporter hilft: orwebete | by website Type

Kategorien identifizieren | | . . s 5

Kategorien einschranken . o o,
Software/Hardware 21,290 16 %
Internet Services 19,459 15 %
Content Server 5,895 4%
Web Ads 3,487 3%
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. Zyxel-Firewalls verfiigbare Mittel -EE%EQ

Mit SSL Inspection

SSL-Inspection ‘

ADP

Firewall
SSL Inspection (Decrypt)
IDP/App Paftrol
Anti-Virus

Content Filter

AN N NN

SSL Inspection (Encrypt)

-
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. Zyxel-Firewalls verfiigbare Mittel

Geo Enforcer

SecuReporter hilft:

Attacken erkennen

Einzelne Geo-Bereiche erlauben
Restliche Geo-Bereiche droppen

T
FO22

Top Attack Origins

] Germany

Brazil

B kraine

China

Others

1,010 Hits (25%)

911 Hits (23%)

856 Hits (21%)

217 Hits (5%)

999 Hits (25%)
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Zyxel-Firewalls verfiigbare Mittel

Device Insight
Gerate-Kategorie
Policy nach OS

T
FO22

Configuration

Profile Name: myWinClients

Description: (Opticnal)
Category (i)

Computer [7] Firewall

[]IP Camera [1IP Phone

[] Media Player Mobile Phone/Tablet

[C] Printer ["] Projector

[ Smart TV [7] switch

Others

Operating System (OS)

Windows [ macOs
[lios [1 Android

[] Game Consoles
[CloT

[ Network Storage
[[1 Router

[ Wireless AP

[ Linux
[[] Others

STUDERUS *

network technologies



Zyxel-Firewalls verfiigbare Mittel ;EEE

SecuReporter
Ana |yse @ SecuReporter Organization: § IT StuderusAG v | Device:  ATPS00-Prod v

License Status Threat History in 7 Days on Map

Re p O rti n g lhh Alert Detected

1’317 Alerts Detected in 7 Days @ Active - 672 Days Remaining
'

-
. : & .
Security Indicator L g ° - » & ADP
. > e
Y & ¥ % e mailProtection
» -
ADP Hits Antivirus / Malware... URL Threat Filter Hi... IP Reputation Hits o » . ® Antivirus / Malware
.
h ® PS
. ® Multiple Threats
A

3,710 0 14 174,055 oo .

IPS Hits Mail Protection Hits Sandboxing Hits DNS Threat Filter H... Top Attack Origins Top Attack Targets

283 0 0 123

MW Germany 1,010 Hits
E& srozil 911 Hits (23
W Ukroine 856 H
Traffic Usage Last 24 hours v
- China 217 Hits (6%)
Top 3 Bandwidth Hostname Top 3 Bandwidth MAC Others 1,000 Hits (25%)
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Zywall Series Highlights

2022
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