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Overview of Mirror 

Port mirroring is used on a network switch to send a copy of network packets seen on one 

switch port (or an entire VLAN) to a network monitoring connection on another switch port. This 

is commonly used for network applications that require monitoring of network traffic and 

troubleshooting. 

 

 

 

General Operation 

Port-based mirror mentions that the mirrored port can be one or many ports. Based on the 

mirrored traffic, the traffic can be divided into three types. 

 

Ingress – Copy the incoming traffic to the specific port on the switch. 

Egress – Copy the outgoing traffic from the specific port on the switch. 

Both – Copy both incoming and outgoing traffic of the specific port on the switch. 

 

 

 

 

 

http://en.wikipedia.org/wiki/Network_switch
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Packet_(information_technology)
http://en.wikipedia.org/wiki/Virtual_LAN
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Scenario 

 

 

 

PC connects to port 5 of the GS1900-8HP and port 6 of the GS1900-8HP connects to the third switch. 

We would like to capture the egress tagged out traffic from GS1900-8HP to the third switch. 

Thus, we enable the egress mirror port on port 6 and the monitor port on port 5 using the following 

configuration in the web GUI. 

 

 

 

Web GUI configuration 

 

Step 1. Setup VLAN 10. 

 

 

 

 

VLAN10 

VLAN10 
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Step 2. Configure PVID for port 5 and port 6. 
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Step 3. Set VLAN 10 members. 

 

 

Step 4. Setup mirrored port 6 and monitor port 5. 
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Verification: 

 

With Wireshark, we can capture the egress tagged out traffic from port 6 of the GS1900-8HP 

to the third switch. 

 
 


