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ZyXEL SNMP Support Note

Introduction to SNMP

SNMP is a set of operations that allow the administrator to change the state of the
SNMP based devices, such as UNIX systems, Windows systems, Switches, Routers,
etc. The SNMP system consists of three parts: SNMP manager, SNMP agent, and
MIB. SNMP agents are the controlled devices where the SNMP manager is playing
the role of the managing device. The MIB (Management Information Base) is a
database of the managed devices that will be tracked.

Manager
Agent Agent Agent
Managed Device Managed Device Managed Device

Difference between SNMPv3 and others (SNMPv1 and SNMPv2c)
SNMPv3 (Simple Network Management Protocol version 3) can be thought of as
SNMPv2 with additional security and administration capabilities. In SNMPv1 and
SNMPv2, the authentication method amounts to nothing more than a password (the
community string), which was sent in plain text. In SNMPv3. Security can be
enhanced by encrypting the SNMP messages, only the authenticated receivers can
decrypt the message.
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The ZyXEL switches offer three levels of security:

1. noauth: To use the username as the password string to send to the SNMP
manager.

2. auth: To implement an authentication algorithm for SNMP messages sent by this
user.

3. priv: To implement authentication and encryption for SNMP messages sent by
this user.

There are two authentication methods implemented on ZyXEL switches: MD5 and

SHA.
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Configure the ZyXEL Switch using the Web GUI

1. Connect the MGMT port to a PC or notebook computer with an RJ-45 cable.

2. By default, the MGMT IP address is 192.168.1.1/24.

3. Set the IP address of the NIC to 192.168.1.100/24.

4. Open an Internet browser (e.g. IE) and enter http://192.168.1.1 into the URL field.
5. By default, the username for the administrator is “admin” and the password is

“1234”.
6. After successfully logging in you will see a screen similar to the one below.

/ & [zyxEL Gs1900-15) x ¥
" ¢ # [ B2i8iiegbndspachercgiondt @3
- = Welcome: admin | Logout  Save ZAbout PHelp

ZyXEL cs1900-16

@ Getting Start E Refresh Interval: | 5 seconds |z|

=] Virtual Device

ZyXEL GS1900-16

. o 51415
PWR= | b o o o 022416
SYS| L L L L]

125789 111315

) Device Information

System Name: Switch

Model Name GS1900-16

Serial Mumber:

MAC Address Range: 00:E0:4C:28:29:30 ~ 00:E0:4C:28:29:40
Firmware Version: V1 00{AAH) 0)bd_20130611

System Up Time: 0 days, 0 hours, 3 mins, 56 secs
Current Date/Time: 00:03:56 UTC+0 Jan 01 2000

CPU Usage: | o g%

Memaory Usage I—‘ ‘\3? 8%

7. To enter the “SNMP” page, click “Configuration”> “Management” - “Access
Control” 2 “SNMP”.

Global | Community | Group | User | Trap | Trap Destination
CONFIGURATRION .
open all | close all Global

State @ Enable O Disable

- Link Aggregation
+ Loop Guard

+  Mirror
Multicast

+ Spanning Tree

+ Remote Access Conlrol

8. In the “SNMP” page, we can setup Community, Group, User, Trap/Trap
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destination.

9. In the “Community” page, we can create a “Community Name” and add “Access
Right” for SNMP.

CONFIGURATRION )

open all | close all SNMP Community

@ Add
Community Name Access Right Modify
public Read-Write M

Mirror
Multicast
Spanning Tree
LLDI
QoS

Security
AAA
Management

Global | Community | Group | User | Trap TrapDealmal\on_
CONFIGURATRION

open all | close al SHMP Community

Port

U Access Right @ Read-Only © Read-Write
MAC Table

Link Aggregation
Loop Guard
Mirror

Multicast
Spanning Tree

LLDP

Gobal | Communty | Group | User | Trap | Trap Desunation [N

CONFIGURATRION
openall | d E SNMP Community
Port O had
VLAN Community Name Access Right Modify
MAC Table public Read-Wiite 1)
egalion Read Read-Only M

Multicast
Spanning Tree
LLDP

QoS

Security

AAA
Management
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10. In “Group” page, we can add Groups and choose the security level & Access
mode (“ro” is Read-only; “rw” is Read-write).
The ZyXEL switches offer three levels of security:

a. noauth: To use the username as the password string to send to the SNMP manager.

b. auth: To implement an authentication algorithm for SNMP messages sent by this user.

c. priv: To implement authentication and encryption for SNMP messages sent by this user.

Global | Community Group | User | Trap | Trap Destination
CONFIGURATRION ’
open all | close all SNMPV3 Group

| & Add |
Group Name Security Model Security Level Access Right Action
- MAC Table

- Link Aggregation
- Loop Guard

+ M
Multicast
- panning Tree

11. Configure the “User information”. Here we can choose the Security Level,
Authentication methods, and encryption methods. Here we use “noauth” for no
authentication. Click on the “Apply” button to save the changes.

Global | Community Group | User | Trap | Trap Destination

CONFIGURATRION
open all | close all SNMPv3 Group
VLAM Security Level noauth Iz‘
+ MAC Table
+ Link Aggregation Access Mode @0 Omw

12. In this User part, we can define the Group, Auth Protocol, Encryption Protocol,
Access Right, and Action for specific users. There are two authentication methods
implemented on ZyXEL switches: MD5 and SHA.

Global | Community | Group | User | Trap | Trap Destination

CONFIGURATRION
open all | close all SNMP User
@ Add
User Name Group Privilege Mode Authentication Protocol Encryption Protocol Access Right Action

- MAC Table
- Link Aggregation
- Loop Guard

+ Spanning Tree
+ LLDP
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Giobal | Communy | Group | User | Trap | Trap Doctnation R

CONFIGURATRI
openall | c E SHMP Usar
UserName Zyrel
Group Name test
+ MAC Table E
- Link Aggregation Auth Potocal ® MD5 O SHA
- Loop Guard
~ Mirror Auth Password 1234
Multicast X
+ Spanning Tree PrivPassword
- LLDP
QoS
= Secur
+ Pol urity
+ Protected Port
- 8021X

AAA
Management

13. In the SNMP Trap, we have 4 options to trigged SNMP trap. We can configure

which kind of events should trigger the SNMP trap message.
Global | Community | Group | User | Trap TrapDaslinal\on_
CONFIGURATRION

open all | close all SNMP Trap

SNMP Authfailure Trap State

SNMP LinkupDown Trap State @ Enable © Disable
MAC Table
Link Aggregation SNMP Warm-Start Trap State @ Enable © Disable
Loop Guard

SNMP Cold-Start Trap State @ Enable ©) Disable

Mirror
Multicast
Spanning Tree
LLDP

Giobar | Communiy | Group | User | 1rap | 1rap bostnanon I
CONFIGURATRION

open all | close all SNMP Trap Host

@ Add

Server Address Version Community/User Name UDP Port Action

Mirror
Multicast
Spanning Tree
LLDP

Qo3

ty
AAA
Management

0EEBE*
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14. In the “Trap Destination” section, we can choose the SNMP version of the trap

message, the destination we want to trigger to, destination port, and the username.
Global | Community | Group | User TraprrapDealmal\on_

‘ CONFIGURATRION

open all | close all SNMP Trap Destination

System Server Address 192.168.1.188
ort
VLAN Version @yt Dvzec Ova
- MAC Table
- Link Aggregation Caommunity Name public E
- Loop Guard
. Miror User Name Lance
Multicast
+ Spanning Tree UDF Part 162
+ LLDP
Qos
ecurity
AAA
E Management

.

+  RMOM

Scenario

Manager

There are three SNMP components in this topology: Manager, Agent, and
MIB. In this sample, we use iReasoning as the MIB browser, which can be

installed on a Windows system.

1. Click on “Configuration” and go to “Management” = “SNMP”, and then
enable “SNMP”
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-~ (=[O [omom]

[ ! Z [ZyXEL G51800-24E]

€ - C [)192168.1.1/cgi-bin/dispatcher.cgi?emd=1

_'_""'-—-..._____-_ Welcome: admin | Logout ~ Save ZAbout THelp
ZyXEL cs1900-24E .

Communty [ Grow | User | Trap | Trap Desnaion.

CONFIGURATRION
all |

T Disable

MAC Table

Link Aggregation
Loop Guard
Mirror :
Multicast -I
Spanning Tree

LLDP

QoS

Security

Error Dis
HTTPHTTPS
Users
Remote Acce

2. Add a “Community” and choose “Access Right”.

{ el

/' Z [ZyXEL GS1900-24E]

€& - C [}192168.1.1/cgi-bin/dispatcher.cgi?emd=1

z XEL *"'—-——_-_____ Welcome: admin | Lo ZAbout PHelp
Y- GS1900-24E ;

Global | Group | User | Trap | Trap Destination
CONFIGURATRION

all | SNMP Community

ystem Community Name Read |
Port
VLAN Access Right © Read-Only ) Read-Write |

MAC Table

Link Aggregation
Loop Guard
Mirror

Multicast
Spanning Tree

LLDP [ | Apoly | |

Qos

ecurity
AAA
Management

Remote Ac
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[ - =

| Z [ZyXELGS1900-24E]  x

€ - C [)192168.1.1/cgi-bin/dispatcher.cgi?emd=1

ZyXEL cs1900-24E

Welcome: admin | Logout Save ZAbout THelp

CONFIGURATRI
open all | d SNMP Community

System © Add

Lﬂfy Port

VLAN Community Name Access Right
+ MAC Table public Read-Write
- Link Aggregation —
- Loop Guard
+  Mirror

Multicast
- Spanning Tree
+ LLDP
Gos

2curity

Read Read-0nly

Fl Management

+ RMOM

+ Emor Disable

+ HTTPHTTPS

+ Users

+ Remote Access Control

4. Add SNMP trap destination when device reboots. The switch will then send

an SNMP trap to the host.

10
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[ == =

| Z [ZyXELGS1900-24E]  x

€ - C [)192168.1.1/cgi-bin/dispatcher.cgi?emd=1

- H Welcome: admin | Logout ~ Save ZAbout THelp
ZyXEL cs1900-24E
CONFIGURATRION -

open all | close all SHMP Trap Host

System © Add

Lfb Port

VLAN Server Address Version Community/User Name

MAC Table 192.168.1.199 v2c public
- Link Aggregation

- Loop Guard
+  Mirror
Multicast
- Spanning Tree
+ LLDP
Gos
2curity

Fl Management

+ RMOM

+ Emor Disable

+ HTTPHTTPS

+ Users

+ Remote Access Control

5. To read the VLAN status we need to install iReasoning MIB browser and
enter the community and SNMP version as well as the port number. Then

load Q-Bridge MIB to the polling VLAN status as shown below.

,
@ Advanced Properties of SNIMP Agent i)

Address [192.168.1.1
Port |161

Read Community |*beee

Write Community

SNMF Version (2 =

1
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b iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

|Address: |192.168.1.L - |CAtvmmed [ 0ID: 1361217714313 + | Opemtions: | Get Next - @oe
SHMF MIBs Result Toble
smunp - ame/OID Valus Type I Fort
- dotldBridze syspTime 0 (37 minutes 19 seconds (163923) TimeTicks |102.168.1.11
1. dotl dNotifications ysllame 0 (GS1910-24E Octeting 102 168.1.1:1
| dotldBase dotly¥] i I (default Octetiting (192 168.1.1:1
|, dotldStp dotly¥] i i) ltest Octetting (192,168,110
@ dotldsr dotlqVianStaticEgressPorts.1 [0FF FF EF 00 00 00 00 00 0 00 00 00 00 00 00 00 0000 0000 ... Octetting 1921881111
|, dotldTp o : 0 9
1 dotldSistic
. yBrid geMIB
. qErid geMIEGhjects -
. dotiqBas @ Advanced Properties of SNIMP Agent o]
| dotlqTp
| dotlqStatic B Addvess [192.168.1.1
|| dotlqVin
- dotlqVIantomDelstes Fort |161
- [ dotlq¥lnCurrentTabls Read Community | #+Heex
- [ dotlqVinStaticTeble
= dotlgVlenStaticEntry Wiite Community

@ dotlgVlsndtaticName

()40t Stati ris

© dotlgVlanForbiddenEgressPorts
- @ dotlgVianStaticUntozedPorts
- @ dotlgVienStaticRowdtatos

& dotlgNextFresLocalTlanlndex:

[0 dotlqPort¥lanTable

[T dotlqPortVlanSiatisticsTable

[T dotlqPortVlnHCStatisticsTable

[T dotlqLeamingConstraintsTable

SNMP Version 2 -

n

[2¥ dotlqConstraintSetDefault
[2F dotqConstraint TypeDefault i
Name dotlqVinStaticE gressPorts &
oD 136121177143132 3
|MIE Q-BRIDGE-MIE i
Syt PortList (OCTET STRING)
ooess read-creal
tatus curent
efVal
ndexes | dotlqVlanindex
Desir The set of ports which ae permanenth d 1o the 2

isn.0rg dod.intemet mgmt mib-2.dotl dBrid g g EridzeMIE.qErid geMIBObjects.dotl g Vlan dotl  VsnStatic Table dotlq ¥ lanStaticEntry dotl g ¥ lanSetieE gressPorts

5. After rebooting switch, then SNMP traps will be received as shown in the

packet packets.

il Capturing from Microsofr \Device\NPF_(SFF232FC-7715-41C0-AAF7-50C340957R18) [Wireshark 187 (SVIN Rev 49382 from /trun | T

Fle Edit View Go Capture Analyze Stetistics Telephony Tools Internals Help

BeEcoad BEERE AesdTFTL

Qaan #®Bm|x B

Filter: [snmp EIExpresslcn... Clear Apply Save

No Time Source Destination Protocol Length Info
891 100. 592326 192.168.1.1 192.168.1.199 SNHP 112 smpv2-trap 1.3.6.1.2.1.1.3.0 1.3.6.1.6.3.1.1.4.1.0
892 100. 687497 192.168.1.1 102.168.1.199 SNMP 126 snmpv2-trap 1.3.6.1.2.1.1.3.0 1.3.6.1.6.3.1.1.4.1.0

Frame 892: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface 0
Ethernet II, src: Realteks_00:00:00 (00:e0:4c:00: 00), Dst: 10:13:50:a23:46:82 (10:13:50:a3:46:82)
Internet Protocol version 4, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.199 (192.168.1.199)
user Datagram Protocol, src pPort: config-port (3577), Dst Port: snmptrap (162)
= simple Network Management Protocol
version: v2ec (1)
community: public
= data: snmpv2-trap (7)
= snmpv2-trap
request-id: 1539782063
error-status: noerror (0)
error-index: 0O
variable-bindings: 2 items
=1.3.6.1.2.1.1.3.0: 111
object Name: 1.3.6.1.2.1.1.3.0 (i50.3.6.1.2.1.1.3.0)
value (Timeticks): 111

o

©1.2.6.1.6.3.1.1.4.1.0: 1.3.6.1.6.2.1.1.5.4 (i50.3.6.1.6.3.1.1.5.4)
object Name: 1.3.6.1.6.2.1.1.4.1.0 (i50.3.6.1.6.3.1.1.4.1.0)
value (01D): 1.3.6.1.6.2.1.1.5.4 (i50.3.6.1.6.3.1.1.5.4)

=1.3.6.1.2.1.2.2.1.1.2:
object Name: 1.3.6.1.2.1.2.2.1.1.2 (i50.3.6.1.2.1.2.2.1.1.2)
value (Integer32): 2

@] M‘Mlcrusaft: \Device\WPF_{5FF232FC-77154... | Packets: 916 Displayed: 2 Marked: 0 Profile: Defauft

12
All contents copyright (¢) 2013 ZyXEL Communications Corporation.



