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Scenario 1 - Activate a Paid Access Hotspot

In a hotspot, there are various customers who need to access the Internet. The
UAG4100 can effectively control the access to the Internet. If we would like our
customers to use payment services to access the Internet, there are two ways fo
achieve this on the UAG4100. One methodi is by using a printer, and the other method
is the PayPal payment service. As for the printer, customers can purchase tickets that
are generated by the thermal printer, from the reception desk. For the customers that
use the PayPal payment service can pay with their PayPal account to access the

Internet using a web browser.

Method1: Method2:
Login with ticket by Pay with PayPal
Printer to get the payment service to get
access for Internet the access for Internet
= ﬂ ETETTE
PayPal —

)
= (h\

Network Conditions

SP350E:

Default IP address (DHCP): 172.16.0.200/16

User Name: admin

Password: 1234

Port Number: 9100

Goals to Achieve

1) Easily control customer access to the Internet with payment services.
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2) Customer can pay with PayPal or buy fickets from the reception to access the

Intfernet.

Print ticket to access the Internet

Step 1: Configure the Printer Manager GUI
(1) Configuration > Printer Manager > check General > Edit port with printer:
9100.
ZyXEL uacsioo T — e

CONFIGURATION General Printout Configuration
'T¥ Quick Setup

General Setting

= - Enable Printer Manager
L% © Network

» DEEE Printer Settings
- Routing
+ Zone Fort: 9100
-~ DDNS
J— [] Encryption
+ VPN 1-1 Mapping
+ HTTP Redirect
- SMTP Redirect Printer List
+ ALG
- UPnP
- IPMMAC Binding [ note:
- Layer 2 Isolation Ifyou want to configure printer button, please go to Billing Profile.
- IPnP -

+ Web Authentication ©Add (7 L] k= 2

+ Firewall #a Status IPvd Address Description

+ Rilling

Page |l |of1| F k| | Show| 50 |~ items

Printer Firmware Information

Current Version: 5P350E-v1.00

= Log & Report

(2) Add a printer with the printer’s IP address via the GUI.
) Add Rule 2T

Enable Printer Manager

ﬁw Address: 172.16.0.200] |
Description: new create (Optional)

[ oK l [ Cancel
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Step 2: Configuration > Monitor > Printer Status > check the Status with "“sync success".

w?ﬂw Z About #Site Map EObject Reference & Console = C
ZyXEL uaca100

MONITOR

Printer List

Port Statis

Refresh
Interface Statu @
# 4| IPvd Address | Update Time Status Description Firmware Version
s 1 172160200 2013/05/27 08:12:15 newcrsate i
ZLUSEET [4 4 | Page of 1| b Pl | Show|50 |2=|items Displaying 1 - 1 of 1

IFMMAC Binding
Login Us
UPnP Port &

USB Storage
Dynamic Gues
F Wirele
VPN 1-1 Mapping
Log
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Step 3: Select Configuration > Printer Manager > check Printout Configuration > you
can choose Use Customized Printout Configuration o upload a customized printout
configuration. Then you can customize the ficket information by downloading the

example and modifying the ticket.

— in [0 ?Help ZAbout ¥ Site Map [RObject Reference & Console 2 CLI
ZyXEL vac4100 o T

CONFIGURATION General Printout Configuration

'T¥ Quick Setup

@ Licensing General Settings

® Wireless ;
L{b = Network
. Web Authentication @ Use Customized Printout Configuration

-+ Firewall
[ Hote:

« Rillina
Printer Manager To upload a customized printout configuration, browse the location and then click Upload.
Motice: 1. The filename you chose should be ‘printout bt

+ Free Time

- SMS 2T

- BWM Preview: Printout Preview

@ Object .

- Svetom

@ Log&Report Fie Path: [Select a ie path (Luoiac )
Restore Customized File to Default

Download the customized printout configuration example.
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Step 4: Configuration > Printer Manager > check Printout Configuration > you can

choose Use Default or Customized Printout Configuration > Preview: click Printout

Preview > a pop=up window will be displayed with the Default printout configuration

or the Customized printout configuration ticket format for preview.

Welcome!

Default

Hotepot inlamel access sanice
Usemame: Usemame
Password, Password
Billing: Billing
Sendce: Profile
Inat Linit
Time Period: Time
Total: Tatal
Tax Tax
Grand Total: Grand
Wian1
ESSID: ESSID1
Security: Securityl
Ky Key1
Wian2
ESSID: ESSID2
Security. Security?
Key Key2
Printout ime: Printout-ime

Flease activate your account befare Activate-time

After your first login, please finish your available time by Acou-axpire

Welcome 1o Zycamp!

customized I

Eycamp infernet access sendce

—h AR AR e AR
Password: Password
Billing: Billing
Senvice: Profile
Uit Uit
Time Penod: Time
Tatal: Total
Tax Tax
Grand Total: Grand

Wiam
ES51D; ESSIDN
Security; Security
Key Keyl

Wilan2

ESSID ESSID2
Security; Security2
Key: Key2

Printout time; Printout-time
Fleaze activate vour account before Activate-time

Bfter vour first login, please finish your availaole time by Accu-expire
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Pay with PayPal payment service to access the Internet

Step 1: Configuration > Billing > Payment Service > Enable Payment Service > Enter the
seller Account and Identity Token.

?Help ZAbout ¥ Site Map (RObject Reference el Console [ CLI

Welcome admin |
ZyXEL uacsion

CONFIGURATION Biling Profile Discount

T¥ Quick Setup

General ‘ Custom Service

General Setting

Enable Payment Service

Payment Provider Selection

Account: seler-a@grmal.com
Currency: Euro(EUR) .

Identity Token: %n525wof\WOWEIG T GhyyglzKQZ0-1f5KdKg0z-ANSt
payment Gateway: | www.sandbox.paypal.com/cgibin/ webscr
Account Delivery Method

—

Step 2: Test the dynamic account to pay the bill by payment function

(1) Open the Login page after enabling the payment function. Then, you will
see the link on the login page.

[ Note:
1. Turn on Javascript and Cookie setting in your web browser.

2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.
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(2) Click the link on the screen > then the page will redirect you to the billing

profile page.

Welcome

Please choose the service plan from the following profile table.

|Sewice Mame Service Time Charge

biling_1hr 1 hour €1.00

® biling_2hr 2 hours €2.00

@ biling_3hr 3 hours € 3.00
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(3) As the test, you can Select 3 hour biling profile > click OK > then the device
will redirect you to the PayPal authentication page.
HongSong Chen's Test Store

Choose a way to pay
Your order summary

Descriptions Amount . -
E Pay with my PayPal account PayPal &
150 minutes €3.00 Login to your account to complete the purchase
Item price: €3.00
Quantity: 1 Email
buyer-a@gmail. com
Item total €3.00 vera@g

PayPal password

|
LogIn

Forgot email or password?

Total €3.00 EUR

Don't have a PayPal account?
(Optional) Join PayPal for faster future checkout

Cancel and return to HonaSonag Chen's Test Store.

(4) Afterlogging into the PayPal page, you can check your order.

HongSong Chen's Test Store

Your order summary

Descriptions [ PayPal Electronic Communications Delivery Policy Consent PayPal &

180 minutes £3.00 This will justtake a minute and then you can complete your transaction

Item price: £3.00

wanity 1 We've updated our Electronic Communications Delivery Policy. Please read it and consent
uantity

=0 we can send your account information electronically, including your payment confirmation.
ltem total €3.00 Please confirm that:

Total €3.00 EUR [T]es, I've read and agree to the Electronic Communications Delivery Policy. | understand
that PayPal will provide me with information about my account electronically. | confirm
that | can access emails, web pages, and PDF files

Can | decline?

Cancel and return to HongSona Chen's Test Store.

10
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(5) After clicking on the Agree and Continue button > then you can click on

the Pay Now button to pay the bill.

HongSong Chen's Test Store

Your order summary

Descriptions Amount
180 minutes £3.00
Item price: €3.00

Quantity: 1

Item total £3.00

Total €3.00 EUR

Review your information

PayPal &

Fay Mow
Shipping address # Change

HongSong Chen

1 Main St

San Jose, CA 95131

United States

Use as preferred shipping address

Mote to seller: Add
Payment methods ' Change
PayPal Balance $4.20 USD

PayPal Conversion Rate as of Jun 3, 2013: 1 LS. Dollar =

0.714485 Euros

PayPal gift card, cerificate, reward, or other discount Redeem
iew PayPal policies and your payment method rights.

Contact information
buyer-a@agmail.com

(6) After clicking on the Pay Now button > PayPal will display a pop-up

window to the following web page > and then redirect the login

information to you after 10 seconds.

HongSong Chen's Test Store

Thanks for your order

Your payment of £3.00 EUR is complete

You're now going back to HongSong Chen's Test Store

Ifyou are not redirected within 10 seconds, click here

PayPal. The safer, easier way to pay

For more information, read our User Agreement and Privacy Palicy.

lest Site

PayPal &

11
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(7) You can see the login username and password on the screen.

‘Welcome

You may now use the internet.

IMPORTANT! MAKE a note for your case-sensitive username and password for logaing
flater. This will be your enly opportunity to do so.

This is your account information, please keep this for your internet service.

Your username is j4i6mr
Your password is t6shvu
Your time period is Oday,03hours

Please activate your account before 04/06/2013 11:52

(8) Then you can login to the device with the username and password during

the allocated time period.

00 day, 00:26:51

12
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Scenario 2 - Activate a Free Access Hotspot

Some hotels need to provide free Internet services to hundreds of guests on a daily
basis, and managing the Internet access for so many people can be very
complicated without the right equipment. With web authentication such as user
agreement and web portal, hotel guests are redirected fto the web-based
authentication portal upon the first attempt to access the network. In some countries,
the law requires the identification and tracking of users who use public Infemet access.
The UAG4100 can authenticate people by forcing them to receive an authentication
code via SMS on their phone. In this way, the UAG4100 can authorize user Internet
access via their mobile phone number and keep track of the device in case of illegal
activities via the hotspot. Guests can get free access to the Internet in a matter of
seconds simply by entering all required personal contact information and agreeing to
the policy of user agreement. Without a guest account, to browse the Internet free of
charge for a specified period of time, the user must entering his or her mobile phone

number to receive the guest account information by SMS.

User Agreement

3. Internet access ‘T‘

1. Redirected to the user
agreement page. Provide
— = required information. J
— >
> .' LN e

Users

2. Click OK and access granted

13
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Free Time

1. Guest selects the “Free Time" 5. Internet access

service plan and enters his/her
mobile phone number
>
/ 3. Enter login information 5 EIE

< 2 ViaNett

4. Validation and access granted

> | 2. Deliver login information to the mobile phone

14
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Network Conditions
WAN: 10.59.3.54

LAN 1:172.16.0.1/255.255.0.0
User's laptop: 172.16.2.0

Goals to Achieve

(1) Users must fillin their personal information and accept the service usage
agreement before they can access the Internet. After the form is submitted, the
advertisement webpage will pop-up in a hew window.

(2) Allow any user to get account information by SMS and use the Internet free of

charge for a limited time.

User Agreement

Task. Configure User Agreement to let users access the Internet without a guest
account by agreeing to the policy of user agreement. Add the advertisement
webpage as the first page when an authenticated user attempts to access
the Intemnet.

Step 1: Configuration > Web Authentication > check “User Agreement”.

(1) Enable Idle Detection. The default value of idle timeout is 3 minutes.
(2) Select “Internal User Agreement”.

(3) Add authentication policy for every source.

15
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Web Authentication Walled Garden Advertisement

General Settings

Authentication: © None © Web Portal © User Agreement

Enable Idle Detection

Idle timeout: 3 (1-60 minutes)

Reauthentication Time: 0

[T use Customized Web Pages
[ note:
To upload customized user agreement pages, browse to the location of the ua.zip file and then click upload.

‘You can preview ua_agree.html and ua_welcome.html within the ua.zip file. (Please keep ua_agree.html,
ua_welcome.html, ua.css file name and location.)

(0-1440 minutes, 0 is unlimited)

Preview: ([uaagree | [Lua welcome ]

File Path: [selecta fie path
Restore Customized File to Default:

Download the ized intersl user example.

© External User Agreement
Agreement URL:

Welcome URL: (optional)
Downlosd the extemal user sgreement example.

Exceptional Services

@rd 1

#  Exceptional Services «

<l DNS

| |Page 1 of1| » VPl  Show 50 | w items Displaying 1-10f 1

Web Authentication Policy Summary

QAdd [JEdt | g y N

Status  Priority  Source Destinati hedul Authentication Description
I @ 1 any any none force I

Default  any any none unnecessary nia

4 4 |Page 1 of1 » Pl | Show 50 |w items Displaying 1-20f 2

<

T

Apply Reset

Step 2: Configuration > Advertisement
(1) Enable Advertisement.
(2) Add the URL of the website.

s | s [

General Settings

Enable Advertisement

Advertisement Summary

QaAdd [ o

# Name URL

1 [ ZyxEL hittp:www zyxel.com
[ 4 |page 1 oft b bl |Show|s0 |+ items

Displaying 1- 1of 1

16
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Verification

1. When the user opens the browser, he/she will be redirected to the user agreement

page. Fill-in all the required information and click “Agree”.

ZyXEL

Internet Access Policy

(We will provide example for customer within htm
comment tag)

Name zyxel
Phone: 0912345678

Address: hsinchu

E-Mail: cso@zyxel.com.tw

Other (Optional)

2. Click "OK" and then the user can access the Internet.

ZyXEL

Welcome

Your Intemetis safer, faster, and smarter because
you are using portal. Thank you

17
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3. The advertisement webpage will be displayed in a new window as the first page

www.zyxel.com

whenever the user connects to the Internet.

& WWelcome to ZyXEL Worldwide - Make the World Connect - Windows Internet Explorer
.
) IZ www.zyxel.com/index.s v|g|*",\ -"E::*: P
Google v ES - | FPLE  ERZEE» EA R -
& Snagit E =
s BMEE | Z Welcome to ZyXELW... IR SV I - v BEP)v E2E©v IEO-@- & | NN 7
-

Select Your Region

£
O EEEE | ZREEEE ja v ®100% ¥

) EEZESS -

Free Time

Task . Enable SMS service on the UAG and select SMS as the delivery method in Free

Time.
Step 1: Register for a ViaNett account atf http://www.vianett.com.
o o [ f]
High Quality SMS Gateways 3
PRODUCTS PRICES SMS API SUPPORT COMPAW

Z ViaNett

100% in control

High Quality SMS Gateways

18
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Fillin all the required information.

Free demonstration account

Get started today! Fill in to get a free account
v’ Free Registration
/ Your name:
v Send 5 SMS free of charge
E-mail
Mobile number. +
What can we offer? Company name
v' SMS Bulk Worldwide oy
v Two-way Communication
v’ SMS Biling Services in Scandinavia
v HLR Worldwide Enter code above:
- B&AE CREATE DEMO ACCOUNT
v Great technical support

v’ Become a SMS Reseller
Note: It is important that you enter correct information in all fields. We will send you the

account information to the email address entered above. All accounts with invalid
information will be deleted

v o+

After the form has been submitted, the account information will be sent to your
Email address.

< ViaNett Efficiency with SMS

Welcome! We're happy you joined us!

Here is your account information

Username esbusec@gmail.com

Password

Go to login page

You can send up to 5 SMS messages in the test period, pricegroup and sender address will
not be available in this period

More information
You may purchase SMS credits with your credit card by visiting this page

We hope that you will find it interesting to start cooperating with us! If you have any
guestions, you are welcome to contact our customer service at smssupport@vianett com

Best Regards
ViaNett team

ViaMett AS | Norway | Tel.

19
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Purchase SMS credits

SMS ADM | N Home  Configuration Mobile Services  SMS Statistics  Account
PURCHASE SIS CREDITS Purchase SMS credits (Prepaid)
SUB ACCOUNTS
ACCOUNTING
ADMIN USERS Log in to your account
COMPANY DATA

Username: | esbusec@gmail.com
CHANGE PASSWORD
Password: | sesssss |

Service Setup

8
z

Register new account?

Purchase SMS

Fillin the prepaid plan and your mobile number. The activation code will be sent to

your mobile phone number.

.. | Administration | Log Cut

Products = Prices SMS APl Support Company

SM S ADM | N Home Configuration Mobile Services  SMS Statistics  Account

PURCHASE SWIS CREDITS Purchase SMS credits (Prepaid)

SUB ACCOUNTS This applies to pre-paid services. Please contact us if you would like postpaid senvices.

ACCOUNTING

T USRS Purchase SMS credits

COMPANY DATA Company: ZyXEL Communications Corporation

GHANGE PASSWORD Faseies FUR 00 B uy now
Amount: (EUR) 30 and get started!
Mabile:

Service Setup

Purchase SMS

| do accept the agresment and the anti-spam statement, and that in the
event of abuse, my account shall be closed without any refund given for
unused credits.

GO TO PAYMENT

20
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vianettcom

Call || Addto Contacts

- PN -
Text Message
2013/7/24 T42:26

Your payment activation
code is|D3672

(Text Message )

Enter the activation code to proceed to make payment.

ZYXEL

ministration | Log Out

Products Prices SMSAPI Support Company

SMS ADMIN

Home Configuration Mobile Services SMS Statistics  Account
PURCHASE SMS CREDITS Purchase SMS credits (Prepaid)
SUB ACCOUNTS This applies to pre-paid services. Please ¢ s if you would like postpaid senices
ACCOUNTING
DN USRS Purchase SMS credits
COMPANY DATA Company ZyXEL Communications Corporation
CHANGE PASSWORD Daxche Al Buy now
Amount: (EUR) 50 and get started!
: Mobil
Service Setup S
/| | do accept the agreement and the anti-spam statement, and that in the

event of abuse, my account shall be closed without any refund given for
unused credits

Purchase SMS

A code is now sent to your mobile
Enter the code D3672

>> SMS API

Fillin the credit card information fo complete the payment.

ViaNett .
Paywiz

Products S
litem  SMS credits

[ Information o

50,00€ ]

Vendor

ViaNett AS
Varnaveien 7

Customer
ZyXEL Communications Corporation
1522 Moss

+47 69 20 69 69
support@vianett.no

[ credit card .
Cadte [selet your cara =] o b
Cardrnumper | |
Expiry Date 2013
cve [ what s this?

Complete payment

Cancel payment Order ID: 1124295

21
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Payment is complete.

ViaNett )
Paywiz

("Products .

1 item SMS credits 50,00 €

(‘Information o .

Vendor Customer

ViaNett AS ZyXEL Communications Corporation
Varnaveien 7

1522 Moss

+47 69 20 69 69

support@vianett.no

(Payment o .

Your payment is now complete. Press the link below to return to the store.

Amount: 50,00 €

Order ID: 1124297

Date: 2013-07-24

Transaction ID: 1124297-e58dd87a2dbc469738f7a5a6

Go back to store

Order ID: 1124297
Step 2: After the ViaNett account is ready, go to Configuration > SMS
(1) Enable SMS.

(2) Fillin your local phone country code as the default country code.

(3) Add authentication policy for every source.

ZyXEL vacaioo
CONFIGURATION m

"T¥ Quick Setup
General Settings

Enable M3

Interface

T Default country code for phone number: 886 (1-4) digit
Viahlett Configuration
User Mame: esbusec@gmail.com
Password: senes
Retype to Confirm: I

Biling

Printer Manager

Free Time

- EIH

22
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Step 3: Configuration > Free Time

(1) Enable Free Time and set up the free time period. By default, the Reset fime
will be at AM 00:00. You can also setup how many times a MAC address

can access the Internet.

(2) Select "SMS” to deliver the login information to the mobile phone.

ZyXEL uaca100 T ——

CONFIGURATION Free Time |

T Quick Setup
General Settings

jor|
Interface Enable Free Time
Routing Free Time Period: 30 (30-120minutes)
Zone
o Reset Time: 00:00 C]

Maximum Registration Mumber Before Reset Time: 1 (1-5)
1-1 Mapping ; thod

HTTP Redirect |De ivery Method: SM5 v

TP Redirect Q Note:

If you want to configure ssid profile settings of the account, please go to Billing.

Binding
olation

Firewa
Billing
Printer Manager

Step 4: Configuration > Web Authentication > check “Web Portal”.
(1) Select Internal Web Portal.

(2) Add authentication policy for every source.

General Settings

Authentication: © None @ web Portal © User Agreement
@ Internal Web Portal

© External Web Portal

Lagin URL:
Lagout URL: Optioral
Welcome URL: Optioral
Session LRL: Optioral
Ervor URL: Optioral

Cownlosd the extemsl web portal examele.

Exceptional Services

©add T
#  Exceplional Senices «
1 DNS
{ |Page 1 of1| » Vi |Show[s0 | |items Displaying 1 - 10f 1

Web Authentication Policy Summary

@add [ ] Q@ g M
Status Priority ~ Source Destination ‘Schedule Authentication Description
| @ 1 any any none force
1 Default anv any none o ur nia ;

23
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Verification

1. Users will be redirected to the login page before being permitted to access the

Internet. Click on the link to get a free account.

B e

&) http://172.16.0.1 /redirect.cgi?arip=0.0.0.0 | &4 x }-:] Google L
x Google vili!ﬁ-~-&)§§~|hli-i§ﬂi» BA N
x (@ snagit Bl &

Y BHNRE | @ UAGA100

B -0 &> 80~ 22%0) - IRO-@- £ I I EQ &

3 opup your. A
3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

2. Select the "Free Time" on the screen and submit your mobile phone number.

Wekome:
Pigdrie choode the tenade plan Som the folowng teofle tibie.

4 O BEng_3 howr 2 howrs €3.00 E -
Courtey Codk: [ ]
Msbier Mrier [ ]

T ]

24
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Welcome

Please chedk your mobile phone for the account information.

4. Check your account information.

Messages DemoSMS

Jun 28, 2013, 5:44 PM

Username:p9nzss
Password:0rw3pf
(1)SSID:Guest/Mode:none/
Key:

Edit

(14

L Seric )

ZYXEL

3. The account and password will be sent to your mobile phone.

25
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5. Fillsiin the account information received on your mobile phone and click “Login™.

- R
i x Google v PEs. FPLED - | HE=- =z8T

T x Esnegt @ &

Jr ZMBE | @ uacal00 | D v 2o v EEP) v R2EQ) v

3. Tum on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

6. You can start fo access the Internet.

00 day, 00:29:52

26
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Scenario 3 - BWM Controls Trial and Billing Users

In the hotel network hotspot applications, the UAG4100 can support different
bandwidth controls by different SSIDs. We can use this design like NXC, SSID mapping
to a VLAN. Then VLAN can be mapped to an IP address subnet. In this scenario, we
add 2 SSIDs and enable the Free Time function on the device, and also add the Billing
profiles on the device. After adding the policy to limit the user bandwidth via BWM
function, we can login to the device via a trial-user or biling-user account to check
the speed controlled by the UAG4100.

SSID: Billing SSID: Free
Speed: 2M Speed: 1M

\
IL
, N

VIP room Guest room

Network Conditions
UAG4100:

WANI1: 10.59.3.54

LAN2: 172.17.0.1

Goal to Achieve
UAG4100 can support adding of rules on the device to control different user types by
the BWM function for controlling the bandwidth based on a user account.
Task 1: Add the AP profiles on the device.
Step 1: Go to Configuration > Object > AP Profile > SSID > SSID list.
(1) Modify the default SSID name as “Free”.

27
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7 Edit SSID Profile default
(u5] Create new Object~

Profile Name: default

I —
Security Profile: default 7
MAC Fitering Profile: disable v

Qos: VMM =
VLAN 1Dz 1 (1~4094)

Hidden SSID
Enable Intra-BSS Traffic blocking

Local VAP Setting

VLAN Support © on

Outgoing Interface: lnz

(2) Add the other SSID for Billing users.

© Add SSID Profile
{S\Create new Object=

Profie Name: For_Bilng

SSID: Biing

Securty Prafile: | defaul D
MAC Fittering Profiiez disable ~
Qos: MM ~
VLAN D 1 (1~4084)
Hidden SSID

Enable Intra-BSS Traffic blocking

Local VAP Setting
VLAN Support © on

Outgoing Interface:

e e

(3) Go to Configuration > Object > AP Profile > Radio fo Broadcast these two
SSIDs via the 2.4 GHz and 5 GHz radios.

| Edit Radio Profile default
[ Show Advanced Settings (i3] Create new Object=

General Settings

Aciivate
Profile Name: defaut

Mode: bjg/n v

Channel: 6 R

MBSSID Settings

2 Edic

# S8 Profie
1 default

Eable
disable
disable
disable
disable
disable

e

28
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|7 Edit Radio Profile default2
[E Show Advanced Settings (i Create new Objects
General Settings

Adtivate
profie Name: defau2

Mode: an R

Channel: 36 - indoor use only e

MBSSID Settings

REdt

# | ssipprofie
gefaut

disable

disable
disable
disable
disable
disable

e

Task 2: Enable the Free Time function on the device.
Step 1: Go to Configuration > Free time page to enable the Free time function (you

can configure the duration and how many times that user can access the Internet for

free).

e — Welcome admin | Logout ~ ?Help Z About ¥ Site Map [SObject Reference & Console (LI
ZyXEL uacaioo
'CONFIGURATION -F"ee Time

T¥ Quick Setup
General Settings

icensing
i | [7] Enable Free Time
etwork
+ Web Authentication Free Time Period: 30 (30-120minutes)
- Firewall Reset Time: 000 (@
+ Billing )
N Maximum Registration Number Before Reset Time: |1 (1)
- Delivery Method: On-Screen >
[ note:

If you wantto configure ssid profile seftings ofthe account, please go to Billing

o
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Task 3: Add the Billing profiles on the device.
Step 1: Go to Configuration > Billing > Billing profile page to add the billing profile.
Ex: T hour = 1€, 2 hours = 2€, 3 hours= 3€

. Billing Profile 2%
Settings
Enable billing profile
Mame: Biling_1_hour
Unit: 1
Tirme Period Unit: hour v
Price: 1
oK ] [ Cancel
Welcome admin | Logout ?Help & About Site Map (&Object Reference & Console (=] CLT
ZyXEL uacaioo
CONFIGURATION General Billing Profile Discount Payment Service
"% Quick Setup
Account Generator Settings
Gy Button A: | Biling_1_hour -
LQ;} ® Network
- Web Authentication Button B: Biling_2_hour S
- Firewall Button C: | Biling_3_hour ™
T
- Printer Manager
- Free Time
. sus Biling Profile
BWM
[ CIGIEES | S
# Status. Name Unit Price [
1 Q Billing_1_hour 1 hour €1,00
2 @ Billing_2_hour 2hour €200
3 @ Billing_3_hour 3hour €300
{ Paget |of1| » bl | Show|50 |witems Displaying 1 - 3 of
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Step 2:
Go to Configuration > Billing> General page to check the general setting of the biling
function.
(1) Ensure that the accounting method type and currency settings are
correct

(2) Add the SSID profile in the general setting.
ZyXEL uacs100 T — Wakome adrmi | L

CONFIGURATION General | Biing Profie | Discount | Payment Service

“PHep ZAbout #SteMap (2Object Reference &9 Console ()

T Quick Setup
General Settings

Unused account wil be deleted after the time: |24 hour  |v
Accounting Hethod
© Time toFinish

© Accumulation
Printer Manager §
Pl User idle tmeout: 3 (1-60 minutes)

Accumulation account will be deleted after the tme: |90 day ks

Billing User Logon Settings

Maximurn number per biling account: 1 (-10)
Reach maximum number per bilng account: @ Block @ Kick previous user and login
Currency
Currency [
® Currency symbal € i

© Curency code

Number of decimals places: 2
Decimal symbal: comma N
[ Tax

SSID Profile Settings
Selectable SSID Profiles Selected SSID Profiles
Object
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Task 4: Configuring the Payment service page.
Ensure that the Payment service has already been configured correctly.

e —— Welcome admin | Logout ‘?Help & About % Site Map [@Object Reference Ge Console (=) CLT
ZyXEL uacsioo

CONFIGURATION General Biling Profile Discount Payment Service

"I¥ Quick Setup General Custom Service

| General Setting

- Web Authentication Enable Payment Senice
+ Firewall
Payment Provider Selection

+ Printer Manager

Account: seler-a@gmai.com
Currency: Euro(EUR) B
Identity Token: XnS25WofWOWRIG TmGtyygzKQZ0-1fsKdKg0z-ANS;

Payment Gateway: https://www.sandbox.paypal.com/cgi-bin/webscr

Account Delivery Method

Delivery Mathod: On-Screen >

oo

Task 5: Add the policy to limit the user bandwidth via the BWM function.
Step 1: Go to Configuration > BWM > Add the policy to limit the Bandwidth by user

type.
(1) User: Trail-Users, Inbound=1000 Kbps, Out bound=1000 Kbps, Priority =7

) Add Policy 2%
{5 Create new Object~
Criteria P
[user: trakusers ~ ]
Schedule: none >
Incoming Interface: any ~
Outgeing Interface: any v L
Source: any ~
Destination: any >
DSCP Code: any ~
Service Object: any v
DSCP Marking
DSCP Marking Inbound Marking: | preserve | v L

Outbound Marking: preserve  |v

Bandwidth Shaping

Guaranteed Bandwidzh [ nbound: 1000 | kops (0: disabled)  Prorty: |7
] Maximize Bandwidth Usage Maximum: |0 kops.

Outbound: |1000 | kbps (0:disabled)  Prioriy: |7

[ Maximize Banawicth Usage Maximum: |0 Kbps

]

Balatad Catfinn

172.16.0.1/ext-ishveb-oaaes/index/index htmi#
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(2) Billing-Users, Inbound=2000 Kbps,

') Add Policy
(SJCraate new Object~
Criteria

ZYXEL

Out bound=2000 Kbps, Priority =1

User:

biling-users

Schedule:
Incoming Interface:
Outgoing Interface:
Source:
Destination:

DSCP Code:

Senvice Object:

DSCP Marking

DSCP Marking

Bandwidth Shaping

Guaranteed Bandwidth

none
any
any

any

Inbound Marking: | presarve

Outbound Marking: preserve

| 1nboung:

[[] Maximize Bandwidth Usage

Outbound: | 2000

[] Maximize Bandwidth Usage

2000 | kbps (0 disabled)

Kops (0 disabled)

Priority:

Maximum:

Priority:

Maximurm:

1
0

0

Cancel

Enable BWM function.
ZyXEL uac4100 TT—

CONFIGURATION

BWM

'Y Quick Setup
BV Global Setting

Welcome admin

?Hep ZAbout ¥ Site Map [RObject Reference

| e Enable BWI
.Q,} & Network
Web Authentication Configuration
+ Firewall
- Billing @Add (2 o @ 0
Printer Manager
Status  Prio...| Description | BWM Type | User Schedule | Incoming It Quigaingnt.. | Source  Destination | DSCP .| Service | BWMInPriOut .. | DSCP Marking
@ 1 snaret  biling-us_.. none any any any any any  Oopany 20001120001 preservelpr.
@ 2 shared  lriakusers  nons any any any any any  Objany 1000710007  pressrvelpr.
@ 3 peruser  any none alan2 aSYSTEM.. any any any  Oojany 51245124 presenvelpr.
@ Log& Report der snaret  any none any any any any any  Obpany  neZinor? presenelpr.
14 4 |page[L Joft! b ¥l | Show[50 |v]iems Displaying 1 -4 of 4

Task 6: Enable the web authentication policy on the device.

Go to Configuration > Web Authentication > Web Authentfication > Web Portal.

Enable web authenfication policy to force LAN2 user to authentication with

device.

the
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G Console () LT

[S0bject Reference

ZyXEL Wi Welcome admin PHep ZAbout ¥ Site Map

CONFIGURATION Web Authentication | Walled Garden

T¥ Quick Setup Login URL: a

Logout URL: Optional
Welcome URL: Optional
Session URL: Optional
Error URL: Optional M

Download the extemal web portal example,

Exceptional Services

@~Add il Remove

# | Exceptional Semvices ~

1 DNS

I4 4 Ipage[l |of1| b Pl | show 50 |v|items Displaying 1 - 1 of 1

©Add [7Edit lf Remove @ Activate ( Inactivate 4MMove

Stolus Prontv  Souce Deslnalon Schedle ubenlication : mmﬂ
Q@ 1 alAN2 SUBNET any none force

Tefall _any any Tone Unnecessary T3
4 4 |Page[l Joft| b I |3how[50 |viems Displaying 1 - 2 of 2

172.16.0.1/ext-is/web-baces/index/index html# (o ]

Task 7: Login to the device via the trial user.

Step 1: Click on the link to get a dynamic user account.

- Javascript 4
2. Turn off Popup Window Bbd(im in your web browser.
3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Step 2: After clicking on the link on the login page, the device will redirect the biling
profile to you.

Then you can select the “Free Time" on the screen, and click on the “OK” button.
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Welcome
Please choose the service plan from the following profile table.

|# ‘ ‘Servi(e Hame Service Time Charge |Unrt
r 1 @ Free Time 30 minutes Free 1
2 ® Biling_1_hour 1 hour €1.00
3 (@] Biling_2_hour 2 hours € 2.00
4 ® Biling_3_hour 3 hours € 3.00 o
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Step 3: Then device will display a pop-up window with the user name and password.

Or you can click on the “Login Now" button to login to device directly.

Welcome

You may now use the internat.

IMPORTANT! MAKE a note for your case-sensitive username and password for logaing
later. This will be your only opportunity to do so.

This is your account information, please keep this for your internet service.

Your username is xot6z9
Your password is azmmam
Your time period is 30 minutes

Step 4: Visit the website “hitp://www.speedtest.net/” to test the speed.

The test result is around 1 Mbps, which is the same as our setup.
’@ PING o DOWNLOAD SPEED © @ UPLOAD SPEED

20 ms 095 Mbps 093 Mbps

SHARE | HIS RESUL L

COMPARE

TRIBUTE
YOUR RESULT TO NET INDEX

Get more speed in Taipei

1 faster broadband deals
A - ==
‘ﬁ' Taipei
NEW SERV Hosted by
- e Taiwan Fixed Network
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Task 7: Login to device via the billing-user, and test the speed.

Step 1: Click on the link to get a dynamic account to access the Internet.

2. Tu um off Popu < wser.
3. Turn on Java Runtime Envronment (]RE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Step 2: Select the 1-hour profile to test this.

Welcome

Please choose the service plan from the following profile table.

| senvice Name | senvice Time charge

Free Time 30 minutes Free

(5] Biling_2_hour 2 hours

Biling_3_hour 3 hours
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Step 3: Then device will display the PayPal page in pop-up window.

Please enter the correct user name and password in the fields, and then click on the

“Login” button on the browser.
HongSong Chen's Test Store

Your order summary

Descriptions Amount
60 minutes €1.00
ltem price: €1.00

Quantity: 1

Item total £1.00

Total €1.00 EUR

Choose a way to pay

Pay with my PayPal account PayPal &
Login to your account to complete the purchase

Email

buyer-a@omail.com

PayPal password

Login

Forgot your email address or password?

Don't have a PayPal account?
(Optional) Join PayPal for faster future checkout

Cancel and return to HongSong Chen's Test Store.

PayPal will show you the balance. Then you can click on the “Pay Now" button.

Your order summary

Descriptions Amount
60 minutes £€1.00
ltem price: €1.00

Quantity: 1

Item total £1.00

Total £1.00 EUR

Review your information

PayPal &
Pay Mow y -

Shipping address #” Change

HengSong Chen

1 Main 5t

San Jose, CA 95131
United States

Mote to seller: Add

Payment methods ” Change

FayPal Balance 51.40U3D

PayPal Conversion Rate as of Jun 24, 2013: 1 U.5. Dollar = 0.714485 Euros

PayPal gift card, certificate, reward, or other discount Redeem
iew PayPal policies and your payment method rights.

Contact information
buyer-a@gmail.com

Pay Mow

Cancel and return to HongSong Chen's Test Store.
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Step 4: After you click on the “Pay Now™ button, PayPal will redirected the user name

and password to you. You can then click on the “Login now” button to directly access

the Internet.

Welcome

You may now use the internet.

IMPORTANT! MAKE a note for your case-sensitive username and password for logging
later. This wil be your only opportunity to do so.

This is your account information, please keep this for your internet service.

Your username is ssu42p
Your password is rbk54z
Your time period is 0day,01hour

Please activate your account before 25/06/2013 10:19

Step 5: Visit the website “http://www.speedtest.net/"” to test the Speed.

The test result is around 2 Mbps, which is the same as our setup.

2 - DOWNLOAD SPEED @ UPLOAD SPEED
@ 22 ms 0 1 91 Mbps @ 1 86 Mbps
\ SHARE THIS RESULT )

COMPARE CONTRIBUTE

YOUR RESULT TO NET INDEX

= Get more speed in Taipei

1 faster broadband deals [

7205 i / — N Taipei

1143425 - '
Gt Snigatnmancs e |\ TEST AGAIN NEWSERVER) ) riostdiy
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Scenario 4 - Layer 2 Isolation and White List

In the hotel network hotspot applications, if you want to easily control and manage
that client’s ability fo connect with each other, you can enable the Layer2 Isolation
function to block specific interfaces from communicating with each other. In this
scenario, we have set two client laptops, and an online printer for client use, after
enabling the Layer2 Isolation function. We can prevent the clients from accessing
each other’s laptops. And by using a White list, we can also manage the clients as

well as access the online printer.

17,
SSID: Default 4 -
Q)
White list

WAN: 10.59.3.25
LAN 1: 172.16.0.1/255.255.0.0

\-.

Printer IP
172.16.2.0 172.16.1.2 172.16.1.1

Network Conditions
UAG4100:

LAN 1:172.16.0.1/255.255.0.0
Printer IP: 172.16.1.1

Client 1's laptop: 172.16.1.2
Client 2's laptop: 172.16.2.0

Goals to Achieve
1) Enabling the Layer?2 Isolation function, it becomes easy to control, manage, and

block specific interfaces from connecting with each other.
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2) Using a White list can restrict or allow clients from accessing specific servers.

Task 1. Enable the “Layer2 Isolation” function to prevent internal users from connecting
with each other.
Step 1: Connect the Printer on the UAG4100 Lanl1, and ensure that the client’s laptop
is also in the same Lanl subnet.
Printer IP address:
i ion 6.1.76011
Copyright (c) 2009 Mlcrosoft Corporation. All rights reserved.
C:\Users\CS0>ipconfig
Windows IP Configuration
Connectlon sBec1F1c DNS Sufflx .o
Link-loacal ddrecss - D:: £592:dab7: 7a6b: 3b@8x11
IPV4 Address e e e e e 7 .1.1
Subnet Mask e i s WV =
Default Gateway . b~ - 2 ) 1
Tunnel adapter isatap.{8E4886B7-8351-4AFA-8557-1DA78CBASDZE]}:
Media State . . ! Media disconnected
Connection- spec1F1c DNS Suffix
Connection-specific DNS Sufflx .o
IPv6 Address. .. 2001:0:9d38:6ab8: 2c16: 3f 96: 8ddd: 832
Link-local IPvé Address . v . . . 1 fe80::2c16:3f96:8ddd: 832120
Default Gateway . -

C:\Users\CS0>

=
o

Laptop IP address of client 2:

Connection—specific DNS Suffix
IF Address. . . . . 172.16.2.8

Subnet Mask . . . . 255.255.8.8
Default Gateway . . 172.16.8.1
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Step 2: Since the Layer2 Isolation function only takes effect if the firewall is enabled,
therefore, you have to enable firewall first.
Configuration > Network > Firewall > Enable Firewall

ZyXEL uacaioo e — e

CONFIGURATION Firewall Session Control
T Quick Setup

?Help ZAbout ¥SiteMap [R0bject Reference & Console

Global Setting

Enable Firewall

. "‘E”“"’""” 1Pv4 Rule Summary
- Billing 7] Allow Asymmetrical Routs
+ Printer Manager
[ e 9 From zone: |[al v Tozone:  [al v
S ©Add [#Edt W Q G Y
. g‘:“}zd Status | Priority « From To Schedule User IPv4 Source [Py Destination | Senvice Access Log
@ 1 aLAnt alaNT none any any any any allow ne
@ 2 aLANT auiAN none any any any any allow no
@ 3 aLANT Device none any any any any allow no
@ @ aLanz auiaN none any any any any allow ne
@ 5 alang Device none any any any aDefault_Allo... _ allow no
@ 5 awAN Device none any any any aDefault_ Allo... _ allow no
Default any any none any any any any deny log
Page of 1| b bl | Show[50 |+ items Displaying 1 - 7 of 7

Step 3: Configuration > Network > Layer 2 Isolation
(1) Enable Layer 2 Isolation.
(2) Move the lanl interface to the member list to prevent all lan1 internal users from

connecting to each other.

Welcome admin | Logout  PHelp Z About 4 Site Map

ZyXEL urcs100 T —

General Setting

Enable Layer2 Isolation| [

Member List ‘ Only takes effect f the firewall is enabled.

CONFIGURATION General
¥ Quick Setup

1 Network
Interface

Routing
Zone Available Member

DDNS lan2 ]
NAT

VPN 1-1 Mapping
HTTP Redirect

SMTP Redirect

UPnP

IPMMAC Bindina
i
- IPnP
Web Authentication
Firewall
Billing
Printer Manager
Free Time

5
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Verification

Client2’s laptop cannot connect to the online printer (172.16.1.1), and Client1’s laptop
(172.16.1.2).

C:~Documents and Settings*wuseriping 172.16.1.1
Pinging 172.16.1.1 with 32 hytes of data:

Reply from 172.16.8.1: Destination host unreachahle.
Reply from 172.16.8.1: Destination host unreachahle.
Reply from 172.16.8.1: Destination host unreachahle.
Reply from 172.16.8.1: Destination host unreachahle.

Ping statistics for 1Y2.16.1.1:

Packet=z: Sent = 4. Received = 4, Lozt = @
Approximate round trip times in milli—seconds:
8

@z loss>.

Minimum = Bmz, Maximum = Bmsz,. Average = Oms

C:“Documents and Settings*wumseriping 172.16.1.2
Pinging 172.16.1.2 with 32 bytesz of data:

Reply from 172.16.0.1: Destination host unreachable.
Reply from 172.16.8.1: Destination host unreachahle.
Reply from 172.16.8.1: Destination host unreachable.
Reply from 172.16.8.1: Destination host unreachable.

Ping statistics for 172.16.1.2:
Packet=z: Sent = 4. Received = 4, Lozt = @
Approximate round trip times in milli—seconds:
Hinimum = Bms, Maximum = Bms,. Average = B

@z loss>.

ms
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Task 2. Use the White List function to manage the client’s side, as well as the ability to
access the online printer.

Step 1: Using IP/MAC Binding to make sure the Printer IP is correct host.

Configuration > Network > IP/MAC Binding > lan1

(1) Enable IP/MAC Binding.

(2) Insert the Printer IP binding with the correct MAC address.

|7 Edit TP/ MAC Binding

IP/MAC Binding Settings

Interface Name: lan1(172.16.0.1/255.255.0.0)

Enable IP/MAC Binding

Enable Logs for IPIMAC Binding Violation

Static DHCP Bindings

© Add [FEdit i Remove
# | P Address ‘ MAC Address ‘ Description
| ‘1 1721611 3C.97.0E:30:0E:B8 -
"I T TPage [t Joft b Fl | Show|50 |~ tems Displaying 1 - 1 of 1

Stepv2: Configuration > Network > Layer2 Isolation > White List
(1) Enable White List.
(2) Add the White List rule with Host IP address: 172.16.1.1 to allow the client’s laptop

to connect to the Printer.

.~ Edit White List Rule

Settings

Enable
[ Host P address: 1721600 |

Description: I {Optional)
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Verification

Client2’s laptop can connect to the online Printer (172.16.1.1) that is in the White List,

but still cannot connect to the clientl’s laptop (172.16.1.2).

C:“Documents and Settings*wserping 172.16.1.1
Pinging 172.16.1.1 with 32 hytes of data:

Reply from 172.16.1.1: bytes=32 time=tms TTL=127
Reply from 172_.16.1.1: hytes=32 time=Yms TTL=127
Reply from 172.16.1.1: hytes=32 time=8ms TTL=127
Reply from 172.16.1.1: bytes=32 time=1ims TTL=127

Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (8x loss).
Approximate round trip times in milli-—seconds:

Minimum = Sms, Maximum = 1llms,. Average = Yms

C:*“Documents and Settingszswseriping 172.16.1.2

Pinging 172.16.1.2 with 32 hytes of data:

Reply from 172.16.8.1:- Destination host unreachabhle.
Reply From 172.16.8.1: Destination host unreachable.
Reply From 172_.16.8.1: Destination host unreachable.
Reply from 172.16.8.1: Destination host wnreachahle.

Ping statistics for 172.16.1.2:

Packets: Sent = 4, Received = 4, Lost = 8 {Bx loss),
Approximate round trip times in milli-—seconds:

Minimum = Bmz,. Maximum = Bmz,. Average = Bns

45



ZYXEL

Scenario 5 - Send the System Log to a Remote Syslog Server

and USB Device

For management purposes, administrators can easily monitor events occurring on the
UAG4100 by reading the syslog. The syslog is very useful for administrators; especially,
when the administrator receives complaints from the users regarding a slow or
unstable Internet connectfion. The administrator can use these reports as a
froubleshooting reference. In this scenario, we demonstrate how the UAG4100 exports

system logs to a Kiwi syslog server and a USB device connected to the UAG4100.

WAN: 10.59.3.54
Kiwi Syslog Server LAN 1:172.16.0.1/255.255.0.0

172.16.2.0
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Network Conditions
WAN: 10.59.3.54
Kiwi Syslog Server: 172.16.2.0

Goals to Achieve
The administrator will be able to see system logs on the Kiwi syslog server as well as a

USB storage device.

Remote Syslog Server

Task . Install Kiwi syslog server on the PC and send log information to Kiwi syslog server.
Step 1: Install Kiwi syslog server on the PC and connect the PC to LAN of the UAG4100.
This is the website for the Kiwi syslog server:

http://www kiwisyslog.com/products/kiwi-syslog-server/product-overview.aspx

KW Contact Us Mow: 1 800 090 385 or KiwiSales@SolarWinds.com

? PRODUCTS DO LOADS USTOMERS HOW TO BUY | COMMUNITY CONTACT US
PRODUCTS
Home > Products > KiwiSyslog Server > Product Overview
Kiwi Syslog Server
Product Overview 1 1 f 1
Kiwi Syslog Server for Windows
Product Features
System Requirements Managing Syslog, SNMP Traps, and Windows Event Log Messages Has Never Been
X Easier.
FAQ
What's New Kiwi Syslog Server is one of the most trusted and affordable syslog servers on the market. Easy to set up and
Ediions configure, it offers a feature-rich solution for receiving, logging, displaying, alerting, and forwarding syslog,
N SMMP trap, and Windows event log messages from devices such as routers, switches, Linux and Unix
Kiwi CatTools hosts, Windows servers, and more.

Kiwi Log Viewer

Only $295.00

(SEBUYNOWS Y “¥."FREE TRIAL )

Other IT Products
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Step 2: Configuration > Log & Report > Log Settings and click on “Remote Server 1" to

edit the log in the Kiwi syslog server.

Welcome admin | Logout

ZyXEL vacaioo

CONFIGURATION Log Settings

Tl Quick Setup
Log Settings

entication # Status Hame Log Format Summary

1 @ System Log Internal E-mail Server 1
Mail Server:
Mail Subject:
Printer Manager Send From:
Free Time Send Log to!
Send Alert to:
Schedule: Send log when full

Billing

2 @ System Log Internal E-mail Server 2
Mail Server:
Mail Subject:
Send From:
Send Log to:
Send Alert to:

Bl Log Settings Schedule: Send log when full.
USB Storage Internal USB Status: Ready

Remote Server 1 VRPT/Syslog Server Address:
Log Facilty: Local 1

Remote Server 2 VRPT/Syslog Server Address:
Log Facilty: Local 1

=
D )| 2|

Remote Server 3 VRFT/Syslog Server Address:
Log Facilty: Local 1

[ Log Category Settings ] [ Apply ]

Step 3: Type the server name or the IP address of the Kiwi syslog server and check
“"Active” to send log information to the server. Select what information you want to log
from each log category. You can simply enable normal logs to send all normal logs to
the Kiwi syslog server.

|+ Edit Remote Server 1 E 63

| »

Log Settings for Remote Server

Active
Log Format: VRPT/Syslog | v i
Server Address: 172.16.2.0 {Server Name or IP Address)
Log Fadiity: Local 1 hd

Active Log (AC)

/[ ™ Selection v |

disable all logs Selection

| enable normal logs LAY

enable normal logs and debug logs ® @ 0
s Aavertisement 0D @ ©
3 Auth. Policy o @ ©
4 Authentication Server O @ ©
5 Buili-in Service [ ]
[ BWM 2 @ ©
7 CAPWAP o @ O
8 Connectivity Check 2 @ ©

OK ] [ Cancel
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Verification

1. Open the Kiwi syslog server console and click Manage > Start the Syslog service to

start syslog service.

Bﬂ Kiwi Syslog Service I'\r"lanag (14 Day evalustion - Version 9.3“
File Edit View | Manage | Help
¥ m A B Display 00 [Default) v| 12 Days leftin evaluation

Date Time Priority Hostname Message -

07-01-2013 14:01:15 Locall Notice 172.16.0.1 Jul 1 14:01:15 2013 uag4100 src="10.59.3_40:137" dst="10.59.3.255:137" msog="Match
default rule. DROP note="ACCESS BLOCK™ user="admin" devID="b0b2dc6f47ae"
cat="Firewall" class="Access Control" ob="0" ob_mac="000000000000" dir="ANY-ANY"

07-01-2013 14:01:14 Locall Notice 172.16.0.1 Jul 1 14:01:15 2013 uag4100 src="10.59.3.40: 137" dst="10.59.3.255:137" msg="Match
default rule. DROP" note="ACCESS BLOC “ad devID="b0b2dc6f47ae"
cat="Firewall" class="Access Control" | "000000000000" dir="ANY-ANY"

07-01-2013 14:01:14 Locall Notice 172.16.0.1 Jul 1 14:01:14 2013 uag4100 src="10.59.3 40:137" dst="10.59.3.255:137" msg="Match
default rule, DROP" note="ACCESS BLOCK" user="ad devID="b0b2dchi47ae"
cat="Firewall" class="Access Contiol" ob= ob_mac="000000000000" dir="ANY-ANY"

07-01-2013 14:01:13 Locall Notice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 sre="0.0.0.0:0" dst="0.0.0.0:0"
msg="name=lan2, status=Down,TxPkts=5727 AxPkts=4593,Colli.=0,TxB/s=0 RxB/s=0"
note="INTERFACE STATISTICS" user="unknown™ devlD="b0b2dc6f47ae" cat="INTERFACE

07-01-2013 14:01:13 Locall Notice 172.16.0.1 Jul 1 14:01:13 2013 uagd100 ere="0.0.0.0:0" dst="0.0.0.0:0"
msg="name=lan1, status=Up,TaPkts=477491 RxPkts=216775,Colli.=0,TxB/s=752 RxB./s=0"
note="INTERFACE S5TATISTICS" user="unknown™ devlD=' "bl]b2chM?ae" cat="INTERFACE

07-01-2013 14:01:13 Locall Notice 172.16.0.1 Jul 1 14:01:13 2013 uagd100 erc="0.0.0.0:0" dst="0.0.0.0;

msg="name=wan1, status=1000M /Full, TxPkt:=89399 | Fh:Pkts 467209,Colli.=0,TxB /s=0_RxB /5=
274" note="INTERFACE S5TATISTICS" user="unknown" devlD="b0b2dc6f47ae"

07-01-2013 14:01:13 Locall Notice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 ¢re="0.0.0.0:0" dst="0.0.0.0:0"

Port5, status=Down,T xPkts=0,RxPkts=0,Colli.=0,TxB fs=0,RxB/s=0,UpTime=00:00:

="INTERFACE STATISTICS" user="unknown" devylD="b0b2dc6f47ae™

13 2013 uag4100 sre=" 0:0" dst="0.0.0.0:0"

=" Portd status=Down,T %Pkl 8. RxPktz=594 Colli =0, TxB/z=0_RxB /=0 UpTime=00

-00: l]l] nole— “INTERFACE STATISTICS" user="unknown" devID="b0b2dcEl47ae"

07-01-2013 14:01:13 Locall Notice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 ¢re="0.0.0.0:0" dst="0.0.0.0:0"
mzg="name=Port3. status=Down.TxPkts=7797 RxPkts=9813 Colli.=0.TxB /s=0.RxB /z=0_UpTime
=00:00:00" note="INTERFACE STATISTICS" user="unknown" devID="b0b2dc6f47ae"

07-01-2013 14:01:13 Locall Notice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 src="0.0.0.0:0" dst="0.0.0.0:0"
mzg="name=Port2_status=1000M /Full TxPkts=471846 Rkalx 238275 Cnlll =0.TxB/s=752 RxB

Jo AT . ALENLEAN . MIMTEACACT CTATIC TN i

m

07-01-2013 14:01:13 Locall Motice 172.16.0.1

100% 38392 MPH 1420 07-01-2032

2. Go to File > Setup and click “Log to file” to edit the path and file name of the log
file.

In this example, we select “ISO Date (YYYY-MM-DD)" as the log file name. Select

the log file format in the list.
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g Kiwi Syslog ServerSetF T e 'Elm.

A X ED B @ 0 @  Action: [Log to file q l
= Rules - 1
=¥ Default m Pratrhrand file ry:amgofﬂlogr fi!e: o o Insert &utoSplit valq IDate »
Filters C:\Program Files\Syslogd\Logs\*%D atelS0 .
= Actions 3 lins '
Display Example of actual path and file name: | Priority >
Log to file Input Source »
Schedules
2 Formatting Log file format: Host IP »
Custom file formats ll:omma Separated Values UTC yyyy-mm-dd [CSY) l Hostname >
Custom DB formats Message Text »
= DNS Resolution E Log File Rotation
ons Selug [ Enable Log File Rotation Custom fields k
DN Cacting Global Script field »
Modifiers Total number of log files: |12 SR EREce
Scripting =
Display @ Maximum log file size: |100 B (Bytes) gl
Appearance .
E-mail Mayimum log file age: 100 | | Minute(s] ¥
= Alarms
Min message count |
Max message count
Disk space monitor
Message queue monitor
= Inputs
ubpP = [ Test Setup ] [ Test ]
e
[ hep [ ok | cancel |[ appy ||
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3. Go to the path where you can save the log file and view the log.

www.zyxel.com

e ZEL(C) ) ProgamFles s Splogd s oo ]~ s

HEEE v MAZERE v =ZHIE v FEERRE =~ [ @
W BNEE = &N ERES 52 o
BT ’ ‘ [ [ 2013-07-01 2013/07/01 F45 .. B= 3,604 KB |
B sEE

USB Device

Task . Store the system log on a USB device.

Step 1: Plug-in an external USB storage device and activate the USB storage service to
store the system log. USB storage devices with FAT16, FAT32, EXT2, or EXT3 file
systems are supported for connection to the USB port of the UAG4100. Also,

you have to set a disk full warning limit once the storage space is less than this

criterion.

ZyXEL vacaioo

General

CONFIGURATION
T¥ Quick Setup

| Activate USB storage service

Digk full warning when remaining space is less than: 100 ME] z|
ME

+ Host Name

Bl USE Storage

+ Date/Time

Step 2: Check if the status of USB storage is ready at Monitor > USB Storage > Storage

Information.
ZyXEL vacaioo T —

wonrron

Information

Device Description: USB 2.0 USB Flash Drive

Usage:
File System:

Speed:

3.5GB 3.8GB (92.8 %)
FAT32

USB 2.0 480Mbps

Status:

Detail:

none
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Step 3: Configuration > Log & Report > Log Setftings and click on “USB storage” to edit
the log on the USB storage setting.
ZyXEL vacaioo e ———

CONFIGURATION

Log Settings

At @
# Status Mame Log Format Summary

1 @ System Log Internal E-mail Server 1
Mail Server:
Mail Subject:
Send From:
Send Log to:
Send Alert to:
Schedule: Send log when full

2 @ System Log Internal E-mail Server 2
Mail Server:
Mail Subject:
Send From:
Send Log to:
Send Alert to:
Schedule: Send log when full

USE Storage Internal USE Status: Ready

Remote Server 1 VRPT/Syslog Server Address: 172.16.2.0
Log Facility: Local 1

Remote Server 2 WRPT/Syslog Server Address:
Log Facility: Local 1

Remote Server 3 WRPT/Syslog Server Address:
Log Facility: Local 1

« TELNET

P

i o 9|

£

+ Language

= Log & Rep

g oo seunos I (Lo Category settngs ] [__ammiy ]

Step 4: Check “Duplicate logs to USB storage” and select what information you want
to log from each log category. You can simply enable normal logs to save all
normal logs to the USB device.

|7 Edit Log on USB Storage Setting 2 [

| »

USB Storage

| Duplicate logs to USB storage ﬁfready}l 5]

m

Log Keep duration
Enable log keep duration

Keep duration: 365 (1-365 days)

Active Log

[™ Selection v

disable all logs Selection

| enable normal logs

enable normal logs and debug logs
E3 Agvertizement &

3 Auth. Policy O @ ©
4 Authentication Server O @ ©
5 Built-in Service (&) ]
& BWM ® )
T CAPWAP (] il

] Connectivity Check &

[ oK ] [ Cancel
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Verification

Go to Maintenance > Diagnostics > System Log and click "Download” to view the log.

ZyXEL vacaioo

MAINTENANCE Diagnostics

Packet Capture Core Dump System Log

« File Manager System Log Archives in USB Storage

# File Name: Size Last Modified

4 4 Pagarofl ¢ bl | Show|50 | w |items
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Scenario 6 - Manage Multiple APs using an AP Profile

Since there are many places with large scopes that need to allow users to connect to
an SSID to access the Internet, as well as distant locations other that need to use an
AP profile to manage and control multiple APs with multiple SSIDs. In this scenario, we
use the UAG4100 to control and manage the AP of NWA5123-NI that connects to the
UAG4100 LAN2. Since we use different subnets with two SSIDs, we have set up two
SSIDs in different VLANSs. By using the AP profile function, we can control and manage
the AP for provide multiple SSIDs to access the Internet.

Vlan10: 172.88.10.1/24
(VID:10)

S

SSID: vIP

NWAS5123-NI

WAN: 10.59.3.25
LAN 2: 172.17.0.1/255.255.0.0

SSID: Client

Vlan20: 172.88.20.1/24
(VID:20)

S

Network Conditions

UAG4100:

WAN: 10.59.3.25

LAN2:172.17.0.1/255.255.0.0

NWAS5123-NIIP: 172.17.1.1

Vian10 IP: 172.88.10.1/24

Vian20 IP: 172.88.20.1/24

Goal to Achieve

Use the AP profile function fo manage and control multiple APs with multiple SSIDs in

many places with large areaos.
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Task 1. Configure the VLAN interface to allow two SSIDs that can belong to different

VLANSs.

Step 1: Configuration > Network > Interface > VLAN
ZyXEL uaca100 T ———

'CONFIGURATION Port Role Ethernet: Bridge

PHelp ZAbout ¥ Site Map (@Object Reference G Console

Welcome admin | Logout

'T¥ Quick Setup

Configuration

@ Add [/ i Q + =]
Management #  Siaus Name PortVID IP Address Mask
51 Network 1 @ wlan10 1an2/10 static 17288101 266265 265.0
- 2 @ vlan20 1an2/20 static —172.88.20.1 255.255.255.0
+ Routing
- Zone 14 4 |pagelt |ofi| b Pl | Show 50 |v |items Displaying 1 - 2 of 2

+ DDNS
- NAT

- VPN 1-1 Mapping
+ HTTP Redirect
-~ SMTP Redirect

+ IPMAC Binding
+ Layer 2lsolation
- IPnP

+ Web Authentication

(1) Add aninternal VLAN based on the LAN 2 port, and set the VLAN ID: 10.
(2) Setthe VLAN interface IP address as 172.88.10.1/24.

| Edit VLAN
[E Hide Advanced Settings

General Settings

Enable Interface

Interface Properties

m

Interface Type: internal ~ 8

Interface Mame: vian10

Zone: LAN2 ¥ B8

Base Port: lan2 i B
VLAN ID: 10 (1-4094)

Description: [ B (Optional)

IP Address Assignment
IP Address: 172.88.10.1
Subnet Mask: 255.255.255.0

Interface Parameters
Egress Bandwidth: 1048576 Kops
Ingress Bandwidth: 1048576 Kops

oK ] [ Cancel
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(3) Set the DHCP server with the IP Pool Start address from 172.88.10.2.

(< Edit VLAN
= Hide Advanced Settings

DHCP Setting
DHCP: DHCP Server e
IP Pool Start Address (Optional): 172.88.10.2 Pool Size: 200
First DMS Server (Optional): Device w7
Second DNS Server (Optional): Custom Defined w7
Third DNS Server (Optional): Custom Defined w7

First WINS Server {Optional):
Second WINS Server (Optional):

Default Router (Optional): vian10 IP R
Lease Time: @ infinite
(@] days hours (Optional) minutes (Optional)
Extended Options @ Add 'j
# Mame Code Type Value
Page 1 |of1 Show |50 | items Mo data to display

[T] Enable IPMAC Binding

[] Enable Logs for IPMMAC Binding Violation
Static DHCP Table @Add = ]

m

oK ] [ Cancel

Step 2: Configuration > Network > Interface > VLAN
(1) Add aninternal VLAN based on the LAN 2 port, and set VLAN ID: 20.
(2) Setthe VLAN interface IP address as 172.88.20.1/24.

|+7 Edit VLAN
[= Hide Advanced Settings

General Settings

Enable Interface

Interface Properties

Interface Type: internal v @8

Interface Name: vian20

Zone: LANZ ~ 8

Base Port: lan2 R

VLAN ID: 20 (1-4094)

Drescription: - (Optional}

IP Address Assignment

IP Address: 172.88.20.1
Subnet Mask: 2353.255.255.0

Interface Parameters

Egress Bandwidth: 1048576 Kops
Ingress Bandwidth: 1048576 Kbps

»

m

ok ||

Cancel
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(3) Set the DHCP server with the IP Pool Start address from 172.88.20.2.

<7 Edit VLAN
=l Hide Advanced Settings

DHCP Setting
DHCP: |DHCP Server 54
IP Pool Start Address (Optional): 172.88.20.2 Pool Size: 200
First DMS Server (Optional): Device R
Second DNS Server (Optional): Custom Defined i
Third DNS Server (Optional): Custom Defined ki
First WINS Server (Optional):
Second WINS Server (Optional):
Default Router (Optional): vlan20 IP w7
Leasa Time: @ infinite
® days hours (Qptional)

Extended Options @ add - j

# Mame Code Type Value

[4 4 |Page|t |of1| b Pl |Show 50 | |items

[T] Enable IPIMAC Binding

[7] Enable Logs for IPIMAC Binding Violation
Static DHCP Table A Add i

minutes (Optional}

m

No data to display

0K ] [ Cancel

Task 2. Conftrol the AP by AP Profile to provide an SSID for access.

Step 1: Configuration > Object > AP Profile > SSID > Add
—‘\__E

ZyXEL vacsi00

CONFIGURATION

'T¥ Quick Setup SSIDList | Security List MAC Filter List
+ DDNS
— + NAT SSID Summary
i:b - VPN 1-1 Mapping -
HTTP Rediract @Add |¢ | § =)
PrEreE [# | Profils Name « ssiD Security Profile QoS
. UPNP 1 default Guest default WM
+ IPMAC Binding 2 for VP vIP default WK
+ Layer 2Isolation 3 for_client Client default WHI
2 Liw 14 4 |Pagelt |of1| b i |Show/50 [+ tems

+ Web Authentication
- Firewall

- Billing

+ Printer Manager

- FreeTime

E) Object

- Auth. Method

Welcome admin | Logout  ?Hel

Zabout FSite Map [RObject Reference & Console ()

MAC Filtering Profile VLAN ID
disable 1
disanle 10
disable 20

Displaying 1 - 3 of 3
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(1) Add the SSID of “VIP" for VIP use.
(2) Select the VLAN ID: “10” to connect with VLANT1O.
(3) Choose VLAN Support as “On".

|+ Edit SSID Profile for_VIP
[iSCreate new Object~

Profile Name: for_VIP
= |

Security Profile: |def3u|t

»

l
MAC Filtering Profile: |dL§abIe |"|
hal

»

Qos: [vum

|VLAN 1D: 10 k1~4094}

Hidden S5ID

Enable Intra-B2S Traffic blocking

Local VAP Setting

WLAN Support:

Step 2: Configuration > Object > AP Profile > SSID > Add another SSID.
(1) Add the SSID of “Client” for client use.
(2) Select the VLAN ID: 20" to connect with VLAN20.
(3) Choose VLAN Support as “On”

|7 Edit SSID Profile for_client
[i=] Create new Object~

Profile Mame: for_client

S5ID: Client |

Security Profile: default

~
~

v

MAC Filtering Profile: disable |
QoS: WMM |

VLAN ID: 20 ||(1~4094)

Hidden SSID
Enable Intra-BSS Traffic blocking

Local VAP Setting

VLAN Support:
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Step 3: Configuration > Object > AP Profile > Ratio > you can select default 2.4G or
default2 5G by device ratio.

Welcome admin | Logout ?Help Z About #Site Map (@Object Reference &2 Console

ZyXEL vraca100

'CONFIGURATION
"I Quick Setup
+ DDNS
* NAT ©Add [#Edt W @ Actvate ) Tnactivate [§ Object Reference
cb + VPN 1-1 Mapping
. HTTP Redirect # | stats Profile Name ~ Frequency Band Channel ID

Radio Summary

+ SMTP Redirect

2 @ default2 5G 36

- UPnP
« IPIMAC Binding 4 4 lprage|t |of1! b k| | Show|50 |wv ttems Displaying 1 -2 of 2
+ Layer 2 Isolation
- IPnP

+ Web Authentication

- Firewall

- Billing

- Printer Manager

+ Free Time

- SMS

+ BWM

(3 Object

- ce
- Schedule
- AMA Server

(1) Set SSID Profile with “for_VIP"” which was configured as the AP profile.

(2) Set SSID Profile with “for_client” which was configured as AP profile.

|7 Edit Radio Profile default
[E Show Advanced Settings {iS]Create new Object~

v ALuvdle -
Profile Mame: default
802.11 Band: 246G >
Mode: b/g/n i
Channel: [ w
MBSSID Settings
==
# S5ID Profile
1 forvIP 3
2 for_client
13 disable
4 disable
5 disable
6 disable
7 disable
8 disable

G
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Verification

1. Connect the NWAS5123-NI AP directly under the UAG4100 Lan2 and check
Configuration > Wireless > AP Management.
(1) Ensure that the UAG4100 can manage and control the NWAS5123-NI.
(2) Ensure that the the NWAS5123-NI AP has got the IP address 172.17.1.1 under
LAN 2.

‘Welcome admin | Logout  PHelp ZAbout #Site Map (@0bject Reference ' Console

ZyXEL vrca100 T ——

'CONFIGURATION Mgnt. AP List

T¥ Quick Setup
& Licensing

Mant. AP List

L} =l
# IP Address MAC Address Model R1 Mode / Profile R2 Mode / Profile Mant VLAN | Mant VLAN I Description «
Hw 1724714 BO:B2DC6F 1243 NWAS123-NI AP/ default AP default2 1 1 AP-B0B2DCEF1243
o e 2127001 BO:BZ:DCIEF46:50 UAG4100 AP [ default AP | defaultz 1 n/a Lacal-AP
o BRIy  (pagell |of1l ¢ ¥l Show|50 |v|items Displaying 1 - 2 0F 2

- Zone
- DDNS
- NAT
~ VPN 1-1Mapping
+ HTTP Redirect
- SMTP Redirect
- ALG
- UPnP
+ IPMAC Binding
- Layer 2 Isolation
« IPnP

- Web Authentication

+ Firewall

- Biling

. Printer Manager

2. You can also verify Monitor > Wireless > AP Information.
(1) Ensure that the UAG4100 can manage and control the NWAS5123-NI.
(2) Ensure that the NWAS123-NI AP has got the IP address 172.17.1.1 under LAN
2.

ZyXEL uacaioo T ———

AP List Radio List

Welcome admin | Logout  ?Help ZAbout #Site Map (Object Reference & Console

AP List

# Status | Registration  IP Address WMAC Address Hodel Mgnt VLAN .. | Description « Station Recent On-.. | Last Offlin.
" = lgnt AP 17247.1.1 BOB2DCOFA243  NWAS1Z3-NI 1/1 AP-BUB2DCEF1243 0 09:52:3220... 09:52:17 20..
2 i lgnt AP 127.00.1 BOB2DCBF46:50  UAGHI00  1/0 Local-AP 0 0757:3220.. NIA
{ |page[t |of1| b W | Show[50 |vitems Displaying 1-2 of 2

- Prini s
~ VPN 1-1 Mapping
- Log

60



ZYXEL

3. Connect the laptop with SSID “VIP”, and you can get the IP address of 172.88.10.3
under VLANT10 from the AP.

acaciteees ==

Microsoft Windows L[Version 6.1.76@1]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\CS0>ipconfig

Windows IP Configuration

m|»

Media State . i Media disconnected

Connect ion-specific DNS Suffix . :

Media State . .. Media disconnected
Connect ion-specific DNS Suffix
Connection-specific DNS Suffix
IPv4 Address. . . . . . . . . . .
Subnet Mask . . . . . . . . . .. 255.255. 255 a
Default Gateway . . . . . . . . . : 172.88.18.1

172.88.

4. Connect the laptop with the SSID "Client”, and you can get the IP address of
172.88.20.3 under VLAN 20 from the AP.

B BRI

Microsoft Hindows [Version 6.1.76@1]

Copyright (c) 2089 Microsoft Corporation. All rights reserved.
C:N\Users\CS0>ipconfig

HWindows IP Configuration

m| »

Media State . . : Media disconnected

Connection- spec1f1c DNS Suffix . :

Media State . . . : Media disconnected
Connection- spec1f1c DNS Suffix

Connection-specific DNS Suffix . :

IPvd Address. . . . . . . . . . . 11172.88.28.3

Subnet Mask . e e e e e e e 255.255.25?.8

Default Gateway . . . . . . . . . : 172.88.%20.
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Scenario 7 -How to Configure Facebook Wi-Fi

The following figure depicts how a business partner links their local business Facebook

page and the UAG device together to provide Wi-Fi access to users after inferacting

with their Facebook accounts. When a user first access the Internet, the UAG device

will redirect the browser to the business partner’'s Facebook page. Users are

guaranteed Internet access after they checked-in the specific Facebook page.

Redirect to
Facebook page

Prerequisite

ZYXEL

Vaur Networking Ally

. Zyxel Communications
2

orporation

Check in for free Internet

[ER) i

9 Checkin to
continue browsing

Y

O  www.taoyuan-airport.com o

TR m—
Let

-

= > —
3 wad
P ¢

S 0 % EE] o

1. The UAG device must be registered on myZyXEL.com beforehand.

2. A Facebook fan page with valid address.

Configuration Flow

1. Enable web authentication
Enable Facebook Wi-Fi

ISR

Configure your Facebook page setftings

Create an authentication policy
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Configurations

1. First, enable web authentication through the UAG's web GUI.
Go to Configuration > Web Authentication > General screen’s Global Setting section.

Select the Enable Web Authentication check box.

CONFIGURATION Web Authentication Walled Garden Advertisement
T¥ Quick Setup General Authentication Type Custom Web Portal File Custom User Agreement Fie Facebook Wi-Fi
@ Licensing
E Wireless Global Setting
g’ =] Netwurlf
+ Interface I Enable Web Authentication I
+ Routing
- DDNS Web Portal General Setting
+ NAT
+ VPN 1-1 Mapping Logout IP: 1111 a
+ HTTP Redirect
+ SMTP Redirect Exceptional Services
+ ALG
+ UPnP @Aadd T
* L_F‘;MAE IBimId‘t”g # Exceptional Services «
+ Layer 2 Isolation
: ‘pa';lp olation 1 DNS
. | Page of1| b | | Show| 50 |w items
I+ Deculy roncy
- Billing Web Authentication Policy Summary

2. Enable Facebook Wi-Fi and pair up with your page.
Go to Configuration > Web Authentication > Facebook Wi-Fi screen’s Global Setting

section. Select the Enable Facebook Wi-Fi check box and click Configure.

CONFIGURATION Web Authentication Walled Garden Advertisement

T¥ Quick Setup General Authentication Type Custom Web Portal Fle Custom User Agreement File Facebook Wi-Fi
# Licensing

& Wireless General Settings

L{:b = MNetwork

Interface I Enable Facebook Wi-Fi I

+ Routing
. DDNS This device is not paired with facebook. Please configure this device.

+ NAT FE
+ VPN 1-1 Mapping ‘ ‘ E
+ HTTP Redirect
+ SMTP Redirect
- ALG User idle timeout: 10 (1-60 minutes)
+ UPnP Q Note:
+ IPMMAC Binding 1. If you want to use Facebook Wi-Fi, Please go to Web Authentication policy summary -
+ Layer 2 Isolation 2. For more information on setting up Facebook Wi-Fi for your business. Please visit Facebook help center .
+ IPnP

.

£ rity Policy

+ Billing

Enable user idle detection
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3. Click the Configure button to go to Facebook. Log info your Facebook account on

the browser before continuing with the steps below. You can click Create Page or

select an existing page to pair up with the UAG.

Facebook Wi-Fi Configuration
5132L19210023

You must have a compatible local business Page to continue. A compatible Page needs to be
claimed and associated with a valid location. For more information, visit the Facebook Help Center.

Or add a valid address to one of the pages below:

Zyxel.cso

4. After the device is successfully paired up with Facebook, this Configure button

functions as a shortcut to Facebook's Wi-Fi settings screen.

Facebook Wi-Fi Configuration

5132019210023

Facebook Page

To use Facebook Wi-Fi you need to be the admin of a local business Page that has a valid
location associated with it.

Bypass Mode

Your customers always have the option to skip checking in. They can do this b king on a
link that lets them skip check-in, or by entering a Wi-Fi code that you provide to them.

® skip check-in link
o Require Wi-Fi code

Session Length
Selectthe length of time your custormers will have Wi-Fi for after they check in.

Five hours

Terms of Service

O Optional: Add your own Terms of Service

Visit Help Center Save Settings
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You can configure the following:

Bypass Mode: to allow users to skip check-in for Wi-Fi access.
Session Length: sefs how long the users can have Wi-Fi access.
Add your own Terms of Service.

For more information on this screen, please contact Facebook support.

5. Finally, configure an authentication policy.
Go to Configure > Web Authentication > General screen’s Web Authentication Policy

Summary section and click Add to add a new palicy.

CONFIGURATION Web Authentication Walled Garden Advertisement

T¥ Quick Setup General Authentication Type Custom Web Portal Fie Custom User Agreement File Facebook Wi-Fi

[ Licensin

@ Mahwnrke
[l \Web Authentication Enable Web Authentication
[+ Decurnty Folcy

- Biling Web Portal General Setting
& Printer
+ Free Time Logout IP: 1.1.1.1 a

+ SMS

L = Wireless Global Setting

Exceptional Services

& temn @Add 1
[ Log & Report # Exceptional Services «
1 DNS
Page El of 1 . | Show |50 |w ftems

Web Authentication Policy Summary

Status | Priority  Incoming Interface Source Destination Schedule
Default  any any any none
Page of 1 | | Show |50 |w items
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Select the Force User Authentication check box and select facebook wi-fi as the

Authentication Type.

|7 Auth. Policy Edit

ii=] Create new Object»

General Settings

Enable Palicy
Description: Facebook-wifi Auth

User Authentication Policy

Incoming Interface: lan2
Source Address: any
Destination Address: any
Schedule: none
Authentication: reguired

Force User Authentication 1]

(O ptional)

Authentication Type: [i=Fauit-web-portal]

default-web-portal
default-user-agreement
facebook-wifi

This policy is to ensure that clients must go through Facebook Wi-Fi check-in before

having Wi-Fi access.

Verification

Connect to Wi-Fi and the check-in process should be like this:

jgle

o [T

o Access Zyxel.com website

ZYXEL

5G10, Hall 5

meYXEL

Check in for free internet

[ | PR g Click to Check-in ‘

. eChcktoCommueBrowsmg (
eyl Z ' ) E L
Cg:mumcalions \

Corporation

- Your Networking Ally

~~~~~~ (20w T
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