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How to Setup VPN2S connect with Android Mobile via L2TP

tunnel
This is an example of using the L2TP VPN and VPN client software

included in Android mobile phone operating systems. When the VPN
tunnel is configured, users can securely access the network and allow
traffic from L2TP clients to go to the Internet from an Android mobile
phone.

. Internet

. | 2TP VPN © L2TP VPN

Figure VPN2S connect with Mobile through L2TP VPN Tunnel

O Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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Set Up the PPPoE Connection On VPN2S Series
Go to Configuration> Wan/Internet> WAN Setup> WAN1> Edit, change the
Encapsulation from default IPoE to PPPoE and fill the username/password on PPP

information.

% WAN Setup - Edit ]

General Seftings

~ Interface Enable

Mame: WARNT

Type: Ethernat

Mods: Routing -
Encapsulation: PPPGE -
IPv4 { IPvé Mode: IPvd cnily -

PPP Information
Usermname: 745823073@hinet.net
Password: srssnsae
Password Unmask
Connection Trigger: + Auto Connect Cn Demand

PPPoE Pass Through -

oK | |Ccm|:e|
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Set Up the L2TP VPN Tunnel on VPN2S$
Go to Configuration> VPN> IPsec VPN > Default_L2TP_VPN_GW and

Default_L2TP_VPN_Connection > Edit, enable both of rule and fill the pre-share key on

Default_L2TP_VPN_GW.

Figure Configuration> VPN> IPsec VPN > Default_L2TP_VPN_GW

2 Gateway Configuration - Edit @ |Z|

General Settings

Enable
VPN Gateway Name: Default_L2TP_VPMN_GW
IKE Version: IKEv]
Gateway Settings
My Address
* Interface Any -

Domain Name /[ IF

Peer Gateway Address

Stafic Address|Client Role for L2TP Client]

* Dynamic Address(Server Role for LZTF Server]

Authentication
® Pre-Sharaed Kay sssssass unrmasked
Certificate

Advanced

oK | | Cancel
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Figure Configuration> VPN> IPsec VPN > Default_L2TP_VPN_Connection

Z Connection Configuration - Edit |Z|

General Settings
M Enable

Connection Name: Default_L2TP_VPN_Connection

VPN Gateway
Application Scenario
* Remote Access (Server Role)

Remote Access (Client Role)

KEv] - Default TR = - Aﬂ‘y’ WAN 0.0.0.0

Phase 2 Seftings
SA Life Time: 3400 (180 - 3000000seconds)
[¥] Advanced
Gateway Configuration
G Add
# | Stafus | Name My Address Secure Gateway IP Version VPN Connection IKE Version
1 @@ Defauli_ LZTP_VPN_GW interface: Any Dynarmnic [Py Default_L2TP_VPN_Conne...  KEvl
Page 1  ofl Show 5 v items Displaying 1-1of 1

Connection Configuration

@ Add
# | Sfafus | Tun.. Name VPN Gateway Gafewa... | IP Config... | Policy Application Scenario
1 @D & Default_L2ZTP_WPN_Connection Defauli_L2TP_VPN_GW IPv4 [Pv4 /.0.0.0.0/0.0.0.0 Remote Access (Serve...

Page | 1 of 1 Show 5 = items Displaying 1- 1 of 1
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Move to L2TP VPN, Enable this feature, and select Server type.
Fill the IP Address which will be assigned to 12tp client on IP Address Pool.
Figure Configuration> VPN> L2TP VPN

L2TP VPN

L2TP Setup

Type: Server -

] Encble

|Psec: Default_L2TP_VPN_Connection(WAN Interface: Any)

|IP Address Pool: 10.8.1.33 - 10.8.1.44 (Subnet Mask :255.255.255.0)

Access LAN Group (Optional)

Group 1 IF Address: Subnet Mask:
Group 2 IP Address: Subnet Mask:
Y Note:

1. The maximum numileer of IP address is imited to 32.

2. Each L2TP connection will use tweo IP addresses from the [P Address Pocl. The maximum numicer of cencurrent L2TP connections is 16,

3. The IP Address Pool has a 24-bit netrask and should not conflict with any WAN, LAN, DMZ, WLAN, or PPTP VPN subnet even if they are not
in use.

4. Modifying Local WAN Inferface, IP Addrass Pool, Access LAN Group will disconnect all existing L2TP VPN connections.

5. 1f no Access LAN Group is configured, by default all LAN groups can be accessed.

Keep Alive Timer: 40 (1-180)

DNS Server 1 (Optional): MNone -

Configure the L2TP VPN Tunnel on Android Mobile (Version
5.0.2)
Go to Setting> Wireless & Networks > VPN> Add VPN Profile, and fill the name of profile.

Select L2TP/IPSec PSK on Type field, enter Server address and pre-shared key.
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Edit VPN profile

NAME

L2tp Vpn |

TYPE

| LZTF/IPSec PSK

SERVER ADDRESS

36.226.202.1 54'

L2TP SECRET

PSEC IDENTIFIER

CANCEL SAVE

Test the L2TP over IPSec VPN Tunnel

Type the username and password, and click CONNECT

Connect to L2tp Vpn

USERNAME

I admin | |

PASSWORD

Save account information

CAMCEL CONMNECT

The L2TP VPN session connected

L2tp Vpn

Coannected
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What Could Go Wrong?

Make sure your Pre-shared key on VPN2S and Mobile are the same

www.zyxel.com

Gateway Settings

My Address
= Interface Ay -

Cromain Mame S IR

Peer Gateway Address
Static Address

) Dynamic Address

Avthentication

o) Pre-Shared Key

Edit VPN profile

36.226.202.154

L2TP SECRET
IPSEC IDENTIFIER

IPSEC PRE-SHARED KEY
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How to configure site to site VPN

The multinational corporations have many sites at each country, so if
they want to communicate from HQ to branch under security, the client
to Site VPN is the option they needed.

IPSec VPN

Central Office Remote Office
HQ Branch

\I ’

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.

This example was tested using VPN2S.

This scenario uses two units of VPN2S to create an IPSec VPN
connection.

Moreover, both USGs get their public IPs via PPPOE .

HQ WAN IP: 61.231.53.228, LAN IP: 192.168.2.1

Branch WAN IP: 36.226.203.74 LANIP: 192.168.3.1
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Configuration the LAN IP on HQ Site

Go to Configuration > LAN/ Home network > VLAN/ Interface Group >
Add

Create the Lan Subnet: 192.168.2.X/24, first go to VLAN to separate the
LAN2, and then change the subnet to 192.168.2.X/24

&3 VLAN / Interface Group - Add X

VLAN / Interface Group
Group Name: | 32

Mode
®) WLAN

Interface Group(Te Bridge / Bundle WAN Interfaces)

802.1p: 0

802.1q: 22 [1~4074]

VLAN Port Memberzhip

H# Interface Member TXTagged
1 LANI

2 LAM2 ol

3 LANZ

4 LAN4

Automafically Add Clients With The Following DHCP Wendoer IDs

oK | |Ccm:e|
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Go to Configuration > LAN Setup >Edit

# LAN Setup - Edit ]

General Seltings

Zone: LAN -
IPvd [ IPvé Mode: IPv4 only -
IPv4 Addrezs Setfing

IP Address: 192.145.2.1

Subnet Mask: 255.255.255.0

IGMP Snooping

Enokle IGMP Snooping

DHCFP Setting

DHCP Mode: CHCP Server -

Beginning IP Addrass: 192.145.2.2

Ending IP Address: 192.165.2.254

Lecss Time: 1 Day O Hour 0 Minute(s)

-
MRS Tanemr 10 [T L S,

oK | |C-:|n|:e|
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Setup the VPN configuration on HQ Site

Go to Configuration > VPN > IPSec VPN > Add the profile on Gateway
configuration and Connection configuration

For the VPN gateway, please entfer the VPN gateway name, select the
Interface (for public IP), enter the peer’'s domain in the Primary field,
and enter the Pre-Shared Key.

o Gateway Configuration - Add @

General Settings

v Enable
VPN Gateway Name: HG
|KE Version: IKEVT
Gateway Settings
My Address
*) Interface Ay -

Domain Mame / IF

Peer Gateway Address

* ) Static Address
Primary: 38.226.203.74
Secondary:

Dynamic Address

Authentication

* Pre-SharedkKey 0 | essssses unmasked

Certificate

QK | | Cancel
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For the VPN connection (Phase 2):

1. Enter the Connection Name, select Site-to-site as the Application
Scenario, and select the name of the phase 1 profile (Branch) in the
VPN Gateway field.

2. For Local policy, choose the subnet that your PC is connected to.

O Connection Configuration - Add E

M Enable

Connection Name: H&Connection

M Nailed UP

VFN Gateway
Application Scenario
*) Site-to-site
Site-to-site with Dynamic Peer
Remote Access (Server Role)

Remote Access (Client Role)

VPN Gateway: IKEv] - HQ -
Policy
Local policy

IP Address Type: Subnet -

Network: 192.168.2.0

Netmask: 255.255.255.0

Remote policy

IP Address Type: Subnet -
Network: 192.168.3.0
Netmask: 255.255.255.0

Full tunnel (Force all traffic to cross the VPN tunnel to the remote site)

Phase 2 Settings
5A Life Time: 34400 (180 - 3000000seconds)

Advanced

OK | | Cancel
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Configuration the LAN IP on Branch Site

Go to Configuration > LAN/ Home network > VLAN/ Interface Group >
Add

Create the Lan Subnet: 192.168.3.X/24, first go to VLAN to separate the
LAN2, and then change the subnet to 192.168.3.X/24

& VLAN / Interface Group - Add |

VLAN / Interface Group
Group Name: Branch

Mode
®) WLAN

Interface Group(To Bridge / Bundle WAN Interfaces)

802.1p: 0
g02.1q: 22 (1~4074)
VLAN Port Memberzhip

# Inferface Memioer TX Tagged
1 LAMN1T

2 LAMNZ "

3 LAMNS

4 LAMN4

Automatically Add Clienfs With The Following DHCP Vender IDs

oK | |C-:|n-:e|
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Go to Configuration > LAN Setup >Edit

# LAN Setup - Edit X

General Seftingz

Ione: LAN -
IPv4 [ IPvé Mode: IPv4 only -
IPv4 Address Setting

IP Address: 192.168.3.1

Subnet Mask: 255.255.255.0

IGMP Snooping

Enalole IGMP Snooping

DHCFP Setting

CHCP Mode: CHCP Server -

Beginning IF Address: 192.148.3.2

Ending IF Address: 192.168.3.254

Leass Time: 1 Day 0 Hour 0 Minute s

PRIE Cmmime 14 e v

oK | | Cancel
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Setup the VPN configuration on Branch Site

Go to Configuration > VPN > IPSec VPN > Add the profile on Gateway
configuration and Connection configuration

For the VPN gateway, please enter the VPN gateway name, select the
Interface (for public IP), enter the peer’'s domain in the Primary field,
and enter the Pre-Shared Key.

o Gateway Configuration - Add @

General Settings

v Enable
VPN Gateway Name: HG
|KE Version: IKEVT
Gateway Settings
My Address
*) Interface Ay -

Domain Mame / IF

Peer Gateway Address

* ) Static Address
Primary: 38.226.203.74
Secondary:

Dynamic Address

Authentication

* Pre-SharedkKey 0 | essssses unmasked

Certificate

QK | | Cancel
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For the VPN connection (Phase 2):

www.zyxel.com

3. Enter the Connection Name, select Site-to-site as the Application
Scenario, and select the name of the phase 1 profile (Branch) in the

VPN Gateway field.

4. For Local policy, choose the subnet that your PC is connected to.

0 Connection Configuration - Add

General Settings
v Enable

Connection Name: BranchConnection

M Nailed UP

VPN Gateway
Application Scenaric
* Site-to-site
Site-to-site with Dynamic Peer
Remote Access (Server Role)

Remote Access (Client Role)

X

VPN Gateway: IKEv] - Branch -
Folicy
Local policy
IP Address Type: Subnet -
Network: 192.1658.3.0
MNetrnask: 255.255.255.0

Remote policy

IP Address Type: Subnet -
Network: 192.188.2.0
MNetrnask: 255.255.255.0

Full tunnel (Force all fraffic to cross the VPN tunnel to the remete site)

Phase 2 Settings
SA Life Time: 56400 (180 - 3000000seconds)
Advanced

QK

| | Cancel
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Test IPSec VPN on VPN2S Series

Click the connect button, and the Icon will change from Gray to light

DPD Timeout: 20 (10-3800}
DPD Attempits: 2 (310}
Gateway Configuration
Q@ Add
# Status Name My Address Secure Gateway IP Wersion VPN Connection IKE Version
1 Default_LZTP_WPRN_GW interface: Any Dynamic 1P Defoult_L2TP_VPMN_Conne... KEv1
2 @€ HQ interface: etho.4 61.231.53.228 IPva H@connection IKEV2
Poge |1 | of Show | 5 tems Displaying 1 -2 of 2
Connection Configuration
Onsa Eere]
# Status Tun... | Name VPN Gatewdary Gatewa... IP Config... Policy Application Scenario
1 N Default_L2TP_WPMN_Con... Default_L2TP_VPH_CGW IPva IPva I Remote Access (Server...
2 @€ H@connection HQ IPva IPva 192.168.2.0/255.255.255....  Site-to-site
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How to configure VPN with PC -Server Role

This scenario shows how fo use the VPN Setup to create a site-to-site VPN between
a VPN2S and a ZyWALL IPSec VPN Client. The example instructs how to configure
the VPN ftunnel between each site. When the VPN tunnel is configured, each site
can be accessed securely.

: Local Network | 1PSec VPN Client
: Network 192.168.10 i Network
i Netmask 255.255.255.0 :

H— v
| — . 4

SB8GSS00 Series
Won IP:111.24889.202
Lon|P:192.168.1.1

O Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.

Set Up the IPSec VPN Tunnel on the VPN2S

In the VPN2S, go to Wizard > Welcome to IPsec VPN Setup, use the VPN
Setftings for Configuration Provisioning wizard to create a VPN rule that can
be used with the ZyWALL IPSec VPN Client. Click Next.

Figure Wizard > Welcome to IPsec VPN Setup

VPN Settings

Welcome to VPN Setup

VPN Setup Wizard will guide you to create a secure, private connection between two sites. Two networks (sites)
behind the $BG can then communicate securely with each other.

Back Next
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Choose Express to create a VPN rule with the default phase 1 and phase 2
settings and use a pre-shared key to be the authentication method.
Click Next.

Figure Wizard > Welcome to IPsec VPN Setup

Welcome = Policy

Please select the type of VPN policy you wish to setup.

Type of VPN policy
» Express

_ Advaonced

Cancel | [ Back | [ Next |

Select the Scenario which will be deployed. (Remote Access, Server Role), and click Next.

Figure Wizard > Welcome to IPsec VPN Setup

Welcome = Policy = Type

Express Settings(Type)
Rule Mame: WIZARD_ VPN
IKE Version
* IKEv1
IKEV2
Scenarie
_ Site-io-site

Site-to-site with Dynamic Peer

(= Bemote Access [Server Role) g —t.... [Inlemet

Remote Access (Clienf Role)

1t

Cancel | [ Back | [ Next |

Choose the WANT1 for My Interface and fill pre-Shared Key and local IP Address.

Figure Wizard > Welcome to IPsec VPN Setup
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Welcome = Policy = Type = Settings

Express Settings(Settings)

My Interface: WAN1 -
Secure Gateway: Any

Pre-Shared Key: 12345678

Local Policy (IP/Mask): 192.168.1.0 /" 2552552550
rRemote Policy (IP/Mask): Any

Cancel | [ Back | [ Next |

The configured result will be displayed. Click Save

Welcome = Policy = Type = Setfings = Summary

Express Settings(Summary)

IKE Version: IKEv1

Rule Mame: WIZARD_VPHN

My Interface: WAN1T

Secure Gateway: Any

Pre-Shared Key: 12345678

Local Policy (IP/Mask): 192.168.1.0/255.255.255.0
Remote Policy (IP/Mask): Any

[ cancel | [ Back | [ save |

And then Go to Configuration > VPN > IPsec VPN, the Server role already created on VPN.

Figure Configuration > VPN > IPsec VPN

IPsec VPN
DPD Timecut: 20 (10-3600)
DPD Aftemnpis: 3 (3-10)
Gateway Configuration
QAdd | HEdit @R
# Status | Nome My Address Secure Gateway IP Versicn VPN Connection IKE Version
I O~ @] IWIIARD_VPN_GW interface: eth0.4 Dynamic IPyd WIZARD_WPHN IKEv2
2 (X Desfouk L2TP_VPHN_GW interface: Any Oynamic 1Pud Defoutt_LZTP_VPN_Connsction  KEv]
@ @ Page 1 ofl B Bl Show 5 = items Displeying 1 -2 of ]
Connection Configuration
@Add | HEdit @ Remove @ Connect @ Disconnect
# Status | Tu... MHame VPN Gateway Gateway |... IP Cenfigur... | Policy Application Scenario
@D @ WIZARD_VPN_GW [ [ 192145.1.0/255.255.25500. . Remote Accass [Server Role)
2 (D @ Defouli_LZTP_VPN_Connecti... Defoult_LZTP_VPN_GW IPwd IPwd 17 Remote Access [Server Role)]

23/63



ZYXEL S

Setup the Zywall IPsec VPN client

Since the IKE Version 2 is using, so the New VPN Gateway need to be added on IKEV2
on IPSec VPN Client.
Figure IPSec VPN Client

| &l ZyWALL IPSec VPN Clier

Configuration Tools

[=] vPM Configuration IKE V2

=0 IKE V1
Export V2 Configuration
Save Ctrl+5

folder enables the creation of IKE V2 tunnels. It is possible to
Mew VPN Gateway Crl+M te as many IKE Auth SA and Child SA as required. The contextual
u {right dick on IKE VZ) enables to create, copy or paste IKE Auth
SA and Child SA.

| IKE ¥2 tunnel creation wizard

&= Export all IKE ¥2 tunnels

Fill Remote Gateway IP address and pre-shared key, and then move to
IKE Advance

| ]l ZyWALL IPSec VPN Clier

Configuration Tools 2

_ IkevZ2Gateway: IKE Auth
[El vPN Configuration | IKE SA [IKE Advanced] | Certificate |

R te G

Interface [My -

Remote Gatewayl 111.248.89.202 I

Authenti

@) Preshared Key ETTYTTTYY

Confirm |sessssss

) Certificate
O Eap EAF popup
T
e

Cryptography
Encryption JAuto ']
Authentication JAuto ']
Key Group fAuto v]
@ VPN Client ready l' ‘]

24/63



ZYXEL S

On the IKE Advance page, Select IPV4 Address and fill 0.0.0.0 on local
and Remote ID.

_ Ikev2Gateway: IKE Auth
[Z] vPN Configuration IKE 5A | IKE Advanced | Certificate

-5 KEVL
=-C0 KE V2 Dead Peer Detection (DPD)
F-0 Tkev2Gateway Check interval 30

Max. number of retries 5
Delay between retries 15

Lifetime (sec.)

IKE AUTH lifetime 1800

Retransmissions 3

Miscellaneous
Redun. GW
IKE Port 500
MAT Port 4500
Identity

Local ID |IPV¥4 Address | 0.0.0.0

Remote 10 | VA Adess 1 0000

IPV4 Address

@ VPN Client ready

[RR———S——— |  |

DER. ASM1DN
KEY ID

After that, create the New VPN Connection

2] ZyWALLIPSec VPN Clie

Configuration Toals 2

ZyXEL
_ Ikev2Gateway: IKE Ath

[Z] VPN Configuration

= @ IKE Advanced | Certificate
&-[7 KEV1
E-C] KEV2 Dead Peer Detection (DPD)

e

Rename F2  pinterval 30
Delete Del fretries 5
| New VPN Connection Ctrl+MN  frretries 15
Lifetime (sec.)

IKE AUTH lifetme 1300

Retransmissions 3
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On the IKev2 Tunnel, please fill in VPN Client address and Remote LAN
address

Tl ZyWALL IPSec VPN Clien [E=EeE )

Configuration Tools 2

[E] vPN Configuration Child S& | Advanced | Automation | Remate Sharing | IPVG
£ IKE W1
E-£7 IKE w2 Traffic selectors
=3 Tkew2Gateway
s [ic= v ZTunnel |vPM Client address 192 . 168 . 2 . 3 |
Address type | subnet address v]
Remote LAM address 92 . 168 . 1 . O

Subnet mask 255 . 255 . 255 . 0

Request configuration from the gateway

Cryptography
Encryption | Auto 7
Integrity |Auto -
DiffieHellman |Auto -

Lifetime (sec.)

Child SA Lifetime (sec) 1800

@ VPN Client ready
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Test VPN2S as Server Role

Click Open Tunnel

Z] ZyWaALL IPS

Configuration Toals

www.zyxel.com

- Child SA

[E] vPN Configuration

Child 54 | Advanced | automation | Remote Sharing |

IPV4

== IKE V1

IKE W1 Parameters Alternate servers

EI £ IkeviGateway

< Ikev1Tunnel

EIE? IKE V2 DMS Suffix
=3 Ikev2Gateway
b Alternate servers | Type [P Address

Open tunnel Ctrl+0O
Export

Rename F2
Delete Del

Miscellaneous

Disable Split Tunneling

The Tunnel established

| Bl ZyWALL IPSec VPN Clien

Configuration Tools ?

ZyXEL

~ |Ikev2Tunnel: Child SA

[E] vPN Configuration

Child 54 | Advanced | Automation | Remote Sharing |

B IKE VL

Traffic selectors

------ IKE V1 Parameters

2= IKE v2
=3 Ikev2Gateway

@W——r’ VPN_PROVISION

VPN Client address

Turnel openes. Address type

Remote LAM address

Subnet mask

|
|

192 . 168 2 3
Subnet address - ]

192 . 168 1 ul

255 . 255 . 255 u}

Request configuration from the gateway
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The result is displayed on VPN on VPN2S

www.zyxel.com

Gateway Configuration

Page |1 of 1

Show | 5

- |itemns

Qadd | i

# Status MName My Address Secure Gateway IP Version VPN Connection IKE Wers...
1 E©EX) WIZARD_VPN_GW interface: eth0.4 Dynharmic |Pv4 WIZARD_VPN IKEv2

2 Defauli_L2TP_VPN_GW inferface: Any Dynamic IPv4 Default_L2TP_VPN_C... IKEv1

Page |1 of 1 Show 5 - | items Displaying 1-20f 2
Connection Configuration

Qadd | | HEgit ]

# Status | Tun... Name VPN Gateway Gatew... | IP Conf... | Policy Application Scenario
1 D @ WIZARD_VPN WIZARD_VPN_GW IPv4 IPv4 192.168.1.0/255.255... Remote Access (Se...
Z @ Default_L2TP_VPN_... Default_L2TP_VPN_... IPvd IPvd ff Remote Access (Se...

Displaying 1-20of 2
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How to setup scheduled rule via firewall on VPN2S

This example will illustrate the VPN2S User Access Control allows IT

manager arrange Internet access schedule to limit specific or all LAN

PC Internet access time.

Cannot Internet Access Schedule
Day: Mon to Fri
Time: 07:00 to 18:00

Internet

a—y

Figure User Access Control

O Note:

checked by IT Manager.

The rules of internet access schedule related with device need to be double
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Setup the schedule rule on the VPN2S

Go to System > Scheduler Rule > Add

Fill the name of the schedule rule and tick Mon to Fri on the Days field.
On the Time of Day Range, enter 7:00 to 18:00. Click OK.

Figure Schedule Rule

Scheduler Rule

WAN / Internet

0 Add

#  Rule Name Days

LAMN / Home Network
Routing

NAT Page | O of 0 Show 20 = |ifemns

Frewall / Security
Security Service

VPN

Bandwidth Management
MNetwork Management
System

Scheduler Rule

Fig'uré gchedule Rule

&2 scheduler Rule - Add [x]

Rule Mame: Internet Access
Descripfion:
Days: sun ¥ Mon M Tue ¥ Wed M Thu M Fri Sart

Time of Day Range: From: | 7:00 To: [hhzmimy)

| oK | | Cancel
Scheduler Rule
@ Add
# | Rule Name Days Time Description
1 Intermet Access 000006 07:00-18:00
Page 1 of Show 20 items Displaying 1-10of 1
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Move to Firewall/Security >Firewall Rules > Add, Create the Firewall Rule
which related with Schedule rule.

Check Enabile, fill the name of rule, and check Any to limit all device in
the schedule. Choose REJECT as your policy. Select Internet Access
which created on schedule rule.

Figure Firewall/Security >Firewall Rules > Add

€» Firewall Rules - Add X
~ Enable “
v Logging
Maome: InfernstAcceass
Description (Optional): -

Crder: 1 -

Direction (From): LAMN '

Direction (To): WAN N

IP Type: [Pwd N

Select Source Device: Specific IP Address v

Source IP: W Any

$elect Destination Device: Specific IP Address B

Destination IP:  Any

Select Senvice: Ay -

Protocol: ALL N

Policy: Rejact -

Scheduler Rules: Internet Access v -

oK | | Cancel
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Test scheduled rule via firewall on VPN2S

- ' ||:| Eli:h‘

B C\Windows\system32\cmd.exe

How to Configure Interfface Group Bridge / Bundle WAN
Interface (Triple play)

This example shows how to use the Interface Group. There are Internet and VolP,
connections. The Interface Group VolP should be bridge to WAN interface VolP.
When the Interface Group is configured, Internet and VolP traffic can be

isolated and VolP can be use L2 traffic to the WAN interface

Figure Interface Group Bridge / Bundle WAN Interface
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WAN

dIOA
2bpLig

SEITEEST)

NVYMHL3

dIOA

LAN

Set Up the Interface Group Bridge / Bundle WAN Interface Group

on the VPN2S.
Sign info the VPN2S. Go to LAN / Home Network > VLAN / Interface Group

Click Configuration > WAN / Internet > WAN Setup > Add to open the follow screen.
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# WAN Setup - Edit X

General Seftings
~ Interface Encbls

MName: WoIP

Type: Ethernet

Mode: Bridge -

VLAN

~ Enable

8021 0 d

VLAN ID: 10 [1~4094)

| oK | ‘ Cancel |

Click Configuration > LAN / Home Network > VLAN / Interface Group > Add to

open the follow screen.

& VLAN / Inferface Group - Add

VLAN / Interface Group
Group Mame: WolP

Mode
VLAM

=) Interface Group(To Bridge / Bundle WAN Interfaces)
a02.1p: o

VLAN Group(s)
@ Add

# | 802.1q Interfaces

WAN Interface Uzed In Thiz Group
D Add

WARN Type WAN Interface

Automatically Add Clients With The Following DHCP Wendor IDs

Click Configuration > LAN / Home Network > VLAN / Interface Group > Add > VLAN

Group(s) Add to open the follow screen.
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&» VLAN Group(s) - Add ]

VLAN Group(s)
B02.1aq: 10 [1~-4074]

VLAN Port Membership

# nterface Member TX Tagged
1 LAMNT
2 LAMNZ
3 LAMNI
4 LAMN4 i
| OK | | Cancel ‘

Click Configuration > LAN / Home Network > VLAN / Interface Group > Add > WAN
Interface Used In This Group Add to open the follow screen.

&% WAN Interface Used In This Group - Add ]
War Type: ETH
WAMN Interface: WolP -
oK | | Cancel

Click Configuration > LAN / Home Network > VLAN / Interface Group > Add to open

the follow screen.
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&» VLAN / Interface Group - Add

VLAN / Interface Group
Group Name: WolP

Mode
WLAR

+) Interface Group(To Bridge / Bundle WAN Interfaces)

802.1p: 0 v
VLAN Group(s)
& Add
B 802.19 Interfaces
1 10 LAMAU

WAN Interface Used In This Group

& Add
WAN Type WAN Interface
ETH VolP

| Automatically Add Clients With The Following DHCP Wender IDs

| Cancel

How to configure Multi-WAN

This example shows how to use the Multi-WAN, there are WANT, VolP, Mobile
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connections. The bandwidth for the WANT :100M, VolP:20M. The ratio should be
5:1 on WANT and VolIP. The Mobile connection is WAN backup, since most
Mobile connection charge the user more cost.

Figure Multi-WAN

- ; Q

(35 backup)

Set Up the Multi-WAN on the VPN2S.

Sign info the VPN2S. Go to Configuration > WAN / Internet > Multi-WAN
Click Configuration > WAN / Internet > Multi-WAN > Edit open the follow screen.

4 Multi-WAN - Edit X
Mame: SYSTEM_DEFAULT_WAN_TRUMK
Load Balancing Algarithm: Weighted Round Robin v
@Add  HEEdit WRemovs  aMMovs
# | Member Mede Weight
1 WANI Active 5
2 Mobile Passive 1
3 VolP Active 1
Page 1 of 1 Show 20 = ifems Displaying 1-30of 3

Check the Multi-WAN status

VolP connection

Click Dashboard open the follow screen.
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VolIP

Type
ETH/IPcE
Release

IP Address / Mask
10.214.30.70/24
Speed(UL/DL) @
1008 / 100M

WANT connection
Click Dashboard open the follow screen.

WANI1

Type
ETH/IPcE
Release

IP Address / Mask
10.214.30.69/24
Speed(UL/DL) @
1000 / 100M

Mobie 3G connection
Click Dashboard open the follow screen.

Mobile

Type
Mobile/PFP
(=]

1 2 1 2 3 4
|] ﬂ D - - - ﬂ IP Address / Mask

— N — WAN 10.143.85.142/32
Speed(UL/DL) @

“use

How to Configure NAT Port Forwarding

This example shows how to use the Port Forwarding to access local server. The

example instructs how to configure the Port Forwarding. When the Port
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Forwarding is configured, each server can be accessed from Internet.

Figure Multiple Servers Behind NAT Example

LAN WAN

-

PC:192.168.1.43:3389

g

Server:192.168.1.44:80

a Internet

Server:192.168.45:443

O Note:
1. The TCP port is reserved for TR0O69 connection request port.

Set Up the Port Forwarding on the VPN2S.

Sign info the VPN2S. Go to NAT > Port Forwarding

Click Configuration > NAT > Port Forwarding > Add to open the follow screen.
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&y Port Forwarding - Add [

~ Encble

~ Add Exception to Firewal

Service Mame: PF-80
Protocol: TCP "
WA Interface: WARNI "
From WARM Side
War P 10.214.30.45
Part Maopping Type: port -
Starting Port: 55000 {1-65535)
To LAM Side
LaM IP Address: 192.148.1.43
Translation Start Port: 80 {1-45535]

oK | | Cancel

Click Configuration > NAT > Port Forwarding open the follow screen.

Fort Forwarding

@ Add
# Status | Firewall Service N... Protocol WAN Infer... | WANIP Starfing Port | Ending Port LANIP Ad... | Translafio... Translatio. ..
1 [ ON SN . | PF-80 TCP WANI 10.214.30.45 55000 - 192.168.1.43 80
Page 1 of Show 20 ~ items Displaying 1-1 of 1

Test the Port Forwarding

Connect to http://10.214.30.45:55000 will access Server B 192.168.1.43:80
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< C ) | ® 10.2143045:55000

The AppServ Open Project - 8.6.0 for Windows
Now you running on PHP 5.6.30

I8 phpMyAdmin Database Manager Version 4.6.6
@B PHP Information Version

About AppServ Version 8.6.0 for Windows
AppServ is a merging open source software installer package for Windows includes :

Apache Web Server Version 2.4.25

PHP Script Language Version 5.6.30 & 7.1.1
MySQL Database Version 5.7.17

phpMyAdmin Database Manager Version 4.6.6

Changelog
README
AUTHORS
COPYING
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How to Configure NAT Port Triggering

File Server will forward to the open port. .

Trigger Port Forwarding Process: Example

www.zyxel.com

This example shows how to create a Portf Triggering on the VPN2S. The example

instructs how to configure the Port Triggering. When Port Triggering is opened,

LAN WAN

Internet

AR
H

File Server

PC
U'Note:
1. Only one PC can connect to the File Server until the connection is closed or time out.
2. The times out in three minutes with UDP or two hours with TCP/IP.
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Set Up the Port Triggering on the VPN2S

In the VPN2S, go to NAT > Port Triggering.

www.zyxel.com

Click Configuration > NAT > Port Triggering > Add to open the follow screen.

&3 Port Triggering - Add
¥ Enable
Service Mome: Server
WaRN Interface: WART
Trigger
Profocol: TCP
Starting Port; 7070
Ending Port: 7070
Cpen
Protocol: TCR
Starfing Port: 6979
Ending Port: 7170

[1-65525)
[1-65525)

[1-65525)
[1-65525)

QK

| | Cancel
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How to Enable NAT ALG

This example shows how to create NAT ALG on the VPN2S. The example
instructs how to configure the NAT ALG. When the NAT ALG is configured, will

solve major problem for peer-to-peer communication in NAT

Figure FTP ALG

-} -
] . porttt—»
PC -t -—Port: 20—
Control FTP
Connection
‘U 'Note:

1. Mack sure ALG works correctly with port-forwarding and address mapping rules.

Enable the ALG on the VPN2S

1. Inthe VPN2S, go to NAT > ALG.

.Click Configuration > NAT > ALG open the follow screen.

ALG

71 NAT ALG
7 FTP ALG
| TFT® ALG
| RTSP ALG
| 5IP ALG
| H222 ALG
| PPTP ALG
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How to Configure NAT Default Server
This example shows how to create Default Server on the VPN2S. The example
instructs how to configure the Default Server. When the Default Server is

configured, each Internet PC can be accessed Web Server.

Figure Default Server

LAN WAN

PC

Internet

Web Server
192.168.1.43

‘s

Y Nofte:

L,

1 Enter IP address and click "OK" to activate the default server.

2.  The Interface Group for the default server is by default on firewall "LAN" zone. Use LAN to
configure it to other zone, if desired.

3.  Some default ports of services are already used by device service. If you need the same
ports for the default server, please change the ports used by device service from Firewall /

Security > Device Service.
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Set Up the Default Server on the VPN2S

1.

In the VPN2S, go to NAT > Default Server.

Click Configuration > NAT > Default Server > Add to open the follow screen.

www.zyxel.com

Default Server - Edit

WARN Interface: VAN
Defoult Sarver Addrass: 192.148.1.43
® Note:

1.Enfer an IP address and click "OK" to activate the default server.

2.The Interface Groun for the Default Server is by default in the firewdll "LAN" zone,
Use the LAM / Home Metwaork = LAMN Setup = LAMN Setup-Edit o change the Default's
Senver zone.

3.The ports used by the Default Server cannot be used by Davice Services, Use the
Firewall  Securty = Device Service screen o change the ports,

QK | |<:~:|n|:e|

Click Configuration > NAT > Default Server open the follow screen.

o b =

Default Server

WAN Interface Default Server Address
Mobile
WANI 152.168.1.43
L2TP
VolP
Poge 1  of Show 20 ftems

Displaying 1- 4 of 4
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Test the Default Server

Connect to hitp://10.214.30.45 will access Server B 192.168.1.43
/D AppServ Open Project xm

& C {y  ® 10.214.3045

The AppServ Open Project - 8.6.0 for Windows
Now you running on PHP 5.6.30

{8 phpMyAdmin Database Manager Version 4.6.6
@hp PHP Information Version

About AppServ Version 8.6.0 for Windows
AppServ is a merging open source software installer package for Windows includes :

« Apache Web Server Version 2.4.25

+ PHP Script Language Version 5.6.30 & 7.1.1

« MySQL Database Version 5.7.17

« phpMyAdmin Database Manager Version 4.6.6

Changelog
README
AUTHORS
COPYING
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How to Configure NAT Address Mapping

This example shows how to create NAT Address Mapping. You want to LAN user
browser Internet, but you don’t have enough Public. So we can use Address
Mapping to translate Private IP to Public IP. When the Address Mapping is

configured, each user can be browser Internet.

Figure NAT Address Mapping

LAN WAN

PC:192.168.1.43

PC:192.168.1.44

Internet

PC:192.168.1.45

“ONote:
1.  Address mapping rule sets do not have priority above each other, and might not give the desired

result if the IP ranges overlap.
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Set Up the VPN2S Address Mapping (One-to-One)

In the VPN2S, go to WAN / Internet > WAN Setup.

Click Configuration > WAN / Internet > WAN Setup > Choice WAN1 > Edit to open the

follow screen.

% WAN Setup - Edit

Routing Feature

v Enalole NAT
v Enable IGMP Proxy

v Apply as Default Gateway

In the VPN2S, go to NAT > Address Mapping.

Click Configuration > NAT > Address Mapping > Add to open the follow screen.

&y Address Mapping - Add

Type:
WaARM Interface:

Internal

Externd

Beginning IF Address:

Beginning IF Address:

Cne-to-one o

WAMI ”

192.188.1.44

10.214,30.45

QK | ‘Cun:el
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Set Up the VPN2S Address Mapping (Many-to-Many)

In the VPN2S, go to WAN / Internet > WAN Setup.

Click Configuration > WAN / Internet > WAN Setup > Choice WAN1 > Edit to open the

follow screen.

% WAN Setup - Edit

X
Routing Feature -
" Enalcle MAT
v Enable IGMP Proxy
v Apply as Default Gateway
3. Inthe VPN2S, go to NAT > Address Mapping.
Click Configuration > NAT > Address Mapping > Add to open the follow screen.
&y Address Mapping - Add X
Tyoe: hMany-to-Many N
WAMN Interface: WARI -
Internal
Beginning IP Address: 192,148.1.43
Ending IP Address: 192.148.1.45
Externa
Beginning IP Addreass: 10.214,230.45
Ending IP Address: 10.214.30.47

QK | |C~:1m:e|
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Set Up the VPN2S Address Mapping (Many-to-one)

In the VPN2S, go to WAN / Internet > WAN Setup.

Click Configuration > WAN / Internet > WAN Setup > Choice WAN1 > Edit to open the

follow screen.

www.zyxel.com

% WAN Setup - Edit

Routing Feature

v Enalole NAT
v Enable IGMP Proxy

v Apply as Default Gateway

In the VPN2S, go to NAT > Address Mapping.

Click Configuration > NAT > Address Mapping > Add to open the follow screen.

&y Address Mapping - Add

Tyoe:
Wak Interface:

Internal

Ending IP Address:

Externdg

Beginning IP Addrass:

Beginning IP Address:

Many-to-One [/ Source NAT -
WWAMT -

192.185.1.43
192.185.1.45

10.214.30.45

QK

‘ Cancel
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How to setup policy route to force VPN2S clients following
rules

This example shows how fo create Policy Route. You want to LAN users bower Internet
use different interface; however you won't to use stafic route. Therefore we can use
Policy Route to reach this purpose. When the Policy Route is configured, each LAN

user can be used different interface go to Internet.

Figure NAT Address Mapping

Internet

WAN

dI0A

I00h——v

:
3
QI

PC:192,168.2.0/24
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Set Up the policy route to force VPN2S clients following rules

In the VPN2S, go to WAN / Internet > WAN Setup.

Click Configuration > Routing > Policy Route to open the follow screen.

Policy Route

@ Add
# Status Name: Source IP Destination IP Source Port Destination Port Protocol Next-Hop
1 [on @ Intemet 192,168.2.0 o 0 MNone Intemet
Page |1 of 1 Show | 20 items Displaying 1-1of 1

Click Configuration > Routing > Policy Route > Add to open the follow screen.

&y Policy Route - Add [
Configuration -
~ Endlole

Policy Mame: Infernsat

Ordler: 1 -

Criteria
Saurce
Addrass: subnet -

IP Address: 192.1458.2.0
Subnet Mask: 255.255.255.0
MAC Address:

Source Port v Any
Destination
Addrass: Any -

MALC Address:
Desfination Port v Any
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Protocol: TCP -
Next-Hop

WARM Interface: WWARNT N
Advanced

1 Disable this policy rule automatically while the selected next-hop is unreachable.

oK | |Cc|n|:el
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How to Configure Content Filter by Category

This example shows how fo block website by Content Filter on the VPN2s. The
example instructs how to configure Content Filter. When the Content Filter is
configured, each PC can't not access media website.

Set up the Content Filter by Category

In the VPN2S, go to Security Service > Content Filter.

Click Configuration > Security Service > Content Filter fo open the follow screen. Then

check “Enable Content Filter” and “Enable HTTPS Domain Filter for HTTPs traffic”

General Settings
¥ Encble Content Filter
¥ Enable HTTPS Domain Filter for HTTPS traffic

Content Filker Category Service Timeout: 10 seconds [1~60)

Message to display when a site is blocked

Denied Access Message: The web access is restricted. Please contact with administrator.

Redirect URL:

Profile Management

Q Add

# Status Name Description Source IP Address Subnet Mask
Manager Manager Any

2 Employee Employee Any

Click Configuration > Security Service > Content Filter > Profile Management > Add to open the

follow screen

€ Content Filter - Add 21 ]

General Settings

~ Enable

Profile Name: Block_Site

Description: (Cptional)

Qrder: 1 -

Policy Rule

Source: Any

Scheduler Rule: Any -
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To Test Against Content Filter Category Server

Test Wek Site Category
URL to test: hitps:/fwww.youtube.com

Test Against Content Filter Category Server

Click Configuration > Security Service > Content Filter > Profile Management > Add > Test

Against Content Filter Category Server to open the follow screen

Youtube is Recreation/Entertainment and Streaming Media & Downloads

Test Web Site Category - Result

Content Filter Category

Recreation/Entertainment

Recreation/Streaming Media & Downloads

" Note
Checked items will also be checked and blocked automatically in Managed Categories after
you clink "OK".

QK | |Cc|ncel

Select "Block” in Recreation
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Category

Security: Allow -
Adult: Allowy -
Social Media: Allowy -
Recreation: User Defined -
Technology: Allow -
Public: Allow -
Unrated Web Pages: Allow -
Category Server Is Unavailable: Allow -

Click Configuration > Security Service > Content Filter > Profile Management > Add > Managed

Categories to open the follow screen

To check “Entertainment” and “Streaming Media & Downloads” in

Recreation

Z Content Filter - Edit

Recreation

! Entertainment
Sports
Peer to Peer

~! streaming Media & Downloads
Travel
Search Engines/Portals
Arts
Greeting Caords

Games

shopping

Advertisernents & Pop-Ups
Restaurants & Dining
News

Fashion & Beauty

Leisure & Recreation

Image sharing

Test the Content Filter

Connect to https://www.youtube.com
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. =
4 [:“] www.youtube.com X \ .

& C Y | ® https://www.youtube.com/?gl=TW

This site can't be reached
The connection was reset.

Try:
* Checking the connection
» Checking the proxy and the firewall

* Running Windows Network Diagnostics

ERR_CONNECTION_RESET

Reload

DETAILS

How to Configure bypass website by Content Filter white list

This example shows how to bypass website by Content Filter white list on the

VPN2s. The example instructs how to configure Content Filter white list. When the

Content Filter white list is configured, each PC cannot access media websites

exclude white list web site.

Set up the Content Filter by Category

In the VPN2S, go to Security Service > Content Filter.

Click Configuration > Security Service > Content Filter fo open the follow screen. Then

check “Enable Content Filter” and “Enable HTTPS Domain Filter for HTTPs traffic”
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General Settings
¥ Enable Content Filler
¥ Enable HTTPS Domain Filter for HTTPS traffic
Content Filter Category Service Timeout: 10 seconds (1~60])
Message to display when a site is blocked
Denied Access Message: The web access is restricted. Please contact with administrator.
Redirect URL:
Profile Management
Q Add
#1 Status Name Description Source * |P Address Subnet Mask
1 Manager Manager Arry - -
2 Employee Employee Anty - -

Click Configuration > Security Service > Content Filter > Profile Management > Add to open the

follow screen

@ Content Filter - Add

General Settings
~ Encble

Profile Name: Block_Site
Description:

Order: 1 -

Policy Rule
Source:

Scheduler Rule:

(Optional)

Select "Block™” in Recreation

Category

Security: Allow
Adulf: Allow
Social Media: Allowy
Recreation: Block
Technology: Allow
Public: Allow
Unrated Web Pages: Allow
Category Server Is Unavailable: Allow
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Set up the Content Filter white list

To add Youtube to White list

White list
@ ~dd
# White list
1 “youtube®.com

Page 1 of 1 Show 20 iterns Displaying 1-10of 1

Test bypass website by Content Filter white list

Connect to https://www.youtube.com

AT e [Fe e
€ > X O [ @ Secure | httpsy//wwwiyoutube.com/7gl=T *| @
3 YouTube ‘ ez ‘ Q (o]

g & >

o #
i

HEYR

How to Configure bypass website by Content Filter black list

This example shows how o bypass website by Content Filter black list on the
VPN2s. The example instructs how to configure Content Filter black list. When
the Content Filter black list is configured, each PC cannot access those

websites.
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Set up the Content Filter by black list

In the VPN2S, go to Security Service > Content Filter.

Click Configuration > Security Service > Content Filter fo open the follow screen. Then

check “Enable Content Filter” and “Enable HTTPS Domain Filter for HTTPs traffic”

General Settings
¥ Encble Content Filter
¥ Enable HTTPS Domain Filter for HTTPS traffic

Content Filker Category Service Timeout: 10 seconds [1~60)

Message to display when a site is blocked
Denied Access Message: The web access is restricted. Please contact with administrator.

Redirect URL:

Profile Management

Q Add

# Status Name Description Source IP Address Subnet Mask
Manager Manager Any -

2 Employee Employee Any -

Click Configuration > Security Service > Content Filter > Profile Management > Add to open the

follow screen

7 Content Filter - Edit ]

General Settings
v Enable

Profile Name: Allow_Site
Description: [Optional)

Crder: 1 -

Policy Rule

Source: Ay -

Scheduler Rule: Any -

Test Web Site Category
URL to test:
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Select “Allow” in all Category

Category

Security: Allows -
Adulf: Allow -
Social Media: Allow -
Recreation: Allow -
Technalogy: Allows -
Public: Allow -
Unrated Web Poges: Allow -
Category Server Is Unavailable: Allow -

Set up the Content Filter black list

To add Yahoo to black list

Black list
Q}A-:,-:,
# Black list
1 *yahoo'.com

Page 1 of 1 show 20 itemns Displarying 1-10f 1

Test block website by Content Filter black list

Connect fo hitps://tw.yahoo.com
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< X 0 |® https://tw.yahoo.com

B

This site can't be reached

The connection was reset.

Try:
s Checking the connection
s Checking the proxy and the firewall
+ Running Windows Network Diagnostics

ERR_CONNECTION_RESET
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