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Manage APs through NXC Controller

1.1 How to Manage APs through NXC Controller

This example shows how to use the NXC controller to manage APs via
manual setting, DHCP option 138 and broadcast. In this case shown as
below, there are two subnefts in the environment. The APs can find NXC
conftroller in the same subnet via broadcasting without any settings.
The APs in different subnet can find NXC controller by manually setting
NXC controller’s IP or DHCP option 138 in DHCP server.

NXC Controller
vianO IP 192.168.1.55

Zyxel Switch
LAN [P 192.168.1.48

ZYXEL

Lyxel USG
LANI IP 192,168.1.10 (DHCP Server)
LAN2 [P 192.148.2.10 (DHCP Server)

Zyxel Switch
LAN IP 192.168.2.48

AP4 AP3

Figure 1.1 Manage APs through NXC Controller

‘if Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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1.1.1 Configuration in the AP

1

In the same subnet (for AP1 and AP2), the APs don’t need to
do any setting. The APs can find the NXC controller via
broadcast and NXC controller always accepts APs to
managed list by default. The NXC controller manages the APs
without any setting.

In the different subnet (for AP3 and AP4), the APs need to set
the NXC controller’s IP manually. Go to CONFIGURATION >
Network > AC Discovery, set Discovery Setting fo Manual and
set the NXC conftroller’s IP 192.168.1.55 to Primary static AC IP.
Click Apply to apply the setting.

Discovery Setting

) Auto

@® Manual

Primary static AC IP: |192.168.1.55 |

Secondary static AC IP: (Cptional)

7 Discble

Or, you can use DHCP option 138 in the DHCP server for the
APs which are in the different subnet from NXC controller.

Option: CAPWAP AC (138) b
Name: CAPWAP_AC

Code: 138

Type: P

First IP Address: 192.168.1.55
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1.1.2 Test the Result
1 When the APs and the NXC conftroller are in the same subnet,
the NXC confroller manages the APs without any settings. The
result is visible in MONITOR > Wireless > AP Information > AP List.

AP List
# Status Registration Description « CPU Usage  IP Address Model Version Group
1 V] Mgmt AP AP-AQE4C... 9% 192.168.1.35 WAC6502D-8 5.10(AASE.... default
2 (V] Mgmt AP AP-BBECA... 36% 192.168.1.33 WAC5302D-8 5.10(ABFH.... default

2 When the APs and the NXC controller are in the different
subnets, the APs can find NXC confroller through manually
setting NXC conftroller’s IP or DHCP option 138. After the APs
find the NXC controller, the NXC controller can manage the
APs. The result is visible in MONITOR > Wireless > AP

Information > AP List.

AP List
# Status Regisiration  Description« CPU Usage  IP Address Model Version Group
1 (V] Mgmt AP AP-AQE4C... 10% 192.168.2.36 WAC6502... 5.10(AASE.... default
2 @ Mgmt AP AP-BBECA... 15% 192.168.2.35 WACS302... 5.10(ABFH.... default
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1.1.3 What Could Go Wrong?

www.zyxel.com

1 To make sure the NXC controller goes to correct traffic

routing, please remember to set up the gateway in NXC

confroller.

IP Address Assignment
O Get Automatically
@ Use Fixed IP Address

IP Address:
Subnet Mask:

Gateway:

192.168.1.55

255.255.255.0

Ii?Z.]é&.].lO

]

(Optional)

2 When you use the manual NXC controller IP or DHCP option

138, please make sure the NXC conftroller’s IP is correct so

that the APs can find the NXC controller.

11/309
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1.2 How to Enlarge Managed AP Number with License

This example shows how to enlarge managed AP number with license.
The default managed AP number for NXC2500 is 8 units and NXC5500 is
64 units. If you want to control more than default managed units, it's
necessary to import the license to enlarge managed AP number.

E I T l—g e -

USG NXC Controller

WAN P 172.51.31.98 vian0 IP 192.168.1.55 NB
LAN P 192.168.1.10

Figure 1.2 Enlarge Managed AP Number

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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1.2.1 Device Registration

www.zyxel.com

1 Click the hyperlink on NXC controller’s GUI to connect
portal.myzyxel.com in CONFIGURATION > Licensing >

Registration.

Registration k

General Settings

Q Note:

If you want to register myzyxel.com, please go tolo:

2 Afterlogin the registration portal, click the Device
Registration to register a device by filing in the MAC Address

and Serial Number. Click Submit.

+ Announcement Device Registration
+ Dashboard

. Product Select | Device v
+ Devices Management
~ Services Management * MAC Address | 5C:F4:AB F7 &7l
- Curent Balance i.e.20:13:10:00:00:A0

E Maintenance Management

o (P T Serial Number | 5142020

Name

+ Device Registration

2 Sarica Regiekason Enter a name for this device (optional).

- Agency Permission Roseller | zyxel

Management Enter the email address, VAT number or company name of the reseller selling you the device.

« OK

3 Click Next to activate security services on the device, and

click Close in next step.

Registration & Activation

Click “Next” to activate security services on your device.

Registration & Activation

Your device is already registered.
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1.2.2 Service Registration

1

Click Service Registration and fill in the License Key. Click

Submit to register the license key.

- Announcement Service Registration
+ Dashboard
Import
+ Devices Management
* Services Management * License Key | S-APC001-34F27B03771FK: i)

+ Current Balance

= Maintenance Management

+ License Check m Eancel

+ Device Registration

- Service Registration

2 Click Service Management, and click the Link. Select a

device, and then click Submit to activate the license key for
the selected device.

Services Management

© License is registered successtuly.

Product Select Device v | Search 'y - (v
License Key < Name < Type AmountTime Status
S-APCOD1-34F27B0377 1# 8T Managed AP Service Standard 8 Piece
Link Product

* Products | NXC2500(5C-F4-AB F7" A" %)

1.2.3 License Refresh

1

Click Service License Refresh in below path of NXC
controller web GUI. Go to CONFIGURATION > Licensing >
Registration.

License Refresh

Service License Refresh
Q Note:

Update device license information from myZyxel.com server. If you want to activate license, please go to portal.myzyxel.com
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1.2.4 Test the Result
1 The Count of Managed AP number changes from 8 to 16
in CONFIGURATION > Licensing > Registration.

License Status

# Status Registration Type Expiration Date Count Service
1 License d Standar: d 16 Managed AP Service

15/309



ZYXEL S——

Set up a Wireless Connection Environment

2.1 How to configure with the Wizard Setting.

This example shows how to get start with Wizard. It will be easier to
complete the deployment configuration of the AP and the NXC. The
Wizard setting includes Uplink Connection, VLAN Setting and AP Profile.
The NXC will be the DHCP server for the stations, and all the guest
stations must pass the captive portal authentication. NXC5500 does not
support Wizard Setting now.

ﬂ ——
Internet o -
| o | s ] cons |
Y
zzzzz -
— i Tl . -
.
NXC '
ZYXEL USG ZYXEL Switch ZYXEL AP Guest IP 172.20.10.0/24
11P 10.214.30.42(WAN
LAN IP 10.214.30.1 8e (WAN) IP 172.16.1.10 IP172.16.1.20  Employee IP 172.20.20.0/24

vian0 IP 172.16.1.1
vlan10IP 172.20.10.1(DHCP server)
vlan20 IP 172.20.20.1(DHCP server)

Figure 2.1 Add configuration via Wizard settings.

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG210 (Firmware Version: V4.30), GS2210 (Firmware
Version: V4.50), NXC2500 (Firmware Version: 5.40)
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2.1.1 How to configure the Wizard Setting with First login?

1

Change the Password Setting to the private one. Configure

the correct Time Setting. Enable Daylight Saving if needed.
Click Next.

Step 2

Summary

Wizard Sefting

ﬂ Welcome to the Setup Wizard

Password Setting
New Password:
Confirm Password:
Time Setting

Couniry:

Time Zone:

Taiwan

~

[GMT+08:00) Beiing. Hong Kong, Perth. Singapore, Taipei v

[C] Enable Daylight Savings

N TN =

Configure the Uplink Connection which will be connected to
the USG as 10.214.30.33/24, and the gateway is USG LAN IP

address 10.214.30.1. Add the DNS server as 8.8.8.8. Configure
the Management VLAN to manage AP. The default setfting IP
addressis 172.16.1.1/24 and enable DHCP server. Click Next.

Wizard Setting

Step 1

Summary

MNXC2500
NAT mode

Uplink Connection

© Auto (DHCP)
@ static IP
IP Address:
Subnet Mask:
Gateway:

DNS Server:

Management VLAN

Untagged VLAN ID:
IP Address:

Subnet Mask:
DHCP:

Fl

Upink

P2

P38 P4 PS5

LAN [MGAT / DATA]

10.214.30.33
255.255.255.0
10,214,200
8.8.8.9)

172.16.1.1
255.255.255.0

DHCP Server

Pé

Crer | ves | oonen |
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3 Add VLAN interfaces for Employee and Guest.

a. Add Interface for Guest. Click Add to create a service

VLAN for guests.

Wizard Sefting "'

Step 1 VLAN Settings

* Note

Click Add to create a service VLAN for employees or guests. Otherwise, skip 1o Use the unfagged management VLAN only.

[“rer | res | coes |
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b. Set the configuration as below:
Tagged VLAN ID:10,
Guest VLAN is Enable. (Guest VLAN: This field displays if this
is a guest VLAN and if the captive portal feature is
enabled.)
Restrict Infranet Access: Enable
(Restrict Infranet Access: define the local networks to
which wireless clients cannot have access)
Captive Portal: Enable.

Create Dynamic Guest Manager: fill in the guest manager

information.

Fill in the IP address, Subnet Mask, and DHCP setting.
Click OK.

7 Edit Inferfacevian10 ) - - -

Interface Name:

Tagged VLAN ID: 10 (2~4074)
Guest VLAN
Restrict Infranet Access
0 Add Remove
1 192.1468.0.0 255.255.0.0
2 172.16.0.0 255.240.0.0
3 10.0.0.0 255.0.0.0

© Internal Web Portal Wiz_Customized_Porta
© External Web Portal
O walled Garden

Create Dynamic Guest Manager

User Name: manager
Password:
Retyps:
IP Address: 172.20,10.1
Subnet Mask: 255.255.255.0
DHCP: DHCP Server v
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VLAN for guests.

Wizard Setting “='#

Step 1 VLAN Settings

I "Vianlo  STATIC - 172.20.10.1 " 10 "P2P3PAPsPE v [Web Auth)
ﬂ 1 Mot
Click Add fo create a service VLAN for employees or guests. Otherwise, skip fo use the uniagged management VLAN only.

Summary

d. Set the configuration as below:

Tagged VLAN ID: 20

Fill in the IP address, Subnet Mask, and DHCP setting.

www.zyxel.com

c. Add Interface for Employee. Click Add to create a service

Click OK.
Z Edit Interfacevian20
Interface Name: vianz0
Tagged VLAN ID: 20 (2~4074)
IP Address: 172.20.20.1

Subnet Mask: 255.255.255.0

DHCP:

DHCP Server R
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e. Click Next.

Wizard SeHting "4

Step 1 VLAN Settings
Step 2 © Add & Edit W Remove

# MName IP Address vID Member Guest VLAN

1 "vanlo | STATIC — 172.20.10.1 "0 TP2paparsps T v (Web Autn)

ﬂ 2 “viar20  "STATIC - 172.16.20.1 " 20 "p2Paparsps
™ Note
Click Add to create a service VLAN for employees or guests. Otherwise, skip to use the untagged management VLAN only.
Step 4
Step 5
Summary

[Crer | ves | ooee |

4 Configure the SSID profile.
a. Edit the SSID profile for Guest
Double click the SSID profile to modify the configuration.

Wizard Sefting "%
Step 1 SsID
Step 2
Security Mode Band Mode VLAN ID Guest VLAN
WPA2-PSK Dual Band 1
Step 3 WPA2-PSK Dual Band 1
WPA2-PSK Dual Band 1
WPA2-PSK Dual Band 1
WPA2-PSK Dual Band 1
WPA2-PSK Dual Band 1
WPA2-PSK Dual Band 1
Step 5
WPA2-PSK Dual Band 1
Summary

21/309



ZYXEL S——

b. Edit the first SSID Profile for Guest VLAN.
Wireless Name (SSID): Guest
Guest VLAN: Enable (it will fill in the Guest VLAN setting
automatically.)
Security Mode: WPA2
Pre-Shared Key: 12345678

Click OK.

© Edit $SID Profile ]
Wireless Name [S3ID): Guest
Status: Activate v

Guest VLAN
Tagged VLAN ID

Band Mode: Dual Band &2
Security Mode: WPAZ &2
Pre-Shared Key: 12345678
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c. Edit the second SSID Profile for Employee.

Double click the SSID profile to modify the

configuration.

www.zyxel.com

Wizard Setting BETA

Step 1 SsID

@ N o A W

Summary

m " Guest WPA2-PSK Dual Band 10
Iyxel WPAZ-PSK Dual Band 1 I
@ Iyxel WPA2-PSK Dual Band 1
@ Tyxel WPA2-PSK Dual Band 1
(E Zyxel WPA2-PSK Dual Band 1
CE Tyxel WPA2-PSK Dual Band 1
CE Iyxel WPA2-PSK Dual Band 1
@ Zyxel WPA2-PSK Dual Band 1

Next

d. Set the configuration as below:

Tagged VLAN ID: 20
Security Mode: WPA2
Pre-Shared Key: 1357924680

Click OK.

@ Edit SSID Profile

Wireless Name (SSID):
Status:

[ Guest VLAN

¥ Tagged VLAN ID
Band Mode:

Security Mode:

® Pre-Shared Key
© 802.1%

Employee

Activate

20
Dual Band
WERAZ

1357924480
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e. Click Next.

Wizard Sefting "

Step 1 SSID

Step 2
@D i’ Guest WPA2-PSK Dual Band o v

Step 3 > @D i’ Employee WPAZ-PSK DuclBand 20
3 @ Tyxel WPAZ-PSK Dual Band 1
4 @ Tyxel WPA2-PSK Dual Band 1
5 @ Tyxel WPAZ-PSK Dual Band 1
4 @ Tyxel WPA2-PSK Dual Band 1

. 7 @ Tyxel WPAZ-PSK Dual Band 1
8 Zyxel WPA2-PSK Dual Bandl 1

Summary

[ rov | oo |
5 Modify the Radio setting for the AP. Adjust the Output Power
for both of the channels, and Channel Width for 5GHz.

Wizard SeHing "4

Step 1 Radio

Step 2
Band:

Channel Width:
Step 3

Channel Selection: Auto
Meax Output Power: 30 dBm(0~30)
Step 4

Band: 5GHZ

Channel Width: 20/40/80MHZ .

Channel Selection: Auto

Max Qutput Power: 30 dBm(0~30)

Summary

e | v | e |
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6 Getthe Summary page and confirm if all of the
configurations can match to the environment.
If yes, click Save.

If not, click Prev to modify the setting.

Wizard Sefting °14
Step 1 Summary
@ NAT will be performed on all fraffic through the Uplink interface after you have completed the
setup wizard.
Step 2
Country: Tawan
Step 3 s e Er (GMT+08:00) Beiing. Hong Kong, Perth, Singapere, Taipei
Enable Daylight Savings: Disable
Uplink Connection: Use Fixed IP Address
Sz 1P Address: 10.214.30.33
Subnet Mask: 255.255.255.0
Step 5 Gateway: 10.214.30.1
DNS Server: 8.88.8
Management VLAN: Use Fixed IP Address
VLAN ID: 1
IP Address: 172.16.1.1
Subnet Mask: 255.256.255.0 -
| rev

7 Hereis the page after click Save from item 6.
Click OK. And refresh the browser to re-login.

Notice

& After the wizard is completed, please re-login to the GUI with the new IP

address.
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2.1.2 Test the Result
Connect NXC P1 to USG LAN, and NXC P2 to Switch. And connect AP to
the Switch.

1

Login with guest-manager account.

ZYXEL @ (Ergin -
NXC2500

Welcom to the configuration interface. Please enter username and
password fo login

@ manager

0

‘ Login ‘

Dynamic Guest User Group: Wiz_Dynamic_Guest
Click Apply.

ZYXEL ZYXEL
Guest Manager Guest Account List

Generate Dynamic Guest Accounts
yoah unt 1
1 orb 2484

Logout | \ Apply Return Print

User a station connect to the SSID “Guest” and login with the

Guest account. Monitor the account via the Monitor >
System Status > Login Users > Login Users.

Login Users Dynamic Guest Trusted MAC Address List
MONITOR u

Current User List

Port Statistics * Note:

MAC information is just for login users by 802.1X and MAC auth,

Interface Status
Traffic Statistics
Session Monitor

B Force Logout

IP/MAC Binding

1 admin  unlimited /... - http/https 10.214.30.72 20-D1-60-F... - adminfad... - N/A
USB Storage 2 onb 23:59:39 /... AP-AQE4C... copfivep.. 172.20.102 70-FO-87-E... - dynamic-... - local
Page [1 | of | how [50 > | Ifems Displaying 1 - 2 of 4

Ethernet Neighbor
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4 Use a station to connect to the SSID “Employee”.

ﬁ Employee

3
Connected, secured

Properties

ﬁ ZyXE‘L‘_C‘SO_SG

ﬁ 9?9|9!“3n‘
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2.1.3 What Could Go Wrong?

1 The object which is created by the Wizard cannot be
deleted via the web GUI. It must be modified via the Wizard
setting again.

2 Ifthereis VLAN ID for the management VLAN, remember to
add VLAN on the switch.
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2.2 How to Set WiFi Multiple SSID for Office Environment?

2.2.1 When USG is DHCP Server for VLAN10 and VLAN20

The example instructs how to configure VLANs and set different VLANs
for different SSIDs in NXC. In this example, USG is the only DHCP server in
the environment, and NXC only needs to set VLAN for passing traffic. In
this example, we configure interfaces, set VLANs, create security and
SSID profiles, and then configure AP profiles for managed APs.

ayx ixtc, | R
= —_ - S -

UsG NXC Controller Zyxel Switch
WANIP 172.51.31.98 vian0 IP 192.168.1.55 LANIP 192.148.1.48
LANIP 192.168.1.10 VLAN10 IP 192.168.10.55 (DHCP Server) VLAN-trunking

VLAN20 [P 192.168.20.55 (DHCP Server)

Managed AP

24

Stuff 192.168.10.x Guest 192.168.20.x
Figure 2.2.1 Set Different VLANSs for Different SSIDs When USG is DHCP Server

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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2.2.1.1 Configure NXC'’s Interface to Go to Internet

1

Connect NXC controller to USG LAN port. In the USG, all LAN
ports are DHCP server for interface LAN, VLAN10, VLANZ20,
and all the stations connected to APs get an IP from the USG.
In the NXC, go to CONFIGURATION > Network > Interface >
VLAN fo set the NXC's IP address to be in the same subnet as
the USG's LAN IP and have the USG act as the gateway.

Double click vian0 to edit IP Address Assignment section.

Click OK.
IP Address Assignment

© Get Automatically

© Use Fixed IP Address

IP Address: 192.168.1.55
Subnet Mask: 255.255.255.0
Gofev«;oy: I 192.168.1.10 I IOD*IO"\O”
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2.2.1.2 Configure VLAN
Connect Switch to NXC ge?2 (P2), and connect all APs fo the

1

swifch.

www.zyxel.com

In the NXC, go to CONFIGURATION > Network > Interface >
VLAN, Click Add to create a new VLAN (VLANI10).

VLAN .
Configuration
. Edit Remove Activate

= Status  Name

1 v vian0

In General Settings, check Enable.

In Interface Properties, key in Interface Name: vlan10; set VID:

10

In Member Configuration, set ge2 to be a Member and Tx

Tagging fo yes.

In IP Address Assignment, Use Fixed IP Address and key in IP

Address, Subnet Mask. Click OK.

General Seitings

¥ Enable

Interface Properties

Member Configuration

# Port Nome Member Tx Tagging
1 g o

1 cel yes yes

~ o) ¥. e

2 ge2 yes yEs

3 ged ne ne

4 ge4 no no

5 ged no no

& geb no no

IP Address Assignment
4 Get Automatically
® Use Fixed IP Address

P Address: 192.168.10.55

Subnet Mask: 255.255.255.0

nterface Name:

VID: (1~4094)

Ione: v, @
Description: (Optional)
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4 Click Add to create VLAN20 configuration in
CONFIGURATION > Network > Interface > VLAN.

-

"

]

2

&

L

Configuration

|0 Add

Status

Name
vianQ

vien10

In General Settings, check Enable.

In Interface Properties, key in Interface Name: vlan20; set VID:

20

In Member Configuration, set ge2 to be a Member and Tx

Tagging fo yes.

In IP Address Assignment, Use Fixed IP Address and key in IP
Address, Subnet Mask. Click OK.

General Settings

¥l Encble

Intferface Properties

Interface Name:

I vian20 I
(1~4094)

VID:
Ione: v 8
Description: {Optional)
Member Configuration
# Port Nome Member Tx Tagging
1 gel “yes Tyes
2 ge2 'yes 'yes
3 ge3 no no
4 ged no noc
S ged no noc
& geb no nec
IP Address Assignment
C' Get Automatically
® Use Fixed IP Address
IP Address: 192.168.20.55
Subnet Mask: 255.255.255.0
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2.2.1.3 Configure Security and SSID

1

Go to CONFIGURATION > Object > AP Profile > SSID > Security
List, Click Add to create a new security profile for staff.

In General Settings, key in Staff as profile name, and set
security mode to wpa2.

In Authentication Settings, select to PSK and key in Pre-shared
Key. Click OK.

General Settings

Profile Name: Staff

Security Mode: wpa2 v

Fast Roaming Setlings

F1802.11r

Radius Settings

Radius Server Type: Intermal Y

MAC Avuthentication Setting

[C1MAC Authentication

Avuthentication Seftings

'802.1X

® PSK

Pre-Shared Key: I 1 qaz2wsx l
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2 Click Add to create a new security profile for guest.
In General Settings, key in guest as profile name, and set
security mode to none. Click OK.

General Settings

Profile Nome: Igues’r I
Security Mode: I'\onc— VI

3 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List
and click Add to create a SSID for staff.
In Profile Name and SSID, key in Staff.

In Security Profile, select Staff.
In VLAN ID, key in 10. Click OK.

> Add SSID Profile

= Create new Object~

Profile Nome: ISfcff I
SSID:
Securty Profile: IS’rcff VI

MAC Filtering Profile: disable M
Layer-2 Isolation Prefile: disable v
Qos: WMM v

Rate Limiting (Per Station Traffic Rate)

Downlink: 0 mbp ¥ | (0~140, Ois unlimited)
Uplink: 0 mbpi¥| (0~140, 0is unlimited)
Band Select: disable .
Forwarding Mode: Local bridge v
VLAN ID: L0 | (1~4094)

[TTHidden SSID
F1Enable Intra-BSS Traffic blocking

[1Enable U-APSD

[ Schedule SSID
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4 Click Add to create a SSID for guest in vian20.

In Profile Name and SSID, key in guest.
In Security Profile, select guest.
In VLAN ID, key in 20. Click OK.

www.zyxel.com

€ Add SSID Profile
51 Create new Object»
Profile Name: | cuest |
SSID: | Guest |
Security Profile: Jouest ~|
MAC Filtering Profile: disable v
Layer-2 Isolation Profile: disable v
Qos: WMM v
Rate Limiting (Per Station Traffic Rate)
Downlink: 0 mbp|¥| [0~140, 0is unlimited)
Uplink: 0 mbp ¥ (0~180, Ois unlimited)
Bond Select: disable v
Forwarding Mode: Local bridge Y.
VLAN ID: |20 | (1~4094)
M Hidden SSID
[F1Enable Intra-BSS Traffic blocking
[ Enable U-APSD
[F1Schedule SSID
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2.2.1.4 Configure AP Profile to Broadcast SSID
Go to CONFIGURATION > Wireless > AP Management > AP

1

Group, click Edit for default group.

www.zyxel.com

In Radio 1 and Radio 2, set the SSID profile, Staff and guest.

Click OK to apply the configuration.

Radio 1 Setfing
CPMode @ AP Mode
Rodio 1 AP Profile:
Max Output Power:
& Edit
3SID Profile
Staff

H

OI'MON Mode

adefault

30

Ld

guest

disable
disable
disable
disable
disable
disable

BoWwIN

Q0 ~N O On

Radio 2 Setfing
OP Mode @ AP Mode
Rodio 2 AP Profile:
Max Quiput Power:
™ Edit
# SSID Profile

'Sfcff

‘,—. : MC‘

defaul
30

N Mode

2 guest

v

' Root AP

dBm (0~30)

“'Root AP !

dBm (0~30)

' Repecter AP

~'Repecter AP
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2.2.2 When NXC is DHCP Server for VLAN10 and VLAN20

The example instructs how to configure VLANs and set different VLANs
for different SSIDs in NXC when NXC is DHCP server for VLANs. The USG
does not need to do any other settings when there are different VLANs
add to the environment since NXC is a DHCP server for VLANSs. In this
example, we configure interfaces, set VLANs, create security and SSID
profiles, and then configure AP profiles for managed APs.

NB

E  asmsse s
usG vlanQ IP 192.168.1.55 {untagged) Zyxel Switch
WAN IP 172.51.31.98 VLANIO IP 192.168.10.55 LAN IP 192,168.1.48
LAN IP 192,168.1.10 (tagged. DHCP Server) VLAN-frunking
(untagged, DHCP Server) VLAN20 IP 192.168.20.55

(tagged, DHCP Server)

Managed AP

24

Stuff 192.168.10.x Guest 192.168.20.x
Figure 2.2.2 Set different VLANSs for different SSIDs when NXC is DHCP server

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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2.2.2.2 Configure Interface ge1 to Go to Internet
1 Connectgel (P1) to USG LAN port. In USG, LAN ports are
DHCP server and all APs get IP from LAN.
2 Inthe NXC, go to CONFIGURATION > Network > Interface >
VLAN to set USG’s LAN IP as the gateway. Double click vian0
to edit IP Address Assignment section. Click OK.

IP Address Assignment
© Get Automatically

© Use Fixed IP Address

IP Address: 192.168.1.55
Subnet Mask: 255.255.255.0
Gateway: [152.1¢8.1.10 | (Optional)
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2.2.2.2 Configure VLAN

1

www.zyxel.com

Connect Switch to NXC ge2, and connect all APs to the

swifch.

In the NXC, go to CONFIGURATION > Network > Interface >

VLAN, Click Add to create a new VLAN.

VLAN

Configuration

# Status

'I ‘b’l

Name

vianO
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3

In General Settings, check Enable.

www.zyxel.com

In Interface Properties, key in Interface Name: vlan10; VID: 10

In Member Configuration, set ge2 to be a Member and Tx

Tagging.

In IP Address Assignment, Use Fixed IP Address and key in IP

Address, Subnet Mask,

and Gateway.

In DHCP Setting, select DHCP server and key in IP Pool Start
Address and Pool Size. First DNS server select to Customer
Defined 8.8.8.8. The users on VLAN 10 get IP from this DHCP

server. Click OK.

General Settings

¥ Enable

Interface Properties

~

DHCP Setting
DHCP:

IP Pool Stert Address (Optiona

First DNS Server [Optional):

Interface Name: vian1Q
VID: [1~40%4)
Ione: » B8
Description: (Optional)
Member Configuration
# Port Name Member Tx Tagging
1 gel no no
|2 ge2 ves yes I
3 ged no no
4 ge4 no no
S ges no no
& geb no no
IP Address Assignment
Get Automaticolly
% Use Fixea P Address
P Adaress: 192.1468.10.55
Subnet Mask: 255.255.255.0
CGoteway: [Optional)

DHCP Server |¥
192.168.10.100

Custom Define!~

Pool Size 100

8.6.8.8
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4 Click Add to create VLAN20 in CONFIGURATION > Network >
Interface > VLAN.

Configuratfion

=dit W Remove

e

= Status Nome

1 o vig '10

2

o vien10
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5

In General Settings, check Enable.

www.zyxel.com

In Interface Properties, key in Interface Name: vlan20; VID: 20

In Member Configuration, set ge2 are Member and Tx

Tagging.

In IP Address Assignment, Use Fixed IP Address and key in IP

Address, Subnet Mask, and Gateway.
In DHCP Setting, select DHCP server and key in IP Pool Start
Address and Pool Size. First DNS server select to Customer

Defined 8.8.8.8. The users on VLAN 20 get IP from this DHCP

server. Click OK.

General Settings
¥ Encble
Interface Properties
Interdaoce Name:
VID: (1~4094]
Ione: v, B8
Description: {Optioncl)
Member Configuration
# Port Name Member Tx Togging
1 gel no no
|2 ge2 yes yesl
3 geld no no
4 ge4 no no
S ged no no
& cgeé no no
IP Address Assignment
< Get Automatically
¥ Use Fixed IP Address
IP Address: 92.168.20.55
Subnet Mask: 255.255.255.0
Gateway: (Opticnal)
DHCP Setting
DHCP: DHCP Server |v
IP Pool Start Address [Optionclf192.168.20.1C0 Pool Size 100
First DNS Server {Optional): Cusiom Define/~ 18.8.8.8
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2.2.2.3 Set Policy Route

www.zyxel.com

1 Set Policy Route in CONFIGURATION > Network > Routing >

Policy Route to create new routing rule. Click Show

Advanced Settings.

In Configuration, check Enable.

In Criteria, select Incoming as Interface and Please select

one member is vian10.

In Next-Hop, select Type as Interface and Interface is vian0

In Address Translation, select Source Network Address

Translation to outgoing-interface to use the IP address of the

outgoing interface as the source IP address of the packet
that matches this route. Click OK.

Configuration
¥l Enable

Description:

Criteria

Incoming:

Please select one member:
Scurce Address:
Destination Address:

DSCP Code:

Schegule:

Service:

Source Port:

Next-Hop
Type:
Interface:
"1 Auto-Disable

DSCP Marking

m

DSCP Marking:

Address Translation

Scurce Network Address
Tronslation:

any v

I nterface "I
I\.-'&cm?O "I

any v
any v
any ~
none v
any v
any v
nterface ¥

I'-.fich' "l
oreserve v

[outgoing-interfac|v |
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2 Set Policy Route in CONFIGURATION > Network > Routing >
Policy Route to create new routing rule. Click Show
Advanced Settings.

In Configuration, check Enable.

In Criteria, select Incoming as Interface and Please select
one member is vian20.

In Next-Hop, select Type as Interface and Interface is vian0
In Address Translation, select Source Network Address
Translation to outgoing-interface to use the IP address of the
outgoing interface as the source IP address of the packet
that matches this route. Click OK.

Configuration

V1 Enable

DCescription:

Criteria
User: any v
Incoming: | nterface 'l
Please select cne member: IV;ODZO "I
Scurce Address: any X
Destination Address: any X
DSCP Code: any s
Schegule nene e
Service: any X
Source Port: any A

Next-Hop
Type: nterface v
Interface: IVEONC' "I

71 Auto-Disable

DSCP Marking

DSCP Marking: oreserve v

Address Translation

Source Netwerk Address

_ ! | ouigoing-interfac)¥|
renslation:
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2.2.2.4 Configure Security and SSID

www.zyxel.com

1 Go to CONFIGURATION > Object > AP Profile > SSID > Security

List, Click Add to create a new security profile for staff.

In General Settings, key in Staff as profile name, and set

security mode to wpa2.

In Authentication Settings, select to PSK and key in Pre-shared

Key. Click OK.

General Settings
Profile Name: Siaff
Security Mode: wpa2

Fast Roaming Settings

F1802.11r

Radius Settings

Radius Server Type: Intemnal

MAC Avuthentication Setting

[ MAC Authentication

Avuthentication Settings

1802.1X

® PsK

Pre-Shared Key: | 1coz2wsx

2 Click Add to create a new security profile for guest.

In General Settings, key in guest as profile name, and set

security mode to none. Click OK.

General Settings

Security Mode: none

Profile Name: IQUE‘S»'r I

v
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3 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List

and click Add to create a SSID for staff.
In Profile Name and SSID, key in Staff.
In Security Profile, select Staff.

In VLAN ID, key in 10. Click OK.

€ Add SSID Profile

= Cregte new Object~

Profile Neme:
3SID:
Security Profile:
MAC Filtering Profile:
Layer-2 Isolation Profile:
Qos:
Rate Limiting {Per Station Traffic Rate)
Downlink:
Uplink:
Band Select:
Forwarding Mode:
VLAN ID:
[T Hidden SSID
F1Enable Intra-BSS Traffic blocking
1 Enable U-APSD

M 5chedule SSID

BEG I
[Sioft -]

disable v
disable v
WMM v
0 mbp |¥| (0~140, 0is unlimited)
0 mbpiv (0~180, Ois unlimited)
disable St
Local bridge Y.
o | (1~4094)
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4 Click Add to create a SSID for guest in vian20.

In Profile Name and SSID, key in guest.
In Security Profile, select guest.
In VLAN ID, key in 20. Click OK.

www.zyxel.com

© Add SSID Profile
5 Crecte new Object»

M Hidden SSID
1 Enable Intra-BSS Traffic blocking
[ Enable U-APSD

[F15chedule 551D

Profile Name: | cuest |
SSID: Guest |
Security Profile: fcuest ~]
MAC Filtering Profile: disable v
Layer-2 Isclation Profile: disable v
Qos: WM -
Rate Limiting (Per Station Traffic Rate)
Downlink: 0 mbp ¥ | (0~160, 0is unlimited)
Uplink: 0 mbp (¥ (0~180, Ois unlimited)
Band Select: disable v
Forwarding Mode: Local bridge X
VLAN ID: 120 | (1~4094)
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2.2.2.5 Configure AP Profile to Broadcast SSID
Go to CONFIGURATION > Wireless > AP Management > AP

1

Group, click Edit for default group.
In Radio 1T and Radio 2, set the SSID profile, Staff
Click OK to apply the configuration.

www.zyxel.com

and guest.

Radio 1 Setting

OPMode ® AP Mcde ©'MONMode ©'RootAP ©'Repecter AP
Radio 1 AP Profile: default v
Max Qutput Power: 30 dBm (0~30)
& Edit
# 3SID Profile
“Staff
2 'guesf
3 disable
4 disable
5 disable
6 disable
7 disable
8 disable

Radio 2 Setting
OPMode @ AP Mode ©'MONMode ©'RootAP  ©'Repecter AP
Rodio 2 AP Profile: defauli2 ~
Max Quiput Power: 30 dBm (0~30)
& Edit
# S3ID Profile

"Staff

2 guest

a

(5}
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2.2.3 Test the Result
1 Use alaptop to select SSID Staff and key in the security setting
for connection. After connection successful, laptop can get
an IP in VLANT10.

DHCP Enabled Yes
|Pwd Address 152.168.10.100
|Pvd Subnet Maslk 255.255.255.0

2 Use a mobile phone to select SSID guest and connect to it.

After connection is successful, mobile phone can get an IP in

VLANZ20.
IP ADDRESS

BootP Static
IP Address 192.168.20.100
Subnet Mask 255.255.255.0

3 The connected stations are visible in NXC controller MONITOR
> Station Info > Station List.

Station List
# |P Address Associated AP SSID Name Signal Stre... Channel Tx Rate Rx Rate
1 192.168.10.100  AP-AQE4CB7... Stoff _socdemulll 36 216M 270M
2 192.168.20.100  AP-BBECA3I1... Guest -50aBmuill 1 65M 24M
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2.2.4 What Could Go Wrong?
1 When USG is a DHCP server, users may not get IP if USG and
switch do not set VLANT0 and VLANZ20.
2 When NXC is a DHCP server, user may not go to Internet if the
policy route does not set to outgoing-interface.
3 For the broadcasting the radio, the example only sets radiol
for 2.4GHz. If 5GHz also needs to broadcast the same setting,

you can setin radio2 with the same operation steps.
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2.3 How to Set up Fail Over/Fall Back?

The example instructs how to set up fail over and fall back. All
management APs connect to NXC controller 1 in this example. When
the NXC controller 1 fails to connect, all managed APs are controlled by
NXC controller 2 by fail over setting. Once NXC controller 1 works again,
the APs are back to NXC conftroller 1 via fall back setting.

forin
— e L]
NXC Controller

vian0 IP 192.168.1.60

G
= - i o ol e e

NXC Conftroller
vian0 IP 192.168.1.55

UsG
WAN IP 172.51.31.98
LANIP 192.168.1.10

Zyxel Switch
LANIP 192.168.1.48

i

Managed AP

Figure 2.3 Fail Over and Fall Back

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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2.3.1 Configure Fail Over and Fall Back

1

To set the fail over in CONFIGURATION > Wireless > AP
Management > AP Policy, enable Force Override Controller IP
Config on AP. Select Manual and set the Primary Controller:
192.168.1.55 and Secondary Controller: 192.168.1.60

[w] Force Override Controller IP Config on AP)

Override Type: Auto
Primary Controller: 192.168.1.55
Secondary Controller: 192.168.1.60

To set the fall back in CONFIGURATION > Wireless > AP
Management > AP Policy, enable Fall back to Primary
Controller when possible. When the Fall Back Check Interval is
set to 30 seconds and the APs have fransferred to the
secondary controller because of the primary one fails to
connect, the APs check whether the primary controller works
every 30 seconds and change back to associate with the
primary one as soon as it's available.

[i#] Fall back to Primary Controller when possibld

Fall Back Check Interval: 30 {(30-86400 seconds)

52/309



ZYXEL S——

2.3.2 Test the Result
1 In MONITOR > Log, check whether the NXC controller 1 sets the
configuration for the AP(s). Logs show the messages after the

configuration is applied to in the AP.

#+ Time Priority Category Message
1 2017-09-... info CAPWAP Success Send Updating Configuration to AP, MAC:04:BF:6D:16:1A:CC.Name:AP-04BF6D161 ACC ,Model:WAC6103
2 2017-0%9-... info CAPWAP Start Send Updating Configuration to AP. MAC:04:BF:6D:16:1A:CC,Name:AP-04BF6D161 ACC Model:WAC6103D-1

2 Disconnect the NXC controller 1 from switch, and the
managed APs go fo find NXC conftroller 2 and get controlled
by it. In NXC controller 2, when the AP is controlled by the 2nd
NXC, the 2nd NXC also sends configuration to the AP and
shows in log.

#+ Time Priority ~ Category Message
1 2017-0%-... info CAPWAP Success Send Updating Configuration to AP, MAC:04:BF:6D:16:1A:CC ,Name:AP-04BF6D161ACC Model:WAC6103
2 2017-09-... info CAPWAP Start Send Updating Configuration to AP. MAC:04:BF:6D:16:1A:CC ,Name:AP-04BF6D161 ACC Model:WACE103D-1

3 In NXC conftroller 2, the AP also shows in MONITOR > Wireless >
AP Information > AP List.

AP List

# Status Registration Description CPU Usage IP Address Model Version Group Station LED status Power Mo...
IW @ MgmtAP AP-04BFéD... 6% 192.168.1.190 WAC6103D-1 5.10{AAXH... default 0 XQ Full

4 When NXC confroller 1 links up again, the AP is controlled by
NXC controller 1 again after 30 seconds.

#4 Time Priority  Category Message
1 2017-09-... info CAPWAP Success Send Updating Configuration to AP. MAC:04:BF:6D:16:1A:CC.Name:AP-04BF6D161 ACC, Model:WAC6103]]
2 2017-0%-... info CAPWAP Start Send Updating Configuration to AP. MAC:04:BF:6D:16:1A:CC,Name:AP-04BF6D161 ACC Model:WAC6103D-1
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2.3.3 What Could Go Wrong?

1 The controllers need to have the same configurations/profiles
and firmware, or the AP changes the setting/firmware after
doing fail over.

2 If NXC conftrollers 1 and 2 control different APs, after the APs
policy settings are applied, clear the Force Override option on
controller 2 via unchecking the Force Override Controller IP
Config on AP to avoid overriding the setting of APs from NXC
confroller 1.

General Settings

=] Force Override Controller IP Config on AP|
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2.4 How to Set up Mesh to Extend Wireless Coverage?

The example instructs how to set up ZyMesh. When AP’s signal needs to
extend, use ZyMesh to set up connection between root AP and
repeater AP. Because ZyMesh profile makes the WDS connection, the
root AP and repeater AP don’'t need to use the same SSID for users
connecting.

ZyxEL GELL -
o - sssas | = Ty
UsG NXC Controller ZyXEL Switch
WAN IP 172.51.31.98 LANIP 192.168.1.55 LANIP 192.168.1.48

LANIP 192.168.1.10

Root AP Repeater AP

Figure 2.4 Setup ZyMesh for Root AP and Repeater AP

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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2.4.1 Configure ZyMesh Profile
1 Bothroot AP and repeater AP need to use the same ZyMesh

profile to set up connection.
Go to CONFIGURATION > Object > ZyMesh Profile, Click Add to
create a ZyMesh SSID and pre-shared key. The ZyMesh SSID
hides and it is not visible.
In General Settings, set Profile Name, ZyMesh SSID, and
Pre-Shared Key. Click OK.

& Add ZyMesh Profile

General Settings

Profile Name: ZyMesh_Setup
IyMesh SSID: ZyMesh_Setup
Pre-Shared Key: |12345678 |
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2.4.2 Configure Root AP and Repeater AP

1

2

In the same AP, radio 2 is not able to work as the repeater
when radio 1 is root AP. Select an AP in CONFIGURATION >
Wireless > AP Management > Mgnt. AP List to edit the selected
AP asroot AP.

In Radio 1 Setting, check Override Group Radio Setting. Select
Root AP and ZyMesh_AP as the Radio 1 ZyMesh Profile. Click OK.

Radio 1 Setting

|¥ Override Group Radio Setting]
OP Mode © AP Mode © MON Mode

© Repeater AP

Radio 1 AP Profile: default %

Radio 1 ZyMesh Profile: |zymesh_ap |

Select an AP in the Mngt. AP List and configure the AP as
repeater in CONFIGURATION > Wireless > AP Management >
Mgnt. AP List.

In Radio 1 Setting, check Override Group Radio Setting. Select
Repeater AP and ZyMesh_AP as the Radio 1 ZyMesh Profile.
Click OK.

Radio 1 Setting
I@ Override Group Radio Seﬁingl

OP Mode © AP Mode © MONMode @ RootAP |©@ RepeaterAP| B
Radio 1 AP Profile: default i
Radio 1 ZyMesh Profile: |zymesh_aP |
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2.4.3 Test the Result
1 Check ZyMesh Link Info in MONITOR > Wireless > ZyMesh >
ZyMesh Link Info. When the ZyMesh sets up successfully, root

AP and repeater AP information shows in the ZyMesh link info.

ZyMesh Link Info

# Description IP Address ChannellD  Hop Uplink AP Info ~ SSIDNeme  SignalStre... LinkUpTime MAC Addr... TxPower
1 AP-AOE4CB7E.. 192.168.1.191 6 1 Root/AP04... IyMesh_ap -50dBm/-.. 2017/09/1... A2:23:CB:7... 28dcBm
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2.4.4 What Could Go Wrong?

1

If the ZyMesh profiles are not the same on root AP and
repeater AP, it's not able to connect using ZyMesh successfully.
Go to CONFIGURATION > Wireless > AP Management > Mgnt.
AP List to make sure root AP and repeater AP's ZyMesh profile

are the same.

Radio 1 Setting
¥ Overide Group Radio Setting]

OP Mode © AP Mode © MON Mode © Repeater AP B
Radio 1 AP Profile: default v
Radio 1 ZyMesh Profile: IZy‘Mesh_AP "I
Radio 1 Setting
| ¥ Override Group Radio Sefﬁnc__:;]
OP Mode © AP Mode O MONMode ©RootAP |©@ Repeater AP| ©
Radio 1 AP Profile: default v
Radio 1 ZyMesh Profile: IZyMesh_AP VI
When ZyMesh set up, the repeater AP’'s throughput is lower
due to path loss.
When ZyMesh set up, the repeater AP’s uplink port is down to
avoid loop. It is able to bridge via uplink port by checking
Enable Wireless Bridging in repeater AP’s setting. The repeater
AP can still fransmit data through its Ethernet port.
] Override Group Radio Setting
OF Mode © AP Mode © MONMode © RootAP @ RepeateraP
Radio 1 AP Profile: defoult v
Radio 1 ZyMesh Profile: ZyMesh_AP N

I Encble Wirsless Bn'dgingl
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4 The APs’ country code must be the same for setting up ZyMesh
connection. You can check the country code in
CONFIGURATION > Wireless > Controller

Controller Setting

Couniry Code: Toiwan N

5 DCS onroot and repeater AP will cause the ZyMesh
disconnected when the AP change to the other change. So,
please disable DCS or set longer time for doing DCS when

building up a ZyMesh deployment.
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2.5 How to Set up Seamless Wireless Roaming?

The example instructs how to configure two APs profile and topology for
roaming. These two APs need to use the same SSID, security, DHCP
server, and signal overlap. The two APs have the same DHCP server
from USG, and this example shows how to configure APs in the same
SSID and security.

T I—;‘f—_”; . e -

usG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vlanO IP 192.148.1.55 LAN IP 192.168.1.48
LAN IP 192.168.1.10

@
e

AP1

Figure 2.5 Roaming from AP1 to AP2

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).

61/309



ZYXEL S——

2.5.1 Configure APs via AP Group
1 Roaming needs to use the same SSID and security. AP group

can assign APs’ configuration, so that APs have the same SSID
and security.
Create a new security profile for roaming.
Go to CONFIGURATION > Object > AP Profile > SSID > Security
List, Click Add.
In General Settings, key in Roaming as profile name, and set
security mode to wpa2.
In Authentication Settings, select to PSK and key in Pre-shared
Key. Click OK

General Settings

Profile Name: | Rooming |

Security Mode: {wec2 v|

Fast Roaming Settings

[ 802.11r

Radius Seftings

Radius Server Type: Internal v

MAC Avuthentication Setting

[ MAC Authentication

Authentication Settings

D 802.1X

® psk

Pre-Shared Key: |1 coz2wsx |
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2 Create a new SSID for roaming.

www.zyxel.com

In Profile Name and SSID, key in Roaming.

In Security Profile, select Roaming. Click OK

€ Add SSID Profile

=1 Create new Object »

Profile Name:
SSID:
Security Profile:

MAC Filtering Profile:

Loyer-2 Isolation Profile:

QoS!

I Rocming I

IRocming I
IRochng vI

discble v

discble v

WhAM >
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3 Create a new AP group for roaming, and select AP1 and AP2
as member of the AP group.
In Profile Name, key in Roaming.
In Radiol Setting and Radio 2 Setting, change SSID profile to
Roaming.

In AP List, move two APs from Available to Member. Click OK.

& Add AP Group Profile

General Settings

Group Name: |Rocming |

Description: (Optional)

Radio 1 Setting

OPMode @ ApMode © MONMode ©RootAP @ Repeaterar @
Radio 1 AP Profile: default v

Maox Qutput Power: 30 dBm (0~30)

& Edit
#  SSID Profile
Il 'Rocming
2 disable

Radio 2 Setting
OPMode @ aAPmMode © MONMode @D RootAP @ Repecterar @
Radio 2 AP Profile: default2 v
Max Output Power: 30 dBm (0~30)

#__ SSID Profile
1 'Roofning
2

disable

AP List
Available Member
=== default ===
= AP-048F6D161ACC[04:8F:6D:16:1A:CC)
AP-AQE4CB7EEC22(AQ:E4:CB:7E:EC:22]
+
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2.5.2 Test the Result
1 User connects to the SSID and make sure the user can access
the Internet without any problem.
2 When user is roaming from AP1 to AP2, the connection is not
interrupted because of reconnection from AP1 to AP2.

. - "

3 AP1 w\ \ leossocp’non ? AP2 \
% R | { Re-associafion |

\ . .~

‘ — hWOwnq ‘s\"J* 3
E L —_— _ /
\ ¢

. =7 \. / 4 V4

\ %
~ - * 3 ~ £

o =
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2.5.3 What Could Go Wrong?

User may disconnect when AP1 and AP2's signal is not
overlapping. If the Max out power is 30 and two APs still don't
overlap, please move these two APs closer to make signal

overlap.

When AP1 and AP2 overlapping is too large, the AP1 and
AP2's signal are interference to each other. Here are two ways
for solving this issue. One is to make these two APs more far
away from each other; the other is fo decrease Max output

power.
Radio 1 Setting
OPMoce ® apMode ©MONMode ©RootAP @ Repeaterar @
Radio 1 AP Profile: default N
Maox Qutput Power: |10 | dBm(o~30)

# SSID Profile
1 Roaming
2 disable

3 Enable threshold in radio might cause disconnection between

AP and station. When the overlap area RSSI is lower than
threshold value, station is not able to connect to AP. The
Station Signal Threshold and Disassociation Station Threshold

should be lower than the overlapping area’s RSSI.
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Enable Signal Threshold

Station Signal Threshold: |-?6 | dBm (-20 ~ -76)

Disassociate Station Threshold: [30 | dbm (-20 ~ -105)

4 ‘'Band Select” may potentially cause interruptions for
time-sensitive applications because of roaming delays. So, it's
suggested disabling band select.

5 The connection might not be stable if the “Load Balance™” is
enabled and the maximum station number is reached. The
roaming station may connect to the AP and disconnect soon.

6 It's up to station to roam or not. The roaming tendency is able

to modify in computer’s setting.
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2.6 How to implement Wireless VolP Best Practice (VoWiFi)?
This guide provides several recommendations to optimize the quality of
VolP and mitigate the latency when mobile devices roaming between
APs. For the roaming, the two APs have the same DHCP server from USG,
and this example shows how to configure APs in the same SSID, security
and enable important features.

@

AP2

Iyxel switch
LAMNIP 192,148.1.2
WLAMN-Trunking

m 0 | ]

UsGE
-E EEEE
MN¥C controller
VLAMD IP 192.168.1.10

LAN IP 192.168.1.5
VLAM20 IP 192.168.20.10 AP1 VolP phone

WLAMN20 IP 192.168.20.5|DHCF Server]

Figure 2.6 VolP phone roaming from AP1 to AP2

‘if Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.33), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.50).
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2.6.1 Configure Interface
1 The USG have a VLAN20 DHCP pool only for Voice phones.
Connect Switch to NXC gel (P1), and connect all APs to the
switch. The switch ports connect all the devices must have in
the VLAN 20 with Tx Tagging.
2 Inthe NXC, go to CONFIGURATION > Network > Interface >
VLAN, Click Add to create a new VLAN (VLANZ20).
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In General Settings, check Enable. In Interface Properties, key

in Interface Name, key in vlan20; set VID with 20.

In Member Configuration, set gel to be a Member and Tx

Tagging fo yes.

In IP Address Assignment-Use Fixed IP Address and key in IP
Address, Subnet Mask. Click OK.

General Settings

Enable

Interface Properties

Interface Name:

VID: (1~4094)
7one: LAN v O
Description: (Optional)
Member Configuration
I 1 gel yes yes I
2 ge2 no no
3 ged no no
4 ged no no
5 gcs no no
6 geéb no no
IP Address Assignment
D Get Automatically
@ Use Fixed IP Address
IP Address: 192.168.20.10
Subnet Mask: 255.255.255.0
Gateway: 192.168.20.5 (Opticonal)
Metric: 0 (0-15)
DHCP Setting
DHCP: None v
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2.6.2 Configure AP profile with Security, SSID and radio
1 Create a new security profile for VolP phone roaming and

must enable 802.11r for fast roaming.
Go to CONFIGURATION > Object > AP Profile > SSID > Security
List, Click Add.
In General Settings, key in VolIP as profile name, and set
security mode to wpa2.
In Fast Roaming Settings, enable 802.11r.
In Authentication Settings, select to PSK and key in Pre-shared
Key. Click OK

General Settings

Profile Name: |VO|P I
Security Mode: pr02 I v

Fast Roaming Settings
Ml802.11r

Radius Settings

Radius Server Type: Internal v

MAC Avuthentication Setting
[CIMAC Authentication

Authentication Settings

©802.1X
® psk

Pre-Shared Key: |12345678 I
Cipher Type: aes v
Idle timeout: 300
Group Key Update Timer: 30000

[CI Management Frame Protection
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2 Create a new SSID for VoIP phone roaming.
In Profile Name and SSID, key in VolP.
In Security Profile, select VolP. Click OK.
In Layer-2 Isolation Profile, select disable.
In Forwarding Mode select Local bridge.
In VLAN ID, key in 20.
Check the box of Enable U-APSD and 802.11k/v Assisted

Roaming.

&> Add SsID Profile

.5 Create new Object =

Profile Name: VolIP
SSID: VolIP
Security Profile: VolIP v
MAC Filtering Profile: disable v
Layer-2 Isolation Profile: Idisob\e vI
QoS: WMM v

Rate Limiting (Per Station Traffic Rate)

Downlink: 0 mbps | ¥ (0~160, 0is unlimited)
Uplink: 0 mbps |v  (0~160, 0is unlimited)
[ Band Select
Forwarding Mode: Local bridge v
VLAN ID: 20 (1~4094)

[[] Controller offline policy
[[] Hidden SSID
[T] Enable Intra-BSS Traffic blocking

| Enable U-APSD |

[] Enable ARP Proxy

| ¥ 502.11k/v Assisted Roaming®™ '~ |
[ schedule SSID
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3 Use dedicated SSID for VoWiFi and 5 GHz for the Voice SSID is
the best strategy to improve voice quality. Use 20 Mhz channel
width for the voice SSID.
Edit the default2 profile for 5G radio.
In channel Width, select 20MHz.
Check the box of Enable Signal Threshold, key in -76dBm for
Station signal Threshold and key in -80dBm for Disassociate

Station Threshold.

Check the box of Allow Station Connection after Multiple

Reftries.

&> Edit Radio Profile default2
[ Hide Advanced Settings

General Settings
Activate
Profile Name:

802.11 Band:

default2

11a/n

v

IChorme\ Width:

20MHz

v

Channel Selection:

Enable DCS Client Aware
Enable 5 GHz DFS Aware

@ Time Interval
DCS Time Interval:

© Schedule

Advanced Seftings

Country Code:

Guard Interval:

Enable A-MPDU Aggregation
A-MPDU Limit:
A-MPDU Subframe:

Enable A-MSDU Aggregation
A-MSDU Limit:

RTS/CTS Threshold:

Beacon Interval:

DTIM:

@ DCS

5 GHz Channel Selection Method: auvto

720

Swifzerland

@ Short

50000
32

4096
2347
100

© Manual

© Long

(10~1440 minutes)

(100~65535)
(2~64)

(2290~4096)
(0~2347)
(40ms~1000ms)
(1~255)

Enable Signal Threshold
Station Signal Threshold:

Disassociate Station Threshold:

Station Retry Count:

-76
-80

1

Allow Station Connection after Multiple Retries

dBm 20 ~-7¢6)
dbm §-20 ~-105)

(1~1po)

] Allow 802.11n/ac stations only

i
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2.6.3 Configure AP Group
1 Create a new AP group for VolP Phone roaming, and select

AP1 and AP2 as member of the AP group. The maximum 5 GHz
power should <18dBm to avoid mismatch capability with
client output power.
In Profile Name, key in VOIP-5G_roaming.
In Radio 2 Setting, select default2 for Radio 2 AP Profile and
change SSID profile to VolP.
In Max Output Power, key in 18dBm.

In AP List, move two APs from Available to Member. Click OK.

General Settings

I Group Name: VolP-5G_roaming I
Description: (Optional)
Location: (Optional)

Radio 2 Setting
OP Mode @ AP Mode  © MON Mode © Repeater AP 6

Radio 2 AP Profile: defaulf2 v ©
Max Qutput Power: 18 dBm (0~30)

| 1 VolP |
2 disable
3 disable

AP List

=== Vo|P-5G roaming ===
A6103-
AOE4CB84B8CE(AD:E4:CB:84:B8:CE)
Ab303-
S5CEABOECO4C3(5C:6AB0:EC:04:C3)
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2.6.4 Test the Result
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1 User connects to the SSID and make sure the user can access

the Internet without any problem.

2 When user is roaming from AP1 to AP2, the connection is not

interrupted because of reconnection from AP1 to AP2.

" o= "

‘ Mowvin

\\\
Do
g ~

—_—

AP2

¥
I
{ Re-association
I

\

3 The Voice quality is good has not any delay or lose during 1-2

seconds when VolP phone roaming between AP1 and AP2.
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2.6.5 What Could Go Wrong?
1 User may disconnect when AP1 and AP2's signal is not

www.zyxel.com

overlapping. Please move these two APs closer or add some

APs between two AP to make signal overlap.

2 When AP1 and AP2 overlapping is too large, the AP1 and

AP2's signal are interference to each other. Here are two ways

for solving this issue. One is to make these two APs more far

away from each other; the other is to decrease Max output

power.

Radio 2 Setting

OP Mode @ AP Mode

Radio 2 AP Profile:
Max Qutput Power:

1 VolP
2 disable
3 disable

© MON Mode
defauli2

© Repeater AP
v O

|wo

| dBm (0~30)

[i]
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3 Enable threshold in radio might cause disconnection between

5

AP and station. When the overlap area RSSI is lower than
threshold value, statfion is not able to connect to AP. The
Station Signal Threshold and Disassociation Station Threshold
should be lower than the overlapping area’s RSSI and check
the box of Allow Station Connection after Multiple Retries.

Do not suggest aggressive Disassociate Station Threshold (-80
or lower is suggested) as the steering client behavior may
cause call-drop.

Enable Signal Threshold
Station Signal Threshold: -76 dBm (-20 ~ -76)
Disassociate Station Threshold:  |-80 dbm (-20 ~ -105)

Allow Station Connection after Multiple Refries

Station Retry Count: 1 (1 ~100)

The connection might not be stable if the “Load Balance” is
enabled and the maximum station number is reached. The
roaming station may connect to the AP and disconnect soon.
It's up to station to roam or not. The roaming tendency is able
to modify in computer’s setting.

For RF channel selection, use scheduled DCS channel in
off-hours — Voice call is very sensitive to latency and jitter.
When AP performs channel scanning, it will cause latency and
jitter changes.
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8 For all location desired VoWiFi clients, suggest better than -67
dBm signal coverage for 5 GHz. This usually means in one
location, there will be at least one good signal AP (>-67dBm)
and other 2~3 AP in fair signal (-72~-78dBm).

9 Inthe case that 2.4 GHz must be enabled for the voice SSID,
always set 2.4 GHz power 6~8 dBm lower than 5 GHz. And
don’t use different SSID for 2.4 GHz and 5 GHz for voice
application. It will sometimes confuse the roaming behavior of
the phone device.

10 Don't use Band-steering: it could cause interoperability issues
with WiFi phone. In the worst case scenario, the WiFi phone
determined to use 2.4 GHz only and AP keep trying to steer it
to 5 GHz. For data only, that is usually not an issue but could
lead to Voice quality issue.

11 No more than 3 SSIDs should be enabled on any single AP.
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Optimize the Wireless Environment

3.1 How to Set up User Ratio of 2.4GHz and 5GHz to Avoid WiFi
Congestion?

The example instructs how to configure AP profile with band select.
When 2.4GHz and 5G capable users connect to the AP, user is easy to
connect to 5GHz when enabling band select. This example uses band
select to balance wireless band, 2.4GHz and 5GHz.

] s I_:.ﬁu BTII I It
UsG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vian0 IP 192.148.1.55 LAN IP 192.148.1.48

LANIP 192.168.1.10

Managed AP

2.4G/5G
Caopable User

Figure 3.1 Configure AP profile with Band Select

Q Note:

All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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3.1.1 Configure Band Select
1 Band select setting is in SSID. Before creating a new SSID,

security is necessary to create first. Go to CONFIGURATION >
Object > AP Profile > SSID > Secuirity List, click Add to create a
new security rule for band select.
In General Settings, use BandSelect as the Profile Name, and
wpa2 as the Security Mode.
In Authentication Setftings, select PSK and make a Pre-Shared
Key. Click OK.

General Settings

Profile Name: IBcndSelec- I
Security Mode: I wpa?2 vI

Fast Roaming Seffings

[[s02.11r

Radius Settings

Radius Server Type: Internal v

MAC Avuthentication Sefting

[[] MAC Authentication

Authentication Seftings

© 802.1X

® 25K

Pre-Shared Key: 135797531
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2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click Add to create a new SSID for band select.
Use Band_Select as the Profile Name and SSID. Select
BandSelect as the Security Profile.
In Band Select, select standard o let user easy access to AP
via band 5GHz. Check Stop Threshold and set station number
to 10. Check Balance Ratio and select 4:1. Click OK.

€2 Add SSID Profile

5] Create new QObject «

Profile Name: IBcrd_Se!ecf l

$SID:
Security Profile: I Bandielect vI
MAC Filtering Profile: disable v
Layer-2 Isolation Profile: discble v
Qos: WMM v

Rate Limifing [Per Station Traffic Rate)

Downlink: 0 mbps| ¥ (0~160, 0 isun m.’redl
Uplink: 0 mbps | ¥ [0~160, Ois unlimited)
Band Select: | standard |

| stop Threshold |10 |  Station (10~20)

|¥ Balonce Ratio [4:1 1]  (5GHz: 2.4GHz)
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3 Go to CONFIGURATION > AP Management > AP Group, click

Add to create a new group for band select.

In General Setting, set Group Name as Band_Select.

In Radio 1 Setting and Radio 2 Setting, select SSID profile

Band_Select.

In AP List, select APs fo Member. Click Override Member AP
Setting. Click Yes when window pop up.

€) Add AP Group Profile

General Settings
Group Name:

Description:

Radio 1 Setting

OPMocCe @ aAp Mode

Radio 1 AP Profile:

Maox Qutput Power:
#__ SSID Profile

Il 'Bcnd_SSIecfl
2 disable

| Band select

© MON Mode
aefault

30

(Optionall

© RootAP @ Repecterar @

v

dBm (0~30)

Radio 2 Setting

OPMode @ ap Mode

Radio 2 AP Profile:

Max Output Power:

# SSID Profile
I ] 'Bond_Selecfl
2 disable

© MON Mode
default2

30

© Root AP © Repecterar @

v

dBm (0~30)

AP List

Available

Member
=== defgulf ===

AP-048F6D161ACC(04:8F:6D:16:1A:CC)

AP-AQE4ACB7EEC22{AQ:E4:CB:7E:EC:22)
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3.1.2 Test the Result
1 Use a 2.4GHz and 5GHz supported device (ex. Mobile phone
or laptop) to connect with SSID Band_Select. The device

connects to 5GHz first when it connects to the SSID.
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3.1.3 What Could Go Wrong?

1 If the AP does not support dual band, band select does not
work.

2 When the connected station number is greater than stop
threshold station number, the band select stops working.

3 Band Select may potentially cause interruptions for
time-sensitive applications if the client only has 2.4G ability,
like roaming delays.

4 The stafion connected ratio is approximately the ratio you

select in the SSID profile setting.
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3.2 How to Set up RSSI Threshold to Avoid Low Rate User

Connection Affected Wireless Performance?

The example instructs how to set up RSSI threshold. RSSI threshold ensure
wireless clients receive good signal to prevent them from being
impacted by the others with poor signal. There are two RSSI value to set.
One is station signal threshold which sets a minimum client signal
strength to connect with AP; the other is disassociation station threshold
to sets a minimum kick-off signal strength.

el - 1] e I_E - -
UsG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vlanQ IP 192,168.1.55 LANIP 192.168.1.48

LANIP 192.168.1.10

@ Managed AP

Connected Client
RSSI < -85dBm

New Client
RSSI < -75dBm

Figure 3.2 RSSI Threshold

'if Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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3.2.1 Configure Radio Setting for RSSI Threshold

1 Go to CONFIGURATION > Object > AP Profile > Radio, click
Add to add a new 2.4GHz radio, RSSI_Threshold, for setting RSSI
threshold. Click Show Advanced Settings to check Enable
Signal Threshold, and edit the value for Station Signal
Threshold and Disassociation Station Threshold. Click OK. The
station needs signal strength at least -76dBm to make
connection with AP, and when the signal is less than -80dBm,
the AP disconnects with client.

[¥] Enable Signal Threshold
Station Signal Threshold: 76 dBm (-20 ~ -7}

Disassociate Station Threshold: |-80 dbm (-20 ~ -105)
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3.2.2 Apply Radio with RSSI Threshold
Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default and Edit it. In Radio 1 Setting, change
radio 1 AP Profile to RSSI_Threshold. Click Override Member AP
Setting, and the click Yes to apply setting to member APs.

1

www.zyxel.com

Radio 1 Setting
OPMode @ Ap Mode
Radio 1 AP Profile:

Max Ouiput Power:

£ MON Mode

© Root AP

IP.SSI_Tkresho d

M

5

dBm (0~30}

© RepeateraAr @
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3.2.3 Test the Result
In MONITOR > Station Info > Station List, check the new
connected client’s signal strength is stronger than -76dBm.

1

2

www.zyxel.com

Station List

# |P Address
192.148.10.100

Associated AP SSID Name Signal Stre... | Channel Tx Rate Rx Rate

AP-AQEACB7... Staff -sodemulll | 36 216M 270M

In MONITOR > Log >View AP Log, select the AP to which the
station is connected and query its log. When the connected
client’'s RSSl is less than -80dBm, the AP kick-out the station
because of the RSSI threshold.

2
3

2017-0...
2017-0...

info

info

Wian Station Info  STA Association. MAC:00:19:CB:32:BE:AC, AP:AP04, interface:...

Wian Station Info  STA: 00:19:cb:32:be:ac has blocked by Lower STA Signalon C...

After modifying the RSSI threshold, it's necessary to check the

station’s connection status to fine tune the setting value. For

example, if the stations don't connect to the nearer AP but

the far one, you can adjust the disassociation station threshold

to bigger value.
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3.3 How to Set up Rate Limiting for Bandwidth Control?

The example instructs how to set up rate limiting for each station fraffic
rate. In this example, downlink is fo set the maximum incoming
transmission data rate, and uplinks is fo set the maximum outgoing
transmission data rate for each client connected to specific SSID.

Intermnet

- =
E 0] I - T TTTT s
Iynel USG MXC Controler Iywel Switch
WaM P 172.51.31.98 wvignQ IP 192.168.1.55 LAM IP 192.148.1.48
LAM IP 192,168,110

= Uplnk: Smbps

el Dowrilink: 10mbgs

Shol Managed AP
alion

Figure 3.3 Uplink and Downlink Rate Limiting per Station

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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3.3.1 Configure Rate Limiting
Go to CONFIGURATION > Object > AP Profile > SSID, click Add
to add a new SSID, RatelLimiting. Set the Downlink and Uplink

1

www.zyxel.com

maximum transmission data rate per station traffic. Click OK.

& Add SSID Profile

15 Create new Object »

Profile Name:

Ratelimiting

SSID: Raotelimiting

Security Profile: default v

MAC Filtering Profile: discble ¥

Layer-2 Isolation Profile: disable v

Qod: WhM v

Rate Limiting (Per Station Traffic Rate)
IDown ink: 10 fnbpsﬂ (0~160, O is uniimited)
jupiink: 5 mbps|¥]  (0~160, Ois uniimited)
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3.3.2 Apply Rate Limiting to Management AP
1 Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default and Edit it. In Radio 1 Setting/Radio 2
Setting, change SSID Profile to Ratelimiting. Click Override
Member AP Setting, and the click Yes to apply setting to

member APs.

Radio 1 Setting
OPMocCe @ ap Mode
Radio 1 AP Profile:
Max Qutput Power:
o Edit

# SSID Profile
1 | Ratelimiting
2

disable

2 MON Mode
aefault

30

~ Root AP

© RepeateraAr B

dBm (0~30)

Radio 2 Setting
OP MoCe  ® AP Mode

Radio 2 AP Profile:

Max Qutput Power:

nm

# SSID Profile

Ratelimitin

J MON Mode

Q
2
Q
C
=
(]

)
(=)

© Root AP

© Repeater Ap 3

dBm (0~20)
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3.3.3 Test the Result
1 When the station connected to AP via SSID Ratelimiting, the
maximum incoming fransmission data rate is not over 10mbps,
and maximum outgoing fransmission data rate is not over
Smbps.

® PING © DOWNLOAD (® UPLOAD
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3.4 How to Share AP loading to Optimize Wireless
Performance?

The example instructs how to set up AP group with load balance. There
are three types for load balance, by station number, by traffic level,
and by smart classroom. This example shows the configuration of these
three kinds of load balance for different scenarios and the load
balance is set per radio.

=

Maonoged AFZ
== =
T T T T I_g oo -
Tymel USG MEC Conftroler Iyxel Switch
WAN P 172.51.31.78 whar 1P 192.168.1,55 LAM IF 192.148.1.48

LAMN IP 172,188,110

Manoaged AP

A ALY

S

EEER

Figure 11 Load Balance

-

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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3.4.1 Configure Load Balance to “by Station Number”
Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default for editing.

1

www.zyxel.com

In Load Balancing Setting, check Enable Load Balancing and

Disassociate station when overloaded. Change Mode to by

Station Number and set the Max Station Number. Click

Override Member AP setting. Click Yes. When the station

number is greater than the max station number, AP

disconnects clients by the longest idle time first, and then by

the poorest signal strength.

Load Balancing Setfting
¥ Encble Load Balancing
Mode:

Max Station Number:

I By Station Number "]

E j

| Disassociate station when overloaded
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3.4.2 Configure Load Balance to “by Traffic Level”

1

Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default for editing.

In Load Balancing Setting, check Enable Load Balancing and
Disassociate station when overloaded. Select Mode to by
Traffic Level and set the Traffic Level. Click Override Member
AP setting. Click Yes.

For load balancing by fraffic level, the total throughput is
defined as High: 35Mbps; Medium: 23Mbps; Low: 1TMbps.
When total throughput of connected stations exceed the
selected fraffic level, AP disconnects clients with the longest

idle time first, and then with the poorest signal strength.
Load Balancing Sefting

& Encble Load Balancing

Mode: IE’;-' Traffic Level vl

Traffic Level: ILow vI

¥, Disassociate station when overloaded
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3.4.3 Configure Load Balance to “by Smart Classroom”

1

Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default for editing.

In Load Balancing Setting, check Enable Load Balancing.
Select Mode to by Smart Classroom and set the Max Station
Number. Click Override Member AP setting. Click Yes. When
the station number is greater than the max station number, AP

disconnects clients with the poorest signal strength.

Load Balancing Sefting

. Encble Load Balancing

Mode: [B'-,' Smart Classroom V]

Max Station Number: | 10 | (1~127)
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3.4.4 Test the Result

1

When load balancing by station number, the AP disconnects
client with the longest idle time first, and then with the poorest
signal strength if the client number is greater than setting
number.

“eu,
ey

. AP1 Poor signal AP2
to AP1
Max station #: 3 - T \ .
v

’...' . 9 -._.. ..'-. A
f ¢ l v , Q _ Move to nearby
_- AP2 fo connect

Signal sirength: good

The traffic level is set to low and the maximum bandwidth
allowed is 11 Mbps. When total throughput of connected
stations exceed the selected traffic level, AP disconnects
clients with the longest idle time first, and then with the poorest
signal strength.

. AP 1 Poor signal
to AP1 .
Traffic level: High P*—f - i T \

s— g, o, AP2

PR P A
S ¢ S R 1

Total throughput: 50Mbps
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3 When the station number is greater than the max station
number, AP disconnects clients with the poorest signal
strength.

‘.,,.‘y‘1 ...)1
o SOA A —

D Q ........ s — U ﬁove to nearby

AP2to connect
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3.4.5 What Could Go Wrong?
1 It needs two APs to do the load Balance, or the function is not
workable.
2 Load balance’s purpose is sharing loading instead of limiting
the station numbers.
3 If all APs are over max station number setting/traffic level, the

stations still can connect to APs.
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Secure the Wireless Environment - 802.1x

4.1 How to Configure 802.1x to Secure the Wireless

Environment with an External RADIUS Server?

The example instructs how to set up NXC controller with an external
radius server. When station wants to connect with AP, you can use an
AAA server to provide access control fo your network. In this example,
the radius server is external but not embedded in NXC confroller, and
the Radius server is set ready for authentication.

/

Radius Server

E A - l—*ﬂ’“ . -

usG NXC Controller Zyxel Switch

WAN IP 172.51.31.98 vianO IP 192.168.1.55 LANIP 192.168.1.48
LANIP 192.168.1.10

Managed AP

Figure 4.1 Set up AP/NXC with an External Radius Server

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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4.1.1 Configure Radius Server Setting
Go to CONFIGURATION > Object > AAA Server > RADIUS, click
#1 radius, and then click Edit. Set the Server Address, and

Authentication Port is 1812. Enter the Key for Radius server and

1

click OK.

www.zyxel.com

General Settings
Name: radius

Description:

Authentication Server Settings

Server Adaress:

Authenticotion Pori: Iia]

Backup Server Address:
=}

Backup Authentication Port:

(ey. I........

(Optional)

(IP or FQDN]
(1-6553

(iP or FQDN] (Optional)

()]

\
I

(1-65535] (Optional)

2 Go to CONFIGURATION > Object > Auth. Method, click #1
default, and then click Edit. Change the Method to group

radius. Click OK to save.

¥ Edit Authentication Method default

General Settings

10
QO

Name: d

& Add

# Method List

W Edit Remove Move

Il rgroup -'cdiusl
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4.1.2 Configure AP Profile

1

www.zyxel.com

Configure AP profile to use 802.1x authentication and user

needs to log in with their ID and Password when connecting to
AP’s SSID. Go to CONFIGURATION > Object > AP Profile > SSID >
Security List, click Add to add security for 802.1x.

In General Settings, enter the Profile Name and select Security

Mode to wpa2.

In Radius Settings, select Internal that means the

authentication needs NXC to communicate with external

radius server.

In Authentication Settings, select 802.1x and Auth. Method is

default. Click OK.

€2 Add Security Profile

General Settings
Profile Name:
Security Mode:

Fast Roaming Settings
[E802.11r

Radius Settings

Radius Server Type:

MAC Avuthentication Seffing

[C] MAC Authentication

Authentication Settings

Auth, Method:

ReAuthentication Timer:

I:laciu:. I

Iw:::ch "I

I nterna LI

Idefc.;lf vI
0

(30~30000 seconds, 0 is unlimited)
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2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click add to add a SSID for connection with 802.1x security.
Key-in the Profile Name and SSID, and change Security Profile

to RadiusTest which sets in step1. Click OK to save.
& Add SSID Profile

1.5 Create new Object «

Profile Name: RadiusTest
SSID: RadiusTest
Security Profile: Radius v

3 Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default to Edit. Change SSID to RadiusTest in the
SSID Profile. Click Override Member AP Setting to apply the
SSID to AP and click Yes in the pop-up window. Click OK.

<! Edit AP Group Profile default

General Settings
Group Name: default

Description: {Optional)

Radio 1 Setting

OPMode  ® aApMode @ MON Mode D Repeaterap @
Radio 1 AP Profile: gefault v

Max Output Power: 30 dBm (0~30)

& Edit

# SSID Profile
Il 'Rodiquest
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4.1.3 Test the Result
1 Before connecting the SSID, the computer needs to do some
settings to make connection successfully.
Opening Network and Sharing Center in computer, click Set
up a new connection or network for building up a new

network.

Change your networking settings

'{Lﬁ. Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

2 Select Manually connect to a wireless network. Click Next.

@ Set Up a Connection or Metwork —

Choose a connection option

»

Connect to the Internet .
Set up a wireless, broadband, or dial-up connection to the Internet.

L | et up a new network
-« Configure a new router or access point.

m

M Manually connect to a wireless network
pll Ccnnect to a hidden network or create a new wireless profile
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3 Key-in the SSID Network name and change the Security type
to WAP2-Enterprise, and the Encryption type is AES. Click Next.

Enter information for the wireless network you want to add

Metwork name: RadiusTest
Security type: ’WPAE- Enterprise - ]
Encryption type: ’AES v]

4 Select Change connection settings.

Successfully added RadiusTest

’ - Change connection settingsl

Open the connection properties so that I can change the settings.

5 Change Security type to WPA2-Enterprise, and Encryption
type is AES. Click Settings.

Connection | Security

Security type: |wea2 Enterprise -

Encryption type: IAES v]

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) || settings |
[¥f] Remember my credentials for this connection each
time I'm logged on
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6 Uncheck Validate server certificate and click Configure.

Protected EAP Properties
When connecting:
| Validate server cerﬁﬁmﬂ

Connect to these servers:

Trusted Ro Ficakion aul

D

[ Baltimore Eybe-rTrust Root ¥
[] certification Authority of WaoSign

[ Certum CA

[ class 3 Public Primary Certification Autherity

[ DigiCert Assured ID Root CA

[ pigiCert Global Root CA -
'y m | »

*

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Searedpassmcrd(EAPMSU-{APvij V] I Configure... I

— i

7 Uncheck the checkbox in the pop-up window. Click OK.
EAP MSCHAPY2 Properties [

When connecting:

[ Automatically use my Windows lagon name and
passward (and domain if amy).

| ok || Cancel
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8 Back to the security setting page and click Advanced settings.

9

seaty

Security type: |WPA2-Enterprise

Encryption type: [AES

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP) v|| settings

time I'm logged on

I Advanced settings I

[ Remember my credentials for this connection each

802.1¥ settings | 802,11 settings

E Spedfy authentication mudel

[User or computer authentication v]

Delete credentials for all users

Save edentials

Check Specify authentication mode. Click OK to save.
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10 Select to the SSID, RadiusTest, for wireless connection. Enter
user credentials for authentication. After entering the correct
ID and password, the wireless connection is setup successfully.

Metwork Authentication

Please enter user credentials

|I- ié RadiusTest |
| |--l|||----| |
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4.1.4 What Could Go Wrong

1

There are two kinds of Radius Server Types in security profile
setting. Internal means the authentication is doing between
NXC conftroller and Radius server. The Radius server needs to

add NXC confroller as trusted client.

Access Request

& B . asnnen = Ny =
NXC controller Access Accept

L

AD/LDAP/RADIUS server

External means the authentication is doing between
Managed AP and Radius server. The Radius server needs to

add the managed AP as frusted client.

RADIUS server
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4.2 How to Configure 802.1x to Secure the Wireless

Environment with an External AD Server?

The example instructs how to set up the NXC controller with an external
AD server. When the station wants to connect with the AP, you can use
an AAA server to provide access control fo your network. In this
example, the AD server is external but not embedded in the NXC
controller, and the conftroller is already set to use the AD server for
authentication.

/

AD Server
B0 o e l— i . e ol e e e -
usG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vianO IP 192.168.1.55 LANIP 192.168.1.48

LANIP 192.168.1.10

Managed AP

Figure 4.2 Set up AP/NXC with an External AD Server

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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4.2.1 Configure AD Server Setting

1 Go to CONFIGURATION > Object > AAA Server > Active
Directory, click #1 ad, and then click Edit to configure AD
server's information.

2 In Server Settings, enter Server Address. Here use 172.51.31.112
as the example. Go to AD server to check Base DN. Here is an
example for checking the Base DN on Windows server, and it
can be copied from clicking right on the domain name >
properties > Attribute Editor> distinguished Name > View.

# Edit Active Directory ad

General Settings
Name: ad

Description: (Optional)

Server Settings

Server Address: I‘. 72.51.31.112 ] (IP or FQDMN)

Bockup Server Address: (IF or FQDN) [Optional)
Port: 389 [1-65535)

Base DMN: Id:.:zyxe do=com,.dc=

3 In Server Authentication, enter Bind DN and Password. You can
check Bind DN in the AD server. In the AD server, clicking right
on the Administrator > properties > Attribute Editor >
distinguished Name > View. The Password is Administrator’s
password in the AD server.

Server Authentication
Bind DMN: cn=test,cn=Users,dc=z
Fassword: sews
Retype to Confirm: rens
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4 |In Doman Authentication for MSChap, check Enable and enter
the User Name, User Password, Realm, and NetBIOS Name.

The Realm is the domain name of the AD server.

Domain Authentication for M5Chap
Enable
User Name: administrator
User Password: sessaanaes
Fetype fo Confirm: tesssEraey
Eealm: Tyxel.com.tw
MNetBIOS Name: IY¥EL

5 After finishing the configuration, enter administrator as the
Username and click Test in Configuration Validation.
@ Test Result

Test Status:
QK

Returned User Attributes:

dn: CH=tast01,CHN=Users,DC=zyxel DC=com,DC=tw

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: test0Ol

sn: testol

userCertificate:
MIGRTCCBY20AWIBAQIKGeKVMAABAAADLZANBgkghKIGSWOBAQD
FADBUMRIWEAYKCIIMIIPYyLGQBGRYCdHoxEzARBgoJkialk/IsZAEIFg
M20xFTATBgoJkiaJk/IsTAEIFgYVéeXhloDESMBAGATUEAXMIUI1ZECM -

OK
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6 Go to CONFIGURATION > Object > Auth. Method. Select to the
default method, and click Edit. Select the AD server you
create. Click OK.

<! Edit Authentication Method default

General Settings

fault

(]

Name: =t
&» Add ™ Edit 2emove ove
#  Method List

1 'grOJp ad

(

7 Go to CONFIGURATION > System > Date/Time and check
Current Time and Date. The date and time must be the same
as the date and time of the AD server. If it's different, you can

select the correct time zone in Time Zone Setting.

Time Zone Setup

Time Zone: [GMT+08:00) Beijing. Hong Kong, Perth, Singcpore, Taipei N

8 Go to CONFIGURATION > System > DNS for setting domain
zone information. In Domain Zone Forwarder, click Add to add
a new domain zone. Enter the Domain Zone and Public DNS

Server which is the AD server’s IP.

&2 Add Domain Zone Forwarder

Domain Zone: IZs-'xel.cso.ccm I

DING Server

® Public DNS Server [172.51.31.112 ]

Query via: cuto v
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4.2.2 Configure AP Profile

1

www.zyxel.com

Configure AP profile to use 802.1x authentication that the user

needs to log in with their ID and Password when connecting to
AP’s SSID. Go to CONFIGURATION > Object > AP Profile > SSID >
Security List, click Add to add security for 802.1x.

In General Settings, enter the Profile Name and change

Security Mode to wpa2.

In Radius Settings, select to Internal and it means the

authentication needs NXC to communicate with an external

AD server.

In Authentication Settings, select to 802.1x and Auth. Method is

default. Click OK.

General Seffings
Profile Neme:
Security Mode:

Fast Roaming Seftings
[802.11r

Radius Settings

Radius Server Type:

MAC Authentication Setfting

[C] MAC Authentication

Authentication Seftings

Auth. Method:

ReAuthentication Timer:

IAD‘esf

wpa2
{

I nternc

L4

[de?cu t

{30~30000 seconds, O is unlimited)
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2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click add to add a SSID for the connection with 802.1x security.

Key in the Profile Name and SSID, and change Security Profile

to ADtest which you configured in step1. Click OK to save.

€ Add SSID Profile

Profile Name:

SID:

(5]

Security Profile:

.7 Create new Objec’l -

ADzest v

3 Go to CONFIGURATION > Wireless > AP Management > AP
Group, select the default AP profile and edit. Select ADtest in
the SSID Profile. Click OK to apply the SSID to AP.

Radio 1 Seffing
OPMode @ AP Mode
Radioc 1 AP Profile:
Max Ouiput Power:
& Edit
#  38ID Profile

© MCN Mode
default

21
S

'ADfes% I

discble

disable

W N

disable
disckle
discble

disable

o o~ o n

disable

Radio 2 Setting
CPMode @ AP Mode
Radio 2 AP Profile:
Max Ouiput Power:
& Edit
# 3SID Profile

© MON Mode
defauli2

AN
N

I 1 'AD’resfl

dBm (0~30)

© RepeateraAr @

dBm (0~30)
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4.2.3 Test the Result
1 Before connecting the SSID, the computer needs to do some

settings to make a connection successfully. Here is an

example for Windows 7.
Open Network and Sharing Center in the computer, click Set
up a new connection or network to build up a new network.

Change your networking settings

‘E. Set up a new connecticn or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

2 Select Manually connect to a wireless network. Click Next.

@ Set Up a Connection or Network ——

Choose a connection option

»

Connect to the Internet =
Set up a wireless, broadband, or dial-up connection to the Internet.

4 Set up a new network
s Configure a new router or access point.

m

h’h Manually connect to a wireless network
™gal _onnect to a hidden network or create a new wireless profile

3 Key in the SSID in Network name, setf the Security type to
WAP2-Enterprise, and the Encryption type is AES. Click Next.

Enter information for the wireless network you want to add

Metwork name: ADtest
Security type: [WPAZ—Enterprise - I
Encryption type: [AES vl
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4 Select Change connection settings.
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Successfully added RadiusTest

< Change connection settings

Open the connection properties so that [ can change the settings.

5 Change Security type to WPA2-Enterprise, and Encryption

type is AES. Click Settings.

Camnectan| Seasty

Security type: |wPA2 Enterprise

Encryption type: IAES

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP)

-

Settings

time I'm logged on

[¥] Remember my credentials for this connection each
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6 Uncheck Validate server certificate and click Configure.

Protected EAP Properties
When connecting:
| Validate server cerﬁﬁmﬂ

Connect to these servers:

Trusted Ro Ficakion aul

|:|

[ Baltimore Eybe-rTrust Root ¥
[] certification Authority of WoSign

[ certum ca

[ class 3 Public Primary Certification Authority

[ DigiCert Assured ID Root CA

[ Digicert Global Root CA -
'y m | »

*

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Seuredpassmcrd(EAPMSU-{APvij V] I Configure... I

— i

7 Uncheck the selection of the pop-up window. Click OK.
EAP MSCHAPV2 Properties [

When connecting:

1 Automatically use my Windows lagon name and
passward (and domain if amy).

| ok || Cancel
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8 Go back to the security setting page and click Advanced

seftings.

Security type: [W&Z-Eﬁtﬁ'mme v]

Encryption type: [AES v]

Choose a network authentication method:

| Microsoft: Protected EAP (PEAF) v [ Settings

[ Remember my credentialz for this connection each
time I'm logged on

I Advanced settings I

9 Check Specify authentication mode. Click OK to save.

802, 1x settings | 302, 11 settings
E Spedify authentication mudel

[User or computer authentication T] Save credentials

Delete credentials for all users
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10 Select and connect to the pre-defined SSID "ADTest". Enter
user credentials for authentication. After entering the correct
ID and password, the wireless connection is set up successfully.

Metwork Authentication

Pleaze enter user credentials

|I [ i E Altestuszer |
| |'I"'-"'I' |
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4.2.4 What Could Go Wrong
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1 There are two kinds of Radius Server Types in security profile

setting. Internal means the authentication is doing between

the NXC conftroller and the AD server.

AD/LDAP/RADIUS server

NXC controller

Access Request

Access Accept

2 When the Radius Server Types change to External, it means

the authentication is doing between the Managed AP and

the Radius server. However, the AD server does not support

EAP protocol, so it's necessary to install IAS or NPS on the AD

server for EAP protocol.

121/309



ZYXEL S——

4.3 How to Configure 802.1x to Secure the Wireless

Environment with an External LDAP Server?

The example instructs how to set up the NXC controller with an external
LDAP server. When the station wants to connect with the AP, you can
use an AAA server to provide access control to your network. In this
example, the LDAP server is external but not embedded in NXC
controller, and the controller is already set to use the LDAP server for
authentication.

e

LDAP Server

B0 o e l— i . e ol e e e -
UsG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vianO IP 192.168.1.55 LANIP 192.168.1.48

LANIP 192.168.1.10

Managed AP

Figure 4.3 Set up AP/NXC with an External LDAP Server

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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4.3.1 Configure LDAP Server Setting
1 Go to CONFIGURATION > Object > AAA Server > LDAP, click #1
Idap. and then click Edit to edit the LDAP server’s information.
2 In Server Settings, enter Server Address. Here use 10.253.31.239
as the example. Go to LDAP server to check Base DN and Bind

DN.

7 Edit LDAP Idap

General Settings
Name:

Description:

Server Settings
Server Address:
Backup Server Address:
Port:
Base DN:
Use SSL
Search time limit:

| Case-sensitive User Names

Server Authentication
Bind DN:
Password:

Retype to Confirm:

[d\.=exo'~m:e dc=com ]

5
W

cn=gdmin.dc=exomp

(Optional)

(IP or FQDN)
(IP or FQDN) (Optional)
(1-65535)

(1-300 seconds)

123/309



ZYXEL S

3 After finishing the configuration, enter administrator as the
Username and click Test in Configuration Validation.

& Test Result

Test Status:
OK

Returned User Aftributes:

dn: uid=test0l.ocu=people dc=exompgle.dc=com
objectClass: inetCrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: test01

sn: Doe

givenName: John

cn: John Doe

displayMame: John Doe
uvidMumber: 1000

| gidNumber: 10000

4 Go to CONFIGURATION > Object > Auth. Method. Select
default method, and click Edit. Select the LDAP server you
create. Click OK.

# Edit Authentication Method default

General Settings
Name: default
o Add B Edit W Remove N Move
# Method List
1 'group Idap
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4.3.2 Configure AP Profile
1 Configure AP profile to use 802.1x authentication that user

needs to log in with their ID and Password when connecting to
AP’s SSID. Go to CONFIGURATION > Object > AP Profile > SSID >
Security List, click Add to add security for 802.1x.
In General Settings, enter the Profile Name and change
Security Mode to wpa2.
In Radius Settings, select Internal and it means the
authentication needs NXC to communicate with external
LDAP server.
In Authentication Settings, select 802.1x and Auth. Method is
default. Click OK.

& Add Security Profile 7][%

General Settings

Profile Name: LDAPtest

Security Mode: wpa2

Fast Roaming Settings

802.11r

Radiusz Settings

Radius Server Type: Interna

MAC Avthentication Setting

MAC Authentication

Authentication Settings

Auth. Method:

ReAuthentication Timer: 0 (30~30000 seconds, 0 is unlimited)

PSK

OK Cancel

2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click add to add a SSID for the connection with 802.1x security.
Key in the Profile Name and SSID, and change Security Profile
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to LDAP which you configured in step1. Click OK to save.

& Add SSID Profile
s Create new Object -

Profile Name:
3310

Security Profile:

LD&Ptast
LD &Ptast
LD &Ptast

W

3 Go to CONFIGURATION > Wireless > AP Management > AP
Group, select the default AP profile and edit. Select LDAPtest in
the SSID Profile. Click Override Member AP Setting to apply the
SSID to the AP and click Yes in the pop-up window. Click OK.

Z Edit AP Group Profile default

Radio 1 Setting

OF Mode @ AP Mode MON Mode

Radio 1 AP Profile: default
Max Qutput Power: 30
& Edit

# SSID Profile

1

LDAFtest

disable

disable

disable

2

3

4

5 discble
4 discble
7 discble
8

disable

Radio 2 Setting

OF Mode @ AP Mode MON Mode

Radio 2 AP Profile: default2

Max Qutput Power: 30

$SID Profile
" LDAPtest

#
1

2 discble
2 discble
4

disable

v

v

Root AP

dBrm (0~30)

Root AP

dBrm (0~30)

Repeater AP

Repeater AP

OK

Cancel

-

-

Override Member AP setting

126/309



ZYXEL S——

4.3.3 Test the Result
1 The LDAP can be use in Android phone for authentication.
When connecting to the SSID, the EAP method is set to TTLS,
and Phase-2 authentication is PAP. Enter the user ID and
password to connect. The station and AP connected with

correct ID and password.

Signal
strength

Security 802.1x EAP

Excellent

EAP method TTLS

Phase-2
authentication

CA certificate (unspecified)

Identity zentyal

Anonymous
identity

Password
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4.3.4 What Could Go Wrong

1 The Radius server type is always internal in CONFIGURATION >
Object > AP Profile > SSID > Security List because LDAP is not
able to be used as the authentication server. It does not
support external for LDAP server.

€ Add Security Profile mX

General Seltings

Profile Name: LDAPtest

Security Mode: wpa2 v
Fast Reaming Settings

Eso2.11r

Radius Settings

Radius Server Type:
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4.4 How to Configure 802.1x to Secure the Wireless

Environment with an Internal RADIUS in NXC?

The example instructs how to set up NXC conftroller and let users do
local authentication without external radius server. The user data base is
set up in the NXC controller and the client can enter the username and
password to do authentication via 802.1x.

2ZYXEL

JLIg S P T 1 1
Zyxel USG Zyxel Switch
WAN IP 172.51.31.98 LANIP 192.168.1.48
LANIP 192.168.1.10

NXC Controller
vian0 IP 192.168.1.55

Managed AP

Figure 4.4 Local Authentication

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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4.4.1 Configure Authentication Method Setting
1 Go to CONFIGURATION > Object > User/Group, and click add
to create a new user ID and password. Stations can log in to
connect with the AP to access the Internet via this account.

& Add A User

User Configuration

User Name : localtest
User Type: user v
PGSS".‘VOYC: --------
Retype: [ sssseses
Description: Local User
Authentication Timeout Settings @ Use Default Settings D Use Manual Settings

Lease Time: 1440 minutes

Reauthentication Time: 1440 minutes

OK Cancel

2 Go to CONFIGURATION > Object > Auth. Method, and click
add fo create an authentication method. Enter the Name of

this authentication method and select to local in the Method
List.

& Add Authentication Method

General Settings
Mame: lzcabast

O Add B Edit Remove Move
# Method List

¥
] local
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3 Go to CONFIGURATION > System > Auth. Server, and set
Authentication Method to localtest which is created in step 2.

Avuth. Server k

General Settings
¥| Enable Authentication Server
Authentication Server Certificote:

Authentication Method:

default

oCalres
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4.4.2 Configure AP Profile

1
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Configure the AP profile to use 802.1x authentication that user

needs to log in with their ID and Password when connecting to
the AP’s SSID. Go to CONFIGURATION > Object > AP Profile >
SSID > Security List, and click Add to add security for 802.1x.

In General Settings, enter the Profile Name and change

Security Mode to wpa2.

In Radius Settings, select to Internal and it means the

authentication needs NXC to communicate with external

LDAP server.

In Authentication Settings, select 802.1x and Auth. Method is

localtest. Click OK.

& Add Security Profile

General Seftings
Profile Name:
Security Mode:

Fast Roaming Settings

802.11r

Radiuz Settings

Radius Server Type:

MAC Avuthentication Setting

MAC Authentication

Avuthentication Settings
Auth. Method:

ReAuthentication Timer:

localgo2

wpa?2 N

(30~30000 seconds, 0is unlimited)

OK

X

-

Cancel
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2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click add to add a SSID for the connection with 802.1x security.
Key in the Profile Name and SSID, and change Security Profile
to local802 which is created in step1. Click OK to save.

& Add SSID Profile
15 Create new Object -

Profile Name: local8D2
3510 lacal3nz
Security Profile: localsnz2 b

3 Go to CONFIGURATION > Wireless > AP Management > AP
Group, select the default AP profile and edit. Select local802 in
the SSID Profile. Click Override Member AP Setting to apply the
SSID to the AP and click Yes in the pop-up window. Click OK.

7 Edit AP Group Profile default
Radio 1 Setting -
OP Mode @ AP Mode MOM Mode Root AP Repeater AP
Radio 1 AP Profile: default ~7
Max Output Power: 30 dBm (0~30)
& Edit
# 551D Profile

1 local802

2 disable
3 disable
4 disable

disable

5

6  disable
7 disable
8

disable

Radio 2 Sefting
OF Mode @ AP Mode MON Made Root AP Repecterap @
Radio 2 AP Profile: default2 ~
Max Qutput Power: 30 dBrm [0~30)
& Edit
#  SSID Profile

1 local802

2  disable

OK Cancel Override Member AP setting
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4.4.3 Test the Result
1 Before connecting the SSID, the computer needs to do some
settings to make the connection successfully. Here is an
example for Windows 7.
Opening Network and Sharing Center in computer, click Set

up a new connection or network to build up a new network.

Change your networking settings

‘Eu Set up a new connection or network
. Set up a wireless, broadband, dial-up, ad hec, or VPN cennection; or set up a router or access point.

2 Select Manually connect to a wireless network. Click Next.

@ Set Up a Connection or Network —

Choose a connection option

»

W Connect to the Internet —
Set up a wireless, broadband, or dial-up connection to the Internet.

L 5et up a new network
-a-, Configure a new router or access point.

m

‘-h Manually connect to a wireless network
==sellConnect to a hidden network or create a new wireless profile

3 Keyin the SSID to Network name and change the Security
type to WAP2-Enterprise, and the Encryption type is AES. Click
Next.

Enter information for the wireless network you want to add

Metwork name: localdiz
Security type: ’WPAZ—Enterprise 'l
Encryption type: [AES vl
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4 Select Change connection settings.

Successfully added RadiusTest

| ® Change connection settings|

Open the connection properties so that I can change the settings.

5 Select Security type to WPA2-Enterprise, and Encryption type is

AES. Click Settings.

Comecton | Secrty

Security type: IWPJ\z-Enterprhe

Encryption type: IAES

Choose a network authenbcation method:

Microsoft: Protected EAP (PEAP)

v )[_setsngs |

time I'm logged on

[#] Remember my credentials for this connection each

6 Uncheck Validate server certificate and click Configure.

Protected EAP Properties

When connecting:
| Validate server oerﬁﬁag

Connect to these servers:

B

["] Baltimore CyberTrust Root

[ certification Autherity of WoSign

[] certum ca

[] class 3 Public Primary Certification Authority
[] pigiCert Assured ID Root CA

[ pigiCert Global Root CA

4| m

certification authorities.

Select Authentication Method:

Do not prompt user to authorize new servers or trusted

Secured password (EAP-MSCHAP v2)

v| [configure... ]

=
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7 Uncheck the selection of pop-up window. Click OK.

EAP MSCHAPv2 Properties (3

When connecting:

B Automatically use my Windows logon name and
password (and domain if ary).

[ ok | [ cance |

8 Go back to the security setting page and click Advanced

settings.
Connection | Security
Security type: [wPa2-Enterprise -]
Encryption type: [A.ES ']

Choose a network authentication methed:
Microsoft: Pratected EAP (PEAP) ~|| settings

[] Remember my credentials for this connection each
time I'm logged on

9 Check Specify authentication mode. Click OK to save.

802.1X settings | 802, 11 settings

¥ specify authentication mode]

[User or computer authentication "] Save credentials

Delete credentials for all users

10 Select and connect to the pre-defined SSID "ADTest". Enter
user credentials for authentication. After entering the correct

ID and password, the wireless connection is set up successfully.

Network Authentication
Please enter user credentials

|I- _| ig- localtest |
1 ‘ ......l |
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4.5 How to Configure 802.1x to secure the Wireless
Environment with Dynamic VLAN by Using External AAA
server?

When the station wants to connect with the AP, you can use an AAA
server to provide access control to your network. In this example,
assuming there are two stations in different groups and they can
connect to the same SSID for accessing the Internet, but get IPs in
different subnets because of the dynamic VLAN settings.

There are two ways for dynamic VLAN settings. One is to use the radius
server attribute, and the other is to use the NXC controller external user
group with radius or AD server. The example instructs how to set up
dynamic VLAN by using external AAA servers with these two ways.

e

AAA Server

A -
— L L [ 1 | B

UsG NXC Confroller Zyxel Switch

WAN IP 172.51.31.98 vian0 IP 192.148.1.55 LAN IP 192.168.1.48
LANIP 192.168.1.10 VLANIO IP 192.168.10.55 (DHCP Server]  VLAN-trunking

VLAN20 IP 192.168.20.55 (DHCP Server)

Managed AP

2,

Teacher 192.168.10.x Student 192.168.20.x

Figure 4.5 Dynamic VLAN with NXC controller using external Radius Server

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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4.5.1 Configure Interface
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Go to CONFIGURATION > Network > Interface > VLAN, click

vlan0 and Edit if.

Configuration

# Status  Name

VLAN k

ove @ Activate @ Inactivate [

1 W vianQ

Set gel (P1) to not be vilan0’s member by selecting no in

Member Configuration. Set the gateway IP in IP Address
Assignment. Click OK to save. Connect gel (P1) to the USG's

LAN port.

Member Configuration
M Edit

Port Name

Member

Tx Tagging

gel

L
no

no

1]
-3

[
§

1]
w

i}
n

o o ow o [—=] %
(s s ] [8 (o]
4

i}
o

IP Address Azsignment
Get Automatically
9@ Use Fixed IP Address
IP Address:

Subnet Mask:

Gateway:

yes
yes
yes
yes

yes

192.1468.1.55

no

no

no

no

no

[152.148.1.10

] (Cptional)

Connect Switch to NXC ge2 (P2), and APs all connect to the

switch.

In the NXC, go to CONFIGURATION > Network > Interface >
VLAN. Click Add to create a new VLAN configuration.

VLAN

Configuration

% Status  Name

1 s vianQ
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5 In General Settings, check Enable.
In Interface Properties, key in Interface Name: vlan10; VID: 10
In Member Configuration, set ge2 to be Member and Tx
Tagging.
In IP Address Assignment, Use Fixed IP Address and key in IP
Address, Subnet Mask, and Gateway.
In DHCP Setting, select DHCP server and key in IP Pool Start
Address and Pool Size. First DNS server change to Customer
Defined 8.8.8.8. The users in VLAN 10 get an IP from this DHCP
server. Click OK.

€ Add Vian b5
[ Show Advanced Settings

Interfface Properties

Interface Name: vian10

VID: [1~4094)

Zone: x 0
Description: (Optional)

Member Configuration

# Port Name Member Tx Tagging
1 gel no no
2 ge2 yes yes
3 gel no no
4 ged no no
5 ged no no
6 ged no no

IP Address Assignment
Get Automatically
@ Use Fixed IP Address
IP Address: 192.168.10.55

Subnet Mask:

Gateway: (Optional)

DHCP Setting

DHCP: DHCP Server -
IP Pool Start Address (Optional): 192,168.10.100 Pool Size: | 100
First DNS Server (Optional): Custom Defined »| |8.8.8.8 -

OK Cancel
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6 Click Add to create vian20 in CONFIGURATION > Network >

Interface > VLAN.

VLAN k

Configuration

:
# Status Name
1 o vian0

2 o vian10

7 In General Settings, check Enable.

In Interface Properties, key in Interface Name: vian20; VID: 20

In Member Configuration, set ge2 to be Member and Tx

Tagging.

In IP Address Assignment, Use Fixed IP Address and key in IP

Address, Subnet Mask, and Gateway.

In DHCP Setting, select DHCP server and key in IP Pool Start
Address and Pool Size. First DNS server change to Customer
Defined 8.8.8.8. The users in VLAN 20 get an IP from this DHCP

server. Click OK.

© Add Vian
@ Show Advanced Settings

Interface Properties

VID: 20
Zone:

Description:

Member Configuration

Port Name Member

Q
©,
-
o

Interface Name: vian20

[1~4094)
x a8

[Optional)

Tx Tagging

no

[
P

-
I

yes

@,
LI S A ]

5

[¢]

o i ok oWl — %
[
s
5
o

© o e ol
[0
i
o
o

[
o
=
o

IP Address Assignment
Get Automatically
@ Use Fixed IP Address
IP Address:
Subnet Mask:

Gateway:

DHCP Setting

no

no

no

no

(Optional)

DHCP:

IP Pool Start Address (Optional):

First DNS Server (Optional):

.

Pool Size:

2 (8.8.8.8

100

OK

(i)

Cancel
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8 Go to CONFIGURATION > Network > Interface > Ethernet,
select gel and Edit it. Change the Interface Type to external

and Get Automatically in IP Address Assignment.

Z Edit Ethernet
[ Show Advenced Setiings

General Settings

V] Enable Interface

Interface Properties

Interface Type: Iex'emc VI 8
Interface Name: gel

Port: P1

PVID: 1 {1~4094)

lone: none v B

MAC Address: 4C:FE:FF= " fatt

Description: (Optional)

IP Address Assignment

[® Get Automatically]

' Use Fixed IP Address
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9 Go to CONFIGURATION > Network >Routing > Policy Route
and click Add to add a policy route. Select Interface ge1l in
Next-Hop, and outgoing-interface in Address Translation after
clicking Show Advanced Settings.

@ Add Policy Route Zx
[ Hide Advanced Seftings (3 Create new Object ~
Configuration =
¥ Encble
Description: (Optional)
Criteria
User: any v
Incoming: any (Excluding Enfel| ¥
Source Address: any b
Destination Address: any e
DSCP Code: any b
Schedule: none v
Service: any N
Source Port: any v
Next-Hop
Type: Interface >
Interface: gel hd
[F] Auto-Disable
DSCP Marking
DSCP Marking: presenve b4
Address Translation
Source Network Address Translation: | outgoing-interfac —
OK Cancel
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1 Configure the AP profile to use 802.1x authentication that the

user needs to log in with their ID and Password when
connecting to the AP’s SSID. Go to CONFIGURATION > Object
> AP Profile > SSID > Security List, select the default AP profile

and edit.

In General Settings, enter the Profile Name and change

Security Mode to wpa2.

In Radius Settings, change to Internal and it means the

authentication needs NXC to communicate with external

radius server.

In Authentication Settings, change to 802.1x and Auth. Method

is default. Click OK.

&> Edit Security Profile default
General Settings

Profile Name:
Security Mode:
Fast Roaming Seltings
802.11r
Radius Seltings

Radius Server Type:

MAC Authentication Setting

MAC Authenfication

Avuthentication Settings
Auth. Method:

ReAvthentication Timer:

(30~30000 seconds, 0is unlimited)

OK

[#x]

Cancel
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2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
and select the default AP profile and edit. Key in the Profile
Name and SSID, and change Security Profile to default which
is created in step1. Click OK to save.

& Edit SSID Profile default

(i3 Create new Object ~

Is)
[

Profile Name: jefoult

SSID: DyVion

Security Profile: defau v
MAC Filtering Profile: disable o
Layer-2 Isolation Profile: discble ¥
Qob: WM v

3 Go to CONFIGURATION > Wireless > AP Management > AP
Group, select the default AP profile and edit. Select default in
the SSID Profile #1 in both radiol and radio2. Click OK to apply
the settings.

Z Edit AP Group Profile default

Radio 1 Selting

OF Mode @ AP Mode MON Mode Root AP Repeater ap B
Radio 1 AP Profile: default s
Max Qutput Power: 30 dBm (0~30)

#  SSID Profile

2 disable

3 discble
disable
disable

5

6 disable
7 disable
8

disable

Radio 2 Sefting
OPF Mede @ AP Mode MON Mode Root AP Repeater aF @
Radio 2 AP Profile: default2 7

Max Output Power: 30 dBm (0~30)

# 53ID Profile
2 disable 1

oK Cancel Qverrids Member AP setting
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4.5.3.1 Dynamic VLAN by radius server attribute

A. Settings on Radius Server

Here is an example by using Windows 2008 server with NPS and

AD server.
1

Add the user to a group in AD server.

o7 AEBU

53, Cert Publishers
Builtin

52, Denied RODC Pas

S?JEnberprise Adming
%Enb&rprise Read-
?_) freda

82 Group Policy Crez
?_; Guest

2, krbtgt

\a_) panda

B,RAS and TAS Ser
82, Read-only Domair
2 501

S?JSchema Admins
B2, student

2 101

B2, Teacher

3]

| Computers 2, DHCP Administrat

E;l;nljln Controllers SlDHCP Users -

T

| ForeignSecurityPrincipals .:EDns.-'-\dmlns

" LostAndFound 2, DnsupdateProxy

“ Program Data S?JDomain Admins

| System S_JJDomain Computer
| Users 52, Domain Controller

:Z WSBU .!EDomain Guests

~ NTDS Quotas 52, Domain Users

21x]

Object | Sacurity | Sttribute Editor |
General Members | Member Of I Managed By
Members:

Name Active Directory Domain Services Folder

Add.. | Remove |
[ox ]

Cancel | Spply | Helg |

2 Go to Member Of fo check if the memlber, Teacher, is added

successfully in the group.

T, CErt PUBISHETS
52, Denied RODC Pas
H2,DHeP Administrat

Builtin
Computers

Domain Controllers GDric Admin
ESBU 2,
ForeignSecurityPrincipals 82, Dnsadmins

2, DnsUpdateProxy

LostAndFound
Program Data
System

Users

wsBU

NTDS Quotas

52, Domain Admins
H2 Domain Computer
2, Domain Controller
52, Domain Guests
2, Domain Users
52, Enterprise Admin
52, Enterprise Read-
2, freda

52, Group Policy Crez
2, Guest

2. krbtgt

2, panda

H2 RAS and IAS Sery
52, Read-only Domair
2 s01

H2 schema Admins
52, student

2 101

52, Teacher

T01 Properties

Z1x]

Secutty | Envionmert |  Sessions |  Remote cortrol
Terminal Services Profile | CoMs | Attribute Editor
Gereral | Address | Accourt | Profle | Telephores | Organization

Published Certificates Password Replication | Dialin | Object

Member of:
Name Active Directory Domain Services Folder
Teacher 7yxel cso.com/Usars

Add... I Remove I

Primary group:

Set Piimary Group I

Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliart
applications

ok 1 cacal | S| dein |
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3 Add a new Network Policy of NPS server for a group and then
click ‘Next’.

[@ s (Loca)
¢ New Network P x

=[] RADIUS Clients and Servers Ll New hetwork Polcy ]

5 RADIUS Clients — Sped N N

2 ecify Network Policy Name and Connection Type

{35 Remote RADIUS Server Groups ] P fy ¥ yp

Folicies icy Name. You canspecify a namefor your network policy and the type of connactions to which the policy is applied.

[ Connection Request Policies NAC2500

F
e
|3 Network Polices #NXC2500 with |
5] Health Policies = aEN

= B, Network Access Protection i Connections to o
5 System Health Valdators Tven20 [vian10]
7 Remediation Server Groups
B, Actounting Network connection method
Select the type of network access server that sends the connection request to NPS. You can select sither the network acosss server
type ar Vendor specific.
(7 | ee——
Condtions - f th [Unepecited |

Condiion ] ' | " Vendor specic:
User Groups . ,ﬁ

Settings - Thent
Setting
Authentication
Aecess Pemiss
Update Noncol

NAP Erforcem: Fievos [ Net || Fiish Cancel

Framed-Protoct

4 Add ‘User Group' condition.

etwork Policy Server

Fie Action View Help

e = [ #m]
(@ s (Local)
[ Hew Network Poli X
) [] RADIUS Clients and Servers Network 1 R =]
B RaDIUS Cients Specify Conditions
53 Remote RADIUS Server Groups
[5] Polides Policy Name Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
[] Connection Request Polides L NXC2500 E of one condition is required.
{2 Network Policies LEJ NXC2500 with «
[ Health Policies #l5160N
B M Network Access Protection B [ Y] Select condition

=4 System Health validators vianz0 ) )
3 Remediation Server Groups ErEipET iR
B Accounting Groups =3
@, Windows Gi
=~ The Windows Groups condition specifies that the connecting user or computer must beleng to one of the selected

Machine G
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups
Conditions - I th

User Groups
Condiion | ' The Us
UserGrows | | peap
i Location G
The HCAP Location Groups condilion specifies the Host Credential Authorization Frotocel (HCAF) location aroups
required to match this policy The HCAP protocol is used for communication between NPS and some third party
network access servers (NASs). Ses your NAS documentstion before using this condition
(3 HCAP User Groups -
[ ] coos
Settings - Then {
— A | Ee. [ Feee |
Setting
Authertication
Access Pemis:
Update Noncor
NAP Enfarcem Prevess | Hen || Fosn || cancel |
Framed-Protos:
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5 Select the group which is set in AD server.

etwork Policy Server

File Acton View Help

&= |7FHm

[@ s (Local)

2 [ RADIUS Clients and Servers

F RADIUS Clients

5 Remote RADIUS Server Groups

Policies

7] Connection Request Policies

|3 Netwark Policies.

] Health Polices

) ) Network Access Protection
M system Health validators
[ Remediation Server Groups

B, Accounting

=f5

=

New Network Policy

X

| Specify Conditions
Folicy Name: Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
el nxcasoo of one conditionis required.
L NXC2500 with
Lej5160M
T Connections to e =l
B Select s condton, and the [ |
. 2l =
w® Windows Group
A The Windows Gr oot s obiect ype I
-, e o |
Machine G
The Machine Gre|  From this location
Condtions - fth [prelzsazem Loactons
User Groups —I
s The User Groupg
Condlion |- i @RBRE  Eterthe objsct name to select (sxamples) -
serows | Hcap Teacher Check Names.
Location Group:
8y The HCAP Locati s
reqmreg tomatch
network access £
Advanced. Cancel
| e | [or | o || |

i Remote RADIUS Server Groups
= [=f Polices

] Connection Request Policies

1.7 Network Policies.

] Health Policies
) M Network Access Protection

= System Health Validators

[ Remediation Server Groups

W Accounting

licy Name
NXC2500
NXC2500wih |
5160N
Connections to.

8 vianz0

P
jE
d
e
5|

[Conditon 1

User Groups |

Seftings - Thent

Authentication
Access Permiss
Update Noncol
NAP Enforcem

Framed-Protoct

Settings - Then
= I N |
Authentication
Roosss Pemist
Update Noncal
NAP Erforcem: Previous | e | Feeh || cancel |
Framed-Protoct
) . . y
6 Setthe access permission and click ‘Next’.
* & Network Policy Server
WS (roca)
Ej RADIUS Clents and Servers J Rl e Network Policy ]
| RADIUS Clents

i ! Specify Access Permission
* Access granted
Grant access f cient connection attempts match the conditions of this policy.

Configure whether you want to grant network access or deny network access if the connection request matches this
policy.

" Access denizd
Deny access f client connection attempts match the condttions of this policy.

I~ Access is determined by User Diakin properties (which overids NPS policy)
Grant or deny access according to user dialn properties f client connection attempts match the canditions of this policy.

Prevous [ New | Firich Cancel
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7 Configuration Authentication Methods and click ‘Next’.

& Network Policy Server

Fle Acon View Help

«= 7= Hm

[@ 5 (Local) 5
i R IR New Network Pol X
(= [ RADIUS Clients and Servers B =7 E
3 — = -
& s Clents : Configure Authentication Methods
3 Remote RADIUS ServerGroups |
= [=] Polides Policy Name Configure one or more authentication methods required forthe connection request to match this policy. For EAP
] Comnection Request Polides TeiNAC2500 authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
7 Network Polices TelNXC2500 with Protected EAP in connection request policy, which overrides network policy authentication settings.
[ Health Poicies Led5160N
= W Network Access Protection [&§Connectionsto EAP types are nagotiated between NPS and the dlient in the orderin which they ars listed
=/ System Health Validators Evianz0
i Remediation Server Groups EAP Ty 5
& Accounting

Microsoft: Protected EAP (PEAP) Movellp

Microsoft: Secured password (EAP-MSCHAP v2)
.

Condtions - i th

Condition
User Groups add.. || Edi. Femove

Less secure authentication methods:

[¥ Microscft Encrypted Authentication version 2 {MS-CHAP-v2)
J¥ User can change password after it has expired

¥ Microsoft Encrypted Authentication (MS-CHAP)
J¥ User can change password after it hias expired

I™ Encrypted authentication (CHAP)

I~ Unencrypted authertication (PAP, SPAF)

I™ Allow clients to connect without negotisting an authentication method

Setting I~ Perform machine heatth check only

Authertication

Access Penmist

Update Noncol

NAP Erforcem Prevos | Ned | Fnh | cancdd |

Framed-Protoce

Settings - Thent

8 There are three attribute needed to add, Tunnel-Medium-Type,
Tunnel-Pvt-Group-ID, Tunnel Type. Set the attribute
configuration and click ‘Next’.

New Network Policy

’ Configure Settings
* NPSapplies settings to the connection request if all of the network policy conditions and constraints for the policy

X i are matched.

Configure the settings for this network policy.
if condttions and match the

request and the policy grants access. settings are applied.

To send addtional attrbutes to RADIUS clients, select a RADIUS standard attribute, and
then click Edt. i you do not configure an attribute. i is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.
Network Access
Protection
W, NAP Enforcement Atibyses:
Name | Value
N L m————
PR Extended Sty ‘Framed Protocol PP
Routing and Remote Service-Type Framed
Access
@& Multilink and
Bandwidth Allocation
Protocol (BAP)
£ IPFilters
gty Encryption T [Tl s Femave
[77] IP Settings ll
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Add Standard RADIUS Attribute X

To add an attribute to the settings, select the attribute, and then dlick Add.
To add a custom or predefined Vendor Specffic attribute, close this dialog and select Vendor Specific, and then click
Add.

Access type:

| H

Atrbutes:

Name ;I
Tunnel-Client-Endpt

Tunnel-Medium-Type

Tunnel-Password

Tunnel-Preference

Tunnel-Pvt-Group-ID |
Tunnel-Server-Auth-ID

Tipwinl-Coicnr Sxicdol i
«| | »]

Description:
Specifies the Apple Talk network number for the link to the user. This only applies when the user is a router.

New Network Policy X

Configure Settings
* NPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy

are matched.

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

LI T 21| To send additional atirbutes to RADIUS dlients, select a RADIUS standard attibute., and
then click Edit. ff you do not configure an attribute, it is not sent to RADIUS clients. See

7] Vend i your RADIUS client documentation for required attributes.
'endor Specific

Network Access

Protection

_E NAP Enforcement Atributes:

pEl Extended Stat

Pl Bden . Framed-Protocol PPE
Routing and Remote Service-Type Framed

Tunnel-Medium-Type 802 (includes all 802 media plus Ethemet canondeal for. ..

@ Multilink and

Bandwidth Allocation T ;
Pratocol (BAP) Tunnel- Type Virtual LANs (VLAN)

8 IPFilters

#y Encryption Add... Editi. Fiemoyve
|P Settings ;I

Previous [ Net | Fiien Cancel

149/309



ZYXEL

www.zyxel.com

9 Do the same steps to create the other group for other users.

10 Move up the policies to top in Network Policies of NPS to make
sure it's the first one to hit when the tfraffic is come.

@ NPs (Local)
= [ RADIUS Clients and Servers
F RADIUS Clents

35 Remote RADIUS Server Groups
= (=] Polices

 Network policies allow you to designate who is authorized to connect to the network and the circumstances under whicl

_| Connection Request Policies
| Network Polides
| Health Polices
= B Network Access Protection
M System Health Validators
33 Remediation Server Groups
B¢, Accounting
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B. Settings on NXC Controller

1

Go to CONFIGURATION > Object > AAA Server > RADIUS, click
#1 radius, and then click Edit. Set the Server Address, and
Authentication Port is 1812. Enter the Key for Radius server and
click OK.

# Edit RADIUS radius

General Seltings
Name: radius

Description: (Optional)

Avuthentication Server Settings

Server Address: 172.51.31.111 (IP or FQDN)
Authentication Port: 1812 (1-65535)

Bockup Server Address: (IP or FQDN) (Optional)
Backup Authentication Port: (1-65535) (Optional)
Kay: I ......... |

2 Go tfo CONFIGURATION > Object > Auth. Method, click #1

default, and then click Edit. Change the Method to group
radius. Click OK to save.

# Edit Authentication Method default

General Seltings
MName: default

& Add B Edit Femove Move
# Method List

L4
1 group radius
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Topic: Dynamic VLAN by radius attribute

4.5.3.2 Dynamic VLAN by External User Group

When users use dynamic VLAN by external user group, the radius and
AD server are supported. Here are two examples for settings these two
servers and NXC controller.

A. Settings on Radius/AD Server

1 Add the user to a group in AD server.

S o i
i S Teacher Properties 2=
<l Biltin 2, Deried RODC Pas
— Computers . 52, DHCP Administrat Object | Security | Attribute Editor |
= E;:LTIH Controlers 52, DHCP Users General Members | Member Of | Managed By
— 52, Drsadmi
_| ForeignSecurityPrincipals G UnsAdmins Members:
~| LostAndFound 82 DnsUpdateProxy -
= 2, Domain Admins Name Active Directory Domain Services Folder
_| Program Data o ;
~| System 52, Domain Computer LT Tyl om/\sers
Z Users 52, Domain Controller
31 WsBU EDomain Guests
| NTDS Quotas 52, Domain Users

glEnterprise Admine
SiEnherprise Read-
?_, freda

82, Group Policy Crez
?_; Guest

2, kebtgt

?_, panda

52, RAS and 1AS Sen
52, Read-only Domair
2 501

SESchema Admins
S:Jsb.ldent Add... | Remove |
&5 T01
52, Teacher

oK | Canced | e Help
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2 Check the user’s properties about its group in Member Of.

Builtin

Computers
Domain Contrallers
ESBU
FareignSecurityPrindpals
LostAndFound
Program Data
System

Users

WSBL

NTDS Quotas

e g ) g g g o

K

| 2

%, Cert Publishiers
82, Denied RODC Pas
B2, DHCP Administrat
82, DHCP Users

82, DnsAdming
%DnsUpdab&Proxv
82, Domain Admins
%Domain Computer
2, Domain Controller
%Dnmain Guests
%Dnmain Users
%Enterprise Adming
%Enherprise Read-
3_, freda

%Group Puolicy Crez
2, Guest

2, krbtgt

%, panda

B2, ras and 145 Sen,
.%Read-only Domair
2 501

.%St:hema Admins
2, student

2 o1

.%Tea:her

TO1 Properties

Security I Environment I
Terminal Services Profie |
General I Address | Account

Member of:

Sessions I
COM+
Profile I Telephones I Organization
Published Certificates Password Replication | Diakin | Object

2]

Remote control I
I Attribute Editor I
|

Teacher zyel cso.com/Users

Name Active Directory Domain Services Folder

Add... | Remaove |

Primary group: Domain Users

Set Frimary Group |

applications.

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant

1

Cancel |

Apply | Helg |

click ‘Next’.

Add a new Network Policy of NPS server for a group and then

[@ ~Ps (Local)
&[] RADILS Clients and Servers
5 RADIUS Clients
i Remote RADIUS Server Groups
2 [Z] Polices
] Connection Request Polices
| &2 Network Polices
7 Health Policies
I %, Network Access Protection
M System Health Validators
i Remediation Server Groups
B Accounting

© Network

Policy Name:
] NAC2500
T NXC2500 with o
Ted51600
I #Connections to

Bvian20

Conditions - ff thi

Condion | !

User Groups ©

Settings - Then't
Setting
Authertication
Access Pemis
Update Noncor
NAP Erforcem:

Framed-Protoce

New Network Policy

ol

Policy name:

Specify Network Policy Name and Connection Type

You can specify 3 name for yaur network policy and the type of connections to which the policy is applied.

[tan 10]

Network connection method

Select the type of network access serverthat sends the connection request to NPS. You can select either the network access server

fyps or Vendor specic

& Type of network access server

|Unspecfied

 Vendor specific
10

[

P || Net |

Firish Cancel
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4 Add ‘User Group' condition.

*5 Network Policy Server
File Acton View Help

= HElHm

(@ s (Loca)

El [ 7] RADIUS Clients and Servers
5 RADIUS Clients

| Remote RADIUS Server Groups E— ! E Spedfy Conditions

R ] ew Network Policy x|

B [5] Polides Policy Name Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
7] Connection Request Polides L@ NXC2500 of one condition is required.
| Network Policies L@ NXC2500 with
[ Health Policies Tehs1e0N

] M, Network Access Protection i Connections to Edaakaaiell) x|

=4 System Health validators [Svianz0 )
53 Remediation Server Groups Select a condition. and then click Add

&) Accounting Groups B

i, Windows G
2> The vindows Groups condition specifies that the connecting user or computer must belong to ne of the selected

i Machine Gi
iii The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups

User Groups .
Location Groups
;4L The HCAP Location Groups condition specifies the Host Cradential Authorization Protocel (HCAP) location grovps
required to match this policy. The HCAP protocol is used for communication between NPS and some third party
netwerk access senvers (NASs). See your NAS documentation before using this candition
(3 HCAP User Graups B
Settings - Then 1,
] M. || B4 || Remeve |
Authertication
Access Permiss
Update Norcol
NAP Enforcem Provous || Hew | s || caneal |
Framed-Protoc

5 Select the group which is set in AD server.

|
@ s Loca) - Hew Network Poli x|
=[] RADIUS Clients and Servers gl ==
0 RADLLS Clants = Spedify Conditions
55 RemoteRADIUS ServerGrowps k|
& [ Policies Policy Name. * Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
"] Connection Request Policies L# NXC2500 of one conditionis required.
| Network Polices Ll NXC2500 with
5] Health Polices Tej5160N
= M, Network Access Protection I [ e select condition

System Health Validator
o amierhmrod | LI ... x|

[ Remediation Server Groups

%5 A Gnge 71—
e, Windows Group oy -

L4~ The Windows Gr

[ e ==
Machine Group:

) The Machine Gro  From this location:
Izymi.csa com

Conditions - I th

[Condtion |

UserGrouss | | peap

User Groups
The User Groups

[ ]

Erterthe object name o sslect (sxamples)

[Teache] Check Names

Location Groups

5 The HCAP Locati ps
required to match

retwork acoess &
Cancel
(3 HCAPUserGre —I I

A =
T | Gaem ||

Settings - Then {

E— I N
Authentication

Access Pemis¢

Update Noncol

NAP Erforoemi Previous Net Fiish Cancel

Framed-Protoce
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6 Setthe access permission and click ‘Next’.

Fie Acton View Help

€= |5nlE o

NP5 (Local) =

Ej RADIUS Clients and Servers L Ve Hetwork Policy =]
8 RapILS Cents - Specify Access Permission
i Remote RADIUS Server Groups .
Policies Policy Name * Configure whether you want to grant network access or deny network access if the connection request matches this
=] Connection Request Policies LENXC2500 policy.
|3 Network Policies @ NXC2500 with «
[ Health Polidies Tg 51600

1 B, Network Access Protection é Connections to F Access granted
M System Health Validators vienz0 Grant access f client connection attempts match the condtions of this policy.
5 Remediation Server Groups
83, Accounting  Access denied

Deny acoess f cient connection aftempts match the condtions of this poicy.

_ I~ Accessis detemined by User Dialin properties (which overide NPS policy)

Grant or deny access according to user dialn properties if dlient connection attempts match the conditions of this policy.
Conditions - ffthe

Condiion | !

User Groups

Seftings - Thent

Setin

Authentication
Aecess Pemiss
Update Noncor

NAP Erforcem: Previous [ Ned | Fish | Cancel

Framed-Protoct

7 Configuration Authentication Methods and click ‘Next’.

Network Policy Server
Fie Acton View Help

LA ol 7l

[@ 15 (Loca)
= v New Hetwork Pol x|
1 ] RADIUS Clients and Servers Bt =
= I
& RapIs ients Configure Authentication Methods
{35 Remote RADIUS Server Groups E——
Palicies | Policy Name Configure one or mare authentication methads required forthe connection request to match this policy. For EAP
| Connection Request Policies Tajnxczson authentication, you must configure an EAP type. If you deploy NAP with 802.1X or VPN, you must configure
7 Nefwork Polioes T NXC2500 with Protected EAP in connection request policy, which overrides network policy authentication settings.
[ Health Policies Jad5160N
£ B, Network Access Protection JdConnections to| EAP types are negotiated betwsen NPS and the clientin the orderin which they are isted.
=M System Health Validators .,,la,,zu
55 Remediation Server Groups EAP Types:
B, Accounting

Microsoft Frotected EAP (FEAP) Hove Up

Microsoft: Secured password (EAP-MSCHAP v2)

Conditions - If th

Condiion | !
UserGroups « Add I Edit: Bemove

Less secure authentication methods:

[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[¥ User can change password afier it has expired

[¥ Microsoft Encrypted Authentication (MS-CHAP)
[¥ User can change passward after i has expired

I™ Encrypted authertication (CHAP)

I~ Unencrypted authentication (PAP, SPAP)

Settings - Thent

————— T Allow clierts to connect without negotiating an authertication method
Setting I~ Perform machine health check only
Authentication

Access Permiss
Update Noncor
NAP Enforcem: Previous Next Firristy Cancel
Framed-Protoct
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8 There are three attribute needed to add Filter-ID as Teacher.

New Network Policy _)ﬂ
. Configure Settings
* NPS applies settings to the connection request if all of the network policy conditions and constraints for the policy
X are matched.
Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:
BAUES Mtinbiton 4| o send addtional atirbutes to RADIUS cients. select a RADIUS standard atirbute, and
then click Edt. ¥ you do not configure an attribute, it is not sent to RADIUS clients. See
. your RADIUS client documentation for required attributes.
[Z] Vendor Specific
Network Access
Protection
B, NAP Enforcement Attnbutes:
Name l Value
(& Extended State Pictacl PPP
Routing and Remote Service-Type Framed
Access
@& Multilink and
Bandwidth Allocation
Protocol (BAP)
£ IPFilters
g%y Encryption I | Add... I Edd I {emove I
[77 IP Settings LI
New Network Policy X
Configure Settings
* NPS applies settings to the connection request if all of the network policy conditions and constraints forthe policy
2 are matched.
Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:
SRIHUS Atk st 24| 1o send addtional atirbutes to RADIUS cients. select a RADIUS standard attribute, and
then click Edi. If you do not configure an attribute, it is not sent to RADIUS clients. See
. your RADIUS client documentation for required attributes.
[77) Vendor Specific
Network Access
Protection
B, NAP Enforcement Attributes: | |
Name Value
&
(¥ Extended State Protocel PPP
Routing and Remote Service-Type Framed
Access 3
@ Multilink and
Bandwidth Allocation
Protocol (BAP)
& IPFilters
2%y Encryption i Add... I Edit.. Hemove
[77) IP Settings =l

Previos |[ Net | it | Cancel |

9 Do the same steps to create the other group for other users.
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b1. Using Radius Server

www.zyxel.com

1 Go to CONFIGURATION > Object > AAA Server > RADIUS, click
#1 radius, and then click Edit. Set the Server Address, and

Authentication Port is 1812. Entfer the Key for Radius server and

click OK.

# Edit RADIUS radius

General Settings
Name: radius

Description:

Authentication Server Settings

Server Address: 172.51.31.111
Authentication Port: 1812
Backup Server Address:

Backup Authentication Port:

Key: I .........

[Optional)

(IP or FQDN)
(1-65535)
(IP or FQDN) (COptional)

[1-65535) [Optional)

2 Go to CONFIGURATION > Object > Auth. Method, click #1
default, and then click Edit. Change the Method to group

radius. Click OK o save.

# Edit Authentication Method default

zeneral Settings
Name: default

© Add B Edit Remove Move
# Method List

L
] group radiuvs
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3 Go to Configuration > Object > User/Group > User > Add/Edit

When user type is ‘ext-group-user’, set the corresponded value
in ‘Group Identifier’ field, then enable and set the ‘User VLAN
ID’ option.

User Configuration

User Name :

User Type:

Teacher

ext-group-user

Group Identifier: Teacher
Associated AAA Server Object: radius
Description: Local User
Authentication Timeout Seftings @ Use Default Settings © Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
| & user vian : 10 (1~4004)|
User Configuration
User Name : Student
User Type: ext-group-user
Group Identifier: Student
Associated AAA Server Object: radius
Description: Local User
Authentication Timeout Settings @ Use Default Settings © Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
User VLAN ID: 20 (1~4094)
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b2. Using AD Server

1 Go to CONFIGURATION > Object > AAA Server > Active
Directory, click #1 ad, and then click Edit fo configure AD
server's information.

2 In Server Settings, enter Server Address. Here use 172.51.31.112
as the example. Go to AD server to check Base DN. Here is an
example for checking the Base DN on Windows server, and it
can be copied from clicking right on the domain name >
properties > Attribute Editor> distinguished Name > View.

# Edit Active Directory ad

General Settings

O

9]

MName:

Description: (Optional)

Server Settings

Server Address: [172.51.31.112 | (P orFaDN)

Backup Server Address: (IP or FQDN) [Optional)
Port: 389 [1-65535)

Base DN: Idc:=z~;xe .-:-:=com.-::-:=]

3 In Server Authentication, enter Bind DN and Password. You can
check Bind DN in the AD server. In the AD server, clicking right
on the Administrator > properties > Attribute Editor >
distinguished Name > View. The Password is Administrator’s

password in the AD server.

Server Avthentication
Bind DMN: cn=test,cn=Users,dc=z
Possword: Ty

Retype to Confirm:
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4 |In Doman Authentication for MSChap, check Enable and enter
the User Name, User Password, Realm, and NetBIOS Name.

The Realm is the domain name of the AD server.

Domain Authentication for MSChap
Enable
User Name: administrator
User Password: |[sreeresess
Retype fo Confirm: ~ |[sreeeesess
Realm: zyxel.com.tw

NetBIOS Name: IYXEL

5 After finishing the configuration, enter administrator as the
Username and click Test in Configuration Validation.

& Test Result

Test Status:
CK

Returned User Aftributes:

dn: Ch=testD]1,CMN=Users DC=zyxel DC=com, DC=tw
objectClass: top

objectCloss: person

objectClass: organizationalPerson

objectCloss: u
cn: test0]

sn: testol
userCertificate:
MIGRTCCBY2gAWIBAGIKGeVMAABAAADLTANBgkghKIGSWOBAGID
FADBUMRMWEAYKCIIMIZPyLGQBGRYC dHexEzARBgo Jkialk/IsZAEIFg
Mjo20xFTATBgo JkiaJk/IsZAEZFgV6eXhloDESMBAGATUEAMIUIZECM -

ser

OK

6 Go to CONFIGURATION > Object > Auth. Method. Select to the
default method, and click Edit. Select the AD server you
create. Click OK.

<! Edit Authentication Method default

General Settings
Name: default

& Add ®& Edit Remove ove
# Method List

1 'grou‘pod

il
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7 Go to Configuration >

www.zyxel.com

Object > User/Group > User > Add/Edit.

When user type is ‘ext-group-user’, set the corresponded value
in ‘Group ldentifier’ field, then enable and set the ‘User VLAN
ID'" option. There are two Filter-ID in radius server and the

‘Group Identifier’ of each ext-group-user is the same as the

radius server's setting.

The Group Identifier is the distinguishedName of the group in

AD server.

@ Add A User

User Configuration

User Name :

User Type:

Group Identifier:

Associated AAA Server Object:

Description:

Authentication Timeout Settings
Lease Time:
Reauthentication Time:

Y| User VLAN ID:

Use Manual Settings

9 Use Default Settings
] minutes

1440

Lie |

minutes

(1~4094)

8 Setting the other ext-group-user for student group as the

step 4.
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4.5.4 Test the Result
4.5.4.1 Dynamic VLAN by radius server attribute
Use mobile phone to connect with SSID DyVlan. Enter the

Username and Password which are in VLAN 10 group, and

1

2

www.zyxel.com

then click Join to connect with the AP.

Enter the password for "DyVlan”

Cancel Enter Password

Username TO1

Password esoe Oottl

Join

The logged-in client gets an IP in VLANT1O.

£ Wi-Fi DyVlan

Forget This Network

Subnet Mask

IP ADDRESS
IP Address 192.168.10.100

255.255.255.0

3 Use the mobile phone to connect with SSID DyVlan. Enter the
Username and Password which is in VLAN 20 group, and then

click Join to connect with the AP.

Cancel Enter Password
Username SO
Password ~ eeeseees|

Join
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4 The logged-in client gets an IP in VLANZ20.

£ Wi-Fi DyVlan

Forget This Network

IP ADDRESS

BootP Static
IP Address 192.168.20.100
Subnet Mask 255.255.255.0
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4.5.4.2 Dynamic VLAN by External User Group
1 Use mobile phone to connect with SSID DyVlan. Enter the

Username and Password which are in VLAN 10 group, and

then click Join to connect with the AP.

Enter the password for "DyVlan”

Cancel Enter Password Join

Username TO1

Password ~ eeeesees|

2 Thelogged-in client gets an IP in VLANT1O0.

< Wi-Fi DyVlan

Forget This Network

IP ADDRESS
BootP Static
IP Address 192.168.10.100

Subnet Mask 255.255.255.0

3 Use the mobile phone to connect with SSID DyVlan. Enter the
Username and Password which is in VLAN 20 group, and then

click Join to connect with the AP.

Cancel Enter Password Join
Username S0O1
Password sssssees
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4 The logged-in client gets an IP in VLANZ20.

£ Wi-Fi DyVlan

Forget This Network

IP ADDRESS

BootP Static
IP Address 192.168.20.100
Subnet Mask 255.255.255.0
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4.5.5 What Could Go Wrong
1 When you set the dynamic VLAN in the NXC controller, the
radius server needs to set the corresponding VLAN groups for
authentication.
2 Because the dynamic VLAN setting is in the NXC confroller, it
only supports radius server type “Internal” in CONFIGURATION
> Object > AP Profile > SSID > Security List.
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4.6 How to Configure 802.1x EAP-TLS to Secure the Wireless

Environment with Self-Signed Certificate?

This example shows how to use Android/iOS phone import the self-sign
certificate from NXC to get the wireless connection with 802.1x EAP-TLS
protected. We need a certificate which is generated by the NXC.

WAN: 10.214.48.38 AP: 192 168.20.10

VLAN10: 192.168.10.1/24 T
VLAN20: 192.168.20.1/24

Figure 4.6 Use 802.1x with EAP-TLS

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This

example was tested using NXC2500 (Firmware Version: 5.40)
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4.6.1 Configure Certificate
Go to CONFIGURATION > Object > Certificate > My certificates,
and add a self-signed certificate. In Subject Information, Set

the NXC’s IP in the Host IP Address.
In Enroliment Options, select Create a self-signed certificate

1

& Add My Certificates

| Configuration

Name:

Subject Information

EAP-TLS

| @ Host IP Address

192.168.10.1| |

Hast Domain Name
E-mail

Organizational Unit:

Organization:

Town (City):

State (Province)

Counfry:

Key Type:

Key Length

Extended Key Usage
Server Authentication

Client Authentication

Enrollment Options

RSA-SHA256 n
2048 ~

[E Create a self-signed certificate

|

(Optional)
(Optional)
(Optional)
(Optional)
(Optional)
L]

bits

7]

www.zyxel.com

2 Export the self-signed certificate from My certificates. Double

click the self-signed certificate and scroll down the page to

press Export Certificate Only. Save the certificate.

My Certificates Setting

Signature Algorithm:
Valid From;
Valid Te:

Key Algc

Subject Altemative Name:
Key Usage:

Extended Key Usage:

Basic nstraint:
MDS5 Fingerprint:

SHAI Fingerprint

Cerfificate in PEM (Base-é4) Encoded Formd

3 30 Objects
L co_al 172214
= Desktop
Documents
 Downloads
¥ Music
& Pictures
L twnasd (17223
B Videos e

© Add
1 EAP-TLS SELF CN=192.168.10.1 CN=192.168.10.1 2019-06-06 08:00:38 G... 2022-06-0508:00:38 G...
= Edit My Cerfificates i
_______ X
lssuer: p—y ol . r
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3 Go to Trusted Certificate and import the self-signed certificate.

* Import Trusted Certificates

Please input the File Name
= Binary X.50%
* PEM (Base-64) encoded X.509
* Binary PKCS#7
= PEM (Base-44) encoded PKCS#7

File: [ EAP-TLS

My Cerlificates Trusted Certificates

PKI Storage Space in Use

I 0.113% used...

Trusted Certificates Setting

Valid To
CN=192.168.10.1 CN=192.168.10.1 2019-03-20 06:29:10 GMT 2022-03-19 06:29:10 G
—— e — — =

Page ‘I of 1 Show |50 ‘V_ Items Displaying 1 -1 d

4 Go to My certificate and Export the “Self-signed cerfificate
with Private Key"”. Double click the self-signed certificate and
scroll down the page to press Export Certificate with Private
Key. Save the certificate and add file extension(*.pfx, *.p12 or
*.crt).

[T
« ~ 4 1 > ThisPC » Desktop > eap-ts v |0 | searcheap-tis A
# Edit My Cerfificates

Ramlan | Organize - New folder
Issuer: CN=192.168 .

" ~ Meme Date modified
Signature Algorithim: sopkestsf| ¥ TEPC

3D Objects
Valid from: 20 [ I N fehy d

= ool (172214
Valid Ta: 2022-03-18
aiic Tox X <‘ T

KeylAlgorhn SAENERIE s Documents
Subject Altemative Name: 192185200 4 pownloads
Key Usage: DigitalSignd 1 Music
Extended Key Usage: & Pictures
Basic Constraint: SubjectTypf < twnas01 117223
MO Fingerprint: amggiisps|  WVideos R E
SHAI Fingerprint: 56297, e nome: | EEETRE

Save as type: FIEME (.4

Cerlificate in PEM (Base-64) Encaded For
——-BEGIN X505 CERTIFICATE—
MIDITCCAGGAWIBAGIAIGHREFTG8EHMA A Hide Folders (s || conce
BAMMDDESMI4xNIGUMAUMT ASFwOXOT Azl
MBCXFTATBGNVBAMMDDESMi4xNiguNs CASRWOGY IKGOFVENAGERT uggE7 - |
Password: |"*"*

Export Caslificals Owty Export Certificate with Private Key
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Import the self-signed certificate into Android phone. (Here |
copied the certificate to the Android phone storage then

import them. | send the mail with certificate to iPhone and

install it.)
Android: In step “e”, the “CREDENTIAL USE"” must select as
“Wi-Fi”

VR

BRI = % 1009

Settings

E’ Personalize

@ Accounts & sync
Q@ Location

w Accessibility
@ Backup & reset

Get content from another phone

WEGE P R dx %) 100% 88 1:27m

< Security

Device administrators
View or deactivae v aomi

Unknown sources
Allow installation of apps from unknown

Storage type

Trusted credentials
slay trusted CA tes

rnsm\l from phone storage
Instal 1 cer ates from ph

Trust agents
View tivate trust agent

Screen pinning

C=E%E R« 0

Extract certificate

1234

CANCEL

112|3/4/5/6(7 8/9(0

& + 7/

@ # $ %

Name the certificate

[ Wi-Fi

The package contains:

CANCEL

qwe T tyuiop

asdfghj kI
Z x ¢cvbnm

AnyDesk

android.pfx
-
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.
iOsS:
.
W BEAEL T - 366PM ® 70 7En . CIERETEY D ST CIUTA_D
< AN Settings
From: HiEE @ Apple ID Suggestions 9
To: FREFIE Hide
- .
EAP-TLS certificate FRME iPhone @
Today at 3:53 PM y
IProﬁ\e Downloaded I
FYl
Tap to Downlosd Profile Downloaded Alrplane Mode
. Review the profile in Settings app if
32k8 you want o install . B wii ZyXEL_CSO_246
Close Bluetooth on
Cellular
Personal Hotspot off
VPN Not Connected
Notifications
m Sounds
al”_© I <« “ b cl=
w BEAER T 357 P EEXCIZA N wl BEARA T 358 P EECECLH T T
Cancel Install Profile Install Enter Passcode Cancel Cancel Warning
UNSIGNED PROFILE
ﬁ Identity Certificate The profile is not signed.
Signed by Not Signed
i Enter your passcode
Contains Certficate
More Details OO0 0000
Remove Downloaded Profile
1 3
. ame orr
5
sHi KL Mo
8
FORS Tuy Wiz
d e SR
I BRATX T EHRE i BEAEA F 3:59 PM W BRAFR T 359 PM EEL R
Cancel Enter Password Profile Installed £ General Profiles
ENTER THE PASSWORD FOR THE CERTIFICATE CONFIBURATION PROFILES
“IDENTITY CERTIFICATE"
Idlentity Certificate
. o Y @ ro2re01a
Required by the "Identity Certificate” profile Signed by Not Signad
Contains Cartieate ﬁ 192.168.1.1
More Details
ﬁ 19216811
ﬁ usg60_BOB2DC70C4D6
ﬁ 192.16810.1
@ Passwords
112131451861 7]18]9]0
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4.6.2 Configure AP profile
Go to CONFIGURATION > Object > AP Profile > SSID> Security
List, and add a Security profile

1

www.zyxel.com

© Edit Security Profile test AX
General Settings
rofile Name: EAP-TES
ecurity Mode: wpaz2
Fast Roaming Settings
802.11r
Radius Settings
Radius Server Type: Internal
MAC Avuthentication Setting
MAC Authentication
Authentication Settings
® 802.1X
Auth. Method: default v
ReAuthentication Timer: Q (30~30000 seconds, 0 is unlimited)
PSK
Cipher Type: aes -
Idle timeout: 300 (30-30000 seconds)
Group Key Update Timer: 30000 (30-30000 seconds)
Pre-Authentication: Enable o
Management Frame Protection

Go to CONFIGURATION > Object > AP Profile > SSID> SSID List,

and add an SSID profile.

& Edit SSID Profiletest [Z]x]
.3 Create new Object
Profile Name: EAP-TLS
SSID: Zyxel-EAPTLY
Security Profile: EAP-TLS v
MAC Filtering Profile: disable v
Layer-2 Isolation Profile: disable >
Qos: WMM 3
Rate Limiting (Per Station Traffic Rate)
Downlink: 0 mbps  |¥ (0~140, 0is unlimited)
Uplink: o mbps |»| (0~160, 0 is unlimited)
[ Band Select
Forwarding Mode: Local bridge v
VLAN ID: 10 (1~4094)
Z]l Controller offline policy
Hidden SSID
Enable Intra-BSS Traffic blocking
| Enable U-APSD
Enable ARP Proxy .
[ ok Cancel |
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3 Go to CONFIGURATION > Wireless > AP Management > AP

Group, and add this SSID into the default group.

1
2
3
4
5
é
7
8

1

Description:

Location:

Radio 1 Sefting
OP Mode

default

EA 3

General Settings

Group Name:

@ AP Mode

Radio 1 AP Profile:

Max Output Power:

disable
disable
disable
disable
disable
disable

Radio 2 Selting
OF Mode

default

3 disable
4  disable
5 disable
& disable
7 disable
8 disable
VLAN Settings

@ AP Mode

Radio 2 AP Profile:

Max Output Power.

2 EAP-TLS

# Edit AP Group Profile default

default

MON Mode
default

30

MON Mode
default2

30

[ Force Overwrite VLAN Config

IR
(Optional)
(Optional)
Repeater AP @
Li}
dBm (0~30)
Repeater AP Li]
Li}
dBm (0-30)
m m Overmide Member AP setting
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4.6.3 Test the Result

www.zyxel.com

1 Use Android/iOS phone and connect to the SSID Zyxel-EAPTLS.

Android:

RI = %01
< WiFi oN
Zyxel =
Zyxel-EAPTLS )
Secured with 802.1x h
Unizyx_WLAN 2
Secured with 802.1x -
ZyXEL_CSO =
ured with WPA2 ;
Unizyx_MANAGER 2
sred with WPA/WPA2 -
WSQ60_Brian =
o AniE 2"
Secured with WPA2
ZyXEL_CS0_56 =
Secured with WPAZ ’
hey0111 _ =
Secured with 802.1x
Zyxel_FF7D -
£
ired wi vailable)

NAE®

< WiFi

Zyxel =
ZyXEL_CSO =
Secured with WPA2 .
ZyXEL_CS0_5G =
Secured w 2 -
MemoryTest =
Secured with WPA2 (WPS available) =
no_cp_test =
SSID2_guest =
Secured with WPA2 -
Unizyx_MANAGER —
Secured with WPA/WPAZ -
Unizyx_WLAN =
Secured with 802 1x -

DAEX@P RN«

Zyxel-EAPTLS

Signal strength
Excellent

Securit

T ]

Advanced options @

PROX
None

CANCEL CONNECT

Advanced options

None

DHCP

(unspecified)

android

CANCEL

CONNECT

O soms  a G o =

CNAB Y R«

Zyxel-EAPTLS

Status

Connected

Signal strength

Excellent
Link speed
52Mbps
Frequency
Security
802.1x EAP

IP address

102.168.10.10

CLOSE DISCONNECT

eEEL

174/309



ZYXEL S——

iOS:

wl HEAFL 4G 415 PM @4 9 cTn . wil HEAEA 4G 415 PM @ 4 9 oo wl HEAFA 46 415 PM @ <9 @cTnmm
 Settings Wi-Fi Enter the password for "Zyxel-EAPTLS" Enter the passward for “Zyxel-EAPTLS"
P Cancel Enter Password Join ( Enter Password Security
a7 ()
Zyxel-EE5F = (i)
Username Automatic
Zyxel00087 ax ()
Identity EAP-TLS v
Zyxel05270 a= ()
ZyXEL09235 a = (0
ZyXEL2EDFFE a= )
ZyXEL2EDFFE speed a = ()
Zyxel40606 a= (1)
ZyXELBBEFAD a=w ()
ZyXELCCDB50.5G a =
Other.
G Ask to Join Networks b C
wil HEXFL 46 415 PM @ 4 % 50 . wil HEASA 46 415 PM @ 4 o ern e wil HEAFA 46 415 PM @ 7 ¢ oo% -
Enter the password for "Zyxel-EAPTLS" Enter the passward for “Zyxel-EAPTLS" Enter the passward for “Zyxel-EAPTLS"
Cancel Enter Password Join ( Enter Password  Identity Cancel Enter Password Join
Username ‘192 Lﬁg'm Username
Ex; W
Identity Identity 192.168.10.1
192.168.1.1
Issued by: 1
r May 27
Mode EAP-TLS usg60_BOB2DCTOCADE Mode EAP-TLS
Issued by: usgBO_BOBZ C4D6
Expir December §, 207
192.168.1.1
Issued by:
Expires:
192.168.101
Issued by: 192
Expires:

wil BEAFA 4G 4:16 PM @ 5 @ 66% » wl BEATA T 4:16 PM @99 oo% .-
Cancel Certificate ( Settings Wi-Fi
WiFi O
@ nxc2500_107BEFCFE7BD v Zyxel-EAPTLS aw (D
ssued by nxc2500_107BEFCI
Neot Trusted CHOOSE A NETWORK...
Explres 2034/1/13, 4:55:33 PM BalabababaAC810S aw (D
More Details CHT.BR 168 im0
e-Nebula-FT2G = ([
Employee_test PR
Fioptics00049 a= (0
Freew!|-F1.2G a= (0
FreeWI-FI.5G a= (0
Ironian = (0
Koti_E48D PR
Nebula_MUX a= (0
g jL_oftice =0
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2 Check the station information On NXC station info. Go to

Configuration > Wireless > Station info.

Ethernel Neighbor I
Wireless
AP Information 1 192168.1010  AP-ACE4 [  ZyxelEAPTLS N/A N/A (x] 2C8A T -+5cem il
IyMesh
331D Info

Defected Device
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4.6.4 What Could Go Wrong?

1

Users must import the certificate which is signed by NXC, and

credential use must select Wi-Fi.

2 When pressing disconnecting on the Android phone, we might

need to import the certificates again.

3 Different Android/iOS firmware versions may have different

certificate importing behavior. Please ensure the certificates
are imported successfully.

The Windows PC doesn’t support self-signed certificate.

Go to CONFIGURATION > Object > Certificate > My Certificates,
click the self-signed certificate and click edit. It shows

validation result=self-signed in certification path.
& Edit My Cerlificates

Configuration

HHHHHH

Mame: e

Certification Path

CN=192.168.1.55

Refresh

Certificate Information
Type: Self-signed X.50% Ce
Version:

Serigl Number: 183203780183152637 46
Subject:

Issuer:

Signature Algorithm:

Valid From: 20

1
Gy G
1

Valid To: 2020-09-17 09:10:01

Key Algorithm:

6 When the customer connects to a SSID with 802.1x security,

there is a certificate trust request pop-up screen with the
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detailed information of the certificate in iOS.

Cancel Certificate Trust

nxc2500_5CF4ABF74FTi]
Issued by nxc2500_5CF4ABF7

Not Trusted

Expires 18/05/2034, 4:57:04 PM

More Details
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4.7 How to Configure 802.1x EAP-TLS to Secure the Wireless

Environment with Third-party CA Cerlificate?

This example shows how to use Android/iOS phone import the
third-party certificate to get the wireless connection with 802.1x EAP-TLS
protected. We need a certificate which is purchasing by the third-party
CA.

Certificate server

g ~olg

— )

WAN:10.214.48.38
AP:192.168.20.10 ifi ion:
VLAN10: 192.168.10.1/24 Wifi Station: 192.168.10.10/24

VLAN20: 192.168.20.1/24
Figure 4.7 Use 802.1x with EAP-TLS

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using NXC2500 (Firmware Version: 5.40)
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4.7.1 Configure Certificate

1

Generate certificate request on the NXC. Go to

www.zyxel.com

CONFIGURATION > Object > Certificate > My certificates, and

add a request certificate. In Subject Information, Set the NXC’s

IP in the Host IP Address.

In Enroliment Options, select Create a certification request and

save it locally for later manual enroliment.

& Add My Certificates
Conrlgulcmon

Name: NXC

Subject Information
® Host IP Address 192.168.10.1 |

Host Domain Name

E-mail

Organizational Unit (Optional)
Organization: (Optional)
Town (City): (Optional)
State (Province): (Optional)
Country. (Optional)
Key Type: RSA-SHA256 ~ O

Key Length: 2048 > bifs

Extended Key Usage
Server Authentication

Client Authentication

Enrollment Options

Create a self-signed ceriificate

[“ Create a certification request and save it locally for later manual enrollment I

My Cerlificates Setting
© Add
1 NXC REQ CN=192.148.10.1 none none none
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2 Double click the certificate and scroll down the page to copy
the Base-64 code, then provide it to the third-party certificate

company.

# Edit My Certificates
Subject: UN=192168.10.1 N
Issuer: none
Signature Algorithm: rsa-pkcs]-sha256
Valid From: none
Valid To: none
Key Algorithm: rsaEncryption (2048 bits)

Subject Alternative Name: 192.168.10.1

Key Usage: DigitalSignature. KeyEncipherment. DataEncipherment
Extended Key Usage:

Basic Consfraint:

MD35 Fingerprint: d1:63:e7:13:01:b9:1b:19:c5:a3:chic]:51:26:37:16

SHAI Fingerprint: 35:2d:fa:cc:50:c8:36:02.8¢:96:61.75:1 1 :4e:00:78:e0:09:1:f?

Cerfificate in PEM (Base-é4) Encoded Format

— 4 f—
ICHCCASICAQAWFZEVMBMGA | UEAWWMMTKyLJE2OCAXMC4xMIBIANBgkahkiG

'WOBAQEFAACCAQEAMIBCgKCAQEAUFLO 1mBBSo/nODavzAdUySlcwsB2ppl8C D+
+e{WSMBIyofS20QV 47 CliBSofueynvw +EGUUQEBWZ/ 1 JACHQBMVS JoLYIPMBG? -

Export Certificate Only

[ ox |
3 Afterreceiving the certificate, import the NXC identity

certificate into “My Cerfificates”, and the REQ certificate will
be changed to CERT automatically. Go to CONFIGURATION >
Object > Certificate > My Certificates > Import.

* Import Certificates

Please specify the location of the certificate file to be imported. The
certificate file must be in one of the following formats.

Binary X.509

* PEM (Base-64) encoded X.509
e Binary PKCS#7

PEM (Base-64) encoded PKCS#7
Binary PKCS#12

For my certificate importation fo be successful, a certification request
corresponding fo the imported certificate must already exist on
EnterpriseWLAN. After the importation, the cerfification request will
automatically be deleted.

e | [ orowse|

o[ concor
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4 |mport the root CA and Intermediate CA'’s certificate (if exits)
into “Trusted Cerfificate”. Go to CONFIGURATION > Object >
Certificate > Trusted Certificates > Import.

* Import Trusted Certificates

Please input the File Name
¢ Binary X.509
= PEM (Base-é4) encoded X.50%
» Binary PKCS#7
* PEM (Base-64) encoded PKCS#7

| RootCA.cer

Trusted Certificates Setting
# Name Subject & Issuer Valid From Valid To
1 RootCA cer CN=5VDradius, DC=zyxel, ... CN=SVDradius, DC=zyxel, ... 2014-03-04 04:31:22 GMT 2036-03-04 04:41:21 GMT
Page ,1_ of 1 Show |50 | tems Displaying 1 - 1 of 1
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Import the station identity certificate, root CA and

Intermediate CA'’s certificate (if exits) into the Android/iOS

phone. (The station could download the certificates from

email, dropbox or a cloud storage space).

Andriod: In step “e”, the Credential use must select Wi-Fi.

QWE G @ Rl 99% 5 3560

QWA E R %) 99% 5 3550

Settings

(& Personalize
@ Accounts & sync
O Location

W Accessibility
@ Backup & reset

:D Get content from another phone
L) Getcontacts, messages, photo: .

O D Display, gestures & buttons

Extract certificate

1234

CANCEL

123 4567 890

'@ # § % & + 7 /

CEEL R

Name the certificate

The package contains;

CANCEL

< Security

Unknown sources
A nstallatior pps from unknow

Storage type
ardwar acke

Trusted credentials
trusted CA certificates

Install from phone storage ]
\stall encrypted certificates from phone storag

Trust agents
iew o deactivate trust agents

Screen pinning
ff

Any k
O S5

B RootCA.cer
50 AM

g Setenslx

Name the certificate

[ Wi-Fi

The package contains

CANCEL

qgwertyuiop
asdfgh j kI
zZxcvbnm

QWE ) R0

- Q

= Download

- Ar:yDErsk

B RootCA.cer
9:50 AM

0] E‘Stralm:‘pfx
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iOS: The way is same as import self-signed certificate.

il SHAEX T 3:57 PM R
Settings
Apple ID Suggestions 9

EAP-TLS certificate
Today at 3:53 PM

[adl

Tap to Download

a - B I <N 4

wl EAER T 256 PM EEE L

< WV
From: #F§E0E @
To: FREFIE Hide

Profile Downloaded
Review the profile in Settings app if
you want to install it.

Close

wl HIEAER B 357 PM.

Cancel Install Profile Install

@ < O 74% .

6 Identity Certificate

Slgned by Not Signed

Contains Certificate

More Details

Remove Downloaded Profile

wil HEATA T 3i58 PM. CECECT T

Enter Passcode Cancel

Enter your passcode

o0 O0O0O0O0

SERLARTE iPhone

I Profile Downloaded

Airplane Mode

Wi-Fi ZyXEL_CS0_24G
Bluetooth on
Cellular

Personal Hotspot off
VPN Not Connected

Notifications

m Sounds

C

wl HEATA T ai58PM
Cancel Warning
UNSIGNED PROFILE

The profile is not signed.

1 3

_ame oer
4 5

sHi KL Mo
8

PoRS Tuy Wiz

0 & f
I BRATX T EHRE i BEAEA F 3:59 PM W BRAFR T 359 PM EEL R
Cancel Enter Password Profile Installed £ General Profiles

ENTER THE PASSWORD FOR THE CERTIFICATE
“IDENTITY CERTIFICATE"

Required by the *Identity Certificate” profile

@ Passwords

ﬁ Identity Certificate

Signed by Mot Signed

Contains Certificate

Meore Details

CONFIGURATION PROFILES

ﬁ 192.168:1.1
ﬁ 192.168.1.1
ﬁ 192.168.11

ﬁ usg60_BOB2DC70C4D6

|ﬁ 192.168.10.1
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4.7.2 Configure AP profile
Go to CONFIGURATION > Object > AP Profile > SSID> Security

List, and add a Security profile.

1

www.zyxel.com

@ Edit Security Profile test

General Settings

Management Frame Protection

Bl
rofile Name EAP-TL
ecurity Mode: wpaz2 v
Fast Reaming Settings
802.11r
Radius Settings
Radius Server Type: Infernal -
MAC Authentication Setting
MAC Authentication
Authentication Settings
@ 802.1X
Auth. Method: default ~
ReAuthentication Timer: 0 (30~30000 seconds, 0 is unlimited)
PSK
Cipher Type: aes v
Idle timeout: 300 (30-30000 seconds)
Group Key Update Timer: 30000 (30-30000 seconds)
Pre-Authentication: Enable v

Go to CONFIGURATION > Object > AP Profile > SSID> SSID List,
and add an SSID profile.

@ Edit SSID Profiletest

15 Create new Object »

i [E53)

Profile Name:

EAP-TLS

Hidden SSID

] Enable U-APSD
Enable ARP Proxy

Z]l Controller offline policy

Enable Intra-BSS Traffic blocking

SSID: Zyxel-EAPTLY
Security Profile: EAP-TLS ~
MAC Filtering Profile: disable v
Layer-2 Isolation Profile: disable >
Qos: WMM ~
Rate Limiting (Per Station Traffic Rate)
Downlink: 0 mbps
Uplink: 0 mbps
1 Band Select
Forwarding Mode: Local bridge v
VLAN |D: 10

~|  [0~160, 0is unlimited)
v | (0~160, Qis unlimited)

(1~4094)
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3 Go to CONFIGURATION > Wireless > AP Management > AP

Group, and add this SSID into the default group.

1
2
3
4
5
é
7
8

1

Description:

Location:

Radio 1 Sefting
OP Mode

default

EA 3

General Settings

Group Name:

@ AP Mode

Radio 1 AP Profile:

Max Output Power:

disable
disable
disable
disable
disable
disable

Radio 2 Selting
OF Mode

default

3 disable
4  disable
5 disable
& disable
7 disable
8 disable
VLAN Settings

@ AP Mode

Radio 2 AP Profile:

Max Output Power.

2 EAP-TLS

# Edit AP Group Profile default

default

MON Mode
default

30

MON Mode
default2

30

[ Force Overwrite VLAN Config

IR
(Optional)
(Optional)
Repeater AP @
Li}
dBm (0~30)
Repeater AP Li]
Li}
dBm (0-30)
m m Overmide Member AP setting
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4.7.3 Configure Auth. Server

1

Change the certificate to NXC identity certificate from
third-party CA. Go to CONFIGURATION > System > Auth. Server

> Auth. Server, and the Authentication Server Certificate select
NXC.cer.

Auth. Server

General Settings

Enable Authentication Server

Authentication Server Certificate:  ||NXC.cer ~ |

Authenftication Method: default v
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4.7.4 Test the Result
1 Use Android/iOS phone and connect to the SSID Zyxel-EAPTLS.
Android: In step “c”, please select root CA’s certificate in “CA

CERTIFICATE"” Column and select station identity certificate in
“USER CERTIFICATE"

QeEF® Rl = %] 100% . 1:53 p NAE®E R«

< WiFi o Q

ZyxelEAPTLS
Zyxel =

Signal strength
ZyxelEAPTLS P Eucelent Advanced options /]
Secured with 80: ™

Security o

= - None
ZyXEL_CSO = [ = I
Secured with WPA2 :
DHCP
Unizyx_MANAGER =
Secured with WPA/WPAZ B sl R
WSUGU,B[I&!’) - =5 [ nxc2500 [
e Advanced options E
2yXEL_CS0_56 = USER CERTIFICATE
Secured with WPA2 : PROXY I Wlﬂ l
hey0111 = None
Secured with S02 1 ) CANCEL CONNECT CANCEL CONNECT
Zyxel_FF7D =
QT s 3 — - I

NAE® RN«F CQWAE P R T 100%mm 2150

< WiFi H
Zyxel-EAPTLS = o -
Connected = ZyxeFEAPTLS
Status
2yxe| ’é‘ Connected
ZyXEL_CSO — Signal strength
Secured with WPA2 - Excellent
ZyXEL_CS0_5G = Link speed
Secured with WPAZ E 52Mbps
MemoryTest = Frequency
ecured with WPA2 (WPS available " AGHZ
Securit
no_cp_test = B0 “y.,_v
SSID2_guest = IP address
ecured with WPAZ o 192.168.10.10
Unizyx_MANAGER =2 CLOSE DISCONNECT
Secured with WPA/WPA
o [t = \!
Secured with 802 1x ) e
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iOS: In step “e”, please select the station personal cerfificate
from CA.

wl ERATA 46 215 PM @10 cnm: wisEkEL 46 2:15PM @ 0 cow wl ERATA 46 215 PM © 7o e,
 settings Wi-Fi Enter the password for "Zyxel-EAPTLS" Enter the passward for “Zyxel-EAPTLS"
P Cancel Enter Password Join ( Enter Password Security
@ = )
Zyxel-EESF = (1)
Username Automatic
Zyxel00087 a = ()
Identity EAP-TLS v
Zyxel05270 a= (0
ZyXEL09235 &= (1)
ZyXEL2EDFFE a=® ()
ZyXEL2EDFFE speed a =)
Zyxel40606 a= 0
ZyXELBGGFAD a= ()
ZyXELCCDB50.5G &= (1)
Other...
G Ask to Join Networks b C
wl BRATA 46 25 PM @ < o con wil BEATE 46 PR © < oernm, wl BATA 46 a15PM @ < 0 conm
Enter the password for "Zyxel-EAPTLS" Enter the passwrd for “Zyxel-EAPTLS" Enter the passward for “Zyxel-EAPTLS"
Cancel Enter Password Join ( Enter Password  Identity Cancel Enter Password Join
Username 192‘3?8_'1'1,1_ Username
Expires:  May
Identity Identity 192.168.10.1
192.168.1.1
Issued by: 192.168.1.1
Expires:  May 27, 2022
Mode EAP-TLS usgB0_BOB2DC70CADE Mode EAP-TLS
Issued by 60_BOB?
Expires
192.168.1.1
Issued by: 192.168
Expires: May 29, 2022
192.168.10.1

wil BIEATA 4G 416 PM & 5 @ 66% .. wil BIEATA T 416 PM & v ¢ 6o% .-
Cancel Certificate ( Settings Wi-Fi
Wi-Fi @)
@ nxc2500_107BEFCFE7BD ~ Zyrel-EAPTLS &= (D)
ssued by nxc2500_107BEFCFI
Not Trustad CHOOSE A NETWORK
Explras 20341113, 759730 P BalabababaAC8108 W= (0
More Details CHT_BR_168 s =
e-Nebula-FT2G = (0
Employee_test &= (1)
Fioptics00049 a= (0
FreeW!|-FI.2G a = (0
FreeW!-FI.6G a=
IronhAan = G)
Koti_E48D &= (1)
Nebula_MUX a=(0
g jL__office =0
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2 Check the station information On NXC station info. Go to
Configuration > Wireless > Station info.

Ethemnet Neighbor T
Wireless
AP Information 1 1520¢8.00.00  AP-AOE4 [ ZyxelEAPTLS N/A N/A (] 2CBAT I -25qem will
ZyMesh
SSID Info

Defecled Device
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4.7.5 What Could Go Wrong?

1 User must import the certificate correctly on each
device.
NXC: Root/Intermediate CA'’s certificate > Trust
Certificate; NXC's certificate > My Certificate;
Station: Root/Intermediate CA’s Certificate > Trusted CA
list; Stations’ personal certificate > Personal Certificate.

2 When pressing disconnecting on the Android phone, we
might need to import the certificates again.

3 Different Android firmware versions may have different
certificate importing behavior. Please ensure the
certificates are imported successfully.
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Secure the Wireless Environment - Captive portal

5.1 How to Configure Captive Portal Redirect on Controller?
The example instructs how to set up captive portal redirect on the
conftroller. A captive portal can intercepts network fraffic, according to
the authentication policies, until the user authenticates his or her
connection, usually through a specifically designated login web page.
Typically, you often find captive portal pages in public hotspots. There
are two kinds of the topologies for captive portal redirect on the
conftroller: one is to set USG as the gateway; the other is to set NXC
conftroller as the gateway. The configurations of these two kinds of
topologies show in below procedures.

zzzzz |
— c EREEE -
ZIyxel USG Lyxel Switch NXC Controller

WAN IP 172.51.31.98 LANIP 192.168.1.48 vianO IP 192,168.1.55

LANIP 192.168.1.10

Managed AP

Figure 5.1.a Captive portal redirect on controller (USG is gateway)
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ZYXEL M” Ulill |
= S LT - i -

Lyxel USG NXC Controller Zyxel Switch

WANIP 172,51.31.98 vian0 IP 192.168.1.55 LANIP 192.168.1.48
LANIP 192.168.2.10

Monoged AP
Figure 5.1.b Captive portal redirect on controller (NXC is gateway)

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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5.1.1 Configure Authentication Method Setting

1 Go to CONFIGURATION > Object > User/Group, click add to
create a new user ID and password. Stations can log in
captive portal to access the Internet via this account. Enter
the User Name as login ID for captive portal and User Type is
guest. Enfer the Password as the login password. The default of
Authentication Timeout Setting is 1440 minutes, and usually it's
shorter for guests. Select to Use Manual Settings to set Lease
Time and Reauthentication Time. Click OK to save.

@ Add A User
Uzer Configuration

User Name : csotest

User Type: guest "

Password:  |eewesass

Retype:r  |eeweeess

Description: Local User

Authentication Timeout Seffings  © Use Default Settings @ Use Manual Settings
Lease Time: 720 [0-1440 minutes, 0 is unlimited)
Reauthentication Time: 720 [0-1440 minutes, 0is unlimited)

2 Go to CONFIGURATION > Object > Auth. Method, click add to
create an authentication method. Enter the Name of this
authentication method and select to local in the Method List.

General Settings
Name: localtest

@ Add Eclit Remove ove
#  Method List =

¥
1 local
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5.1.2 Configure Captive Portal
1 Go to CONFIGURATION > Object > Address > Address, click

add fo create an address range which needs to do captive
portal authentication before accessing to the Internet. Enter
profile Name and change Address Type to RANGE. In this
example, the IP range for guestis 192.168.1.100 to
192.168.1.200 on DHCP server (USG). Click OK to save.

© Add Address Rule

Marme: CPtest

Address Type: RAMNGE e
Starting IP Address: 172.158.1.100

End IP Address: 192.168.1.200

2 Go to CONFIGURATION > Captive Portal > Redirect on
Controller > Authentication Policy Rule, click add to create a
policy rule for stations which get an IP range from
192.168.1.100 to 192.168.1.200.

In General Settings, check Enable Policy and enter the
Description of this policy.

In User Auth Policy, change Source Address to CPtest and
Authentication is required. Check Force User Authentication,
and change the Authentication Method to localtest. Click OK
to save.

@ Auth. Policy Edit
i3 Create new Object -

General Settings

V| Enable Policy

Description: (Optional)
User Auth Policy
Source Address: CPiest v| RANGE, 192.168.1.100-192.168.1.200
Destination Address: any -
Schedule: none v
Authentication:
Authentication Method:
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3 If you want to use the domain name instead of an IP address,

you can set it in the Authentication Type. (If you don’t have
FQDN, please skip this step)
& Auth. Policy Add

5 Create new Object ~

Authentication Type
9 |nternal Web Portal

Encble Domain Name [zy-:=o‘es’r.dd*“.=.r.ef ] i ]
Redirect Link by FQDN: - -

Portal Theme: Controller_default |

4 Go to CONFIGURATION > System > WWW and enable Redirect
HTTP to HTTPS. Click Apply to apply the settings.

HTTPS
¥| Enable
Server Port: 443
Authentficate Client Certificates  (See Trusied CAs)

Server Certificate: defoult n

[¥] Redirect HTIP to HTTPS]

5 Go to CONFIGURATION > Captive Portal > Captive Portal,
check Enable Captive Portal. Click Apply to apply the settings.

Captive Portal k

General Settings

Enable Captive Portal

196/309



ZYXEL S——

5.1.3 Configure AP Profile when USG is the Gateway
1 To make sure the USG is the gateway for vian0 interface which
is for client accessing the Internet, go to CONFIGURATION >
Network > Interface > VLAN > vlan0 > Edit, enter USG's IP in

Gateway. Click OK to apply settings.
IP Address Aszsignment

O Get Automatically

@ Use Fixed IP Addrass

IF Address: 192,148.1.55

Subnet Mask: 255.255.255.0

Gateway: [192.148.1.10 | (Optional)
Metric: o (0-15)

2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click Add to add a SSID for captive portal. Key in the SSID to
CP_guest, and change Security Profile to default which sets
none security. Change Forwarding Mode to Tunnel Mode and

click OK to save.

&» Add SSID Profile
i5] Create new Object »

Profile Nome: IC3_‘es‘ I
SSID: |cP_guest |
Security Profile: default A4
MALC Filtering Profile: disable b4
Layer-2 Isolation Profile: disable b
Qos: WM ¥

Rate Limiting (Per Station Traffic Rate)

Downlink: 0 mbps|¥ | (0~160, Ois unlimited)
Uplink: 0 mbps ¥ [0~140, Ois unlimited)
Band Select: disable hd
Forwarding Mode: ITu“neI VI
YLAN Interface: viano > WD
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3 Go to CONFIGURATION > Wireless > AP Management > AP
Group, select the default AP profile and edit. Select #1 to
CP_test which created in step2. Click Override Member AP
Setting to apply the SSID to AP and click Yes in the pop-up
window. Click OK.

Radic 1 Seling

OP Mode @ AP Mode  © MON Mode © Repsater aP @
Radio 1 AP Profile: defoult ¥

Max Qutput Power: 30 dBrn [0~30)

o Edit

# 551D Profile
disable
disable
disable
disable
disable
disable
disable

0 =~ o~ tn = o B2

Radio 2 Sefting

OF Mode @ AP Mode © MON Mode O repsater 4P
Radio 2 AP Profile: defaultz v

Max Qutput Power: 30 dBm (0~30)

W Edit

# 551D Profile

r
1 CP_test

4 Logout from NXC confroller.
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5.1.4 Configure AP Profile when NXC is the Gateway

1

Make sure the NXC is the gateway for vlan0 interface which is
the captive portal and stations need to connect to. Go to
CONFIGURATION > Network > Interface > VLAN > vian0 > Edit,
select no in Member for gel and enter the NXC's IP in
Gateway. Enable DHCP server and set the IP from
192.168.1.100 to 192.168.1.200 (IP pool 100). The Default Router
is vlan0. Click OK to apply settings

# Edit Vlan vian0
[T Show Advanced Settings
Member Configuration

& Edit

ge2 yes no

yes no

= L N =
o
m
4]

ged yes no

n

ed yes no

[=1+] yes no

IP Address Azzsignment
Get Automatically

@ |Use Fixed IP Address

IF Address: 192.168.1.25

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.10 [Optional)

Metric: 0 (0-15)

DHCP Setting

DHCP: DHCP Server X

IP Pool Start Address (Optional): 192.168.1.100 Pool Size: | 100

First DNS Server (Optional): Customn Defined ¥ |8.8.88
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2 Go to CONFIGURATION > Network > Interface > Ethernet, click
gel and then click Edit to make gel as the external interface
for connecting with the Internet. Change Interface Type to
external and IP Address Assignment is Get Automatically. Click

OK fo save.
7 Edit Ethernet

[ Show Advanced Settings

General Settings

Y] Enable Interface

Interface Properties

Interface Type: externa A i ]
Interface Name: gel

Port:

PVID: 1 (1~4094)

Zone: none v O

MAC Address:

Description: (Optional)

IP Address Assignment

9 Get Automatically

Use Fixed IP Address
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3 Go to CONFIGURATION > Network > Routing > Policy Route,
and click Add to add a routing rule for outgoing traffic. Click

Show Advanced Settings. Check Enable in Configuration.

Select Interface in Incoming and select to vlan0 in Please

select one member. Change Type to Interface and select

Interface ge1. Change Source Network Address Translation to

outgoing-interface. Click OK.

& Add Policy Route

Criteria
Usern
Incoming:
Plecse select one member:
Source Address:
Destination Address:
DSCP Code:
Schedule:
Service:

Source Port:

Next-Hop
Type:
Interface:

Auto-Disable

DSCP Marking

DSCP Marking:

Address Translation

Source Network Address Translation:

E Hide Advanced Settings (i3 Crecte new Object ~

any

Interface

vian0

any
any
any
none
any

any

Interface

gel

presen/e

[ outgoing-interface
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4 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
and click Add to add a SSID for captive portal. Key in the SSID
to CP_guest, and change Security Profile to default which sets

none security. Click OK to save.

s Create new Object -

Profile Mame:
3510
Security Profile:

MAC Filtering Profile:

3

4

(9]
5]

[=

|C3_guest |
default v
disable v

5 Go to CONFIGURATION > Wireless > AP Management > AP
Group, and click default to Edit. Change #1 to CP_test which is
created in step2. Click Override Member AP Setting to apply
the SSID to AP and click Yes in the pop-up window. Click OK

Radic 1 Setting
OF Mode @ AP Mode
Radio 1 AP Profile:

Max Output Power:

o Ediit
#  SSID Profile
2  disable
3 disable
4  disable

5  disable

6 disable

7 disable

8 disable

Radioc 2 Setting
OF Mode @ AP Mode
Radio 2 AP Profile:
Max Qutput Power:
& Edit
#  SSID Profile

r
1 CP_test

D MOM Mode
defoult

30

O MON Mode
defoult2
30

© Repeater AP

dBm (0~30)

© Repeater AP

dBm (0~30)

a8

a8
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5.1.5 Test the Result

1

www.zyxel.com

Connect to SSID CP_guest from the computer. After the

connection is successfully established, check if the IP is in the
range from 192.168.1.100 to 192.168.1.200, and the gateway is

NXC's IP.

Property Walue

Connection-specific DN...

Description Broadcom 802.11n Network Adapter

Physical Address BC-AC-AC-05-14-1F

DHCP Enabled Yes

[IPv4 Address 192.168.1.102 ]

IPv4 Subnet Mask 2552552550

Lease Obtained Monday, September 19, 2016 5:36:32 PI

Lease Expires Thursday, September 22, 2016 5:41:27 F
[IF‘N Default Gateway 152 168.1.55 ]

IPv4 DHCP Server 152.168.1.55

IPv4 DNS Server 8888

Open a browser and visit a website it after the computer

connects to the AP successfully. The browser redirects to the

captive portal page and needs to enter the username and

password for authentication before accessing the Internet.

ZYXEL

Welcom to the configuration interface,
please enter username and password to login.

o
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3 If you use redirect by FQDN, the website address shows the

domain name you set in captive portal authentication Type.

[ @ zycsotestddns.net |
CP_Guest

Log In Done

ZYXEL
NXC2500

2

Login

4 After entering the username and password correctly, the

connected station is able to access the Internet now. There is
also a pop-window to show the detail information of the

renew fime and re-authentication time after authentication

succeed.

ZYXEL

csotest, You now have logged in.

Click the logout bufton fo terminate the access session.
‘You could renew your lease fime by clicking the Renew button.
For security reason you must login in again after 24 hours 0 minutes.

User-defined lease time [maox 1440 minutes): 1440 Renew |
Remaining time before lease timeout 23-50-44

(hh:mim:ss): —

Remcining time before auth. timeout (hhimm):  |23:58

Logout |
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5.1.6 What Could Go Wrong

1

The DNS MUST be set in the DHCP seftting, or the captive portal
might fail fo redirect because NXC conftroller is not able to
know the correct IP address of the website which stations
access to.

The captive portal fails to redirect the webpage if the station
logs in o the NXC controller before and does not logout.
When USG is the gateway, the Forwarding Mode MUST be
Tunnel mode to make sure the traffic from AP goes to NXC
conftroller.

If the user enters an incorrect username or password, there is a
login failure webpage. Please use the correct username and
password to log in again.

ZYXEL o

Welcom to the configuration interface,
plecase enter username and password to login.

2
&

Login denied

5 When using the NXC2500 as the controller, the uplink port

MUST be gel.
Redirect on Controller k
Avthentication Policy Rule
ﬁAdd < Edit Remove Activate nactivate Move
Status  Priority Source Destination Schedule Authenticat... Login Page
i 1 B CPiest any none force Controller_d
default any any none urnnecessary  Controller_d
Page |1 of 1 Show |50 w | items
Q Note:
Please use GEI as uplink interface if any firewall or captive portal policy will be defined.
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5.2 How to Configure Captive Portal Redirect on AP?

The example instructs how to set up captive portal redirect on the AP. A
captive portal can intercepts network traffic, according to the
authentication policies, until the user authenticates his or her
connection, usually through a specifically designated login web page.
Typically, you often find captive portal pages in public hotspots.

e e -
= | i i e I_ = - e -

UsG NXC Canftroller Zyxel Switch

WANIP 172.51.31.98 vian0 1P 192.168.1.55 LAN IP 192.168.1.48
LAN IP 192.168.1.10

Managed AP

Figure 5.2 Captive portal redirect on AP

'if Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC5500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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5.2.1 Configure AP Profile and User

1

Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click Add to add a SSID for captive portal. Key-in the Profile
Name is CP_test and SSID as CP_guest, and select Security
Profile to default which sets none security. Click OK to save.

& Add $SID Profile
i} Create new Object ~

Profile Name: |C3 test I
SSID: |cr_guest |
Security Profile: default v

Go to CONFIGURATION > Object > User/Group, and click add
to create a new user ID and password. Stafions can log in
captive portal to access Internet via this account. Enter the
User Name as login ID for captive portal and User Type is guest.
Enter the Password as the login password. The default of
Authentication Timeout Setting is 1440 minutes, and usually it's
shorter for guests. Select to Use Manual Settings to set Lease
Time and Reavuthentication Time. Click OK to save.

@ Add A User
Uzer Configuration

User Name : csotest

User Type: guest "

Password: | ewesesss

Retype:r  |eeweeess

Description: Local User

Authentication Timeout Setfings  © se Daefoult Settings @ Use Manual Settings
Lease Time: 720 [0-1440 minutes, 0 is unlimited)
Reauthentication Time: 720 [0-1440 minutes, 0is unlimited)
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3 Go to CONFIGURATION > Object > Auth. Method,and click
add fo create an authentication method. Enter the Name of

this authentication method and select to local in the Method

List.

MName:

& Add Avthentication Method

General Settings

O Add H Edit
# Method List ~

¥
] local
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5.2.2 Configure Captive Portal

1

Go to CONFIGURATION > Captive Portal > Redirect on AP >
Authentication Policy Rule, and click add to create a policy
rule for stations which connect to SSID profile CP_test.

In General Settings, check Enable Policy and enter the Profile
Name of this policy.

In User Auth Policy, change SSID to CPtest and Authentication
is required. Check Force User Authentication, and change the
Authentication Method to localtest. Click OK to save.

@ Avuth. Policy Add
g Create new Object -

General Settings

Enable Policy

Theme Name: |u3_'e9' I

Description: [Optional)

User Auth Policy

SSID: CP_tast ~|
Source Address: any v
Destination Address: any e
Schedule: none .
Authentication: |:orce "I
Authentication Method: |localtest ~|

Go to CONFIGURATION > Captive Portal > Redirect on AP >
Authentication Policy Group, and click default to edit. In the
setting, click Add to add the policy rule which is created in
previous step.

& Edit Authentication Policy Group default

General Settings

Profile Name:  default

Description: [Optional)
@ Add H Edit W Remove M Move

# MName
Ld
[1 "criest |

Page of 0 Show |50 | items Mo data to display

m Note:

The "default” policy rule will be the last one for each group profile.
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3 Go to CONFIGURATION > Captive Portal > Captive Portal,
check Enable Captive Portal. Click Apply to apply the settings

Captive Portal k

General Settings

Enable Captive Fortal
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5.2.3 Broadcast SSID
Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default to Edit. Change #1 to CP_test.

1

Radio 1 Setting

OP Mode @ AP ode O MON Mode © Repecter AP @

Radic 1 AP Profile: default >

Max Output Power: 30 dBm (0~30)

& Edit

#  SSID Profile

1 "CR_test
2 disable
3 disable
4 disable
5 disable
6  disable
7 disable
8 disable

Radio 2 Sefting

OF Mode @ AP Mode  © MON Mode O Repecter P @
Radio 2 AP Profile: default2 hd

Max Qutput Power: 30 dBm [0~30)

& Edit

#  8SID Profile

v
1 CP_test

www.zyxel.com

In the same setting page as previous step, select default for

Auth. Policy Group in Poral Redirect on AP. Click OK to save.

Portal Redirect on AP

Auth. Policy Group:

V| Skip authentication to provide contingency access while controller is unreachable.

Logout from NXC controller.
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5.2.4 Test the Result
1 Connect the station to the SSID ‘CP_guest’. Open a browser

and visit a website after the computer and AP connect
successfully. The browser redirects the webpage to capftive
portal page and the user needs to enter the username and

password for authentication before accessing the Internet

ZYXEL e

Welcom to the configuration interface,
please enter username and password to login.

@ csotest
7

2 After entering the username and password correctly, the
connected station is able to access the Internet now. There is
also a pop-window to show the detail information of the

renew time and re-authentication time after authentication
succeed.

ZYXEL

csotest, You now have logged in.

Click the logout button to terminate the access session.
You could renew your lease time by clicking the Renew button.
For security reason you must login in again after 24 hours 0 minutes.

Uszer-defined lecse time [max 1440 minutes): 1440 Renaw |
Rer‘r‘c:inir‘g time before lecse fimeout 535844

(hhimrmss):

Remaining time before auth. timeout [hhimm):  |23:58

Logout |
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5.2.5 What Could Go Wrong

1 The DNS MUST be set in the DHCP setting, or the captive portal
might fail fo redirect because NXC conftroller is not able to
know the correct IP address of the welbsite which stations
access fo.

2 The captive portal fails to redirect the webpage if the station
logs in o the NXC controller before and does not logout.

3 When you use redirect on AP, the Forwarding Mode MUST be
Local bridge mode.

4 |f the user enters an incorrect username or password, there is a
login failure webpage. Please use the correct username and
password to log in again.

ZYXEL o

com to the configuration interface,
enter username and password to login.

=
e

pleas
2
()
Login denied
Login
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5.3 How to Configure Captive Portal with QR Code?

The example instructs how to set up captive portal authentication with
QR code. This new feature offers two convenient and fast methods to
access the Internet. The first method is authenticator assisted. This
means that the employees are the authenticators, who can
authenticate the guest to access the Internet. The second method is
self-serviced. The guest can use a mobile device to scan the QR code
to pass the authentication.

The Captive portal with QR code can be utilized for some applications
including private enterprises, schools, seminars, meetings and guests to
access the network through the duration of their visit.

Roxed)

UsG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vlan0 IP 192.168.1.55 LAN IP 192.168.1.48
LANIP 192.148.1.10 VLANIO IP 192.168.10.55 (DHCP Server)

VLANZO [P 192.168.20.55 (DHCP Server)

Managed AP

24

Employee 192.168.10.x Guest 192.168.20.x

Figure 5.3 Captive portal redirect on AP

0 Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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5.3.1 Configure AP Profile

1

www.zyxel.com

Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
and double click default to modify the SSID for captive portal.

Key in the SSID to CP_QR, and change Security Profile to

default which sets none security. The VLAN ID is set to 20. Click

OK fo save.

@ Add SSID Profile
i3 Create new Object -

Profile Name:

SSID:

Security Profile:

MAC Filtering Profile:
Layer-2 Isolation Profile:

Qos:

Downlink:
Uplink:
Band Select:
Forwarding Mods:

VLAN ID:

9]
o
£
|

CP_QR

default v
disable iz
disable v

Rate Limiting (Per Station Traffic Rate)
0 mibps | ¥ (0~140, 0 is unlimited)
0 mbps | ¥ (0~140, 0is unlimited)

disable iz
Local bridge v

2 Go to CONFIGURATION > Object > AP Profile > SSID > Security
List, Click Add to add the security profile for employees. Key in

the Profile Name and SSID to employee. Click OK to save.

© Add Security Profile

General Settings
Profile Name:

Security Mode:

Fazt Roaming Settings
Oso2.11r

Radius Settings

Radius Server Type:

MAC Avthentication Setfing

O mac suthentication

Avthentication Settings

Auth. Method:

ReAuthentication Timer:

wpa2 v
Interna v
default v

V] [30~30000 seconds, 0 is unlimited)
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3 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,

double click Add to add the SSID for employees. Key in the
Profile Name and SSID to CP_employee with VLAN ID 10, and

change Security Profile to employee. Click OK to save.

@ Add SSID Profile
i) Create new Object -

Profile Name:

551D:

Security Profile:

MAC Filtering Profile:

Layer-2 Isolation Profile:

Qos:

Rate Limiting [Per Station Traffic Rate)
Drownlink:
Uplink:

Band Select:

Forwarding Mode:

WLAN ID:

|cP_employes |
|cP_employes |
|e-"np oyse VI
disable e
disable b
WhAM i
0 meps|¥ | [0~160, 0is unlimited)
0 mips | ¥ [0~160, Ois unlimited)
disable e
Local bridge b

I I

(1~4094)
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5.3.2 Configure VLAN
1 Go to CONFIGURATION > Network > Interface > VLAN, click
Add to add VLAN 10 and set NXC2500 as the DHCP server of
VLAN 10. Click OK to save.

€ Add Vlan
Show Advanced Settings

Interface Properties

Interface Name: |v|cml-:) |

VID: [1~4094)

Ione: ~ B
Description: [Optional)

Member Configuration

# Port Name Member Tx Tagging
I 1 gel 'yes 'yes

2 ge2 no no

3 ge3d no no

4 ged no no

5 ged no no

& geb no no

IP Addresz Assignment
O Get Autormnatically

® Use Fixed IP Address

IP Address: |192. 168.10.55 |
Subnet Mask: | 255.255.255.0 |
Gatewary: [Cptional)
DHCP Setting
DHCP: CHCP Server ¥
IP Pool Start Addrass (Optional): 192.168.10.199 Pool Size: |20
First DMS Server [Optional): Custom Defined ¥ | |8.8.8.8
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2 Go to CONFIGURATION > Network > Interface > VLAN, click
Add to add VLAN 20 and set NXC2500 as the DHCP server of

VLAN 20. Click OK to save.

@ Add Vian
Show Advanced Settings

Interface Properties

Interiace Nome:

VID: (1~4094)
Ione: x a8
Description: (Optional)

Member Configuration

# Port Name Memkber Tx Tagging
I 1 gel 'yes 'yes - I
2 ge2 no no
3 ged no no
4 ged no no
5 gebd no no
& geb no no

IP Address Assignment
O Get Automatically

@ Use Fixed IP Address

IP Address: 192.168.20.55
Subnet Mask: 255.255.255.0
Gateway: (Optional)

DHCP Setting

DHCP: DHCP Server v
IP Pool Start Address (Optional): 192.148.20.199 Pool Size: |20
First DNS Server (Opfional): Customn Defined v |8.88.5
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5.3.3 Create Assistance Account
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1 Go to CONFIGURATION > Object > User/Group > User, and
click Add to add the user as the assistance account for

employees to help the guest pass the authentication when

the guest scan the QR code. Click OK to save.

© Add A User

User Configuration

User Name : e007

User Type: guest he
Password:

Retype:

Description: Local User

Authentfication Tmeout Settings @ Jse Defoult Settings

Lease Time: 1440

Reauthentication Time: 1440

© Use Manual Settings
minutes

minutes

2 Go to CONFIGURATION > Object > User/Group > User, and
click Add to add the user as the assistance account to let

guest self-authenticate. Click OK to save.

© Add A User

User Configuration

Description: Local User

Authentication Tmeout Setfings @ Use Default Settinas

Lease Time: 1440

Reauthentication Time: 1440

User Name : QR_guest

User Type: guest e
Password: .

Retype:

D Use Manual Ssttings
minutes

minutes

3 Go to CONFIGURATION > Object > Auth. Method >
Avuthentication Method, and double click default to edit the

method as local. Click OK fo save.

Z Edit Authentication Method default

General Settings

Name: default

GAdd Edit Remove ove
# Method List ~

1 loco
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5.3.4 Set Guest Address & Zone
1 Go to CONFIGURATION > Object > Address > Address, click
Add to add the guest address. Change the Address Type o

RANGE and enter the starting and end IP address. Click OK o

save.

Z Edit Address Rule QR_Guest_addr

Name:

Address Type:
Starting IP Address:
End IF Addrass:

QR_Guest_addr
RAMGE w
192.168.20.100

172.165.20.110

OK Cancel

www.zyxel.com

2 Go to CONFIGURATION > Network > Zone, click LAN to edit.

Change vlan0, vlan10, vlan20 to the same zone and then the

employee’s account can help to do captive portal

authentication. Click OK to save.

gel
ge?
ge3
ge4
ged

gebé

Name:

Z Edit Zone

Group Memberz

LAN

[ 8lock Infra-zone Traffic (@

Member List

Avdilable

=== |Interface ===

Member
=== |nterface ===

vian0
vianlo
wvian20
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5.3.5 Configure Captive Portal
Go to CONFIGURATION > Captive Portal > Redirect on
Controller > Authentication Policy Rule, click add to create a

1

www.zyxel.com

policy rule for guests whose IP addresses are in the setting

range.

In User Auth Policy, change Source Address o QR_Guest_addr

and Avuthentication is required. Check Force User

Authentication to force every connected IP in the range to be

redirected to captive portal. Change the Authentication
Method to default.
In Authentication Type, use the Internal Web Portal.

@ Auth. Policy Add

=] Create new Object ~

General Settings
V| Enable Policy

Description:

Uzer Auth Pelicy
Source Address:
Destination Address:
Schedule:
Authentication:

Authentication Method:

Authentication Type

@ Internal Web Porta
Encble Domain Name
Redirect Link by FQDN:

Portal Theme:

External Web Portal

GR_Guest_addr

any A
none A
default A

Controller_default

-

(Optional)

E. 192.168.20.100-192.168.20.110
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2 Inthe same page of step 1. Check the Authentication with QR
code, and change the Guest Account to QR_Guest.
Check Authenticator-assisted and the QR Portal Address is
vlan10 interface IP. The Authenticator is the employee

account or group. Click Apply.

QR Code
Authentication with GR code
Guesf Account:
Authenticator-assisted
QR Porfal Addrass:
Authenticator:

O self-serviced

GR_guest

e

vian1d (192.168.10.5| ¥

007

e

a

a8

3 Go to CONFIGURATION > Captive Portal > Captive Portal.
Check Enable Captive Portal. Click Apply.

Captive Portal \

General Settings

Enable Captive Portal
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4 Go to CONFIGURATION > Captive Portal > Redirect on
Controller > QR Code Configuration. Check Print Out QR Code
and use the QR code for customer to do self-service.

QR Code
Authentication with QR code

Guest Account: QR_guest ~ @

[ Authenticator-assisted

a
Self-serviced
GIF Portal Address: vion2o (192.148.205 v B
Note Message: GR_Test
QR Code Print Out QR Code

- Authentication with QR code

Note: QR_Test
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5.3.6 Broadcast SSID
1 Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default to Edit. Change #1 to CP_QR and #2 to

CP_employee.

www.zyxel.com

He

o = O n o R —

#
1
2

Radio 1 AP Profile:
Max Output Power:

& Edit

551D Profile

@ AP Mode

Z Edit AP Group Profile default
Radio 1 Setting

OF Mode

O MON Mode
default

30

CP_GR

'CP_emponee

disable
disable
disable
disable
disable
disable

Radio 2 Setting
QP Mode
Radio 2 AP Profile:
Max Output Power:

& Edit

551D Profile

@ AP Mods

O MON Mode
default2

30

CP_QR

'CP‘_emponee

O Repeater AP E

dBm (0~30)

O RepeateraP @

dBm (0~30)
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5.3.7 Test the Result

1

Avuthenticator-assisted

www.zyxel.com

When the guests connect to the SSID ‘CP_QR’, they get IP
addresses between 192.168.20.100 tfo 192.168.20.110, and
are redirected to captive portal with QR code as shown

below.

ZYXEL

Welcom to the configuration interface,
please enter username and password to login.

e |

NXC2500

&

Login

(¢]

QR Code Login

When the captive portal page is shown, the customer asks

for an employee who has connected with SSID

“CP_employee” and gets the employee’s help to scan

the QR code. After the employee scans the QR code,

there's a welcome page. The customer is able to access

the Internet after the welcome page display.

A 192.168.10.55
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2 Self-serviced

When the guests connect to the SSID ‘CP_RQ’, they get
an IP addresses between 192.168.20.100 to 192.168.20.110,

and is redirected to captive portal with QR code as shown

below.
ZYXEL o
NXC2500
Welcom to the configuration interface,
please enter username and password to login.
20

Login

When the captive portal page is shown, the guest scans
the printed QR code in the last step. After scanning the QR
code, a welcome page display and the guest is able to
access the Infernet.

& 192.168.20.55
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5.3.8 What Could Go Wrong

1 The DNS MUST be set in the DHCP server, or the captive portal
might fail fo redirect because NXC conftroller is not able to
know the correct IP address of the website which stations want
to access.

2 The captive portal fails o redirect the webpage if the station
logs in o the NXC confroller before and does not logout.

3 When USG is the gateway as shown in the topology below, the
Forwarding Mode MUST be Tunnel mode to make sure the

traffic from AP goes to NXC confroller.

ZyneL

Zyxel USG
WAN IP 172.51.31.98
LAN IP 192.168.2.10

il —
_— < - -

NXC Controller
vlanO IP 192.168.1.55

Zyxel Switch
LAN [P 192.168.1.48

Managed AP Tunnel

4 |f the user enters an incorrect username or password, there is a
login failure webpage. Please click Retry and use the correct
username and password to log in.

ZYXEL o
NXC2500

Welcom to the configuration interface,
pleasse enter username and password to login.

&

Login denied QR Code Login

Login
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5 When using the NXC2500 as the controller, the uplink port

MUST be gel.

Authentication Policy Rule

Redirect on Controller k

@ Add [F Edit W Remove Activate nactivate ove
Status  Priority Source Destination Schedule Authenticat... Login Page Auth. M
@ 1 Guest... none force Controller_d... default
default any none unnecessary  Controller_d... n/a
Page |1 of 1 how |50 | items
Q Note:

Please use GE1 as uplink interface if any firewall or captive portal policy will be defined.
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5.4 How to Configure Captive Portal with External Webserver?
The example instructs how to set up captive portal redirect via the
external web page. A captive portal can intercepts network traffic,
according to the authentication policies, until the user authenticates his
or her connection, usually through a specifically designated login web
page. Typically, you often find captive portal pages in public hotspots.
Here is an example when the customer wants to use an external
captive portal for wireless client’s authentication.

e

HTTP Server
ST T l— . am .
UsG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vian0 IP 192.148.1.55 LAN [P 192.168.1.48

LANIP 192.168.1.10

Managed AP
Figure 5.4 Captive Portal with External Webserver

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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5.4.1 Configure Interface
1 Go to CONFIGURATION > Network > Interface > VLAN, click
vlan0 and edit it. Remove geé by selecting “no” in the
Member Configuration. Set a fixed IP for the interface, and use
DHCP server with DNS. Click OK to save.

Z Edit Vlan vian0

Show Advanced Settings
Interface Properties

Interface Name: viaind
VID:
Ione: LAMN v @

Description: [Optional)

Member Configuration
& Edit
Port Name Memker Tx Tagging

gel yes no

o
2

yes no

]
et}

yes no

yes no

i
n

yes no

ol B M —
oflo © © O

(]

P

]
=8

IP Address Aszsignment

no no I

O Get Avtomatically

@ Use Fixed IP Address
IP Address: 192.168.1.55
Subnet Mask: 255.255.255.0

Gateway: [Optional)

DHCP Setting
DHCP: DHCP Server e

IP Pool Start Address (Optional): 192.168.1.199 Pool Size: |10

First DNS Server [Optional): Custom Defined ¥ | |8.8.5.5
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2 Go to CONFIGURATION > Network > Interface > Ethernet,
select geé and Edit it. Change the Interface Type to external
Click OK to save.

¥ Edit Ethernet
Show Advanced Settings

General Settings

Enable Interface

Interface Properties

Interface Type: IexTer“.cI Vl a8
Interface Name: geé

Port: P&

PWID: 1 (1~4094)

Ione: none ~ B

MAC Address: BO:B2:DCIAE:ARIGS

Description: [Opticnal)

IP Address Assignment

@ Get Automatically

D Use Fixed IP Address
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3 Go to CONFIGURATION > Network > Policy Route, click Add to
add a routing rule for outgoing traffic. Click Show Advanced
Settings. Check Enable in Configuration. Select Interface in
Incoming and select to vlan0 in Please select one member.
Change Type to Interface and select Interface geé. Change

Source Network Address Translation to outgoing-interface.

Click OK.
& Add Policy Route
& Hide Advanced Setfings S Create new Object -

Configuration
Enable
Description: (Optional)

Criteria
User: any ~
Incoming: [interface M|
Flease select one member: |v|:mC| "I
Source Address: any b
Destinafion Addreass: any bt
D3CP Code: any ~
Schedule: none b4
Service: any ~
Source Forf: any ~

Next-Hop
Type: |In1e’fuce Vl
Interface: |g=4 |
[C] Auto-Disable

DSCP Marking
DSCP Marking: presernve s

Addresz: Tranzlation
Source Network Address Translation: Iou'fgoing—inter'c:ce R I
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5.4.2 Configure Authentication Method Setting & Address

1 Go to CONFIGURATION > Object > User/Group, click add to
create a new user ID and password. Stations can log in to the
captive portal to access the Internet via this account. Enter
the User Name as login ID for captive portal and User Type is
guest. Enfer the Password as the login password. The default of
Authentication Timeout Setting is 1440 minutes, and usually it's
shorter for guests. Select Use Manual Settings to set Lease Time
and Reavuthentication Time. Click OK to save.

@ Add A User
User Configuration

User Name : csotest

User Type: guest >

Fassword:

Retype:

Description: Local User

Authentication Timeout Settings @ Jse Default Settings @ Use Manual Settings
Lease Time: 720 [0-1440 minutes, 0 is unlimited)
Reauthentication Time: 720 [0-1440 minutes, 0 is unlimited)

2 Go to CONFIGURATION > Object > Auth. Method, click add to
create an authentication method. Enter the Name of this

authentication method and select local in the Method List.
# Edit Authentication Method default

General Settings

Name: default

& Add Edit Remove ove
# Method List ~
1 loca
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3 Go to CONFIGURATION > Object > Address > Address, click
add fo create an address range which needs to do captive
portal authentication before accessing to the Internet. Enter
profile Name and change Address Type to RANGE. In this
example, the IP range for guest is 192.168.1.199 to
192.168.1.209. Click OK to save.

&» Add Address Rule

MName: CP_ex

Address Type: RANMGE w7
Starting IP Address: 192.168.1.19%

End IP Address: 192.168.1.2079
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5.4.3 Configure Captive Portal
Go to CONFIGURATION > Captive Portal > Redirect on
Controller > Authentication Policy Rule, click add to create a

1

policy rule.

www.zyxel.com

In User Auth Policy, change Source Address to CP_ex and

Authentication is required. Check Force User Authentication,
and change the Authentication Method to default. Click OK to

save.

@ Auth. Policy Add
5] Create new Object ~

General Settings
Enable Policy

Description:

User Auth Policy
Source Address:
Destination Address:

Schedule:

(Optional)

RANGE, 192.168.1.199-192.168.1.209

Authentication:
Authentication Method: defaulf 7

In the same setting page as previous step, click the

“Download” hyperlink to download the external web portal

example. You can use the downloaded example to add in

the http server

as the external webpage.

Authentication Type

O Internal Wek Porta

@ External Web Portal
Login URL:
Logout URL:
Welcome URL:
Session URL:
Error URL:
User-logout URL:

a8
hitp://192.168.2.134/lc:
hitp://192.168.2.134/lc0|  Optiona
hitp://192,168.2,134/w|  Optiona
hitp://192.168.2.134/se| Optiona
http://192.168.2.134/er|  Optiona
hittp://192.168.2.134/us| Optiona

Download the external web portal example.
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3 Go to CONFIGURATION > Captive Portal > Captive Portal,
check Enable Captive Portal. Click Apply to apply the settings.

Captive Portal k

General Settings

Enable Captive Portal
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5.4.4 Configure AP Profile
1 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
double click add to add a SSID for wireless connection with
external captive portal. Key in the SSID to CP_ex, and change
Security Profile to default which sets none security. Click OK to
save.

& Add SSID Profile
15 Create new Object +

Profile Name: CP_ex
331D CP_ex
Security Profile: default v

2 Go to CONFIGURATION > Wireless > AP Management > AP
Group, click default to Edit. change #1 to CP_ex. Click
Override Member AP Setting to apply the SSID to AP and click
Yes in the pop-up window. Click OK.

Radio 1 Setting

OF Mode @ AP Mode O MON Mode O Repeater AP @
Radio 1 AP Profile: default g

Meax Output Power: 20 dBm [0~30)

W Eciit
# 55D Profile

1 CP_ex |
2 disable
3

disable

3 Logout from NXC confroller.
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5.4.5 Test the Result
1 Connect the station to the SSID ‘CP_ex’. Open a browser and
visit a website after the computer and AP connect successfully.
The browser redirects the webpage to external captive portal
page and the user needs to enter the username and

password for authentication before accessing the Internet.

ZYXEL

Enter User Mame [ Password and click 1o login.

- User Name:

csolest

- Password:

2 After entering the username and password correctly, there's a

successful webpage. The connected station is able to access

the Intfernet now.

ZYXEL

Welcome

&

Your Internet is safer, faster, and smarter because
you're using portal. Thank you!
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5.4.6 What Could Go Wrong

1

2

a4

The DNS MUST be set in the DHCP server, or the captive portal

might fail fo redirect because NXC conftroller is not able to

know the correct IP address of the website which stations want

fo access.

The captive portal fails to redirect the webpage if the station is

log in to the NXC controller before and does not logout.

When USG is the gateway as shown in the topology below, the

Forwarding Mode MUST be Tunnel mode to make sure the

traffic from AP goes to NXC confroller.

www.zyxel.com

HTTP Server
)
2vxeL 2vxel =
P . ] Rk H ‘ - b - H
Zyxel USG Zyxel Switch NXC Controller
WAN IP 172.51.31.98 LAN IP 192.168.1.48 vlanQ IP 192.168.1.55

LANIP 192.168.2.10

Managed AP Tunnel

When using the NXC2500 as the controller, the uplink port
MUST be gel.

Redirect on Controller k

Authentication Policy Rule

O Add & Edit Remove Activate nactivate Move
Status  Priority Source Destination Schedule Authenticat... Login Page
@ 1 A CPiest any none force Controller_d
default any any none unhecessary  Controller_d
Page |1 of 1 Show |50 » | items
Q Note:

Please use GEI1 as uplink interface if any firewall or captive portal policy will be defined.
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5.5 How to Configure Multiple Captive Portals for different
users?

The example instructs how to set up different portal pages with different
authentication policies and different authentication method. When
there are different applications that all needs to use captive portal
authentication, different portal pages and different authentication
methods will be needed. Users are able to setup or upload multiple
customized themes to the NXC conftroller. For each policy rule, users are
able to select the login page and auth. method.

= A sseses S
UsG NXC Controller
WAN IP 10.214.30.59 VianO IP 192.168.1.254
LAN IP 192.168.1.10

Zyxel Switch
LAN [P 192.168.1.48

Managed AP Managed AP

Local Bridge Tunnel

SSID: CP_localbridge ; VID: 10 SSID: CP_tunnel ; VID: 20

Redirect on AP Redirect on Controller
Q ' n

Figure 5.5 multiple captive portal for different users

Q Note:

All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example
was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware Version:
5.30), GS2210-8HP (Firmware Version: V4.30).

\ll

U Note:
Some Zyxel APs are not supported funnel mode, they only support localbridge mode.

- NWAS120 series (5121-NI / 5123-NI / 5121-N) / NWAS5301-NJ / WACS5302D-S /
NWA5123-AC-HD
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5.5.1 Configure AP Profile and User

1

Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
click Add to add two SSIDs for captive portal. Key-in the SSID
names are CP_localbridge and CP_tunnel, and select Security
Profile to default which sets none security. Click OK to save.

Profile Name: CP_loodbridge
SSID: CP_locdbridge
Security Profile: default v
MAC Filtering Profile: discble ¥
Layer-2 Isolation Profile: discble ¥
QoS: WAMM v

Rate Limiting (Per Station Traffic Rate)

Downlink: 0 mbps (¥ (0~160, 0is unlimited)
Uplink: 0 mbps ¥ [0~160, 0is unlimited)
[~ Band Select
Forwarding Mode: Local bridge v
VLAN ID: 10 (1~4094)
Profile Name: CP_tunne
SSID: CP_tunne
Securify Profile: default v
MAC Filtering Profile: discble ¥
Layer-2 Isolation Profile: discble v
Qos: WMM v

Rate Limifing (Per Station Traffic Rate)
Downlink: 0 mbps ¥ (0~160, Ois unlimited)
Uplink: 0 mbps |¥|  (0~160, Ois unlimited)
[C Bond Select

Forwarding Mode: Tunne ¥

e}
5
<

VLAN Interface: vian VID: 20
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2 Go to CONFIGURATION > Object > User/Group, and click add
to create a new user ID and password. Stafions can log in

captive portal to access Internet via this account. Enter the

User Name as login ID for captive portal and User Type is guest.

Enter the Password as the login password. The default of

Authentication Timeout Setting is 1440 minutes, and usually it's

shorter for guests. Select to Use Manual Settings to set Lease

Time and Reauthentication Time. Click OK to save.

&2 Add A User

User Configuration
User Name :
User Type:
Password:
Retype:
Description:
Authentication Timeout Settings

Lease Time:

Reauthentication Time:

Local User

© Use Default Settings

minutes

minutes

© Use Manual Settings

3 Go to CONFIGURATION > Object > Auth. Method,and click
add fo create an authentication method. Enter the Name of

this authentication method and select to local in the Method

List.

General Settings

MName:

# Method List~

& Add Avthentication Method

localtest

© Add & Ediit W Remove

¥
] local
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5.5.2 Configure Captive Portal
1

page.

Customized Page

@ Add [ ECit @ Remove X Copy

1 Controller_default

| 2 customized_pagel

Page |1 of 1 S

o ).

ow |50 v | [tems

www.zyxel.com

Go to CONFIGURATION > Custom Captive Portal > customized

T Hide Advanced Settings

* Nofe:

Support Format: *.gif/png/jpg. Maximum Size: 100K, Suggest Pixel Size: 10329 .

Customized Login Page

Title: Coptive Portal Login
Titlecolor: #9090%0 Color

- ZYXEL
Message Color: #3300FF Color

@ pPicture

= @

© Color

* Note:
Background picture support format: *.gif/png/ipg.
maximum size: 100K, suggest pixel size: 5807380

Captive Portal Login
Note Message: P g9

Welcome to the configuration inferface.
Background please enter usemome and password to login.

Login
) Note

1. Turn on Javascript and Cookie setting in your web browser.
2. Turn off Popup Window Biocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web
orowser.
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2 Go to CONFIGURATION > Captive Portal > Redirect on AP >
Authentication Policy Rule, and click add to create a policy

rule for stations which connect to SSID profile CP_localbridge.

In General Settings, check Enable Policy and enter the Theme

Name of this policy.
In User Auth Policy, change SSID to CP_localbridge and
Authentication is Force, and change the Authentication

Method to localtest. Click OK to save.

General Settings

Theme Name:

Description:

User Auth Policy
SSID:
Source Address:
Destination Address:
Schedule:
Authentication:

Authentication Method:

Authentication Type
|® intemal Web Portal]

Porial Theme:

I?ed?recf_or_AP |

(Optional)

ICF_Ioodbﬂ'oge "I

any ¥
cny v
none v
force v
I'oco test VI

Icusfcmized_c:age "I

3 Go to CONFIGURATION > Captive Portal > Redirect on AP >
Authentication Policy Group. In the setting, click Add to add

the policy rule which is created in previous step.

General Settings

Profile Nome: |CP_LB

Description:

| 1 Redirect_on_AP

Page |1 of 1

@ Add & Edit @ Remove

(Optionail)

v | [fems

Show | 50

Displaying 1-1 of 1
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4 Go to CONFIGURATION > Captive Portal > Redirect on
Controller > Authentication Policy Rule, click add to create a
policy rule for stations which get an SUBNET from 192.168.20.x.
In General Settings, check Enable Policy and enter the
Description of this policy.

In User Auth Policy, change Source Address to vlan20 and
Authentication is Force. Check Force User Authentication, and
change the Authentication Method to localtest. Click OK to

save.

General Settings

¥ Enable Policy

Description: {Optional)

User Auth Policy

Source Address: {vian20 | suBNET, 192.168.20.0/24
Destination Address: any v

Schedule: none v

Authentication: Iforce v |

Authentication Method: Ilccclfer‘ vI

Avuthentication Type
9 Internal Web Portal

Enable Domain Name 5
Redirect Link by FQDN:

Portal Theme: | Uoloaded_default |v]
5 Go to CONFIGURATION > Captive Portal > Captive Portal,
check Enable Captive Portal. Click Apply to apply the settings.

Capfive Portal k

General Settings

Enable Captive Portal
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5.5.3 Broadcast SSID
Go to CONFIGURATION > Wireless > AP Management > AP
Group, click Add two SSIDs: Localbridge and Tunnel.

1

www.zyxel.com

Group Name:
Description:

Location:

Radio 1 Sefting
CP Mode

Radio 1 AP Profile:

Maox Qutput Power:

1 CP_tunnel

2 disable
3 disable
4 disable
5 disable
é disable
7 disable
8 disable

Radio 2 Sefting
CP Mode

Radio 2 AP Profile:

Maox Qutput Power:

Il cp Tunnell

@ AP Mode

@ AP Mode

ITunne

© MON Mode
default

30

© MON Mode
defauli2

30

{Opticnal)

(Optional)

' Repeater AP

dBm (0~30)

' Repeater AP

dBm (0~30)
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General Seffings
Group Name: |Localoridge |
Description: {Opticnal)

Location: {Optional)

Radio 1 Sefting
OP Mode @ AP Mode

- MON Mode : _ Repeater AP

Radio 1 AP Profile: defoult v

Max Cutput Power: 30 dBm (0~30)

CP_ocdoridgel
discble
discble
discble
discble
disable
discble
discble

(S I S R S

W o~ o

Radio 2 Seffing
OP Mode  ® AP Mode

= MON Mode _ Repeater AP

Radio 2 AP Profile: defauli2 v
Max Cutput Power: 20 dBm (0~30)

|l CP_ocdoridgel

2 Inthe same setting page as previous step, select CP_LB for
Auth. Policy Group in Poral Redirect on AP. Click OK to save.

Portal Redirect on AP
Auth. Policy Group: CP_LB N7

¥ Skip authentication to provide confingency access while confroller is unreachable.

3 Logout from NXC confroller.
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5.5.4 Test the Result
1 Connect the station to the SSID ‘CP_localbridge’. The browser
redirects the webpage to captive portal page and the user
needs to enter the username and password for authentication
before accessing the Internet.

TH2:34

192.168.1.254

ZYXEL
Captive Portal Login

Welcom to the configuration interface. Please enter
username and password to login.

) osotest
@ seee

‘ Login

l1, ug\tgn Javascript and Cookie setting in your web
browser.

2. Turn off Popup Window Blocking in your web
browser.

3. Turn on Java Runtime Environment (JRE) in your
web browser.

2 Connect the station to the SSID ‘CP_tunnel’. The browser

redirects the webpage to captive portal page and the user
needs to enter the username and password for authentication
before accessing the Internet.

[ 1:29 PM 7 91% -
192.168.20.1
CP_tunnel

Login Cancel

ZYXEL

Enter user name / password and click to login.
- Username

csotest

- Password
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3 After entering the username and password correctly, the
connected station is able to access the Internet now. There is
also a pop-window to show the detail information of the
renew time and re-authentication time after authentication

succeed or a successful welcome page.

=T 1:28 PM v 92% (== 1:29PM
192.168.1.254
192.168.20.1
CP_loadbrid
oasoneos CP_tunnel
< LogIn Done
LogIn

csotest, You now have logged in.

Click the logout button to terminate the access session

You could renew your lease time by clicking the Renew button.
For security reason you must login in again after 24 hours 0

minutes.
User-defined lease time (max 1440
["Renew ]
minutes): e Welcome
Remaining time before lease timeout 235051
(hh:mm:ss) :

Remaining time before auth. timeout 250
(hh:mm)

Your Internet is safer, faster, and smarter because
Logout you're using portal. Thank you!
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5.5.5 What Could Go Wrong

1 The DNS MUST be set in the DHCP setting, or the captive portal
might fail fo redirect because NXC conftroller is not able to
know the correct IP address of the welbsite which stations
access fo.

2 The captive portal fails o redirect the webpage if the station
logs in to the NXC confroller before and does not logout.

3 When you use redirect on AP, the Forwarding Mode MUST be
Local bridge mode.

4 |f the user enters an incorrect username or password, there is a
login failure webpage. Please use the correct username and

password to log in again.
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Secure the Wireless Environment - Others

6.1 How to Configure MAC Avuthentication?

The example instructs how to set up MAC authentication. Authenticate
the wireless client by its MAC address instead of using username and
password to authenticate the wireless.

In the classroom, the teachers’ devices are frusted on the controller;
they can pass MAC authentication directly and are regarded as MAC
user roles on controller.

In this topology, we set the NXC as an authenticated server to save the
devices’ MAC addresses. The gateway USG is a DHCP server.

Internet

S 11 esass | — TR0

UsG NXC Controller Zyxel Switch

WAN IP 10.214.30.59 Vian0 IP 192.168.1.254 LAN IP 192.168.1.48
LAN IP 192.168.1.10

Managed AP
SSID: MAC_auth

Teacher

Figure 6.1 MAC Authentication

0 Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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6.1.1 Configure AP Profile
1 Go to CONFIGURATION > Object > AP Profile > SSID > Security
> Add. Create a new security profile which sets none security
and enables MAC Authentication.

&2 Add Security Profile

General Setfings

Profile Name: Iyxel MAC

Security Mode: I none v I

Radius Settings

Radius Server Type: Internal v

MAC Authentication Setting
Ii] MAC Aﬁhenﬁcaﬁocl

Auth. Method: default v
Delimiter (Account): colon {: ) v
Case (Account): upper v
Delimiter (Calling Station ID): colon {:) v
Caose (Calling Station ID): upper v

2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
Create the SSID profile with the security profile.

&) Add SSID Profile

.7 Create new Object »
Profile Name: MAC_auth
SSID: MAC_cuth
Security Profile: Iyxel_MAC v
MAC Filtering Profile: discble ¥
Layer-2 Isolation Profile: discble v
Qos: WM v
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6.1.2 Configure User/Group Profile
1 Go to CONFIGURATION > Object > User/Group > MAC Address
> MAC Authentication. Add the teacher’s MAC address for

MAC authentication in the NXC local server.

www.zyxel.com

&) Add MAC Auth Address

MAC Address/CUI:
MAC Role:

|~ save it into local DotaBase]

Description:

| 7C:01:91:6C:01:10

macC-users

Teacher's Mobile

v

MAC Authentication
© Add & Edit

¥ Remove

1 7Ci01:91:6C:01:10

MAC Address

int-mac-address
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6.1.3 Configure Authentication Method Setting
1 Go to CONFIGURATION > Object > Auth. Method, click Add fo
create an authentication method. Enter the Name of this
authentication method and select to local in the Method List.

&y Add Authentication Method [71[x]

General Settings

Name: localtest

& Add = Edit @ Remove Move

L4 : 1
1 locdl
Configuration
© Add Ecii W Remove 0§ Objeci References
1 default local
|2 locaitest local |
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6.1.4 Configure AP Group Profile
1 Go to CONFIGURATION > Wireless > AP Management > AP
Group > Group Summary > Radio setting. Set the SSID profile to

the

AP radio.

www.zyxel.com

Radio 1 Sefting
CP Mode @ AP Mode

Radio 1 AP Profile:

Max Output Power:

MAC_auth]

W N O WM

disable
disable
disable
disable
disable
disable
disable

Radio 2 Sefting
OP Mode @ AP Mode

Radic 2 AP Profile:

Max Cutput Power:

MAC_outh]

SN S S I S

disable
disable
disable

© MON Mode
aefault

30

~ MON Mode
defauli2

30

7 Repeater AP O

dBm (0~30)

7 Repeater AP 0

d8m [0~30)
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6.1.5 Test the Result
1 Use the teacher’s frusted device and connect to the SSID:
MAC_auth. The device successfully passes the MAC
authentication and is allowed to access the Internet directly.

w! PEEEF T 2:51PM 100% [8) 4
£ settings Wi-Fi
Wi-Fi [ @)
_ MAC_auth =®
Unsecured Network

CHOOSE A NETWORK...

20 =@
222 e v ®
9i9i9igi ' YO)
AAAad s = O
AAAGuest =®
AAARadius sz @
AAArichard sz ®
Alison_8825 a =D

2 Go to MONITOR > Wireless > Station Info. Check the station
information on the NXC.

Trusted MAC Address Lisi

Trusted MAC Address List

I 1 Student-1 MAC_CP MAC_CP EC:55:F9:4E:B1:78 2018-08-08 09:19:16 2018-08-08 14:19:16
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3 Go to MONITOR > System Status > Login Users > Login Users.
Check the logged in users on the NXC and find the teacher’s

device information.

Show Advanced Settings

Station List

ociated AP SSIDName  TxRate X RO
1 192.168.1.102  AP-5C6ABOEBA... MAC_cuth| 270M 24M

Login Users Dynamic Guesl Trusted MAC Address Lisi

Current User List

™ Note:
MAC information is just for login users by 802.1X and MAC auth.

% Force Logeut
#  UseriD Reauth/Lecs... Associated AP Type IP Address MAC Address
1 7C:01:91:6C:01:10 unlimited / u... AP-5C6AB0E... 192.168.1.102  7C-01-91-6C-01-10
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6.2 MAC Avuthentication fallback to Captive Portal?

The example instructs how to set up MAC authentication fallback to
captive portal. User can decide NXC whether cache the trusted client’s
mac address or not. If user decides NXC not to cache the frusted
client’'s MAC address, it will work as captive portal. If user enters the
trusted client’s mac address on the authenticated server before, it will
work as MAC authentication.

In the classroom, the teachers and students all use Wi-Fi service but
have different privileges and restrictions. The teachers’ devices are
trusted on the conftroller; they can pass MAC authentication directly
and are regarded as MAC user roles on confroller. The students’ devices
need fo pass captive portal authentfication with their own
IDs/passwords. They are regarded as portal user roles on controller.

In this topology, we set the NXC as an authenticated server to save the
devices’ MAC addresses and clients’ names and passwords. The
gateway USG is a DHCP server.

= [prreeeyH
NXC Controller Zyxel Switch
WAN IP 10.214.30.59 VianO IP 192.168.1.254 LAN IP 192.168.1.48

LANIP 192.168.1.10

UsG

Managed AP
SSID: MAC_CP

Teacher 192.168.10.x Student 192.168.20.x

Figure 6.2 MAC Authentication fallback to captive portal

0 Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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6.2.1 Configure AP Profile
1 Go to CONFIGURATION > Object > AP Profile > SSID > Security
> Add. Create a new security profile which sets none security
and enables MAC Authentication and Fallback to captive
Portal after MAC authentication failure.

& Add Security Profile 2%

General Setfings

Profile Name: Iyxel_MAC

Security Mode: I none v I

Radius Settings

Radius Server Type: Internal v

MAC Authentication Sefting
Ili] MAC A.ﬁhenﬁcoifioﬂ

Auth. Method: defoult v
Delimiter (Account): colon {: ] v
Case (Account): upper v
Delimiter (Calling Station ID): colon {:) v
Case (Calling Station ID): voper 2

I [¥] Follback to Captive Portal after MAC authentication fci'u'el

Authentication Seftings

v

2 Go to CONFIGURATION > Object > AP Profile > SSID > SSID List,
Create the SSID profile with the security profile.

€ Add SSID Profile

.7 Create new Object «
Profile Name: MAC_CP
SSID: MAC_CP
Security Profile: Iyxel_MAC v
MAC Filtering Profile: disable ¥
Layer-2 Isolation Profile: discble v
QoS! WnrA v
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6.2.2 Configure User/Group Profile

1

Go to CONFIGURATION > Object > User/Group > User > Add.
Click Add to create a new user ID and password. Stations can
log in captive portal to access the Internet via this account.
Add the student’'s name and password for captive portal
authentication in the NXC local server. User Type is guest. Enter
the Password as the login password. The default of
Authentication Timeout Setting is 1440 minutes, and usually it's
shorter for guests. Select to Use Manual Settings to set Lease

Time and Reauthentication Time. Click OK to save.

@ Add A User 7%
User Configuration
User Type: guest X

Password:
Retype:
Description: Local User

Authentication Timeout Settings © Use Default Settings © Use Manual Settings

Lease Time: minutes

Reauthentication Time: minutes

2 Go to CONFIGURATION > Object > User/Group > MAC Address

> MAC Avuthentication. Add the teacher's MAC address for
MAC authentication in the NXC local server.

& Add MAC Auth Address [
MAC Address/OUI: 7C:01:91:6C:01:10
MAC Role: mac-users v
| save it into local DataBase]
Description: Teacher's Mobile
ok |
User Group seffing MAC Address -
MAC Authentication
& Add Edit Remove
1 7C:01:91:6C:01:10 int-mac-address
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6.2.3 Configure Authentication Method Setting
1 Go to CONFIGURATION > Object > Auth. Method, click Add to
create an authentication method. Enter the Name of this
authentication method and select to local in the Method List.

¥ Add Authentication Method [#ZIx]

General Settings

Name: localtest

© Add N Edit W Remove Move

v 1
1  local

Avuthentication Method

Configuration
© Add Edit ¥ Remove Dbject References
1 default loca
|2 localtest local ]
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6.2.4 Configure Captive Portal Setting

www.zyxel.com

1 Go to CONFIGURATION > Network > Captive Portal > Redirect
on AP > Authentication Policy Rule > Add. Set the SSID for user
authentication policy to redirect captive portal on the AP.

& Auth. Policy Add

.7 Create new Object »

General Settings

¥l Encible Policy

Theme Name: |ZyxelCP ]

User Auth Policy

SSID: MAC_CP v
Source Address: any >
Destination Address: cny v
Schedule: none v
Authentication: fiorce |
Authentication Method:  |localiest |

Description: (Optional)

2 Go to CONFIGURATION > Network > Captive Portal > Redirect
on AP > Authentication Policy Group > Add. Set the

authentication policy rule in the policy group.

€2 Add Authentication Policy Group 2]
General Seftings
Profile Nome:  |Zyxe_CP |
Description: {Opticnal)
€ Add & Edit @ Remove oM Move
1/
| 1 “zyxel cr|
Page of 0 Show |80 v | Items No data to display
* Note:
The "default” policy rule will be the last one for each group profile.
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3 Go to CONFIGURATION > Network > Captive Portal > Captive
Portal > General Settings. Enable the captive portal function.

Captive Portal

General Settings

[¥] Enable Captive Porta
4 Go to CONFIGURATION > Network > Captive Portal > Captive
Portal > SSID Profile with MAC Cache > Add. Set the SSID profile
with the MAC cache. The MAC address cache time can be

set from 1-168 hours.

SSID Profile with MAC Cache
& Add Edit @ Remove

[T mac crimac cp) s|
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6.2.5 Configure AP Group Profile
1 Go to CONFIGURATION > Wireless > AP Management > AP
Group > Group Summary > Radio setting. Set the SSID profile to
the AP radio.

1 Edit AP Group Profile default
Radio 1 Setting

OPMode  ® Ap Mode MON Mode ) Repecter A? @
Radio 1 AP Profile: default v

Maox Output Power: 30 dBm (0~30}
& Edit

2 disable

3 discble

4 discble

5 disable

6 discble

7 discble

8 discble

Radio 2 Setting
OPMode  ® 4p Mode MON Mode Repeater AP @
Radio 2 AP Profile: default2 v
Max Qutput Power: 30 dBm (0~30)

& Edit

1 MAC.CP

disable

2
3 disable
4

2 Go to CONFIGURATION > Wireless > AP Management > AP
Group > Group Summary > Portal redirect on AP. Sef the
authentication policy group.

Portal Redirect on AP
Auth, Policy Group: | Zyxel_CP M |

[¥ skip authentication to provide confingency access while confroller is unreachable.
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6.2.6 Test the Result

1

www.zyxel.com

Use the teacher's trusted device and connect to the SSID:;

MAC_CP. The captive portal doesn’'t pop up because the

devices’ MAC address is frusted by the NXC's local server.

The device successfully passes the MAC authentication and is

allowed to access the Internet directly.

» = 2:45PM

{ settings Wi-Fi

Wi-Fi

_ MAC_CP

Unsecured Network

_free WiFi Minto
12312321

222
88520_ZT01152
9i9i9i9i
a1231321
AAARichard

AAARichardGuest

CHOOSE A NETWORK... " *

70% ==

2 9 9 a4
© ©© 6 6 6 6 6

®
)

D)}

> =

2:44 PM

captive.apple.com
MAC_CP

LogIn

70% (@ )

Done
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2 Go to MONITOR > Wireless > Station Info. Check the station
information on the NXC.

[F] Show Advanced Setfings

Station List

0gg Associated AP

| 1 192168.1.102  AP-5C6A80EBA... MAC_CP | 200Mm 24M

3 Go to MONITOR > System Status > Login Users > Login Users.
Check the logged in users on the NXC and find the teacher’s
device information.

Login Users Dynamic Guesl  Trusted MAC Address Ls!

Current User List

™ Note:
MAC information is just for login users by 802.1X and MAC auth.

Imdc-ou?hl 192.168.1.102  7C-01-91-6C-01-10

I 1 7C:Ol:91:6<::01:lol unlimited / u... AP-5C6AB0E
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4 Use the student’s mobile device or PC to connect to the SSID:
MAC_CP. Open the browser and it will redirect to the captive
portal screen. Enter the student’s username and password to
pass the captive portal.

ZYXEL
NXC2500

Welcom to the configuration interface. Please enter username and
password to login.

€ student1
@ G

‘ Login

£ Note

1. Tum on Javascript and Cookie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.

ZYXEL

Student-1, You now have logged in.

Click the logout button to terminate the access session.
You could renew your lease time by clicking the Renew button.
For security reason you must login in again after 24 hours 0 minutes.

User-defined lease time (max 1440 minutes): [1440 | Renew
Remaining time before lease timeout (hhimm:ss) [23:59:55 ]

Remaining time before auth. timeout (hh:mm) [23:59

Logout

5 Go to MONITOR > Wireless > Station Info. Check the station
information on the NXC.

Station List

Show Advanced Settings

Station List
1 192.168.1.108  AP-5C6A80EB... MAC_CP -50ciBm ailll 1 104M 130M
2 192.168.1.102  AP-5C6A80EB... MAC_CP _43Bm ulll 153 270M 24M

267/309



ZYXEL S——

6 Go to MONITOR > System Status > Login Users > Login Users.
Check the logged in users on the NXC and find the student’s

device information.

Login Users Dynamic Guesi Trusted MAC Address Lisi

Current User List

* Nofe:
MAC information is just for login users by 802.1X and MAC auth.

1 7C:01:91:6C:01:10 unlimited /... AP-5C6A80... mac-auth 192.168.1.102 7C-01-91-6C-01-10 - mac-address(...

_socent] 22:15:52/2... AP-5C6AB0... [Capiive porial]. 192.168.1.103 EC-55F9-458178 - [eoestistocent]

7 The student’'s device was cached in the NXC's frusted MAC
address list with a 5 hour limitation
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6.2.7 What Could Go Wrong

1 |If captive portal page is not redirected for student role, please
check whether the MAC address cache time s sfill cached
during that time.

2 |If captive portal is not enabled but the fallback option is
selected, the users can always connect to the Wi-Fi regardless
of whether the MAC authentication is successful or not.

3 This Feature does not support with legacy NWA3KN and
NWASKN series products.
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6.3 How to Defect the Rogue AP?

A rogue AP works without being controlled by the administrator of the
Network. It may cause the security issue for the network and we can use
the AP in monitor mode to contain the rogue AP.

Il EEaE I—g -
UsG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vianO IP 192.168.1.55 LAN IP 192.168.1.48

LANIP 192.168.1.10

i

Managed AP
Rogue AP

Figure 6.3 Monitor Rogue AP and Containment

'if Note:

All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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6.3.1 Configure AP to Monitor Mode
1 Configure a monitor profile in CONFIGURATION > Object >
MON Profile. Select the default profile and click Edit to change.
Check the Scan Channel Mode is auto and Country Code is
correct and is the location where you use the AP. Click OK to

save.

& Edit MON Profile default

General Settings

Activate

Profile Name: defoult

Channel dwell time: 100 (100ms~1000ms]
Scan Channel Mode: auto g

Country Code: Taiwan v

2 Configure AP to monitor mode in CONFIGURATION > Wireless >
AP Management. Select the AP which is going to work in
monitor mode and click Edit to change. Check Override
Group Radio Setting and select MON Mode with default radio
1 profile which is set in step 1. Click OK to save.

Radio 1 Selting
Oweride Group Radio Setting
OF Mode O AP Mode  © MON Mode O Root AP © Repeater aAP 6
Radio 1 Profile: default b
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6.3.2 Detected Devices and Containment
1 In MONITOR > Wireless > Detected Device, Click Refresh if
there’'s no rogue AP in the list. Select the rogue AP and click

Mark as Rogue AP.

www.zyxel.com

Detected Device

& Mcrk as Friendly AP
# Role Classified by MAC Address SSID Neme Chann... 802.11 Mode

I 1 / Suspectedro... i Un—rﬁcncge... X 02:10:18Q° L2 » ZyXEL_0000 11 |EEE 802.11n 40MHz
2 Suspectedro... Un-manage... O04:BFéL.c * <10 ) DELSAG6F5D80 11 |IEEE 802.11n 40MHz
3 Suspectedro... Un-manage... 10:7B:EF OZ.58.53 testfwupgrade 11 |EEE 802.11n 20MHz
4 Suspectedro... Un-manage... 1C:74:0D:C2:&8:A8 NBG-418Nv2_Multi... 2 |EEE 802.11n 40MHz
5 Suspectedro... Un-manage... 1C:74:0D:F%32= o 64 Network é |EEE 802.11n 20MHz
6 Suspectedro... Un-manage... 1C:74:0D:F .05 Multy X 9453 8 |EEE 802.11ac 20MHz
7 Suspectedro... Un-manage... 22:74:0D:FFLCILJ Orz.guest 7 |EEE 802.11ac 20MHz
8 Suspectedro... Un-manage... 22:74:0D.7L1EC Orz.guest 8 IEEE 802.11ac 20MHz
9 Suspectedro... Un-manage... 26:74:0D:F" D180 <no ssid> 7 |IEEE 802.11ac 20MHz
10 Suspectedro... Weak Securit... 34:57:60m0uwe:58 CN-V100 11 |EEE 802.11n 20MHz

2 When the AP is marked as a rogue AP, it can be set in the
containment list in CONFIGURATION > Wireless > Rogue AP >
Rogue/Friendly AP List and the stations are difficult to connect

with the containment AP.

Rogue/Friendly AP List

& Add & Edit ® Remove @ Dis-Containment

# Contcinment Role «

MAC Address

T ®

rogue-ap

26:74:0D:FF ES™C
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6.3.3 Test the Result
1 When the AP is marked as arogue AP, it is shown in MONITOR >
Wireless > Detected Device.

Detected Device

@ Mark as Rogue AP & Mark as Friendly AP
# Role~ Classified by MAC Address SSID Name Chann... 802.11 Mode

[ 1 Rogue AP User Config 26:74:0D4 2550 <no ssid> 11 IEEE 802.11ac AOMHzl
2 Suspectedro... Un-manage... 02:10:1€x01:00202 ZyXEL_0000 R IEEE 802.11n 40MHz
3 Suspectedro... Un-manage... 04:BF:6D:(T T DELSA4F5D80 11 IEEE 802.11n 40MHz
4 Suspectedro... Un-manage... 10:7B:EF:.CHCIER testfwupgrade 11 |EEE 802.11n 20MHz
5 Suspectedro... Un-manage... 1C:74:00.53:55.73 AndrewSSSsSS 1 IEEE 802.11n 20MHz

2 When the AP is set in the containment list, the stations are

disconnected right away after they connect to the rogue AP.
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6.4 How to monitor the traffic and stations on web GUI?
1 In Dashboard > Station > Traffic, Click the Top N Stations tab to

view usage information for multiple stations at a time.

View: Top 5 by Usage & Usage by: |MB %
Traffic Usage
6000.0
5000.0
4000.0
o .
= 30000
2000.0
1000.0

X o o A

6 o P H O o A
P B P PP P I
NPt R

Time

2 Or click the Single Station tab to view a specific wireless

station’s usage details.

Station = =
68:DB:CA:D3:85:BC| ¥ . |MB v
Selection: 2 = Usage by:  [M
Traffic Usage
2250 68:DB:CA:D3:85:BC for 1328: 2215.8)
20000
17500
15000
m 12500 -
W soscasszssc
= 10000
750.0
500.0
250.0
L P B B B N A A R R
F & F LS 5’43’ » L F & \\ﬁ’ & ,\),;é' Q@é‘ Qg-‘ @é‘ Sg-‘ s@“ L PLELSL
Time

The y-axis shows the amount of data (in MB or GB) consumed
by the selected station(s).

The x-axis shows the time period over which the traffic flow
occurred.

Move the cursor over a bar to see usage details over a
specific time period.

The chart will record 24 hours of traffic usage.

For example, we can observe message of the station MAC:
68:DB:CA:D3:85:BC for 1328:2215.8 which means this MAC's
traffic is 2215.8MB at 13:28.

274/309



ZYXEL S——

3 Aswell as we can check the broadcast number on the AP.
In MONITOR > Wireless > AP Information > AP List, click More
Information on the AP.

[@ Show Advanced Setfings

AP List

® Config AP €3 Add to Mgmt AP List @ Reboot £ DCSNow 5 Log @ Suppression On @ Suppression Off pgrade No
| @ LmitedAP  APOI 9% 1021470201 NWAS123-AC... 5.30(ABM2)-DF-201... ZyXEL.CS.. & 2018/
2 ®  LUmitedAP  APO3 T ®s 71021470203 WAC6303DS  5.30(ABGL2)-DF-20... ZyXEL CS... 9 “2018/
3 @  UmitedAP  APOS 56% 1021470.205 NWAS5123-AC... 5.30(ABIM2)-DF-201... ZyXEL CS.. 16 2018/
4 ©  UmitedAP  APOS 19% 1021470206 WACS302DS  5.30(ABFH.2)-DF-201... ZyXEL CS.. | 2018/

It displays the number of broadcast packets transmitted /
received on the port.

@ AP Information

AP Information
Configuration Status: Limited AP
Conflict: n/c
Non Support: BAND SELECT in Radio2, BAND SELECT in Radiol

Port Status
UPLINK 1000M/Full n/c 120:59:07 9401 1284380
lanl Down 1 00:00:00 0 0
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Maintain NXC Controller

7.1 How to Do Firmware upgrade

1. There are two ways to do firmware upgrade, GUI and FTP. The
firmware can be downloaded from Zyxel support center. Please find
below the website address of the support center.
http://www.zyxel.com/support/support landing.shtml

2. Use “Search by Model Number” in the webpage.

Homepage = Support = Zyxel Support Center

Search by Model Number

NXC2500 n

“Ior NXC2500

3. Click the download icon in NXC2500 |latest release as shown below.

NXC2500

Wireless LAN Controller

Firmware 5.10(AAIG.T)CO e
Quick Start
001
Guide e
User's Guide V5.10 o
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7.1.1 Firmware from GUI?
The example instructs how to do FW upgrade from GUI. The Firmware
version will be changed from v5.00 to v5.10.

NBIP 192.168.1.233

e > HHEEE

NXC Controller Zyxel Switch
vianQ IP 192.168.1.55 LANIP 192.168.1.48

Managed AP

Figure 7.1.1 Firmware Upgrade from GUI

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.00), GS2210-8HP (Firmware Version: V4.30).
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7.1.1.1 Firmware Upgrade on GUI
In MAINTENANCE > File Manager > Firmware Package, check if
the NXC's current firmware version is the same as the one you

1

are going to install.

Version
Boot Madule:
Current Version:

Released Date:

V1.00
V5.00{AAIG.3)

2017-02-03 07:02:31

www.zyxel.com

2 In MAINTENANCE > File Manager > Firmware Package, click
Browse...in Upload File and select the firmware you want to

install.

Upload File

To upload firmware, browse to the location of the file (*.bin) and then click Upload

File Path:

Upload Firmware Status @ Open =
1f NXC reboots prior to the schedule, the Q) [l » 510AAIGICO » v | 43 | [ Search 510441G1C0 I
Version: nfa s = =

Organize v New folder =~ q
Released Date: n/a I
= . Name Date modified Type
{ Favorites '
Firmware Update Schedule B Desktop A 510AAIG1CO.bin

[) 510AAIG1C0.conf
| 510AAIG1CO.1i
i, 510AAIG1CO-MIB.zip

| Schedule 8 Downloads
=, Recent Places 1

9 Libraries
¢ Documents
o Music
=/ Pictures
B videos

- < m »

File name: | 510AAIG1C0.bin v |FEE= >
e |

‘M Comnuter

3 In MAINTENANCE > File Manager > Firmware Package, click
Upload...to start to upload the firmware.

Upload File

To upload firmware, browse to the location of the file (*.bin) and then click Upload

File Path: C:\fakepath\510AAIG1CO.bin Browse... Upload
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7.1.1.2 Test the Result
1 After starting firmware upgrade, there’s a notification about

firmware upload.

{:.- Firmwars upload is in progress...

2 After finishing firmware upload, the system will start to firmware
upgrade.

The complete fimware update may take up to 5 minutes.Please Wait ...00:12.
After the firmware upgrade completes, clear your browser's cache sa the Web Configurator screens display praperiy.

4% Amware upgrading. NXC contraller's firmware upgrade procedure will upgrade managed AP's fimware automatically. Please do not tum offfreset NXC & AP or unplug untill 2l managed AP be showed in AP list again. m

3 After the firmware upgrade is complete and successful, you
can check it on GUI Dashboard.

Device Information
Systermn Name: HGZ C50 NXCZ500
system Location: HG2 C50 Field Trial
Model Mame: MNXC2500
Serial Number: S132L0&TTTS
MAC Address
Range: BO:B2:DC &8 al ¥ ~ BO:B2:DC:E Ak 4
Firrmware Version: V5.10(AAIG.T) fW1.03 / 2017-09-18 10:28:54
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7.1.1.3 What Could Go Wrong
1 When the firmware is uploading and the fraffic for transferring
the firmware is disconnected, the firmware upgrade will not
be successful.
2 When the firmware is upgrading, please do not reset or reboot
the conftroller. Otherwise, it might cause system crashes or

firmware upgrade failure.

280/309



ZYXEL S——

7.1.2 Firmware from FTP?
The example instructs how to do FW upgrade from FTP. This is usually
used when you failed to access the web GUI.

NBIP 192.168.1.233

e > HHEEE

NXC Controller Zyxel Switch
vianQ IP 192.168.1.55 LANIP 192.168.1.48

Managed AP

Figure 7.1.2 Firmware Upgrade from GUI

Q Note:

All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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7.1.2.1 Firmware Upgrade on GUI
1 Copy the firmware to the root directory of the C drive on your
computer c:\ and do not change the file name of the
firmware.
2 Use the following command to ping the controller for
checking the connection.
ping 192.168.1.55

C: \>ping 192.168.1.55

Pinging 192.168.1.55 with 32 hytes of data:
Reply from 192.168.1.55: bytes=32 time=1ms TTL=64

Reply from 192.168.1.55: bytes=32 time<ims TTL=64
Reply from 192.168.1.55: bytes=32 time<ims TTL=64
Reply from 192.168.1.55: bytes=32 time<ims TTL=64

3 Inthe Windows command prompt, type ftp 192.168.1.55 to log
in to the controller via username admin and password 1234
(by default).

C=~»ftp 172.168.1.55

Connected to 192.168.1.55.

228 FTF Server <HACZ588> [:z:ffff:1922.168.1.551
Uzer <172.168.1.55:<none?>?: admin

331 Password required for admin

Paszsword:

4 Enter bin for fransfer mode to binary.

ftp> bin
2080 Switching to Binary mode.
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5 Enter put c:\ 510AAIG1CO0\510AAIG1CO0.bin and wait for the
file transfer to complete. After the transmission is finished, the

conftroller will start to upgrade.

ftp> put G:~51BAAIGICA~S1BAAIGICH bin

208 PORT command successful

158 Opening BIMARY mode data connection for S51BAAIGICH.bhin
226—firmware verifying...

226—firmware updating...

226—Please Wait about 5 minutest?

226—Do not poweroff or reset,

226—=zystem will rehoot automatically after finizhed wupdating.
226 Transfer complete.

ftp: 254883548 bytesz sent in 12.685econds 20182 _81Kbytes-sec.
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7.1.2.2 Test the Result
1 After starting firmware upgrade, the LED flashes and it takes
about 5 minutes to finish.
2 After the firmware is upgraded successfully, you can check it
on GUI Dashboard.

%1 Device Information

Systern MName: HE2 C50 NXCZ500

system Location: HE2 C50 Feld Trio

Model Name: M C2500

serial Number: 5 1 320 0ETIERNE

MAC Address

Range: BO:BZ2:DC &E . F~ BO:B2:DC:E Ak 4
Firmware Version: VMEI0[AAIGT] S WVIT0S S 2017-09-18 10:28:54
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7.1.2.3 What Could Go Wrong
1 When the firmware is uploading and the fraffic for transferring
the firmware is disconnected, the firmware upgrade will not
be successful.
2 When the firmware is upgrading, please do not reset or reboot
the conftroller. Otherwise, it might cause system crashes or

firmware upgrade failure.
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7.2 How to Reset the Controller/AP?

The example instructs how to reset the controller/AP. This is usually used
when there's a new deployment or misconfiguration.

NBIP 192.168.1.233

H ::'I'IIEH::I” D - P S S aa A s e H o D

NXC Controller Zyxel Switch
vianQ IP 192.168.1.55 LANIP 192.168.1.48

Managed AP

Figure 7.2 Firmware Upgrade from GUI

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.30), GS2210-8HP (Firmware Version: V4.30).
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7.2.1 Reset to Default from GUI
1 Log in to controller and go to MANTENANCE > File Manager >

Configuration File. Click “system-default conf” in the list and
Apply.

Configuration Files

Rename Remove & Download B Copy
File Name
lastgood.conf

startup-config.conf

W N = %

htm-default.conf

4  system-default.conf
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7.2.2 Reset to Default from Hardware
1 Push the RESET button over 15 seconds for resetting to defaults.
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7.2.3 Test the Result
1 Afterresetting to default setftings, the controller’s IP is
192.168.1.1 and AP's IP is 192.168.1.2.
2 All the settings are changed back to default settings.
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7.3 How to upgrade the firmware for AP via NXC?

The example instructs how to upgrade the firmware for partial APs. We
can decide if the AP will be upgraded firmware automatically by NXC
or upgraded firmware manually by ourselves. And choose the updating
method as CAPWAP or FTP. In this chapter, there is also an example
instructs how to upgrade firmware for partial AP. Not upgrade AP
firmware at the same time.

NB IP 192.168.1.233

ZYXEL -

. 1 1 1 11 B

NXC Controller Zyxel Switch

vlanO IP 192.168.1.55 LAN IP 192.168.1.48

ZYXEL AP
Mgmt IP 192.168.1.50
Managed AP

Figure 7.3 Upgrade AP firmware via GUI

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using NXC2500 (Firmware Version: 5.30) and GS2210-8HP

(Firmware Version: V4.30).
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7.3.1 How to Change the Updating Method for the AP as

Manual?

The example instructs how to change the updating mode for AP as
Manual. The AP will not upgrade the firmware unless we click the
“Upgrade Now”. It can help to manage the upgrade time. We can
choose when to upgrade the firmware to the AP.

7.3.1.1 Change the Updating Method via GUI
1 Log in to controller and go to CONFIGURATION > Wireless > AP
Management > AP Policy > Firmware Updating.
Updating Method: CAPWAP
Updating Mode: Manual

Click Apply.

CONFIGURATION

General Seftings
t Licensing
. [ Force Override Controller [P Config on AP
Wireless

Controller

Rogue AP
Auto Healing
 Network
Capfive Portal
RTLS
Firewall
I Object
|

[ Fall back to Primary Coniroller when possible

Updating Method: @ CAPWAP © FIP
Updating Mode: O Auto ® pManual

+ Log & Report
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7.3.1.2 Test the Result
Connect the AP with firmware version 5.20 p3, and the AP will
not be upgraded to 5.30 P2.
1 NXC: Go to DASHBOARD > Device Information.
Firmware version: V5.30(AAIG.2)

www.zyxel.com

< Device Information
System Name:
System Location:
Model Name:
Serial Number:

MAC Address
Range:

Firmware Version:

NXC2500

nia

NXC2500

ST42005

10:7B:EF= == = 4E~ 10:7BEFLLL 240
V5.30(AAIG.2) / V1.02 / 2018-07-24 12:48:32

BOEE

[NCEH

2 AP: Go to MONITOR > Wireless > AP Information > AP List.
Firmware version: V5.20(AAXH.3)

AP List

1 (V] Compatible...

AP-ACYEFF& WL 0% 192.168.1.50 WAC6502D-E 5.20(AASD.3)
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7.3.2 How to upgrade the specific AP firmware manually?
The example instructs how to upgrade the firmware for specific AP. We
do not have to upgrade all the AP firmware at the same time.

7.3.2.1 Upgrade the AP firmware via GUI
1 Login to controller and go to Monitor > Wireless > AP
Information > AP List.
Choose the AP which is needed to be upgraded firmware.
Click Upgrade Now.

AP List

fig AP Add to Mgmt AP List More Information @ Reboot j DCS Now &3 Log @ Suppression On @ Suppression Off | € Upgrade No

# Status Registration Description CPU Usage  IP Address Model

1 (] Compatible... AP-4CYEFFA=T & 0% 192.168.1.50 WAC4502D-E 5.20(AASD.3) Wiz_AP_Gr... 0

2 [t will pop out a warning page.
Click Yes.

Warning x|

& Once the AP firmware download is completed, the AP
will proceed to upgrade its firmware.

Yes

3 There is information about AP upgrading firmware in the
Monitor log.

9 Email Log Now | @ Refresh | & Clear Log

#4 Time Prior... Cai... Message
1 2018-08-... alert Poli... Interface ge2 dead, related policy route rules will be disabled.
2 2018-08-... dalert CA... AP Disconnect. MAC:4C:9E:FF: [ %% Name:AP-4C9EFFYT L & Reasonl...
3 2018-08-... info CA... AP Reboof. MAC:4C:2E:FFA R, Name:AP-4CYEFFIrS. 5 ModellWAC...
4 2018-08-... info CA... AP Reboot by firmware updating. MAC:4C:9E:FF 7 E- Bk Name:AP-4C9...
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7.3.2.2 Test the Result

www.zyxel.com

The AP firmware version should be the same with the NXC

< Device Information
System Name:
System Location:
Model Name:
Serial Number:

MAC Address
Range:

Firmware Version:

==X

NXC2500

n/a
NXC2500

ST420005 vl

10:7B:EF= == == JE~ 10:7B:EF:L1L A4l

V5.30(AAIG.2) / V1.02 / 2018-07-24 12:48:32

AP List

] (/) Mgmt AP

AP-4CEFF?0B0S58 8%

192.168.1.50

WAC6502D-E

5.30(AASD.2)

Wiz_AP_Gr...
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7.3.2.3 What Could Go Wrong
1 If the AP firmware is the latest, the “Upgrade Now™ button will
be gray.

295/309



ZYXEL S——

7.3.3 How to upgrade the firmware for AP group?
The example instructs how to upgrade the firmware for specific AP

group.

7.3.3.1 Upgrade the firmware for AP group via GUI
1 Login to controller and go to CONFIGURATION > Wireless > AP
Management > AP Group.
Choose the AP Group and click “Upgrade Now".

Mgmt. AP List AP Policy AP Group Firmware

Group setting

Default Group: Wape Grop |

Group Summary

@ Add [ Edit W Remove (@) Reboot £ DCSNow [ Upgrade Now

# Group Name Member Count
1 default 0
2  Unclassified 0
3  Wiz_AP_Group 1

—

2 It will pop out a warning message.
Click Yes.

Warning

& This action will ONLY be applied for On-line AP.
Once the firmware download completed,
the AP will proceed firmware upgrade,
Please check firmware update status at AP list page.

3 Check the log in Monitor. It will show the AP group Reboot by
firmware updating.

[ Email Log Now | @ Refresh | & Clear Log
#4  Time Prior... Cat... Message
1 2018-08-... info AP ... AP firmware download has begun for firmware upgrade.

2 2018-08-... info CA... AP Group Reboot by firmware updating. Name:Wiz_AP_GCroup
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7.3.3.2 Test the Result
The AP firmware version should be the same with the NXC.

< Device Information [~]=]=]X]
System Name: NXC2500
System Location: n/a
Model Name: NXC2500
Serial Number: ST420005 vl
MAC Address
Range 10:7B:EF= == == JE~ 10:7B:EF:L1 4240
Firmware Version: V5.30(AAIG.2) /V1.02 / 2018-07-24 12:48:32
AP List
1 V] Mgmt AP AP-4CPEFFP0BOS8 8% 192.168.1.50 WACS502D-E  5.30(AASD.2) Wiz_AP_Gr...

7.3.3.3 What Could Go Wrong
1 If the AP firmware is the latest, there will no action for the
firmware upgrade.
2 The firmware upgrade for the AP group will only be applied for
O-line AP. If the AP is offline, it will not be upgraded.
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7.4 How to Upgrade the AP firmware via cloud?

The example instructs how to upgrade the AP firmware via cloud. We
do not have to download the DF to out PC and upload it to the AP. Just
check the firmware version via internet. If there is newer firmware
version, we can download it to NXC then apply to AP.

7.4.1 Upgrade the firmware for AP group via GUI
1 Log in to controller and go to CONFIGURATION > Wireless > AP
Management > Firmware.
Click Check.

Mgmt. AP Lizt AP Policy AP Group Firmware

CONFIGURATION

AP Firmware
- Licensing R :
. Runtime Firmware: sEssb Peign 2
Wireless

Controller Availalble Frmwars: If A

| ast Check Success: If A

AP Management
Rogue AP
Avuto Headling

2 After getting the latest firmware version from the cloud, it will
show the available firmware version and last check success
time.

Click Apply to have the NXC download the latest AP firmware
from the firmware server.

Mgmt. AP List AP Policy AP Group Firmware

AP Firmware

Runtime Firmware:

Available Frmware:

Last Check Success: Success, 2018-05-10 15:46:35

Apply AP Firmware
[iiigii: * Note:

Controller will only download and keep needed AP firmware. Installing new AP may require additional time to
download firmware package. It is required to maintain intemet access during the firmware upgrade process.
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3

4

5

It will pop out a warning message.
Click Yes.

Warning

@ When Updating Mode is Manual, AP images will not be upgraded
automatically after downloads complete.

Yes

It will pop out information.
Click OK.

Information x]

® Funtime firmware and available firmware are the same version.

Log in to controller and go to Monitor > Wireless > AP
Information > AP List.
Choose the AP which is needed to be upgraded firmware.

Click Upgrade Now.

AP List
fig AP € Add to Mgmt AP List More Information (@) Reboot g€ DCS Now & Log @ Suppression On @ Suppression Off | €3 Upgrade Nov

Status Registrafion Description » CPUUsage  IP Address Model Version
1 (] Compatible... AP-4CPEFFA=X "= 0% 192.168.1.50 WAC6502D-E 5.20(AASD.3) Wiz_AP_Gr... 0
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7.4.2 Test the Result
The AP firmware version should be the same with the NXC.

<) Device Information [a][=[2]X]
System Name: NXC2500
System Location: n/a
Model Name: NXC2500
Serial Number: ST420005 vl
MAC Address
Range 10:7B:EF= == == JE~ 10:7B:EF:L1 4240
Firmware Version: V5.30(AAIG.2) /V1.02 / 2018-07-24 12:48:32
AP List
1 ] Mgmt AP AP-4C9EFF0BOS8 8% 192.168.1.50  WACSE502DE  5.30(AASD.2) Wiz_AP_Gr.

7.4.3 What Could Go Wrong
1 If the AP firmware is the latest, there will no action for the

firmware upgrade.

The firmware upgrade for the AP group will only be applied for O-line AP.
If the AP is offline, it will not be upgraded.
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Trouble Shooting

8.1 How to Collect the Diagnostic Info?
The diagnostic info needs to be collected when there's any problem
happened on the conftroller or AP.

S I T T T T I—$ . -
USG NXC Controller Zyxel Switch

WAN IP 172.51.31.98 vIano IP 192.168.1.55 LAN IP 192.168.1.48
LAN IP 192.168.1.10

i

Managed AP

Figure 8.1 Collect the Diagnostic Info

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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8.1.1 Collect Diagnostic Info

www.zyxel.com

1 In MAINTENANS > Diagnostic > Diagnostics, select on Collect

on Controller and click Collect Now when the conftroller has

any problem.

General Setting

¥] Copy the diagnostic file to USB storage (if ready)

Diagnostic collect Category
[¥] System
¥l Networking
¥ Interface
Mcapwar
V] ana
¥l Logs

¥| Others

Apply

Collect Now

2 A window pops up when the controller is collecting the

diagnostic.

@ Debug Information Collector

Flease wait, collecting...

Cancel
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www.zyxel.com

3 In MAINTENANS > Diagnostic > Diagnostics, select on Collect

on AP and move the AP's MAC to the collected APs list. Click
Collect Now to start collection.

AP General Seffing

Available Aps Collected APz

APO2 [apo1 |
APO3 2

APO4 .

APOS

APOS

¥| Copy the diagnostic file to USB storage (if ready|

Diagnostic collect Category
v Systemn

¥| Networking

Jlinterface

| CAPWAP

4l wireless

I AsA

¥l Logs

¥| Others

Customized

Apply Collect Now

4 A window pops up when the controller is collecting the
diagnostic.

@ Debug Information Collector

Please wait, collecting...

Cancel
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8.1.2 Test the Result
1 When the collection finished, a pop-up window shows “Done
the collection.

It} Debug Information Collector

Done the collection.

OK

2 After capturing the packet, there is a file in MAINTENANCE >
Diagnostics > Diagnostic > Files for downloading.

Diagnostic files
# File Name - Size
1 controllerdiaginfo-2017-09-15_17-13-47.tar.bz2 4401849
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8.2 How to Configure the E-mail Settings for Sending Logs?
This configuration set email for sending logs and let the controller
manager gets the daily report and the system logs.

Ty - L -
= | i i e I—E (1 1 1 1 5

USG NXC Controller Zyxel Switch
WAN IP 172.51.31.98 vian0 1P 192.168.1.55 LAN IP 192.168.1.48
LAN IP 192.168.1.10

i

Managed AP

Figure 8.2 E-mail Settings for Sending Logs

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG20v2 (Firmware Version: V4.15), NXC2500 (Firmware
Version: 5.40), GS2210-8HP (Firmware Version: V4.30).
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8.2.1 Configure Log & Report

1

Configure daily report in CONFIGURATION > Log & Report >
Email Daily Report.

In Email Settings, enter the Mail Server which can send out the
email. Check the Append data time for daily report, and set
the email address in Mail From and Mail To. Click Apply to
save the setfing.

General Settings

[ ¥| Enable Email Daily Report

Email Seftings

Mail Servern {Qutgoing SMTP Server Name or IP Address)
SSL/TLS Encryption: No "
Mail Server Port: 25 (1-65535) (Opfional)

Mail Subject:

Append system name

V| Append date fime
Meil From: nxc.log@zyxel.com (Emacil Address)
Mail To: csotest@zryxel.com (Email Address)

(Email Address)
(Email Address)
(Email Address)
(Emnacil Address)

SMTP Authentication

Send Report Now

Schedule

Time For Sending Report: co (hours) oo [minutes)

Report ltems
System Resource Usage
¥| CPU Usage
Y| Memery Usage
V| Session Uscge

Y| Port Usage
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www.zyxel.com

2 Configure daily report in CONFIGURATION > Log & Report > Log

Settings.

In Log Settings, click the first setting and Edit it. Check Acfive o

activate this setting. Enter the Mail Server, and set the email

address in Mail From and Mail To. Set the sending condition to

Daily and When Full, and the Time for Sending Log. Click OK to

save.

Z Edit Log Sefting

E-mail Server 1

Mcil Server:

SSL/TLS Encryption:

Mcil Server Port:

Mcil Subject:
Y| Append system name
Y| Append date fime

Send From:

Send Log to:

Send Alerts to:

Sending Log:

Time for Sending Log:

| msc.hinet.net

nxc.log@zyxel.com

(Outgoing SMTP Server Name or IP Address)

(1-65535) (Optional)

(E-Mail Address)
(E-Mail Address)

(E-Mail Address)
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8.2.2 Test the Result

1

www.zyxel.com

The manager who has the email receives the system Daily

report.

Top Host IP Address/User
# Direction
1 Tx To
2 Rx From
3 Rx From
4 Rx From
5 Rx From
6 Tx To
7 Rx From
8 Rx From
9 Tx To
10 TxTo
11 Rx From
12 Rx From
13 Rx From
14 Rx From
15 Rx From
16  Rx From
17  Rx From
18 Rx From
18 Tx To
20 Rx From

IP Address/User

239.255.255.250
10.214.30.230
192.168.1.2
10.214.20.52
10.214.20.590
10.214.60.255
10.214.60.57
10.214.20.11
224.0.0.251
255.255.255.255
10.214.100.15
10.214.60.142
10.214.60.62
10.214.60.72
10.214.60.45
10.214.60.42
10.214.60.43
10.214.60.54
224.0.0.252
10.214.60.112

Amount

509.635 (MBytes)
83.529 (MBytes)
74.376 (MBytes)
52.311 (MBytes)
51.360 (MBytes)
49,309 (MBytes)
40.584 (MBytes)
31.258 (MBytes)
29.546 (MBytes)
25.069 (MBytes)
22.196 [(MBytes)
19.341 (MBytes)
17.357 (MBytes)
12.570 (MBytes)
12.087 (MBytes)
11.014 (MBytes)
10.201 (MBytes)
9.801 (MBytes)
8.910 (MBytes)
8.829 (MBytes)
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2 The manager who has the email receives the log daily or

when it's full.

No. Date/Time Source Destination
Priarity Category Note
Message

1 2017-09-18 14:12:42
info wlan-dcs WLAN DCS

Radio2 configure DCS as INTERV AL mode
2 2017-09-18 14:12:45
info capwap
Updated Configuration by a WLAN Coniroller Success. Partial Update [count=2]
3 2017-09-18 14:12:50
info wlan-dcs WLAN DCS
Radiol configure DCS as INTERV AL mode
4 2017-09-18 14:14:05
info wlan-dcs WLAN DC3
Radiol DCS start channel selection procedure
5 2017-09-18 14:14:05
info wlan-dcs WLAN DCS
Radio2 DCS start channel selection procedure
6 2017-09-18 14:14:05
info wlan-dcs WLAN DC3
Radiol DCS change channel from & to 11. (At first fime.)
7 2017-09-18 14:14:05
info wlan-dcs WLAN DCS
Radio2 DCS change channel from 36 to 40. (Af first fime.)
8 2017-09-18 14:15:50
info wlan-dcs WLAN DCS
Radiol DCS start channel selection procedure
9 2017-09-18 14:15:50
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