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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

Screenshots and graphics in this book may differ slightly from what you see due to differences in release

versions or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Related Documentation
* Quick Start Guide

The Quick Start Guide shows how to connect the NBG6615 and access the Web Configurator.
¢ More Information

Go to support.zyxel.com to find other information on the NBGé6615.
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CHAPTER 1
Introduction

1.1 Overview

The NBG6615 extends the range of your existing wired network without additional wiring, providing easy
network access to mobile users.

You can create the following connections using the NBG6615:
¢ LAN. You can connect network devices via the Ethernet ports of the NBG6615 so that they can
communicate with each other and access the Internet.

¢ WLAN. Wireless clients can connect to the NBG6615 to access network resources.

¢ WAN. Connect to a broadband modem/router for Internet access.
Figure 1 NBG6615 Network

You can set up the NBG6615 with other IEEE 802.11b/g/n compatible devices in one of the following
device modes:

e Router

e Access Point

NBG6615's User's Guide
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Chapter 1 Introduction

Use a (supported) web browser to manage the NBG6615. Menus vary according to which mode you're

using.
Router Mode AP Mode
NBG&415
NBG&415
Network
Network

- Wireless LAN 2.4G

- Wireless LAN 5G * Wireless LAN 2.4G

* Wireless LAN 5G

* WAN

- LAN *LAN

* DHCP Server Maintenance

- NAT * System

* DDNS *Logs

+ static Route *Tools
Security * Sys OP Mode

* Firewall *Language

- Content Filter

Management
* Remote MGMT
* UPnP
* Bandwidth MGMT
Maintenance
+ System
-Logs
*Tools
- Sys OP Mode

- Language

See Chapter 4 on page 28 for more information on these modes.

1.2 Securing the NBG6615

Do the following things regularly to make the NBG64615 more secure and to manage the NBG6615 more
effectively.

* Change the password. Use a password that's not easy to guess and that consists of different types of
characters, such as numbers and letters.

¢ Write down the password and put it in a safe place.

* Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the NBG6615 to its factory default settings. If you backed up an
earlier configuration file, you would not have to totally re-configure the NBG6615. You could simply
restore your last configuration.

NBG6615's User's Guide
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1.3 LEDs

Figure 2 Front Panel

O

The following table describes the LEDs and the WPS button.

Table 1 Front Panel LEDs and WPS Button

LED COLOR STATUS DESCRIPTION
POWER White On The NBG6615 is receiving power and functioning properly.
d) Off The NBG6615 is not receiving power.
Blinking The NBG6615 is upgrading its frmware, restoring its configurations, or
rebooting its system.
Internet White On An IP connection is available but there is no fraffic.
@ Blinking The NBG6615 is sending/receiving data through the WAN.
Off An IP connection is not available.
WLAN_2.4G | White On The NBG6615 is ready but is not sending/receiving data through the
wireless LAN.
=
236 Blinking The NBG6615 is sending/receiving data through the wireless LAN.
Off The wireless LAN is not ready or has failed.
Amber Blinking The NBG6615 is negotiating a WPS connection with a wireless client via
2.4G.
Off The WPS process is inactive.
Solid for 5 Successful WPS connection.
seconds
WLAN_5G White On The NBG6615 is ready but is not sending/receiving data through the
wireless LAN.
/;"-‘? Blinking The NBG6615 is sending/receiving data through the wireless LAN.
Off The WPS status is not configured or disabled.
Amber Blinking The NBG6615 is negotiating a WPS connection with a wireless client via
5G.
Off The WPS process is inactive.
Solid for 5 Successful WPS connection.
seconds
WPS Button Press to initiate the WPS process.

1.4 The WPS Button

Your NBG6615 supports WiFi Protected Setup (WPS), which is an easy way to set up a secure wireless
network. WPS is an industry standard specification, defined by the Wi-Fi Alliance.

NBG6615's User's Guide
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Chapter 1 Introduction

WPS allows you to quickly set up a wireless network with strong security, without having to configure
security seftings manually. Each WPS connection works between two devices. Both devices must
support WPS (check each device's documentation to make sure).

Depending on the devices you have, you can either press a button (recommended) on the device
itself, or in its configuration utility or enter a PIN (a unique Personal Identification Number that allows one
device to authenticate the other) in each of the two devices. When WPS is activated on a device, it has

two minutes to find another device that also has WPS activated. Then, the two devices connect and set
up a secure network by themselves.

The WPS button is located at the front panel of the NBG6615.

1.4.1 Using the WPS Button

1 Make sure the power LED is on.
2 Press the WPS button within 3 seconds to turn on the WPS function

For more information on using WPS, see Section 5.3 on page 39.

1.5 Reboot/Reset Button

Your NBG6615 has a recessed reboot/reset button on its back panel. To reboot, press the button with a
paper clip or similar object for 3 to 5 seconds. To reset the NBG6615 to factory defaults, press for longer
than 10 seconds.

1.6 Wall Mounting

You may need screw anchors if mounting on a concrete or brick wall.

Table 2 Wall Mounting Information

Distance between holes 10.50 cm
M4 Screws Two
Screw anchors (optional) Two

Figure 3 Screw Specifications

/2 28.0~32.0

Ry S
J o0l =
Ve

Unit: mm

Tapping Screw M4x30 mm

S 72~78 28.0~32.0
o —

4 x2 ¢ @ (rmmmmm-135-4.0
1.07~2.00

Unit: mm

NBG6615's User's Guide
14
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Select a position free of obstructions on a wall strong enough fo hold the weight of the device.

Mark two holes on the wall at the appropriate distance apart for the screws.

Be careful to avoid damaging pipes or cables located inside the wall
when drilling holes for the screws.

If using screw anchors, drill two holes for the screw anchors into the wall. Push the anchors info the full
depth of the holes, then insert the screws into the anchors. Do not insert the screws all the way in - leave
a small gap of about 0.5 cm.

If not using screw anchors, use a screwdriver fo insert the screws info the wall. Do not insert the screws all
the way in - leave a gap of about 0.5 cm.

Make sure the screws are fastened well enough fo hold the weight of the NBG6615 with the connection
cables.

Align the holes on the back of the NBG6615 with the screws on the wall. Hang the NBG6615 on the
SCrews.

Figure 4 Wall Mounting Example

NBG6615's User's Guide
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CHAPTER 2
The Web Configurator

2.1 Overview

This chapter describes how to access the NBG6615 Web Configurator and provides an overview of its
screens.

The Web Configurator is an HTML-based management interface that allows easy setup and
management of the NBG6615 via Internet browser. Use Internet Explorer 8.0 and later versions, Mozilla
Firefox, Google Chrome or Safari. The recommended screen resolution is 1366 by 768 pixels.

In order to use the Web Configurator you need to allow:

* Web browser pop-up windows from your device. Web pop-up blocking is enabled by default in
Windows XP SP (Service Pack) 2.

e JavaScript (enabled by default).

¢ Java permissions (enabled by default).

Refer to Chapter 23 Troubleshooting to see how to make sure these functions are allowed in Internet
Explorer.

2.2 Accessing the Web Configurator

1 Make sure your NBG6615 hardware is properly connected and prepare your computer or computer
network to connect to the NBG6615 (refer to the Quick Start Guide).

2 Launch your web browser.

3 When the NBG6615 is in router mode, type "http://192.168.212.1" as the website address in your web
browser. 192.168.212.1 is the default LAN IP address in router mode (the default device mode). (The
default IP address in AP mode is 192.168.1.2).

Your computer must be in the same subnet in order to access this website address. In router mode, the
NBG6615 can assign your computer an IP address, so you must set your computer to get an IP address
automatically (computer factory default) or give it a fixed IP address in the range between
192.168.212.3 and 192.168.212.254 (see Appendix C on page 157).

4 Type admin (default) as the user name and 1234 (default) as the password and click OK.

NBG6615's User's Guide
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Figure 5 Login Screen

ZYXEL

NBGéé615

Welcome to NBGA615 Embedded WEB Configurator !
Enter User Name/password and click to login.

":) User que:|odmin |

@ Password: | |

[ max. 30 alphanumeric, printable characters and no spaces )

You should see a screen asking you to change your password (highly recommended) as shown next.
Type a new password. Click Apply to save your changes. Click Ignore if you do not want to change the
password this fime.

Figure 6 Change Password Screen

ZYXEL

Please enter a new password

Your device is currently using the default password. To
protect your network from unauthorized users we suggest
you change your password at this fime. Please select a new
password that will be easy to remember yet difficult for
others to guess. We suggest you combine text with numbers

to make it more difficult for an intfruder to guess.

The administrator password must be between 8 - 30

characters.

New Password : ‘ |

Retype to Confirm : ‘ |

|Apply| | Reset |

Note: The management session automatically times out when the time period set in the
Administrator Inactivity Timer field expires (default five minutes). Simply log back info
the NBG6615 if this happens.

NBG6615's User's Guide
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Chapter 2 The Web Configurator

6 Select the setup type you want to use.
* Click Go to Wizard Setup to use the Configuration Wizard for basic Internet and Wireless setup.
¢ Click Go to Advanced Setup to view and configure all the NBGé615's settings.

» Select alanguage to go to the basic Web Configurator in that language. To change to the
advanced configurator see Chapter 22 on page 132.

Figure 7 Selecting the setup mode

ZYXEL

Please select Wizard or Advanced mode

(0)]
)
L

English Deutsch Frangais
Espafiol ¥ Italiano
Cesky Polski Magyar
Roman Pycckuin Gunrapckn
ny Tirkce

2.3 Resetting the NBG6615

If you forget your password or IP address, or you cannot access the Web Configurator, you will need to
use the Reset button at the back of the NBG6615 to reload the factory-default configuration file. This
means that you will lose all configurations that you had previously saved, the username will be reset to
admin and password will be reset fo 1234. The IP address in router mode will be reset fo “192.168.212.1".

NBG6615's User's Guide
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Chapter 2 The Web Configurator

Make sure the power LED is on and press the Reset button for longer than 10 seconds to restart/reboot
and set the NBG6615 back to its factory-default configurations.
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CHAPTER 3
Connection Wizard

3.1 Wizard Setup

This chapter provides information on the Wizard setup screens in the Web Configurator.

The Web Configurator’'s Wizard setup helps you configure your device to access the Internet. Leave a
field blank if you don’t have that information.

1 Afteryou access the NBG6615 Web Configurator, click Go to Wizard setup.

ZYXEL

Please select Wizard or Advanced mode

st common

The Wizard setup walks you through the mc

configuration setfings. We suggest you use this mode if it is the

first time you are setting up your device.

Go to Wizard setup

Use Advanced mode if you need access o more advanced
eafures.

Go to Advanced setup

Choose your language below
English Deutsch Francgais
Espaiiol o Ld Italiano

Cesky Polski Magyar
Roman Pycokmin Gbarapckun
ny Tiirkge

Use this screen to choose whether you want to use the NBG6615 as a router or an access point. Select
Router mode if you want the device to route traffic between a local network and another network such

NBG6615's User's Guide
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Chapter 3 Connection Wizard

as the Internet. Select Access Point if you want the device to bridge fraffic between clients on the same
network. Click Next to save your setfings.

System Operation Mode
You can setup different modes for the LAN and WLAN interfaces for NAT and
bridging functions.

@® Router Router : In this mode, the device is supported to
connect fo internet via ADSL/Cable Modem. PCs in
LAN ports share the same IP fo ISP through WAN Port.

O Access Point Access Point : In this mode, all Ethernet ports are
bridged together. The device allows the wireless-
equipped computer can communicate with a wired
network.

Cancel || <<Back || Next>>|

On the WAN Interface Setup screen, select an Internet access setting from the drop-down list. The
NBG6615 offers four Internet access settings: Static IP, Dynamic Host Configuration Protocol (DHCP
Client), PPP over Ethernet (PPPOE), and Point to Point Tunneling Protocol (PPTP). Check with your ISP to
make sure you use the correct setting. This Wizard screen varies according fo the connection type that
you select.

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the
WAN port of your device. Here you may change the access method to static IP, DHCP,

PPPOE or PPTP by click the item value of WAN Access type.

Connection Type DHCP Client v
| Cancel '|i <<Back || Next>> |

The following table describes the labels on this screen.
Figure 8 WAN Interface Setup

LABEL DESCRIPTION

Static IP Select Static IP if your ISP assigned you a fixed IP address.

DHCP Client Select DHCP Client if your ISP did not assign you a fixed IP address.

PPPOE Select PPPoE for a dial-up connection.

PPTP Select PPTP to set up a virtual private network (VPN) in unsecured TCP/IP environments.

Cancel Click Cancel to exit the Wizard without saving.

Back Click Back to return to the previous screen.

Next Click Next to proceed to the next screen.
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Chapter 3 Connection Wizard

3.1.1 Static IP Connection

The following Wizard screen allows you to assign a fixed IP address to the NBG6615.

Figure 9 Connection Type: Static IP

WAN Interface Setup

IP Address:

DNS :

Connection Type

Subnet Mask:
Default Gateway:

Static IP v
172111
255.255.255.0
172.1.1.254
0000

| Cancel <<Back Next>>

The following table describes the labels on this screen.

Figure 10 Connection Type: Static IP

LABEL DESCRIPTION

Connection Select Static IP to give the NBG6615 a fixed, unique IP address.

Type

IP Address Select this option if you were given IP address and/or DNS server settings by the ISP. The fixed IP

address should be in the same subnet as your broadband modem or router.

Subnet Mask

Enter the subnet mask address in this field.

Default Enter the gateway IP address provided by your ISP.

Gateway

DNS DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and
vice versa. The DNS server is extremely important because without it, you must know the IP
address of a computer before you can access it. The NBG6615 uses a system DNS server (in the
order you specify here) to resolve domain names for DDNS and the time server. Enter the DNS
server’s IP address in this field.

Cancel Click Cancel to exit the Wizard without saving.

Back Click Back to return to the previous screen.

Next Click Next to proceed to the next screen.

3.1.2 DHCP Client

Select DHCP Client when your network administrator or ISP assigns your IP address dynamically. This is a
connection type often used with cable modems.

NBG6615's User's Guide
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Figure 11 Connection Type: DHCP Client

WAN Interface Setup

This page is used fo configure the parameters for Infernet network which connects to the
WAN port of your device. Here you may change the access method to static IP, DHCP,
PPPOE or PPTP by click the item value of WAN Access type.

Connection Type DHCP Client v

| Cancel || <<Back || Next>> |

3.1.3 PPPoE Connection

Point-to-Point Protocol over Ethernet (PPPoE) functions as a dial-up connection. PPPoE is an IETF (Internet
Engineering Task Force) standard specifying how a host personal computer interacts with a broadband
modem (for example DSL, cable, wireless, efc.) to achieve access to high-speed data networks.

For the service provider, PPPOE offers an access and authentication method that works with existing
access control systems (for instance, RADIUS).

One of the benefits of PPPoE is the ability to let end users access one of multiple network services, a
function known as dynamic service selection. This enables the service provider to easily create and offer
new IP services for specific users.

Operationally, PPPoE saves significant effort for both the subscriber and the ISP/carrier, as it requires no
specific configuration of the broadband modem at the subscriber’s site.

By implementing PPPoE directly on the NBGé6615 (rather than individual computers), the computers on
the LAN do not need PPPoE software installed, since the NBG6615 does that part of the task.
Furthermore, with NAT, all of the LAN's computers will have Internet access.

Figure 12 Connection Type: PPPoE

WAN Interface Setup

This page is used to configure the parameters for Infernet network which connects to the
WAN port of your @
PPPoE or PPTP by click the iftem value of WAN Access type.

vice. Here you may change the access method fo static IP, DHCP,

Connection Type PPPoE M

User Name:
Password:

| Cancel | <<Back | Next>>

The following table describes the labels on this screen.
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Table 3 Connection Type: PPPOE

LABEL DESCRIPTION

Connection Select PPPoE for a dial-up connection.

Type

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.
Confirm Type the password again for confirmation.

Password

Cancel Click Cancel to exit the Wizard without saving.

Back Click Back to return to the previous screen.

Next Click Next to proceed to the next screen.

3.1.4 PPTP Connection

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of data from a
remote client to a private server, creatfing a Virtual Private Network (VPN) using TCP/IP-based networks.

PPTP supports on-demand, multi-protocol and virtual private networking over public networks, such as
the Internet.

Figure 13 Connection Type: PPTP

WAN Interface Setup

This pc

WAN

Connection Type PPTP v
® Dynamic IP (DHCP)
Static IP
IP Address: 172.1.1.2
Subnet Mask: 255.255.255.0
Default Gateway: 0.0.0.0
Server IP Address: 172111
User Name:
Password:
| Cancel [l <<Back [ Next>> |
The following table describes the labels on this screen.
Table 4 Connection Type: PPTP
LABEL DESCRIPTION
Connection Select PPTP from the drop-down list box. Select Dynamic IP (DHCP) if your ISP dynamically assigns
Type DNS server information (and the NBG6615’'s WAN IP address). Cick Static IP if you have the IP
address of a DNS server
IP Address If you selected Static IP, type the stafic IP address assigned to you by your ISP.
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3

LABEL

DESCRIPTION

Subnet Mask

If you selected Static IP, enter the subnet mask address assigned to you by your ISP (if given).

Default If you selected Static IP, enter the gateway IP address of the PPTP server.
Gateway

Server IP Type the IP address of the PPTP server.

Address

User Name Type the user name given o you by your ISP.

Password Type the password associated with the user name above.

Cancel Click Cancel to exit the Wizard without saving.

Back Click Back to return to the previous screen.

Next Click Next to proceed to the next screen.

You can now set up the wireless LAN. Use this screen to configure the basic setftings of the wireless 2.4G
band.

Figure 14 Wireless 2.4GSettings

Wireless 2.4G Basic Seftings

his page is

onnect fo

&)

used to configure the parameters for wireless LAN clients that may
your wireless network.

802.11 Mode 2.4 GHz (B+G+N) ¥
Name(SSID) Zyxel545511
Channel Width Auto v
Channel Selection Auto ¥

Cancel <<Back = Next>> |

The following table describes the labels on this screen.

Table 5 Wireless Settings

LABEL

DESCRIPTION

Wireless 2.4G Basic Settings

802.11 Mode

Select the IEEE 802.11 WLAN mode you wish to use on the NBG6615 from the drop-down list.

Name (SSID)

Enter a descriptive name (up to 32 printable 7-bit ASCII characters) for the wireless LAN.

If you change this field on the NBG6615, make sure all wireless stations use the same SSID in order
to access the network.

Channel Width

Select whether the NBG6615 uses a wireless channel width of 20MHz, 40MHz, or 80 MHz
(available with 5G only). Select Auto to allow the NBG6615 to adjust the channel bandwidth
depending on network conditions.

Select 20 MHz if you want to lessen radio interference with other wireless devices in your
neighborhood or the wireless clients do not support channel bonding.

Select 40 MHz if your 2.4G o bond two adjacent radio channels to increase throughput. The
wireless clients must also support 40 MHz.

Select 80MHz (available for 5G only) if you have a network with only a few wireless clients.
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Table 5 Wireless Seftings

LABEL DESCRIPTION
Channel The range of radio frequencies used by IEEE 802.11b/g/n wireless devices is called a channel.
Selection

Set the operating frequency/channel depending on your particular region. Select a channel
from the drop-down list box. The options vary depending on the frequency band and the
country you are in.

Select Auto to have the NBG6615 automatically choose the channel with the least interference.

Cancel Click Cancel to close the Wizard screen without saving.
Back Click Back to display the previous screen.
Next Click Next to proceed to the next screen.

Next, select whether you want to use encryption to protect the information sent through the wireless
network. In the drop-down list, you can choose None, WPA2-PSK, and WPA-PSK/WPA2-PSK. WPA2-PSK is
currently the strongest form of security and is recommended for all uses. If you have older devices that
don't support WPA2-PSK, select WPA-PSK/WPA2-PSK, which allows newer devices to use WPA2-PSK and
legacy devices to use WPA-PSK. If you select an encryption protocol, create a password in the Pre-
shared Key field. The password can be 8 to 63 case-sensitive ASCIl characters (including spaces and
symbols) or 64 hexadecimal characters (“0-9,” “A-F"). Click Next to save the seftings.

Wireless 2.4G Security Setup

This page dllows you sefup wireless security. Using WPA Encryption Keys will help prevent

unauthorized access fo your wireless network.

Security Mode WPA2-PSK v

Pre-Shared Key: 12345678

| Ccancel .“ <<Back || Next>> |

Repeat steps 4 and 5 to set up the wireless 5G.

Wireless 5G Basic Settings

This page is used to configure the parameters for wireless LAN clients that may
connect to your wireless network.

802.11 Mode 5 GHz (A+N+AC) ¥
Name(sSID) Zyxel545511.speed
Channel Width |Auto v
Channel Selection |Auto ¥

| Cancel || <<Back || Next>> |
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Wireless 5G Security Setup

This page allows you setup wireless security. Using WPA Encrypftion Keys will help prevent
unautherized access fo your wireless netwaork.

Security Mode | WPA2-PSK v
Pre-shared Key: 12345678

Cancel || <<Back || Finished

6 Click Finished to complete the Wizard setup.

Well done! You have successfully set up your NBG6615 to operate on your network and access the
Internet.
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CHAPTER 4
Modes

4.1 Overview

You can set up the NBG6615 with other IEEE 802.11b/g/n compatible devices in different device modes.

Note: Choose your device mode carefully to avoid having to change it later. The NBGé6615
automatically restarts when you change modes.

The default LAN IP address of the NBG6615 in Router mode is 192.168.212.1. The default
IP address of the NBG6615 in Access Point mode is 192.168.1.2.

¢ Router: Use this mode if you want to use routing functions such as LAN DHCP, NAT, firewall and so on,
on the NBG6615 (N). The NBG6615 has separate LAN and WAN network IP addresses. Connect the
WAN port to an Internet Access Device (IAD) such as a broadband modem.

Figure 15 Router

¢ Access Point: Use this mode if you already have a Router (R) in your network and you want to set up a
wireless network and bridge the wired and wireless connections on the NBG6615.

Figure 16 AP Mode
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4.2 Setting your NBG6615 to Router Mode

The NBG6615 is set to wireless router mode by default. If it was changed and now you want to set it
back, do the following procedure.

1 Connect your computer to the LAN port of the NBG6615.

2 The default LAN IP address of the NBG6615is 192.168.212.1 in router mode and 192.168.1.2 by default in
Access Point mode. In router mode, the NBG6615 can assign your computer an IP address, so you must
set your computer to get an IP address automatically (computer factory default) or give it a fixed IP
address in the range between 192.168.212.3 and 192.168.212.254.

3 Afteryou've set your computer’s IP address, open a web browser such as Internet Explorer and type the
IP address of the NBG6615 as the web address in your web browser.

4 Loginto the Web Configurator. See the Chapter 2 on page 16 for instructions on how o do this.

5 Go to Maintenance > Sys OP Mode > General and select Router.

System Operation Mode

(i Note :

Router : In this mode, the device is supported to connect to internet via ADSL/Cable Modem. PCs in LAN ports share

the same IP to ISP through WAN Port.

Access Point : In this mode, all Ethernet ports are bridged together. The device allows the wireless-equipped

computer can communicate with a wired network.

6 Click Apply.

Note: Wait while the NBG6615 restarts, then log in to the Web Configurator again. The
NBG6615 IP address is now 192.168.212.1.

4.2.1 Status Screen (Router Mode)

The screen below shows the status screen in Router mode.
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Figure 17 Status Screen (Router Mode)

> Status

Refresh Inferval | None b Refresh Now

Device Information System Status

NBG6615
V1.00{ABMV.0)B1 Oday:15h:44m:56s
2018-4-12 8:33:33

00:05:1d:54:55:12

DHCP Enabled

10.214.80.43 - UPnP Disabled

255.255.255.0

10.214.80.1

172.21.5.1 Interface Status

00:05:1d:54:55:11 Interface Status Rafe

192.168.1.1 LANT Down NA

255.255.955.0 LAN2 Up 1000M

Enabled LAN3 Down NA
LAN4 Down NA

00:05:1d:54:55:13
Enabled

$3ID_Example3
44

- Operating Channel : 44 -_- - (Details...)

The following table describes the icons shown in the Status screen.

Table 6 Status Screen Icon Key

ICON DESCRIPTION
e Click this icon to open the setup wizard.
o Click this icon to view copyright and a link for related product information.
@ Click this icon at any time to exit the Web Configurator.

The following table describes the labels shown in the Status screen in Router mode.

Table 7 Web Configurator Status Screen (Router Mode)

LABEL DESCRIPTION

Device Information

System Name This is the System Name you enter in the Maintenance > System > General screen.
It is for identification purposes.

Firmware Version This is the current firmware version of the NBG6615.

WAN Information

- MAC Address This shows the WAN Ethernet adapter MAC Address of your device.
- Connection Type This shows the current connection type.

- IP Address This shows the WAN port’s IP address.

- IP Subnet Mask This shows the WAN port’s subnet mask.

- Gateway This shows the WAN port’s gateway IP address.
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Table 7 Web Configurator Status Screen (Router Mode) (continued)

LABEL

DESCRIPTION

- DNS

This shows the IP address of your DNS server.

LAN Information

- MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

- IP Address This shows the LAN port’s IP address.
- IP Subnet Mask This shows the LAN port’s subnet mask.
- DHCP Server This shows the LAN port's DHCP server status.

WLAN Information (5.G/2.4G)

- MAC Address

This shows the wireless adapter MAC Address of your device.

- Status This shows the current status of the Wireless LAN - On, Off or Off by scheduler.
- Name (SSID) This shows a descriptive name used to identify the NBG6615 in the wireless LAN.
- Channel This shows the channel number which you select manually or the NBG6615

automatically scans and selects.

- Operatfing Channel

This shows the channel number which the NBG6615 is currently using over the
wireless LAN.

- Security Mode

This shows the level of wireless security the NBG6615 is using.

-802.11 Mode

This shows the wireless standard.

- WPS

This displays Configured when the WPS has been setf up.
This displays Unconfigured if the WPS has not been set up.

Click the status to display Network > Wireless LAN > WPS screen.

System Status

Operation Mode

This field shows the device operation mode: Router, or Access Point.

System Up Time

This is the total time the NBG6615 has been on.

Current Date/Time

This field displays your NBG6615's present date and time.

System Setting

- Firewall This shows whether the firewall is active or not.

- UPnP This shows whether UPnP is active or noft.
Interface

-Lan 1 This shows the first LAN port’s connection status and operating speed.

-Lan 2 This shows the second LAN port’s connection status and operating speed.

-Lan 3 This shows the third LAN port’s connection status and operating speed.

-Lan 4 This shows the fourth LAN port’'s connection status and operating speed.
Summary

Client Table Use this screen to view current client information. Click “Details...” to see the

screen.

Packet Statistics

Use this screen to view port status and packet specific statistics. Click “Details...” to
see the screen.

4.2.1.1 Summary: Client Table

Click the Client Table (Details...) hyperlink on the Status screen. The client fable shows current client
information (including Host Name, IP Address, and MAC Address) of all network clients connected to

the NBG6615.
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Figure 18 Summary: Client Table

DHCP Client Table

= Hozt Name IP Address MAC Address

TWPCIT02727-01 192.148.1.33 1078d2c519¢cd

Interface

an

The following table describes the labels in this screen.

Table 8 Summary: Client Table

LABEL DESCRIPTION

# This is the index number of the host computer.

Host Name This field displays the computer host name.

IP Address This field displays the IPv4 address relative to the # field listed above.

MAC Address

This field shows the MAC address of the computer with the name in the Host Name field.

Every Ethernet device has a unique MAC (Media Access Control) address, which uniquely
identifies a device. The MAC address is assighed at the factory and consists of six pairs of
hexadecimal characters, for example 00:A0:C5:00:00:02.

Interface

This field shows the NBG6615's interface to which the client is connected.

4.2.1.2 Summary: Packet Statistics

Click the Packet Statistics (Details...) hyperlink on the Status screen. Read-only information here includes
the number of packets sent and received on each port. The Click the Refresh button to update

statistics.

Figure 19 Summary: Packet Statistics

DHCP Client Table

Wireless 1LAN

Wireless 2LAN

EthernetLAN

EthernetWAN
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4.2.2 Router Mode Navigation Panel

Use the menu in the navigation panel menus to configure NBGé615 features in Router Mode.

Figure 20 Menus: Router Mode

NBG&615
Netwerk

* Wireless LAN 2.4G

* Wireless LAN 5G

*WAN

- LAN

- DHCP Server

- NAT

- DDN3

- static Route
Security

* Firewall

+ Content Filter
Management

- Remote MGMT

- UPnP

- Bandwidth MGMT
Maintenance
- System
+Logs
*Tools
- Sys OP Mode

*Language

The following table describes the sub-menus.

Table 9 Menus: Router Mode

LINK TAB FUNCTION
Network
Wireless General Use this screen to configure wireless LAN.
LAN (2.4G/ - - - :
5G) MAC Filter Use the MAC filter screen to configure the NBG6615 to block access to devices
or block the devices from accessing the NBG6615.
WLAN This screen allows you to configure advanced wireless settings.
Advanced
Setup
WPS Use this screen to configure WPS.
WPS Station Use this screen to add a wireless station using WPS.
Scheduling Use this screen to schedule the times the Wireless LAN is enabled.
MBSSID Use this screen to configure multiple SSIDs on the NBG6615.
WAN Internet This screen allows you to configure ISP parameters, WAN IP address
Connection assignment, DNS servers and the WAN MAC address.
Advanced Use this screen to configure multicast WAN and auto IP setup.
LAN P Use this screen to configure LAN IPv4 address and subnet mask.
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Table 9 Menus: Router Mode (contfinued)

LINK TAB FUNCTION
DHCP General Use this screen to enable the NBG6615’s DHCP server.
server Static DHCP Use this screen to assign IP addresses to specific individual computers based
on their MAC addresses and fo have DNS servers assigned by the DHCP server.
Client List Use this screen to view current DHCP client information and to always assign
an IP address to a MAC address (and host name).
NAT General Use this screen to enable NAT.
Application Use this screen to configure servers behind the NBG6615.
Port Triggering Use this screen to configure port triggering settings on the NBG6615.
DDNS General Use this screen to configure Dynamic DNS, a service that allows you to map a
fixed domain name to a non-fixed IP address.
Static Route | IP Static Route Use this screen to configure IP static routes.
Security
Firewall General Use this screen to activate/deactivate the firewall.
Services Use this screen to enable or disable ICMP and VPN passthrough features.
MAC Filter Use this screen to whitelist or blacklist devices based on their MAC address.
%‘l?mem Filter Use this screen to configure content filter settings on the NBG6615.
ilter
Management
Remote WWW Use this screen to configure through which interface(s) and from which IP
MGMT address(es) users can use HTTP to manage the NBG6615.
UPNnP UPnP Use this screen to enable UPnP on the NBG6615.
Bandwidth | General Use this screen to enable bandwidth management on the NBG6615.
MGMT Advanced Use this screen fo set the upstream bandwidth and edit a bandwidth
management rule.
Maintenance
System General Use this screen to view and change administrative settings such as system and
domain names, password and inactivity timer.
Time Setting Use this screen to change your NBG6615's time and date.
Logs View Log Use this screen to view the logs for the categories that you selected.
Tools Firmware Use this screen to upload firmware to your NBG6615.
Configuration Use this screen to backup and restore the configuration or reset the factory
defaults to your NBG6615.
Restart This screen allows you to reboot the NBG6615 without turning the power off.
Sys OP General This screen allows you to select the device operating mode.
Mode
Language Language This screen allows you to select the language you prefer.

4.3 Setting your NBG6615 to AP Mode

1 Connect your computer to the LAN port of the NBG6615.

2 The default LAN IP address of the NBG6615is 192.168.212.1 in router mode and 192.168.1.2 in Access
Point mode.
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3 Afteryou've set your computer’s IP address, open a web browser such as Internet Explorer and type the
IP address of the NBG6615 as the web address in your web browser.

4 Loginto the Web Configurator. See the Chapter 2 on page 16 for instructions on how o do this.

5 Go to Maintenance > Sys OP Mode > General and select Access Point.

==

System Operation Mode

[l Note -

Router : In this mode, the device is supported to connect to internet via ADSL/Cable

Modem. PCs in LAN ports share the same IP to ISP through WAN Port.

Access Point : In this mode, all Ethernet ports are bridged together. The device allows the

wireless-equipped computer can communicate with a wired network.

6 Click Apply. Your NBGé615 is now in AP Mode.

Note: Wait while the NBG6615 restarts, then log in to the Web Configurator again.

4.3.1 Status Screen (AP Mode)

Click on Status. The screen below shows the status screen in AP Mode.
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Figure 21 Status Screen (AP Mode)
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The following table describes the labels shown on the Status screen.

Table 10 Status Screen (AP Mode)

LABEL

DESCRIPTION

Device Information

System Name

This is the System Name you entfer in the Maintenance > System > General screen. It is for
identification purposes.

Firmware Version

This is the current firmware version of the NBG6615.

WAN Information

-MAC Address

This shows the WAN Ethernet adapter MAC Address of your device.

-Connection Type

This shows the current connection type.

-IP Address

This shows the WAN port’s IP address.

-IP Subnet Mask

This shows the WAN port's subnet mask.

-Gateway

This shows the WAN port’'s gateway IP address.

-DNS

This shows the IP address of your DNS server.

LAN Information

- MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

- IP Address This shows the LAN port’s IP address.
- IP Subnet Mask This shows the LAN port’s subnet mask.
- DHCP Server This shows the LAN port's DHCP server status.

WLAN Information (5g9/2.4G)

- MAC Address

This shows the wireless adapter MAC Address of your device.
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Table 10 Status Screen (AP Mode) (continued)

LABEL DESCRIPTION
- Status This shows the current status of the Wireless LAN - On, Off, or Off by scheduler.
- Name (SSID) This shows a descriptive name used to identify the NBG6615 in the wireless LAN.
- Channel This shows the channel number, which you select manually or the NBG6615

automatically scans and selects.

- Operatfing Channel

This shows the channel number which the NBG6615 is currently using over the wireless
LAN.

- Security Mode

This shows the level of wireless security the NBG6615 is using.

- 802.11 Mode This shows the IEEE 802.11 standard that the NBG6615 supports. Wireless clients must
support the same standard in order to be able to connect to the NBG6615
- WPS This shows the WPS (WiFi Protected Setup) Status. Click the status to display Network >

Wireless LAN > WPS screen.

System Status

Operation Mode

This field shows the device operating mode: Router, or Access Point.

System Up Time

This is the total time the NBG6615 has been on.

Current Date/Time

This field displays your NBG6615’s present date and time.

Summary

Client Table

Use this screen to view current client information. Click “Details...” to see the screen.

Packeft Statfistics

Use this screen to view port status and packet specific stafistics. Click “Details...” to see
the screen.

4.3.2 AP Navigation Panel

Use the menu in the navigation panel to configure NBG6615 features in AP Mode.

The following screen and table show the features you can configure in AP Mode.

Figure 22 Menu: AP Mode

NBG&415
Network
* Wireless LAN 2.4G
* Wireless LAN 5G
*LAN
Maintenance
* System
*Logs
*Tools
* Syz OF Mode

* Language
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The following table describes the sub-menus.

Table 11 Menu: AP Mode
LINK TAB FUNCTION
Network
Wireless LAN General Use this screen to configure wireless LAN.
(24G/5G] MAC Filter Use the MAC filter screen to configure the NBGé6615 to block access to
devices or block the devices from accessing the NBG6615.
WLAN This screen allows you to configure advanced wireless settings.
Advanced
Setup
WPS Use this screen to configure WPS.
WPS Station Use this screen to add a wireless station using WPS.
Scheduling Use this screen to schedule the times the Wireless LAN is enabled.
MBSSID Use this screen to configure multiple SSIDs on the NBG6615.
LAN IP Use this screen to configure LAN IP address and subnet mask.
Maintenance
System General Use this screen to view and change administrative settings such as system
and domain names, password and inactivity timer.
Time Setting Use this screen to change your NBG6615's time and date.
Logs View Log Use this screen to view the logs for the categories that you selected.
Tools Firmware Use this screen to upload firmware to your NBG6615.
Configuration Use this screen to backup and restore the configuration or reset the factory
defaults to your NBG6615.
Restart This screen allows you to reboot the NBG6615 without turning the power off.
Sys OP Mode | General This screen allows you to select the device operating mode: Router and
Access Point.
Language Language This screen allows you to select the language you prefer.
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CHAPTER 5
Tutorials

5.1 Overview

This chapter provides tutorials for your NBG6615 as follows:

* How fo Connect to the Internet from an AP

* Configure Wireless Security Using WPS on both your NBG6615 and Wireless Client
* Enable and Configure Wireless Security without WPS on your NBG6615

¢ Using Multiple SSIDs on the NBG6615

* Using Bandwidth Management on the NBG6615

5.2 How to Connect to the Internet from an AP

This section gives you an example of how fo set up an access point (AP) and wireless client (a notebook,
B in this example) for wireless communication. B can access the Infernet through the AP wirelessly.

Figure 23 Wireless AP Connection fo the Internet

5.3 Configure Wireless Security Using WPS on both your
NBG6615 and Wireless Client

This section gives you an example of how to set up wireless network using WPS. This example uses the
NBG6615 as the AP and NWD210N as the wireless client that connects to a notebook.

Note: The wireless client must be a WPS-aware device (for example, a WPS USB adapter or
PCl card).

There are two WPS methods for creating a secure connection. This tutorial shows you how to do both.

* Push Button Configuration (PBC) - create a secure wireless network simply by pressing a button. See
Section 5.3.1 on page 40. This is the easier method.
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* PIN Configuration - create a secure wireless network simply by entering a wireless client's PIN (Personal
Identification Number) in the NBG6615’s interface. See Section 5.3.2 on page 41. This is the more
secure method, since one device can authenticate the other.

5.3.1 Push Button Configuration

1 Make sure that your NBGé615 is turned on and that it is within range of your computer.

2 Make sure that you have installed the wireless client (this example uses the NWD210N) driver and utility in
your notebook.

3 Inthe wireless client utility, find the WPS settings. Enable WPS and press the WPS button (Start or WPS
button)

4 Loginto NBGé6615's Web Configurator and press Push Button in the Network > Wireless LAN (2.4G/5G)>
WPS Station screen.

Note: Your NBG6615 has a WPS button located on its front panel, as well as a WPS button inits
configuration utility. Both buttons have exactly the same function; you can use one or
the other.

Note: It doesn't matter which button is pressed first. You must press the second button within
two minutes of pressing the first one.

The NBG6615 sends the proper configuration settings to the wireless client. This may take up to two
minutes. Then the wireless client is able to communicate with the NBG6615 securely.

The following figure shows you an example to set up wireless network and security by pressing a button
on both NBG6615 and wireless client (the NWD210N in this example).
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Figure 24 Example WPS Process: Push Button Configuration Method

Wireless Client NBG6615
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5.3.2 PIN Configuration

When you use the PIN configuration method, you need to use both NBG6615's configuration interface
and the client’s utilities.

1 Launch your wireless client’s configuration utility. Go to the WPS settings and select the PIN method to
get a PIN number.

2  Enterthe PIN number to the PIN field in the Network > Wireless LAN (2.4G/5G)> WPS Station screen on the
NBG6615.

3 Click the Start buttons (or button next to the PIN field) on both the wireless client utility screen and the
NBG6615's WPS Station screen within two minutes.

The NBG6615 authenticates the wireless client and sends the proper configuration setfings fo the wireless
client. This may take up to two minutes. Then the wireless client is able o communicate with the
NBG6615 securely.

The following figure shows you the example to set up wireless network and security on NBG6615 and
wireless client (ex. NWD210N in this example) by using PIN method.
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Figure 25 Example WPS Process: PIN Method
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5.4 Enable and Configure Wireless Security without WPS
on your NBG6615

5

This example shows you how to configure wireless security seftings with the following parameters on your
NBG6615.

SSID SSID_Exampled
Channel 6
Security WPA-PSK/WPA2-PSK
(Pre-Shared Key: ThisismyWPA-PSKpre-sharedkey)

Follow the steps below to configure the wireless settings on your NBG6615.

The instructions require that your hardware is connected (see the Quick Start Guide) and you are
logged info the Web Configurator through your LAN connection (see Section 2.2 on page 16).

Open the Wireless LAN > General screen in the NBG6615's Web Configurator.
Make sure the Enable Wireless LAN check box is selected.
Enter SSID_Example3 as the SSID and select a channel.

Set security mode to WPA-PSK/WPA2-PSK and enter ThisismyWPA-PSKpre-sharedkey in the Pre-Shared
Key field. Click Apply.

Figure 26 Tutorial: Network > Wireless LAN 2.4G/5G> General

WLAN Setup

¥ Enable Wireless LAN
— _—
( 802.11 Mode 2.4 GHz (B+G+N) v )
Name(SSID) SSID_Example3

¥ Enable SSID Broadcast
Channel Selection 6 v
Operating Channel

Channel Width 40MHz ~

Security
Security Mode WPA-PSK/WPA2-PSK ¥
Pre-Shared Key ThisismyWPA_PSKpre-sharedkey (8-63 characters or 64 hex digits)

{1 Note:No security(None) and WPA2-PSK can be configured ONLY when WPS is enabled.

| Apply | | Reset |

Open the Status screen. Verify your wireless and wireless security settings under Device Information and
check if the WLAN connection is up under Interface Status.
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Figure 27 Tutorial: Status Screen

Device Information
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Client Table
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-802.11 Mode : 5 GHz [A+N+AC)
- WPS - ’gf"uvl

f WLAN Information - 2 4G \

- MAC Address : 00:05:1ck:54:55:14

Encbled
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- Startus :

- Mame|(35ID) :
- Operafing Channel: &
WPA/WPAZ-Mixed
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\ - WPS - Configured

- Security Mode -

J

5.4.1 Configure Your Wireless Client

Note: We use the Zyxel M-302 wireless adapter ufility screens as an example for the wireless
client. The screens may vary for different models.

1 The NBG6615 supports IEEE 802.11b, IEEE 802.11g and IEEE 802.11n wireless clients. Make sure that your
notebook or computer’s wireless adapter supports one of these standards.

2  Wireless adapters come with software sometimes called a “utility” that you install on your computer. See
your wireless adapter’s User's Guide for information on how to do that.

3 After you've installed the ufility, open it. If you cannoft see your utility’s icon on your screen, go to Start >
Programs and click on your utility in the list of programs that appears. The utility displays a list of APs

within range, as shown in the example screen below.

4  Select SSID_Example3 and click Connect.
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Figure 28 Connecting a Wireless Client fo a Wireless Network t

Site Information

I 551D I Channel | Signal ] | Metwork Type: Infrastructure
L[E]J o] ZyHEL_MIS & 62% Network Mode: 302 11g
Mes 2wy 6 62% Channel: &
m ZyEL_test G0%, Security: WPA-PSK

MALC Address: 00:A0:C5C001F 64
Surveyed at: 11:45.38

il |

Select WPA-PSK and type the security key in the following screen. Click Next.
Figure 29 Security Settings

* Encryption Type: :WPJ&—PSK j
* Pre-Shared Key: IThisismyWP.ﬂ-PSKpre-sharedkeﬂ
Back | . Next || Exit

The Confirm Save window appears. Check your settings and click Save to continue.
Figure 30 Confirm Save

Confirm Save

Metwork Name({S5ID): 5510 _Exarnple3

Metwork Type: Infrastructure
Metwork Mode: a0z.11bfg
Channel: Auko
Security: WPA-PSE

[ Back || Save || Bt

Check the status of your wireless connection in the screen below. If your wireless connection is weak or
you have no connection, see the Troubleshooting section of this User’'s Guide.
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Figure 31 Link Status

Wireless Network Status | Statistics
Profile Name: Transmit Rate: 2 Kbps
Metwork Name({SSID): S5I0_Examples Receive Rate: 0 kbps
AP MAC Address: 00:A0:C5:CD:1Fi64 Authentication: Mone
MNetwork Type: Infrastructure Metwork Mode: 802.11g
Transmission Rate: 18 Mbps Total Transmit: 46
Security: WPA-PSK Total Receive: 3
Channel: & Link Quality: -53 dEm
Trend Chart
Signal Strength @ @@ @@ o0 8 00 Link Quality e 0 e e

If your connection is successful, open your Internet browser and enter http://www.zyxel.com or the URL
of any other website in the address bar. If you are able fo access the website, your wireless connection
is successfully configured.

5.5 Using Multiple SSIDs on the NBG6615

You can configure more than one SSID on a NBGé6615. See Section 6.10 on page 64.

This allows you to configure multiple independent wireless networks on the NBG6615 as if there were
multiple APs (virtual APs). Each virtual AP has its own SSID, and wireless security type. That is, each SSID on
the NBG6615 represents a different access point/wireless network to wireless clients in the network.

Clients can associate only with the SSIDs for which they have the correct security settings. Clients using
different SSIDs can access the Internet and the wired network behind the NBG6615 (such as a printer).

For example, you may set up three wireless networks (A, B and C) in your office. A is for workers, B is for
guests and C is specific to a VolIP device in the meeting room.
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5.5.1 Configuring Security Settings of Multiple SSIDs

The NBG6615 is in router mode by default.

This example shows you how to configure the SSIDs with the following parameters on your NBG6615 (in
router mode).

SSID SECURITY TYPE KEY
SSID_Workers WPA2-PSK DoNotStealMyWirelessNetwork

WPA Compatible
SSID_VolP WPA-PSK/WPA2-PSK VolPOnly12345678
SSID_Guest WPA-PSK/WPA2-PSK keyexample123

1 Connect your computer to the LAN port of the NBG6615 using an Ethernet cable.

2 The default IP address of the NBG6615 in router mode is “192.168.212.1". In this case, your computer must
have an IP address in the range between "192.168.212.2" and "192.168.212.254".

3 Click Start > Run on your computer in Windows. Type “cmd” in the dialog box. Enter “ipconfig” to show
your computer’s IP address. If your computer’s IP address is not in the correct range then see Appendix

C on page 157 for information on changing your computer’s IP address.

4  After you've set your computer's IP address, open a web browser such as Internet Explorer and type
“http://192.168.212.1" as the web address in your web browser.

5 Enfer “1234" (default) as the password and click Login.
6 Type a new password and retype it fo confirm, then click Apply. Otherwise, click Ignore.

7 A window appears asking you fo select Wizard or Advance mode. Click Go to Advanced Setup in the
navigation panel.

8 Go to Network > Wireless LAN (2.4G/5G) > MBSSID. Type SSID_Workers in the Name (SSID) field, select
WPA2-PSK in the Security drop-down list, enter the pre-shared key and click Apply.
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Network Profiles

Select Scheme S50 Securty Status 551D Broodcast
@ 1 Iyxel_33ID1 Mone nactive Active
2 Iyxel_33ID2 Hone nactive Active
3 Zyxel 53103 Mons nactive Active
4 Iyxel 33ID4 Mone nactive Active

Wireless Settings--Profile 1

Enable Guest Netwark
¥ Encble 331D Broadcaost
# Alow Guest to access My Local Network

Enable Wireless lsolotion

( SSID_Workers )

Jome(55ID)

Security Options--Profile 1

( WPAZ-PSK v )
( DoMotStealivy\WirelessNetwork

)8-:-6 choracters or &4 hex digits)

Bl Note:No security(None) and WPA2-PSK can be configured ONLY when WPS is enabled.

Apply Reset

9 Go to Network > Wireless LAN (2.4G/5G) > WLAN Advanced Setup and click enable Intra-BSS Traffic to
allow wireless clients in the same wireless network to communicate with each other. Click Apply.

WLAN Advanced Setup

G

10 To create the SSID_VolP, go to Network > Wireless LAN (2.4G/5G)> MBSSID. click the radio butfon next to
scheme 2 and Type SSID_Voip in the Name (SSID) field, select WPA-PSK/WPA2-PSK in the Security drop-
down list, enter the pre-shared key and click Apply.
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Network Profiles

Select Scheme 55D Security Status 531D Breodeaost
Q 1 Iyxe| 33ID1 Hone nactive Active
# 2 Iyxe| 33ID2 Hone nactive Active
3 Iyxe| 33ID3 Hone nactive Active
4 Iyxe| 33ID4 Hone nactive Active

Wireless Setfings--Profile 2

Enable Guest Network

¥ Enable S3ID Broadcast
# Allow Guest to access My Local Netwerk

Enable Wirsless lsolation

Narme (351D} (ssmz_vmn )

Security Options--Profile 2

ode (| WeA-PSKIWPAZ-PSK v | )
Pre-Shared Key ( \.-’DIPOHI'-,.'1234557% )8-:’-3 characters or 64 hex digits)

Security Mo

[l Mote:No security(None) and WPA2-PSK can be configured ONLY when WPS is enabled.

< | Apply | ,Resetl

11 To create the SSID_Guest, go to Network > Wireless LAN (2.4G/5G) > MBSSID. Click the radio button next
fo scheme 3 and Type SSID_Guest in the Name (SSID) field, click Enable Wireless Isolation if you do not
want the SSID_Guest wireless clients fo communicate with each other. Select WPA-PSK/WPA2-PSKin the
Security drop-down list, enter the pre-shared key and click Apply.
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Network Profiles

Select Scheme 53D Security Status 531D Breodeaost
Iyxe| 33ID1 Hone nactive Active
@ 2 Iyxe| 33ID2 Hone nactive Active
C 3 Iyxe| 33ID3 Hone nactive Active
4 xel 33104 ons active Active

ss My Local Netwerk

# Enable Wirsless lsolation

( S5ID3_Guest )

Security Options--Profile 3

Security Mode ([wea-PsKkrnPa2-PSK v| )

Pre-Shared Key ( keyexample123 )-:’3 chorocters or 44 hex digits)

[l Mote:No security(None) and WPA2-PSK can be configured ONLY when WPS is enabled.

5.6 Installing UPnP in Windows 7 Example

For more information on how to install Universal Plug and Play in Windows on your computer, see Section
16.4 on page 110

5.7 Using Bandwidth Management on the NBG6615

Bandwidth management provides a convenient way to manage the use of various services on the
network. It manages general protocols (for example, HTTP and FTP) and applies traffic prioritization to
enhance the performance of delay-sensitive applications like voice and video.

In the figure below, uplink fraffic goes from the LAN device (A) fo the WAN device (B). Bandwidth
management is applied before sending the packets out to the WAN. Downlink fraffic comes back from
the WAN device (B) to the LAN device (A). Bandwidth management is applied before sending the
tfraffic out to LAN.
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Figure 32 Bandwidth Management Example

-> VolP

-> FTP

=->HTTP

->\Chat, E-QoSmail

...____--_-__--_,

You can allocate specific amounts of bandwidth capacity (bandwidth budgets) to individual
applications (like VolP, Web, FTP, and E-mail for example).

This example shows you how to configure the Bandwidth Management with the following parameters
on your NBG6615 (in router mode).

QoS Rule
UP Stream 819200 kpbs
Down Stream 819200 kbps
Source IP 192.168.1.10
Up Ceiling 150000 kb/s
Down Ceiling 600000 kb/s

Go to Management > Bandwidth MGMT > General and click Enable Bandwidth Management check
box.

Service Management

| Apply ‘ | Reset |

Go to Management > Bandwidth MGMT > Advanced and enter 819200 in the Total Up Stream and Down
Stream Bandwidth fields in the QoS Setup section. It is recommended to set this number to match the
actual upstream data rate. Click Apply or Reset to clear the fields.

QoS Setup
N\ A
Total Bandwidth(0, Unlimited) UP Strean <i:-:: Down Stre 3-*::.:‘:
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Then, click Add in the QoS Rules section and several box fields will appear. Enter 192.168.1.10 in the
Source IP field. Next, enter 150000 for Up Ceiling field and 600000 for Down Ceiling field and click Add.
Note that the Up/Down Ceiling numbers should not exceed the Total Bandwidth. You have successfully
set a specific minimum and maximum bandwidth for this particular IP address.

Source IP Address

192.168.1.10
b Ceiling (T150000 3%
7 Ceiing ([s00000 lbs

If you wish to delete a QoS Rules entry, click the Delete check box of the rule and click Delete button. To
clear the Source IP, Up/Down Ceiling box fields, click Reset button.
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CHAPTER 6
Wireless LAN

6.1 Overview

This chapter discusses how to configure the wireless network settings in your NBG6615. See the
appendices for more detailed information about wireless networks.

The following figure provides an example of a wireless network.

Figure 33 Example of a Wireless Network

e

E_______ =
&

The wireless network is the part in the blue circle. In this wireless network, devices A and B are called
wireless clients. The wireless clients use the access point (AP) to interact with other devices (such as the
printer) or with the Internet. Your NBGé6615 is the AP in the above example.

6.2 What You Can Do

See Chapter 4 on page 28 for more information on device modes.

* Use the General screen to enable the Wireless LAN, enter the SSID and select the wireless security
mode (Section 6.4 on page 57).
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¢ Use the MAC Filter screen to allow or deny wireless stations based on their MAC addresses from
connecting to the NBG6615 (Section 6.5 on page 59).

¢ Use the Advanced screen to allow infra-BSS networking and set the RTS/CTS Threshold (Section 6.6 on
page 60).

* Use the WPS screen to quickly set up a wireless network with strong security, without having o
configure security seftings manually (Section 6.7 on page 61).

¢ Use the WPS Station screen to add a wireless station using WPS (Section 6.8 on page 63).

¢ Use the Scheduling screen to sef the fimes your wireless LAN is furned on and off (Section 6.9 on page
63).

* Use the MBSSID screen to configure multiple wireless networks on the NBG6615 (Section 6.10 on page
64).

6.3 What You Should Know

Every wireless network must follow these basic guidelines.

* Every wireless client in the same wireless network must use the same SSID.
The SSID is the name of the wireless network. It stands for Service Set IDentity.
 |f two wireless networks overlap, they should use different channels.

Like radio stations or television channels, each wireless network uses a specific channel, or frequency,
to send and receive information.

* Every wireless client in the same wireless network must use security compatible with the AP.

Security stops unauthorized devices from using the wireless network. It can also profect the
information that is sent in the wireless network.

6.3.1 Wireless Security Overview

The following sections infroduce different types of wireless security you can set up in the wireless
network.

6.3.2 MBSSID

Traditionally, you need to use different APs to configure different Basic Service Sets (BSSs). As well as the
cost of buying extra APs, there is also the possibility of channel interference. The NBG6615's MBSSID
(Multiple Basic Service Set IDentifier) function allows you fo use one access point to provide several BSSs
simultaneously. You can then assign varying security modes o different SSIDs.

Wireless devices can use different BSSIDs to associate with the same AP.

6.3.2.1 Notes on Multiple BSSs
* A maximum of eight BSSs are allowed on one AP simultaneously.

¢ You must use different keys for different BSSs. If two wireless devices have different BSSIDs (they are in
different BSSs), but have the same keys, they may hear each other's communications (but not
communicate with each other).

* MBSSID should not replace but rather be used in conjunction with 802.1x security.
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6.3.3 MAC Address Filter

Every wireless client has a unique identification number, called a MAC address.! A MAC address is
usually written using twelve hexadecimal characters?; for example, 00A0C5000002 or 00:A0:C5:00:00:02.
To get the MAC address for each wireless client, see the appropriate User’'s Guide or other
documentation.

You can use the MAC address filter to tell the AP which wireless clients are allowed or not allowed to use
the wireless network. If a wireless client is allowed to use the wireless network, it still has to have the
correct settings (SSID, channel, and security). If a wireless client is not allowed to use the wireless
network, it does not matter if it has the correct settings.

This type of security does not protect the information that is sent in the wireless network. Furthermore,
there are ways for unauthorized devices to get the MAC address of an authorized wireless client. Then,
they can use that MAC address to use the wireless network.

6.3.4 Encryption

Wireless networks can use encryption to protect the information that is sent in the wireless network.
Encryption is like a secret code. If you do not know the secret code, you cannot understand the

message.
Table 12 Types of Encryption for Each Type of Authentication
NO AUTHENTICATION
Weakest No Security
I WPA-PSK/WPA2-PSK
Strongest WPA2-PSK

For example, if users do not log in to the wireless network, you can choose no encryption, WPA2-PSK, or
WPA-PSK/WPA2-PSK.

It is recommended that wireless networks use WPA2-PSK or stfronger encryption if supported. If you have
older devices that don't support WPA2-PSK, select WPA-PSK/WPA2-PSK, which allows newer devices to
use WPA2-PSK and legacy devices to use WPA-PSK.

Many types of encryption use a key to protect the information in the wireless network. The longer the
key, the stronger the encryption. Every wireless client in the wireless network must have the same key.

6.3.5 WPS

Wi-Fi Protected Setup (WPS) is an industry standard specification, defined by the Wi-Fi Alliance. WPS
allows you to quickly set up a wireless network with strong security, without having to configure security
settings manually. Depending on the devices in your network, you can either press a button (on the
device itself, or in its configuration utility) or enter a PIN (Personal Identification Number) in the devices.
Then, they connect and set up a secure network by themselves. See how to set up a secure wireless
network using WPS in the Section 5.3 on page 39.

1. Some wireless devices, such as scanners, can detect wireless networks but cannot use wireless networks. These
kinds of wireless devices might not have MAC addresses.

2. Hexadecimal charactersare 0, 1,2,3,4,5,6,7,8,9,A,B,C,D,E, and F.
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6.4 General Wireless LAN Screen

Use this screen to enable the Wireless LAN, enter the SSID and select the wireless security mode.

Note: If you are configuring the NBGé6615 from a computer connected to the wireless LAN
and you change the NBG6615's SSID, channel or security settings, you will lose your
wireless connection when you press Apply to confirm. You must then change the
wireless settings of your computer to match the NBG6615’s new settings.

Click Network > Wireless LAN (2.4G/5G) to open the General screen.

Figure 34 Network > Wireless LAN (2.4G/5G) > General (Router or Access Point Mode)

WLAN Setup
Enable eless LA
802.11 Mode [2.4 GHz (B+G+N) v|
Name(SSID) [Zyxel545511

Channel Selection
el ’-|'_— il

Security Mode Mone v

Q1 Note:No security(None) and WPA2-PSK can be configured ONLY when WPS is enabled.

The following table describes the general wireless LAN labels on this screen.

Table 13 Network > Wireless LAN > General

LABEL DESCRIPTION
Enable Wireless | Click the check box to activate wireless LAN.
LAN

802.11 Mode Click the drop-down list to choose the 802.11 mode you want to operate.

Name (SSID) The Service Set Identity (SSID)identifies the Service Set with which a wireless station is associated.
Wireless stations associating to the access point (AP) must have the same SSID. Enter a
descriptive name (up to 32 printable 7-bit ASCIl characters) for the wireless LAN.

Enable SSID Select the Enable SSID Broadcast check box to enable the SSID in the outgoing beacon frame so
Broadcast a station cannot obtain the SSID through scanning using a site survey tool.
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Table 13 Network > Wireless LAN > General (continued)

LABEL DESCRIPTION
Channel Set the operating frequency/channel depending on your particular region. Select a channel
Selection from the drop-down list box. The options vary depending on the frequency band and the
country you are in.
Select Auto to have the NBG6615 automatically choose the channel with the least interference.
Operating This displays the channel the NBG6615 is currently using.
Channel

Channel Width

Select whether the NBG6615 uses a wireless channel width of 20MHz, 40MHz, or 80MHz (available
with 5GHz).

A standard 20MHz channel offers transfer speeds of up to 150Mbps whereas a 40MHz channel
uses two standard channels and offers speeds of up to 300 Mbps.

Select Auto to have the NBG6615 adjust channel bandwidth automatically based on network
conditions.

Select 20MHz if you have 2.4G wireless clients in an environment with a lot of wireless clients.
Select 40MHz if your 2.4G wireless clients support channel bonding.

Select 80MHz if your 5G wireless clients support channel bonding.

Security Mode

This displays the type of security configured on the wireless device to which you are connecting.

Apply

Click Apply to save your changes back to the NBG6615.

Reset

Click Reset to reload the previous configuration for this screen.

See the rest of this chapter for information on the other labels in this screen.

6.4.1 No Security

Select None to allow wireless stations to communicate with the access points without any data

encryption.

Note: If you do not enable any wireless security on your NBGé615, your network is accessible
to any wireless networking device that is within range.

Figure 35 Network > Wireless LAN > General: No Security

Security

Q Note:No security(None) and WPA2-PSK can be configured ONLY when WPS is enabled.

Mone v

6.4.2 WPA2-PSK or WPA-PSK/WPA2-PSK

Click Network > Wireless LAN (2.4G/5G) to display the General screen. Select WPA2-PSK or WPA-PSK/
WPAZ2-PSK from the Security Mode list.
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Figure 36 Network > Wireless LAN > General: WPA2-PSK or WPA-PSK/WPA2-PSK

WLAN Setup

802.11 Mode

Name(SSID)

Channel Selection

Operating Channel

Channel Width

Security

Security Mode

Pre-Shared Key

M Enable Wirsless LAN

Ml Enable $SID Broadcast

Gl Note:No security(None) and WPA2-PSK can be configured ONLY when WPS is enabled.

5 GHz (A+N+AC) v

[Zyxel545511 speed

=
=
<

C WPA-PSKIWPAE-PSK v >

| | (8-63 characters or 64 hex digits)

The following table

describes the labels on this screen.

Table 14 Network > Wireless LAN > General: WPA-PSK/WPA2-PSK

LABEL

DESCRIPTION

Security Mode

ChooseWPA2-PSK or WPA-PSK/WPA2-PSK from the drop-down list box.

Select WPA-PSK/WPA2-PSK to have both WPA2 and WPA wireless clients be able to
communicate with the NBG6615 even when the NBG6615 is using WPA2-PSK.

Pre-Shared Key

WPA2-PSK and WPA-PSK/WPA2-PSK uses a simple common password for authentication.

Type a pre-shared key from 8 to 63 case-sensitive ASCIl characters (including spaces and
symbols).

Type a pre-shared key less than 64 case-sensitive HEX characters ('0-9", "A-F").

Apply

Click Apply to save your changes back to the NBG6615.

Reset

Click Reset to reload the previous configuration for this screen.

6.5 MAC Filter

The MAC filter screen allows you to configure the NBG6615 to give exclusive access to up to 16 devices
(Allow) or exclude up to 16 devices from accessing the NBG6615 (Deny). Every Ethernet device has a
unique MAC (Media Access Control) address. The MAC address is assigned at the factory and consists
of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02. You need to know the MAC
address of the devices to configure this screen.

To change your NBG6615's MAC filter settings, click Network > Wireless LAN (2.4G/5G) > MAC Filter. The
screen appears as shown.
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Figure 37 Network > Wireless LAN (2.4G/5G)> MAC Filter

MAC Filter

The following table describes the labels in this menu.

Table 15 Network > Wireless LAN > MAC Filter

LABEL

DESCRIPTION

Wireless Active
Control Mode

In the drop-down list, select Allow Listed to activate the whitelist mode, which allows only listed
MAC addresses to join the wireless network. Select Deny Listed to activate the blacklist mode,
which prevents listed MAC address from joining the wireless network.Select Disable to turn off
MAC address filtering.

MAC Address

Enter the MAC addresses that are to be whitelisted or blacklisted in a valid MAC address format
(that is, six hexadecimal character pairs.) Example: 12:34:56:78:9a:8c. Do not use colons when
entering the MAC address.

Comment This field can be used to add identifying information or other notes about MAC addresses in the
whitelist or blacklist.

Apply Click Apply to save your changes back fo the NBG6615.

Reset Click Reset to reload the previous configuration for this screen.

6.6 Wireless LAN Advanced Screen

Use this screen to allow intra-BSS networking and set the RTS/CTS Threshold.

Click Network > Wireless LAN (2.4G/5G)> WLAN Advanced Setup. The screen appears as shown.

Figure 38 Network > Wireless LAN (2.4G/5G)> WLAN Advanced Setup

Tx POwer

i

Advanced Setup

a-B33S Traffic Disa

Enabile Intr

MU-MIMO and TX Beamforming:
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The following table describes the labels on this screen.

Table 16 Network > Wireless LAN (2.4G/5G)> WLAN Advanced Setup

LABEL

DESCRIPTION

Tx Power

This field controls the transmission power of the NBG6615. If there is a high density of APs in an
areq, decrease the output power of the NBG6615 to reduce interference with other APs.

Enable Intra-BSS
Traffic

A Bassic Service Set (BSS) exists when all communications between wireless clients or between
a wireless client and a wired network client go through one access point (AP).

Intra-BSS traffic is traffic between wireless clients in the BSS. When Intra-BSS is enabled, wireless
client A and B can access the wired network and communicate with each other. When Intra-
BSS is disabled, wireless client A and B can still access the wired network but cannot
communicate with each other.

MU-MIMO and TX
Beamforming

Select Enabled to turn on both Multi User-MIMO and Transmit Beamforming. This will improve
WiFi performance with MU MIMO-compatible wireless clients.

Multi User-MIMO allows the NBG6615 to communicate with multiple wireless clients
simultaneously, dividing its bandwidth evenly among all MIMO-compatible wireless clients
and keeping the WiFl signal constant for them all.

Transmit Beamforming lets the NBG6615 focus ifs signals directly to wireless clients to
effectively extend wireless coverage and minimize dead spots.

Apply

Click Apply to save your changes to the NBG6615.

Reset

Click Reset to reload the previous configuration for this screen.

6.7 WPS Screen

Use this screen to enable/disable WPS, view or generate a new PIN number and check current WPS
status. To open this screen, click Network > Wireless LAN 2.5G/5G> WPS tab.
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Figure 39 Network > Wireless LAN (2.4G/5G)> WPS

WPS Sefup

WPS Status:

Reset to UnConfigured

‘ Apply ‘ ‘ Reset ‘

The following table describes the labels in this screen.

Table 17 Network > Wireless LAN (2.4G/5G)> WPS

LABEL DESCRIPTION

WPS Setup

Enable WPS Click the Enable WPS check box to enable the WPS feature. Click again to disable it.

PIN Number This displays a PIN number last time system generated. Click Generate to generate a new PIN
number.

WPS Status

WPS Status This displays Configured when the NBG6615 has connected to a wireless network using WPS or
when Enable WPS is selected and wireless or wireless security settings have been changed.
The current wireless and wireless security settings also appear in the screen.
This displays Unconfigured if WPS is disabled and there are no wireless or wireless security
changes on the NBGé6615 or you click Reset to Unconfigured to remove the configured
wireless and wireless security settings.

Reset to This button is only available when the WPS status displays Configured.

Unconfigured . . . . . . .
Click this button to remove all configured wireless and wireless security settings for WPS
connections on the NBG6615.

Apply Click Apply to save your changes back to the NBG6615.

Refresh Click Refresh to get this screen information afresh.
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6.8 WPS Station Screen

Use this screen when you want to add a wireless station using WPS. To open this screen, click Network >
Wireless LAN (2.4G/5G)> WPS Station tab.

Note: Note: After you click Push Button on this screen, you have to press a similar button in the
wireless station utility within 2 minutes. To add the second wireless statfion, you have to
press these buttons on both device and the wireless station again after the first 2
minutes.

Figure 40 Network > Wireless LAN (2.4G/5G)> WPS Station

Add Stafion by WP$

elow Push Button fo add WPS stations fo wireless nefwork.

Push Button

Q Note:
1.The Push Button Configuration requires pressing a button on both the stafion and AP within 120 seconds.

2.You may find the PIN number in the station’s utility.

The following table describes the labels on this screen.

Table 18 Network > Wireless LAN (2.4G/5G) > WPS Station

LABEL DESCRIPTION

Push Butfton Use this button when you use the Push Button Configuration method to configure wireless
station’s wireless settings. See Section 5.3.1 on page 40.

Click this fo start WPS-aware wireless station scanning and the wireless security information
synchronization.

Or input stafion’s Use this button when you use the PIN Configuration method to configure wireless station’s
PIN number wireless settings. See Section 5.3.2 on page 41.

Type the same PIN number generated in the wireless station’s utility. Then click Start to
associate to each other and perform the wireless security information synchronization.

6.9 Scheduling Screen

Use this screen to set the times your wireless LAN is turned on and off. Wireless LAN scheduling is disabled
by default. The wireless LAN can be scheduled to turn on or off on certain days and at certain times. To
open this screen, click Network > Wireless LAN (2.4G/5G)> Scheduling tab.
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Figure 41 Network > Wireless LAN (2.4G/5G)> Scheduling

WLAN LAN Scheduling Sefup

0a ~ 00~ 00~ 00 ~

The following table describes the labels on this screen.

Table 19 Network > Wireless LAN (2.4G/5G)> Scheduling

LABEL

DESCRIPTION

Enable Wireless
LAN Scheduling

Select this fo enable Wireless LAN scheduling.

Enable Select to turn on the Wireless LAN. This field works in conjunction with the Day and From/To
fields.
Day Select Everyday or the specific days fo turn the Wireless LAN on or off. If you select Everyday,
you can not select any specific days. This field works in conjunction with the From/To fields.
From/To . s . . . .
Nofte: Select a begin time using the first set of hour and minute (min) drop down boxes and
select an end time using the second set of hour and minute (min) drop down boxes.
If you have chosen On earlier for the WLAN Status the Wireless LAN will turn off
between the two times you enter in these fields. Entering the same begin fime
and end time will mean the whole day.
Apply Click Apply to save your changes back to the NBG6615.
Reset Click Reset to reload the previous configuration for this screen.

6.10 MBSSID Screen

Use this screen to enable and set multiple SSIDs (MBSSID) on the NBG6615. You can then assign varying
security types to different SSIDs. Wireless clients can use different SSIDs to associate with the NBG6615.
Click Network > Wireless LAN > MBSSID to open the following screen.
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Figure 42 Network > Wireless LAN (2.5G/5G)> MBSSID

Network Profiles

Wirelezs Settingsz--Profile 1

Enable Guest Network

¥ Enable SSID Broadcast

Enable Wireless lsclation

Name(SSID)

Security Optionsz--Profile 1

Security Mode

Select Schemes 351D Security Status S8ID Broadcast
Zyxel_S3ID1 None nactive Active
2 Zyxel_SS1D2 None nactive Active
3 Zyxel_SSID3 None nactive Active
4 Lyxel_SSID4 None nactive Active

¥ Allow Guest to access My Local Network

(] Note:No security(None) and WPA2-PSK can be configured ONLY when WPS iz enabled.

Zyxel_SSID1

None v

Apply | | Reset

The following table describes the labels on this screen.

Table 20 Network > Wireless LAN (2.4G/5G)> MBSSID

LABEL

DESCRIPTION

Network Profiles

Select Click the Select radio button to select the Multiple Basic Service Set Identifier (MBSSID) you
wish to edit.

Scheme This field displays the index number of the SSID.

SSID This field displays the SSID name of the Wireless client.

Security This field displays the Security mode of the wireless client. If there’s no security, it will display
None.

Status This field displays whether the Enable Guest Network check box of the SSID is enabled.

SSID Broadcast

This field displays whether the Enable SSID Broadcast check box of the SSID is enabled.

Wireless Settings--Profile 1

Enable Guest

Click the Enable Guest Network check box to enable this SSID.

Network
Enable SSID Click the Enable SSID Broadcast check box to activate the SSID broadcast to different wireless
Broadcast clients.

Allow Guest to
access My Local
Network

Click the Allow Guest to access my Local Network check box to allow the client to access the
local network resources behind the NBG6615.

Enable Wireless
Isolation

Click the Enable Wireless Isolation check box to keep the wireless clients in this SSID from
communicating with each other through the NBG6615.

Name (SSID)

This field displays the SSID name you selected using the select radio button.

Security Options--Profile 1
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Table 20 Network > Wireless LAN (2.4G/5G)> MBSSID

LABEL

DESCRIPTION

Security Mode

Select WPA2-PSK or WPA-PSK/WPA2-PSK to add security on this wireless network. The wireless
clients which want fo associate to this network must have same wireless security settings as the
Device. When you select to use a security, additional options appears in this screen.

Or you can select None to allow any client to associate this network without any data
encryption or authentication.

See Section 6.4 on page 57 for more details about this field.

Apply

Click Apply to save your changes back to the NBG6615.

Reset

Click Reset to reload the previous configuration for this screen.
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WAN

7.1 Overview

This chapter discusses the NBG6615's WAN screens. Use these screens to configure your NBG6615 for
Internet access.

A WAN (Wide Area Network) connection is an outside connection to another network or the Internet. It
connects your private networks, such as a LAN (Local Area Network) and other networks, so that a
computer in one location can communicate with computers in other locations.

Figure 43 LAN and WAN

(&)
A

See the chapter about the connection wizard for more information on the fields in the WAN screens.

7.2 What You Need To Know

The information in this section can help you configure the screens for your WAN connection, as well as
enable/disable some advanced features of your NBGé615.

7.2.1 Configuring Your Internet Connection

Encapsulation Method

Encapsulation is used fo include data from an upper layer protocol into a lower layer protocol. To set up
a WAN connection to the Internet, you need fo use the same encapsulation method used by your ISP
(Internet Service Provider). If your ISP offers a dial-up Internet connection using PPPoOE (PPP over
Ethernet) or PPTP (Point-to-Point Tunneling Protocol), they should also provide a username and password
(and service name) for user authentication.
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WAN IP Address

The WAN IP address is an IP address for the NBG6615, which makes it accessible from an outside
network. It is used by the NBG6615 to communicate with other devices in other networks. It can be static
(fixed) or dynamically assigned by the ISP each time the NBG6615 fries to access the Internet.

If your ISP assigns you a static WAN IP address, they should also assign you the subnet mask and DNS

server IP address(es) (and a gateway IP address if you use the Ethernet or ENET ENCAP encapsulation
method).

DNS Server Address Assignment
Use Domain Name System (DNS) to map a domain name fo its corresponding IP address and vice versa,
forinstance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely important

because without it, you must know the IP address of a computer before you can access it.

The NBG6615 can get the DNS server addresses in the following ways.

1 The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign up.
If your ISP gives you DNS server addresses, manually enter them in the DNS server fields.

2 If your ISP dynamically assigns the DNS server IP addresses (along with the NBG6615's WAN IP address),
set the DNS server fields to get the DNS server address from the ISP.

WAN MAC Address

The MAC address screen allows users to configure the WAN port's MAC address by either using the
factory default or cloning the MAC address from a computer on your LAN. Choose Factory Default to
select the factory assigned default MAC Address.

Otherwise, click Clone the computer's MAC address - IP Address and enter the IP address of the
computer on the LAN whose MAC you are cloning. Once it is successfully configured, the address will be

copied to configuration file. It is recommended that you clone the MAC address prior to hooking up the
WAN Port.

7.3 Internet Connection Screen

Use this screen to change your NBG6615’s Internet access settings. Click Network > WAN. The screen
differs according to the connection type you choose.

7.3.1 Static IP

This screen displays when you select Static IP.
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Figure 44 Network > WAN > Internet Connection: Static IP

ISP Parameters for Internet Access

Connection Type

IP Address: [172.1.1.1 |
Subnet Mask: [255.255.255.0 |
Defoult Gateway: [172.1.1.254 |

MTU Size: 1500 (1400-1300 bytes)

DNS Servers
First DNS Server [172.21.5.1 |
Second DNS Server [172.216.1 |

WAN MAC Address
® Factory default

O clone the computers MAC address

O Set WAN MAC Address 00:05:1D:54:55:12

The following table describes the labels on this screen.

Table 21 Network > WAN > Internet Connection: Static IP

LABEL DESCRIPTION

ISP Parameters for Internet Access (Static IP)

Connection Type Choose the Static IP when the WAN port is used as a regular Ethernet.

IP Address Enter your WAN IP address in this field.

Subnet Mask Enter the Subnet Mask in this field.

Default Enter a gateway IP address (if your ISP gave you one) in this field.
Gateway
MTU Size Type the MTU or maximum size of each data packet, in bytes, that can move through this

interface. If a larger packet arrives, the NBG6615 divides it into smaller fragments. Allowed
values are 576 to 1500. By default this value is 1500

First DNS Server Enter the first and second DNS server's IP address in the fields.

Second DNS Server

WAN MAC Address

The MAC address section allows users to configure the WAN port's MAC address by either using the NBG6615's MAC
address, copying the MAC address from a computer on your LAN or manually entering a MAC address.

Factory default Select this option to use the factory assigned default MAC Address.
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Table 21 Network > WAN > Internet Connection: Static IP

LABEL DESCRIPTION

Clone the Select this option to clone the MAC address of the computer (displaying in the screen) from

computer's MAC which you are configuring the NBG6615. Once it is successfully configured, the address will be
address - MAC copied fo the rom file. It will not change unless you change the setting or upload a different

Address ROM file.

Set WAN MAC Select this option and enter the MAC address you want to use.

Address

Apply Click Apply to save your changes back to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.

7.3.2 DHCP Client

Select DHCP Client when your network administrator or ISP assigns your IP address dynamically.

Figure 45 Connection Type: DHCP Client

ISP Parameters for Internet Access

Connection Type DHCP Client v
MTU Size: 1500 (1280-1500 bytes)

DNS Servers

@® Aftain DNS Automatically O Set DNS Manually
First DNS Server 172.21.51

Second DNS Server 1722161

WAN MAC Address

® Factory default
O clone the computer's MAC address

O Set WAN MAC Address 00:05:1D:54:55:12

 [Amoy| [Reset]

The following table describes the labels on this screen.
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Table 22 Connection Type: DHCP Client

LABEL

DESCRIPTION

ISP Parameters for Internet Access

Connection Select DHCP Client if your ISP dynamically assigns an IP address on connection.
Type
MTU Size Type the MTU or maximum size of each data packet, in bytes, that can move through this

interface. If a larger packet arrives, the NBG6615 divides it info smaller fragments. Allowed
values are 576 to 1500. By default this value is 1500.

DNS Servers

Attain DNS Click the Attain DNS Automatically button if your ISP dynamically assigns DNS server information
Automatically (and the NBG6615’'s WAN IP address).

Set DNS Select Set DNS Manually if you have the IP address of a DNS server. You will need to enter the first
Manually and secondary DNS server's IP address in the fields to the bottom.

First DNS Server

Second DNS
Server

If you selected Set DNS Manually, enter the first and second DNS server's IP address in the box
fields.

WAN MAC Address

The MAC address section allows users to configure the WAN port's MAC address by either using the NBG6615's
MAC address, copying the MAC address from a computer on your LAN or manually entering a MAC address.

Factory default | Select this option to use the factory assigned default MAC Address.

Clone the Select this option to clone the MAC address of the computer (displaying on the screen) from
computer's which you are configuring the NBG6615. Once it is successfully configured, the address will be
MAC address - copied fo the rom file. It will not change unless you change the sefting or upload a different
MAC Address ROM file.

Set WAN MAC Select this option and enter the MAC address you want fo use.

Address

Apply Click Apply to save your changes back to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.

7.3.3 PPPOE Connection

The NBG6615 supports PPPOE (Point-to-Point Protocol over Ethernet). PPPoE is an IETF standard (RFC 2516)
specifying how a personal computer (PC) interacts with a broadband modem (DSL, cable, wireless,
etc.) connection. The PPP over Ethernet option is for a dial-up connection using PPPOE.

For the service provider, PPPOE offers an access and authentication method that works with existing
access confrol systems (for example Radius).

One of the benefits of PPPoE is the ability to let you access one of multiple network services, a function
known as dynamic service selection. This enables the service provider to easily create and offer new IP
services for individuals.

Operationally, PPPoE saves significant effort for both you and the ISP or carrier, as it requires no specific
configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the NBG6615 (rather than individual computers), the computers on
the LAN do not need PPPoE software installed, since the NBG6615 does that part of the task.
Furthermore, with NAT, all of the LANs’ computers will have access.
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This screen displays when you select PPPoOE encapsulation.

Figure 46 Network > WAN > Internet Connection: PPPoOE

Internet Connection

[

ISP Parameters for Internet Access

Connection Type

PPPOE__ v~

L ]
L ]
L ]

User Name:
Password:

Service Name[AC):

O Attain DNS Automnatically

First DNS Server 172.21.51
Second DNS Server 172.2161

WAN MAC Address

@® Factory default
O clone the computer's MAC address

O Set WAN MAC Address 00:05:1D:54:55:12

® Set DMS Manually

Connection Type: Connect | | Disconnect
dle Time: 300 (1-1000 minutes)

MTU Size: 1492 [1360-1492 bytes)

DNS Servers

The following table describes the labels on this screen.

Table 23 Network > WAN > Internet Connection: PPPoE

LABEL DESCRIPTION

ISP Parameters for Internet Access

Connection Type

Select PPP over Ethernet if you connect to your Internet via dial-up.

User Name

Type the user name given fo you by your ISP.

Password

Type the password associated with the user name above.

Service Name
(AC)

Type the PPPOE service name provided by your ISP. PPPoE uses a service name to identify and
reach the PPPoE server.

Connection Type

Select Continuous if you do not want the connection to time out.

Select Connect on Demand if you want fo connect for a certain amount of time before the
router automatically disconnects from the PPPOE server. If you select this you will need to enter
the number of minutes in the Idle Timeout field.

Select Manual if want to make the connection manually.
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Table 23 Network > WAN > Internet Connection: PPPoE (continued)

LABEL DESCRIPTION

Idle Time This field is available only when you select Connect on Demand.
Specify the time in minutes that elapses before the router automatically disconnects from the
PPPOE server.

MTU Size Enter the Maximum Transmission Unit (MTU) or the largest packet size per frame that your
NBG6615 can receive and process.

Connect/ Click Connect button fo establish the connection with above settings or Click Disconnect to

Disconnect stop the connection.

DNS Servers

Attain DNS Click Attain DNS Automatically radio button if your ISP dynamically assigns DNS server

Automatically/Set | information (and the NBG6615's WAN IP address). Or click Set DNS Manually if you have if you

DNS Manually have the IP address of a DNS server.

First DNS Server Enter the first and second DNS server's IP address in the box fields.

Second DNS

Server

WAN MAC Address

The MAC address section allows users fo configure the WAN port's MAC address by either using the NBG6615's
MAC address, copying the MAC address from a computer on your LAN or manually entering a MAC address.

Factory default

Select this option to use the factory assigned default MAC Address.

Clone the
computer's MAC
address - MAC

Select this option to clone the MAC address of the computer (displaying in the screen) from
which you are configuring the NBG6615. Once it is successfully configured, the address will be
copied fo the rom file. It will not change unless you change the setting or upload a different

Address ROM file.

Set WAN MAC Select this option and enter the MAC address you want fo use.
Address

Apply Click Apply to save your changes back to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.

7.3.4 PPTP Connection

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables secure transfer of data from a
remote client to a private server, creatfing a Virtual Private Network (VPN) using TCP/IP-based networks.

PPTP supports on-demand, multi-protocol and virtual private networking over public networks, such as
the Internet.
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This screen displays when you select PPTP encapsulation.

rk > WAN > Internet Connection: PPTP

Figure 47 Netwo

DNS Servers

WAN MAC Address

ISP Parametess for Internet Access

I5 Autormatically ® Sat DNE Manually

[1-1000 minutes|

172.21.51

00:05:1D:54:55:12

The following tabl

Table 24 Networ

e describes the labels on this screen.

k > WAN > Internet Connection: PPTP

LABEL

DESCRIPTION

ISP Parameters for

Internet Access

Connection To configure a PPTP client, you must configure the User Name and Password fields for a PPP

Type connection and the PPTP parameters for a PPTP connection. Use the radio buttons to select
either Dynamic IP (DHCP) or Static IP.

IP Address If you selected Static IP, enter the IP Address provided by your network administrator or ISP.

Subnet Mask

If you selected Static IP, enter the subnet mask provided by your network administrator or ISP.

Default
Gateway

If you selected Static IP, enter the gateway provided by your network administrator or ISP. Use
the radio buttons to select either Attain the Server by Domain Name or Attain the Server by Ip
Address.

Domain Name

If you selected Attain the Server by Domain Name, enter server domain address provided by
your network administrator or ISP in this field.

Server IP Address

Type the IP address of the PPTP server.
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Table 24 Network > WAN > Internet Connection: PPTP (continued)

LABEL DESCRIPTION

User Name Type the user name given to you by your ISP.

Password Type the password associated with the User Name above.

Connection Select Continuous if you do not want the connection to time out.

Type

P Select Connect on Demand if you want to connect for a certain amount of time before the
router automatically disconnects from the PPPOE server. If you select this you will need to enter
the number of minutes in the Idle Timeout field.
Select Manual if want to make the connection manually.

Idle Time This field is available only when you select Connect on Demand.
Specify the time in minutes that elapses before the router automatically disconnects from the
PPPOE server.

MTU Size Enfer the Maximum Transmission Unit (MTU) or the largest packet size per frame that your

NBG6615 can receive and process.

DNS Servers

Attain DNS
Automatically/
Set DNS
Manually

Click Attain DNS Automatically radio button if your ISP dynamically assigns DNS server
information (and the NBG6615's WAN IP address). Or click Set DNS Manually if you have if you
have the IP address of a DNS server.

First DNS Server

Second DNS
Server

Enter the first and second DNS server's IP address in the box fields.

WAN MAC Address

The MAC address section allows users to configure the WAN port's MAC address by either using the NBG6615’s
MAC address, copying the MAC address from a computer on your LAN or manually entering a MAC address.

Factory default Select this option fo use the factory assigned default MAC Address.

Clone the Select this option to clone the MAC address of the computer (displaying in the screen) from
computer's MAC | which you are configuring the NBG6615. Once it is successfully configured, the address will be
address - MAC copied to the rom file. It will not change unless you change the setting or upload a different
Address ROM file.

Set WAN MAC Select this option and enter the MAC address you want fo use.

Address

Apply Click Apply to save your changes back to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.

7.4 Advanced Screen

Use this screen to set up multicast configurations. Click Network > WAN > Advanced.
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Figure 48 Network > WAN > Advanced

Multicast Setup

i Multicast Proxy & Snooping

dvancec
vanceao

| Apply | | Reset

The following table describes the labels on this screen.

Table 25 Network > WAN > Advanced

LABEL DESCRIPTION

Multicast Setup

Multicast Proxy & Select Multicast Proxy & Snooping fo enable both functions on the NBG6615.

Snoopin

Ping Multicast proxy allows an IPvé router fo discover the presence of MLD hosts who wish to

receive mulficast packets and the IP address of multicast groups the hosts want to join on its
network.
Multicast snooping allows the NBG6615 to check MLD packets passing through it and learn
the multicast group membership. It helps reduce multicast traffic.

Apply Click Apply to save your changes back to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.
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CHAPTER 8
LAN

8.1 Overview

This chapter describes how to configure LAN settings.

A Local Area Network (LAN) is a shared communication system to which many computers are
attached. A LAN is a computer network limited to the immediate area, usually the same building or floor

of a building. The LAN screens can help you configure a LAN DHCP server, manage IP addresses, and
partition your physical network info logical networks.

Figure 49 LAN Setup

The LAN screens can help you configure a LAN DHCP server and manage IP addresses.

8.2 What You Need To Know

The actual physical connection determines whether the NBG6615 ports are LAN or WAN ports. There are

two separate IP networks, one inside the LAN network and the other outside the WAN network as shown
next.
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Figure 50 LAN and WAN IP Addresses

The LAN parameters of the NBG6615 are preset in the factory with the following values:

* |P address of 192.168.212.1 with subnet mask of 255.255.255.0 (24 bits)
¢ DHCP server enabled with 128 client IP addresses starting from 192.168.212.33.

These parameters should work for the majority of installations. If your ISP gives you explicit DNS server
address(es), read the embedded Web Configurator help regarding what fields need to be configured.

8.2.1 IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN share
one common network number.

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. The
Intfernet Assigned Number Authority (IANA) reserved this block of addresses specifically for private use;
please do not use any other number unless you are told otherwise. Let's say you select 192.168.1.0 as the
network number; which covers 254 individual addresses, from 192.168.1.1 to 192.168.1.254 (zero and 255
are reserved). In other words, the first three numbers specify the network number while the last number
identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember, for
instance, 192.168.212.1, for your NBG6615, but make sure that no other device on your network is using
that IP address.

The subnet mask specifies the network number portion of an IP address. Your NBGé615 will compute the
subnet mask automatically based on the IP address that you entered. You don't need to change the
subnet mask computed by the NBG6615 unless you are instructed to do otherwise.

8.2.2 DNS Server Address Assignment

Use DNS (Domain Name System) to map a domain name to its corresponding IP address and vice versa,
forinstance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely important
because without it, you must know the IP address of a computer before you can access it.
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The NBG6615 can get the DNS server addresses in the following ways.

1 The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you sign up.

If your ISP gives you DNS server addresses, enter them in the DNS Server fields in the Wizard and/or WAN
> Internet Connection screen.

2 If the ISP did not give you DNS server information, leave the DNS Server fields set to 0.0.0.0 in the Wizard

screen and/or sef to From ISP in the WAN > Internet Connection screen for the ISP to dynamically assign
the DNS server IP addresses.

8.2.3 IP Pool Setup

The NBG6615 is pre-configured with a pool of 128 IP addresses starting from 192.168.212.33 to
192.168.212.160. This configuration leaves 31 IP addresses (excluding the NBG6615 itself) in the lower

range (192.168.212.2 to 192.168.212.32) for other server computers, for instance, servers for mail, FTP, TFTP,
web, etc., that you may have.

8.2.4 LAN TCP/IP

The NBG6615 has built-in DHCP server capability that assigns IP addresses and DNS servers to systems
that support DHCP client capability.

8.3 LAN IP Screen

Use this screen to change your basic LAN settings. Click Network > LAN.

Figure 51 Network > LAN > [P

LAN TCP/IP

\ddress 192.168.1.1 |

Subnet Mask [256.255.255.0 | (ex. 255.255.255.X)

Default Gateway 192.168.1.1 |

‘ Apply ‘ ‘ Reset ‘

The following table describes the labels in this screen.

Table 26 Network > LAN > |P

LABEL DESCRIPTION
IP Address Type the IP address of your NBGé6615 in dotted decimal notation 192.168.212.1 (factory
default).
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Table 26 Network > LAN > |P (confinued)

LABEL

DESCRIPTION

Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your NBG6615 will
automatically calculate the subnet mask based on the IP address that you assign. Unless
you are implementing subnetting, use the subnet mask computed by the NBG6615.

Default Gateway

This is the router’'s LAN IP address. Your NBG6615 will update the default gateway
automatically based on the IP address that you entered.

Apply

Click Apply to save your changes back to the NBG6615.

Reset

Click Reset to begin configuring this screen afresh.
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CHAPTER 9
DHCP Server

9.1 Overview

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to obtain
TCP/IP configuration at start-up from a server. You can configure the NBG6615's LAN as a DHCP server or
disable it. When configured as a server, the NBGé6615 provides the TCP/IP configuration for the clients. If
DHCP service is disabled, you must have another DHCP server on your LAN, or else the computer must
be manually configured.

9.2 What You Can Do

* Use the General screen to enable the DHCP server (Section 9.4 on page 81).

* Use the Static DHCP screen to assign IP addresses on the LAN to specific individual computers based
on their MAC Addresses (Section 9.5 on page 82).

¢ Use the Client List screen to view the current DHCP client information (Section 9.6 on page 83).

9.3 What You Need To Know

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned
at the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02. Find
out the MAC addresses of your network devices if you intend o add them to the DHCP Server > Client
List screen.

Refer to Section 8.2.1 on page 78 for information on IP Address and Subnet Mask.

Refer to the Section 8.2.2 on page 78 section for information on System DNS Servers.

9.4 General Screen

Use this screen to enable the DHCP server. Click Network > DHCP Server. The following screen will be
displayed.
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Figure 52 Network > DHCP Server > General

DHCP Setup

DHCP Server v

192.168.1.33 | -[192.168.1.160

minutes

0.0.0.0 |

0.0.0.0 |

| Apply | | Reset |

The following table describes the labels on this screen.

Table 27 Network > DHCP Server > General

LABEL

DESCRIPTION

DHCP Mode

Select DHCP server from the drop-down list to have the NBG6615 act as a DHCP server.
Otherwise, select None. DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC
2132) allows individual clients (computers) to obtain TCP/IP configuration at startup from a
server. Choose DHCP Server option unless your ISP instructs you to do otherwise. Choose
None to disable the NBG6615 acting as a DHCP server. When configured as a server, the
NBG6615 provides TCP/IP configuration for the clients. If not, DHCP service is disabled and
you must have another DHCP server on your LAN, or else the computers must be manually
configured. When set as a server, fill in the following four fields.

IP Pool Range

This field specifies the range of the contfiguous addresses in the IP address pool for LAN.

Max Lease Time

This field specifies the maximum time interval the device can be idle before the IP address
on the LAN link is disconnected. The default is 120 minutes and the maximum is 525600
minutes.

DNS Serverl Type the First DNS server IP address of the DHCP server.
DNS Server2 Type the Second DNS server IP address of the DHCP server.
Apply Click Apply to save your changes back to the NBG6615.
Reset Click Reset to begin configuring this screen afresh.

9.5 Static DHCP Screen

This screen allows you to assign IP addresses on the LAN to specific individual computers based on their
MAC addresses. You can also use this screen to configure the DNS server information that the NBG6615
sends to the DHCP clients.

To change your NBG6615's static DHCP settings, click Network > DHCP Server > Static DHCP. The
following screen wiill be displayed.
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Figure 53 Network > DHCP Server > Static DHCP

Static DHCP Table

DHCEP Static IP Table

| Add | | Update | | SelectAll | | Delete |

IP Address

MAC Address Select

The following table describes the labels on this screen.

Table 28 Network > DHCP Server > Static DHCP

LABEL DESCRIPTION

Static DHCP Table

IP Address Type the LAN IP address of a computer on your LAN.

MAC Address Type the MAC address of a computer on your LAN.

Add Click Add button to add a new static DHCP entry.

Update Click Update button to modify the selected entry’s settings.

Select All Click Select All to select all static DHCP entries in the DHCP Static IP Table.
Delete Click Delete button to delete the selected static DHCP entry in the DHCP Static IP Table.
Reset Click Reset to clear the IP Address and MAC address box fields.

DHCP Static IP Table

IP Address This field displays the LAN IP address of a computer on your LAN.

MAC Address

This field displays the MAC address of a computer on your LAN.

Select

Click the Select radio button to select a static DHCP entry.

9.6 Client List Screen

The DHCP table shows current DHCP client information (including IP Address, Host Name and MAC
Address) of network clients using the NBG6é615's DHCP servers.

Configure this screen to always assign an IP address to a MAC address (and host name). Click Network

> DHCP Server > Client List.
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Note: You can also view a read-only client list by clicking the DHCP Table (Details...) hyperlink
on the Status screen.

The following screen will be displayed.

Figure 54 Network > DHCP Server > Client List

DHCP Client Table
# Host Name IP Address MAC Address Reserve
TWPCIT02727-0 192.168.1.33 1078d2c519cd O
2 none 192.168.1.36 002086710502 ]
| Apply | | SelectAll | | Refresh
The following table describes the labels on this screen.
Table 29 Network > DHCP Server > Client List
LABEL DESCRIPTION
# This is the index number of the host computer.
Host Name This field displays the computer host name.
IP Address This field displays the IP address of the computers on the LAN port.
MAC Address This field shows the MAC address of the computer with the name in the Host Name field.

Every Ethernet device has a unique MAC (Media Access Control) address which uniquely
identifies a device. The MAC address is assigned at the factory and consists of six pairs of
hexadecimal characters, for example, 00:A0:C5:00:00:02.

Reserve Select this if you want to reserve the IP address for this specific MAC address.
Apply Click Apply to save your changes back to the NBG6615.
Refresh Click Refresh to reload the DHCP table.
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Network Address Translation

10.1 Overview

This chapter discusses how to configure NAT on the NBG6615.

NAT (Network Address Translation - NAT, RFC 1631) is the franslation of the IP address of a host in a
packet. For example, the source address of an outgoing packet, used within one network is changed to
a different IP address known within another network.

Each packet has two addresses — a source address and a destination address. For outgoing packets,
NAT maps private (local) IP addresses to globally unique ones required for communication with hosts on
other networks. It replaces the original IP source address in each packet and then forwards it to the
Internet. The NBG6615 keeps track of the original addresses and port numbers so incoming reply packets
can have their original values restored. The following figure illustrates this.

Figure 55 NAT Example
N

/
LAN ' WAN

FTP, Telnet, SNMP
Ports 21 to 25

IP address
assigned by ISP

For more information on IP address translation, refer to RFC 1631, The IP Network Address Translator
(NAT).

Note: You must create a firewall rule in addition to setting up NAT, to allow traffic from the
WAN to be forwarded through the NBG6615.

10.2 What You Can Do

¢ Use the General screen to enable NAT and set a default server (Section 10.3 on page 87).
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* Use the Application screen to change your NBG6615's port forwarding settings (Section 10.4 on page
88).

¢ Use the Port Triggering screen to change your NBG6615's port trigger settings (Section 10.5 on page
90).

10.2.1 What You Need To Know

The following tferms and concepts may help as you read through this chapter.

Inside/Outside

This denotes where a host is located relative to the NBG6615, for example, the computers of your
subscribers are the inside hosts, while the web servers on the Internet are the outside hosts.

Global/Local

This denotes the IP address of a host in a packet as the packet tfraverses a router, for example, the local
address refers to the IP address of a host when the packet is in the local network, while the global
address refers to the IP address of the host when the same packet is traveling in the WAN side.

Note: Inside/outside refers to the location of a host, while global/local refers to the IP address
of a host used in a packet.

An inside local address (ILA) is the IP address of an inside host in a packet when the packet is still in the
local network, while an inside global address (IGA) is the IP address of the same inside host when the

packet is on the WAN side. The following table summarizes this information.

Table 30 NAT Definitions

ITEM DESCRIPTION

Inside This refers to the host on the LAN.

Outside This refers to the host on the WAN.

Local This refers to the packet address (source or destination) as the packet fravels on the LAN.
Global This refers to the packet address (source or destination) as the packet fravels on the WAN.

Note: NAT never changes the IP address (either local or global) of an outside host.

What NAT Does

In the simplest form, NAT changes the source IP address in a packet received from a subscriber (the
inside local address) to another (the inside global address) before forwarding the packet to the WAN
side. When the response comes back, NAT franslates the destination address (the inside global address)
back to the inside local address before forwarding it to the original inside host. Note that the IP address
(either local or global) of an outside host is never changed.

The global IP addresses for the inside hosts can be either static or dynamically assigned by the ISP. In
addition, you can designate servers, for example, a web server and a telnet server, on your local
network and make them accessible to the outside world. If you do not define any servers, NAT offers the
additional benefit of firewall protection. With no servers defined, your NBGé615 filters out all incoming
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inquiries, thus preventing intfruders from probing your network. For more information on IP address
translation, refer to RFC 1631, The IP Network Address Translator (NAT).

How NAT Works

Each packet has two addresses — a source address and a destination address. For outgoing packets,
the ILA (Inside Local Address) is the source address on the LAN, and the IGA (Inside Global Address) is
the source address on the WAN. For incoming packets, the ILA is the destfination address on the LAN,
and the IGA is the destination address on the WAN. NAT maps private (local) IP addresses to globally
unique ones required for communication with hosts on other networks. It replaces the original IP source
address in each packet and then forwards it to the Internet. The NBG6615 keeps track of the original
addresses and port numbers so incoming reply packets can have their original values restored. The
following figure illustrates this.

Figure 56 How NAT Works

NAT Table
LAN 192.168.1.10 IGA1 WAN
192.168.1.13 192.168.1.11 IGA2
— 192.168.1.12 IGA 3
192.168.1.13 IGA 4
SA SA
192.168.1.10 IGA1
T
Inside Local ' Inside Global
Address (ILA) |  Address (IGA)

192.168.1.10 :

10.3 General NAT Screen

Use this screen to enable NAT and set a default server. Click Network > NAT to open the General screen.

Figure 57 Network > NAT > General

NAT Setup
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The following table describes the labels on this screen.

Table 31 Network > NAT > General

LABEL DESCRIPTION
NAT Setup
NAT Network Address Translation (NAT) allows the franslation of an Internet protocol address used

within one network (for example a private IP address used in a local network) to a different IP
address known within another network (for example a public IP address used on the Internet).

Use the radio buttons to Enable or Disable the NAT.

Default Server Setup

Enable Click the Enable check box to activate the default server.
Server IP In addition to the servers for specified services, NAT supports a default server. A default server
Address receives packets from ports that are not specified in the Application screen.

If you do not assign a default server IP address, the NBG6615 discards all packets received for
ports that are not specified in the Application screen or remote management.

Apply Click Apply to save your changes back to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.

10.4 NAT Application Screen

Use the Application screen fo forward incoming service requests to the server(s) on your local network.
You may enter a single port number or a range of port numbers to be forwarded, and the local IP
address of the desired server. The port number identifies a service; for example, web service is on port 80
and FTP on port 21. In some cases, such as for unknown services or where one server can support more
than one service (for example both FTP and web service), it might be better to specify a range of port
numbers.

In addition to the servers for specified services, NAT supports a defaulf server. A service request that does
not have a server explicitly designated for it is forwarded to the default server. If the default is not
defined, the service request is simply discarded.

Note: Many residential broadband ISP accounts do not allow you to run any server processes
(such as a Web or FTP server) from your location. Your ISP may periodically check for
servers and may suspend your account if it discovers any active services at your
location. If you are unsure, refer to your ISP.

Port forwarding allows you to define the local servers to which the incoming services will be forwarded.
To change your NBG6615's port forwarding settings, click Network > NAT > Application. The screen
appears as shown.

Note: If you do not assign a Default Server IP address in the NAT > General screen, the
NBG6615 discards all packets received for ports that are not specified in this screen or
remote management.

Refer to Appendix E on page 197 for port numbers commonly used for parficular services.
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Figure 58 Network > NAT > Application

Add Application Rule
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Application name
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Local Port Range [113 |-[113 |

Application Rules Summary

Server IP Address Protocol Local Port Range  Public Port Range Select

Delete

The following table

describes the labels on this screen.

Table 32 Network > NAT > Application

LABEL

DESCRIPTION

Add Application Rule

Application Name

Select an option from the drop-down list to choose a pre-defined service. The pre-defined
service port number(s) and protocol will display in the fields below.

User-Defined
Application Name

Type a name (of up to 31 printable characters) to identify this rule. Otherwise, select a
predefined service in the Application Name drop-down list.

Protocol

Select the transport layer protocol used for the service. Choices are TCP, and UDP.

Public Port Range

Local Port Range

Type a port number(s) to be forwarded.

To specify a range of ports, enter a colon (:) between the first port and the last port, such as
10:20.

Server IP Address

Type the inside IP address of the server that receives packets from the port(s) specified in the
Port field.

Apply

Click Apply to save your changes to the Application Rules Summary table.

Reset

Click Reset to not save and refurn your new changes in the Service Name and Port fields to
the previous one.

Application Rules Summary

Application Name

This field displays a name fo identify this rule.

Server IP Address

This field displays the inside IP address of the server.

Protocol

This field displays the transport layer protocol supported by this server.
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Table 32 Network > NAT > Application (continued)

LABEL DESCRIPTION

Local Port Range | This field displays the port number(s).
Public Port Range

Select Click to select an entry.
Select All Click to select all entries.
Delete Click to delete the selected entry or entries.

10.5 Port Triggering Screen

To change your NBG6615’s port trigger settings, click Network > NAT > Port Triggering. The screen
appears as shown.

Note: Only one LAN computer can use a port trigger (range) at a time.

Figure 59 Network > NAT > Port Triggering

Port Triggering Status

Mat Port Trigger OEnable ®Disable

Apply
Add Application Rule
UuppP v UDP v
UDP hd UDP v
UDP v UDP v
UDP v UCDP v
UDP hd uceP hd
UDP v UDP v
UDP v UDP v
uoeP hd UcpeP hd
Apely

Applicalion Rules Summary
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The following table describes the labels on this screen.

Table 33 Network > NAT > Port Triggering

LABEL

DESCRIPTION

Port Triggering Statu

S

Nat Port Trigger

Click Enable radio button fo enable NAT Port Trigger or Disable to inactivate it.

Apply

Click Apply button to apply the NAT Port Trigger status you choose above.

Add Application Rule

User-defined
Application Name

Type a unique name (up to 15 characters) for identification purposes. All characters are
permitted - including spaces.

Start Match Enter the starting port in a range of port numbers that causes (or triggers) the NBG6615 to
Port record the IP address of the LAN computer that sent the traffic to a server on the WAN.

End Match Enter the ending port in a range of port numbers that causes (or tfriggers) the NBG6615 to
Port record the IP address of the LAN computer that sent the traffic to a server on the WAN.
Trigger Specify the protocol (UDP, TCP or UDP/TCP) that causes (or triggers) the NBG6615 to record the
Protocol

IP address of the LAN computer that sent the traffic to a server on the WAN.

Start Related

Enter the starting port in a range of port numbers that a server on the WAN uses when it sends

Port out a particular service. The NBG6615 forwards the traffic with this starting port to the client
computer on the LAN that requested the service.

End Related Enter the ending port in a range of port numbers that a server on the WAN uses when it sends

Port

out a particular service. The NBG6615 forwards the traffic with this ending port to the client
computer on the LAN that requested the service.

Open Protocol

Specify the protocol (UDP, TCP or UDP/TCP) that a server on the WAN uses when it sends out a
particular service.

Apply

Click Apply to save your changes back to the NBG6615.

Reset

Click Reset to begin configuring this screen afresh.

Application Rules Summary

Server Name

This field displays the name of the application rule.

Trigger Protocol

This field displays the protocol that causes (or triggers) the NBG6615 to record the IP address of
the LAN computer that sent the fraffic fo a server on the WAN.

Port

This field displays the port(s) that causes (or triggers) the NBG6615 to record the IP address of
the LAN computer that sent the fraffic fo a server on the WAN.

Open Protocol

This field displays the protocol a server on the WAN uses when it sends out a particular service.

Related Port

This field displays the port(s) a server on the WAN uses when it sends out a particular service.
The EMG2926-Q10A forwards the traffic with this port (or range of ports) to the client computer
on the LAN that requested the service.

Action

Click Delete to remove the rule.

10.6 Technical Reference

The following section contains additional technical information about the NBG6615 features described

in this chapter.
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10.6.1 NAT Port Forwarding: Services and Port Numbers

A port forwarding set is a list of inside (behind NAT on the LAN) servers, for example, web or FTP, that you
can make accessible to the outside world even though NAT makes your whole inside network appear
as a single machine to the outside world.

Use the Application screen to forward incoming service requests to the server(s) on your local network.
You may enter a single port number or a range of port numbers to be forwarded, and the local IP
address of the desired server. The port number identifies a service; for example, web service is on port 80
and FTP on port 21. In some cases, such as for unknown services or where one server can support more
than one service (for example both FTP and web service), it might be better to specify a range of port
numbers.

In addition to the servers for specified services, NAT supports a defaulf server. A service request that does
not have a server explicitly designated for it is forwarded to the default server. If the default is not
defined, the service request is simply discarded.

Note: Many residential broadband ISP accounts do not allow you to run any server processes
(such as a Web or FTP server) from your location. Your ISP may periodically check for
servers and may suspend your account if it discovers any active services at your
location. If you are unsure, refer to your ISP.

10.6.2 NAT Port Forwarding Example

Let's say you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the example), port 80 to
another (B in the example) and assign a default server IP address of 192.168.1.35 to a third (C in the
example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT network
appears as a single host on the Internet.

Figure 60 Multiple Servers Behind NAT Example

LAN WAN

A=192.168.1.33

192.168.1.1

15

C=192.168.1.35

10.6.3 Trigger Port Forwarding

Some services use a dedicated range of ports on the client side and a dedicated range of ports on the
server side. With regular port forwarding you set a forwarding port in NAT to forward a service (coming in
from the server on the WAN) fo the IP address of a computer on the client side (LAN). The problem is that
port forwarding only forwards a service to a single LAN IP address. In order to use the same service on a
different LAN computer, you have to manually replace the LAN computer's IP address in the forwarding
port with another LAN computer's IP address.
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Trigger port forwarding solves this problem by allowing computers on the LAN fo dynamically take furns
using the service. The NBG6615 records the IP address of a LAN computer that sends traffic to the WAN
to request a service with a specific port number and protocol (a "trigger” port). When the NBG6615's
WAN port receives a response with a specific port number and protocol (‘incoming" port), the NBG6615
forwards the fraffic to the LAN IP address of the computer that sent the request. After that computer’s
connection for that service closes, another computer on the LAN can use the service in the same
manner. This way you do not need to configure a new IP address each time you want a different LAN
computer to use the application.

10.6.4 Trigger Port Forwarding Example

The following is an example of trigger port forwarding.

Figure 61 Trigger Port Forwarding Process: Example

Jane’s computer

Real Audio Server
Port 7070

1 Janerequests afile from the Real Audio server (port 7070).

2 Port 7070is a "“trigger” port and causes the NBG6615 to record Jane's computer IP address. The
NBG6615 associates Jane's computer IP address with the "incoming" port range of 6970-7170.

3 The Real Audio server responds using a port number ranging between 6970-7170.
4  The NBG6615 forwards the traffic to Jane's computer IP address.
5 Only Jane can connect to the Real Audio server until the connection is closed or times out. The

NBG6615 times out in three minutes with UDP (User Datagram Protocol), or two hours with TCP/IP
(Transfer Control Protocol/Internet Protocol).

10.6.5 Two Points To Remember About Trigger Ports

1 Trigger events only happen on data that is coming from inside the NBG6615 and going to the outside.

2 If an application needs a confinuous data stream, that port (range) will be tied up so that another
computer on the LAN can't frigger if.
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Dynamic DNS

11.1 Overview

Dynamic Domain Name Service (DDNS) services let you use a fixed domain name with a dynamic IP
address. Users can always use the same domain name instead of a different dynamic IP address that
changes each time to connect to the NBG6615 or a server in your network.

Note: The NBG6615 must have a public global IP address and you should have your registered
DDNS account information on hand.

11.2 Dynamic DNS Screen

To configure your NBG6615's DDNS, click Network > DDNS.

Figure 62 Network > DDNS

Dynamic DNS Setup

Service Provider DynDNS v

Host Name host.dyndns_org

The following table describes the labels on this screen.

Table 34 Network > DDNS

LABEL DESCRIPTION

Enable Dynamic | Click the Enable Dynamic DNS check box to enable DDNS.
DNS

Service Provider | Select the name of your DDNS Service provider from the drop-down list.

Host Name The Host name is the domain name that the DDNS service will map to your dynamic global IP
address. Type the host name fully qualified, for example, ‘yourhost.mydomain.net’. You can
specify up to two host names in the field separated by a comma (".").

User Name Type the User name that you used when you registered with the DDNS service.
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Table 34 Network > DDNS

LABEL DESCRIPTION

Password Type the Password associated with the DDNS user name.
Apply Click Apply to save your changes back fo the NBG6615.
Reset Click Reset to begin configuring this screen afresh.
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Static Route

12.1 Overview

This chapter shows you how to configure static routes for your NBG6615.

The NBG6615 usually uses the default gateway to route outbound traffic from computers on the LAN to
the Internet. To have the NBG6615 send data to devices not reachable through the default gateway,
use static routes.

For example, the next figure shows a computer (A) connected to the NBG6615's LAN interface. The
NBG6615 routes most traffic from A to the Internet through the NBG6615’s default gateway (R1). You
create one static route to connect to services offered by your ISP behind router R2. You create another
static route to communicate with a separate network behind a router R3 connected to the LAN.

Figure 63 Example of Static Routing Topology

LAN @(’Cf@ WAN
- ) Z ]

12.2 IP Static Route Screen

Click Network > Static Route to open the Static Route screen.
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Figure 64 Network > Static Route

Static Route Setup

Static Route Table

Desfinafion

| Apply | | Update | | SelectAll | | Delete |

Subnet Mask NexiHop Metric Select

The following table describes the labels on this screen.

Table 35 Network > Static Route

LABEL DESCRIPTION
Enable Select this to enable this rule.
Destination Enter the IP network address of the final destination. Routing is always based on network

number. If you need to specify aroute to asingle host, use a subnet mask of 255.255.255.255in
the subnet mask field to force the network number to be identical to the host ID.

IP Subnet Mask

Enter the IP subnet mask here.

Gateway Enter the IP address of the next-hop gateway. The gateway is a router or switch on the same
segment as your NBG6615's interface(s). The gateway helps forward packets to their
destinations.

Metric The metric represents the "cost of fransmission”. A router determines the best route for
fransmission by choosing a path with the lowest "cost". The smaller the number, the lower the
"cost".

Enter the number of fransmission hops (routers) that need fo cross from the NBG6615 to the
destination.

Apply Click Apply to save your changes back to the NBG6615.

Update Click this to modify the selected rule.

Select All Click this to select all rules in the Static Route Table.

Delete Click this to remove the selected rule in the Static Route Table.

Static Route Table

T

Destination

This parameter specifies the IP network address of the final destination. Routing is always
based on network number.

Subnet Mask

This parameter specifies the IP network subnet mask of the final destination.

NextHop

This is the IP address of the gateway. The gateway is a router or switch on the same network
segment as the device's LAN or WAN port. The gateway helps forward packets to their
destinations.
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Table 35 Network > Static Route

LABEL DESCRIPTION
Metric This is the number of tfransmission hops between the NBG6615 and the destination.
Select Click this to select the rule.
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CHAPTER 13
Firewall

13.1 Overview

Use these screens to enable and configure the firewall that protects your NBG6615 and your LAN from
unwanted or malicious traffic.

Enable the firewall fo protect your LAN computers from attacks by hackers on the Internet and conftrol
access between the LAN and WAN. By default the firewall:

 allows fraffic that originates from your LAN computers to go to all of the networks.

* blocks traffic that originates on the other networks from going to the LAN.

The following figure illustrates the default firewall action. User A can initiate an IM (Instant Messaging)
session from the LAN to the WAN (1). Return traffic for this session is also allowed (2). However other traffic
initiated from the WAN is blocked (3 and 4).

Figure 65 Default Firewall Action

LAN WAN

e —

13.2 What You Can Do

* Use the General screen to enable or disable the NBG6615’s firewall (Section 13.4 on page 100).

* Use the Services screen to enable or disable ICMP and VPN passthrough features (Section 13.5 on
page 101).
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13.3 What You Need To Know

The NBG6615’s firewall feature physically separates the LAN and the WAN and acts as a secure
gateway for all data passing between the networks.

13.3.1 About the NBG6615 Firewall

The NBG6615 firewall is a stateful inspection firewall and is designed to protect against Denial of Service
attacks when activated (click the General tab under Firewall and then click the Enable Firewall check
box). The NBG6615's purpose is to allow a private Local Area Network (LAN) to be securely connected
to the Internet. The NBG6615 can be used to prevent theft, destruction and modification of data, as well
as log events, which may be important to the security of your network.

The NBG6615 is installed between the LAN and a broadband modem connecting fo the Internet. This
allows it fo act as a secure gateway for all data passing between the Internet and the LAN.

The NBG6615 has one Ethernet WAN port and four Ethernet LAN ports, which are used to physically
separate the network into two areas.The WAN (Wide Area Network) port aftaches to the broadband
(cable or DSL) modem to the Internet.

The LAN (Local Area Network) port attaches to a network of computers, which needs security from the
outside world. These computers will have access to Internet services such as e-mail, FTP and the World
Wide Web. However, "inbound access" is not allowed (by default) unless the remote host is authorized to
use a specific service.

13.3.2 VPN Pass Through Features

A Virtual Private Network (VPN) is a way fo securely connect two networks over the Internet. For
example a home network and one in a business office. This requires special equipment on both ends of
the connection.

The NBG6615 is not one of the endpoints but it does allow fraffic from those endpoints to pass through.
The NBG6615 allows the following types of VPN fraffic to pass through:

* |P security (IPSec)

* Point-to-Point Tunneling Protocol (PPTP)

13.4 General Firewall Screen

Use this screen to enable or disable the NBG6615's firewall, and set up firewall logs. Click Security >
Firewall to open the General screen.
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Figure 66 Security > Firewall > General

Firewall Setup

&l

O

The following table describes the labels on this screen.

Table 36 Security > Firewall > General

LABEL DESCRIPTION

Enable Firewall Select this option to activate the firewall. The NBGé6615 performs access control and protects
against Denial of Service (DoS) attacks when the firewall is activated.

Enable DoS Select this option to protect against DoS attacks. The NBG6615 will drop sessions that do not

Defense become fully established (half-open sessions) and surpass maximum thresholds.

Apply Click Apply to save the settings.

Reset Click Reset to start configuring this screen again.

13.5 Services Screen

Use the Services screen to enable or disable ICMP and VPN passthrough features.
Click Security > Firewall > Services. The screen appears as shown next.

Figure 67 Security > Firewall > Services

ICMP

| Apply | | Reset |
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The following table describes the labels on this screen.

Table 37 Security > Firewall > Services

LABEL

DESCRIPTION

ICMP

Intfernet Control Message Protocol (ICMP) is a message control and error-reporting protocol
between a host server and a gateway to the Internet. ICMP uses Internet Protocol (IP)
datagrams, but the messages are processed by the TCP/IP software and directly apparent to
the application user.

Respond to Ping
on WAN

The NBG6615 will not respond to any incoming Ping requests when the check box is not
selected. Select the check box to reply to incoming WAN Ping requests.

VPN Passthrough

Select the checkbox to enable the advanced pass through features:

* IPSEC Passthrough: Select this option fo allow the NBG6615 to pass through VPN traffic
using the IPsec protocol.

e PPTP Passthrough: Select this option to allow the NBG6é615 to pass through VPN traffic using
PPTP.

e L2TP Passthrough: Select this option fo enable computers on your LAN to make L2TP VPN
connections to servers on the Internet.

Apply

Click Apply to save the settings.

Reset

Click Reset to start configuring this screen afresh.

13.6 MAC Filter Screen

Use this screen to enable or disable MAC address filtering, which enables selected MAC addresses to

bypass the firewall.

Click Security > Firewall > MAC Filter Screen. The screen appears as shown next.

Figure 68 Security > Firewall > Services

MAC Filtering Rule

Current Filter Table

MAC Address Application name
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The following table describes the labels on this screen.

Table 38 Security > Firewall > MAC Filter

LABEL DESCRIPTION
Enable MAC Select Enable to turn on MAC address filtering.
Filtering

MAC Address

Enter the MAC addresses that are to be whitelisted by the firewall. The entry should be in a
valid MAC address format (that is, six hexadecimal character pairs). Example:
12:34:56:78:9a:8c. Do not use colons when entering the MAC address.

Comment This field can be used to add identifying information or other notes about MAC addresses in
the whitelist or blacklist.

Apply Click Apply fo save the setftings.

Reset Click Reset to start configuring this screen afresh.

Current Filter Table

MAC Address

This field shows the list of allowed MAC addresses.

Application name

This field shows identifying information or other notes about the allowed MAC addresses.

Select

Click to select the entry you wish to edit.
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Content Filter

14.1 Overview

Content filter allows you to block specific URLs.

The NBG6615 checks the URL's domain name (or IP address) and file path separately when performing
keyword blocking.

The URL's domain name or IP address is the characters that come before the first slash in the URL. For
example, with the URL www.zyxel.com.tw/news/pressroom.php, the domain name is

www.zyxel.com.tw.

The file path is the characters that come after the first slash in the URL. For example, with the URL
www.zyxel.com.tw/news/pressroom.php, the file path is news/pressroom.php.

Since the NBG6615 checks the URL's domain name (or IP address) and file path separately, it will not find
items that go across the two. For example, with the URL www.zyxel.com.tw/news/pressroom.php, the

NBG6615 would find “tw” in the domain name (www.zyxel.com.tw). It would also find “news” in the file
path (news/pressroom.php) but it would not find “tw/news.”

14.2 What You Can Do

¢ Use the Filter screen to block the users on your network from accessing certain web sites (Section 14.3
on page 104).

14.3 Filter Screen

Use the Filter screen to enable keyword blocking and add keywords for blocking.

Click Security > Content Filter. The screen appears as shown next.
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Figure 69 Security > Content Filter > Filter

Keyword Blocking
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The following table describes the labels on this screen.

Table 39 Security > Content Filter > Filter

LABEL

DESCRIPTION

Enable URL
Keyword Blocking

The NBG6615 can block Web sites with URLs that contain certain keywords in the domain
name or IP address. For example, if the keyword "bad" was enabled, all sites containing this
keyword in the domain name or IP address will be blocked, e.g., URL http://
www.website.com/bad.html would be blocked.

Select Enable to turn on this feature. Otherwise, select Disable.

Keyword Type a keyword in this field. You may use any character (up to 64 characters). Wildcards are
not allowed. You can also enter a numerical IP address.

Apply Click this after you have typed a keyword to create a new entry in the table below.
When you try to access a web page containing a keyword, you will get a message telling you
that the content filter is blocking this request.

Reset Click this to reconfigure the screen afresh.

Current Filter Table

Filtered Keyword

This displays the keyword already added.

Select Click this to select an entry and click Delete Selected Keyword fo remove it.
Select All Click this to select all entries.
Delete Click this to remove the selected enfry.
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CHAPTER 15
Remote Management

15.1 Overview

This chapter provides information on the Remote Management screen.

Note: When you configure remote management to allow management from the WAN, you
still need to configure a firewall rule to allow access. See the firewall chapters for details
on configuring firewall rules.
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15.1.1 Remote Management Limitations

Remote management over WAN will not work when:

1 You have disabled that service in the remote management screen.

2 The IP address in the Secured Client WAN IP Address field does not match the client IP address. If it does
not match, the NBG6615 will disconnect the session immediately.

3 There is already another remote management session with an equal or higher priority running. You may
only have one remote management session running at one time.

4  There is a firewall rule that blocks it.

15.1.2 Remote Management and NAT
When NAT is enabled:

* Use the NBG6615’s WAN IP address when configuring from the WAN.
* Use the NBG6615's LAN IP address when configuring from the LAN.

15.1.3 System Timeout

There is a default system management idle timeout of five minutes (three hundred seconds). The
NBG6615 automatically logs you out if the management session remains idle for longer than this fimeout
period. The management session does not time out when a statistics screen is polling. You can change
the timeout period in the System screen.

15.2 WWW Screen

To change your NBG6615’'s World Wide Web settings, click Management > Remote MGMT to display the
WWW screen.

Figure 70 Management > Remote MGMT > WWW

WWw

erver Port 0 Apply for remote WAN site

d Client WAN IP Address . A Selected |0.0.0.0

| Apply | | Reset |
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The following table describes the labels on this screen.

Table 40 Management > Remote MGMT > WWW

LABEL

DESCRIPTION

Enable HTTP from the
WAN side

Click the check box to configure your NBG6615 via HTTP using a web browser through
the WAN interface.

Server Port

You may change the Server port number for a service if needed, however you must
use the same port number in order to use that service for remote management.

Secured Client WAN IP
Address

A secured client is a “frusted” computer that is allowed to communicate with the
NBG6615 using this service.

Select All to allow any computer to access the NBG6615 using this service.

Choose Selected to just allow the computer with the IP address that you specify to
access the NBG6615 using this service.

Note: This only applies on WAN IP.

Apply

Click Apply to save your customized settings and exit this screen.

Reset

Click Reset to begin configuring this screen afresh.
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CHAPTER 16
Universal Plug-and-Play
(UPNP)

16.1 Overview

This chapter introduces the UPnP feature in the Web Configurator.

Universal Plug and Play (UPnP) is a distributed, open networking standard that uses TCP/IP for simple
peer-to-peer network connectivity between devices. A UPnP device can dynamically join a network,
obtain an IP address, convey its capabilities and learn about other devices on the network. In turn, a
device can leave a network smoothly and automatically when it is no longer in use.

16.2 What You Need to Know

How do | know if I'm using UPnP?

UPnP hardware is identified as an icon in the Network Connections folder (Windows XP). Each UPnP
compatible device installed on your network will appear as a separate icon. Selecting the icon of a
UPnP device will allow you to access the information and properties of that device.

NAT Traversal

UPnP NAT traversal automates the process of allowing an application to operate through NAT. UPnP
network devices can automatically configure network addressing, announce their presence in the
network to other UPnP devices and enable exchange of simple product and service descriptfions. NAT
fraversal allows the following:

* Dynamic port mapping
* Learning public IP addresses

¢ Assigning lease times to mappings
Windows Messenger is an example of an application that supports NAT traversal and UPnP.

See the NAT chapter for more information on NAT.

Cautions with UPnP

The automated nature of NAT fraversal applications in establishing their own services and opening
firewall ports may present network security issues. Network information and configuration may also be
obtained and modified by users in some network environments.

NBG6615's User's Guide

109



Chapter 16 Universal Plug-and-Play (UPnP)

When a UPnP device joins a network, it announces its presence with a mulficast message. For security
reasons, the NBG6615 allows multicast messages on the LAN only.

All UPnP-enabled devices may communicate freely with each other without additional configuration.
Disable UPnP if this is not your intention.

16.3 Configuring UPnP

Use this screen to enable UPnP. Click the Management > UPnP to open the following screen.

Figure 71 Management > UPnP > General

UPnP Setup

NBGB615

| Apply | | Reset |

The following table describes the labels on this screen.

Table 41 Management > UPnP > General

LABEL DESCRIPTION

Host Name This field displays the description of the NBGé6615 router.

Enable the Universal Plug and | Select the Enable the UPnP Features check box fo activate UPnP. Be aware that
Play (UPnP) Feature anyone could use a UPnP application to open the Web Configurator's login screen
without entering the NBG6615's IP address (although you must still enter the
password to access the Web Configurator).

Apply Click Apply to save the setting to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.

16.4 Installing UPnP in Windows 7 Example

This section shows you how to use the UPnP feature in Windows 7. UPnP server is installed in Windows 7.
You will need to activate UPnP on the NBG6615.

Make sure the computer is connected to a LAN port of the NBG6615. Turn on your computer and the
NBG6615.

1 Click the Start icon, Control Panel and then the Network and Sharing Center.
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Click Change advanced sharing settings.

File Edit View Tools Help

Control Panel Home . . . . .
View your basic network information and set up connections

| B { h
A B x— @
TWPCZTO1871-01 ZyXEL.com Internet
(This computer)

See full map

Change adapter settings

ange advanced sharing
settings /

View your active networks Connect or disconnect

8

Change your networking settings

ZyXEL.com Me Internet access

Domain network

Access type:
Connections: @ Local Area Cennection 2

ﬁ- Set up a new connecticn or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

4 Connect to a network

Connect or reconnect te a wireless, wired, dial-up, or VPN network connection.

Choose hemegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

See also
HomeGroup @ Troubleshoot problems
Internet Options Diagnose and repair network problems, or get troubleshooting information,

Windows Firewall

Under Network Discovery section, select Turn on network discovery and click Save Changes. Network
discovery allows your computer to find other computers and devices on the network and other
computers on the network to find your computer. This makes it easier to share files and printers.
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Change sharing options for different network profiles

Windows creates a separate network profile for each network you use, You can choose specific options for

each profile.

Heme or Work .:\:,:.
Public )
Domain (current profile) .:,:\:.

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

‘ @ Turn on network discovery ’

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

@ Turn on file and printer sharing
(7 Turn off file and printer sharing

‘ @Save changes b Cancel

16.4.1 Using UPnP in Windows XP Example

This section shows you how fo use the UPnP feature in Windows XP. You must already have UPnP installed
in Windows XP and UPnP activated on the NBG6615.

Make sure the computer is connected to a LAN port of the NBG6615. Turn on your computer and the
NBG6615.

16.4.1.1 Auto-discover Your UPnP-enabled Network Device

3

Click the Start icon and Control Panel. Double-click Network Connections. An icon displays under
Internet Gateway.

Right-click the icon and select Properties.

Figure 72 Network Connections

" Network Connections

File Edit View Favorites Tools  Advanced  Help

@Back - & I? /._.\} Search l|__.. Folders v

Address |\} Metwork Connections

|~/ Internet Gateway

Network Tasks (%)

Create a new
connection
%3 Setup a home or small
office netwark.

& Disable this network,
device

LANorH  Status

Create Shortout

Rename this connection

L) Wiew status of this
connection
Change settings of this

ronneckinn

Rename

In the Internet Connection Properties window, click Settings to see the port mappings that were
automatically created.
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Figure 73 Internet Connection Properties

2 Internet Connection Properties E|[X|

General |

Connect ta the Intermet using:

| \g Intemet Connection |

Thiz connection allows you to connect to the Internet through a
shared connection on another computer,

Settings...

Show icon in natification area when connected

[ (] 8 ][ Cancel ]

4 You may edit or delete the port mappings or click Add to manually add port mappings.

Figure 74 Internet Connection Properties: Advanced Settings

Adyancesl Settings

Sericer

Sebec] the services 1nrirg on pou nalkrk, tha Inlemel useic can

| marmag (132 1681 81-7261) 26037 LIDP
A memsge (192168160 7610) 1771 TCP

e | gk |
s
Figure 75 Internet Connection Properties: Advanced Settings: Add

Service Settings — [l§|

Drescription of service:
]Test

Mame or [P address (for example 192.168.0.12) of the
computer hosting this service on your network:

|192.188.1.11

External Port number for this service:
{143 & TCP C UDP

Intemnal Port number for this service:

]1431

()3 | Cancel ]

Note: When the UPnP-enabled device is disconnected from your computer, all port
mappings will be deleted automatically.

5 Select Show icon in notification area when connected option and click OK. An icon displays in the
system tray.
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Figure 76 System Tray Icon

jr.! Internet Connection is now connected | #

1 click here For more information. ..

6 Double-click on the icon to display your current Internet connection status.
Figure 77 Internet Connection Status

% Internet Connection Status

General |
Intermet G ateway
Statusz: Connected
Druration: 00:00:56
Speed: 100.0 Mbps
Activity
Internet Internet G ateway My Computer
0 3 %‘g
Packets:
Sert: g E18
Received: 5,943 746
Froperties ” Dizable

Cloze

16.4.2 Web Configurator Easy Access

With UPnP, you can access the web-based configurator on the NBG6615 without finding out the IP
address of the NBG6615 first. This is helpful if you do not know the IP address of the NBG6615.

Follow the steps below to access the Web Configurator.

1 Click the Start icon and then Control Panel.
2 Double-click Network Connections.

3 Select My Network Places under Other Places.
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Figure 78 Network Connections

* Network Connections

File  Edit  View Tools  Advanced  Help

@Back = \3 L} pSearch iii—?-Folders v

Address ﬁ_, Metwork Connections

Favorites

Network Tasks

Create a new connection

Set up a home or small
office netwark

See Also

S Internet Connection
Disabled

¢ My Inkernet Connection

LAN or High-Speed Internet

Local Area Connection

Enabled

,‘i‘) Mebwiork Troubleshooter
Tt E} Acchon EM12070-Tk PCI Fast ..,

Other Places

Uﬂ Iy Metwork Places
[} My Documents
o My Computer

Details

Network Connections
Syskem Folder

4 Anicon with the description for each UPnP-enabled device displays under Local Network.

5 Right-click on the icon for your NBG6615 and select Invoke. The Web Configurator login screen will
display.

Figure 79 Network Connections: My Network Places

b - My Network Places
File  Edit  View Tools  Help

\‘) Back -\‘3 Lgt /':\ Search l}_ Folders v

Address g Iy Metwork Places

Favaorites

Lotal Network
Network Tasks
? Add anetwork place

@_ﬂ Wiew netwiork connections [ Inw-Jke

Set up a home or small
office netwark

#y View workgroup computers

Create Shortout

Rename

Other Places # _ Properties

6 Right-click on the icon for your NBG6615 and select Properties. A properties window displays with basic
information about the NBG6615.
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Figure 80 Network Connections: My Network Places

: Properties: Example

LyXEL Internet Sharing Gateway g|

General

T

tanwfacturer:
Model Hame:
tadel Murmber:
Drescription;

Device Address:

ZyvREL Internet Sharing Oatewaw

ZwHEL

ZvHEL Internet Sharing Oateway
Model Murnber:

ZyHEL Internet Sharing Gateway
http:#4192.168.1.1/4

Cloze

NBG6615's User's Guide

116



CHAPTER 17
Bandwidth MGMT

17.1 Overview

Bandwidth management provides a convenient way to manage the use of various services on the
network. It manages general protocols (for example, HTTP and FTP) and applies traffic prioritization to
enhance the performance of delay-sensitive applications like voice and video.

17.2 What You Can Do

¢ Use the Bandwidth MGMT screen to enable this feature in the NBG6615.

* Use the Advanced screen to configure the QoS (Quality of Service) rule on the NBGé6615.

17.3 What You Need To Know

The sum of the bandwidth allotments that apply fo the WAN interface (LAN fo WAN, WLAN fo WAN)
must be less than or equal to the Upstream Bandwidth that you configure in the Bandwidth
Management Advanced screen.

The sum of the bandwidth allotments that apply to the LAN interface (WAN to LAN, WAN to WLAN) must

be less than or equal to the Downstream Bandwidth that you configure in the Bandwidth Management
Advanced screen.

17.4 Bandwidth MGMT Screen

Use this screen to enable the bandwidth management feature on the NBGé6615. Click Management >
Bandwidth MGMT. The following screen displays.

Figure 81 Management > Bandwidth MGMT

Service Management
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The following table describes the labels on this screen.

Table 42 Management > Bandwidth MGMT > Bandwidth MGMT

LABEL DESCRIPTION

Service Management

Enable Bandwidth Click the Enable Bandwidth Management check box to activate the bandwidth

Management management feature in the NBG6615.
Apply Click Apply to save your changes in t his screen.
Reset Click Reset to begin configuring this screen afresh.

17.5 Advanced Screen

Use this screen to set up the QoS rules for the NBG6615. Click Management > Bandwidth MGMT >
Advanced. The following screen will be displayed.

Figure 82 Management > Bandwidth MGMT > Advanced

QoS Setup

otal Bandwidth {0, Unlimited): UP Stre ::-‘-‘-‘.:z:: Down .'-?-e-::-"-':: ps

[ Apply | | Reset |

QoS Rules

| Add | | SelectAll | | Delete

The following table describes the labels in this screen.

Table 43 Management > Bandwidth MGMT > Advanced

LABEL DESCRIPTION

QoS Setup

Total Bandwidth (0, | This field shows the maximum number of data in kbps the NBG6615 is allowed to send out

Unlimited) and allowed to come in through a source interface.

Up Stream Type the Up Stream or maximum outgoing transmission data rate (kbps) that is allowed to go
through the source interface on the NBG6615.

Down Stream Type the Down Stream or maximum incoming fransmission data rate (kbps) that is allowed to
go through the source interface on the NBG6615.

Apply Click Apply to save your changes back to the NBG6615.

Reset Click Reset to begin configuring this screen afresh.

QoS Rules
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Table 43 Management > Bandwidth MGMT > Advanced (continued)

LABEL

DESCRIPTION

#

This field shows the index number of the QoS rule.

Source IP Address

This field shows the source IP Address of the data traffic.

Max Bandwidth (kpbs)

Up Ceiling

This field shows the maximum outgoing tfransmission data rate (kbps) that is allowed to go
through the source interface on the NBG6615.

Down Ceiling

This field shows the maximum outgoing transmission data rate (kbps) that is allowed to go
through the source interface on the NBG6615.

Delete Click the Delete check box to select the QoS rule you want to delete.
Add Click Add button to add the QoS rule.

Select All Click to select all entries.

Delete Click Delete to remove the QoS rule.
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CHAPTER 18
System

18.1 Overview

This chapter provides information on the System screens.

18.2 What You Can Do

¢ Use the General screen to enter a name to identify the NBG6615 in the network and set the password
(Section 18.3 on page 120).

* Use the Time Setting screen to change your NBG6615’s fime and date (Section 18.4 on page 121).

18.3 System General Screen

Use this screen to enter a name to identify the NBG6é615 in the network and set the password. Click
Maintenance > System. The following screen will be displayed.

Figure 83 Maintenance > System > General

System Setup

System Name INBG6615 |

zZyxel.com |

| Apply | | Reset
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18.4

The following table describes the labels on this screen.

Table 44 Maintenance > System > Generall

LABEL

DESCRIPTION

System Setup

System Name

System Name is a unique name to identify the NBG6615 in an Ethernet network. It is
recommended you entfer your computer’s “Computer name” in this field (see the chapter
about wizard setup for how to find your computer’s name).

This name can be up to 30 alphanumeric characters long. Spaces are not allowed, but

dashes *-" and underscores " " are accepted.

Domain Name

Enter the Domain name (if you know it) here. This name is propagated to DHCP clients
connected to interfaces with the DHCP server enabled.

Administrator
Inactivity Timer

Type how many minutes a management session can be left idle before the session fimes ouft.
The default is 5 minutes. After it fimes out you have to log in with your password again. Very
long idle timeouts may have security risks. A value of "0" means a management session
never fimes out, no matter how long it has been left idle (not recommended).

Password Setup

Change your NBG6615's password (recommended) using the fields as shown.

Old Password

Type the default password or the existing password you use fo access the system in this field.

New Password

Type your new system password (up to 30 characters). Note that as you type a password,
the screen displays an asterisk (*) for each character you type.

Retype to Confirm

Type the new password again in this field.

Apply

Click Apply to save your changes back to the NBGé6615.

Reset

Click Reset to begin configuring this screen afresh.

Time Setting Screen

To change your NBG6615's fime and date, click Maintenance > System > Time Setting. The screen
appears as shown. Use this screen to configure the NBG6615's time based on your local time zone.

Figure 84 Maintenance > System > Time Setting

Current Time and Date

Time and Date Setup

Time Zone Setup

sr Address pool.ntp.org

19:52:13
2018-4-11

C I JC 1
N

| Copy Your Computer's Time Settings

pool.ntp.org v

me Zone: [(GMT+08:00)Taipei
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The following table describes the labels in this screen.

Table 45 Maintenance > System > Time Setting

LABEL

DESCRIPTION

Current Time and Date

Current Time

This field displays the time of your NBG6615.

Each time you reload this page, the NBG6615 synchronizes the time with the time server.

Current Date

This field displays the date of your NBG6615.

Each time you reload this page, the NBG6615 synchronizes the date with the time server.

Time and Date Setup

Manual Select the Manual radio button to enter the time and date manually. If you configure a
new time and date, Time Zone and Daylight Saving at the same time, the new time and
date you enfered has priority and the Time Zone and Daylight Saving settings do not affect
it.

New Time This field displays the last updated time from the fime server or the last time configured
(hh:mm:ss) manually.
When you set Time and Date Setup to Manual, enter the new time in this field and then click
Apply.
New Date This field displays the last updated date from the time server or the last date configured
(yyyy/mm/dd) manually
When you set Time and Date Setup fo Manual, enter the new date in this field and then click
Apply.
Copy Your Click the Copy Your Computer’s Time Settings button to copy your computer’s time settings

Computer's Time
Settings

intfo the NBG6615's time and date setup.

Get from Time Server

Select the Get from time server radio button to have the NBG6615 get the time and datfe
from the time server you specified below.

Auto

Select Auto fo have the NBG6615 automatically search for an available fime server and
synchronize the date and time with the time server after you click Apply.

User Defined
Time Server
Address

Select User Defined Time Server Address and enter the IP address or URL (up to 20 extended
ASCIl characters in length) of your time server. Check with your ISP/network administrator if
you are unsure of this information.

Time Zone Setup

Time Zone

Choose the Time zone of your location. This will set the time difference between your time
zone and Greenwich Mean Time (GMT).

Automatically Adjust
for Daylight Saving

Daylight savings is a period from late spring to early fall when many countries set their
clocks ahead of normal local fime by one hour to give more daytime light in the evening.

Select the number of offset hours you wish to adjust for daylight savings from the drop-down
list.

Apply

Click Apply to save your changes back to the NBGé6615.

Reset

Click Reset to begin configuring this screen afresh.
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CHAPTER 19
Logs

19.1 Overview

This chapter contains information about configuring general log settings and viewing the NBG6615's
logs.

The Web Configurator allows you to look at all of the NBG6615's logs in one location.

19.2 What You Need to Know

An alert is a type of log that warrants more serious attention. They include system errors, attacks (access
control) and attempted access to blocked web sites or web sites with restricted web features such as
cookies, active X and so on. Some categories such as System Errors consist of both logs and alerts. You
may differentiate them by their color on the View Log screen. Alerts are displayed in red and logs are
displayed in black.

Alerts are e-mailed as soon as they happen. Logs may be e-mailed as soon as the log is full (see Log

Schedule). Selecting many alert and/or log categories (especially Access Control) may result in many e-
mails being sent.

19.3 View Log Screen

Use the View Log screen to see the logged messages for the NBG6615. Options include logs about
system maintenance, system errors, access control, allowed or blocked web sites, blocked web features
(such as ActiveX confrols, Java and cookies), attacks (such as DoS) and IPSec.

Log entries in red indicate system error logs. The log wraps around and deletes the old enftries after if fills.
Click a column heading to sort the entries. A friangle indicates ascending or descending sort order.

Click Maintenance > Logs fo open the View Log screen.

Figure 85 Maintenance > Logs > View Log

Logs

| First | Previous || Next |[ Last || Clean Logs |Poge:1/2
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The following table describes the labels on this screen.

Table 46 Maintenance > Logs > View Log

LABEL DESCRIPTION

First Click First button to see the first page of the log.

Previous Click Previous button to go back one page from your current log page.
Next Click Next button to go fo the following page from your current log page.
Last Click Last button to go to the last page of the log.

Clean Logs Click Clear Logs to delete all the logs.

Time This field displays the time the log was recorded.

Index This is the index number of the log.

Type This field displays the type of the log.

Log information

This field states the reason for the log.
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CHAPTER 20
Tools

20.1 Overview

This chapter shows you how to upload a new firmware, upload or save backup configuration files and
restart the NBG6615.

20.2 What You Can Do

¢ Use the Firmware screen to upload firmware to your NBGé615 (Section 20.3 on page 125).

* Use the Configuration screen o view information related to factory defaults, backup configuration,
and restoring configuration (Section 20.4 on page 127).

¢ Use the Restart screen to have the NBG6615 reboot (Section 20.5 on page 128).

20.3 Firmware Upload Screen

Find firmware at www.zyxel.com in a file that (usually) uses the system model name with a **.bin”
extension, e.g., "NBG6615.bin". The upload process uses HTTP (Hypertext Transfer Protocol) and may
take up to two minutes. After a successful upload, the system will reboot.

Click Maintenance > Tools. Follow the instructions in this screen to upload firmware to your NBGé6615.

Figure 86 Maintenance > Tools > Firmware

Firmware Upgrade
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The following table describes the labels in this screen.

Table 47 Maintenance > Tools > Firmware

LABEL DESCRIPTION

Browse Click Choose File button to find the.bin file you want to upload. Remember that you must
decompress compressed (.zip) files before you can upload them.

Automatically | Click the Automatically reset default after firmware upgraded check box fo have the NBG6615

reset default automatically reset itself after the new firmware is uploaded.

after firmware

upgraded

Upload Click Upload to begin the upload process. This process may take up to two minutes.

Note: Do not turn off the NBG6615 while firmware upload is in progress!

After you see the Firmware Upload In Process screen, wait for several minutes before logging into the
NBG6615 again.

Figure 87 Upload Warning

Firmware Upgrade

Firmware Upgrade is proceeding...
Please Wait ...

The device will now reboot.
As there will be no indication of when the process is
complete, please wait for a few minutes before attempting to
access the router again.

The NBG6615 automatically restarts in this time causing a temporary network disconnect. In some
operating systems, you may see the following icon on your desktop.

Figure 88 Network Temporarily Disconnected

@ Local Area Connection

Metwork cable unplugged

After two minutes, log in again and check your new firmware version in the Status screen.

If the upload was not successful, the following screen will appear. Click Return to go back to the
Firmware screen.

Figure 89 Upload Error Message

system Upload

Firmware upload error!

The uploaded file was not accepted by the device. Please return to the previous page and select a valid
upgrade file. Click Help for more information.

Return I
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20.4 Configuration Screen

Click Maintenance > Tools > Configuration. Information related to factory defaults, backup

configuration, and restoring configuration appears as shown next.

Figure 90 Maintenance > Tools > Configuration

Backup Configuration

Click Backup to save the curent configuration of your system to

Restore Configuration

File Pat Browse...

Back to Factory Defaults

Click Rezet to default fo clear cll user-entered configuration inform

Reset to default

20.4.1 Backup Configuration

Backup configuration allows you to back up (save) the NBG6615’s current configuration to a file on your
computer. Once your NBG6615 is configured and functioning properly, it is highly recommended that
you back up your configuration file before making configuration changes. The backup configuration file

will be useful in case you need fo return to your previous settings.

Click Backup to save the NBG6615's current configuration to your computer.

20.4.2 Restore Configuration

Restore configuration allows you to upload a new or previously saved configuration file from your

computer to your NBGé6615.

Table 48 Maintenance Restore Configuration

LABEL DESCRIPTION

Browse Click Browse to find the backup file of previous configuration you saved on your computer using
the Backup button.

Upload Click Upload to begin the upload process.
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Note: Do not turn off the NBG6615 while configuration file upload is in progress.

After you see a "configuration upload successful” screen, you must then wait 30 seconds before logging
info the NBG6615 again.

Figure 91 Configuration Restore Successful

Upload successfully! Rebooting, please wait 29 seconds ...

The NBG6615 automatically restarts in this time causing a temporary network disconnect. In some
operating systems, you may see the following icon on your desktop.

Figure 92 Temporarily Disconnected

@ Local Area Connection

Metwork cable unplugged

If you uploaded the default configuration file you may need to change the IP address of your computer
to be in the same subnet as that of the default NBG6615 IP address (192.168.1.1 in router mode). See
Appendix C on page 157 for details on how fo set up your computer’s IP address.

If the upload was not successful, the following screen will appear. Click Return to go back o the
Configuration screen.

Figure 93 Configuration Restore Error

System Restore

Restore configuration error!

The configuration file was not accepted by the device, Please return to the previous page and select a valid
configuration file. Click Help for more information.

Return |

20.4.3 Back to Factory Defaults

Pressing the Reset to default button in this section clears all user-entered configuration information and
returns the NBG6615 to its factory defaults.

You can also press the Reset button on the rear panel to reset the factory defaults of your NBG6615.
Refer to Section 1.4.1 on page 14 for more information on the Reset button.

20.5 Restart Screen

System restart allows you to reboot the NBG6615 without turning the power off.

Click Maintenance > Tools > Restart. Click Restart to have the NBG6615 reboot. This does not affect the
NBG6615's configuration.
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Figure 94 Maintenance > Tools > Restart

System Restart

Click Restart o have the device perform a software restart. The 55 (or PWR) LED bl as the de
then stays steady on if the restart is successful. Wait a minute before logging into the device ag

Restart
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CHAPTER 21
Sys OP Mode

21.1 Overview

The Sys OP Mode (System Operation Mode) function lets you configure select the device operation
mode: Router or Access Point.

See Chapter 4 on page 28 for more information on which mode to choose.

21.2 General Screen

Use this screen to select how you connect to the Internet.

Figure 95 Maintenance > Sys OP Mode > General

System Operation Mode

Ul Note :
Router : In this mode, the device iz supported to connect to internet via ADSL/Cable Modem. PCz in LAN ports
share the same IP to ISP through WAN Port.

Access Point : In this mode, all Ethernet ports are bridged together. The device allows the wireless-equipped

computer can communicate with a wired network.

The following table describes the labels on the General screen.

Table 49 Maintenance > Sys Op Mode > General

LABEL DESCRIPTION

System Operation Mode

Router Use Router mode if you want to use routing functions such as LAN DHCP, NAT, firewall and so
on, on the NBG6615 (N). The NBG6615 has separate LAN and WAN network IP addresses.

Access Point Use Access Point mode if you already have a Router (R) in your network and you want to
bridge all wired and wireless network connections.

Apply Click Apply to save your settings.

Reset Click Reset to return to the previous screen settings.
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About the Router mode:.

* In this mode there are both LAN and WAN ports. The LAN Ethernet and WAN Ethernet ports have
different IP addresses.

* The DHCP server on your device is enabled and allocates IP addresses to other devices on your local
network.

* The LAN IP address of the NBG6615 is set to 192.168.212.1.
¢ You can configure the IP address settings on your WAN port. Contact your ISP or system administrator
for more information on appropriate settings.

About the Access Point mode:

* In AP mode, all Ethernet ports have the same IP address.

¢ All ports on the rear panel of the device are LAN ports, including the port labeled WAN. There is no
WAN port.

* The DHCP server on your device is disabled. In this mode there must be a device with a DHCP server
on your network such as a router which can allocate IP addresses or else you need to manually assign
IP addresses to devices on your network.

¢ The LAN IP address of the NBG6é615 is set to 192.168.1.2.
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CHAPTER 22
Language

Use this screen to change the language for the Web Configurator display.

Click the language you prefer. The Web Configurator language changes after a while without restarting

the NBG6615.

Figure 96 Language

Language Selection
‘na
Figure 97 Language Change Example
(=]
SrEEREE
‘na
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CHAPTER 23
Troubleshooting

This chapter offers some suggestions to solve problems you might encounter. The potential problems are
divided into the following categories.

* Power, Hardware Connections, and LEDs

e NBG6615 Access and Login

* Internet Access

* Resetting the NBG6615 to Its Factory Defaults

¢ Wireless Problems

23.1 Power, Hardware Connections, and LEDs

The NBG6615 does not turn on. None of the LEDs turn on.

1 Make sure you are using the power adapter or cord included with the NBGé6615.

2 Make sure the power adapter or cord is connected to the NBG6615 and plugged info an appropriate
power source. Make sure the power source is turned on.

3 Disconnect and re-connect the power adapter or cord to the NBG6615.

4 If the problem continues, contact the vendor.

One of the LEDs does not behave as expected.

1 Make sure you understand the normal behavior of the LED. See Section 1.3 on page 13.
2 Check the hardware connections. See the Quick Start Guide.

3 Inspect your cables for damage. Contact the vendor to replace any damaged cables.
4 Disconnect and re-connect the power adapter to the NBGé615.

5 If the problem continues, contact the vendor.
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23.2 NBG6615 Access and Login

| don't know the IP address of my NBGé615.

1 The default IP address in router mode is 192.168.212.1 and in AP mode is 192.168.1.2.

2 If you changed the IP address and have forgotten it, you might get the IP address of the NBG6615 in
Router Mode by looking up the IP address of the default gateway for your computer. To do this in most
Windows computers, click Start > Run, enter cmd, and then enter ipconfig. The IP address of the Default
Gateway might be the IP address of the NBG6615 (it depends on the network), so enter this IP address in
your Internet browser.

3 Resetyour NBG6615 to change all settings back to their default. This means your current settings are lost.
See Section 23.4 on page 137 in the Troubleshooting for information on resetting your NBG6615.

| forget the username and password.

1 The default username is admin and default password is 1234.

2  If this does not work, you have to reset the device to its factory defaults. See Section 23.4 on page 137.

| cannot see or access the Login screen in the Web Configurator.

1 Make sure you are using the correct IP address.
e The default IP address is 192.168.212.1 (router mode).
* If you changed the IP address, use the new IP address.
¢ |f you changed the IP address and have forgotten it, see the troubleshooting suggestions for | don’t
know the IP address of my NBG6615.

2 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide.

3 Make sure your Internet browser does not block pop-up windows and has JavaScript and Java
enabled. See Appendix B on page 148.

4  Make sure your computer is in the same subnet as the NBG6615. (If you know that there are routers
between your computer and the NBG6615, skip this step.)

« If there is a DHCP server on your network, make sure your computer is using a dynamic IP address.

¢ |f there is no DHCP server on your network, make sure your computer’s IP address is in the same
subnet as the NBG6615.

5 Reset the device to its factory defaults, and fry to access the NBG6615 with the default IP address.
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6 If the problem continues, contact the network administrator or vendor, or try one of the advanced
suggestions.

Advanced Suggestions

¢ |f your computer is connected to the WAN port or is connected wirelessly, use a computer that is
connected to a LAN/ETHERNET port.

| can see the Login screen, but | cannot log in to the NBG6615.

1 Make sure you have entered the password correctly. The default username is admin and default
password is 1234. This field is case-sensitive, so make sure [Caps Lock] is not on.

2 This can happen when you fail fo log out properly from your last session. Try logging in again after 5
minutes.

3 Disconnect and re-connect the power adapter or cord to the NBG6615.

4  If this does not work, you have to reset the device to its factory defaults. See Section 23.4 on page 137.

23.3 Internet Access

| cannot access the Internet.

1 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide.

2 Make sure you entered your ISP account information correctly in the wizard. These fields are case-
sensitive, so make sure [Caps Lock] is not on.

3 Ifyou are trying to access the Internet wirelessly, make sure the wireless settings in the wireless client are
the same as the settings in the AP.

4 Disconnect all the cables from your device, and follow the directions in the Quick Start Guide again.
5 Go to Maintenance > Sys OP Mode > General. Check your System Operation Mode setting.

6 If the problem continues, contact your ISP.

| cannot access the Internet anymore. | had access to the Internet (with the NBGé6615), but my
Internet connection is not available anymore.
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1 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide and Section 1.3 on page 13.

2 Rebootthe NBG6615.

3 If the problem continues, contact your ISP.

The Internet connection is slow or intermittent.

1 There might be a lot of traffic on the network. Look at the LEDs, and check Section 1.3 on page 13. If the
NBG6615 is sending or receiving a lot of information, fry closing some programs that use the Internet,
especially peer-to-peer applications.

2 Checkthesignal strength. If the signal strength is low, fry moving the NBGé6615 closer to the AP if possible,
and look around to see if there are any devices that might be interfering with the wireless network (for
example, microwaves, other wireless networks, and so on).

3 Reboot the NBG6615.

4 If the problem continues, contact the network administrator or vendor, or try one of the advanced
suggestions.

23.4 Resetting the NBG6615 to Its Factory Defaults

If you reset the NBG6615, you lose all of the changes you have made. The NBG6615 re-loads its default
settings, and the username/password resets fo admin/1234. You have to make all of your changes
again.

You will lose all of your changes when you push the WPS/RESET button.

To reset the NBG6615,

1 Make sure the power LED is on.

2 Press the WPS button for longer than 10 second to reboot and restore factory-default configurations on
the NBG6615.

If the NBG6615 restarts automatically, wait for the NBG6615 to finish restarting, and log in to the Web
Configurator. The username is admin and password is 1234.

If the NBG6615 does not restart automatically, disconnect and reconnect the NBG6615's power. Then,
follow the directions above again.
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23.5 Wireless Problems

| cannot access the NBG6615 or ping any computer from the WLAN.

1 Make sure the wireless LAN is enabled on the NBG6615.
2 Make sure the wireless adapter on the wireless station is working properly.

3 Make sure the wireless adapter installed on your computer is IEEE 802.11 compatible and supports the
same wireless standard as the NBG6615.

4  Make sure your computer (with a wireless adapter installed) is within the fransmission range of the
NBG6615.

5 Check that both the NBG6615 and your wireless station are using the same wireless and wireless security
settings.

6 Make sure fraffic between the WLAN and the LAN is not blocked by the firewall on the NBG6615.

7  Make sure you allow the NBG6615 to be remotely accessed through the WLAN interface. Check your
remote management settings.

e See Chapter 6 Wireless LAN for more information.

| cannot access the Web Configurator after | switched to a non-router mode.

When you change from router mode to a non-router mode, you must manually give your computer an
IP address in the range between 192.168.1.3 and 192.168.1.254 as non-router mode has no LAN DHCP
server.

Refer to Appendix C on page 157 for instructions on how to change your computer’s IP address.
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APPENDIX A
IP Addresses and Subnetting

This appendix infroduces IP addresses and subnet masks.

IP addresses identify individual devices on a network. Every networking device (including computers,
servers, routers, printers, etc.) needs an IP address to communicate across the network. These
networking devices are also known as hosts.

Subnet masks determine the maximum number of possible hosts on a network. You can also use subnet
masks to divide one network info multiple sub-networks.

Introduction to IP Addresses

One part of the IP address is the network number, and the other part is the host ID. In the same way that
houses on a street share a common street name, the hosts on a network share a common network
number. Similarly, as each house has its own house number, each host on the network has its own
unique identifying number - the host ID. Routers use the network number to send packets to the correct
network, while the host ID determines to which host on the network the packets are delivered.

Structure
An IP address is made up of four parts, written in dofted decimal notation (for example, 192.168.1.1).
Each of these four parts is known as an octet. An octet is an eight-digit binary number (for example
11000000, which is 192 in decimal notation).

Therefore, each octet has a possible range of 00000000 to 11111111 in binary, or 0 to 255 in decimal.

The following figure shows an example IP address in which the first three octets (192.168.1) are the
network number, and the fourth octet (16) is the host ID.

Figure 98 Network Number and Host ID
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How much of the IP address is the network number and how much is the host ID varies according to the
subnet mask.

Subnet Masks

A subnet mask is used to determine which bits are part of the network number, and which bits are part
of the host ID (using a logical AND operation). The term “subnet” is short for “sub-network.”

A subnet mask has 32 bits. If a bit in the subnet mask is a “1"” then the corresponding bit in the IP address
is part of the network number. If a bit in the subnet mask is “0” then the corresponding bit in the IP
address is part of the host ID.

The following example shows a subnet mask identifying the network number (in bold text) and host ID of
an IP address (192.168.1.2 in decimal).

Table 50 IP Address Network Number and Host ID Example

1ST OCTET: | 2ND OCTET: | 3RD OCTET: | 4TH OCTET
(192) (168) €Y @)
IP Address (Binary) 11000000 10101000 00000001 00000010
Subnet Mask (Binary) 11111111 11111111 11111111 00000000
Network Number 11000000 10101000 00000001
Host ID 00000010

By convention, subnet masks always consist of a continuous sequence of ones beginning from the
leftmost bit of the mask, followed by a continuous sequence of zeros, for a total number of 32 bits.

Subnet masks can be referred to by the size of the network number part (the bits with a *1" value). For
example, an “8-bit mask” means that the first 8 bits of the mask are ones and the remaining 24 bits are
zeroes.

Subnet masks are expressed in dofted decimal notation just like IP addresses. The following examples
show the binary and decimal notation for 8-bit, 16-bit, 24-bit and 29-bit subnet masks.

Table 51 Subnet Masks

BINARY
DECIMAL
1ST OCTET | 2ND OCTET | 3RD OCTET | 4TH OCTET
8-bit mask 11111111 00000000 00000000 00000000 255.0.0.0
16-bit mask 11111111 [RRRRRRN 00000000 00000000 255.255.0.0
24-bit mask 11111111 IRRRRRRN 11111111 00000000 255.255.255.0
29-bit mask 11111111 [RRRRRRN 11111111 11111000 255.255.255.248

Network Size

The size of the network number determines the maximum number of possible hosts you can have on
your network. The larger the number of network number bits, the smaller the number of remaining host ID
bits.

An IP address with host IDs of all zeros is the IP address of the network (192.168.1.0 with a 24-bit subnet
mask, for example). An IP address with host IDs of all ones is the broadcast address for that network
(192.168.1.255 with a 24-bit subnet mask, for example).
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As these two IP addresses cannot be used for individual hosts, calculate the maximum number of

possible hosts in a network as follows:

Table 52 Maximum Host Numbers

SUBNET MASK HOST ID SIZE MAXIMUM NUMBER OF HOSTS
8 bits 255.0.0.0 24 bits 2%4_2 16777214

16 bits | 255.255.0.0 16 bits 2162 65534

24 bits | 255.255.255.0 8 bits 282 254

29 bits | 255.255.255.248 3 bits 2%-2 6

You can use subnetting fo divide one network into multiple sub-networks. In the following example a

Notation
Since the mask is always a continuous number of ones beginning from the left, followed by a continuous
number of zeros for the remainder of the 32 bit mask, you can simply specify the number of ones instead
of writing the value of each octet. This is usually specified by writing a “/" followed by the number of bits
in the mask after the address.
For example, 192.1.1.0 /25 is equivalent to saying 192.1.1.0 with subnet mask 255.255.255.128.
The following table shows some possible subnet masks using both notations.
Table 53 Alternative Subnet Mask Notation
ALTERNATIVE LAST OCTET LAST OCTET
SLENED Lals § NOTATION (BINARY) (DECIMAL)
255.255.255.0 /24 0000 0000 0
255.255.255.128 /25 1000 0000 128
255.255.255.192 /26 1100 0000 192
255.255.255.224 127 1110 0000 224
255.255.255.240 /28 1111 0000 240
255.255.255.248 /29 1111 1000 248
255.255.255.252 /30 11111100 252
Subnetting

network administrator creates two sub-networks to isolate a group of servers from the rest of the

company network for security reasons.

In this example, the company network address is 192.168.1.0. The first three octets of the address

(192.168.1) are the network number, and the remaining octet is the host ID, allowing a maximum of 28 -

2 or 254 possible hosts.

The following figure shows the company network before subnetting.
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Figure 99 Subnetting Example: Before Subnetting
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You can “borrow” one of the host ID bits to divide the network 192.168.1.0 into two separate sub-
networks. The subnet mask is now 25 bits (255.255.255.128 or /25).

The "borrowed” host ID bit can have a value of either 0 or 1, allowing two subnets; 192.168.1.0 /25 and
192.168.1.128 /25.

The following figure shows the company network after subnetting. There are now two sub-networks, A
and B.

Figure 100 Subnetting Example: After Subnetting
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In a 25-bit subnet the host ID has 7 bits, so each sub-network has a maximum of 27 - 2 or 126 possible
hosts (a host ID of all zeroes is the subnet’s address itself, all ones is the subnet’s broadcast address).
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192.168.1.0 with mask 255.255.255.128 is subnet A itself, and 192.168.1.127 with mask 255.255.255.128 is its
broadcast address. Therefore, the lowest IP address that can be assigned to an actual host for subnet A
is 192.168.1.1 and the highestis 192.168.1.126.

Similarly, the host ID range for subnet Bis 192.168.1.129 to 192.168.1.254.

Example: Four Subnets

The previous example illustrated using a 25-bit subnet mask to divide a 24-bit address into two subnets.
Similarly, to divide a 24-bit address into four subnets, you need to "borrow” two host ID bits to give four
possible combinations (00, 01, 10 and 11). The subnet mask is 26 bits
(TT1T1111.11111111.11111111.21000000) or 255.255.255.192.

Each subnet contains 6 host ID bits, giving 26 - 2 or 62 hosts for each subnet (a host ID of all zeroes is the
subnet itself, all ones is the subnet’s broadcast address).

Table 54 Subnet 1

IP/SUBNET MASK NETWORK NUMBER LAST OCTET BIT VALUE
IP Address (Decimal) 192.168.1. 0
IP Address (Binary) 11000000.10101000.00000001. 00000000
Subnet Mask (Binary) (RRRRRER RN RERRRRRRE 11000000
Subnet Address: 192.168.1.0 | Lowest Host ID: 192.168.1.1
Broadcast Address: Highest Host ID: 192.168.1.62
192.168.1.63

Table 55 Subnet 2
IP/SUBNET MASK NETWORK NUMBER Ao CTET BT
IP Address 192.168.1. 64
IP Address (Binary) 11000000.10101000.00000001. 01000000
Subnet Mask (Binary) (RRRRRRR AR RRRRRERRRRARE 11000000
Subnet Address: 192.168.1.64 | Lowest Host ID: 192.168.1.65
Broadcast Address: Highest Host ID: 192.168.1.126
192.168.1.127

Table 56 Subnet 3
IP/SUBNET MASK NETWORK NUMBER Lo CTET Bl
IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. 10000000
Subnet Mask (Binary) (RRRRRER RN RERRRRRRN 11000000
Subnet Address: Lowest Host ID: 192.168.1.129
192.168.1.128
Broadcast Address: Highest Host ID: 192.168.1.190
192.168.1.191

Table 57 Subnet 4
IP/SUBNET MASK NETWORK NUMBER LAST OCTET BIT VALUE
IP Address 192.168.1. 192
IP Address (Binary) 11000000.10101000.00000001. 11000000
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Table 57 Subnet 4 (continued)

IP/SUBNET MASK NETWORK NUMBER LAST OCTET BIT VALUE
Subnet Mask (Binary) (RRRRRRRNERRRRRRNERRRRRRN 11000000

Subnet Address: Lowest Host ID: 192.168.1.193

192.168.1.192

Broadcast Address: Highest Host ID: 192.168.1.254

192.168.1.255

Example: Eight Subnets
Similarly, use a 27-bit mask fo create eight subnets (000, 001, 010, 011, 100, 101, 110 and 111).

The following table shows IP address last octet values for each subnet.

Table 58 Eight Subnets

SUBNET SUBNET ADDRESS | FIRST ADDRESS LAST ADDRESS | BRORDCAST
] 0 ] 30 31

2 32 3 62 63

3 64 65 94 95

4 96 97 126 127

5 128 129 158 159

6 160 161 190 191

7 192 193 222 223

8 224 225 254 255

Subnet Planning

The following table is a summary for subnet planning on a network with a 24-bit network number.

Table 59 24-bit Network Number Subnet Planning

N7 e ROWED? SUBNET MASK NO. SUBNETS [ § O HOSTS PER
] 255.255.255.128 (/25) 2 126

2 255.255255.192 (/26) 4 62

3 255.255.255.224 (/27) 8 30

4 255.255.255.240 (/28) 16 14

5 255.255.255.248 (/29) 2 6

6 255.255.255.252 (/30) 64 2

7 255.255.255.254 (/31) 128 ]

The following table is a summary for subnet planning on a network with a 16-bit network number.

Table 60 16-bit Network Number Subnet Planning

NO. “BORROWED” NO. HOSTS PER
L SUBNET MASK NO. SUBNETS e

1 255.255.128.0 (/17) 2 32766

2 255.255.192.0 (/18) 4 16382
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Table 60 16-bit Network Number Subnet Planning (continued)

N SaROWED SUBNET MASK NO. SUBNETS | 5 i2STS PER
3 255.255.224.0 (/19) 8 8190
4 255.255.240.0 (/20) 16 4094
5 255.255.248.0 (/21) 2 2046
6 255.255.252.0 (/22) 64 1022
7 255.255.254.0 (/23) 128 510
8 255.255.255.0 (/24) 256 254
9 255.255.255.128 (/25) 512 126
10 255.255.255.192 (/26) 1024 62

N 255.255.255.224 (/27) 2048 30
12 255.255.255.240 (/28) 4096 14
13 255.255.255.248 (/29) 8192 6

14 255.255.255.252 (/30) 16384 2

15 255.255.255.254 (/31) 32768 ]

Configuring IP Addresses

Where you obtain your network number depends on your particular situation. If the ISP or your network
administrator assigns you a block of registered IP addresses, follow their instructions in selecting the IP
addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. If this is
the case, it is recommended that you select a network number from 192.168.0.0 to 192.168.255.0. The
Internet Assigned Number Authority (IANA) reserved this block of addresses specifically for private use;
please do not use any other number unless you are told otherwise. You must also enable Network
Address Translation (NAT) on the NBG6615.

Once you have decided on the network number, pick an IP address for your NBG6615 that is easy to
remember (for instance, 192.168.1.1) but make sure that no other device on your network is using that IP
address.

The subnet mask specifies the network number portion of an IP address. Your NBGé615 will compute the
subnet mask automatically based on the IP address that you entered. You don't need to change the
subnet mask computed by the NBG6615 unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the
Internet (running only between two branch offices, for example) you can assign any IP addresses to the
hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved the
following three blocks of IP addresses specifically for private networks:

* 10.0.0.0 —10.255.255.255
* 172.16.0.0 — 172.31.255.255
* 192.168.0.0 — 192.168.255.255
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You can obtain your IP address from the IANA, from an ISP, or it can be assigned from a private network.
If you belong to a small organization and your Internet access is through an ISP, the ISP can provide you
with the Infernet addresses for your local networks. On the other hand, if you are part of a much larger
organization, you should consult your network administrator for the appropriate IP addresses.

Regardless of your particular situation, do not create an arbitrary IP address; always follow the guidelines
above. For more information on address assignment, please refer fo RFC 1597, Address Allocation for
Private Internets and RFC 1466, Guidelines for Management of IP Address Space.

IP Address Conflicts

Each device on a network must have a unigque IP address. Devices with duplicate IP addresses on the
same network will not be able to access the Internet or other resources. The devices may also be
unreachable through the network.

Conflicting Computer IP Addresses Example

More than one device can not use the same IP address. In the following example computer A has a
static (or fixed) IP address that is the same as the IP address that a DHCP server assigns to computer B
which is a DHCP client. Neither can access the Internet. This problem can be solved by assigning a
different static IP address fo computer A or setting computer A to obtain an IP address automatically.

Figure 101 Conflicting Computer IP Addresses Example
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Conflicting Router IP Addresses Example

Since a router connects different networks, it must have interfaces using different network numbers. For
example, if a router is set between a LAN and the Internet (WAN), the router’s LAN and WAN addresses
must be on different subnets. In the following example, the LAN and WAN are on the same subnet. The
LAN computers cannot access the Internet because the router cannot route between networks.
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Figure 102 Conflicting Router IP Addresses Example
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Conflicting Computer and Router IP Addresses Example

More than one device can not use the same IP address. In the following example, the computer and
the router’s LAN port both use 192.168.1.1 as the IP address. The computer cannot access the Internet.
This problem can be solved by assigning a different IP address to the computer or the router’s LAN port.

Figure 103 Conflicting Computer and Router IP Addresses Example
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APPENDIX B
Pop-up Windows, JavasScripts and
Java Permissions

In order to use the Web Configurator you need to allow:

¢ Web browser pop-up windows from your device.
* JavaScripts (enabled by default).

* Java permissions (enabled by default).

Note: The screens used below belong to Internet Explorer version 6, 7 and 8. Screens for other
Internet Explorer versions may vary.

Internet Explorer Pop-up Blockers
You may have fo disable pop-up blocking to log into your device.

Either disable pop-up blocking (enabled by default in Windows XP SP (Service Pack) 2) or allow pop-up
blocking and create an exception for your device's IP address.

Disable Pop-up Blockers

1 InInternet Explorer, select Tools, Pop-up Blocker and then select Turn Off Pop-up Blocker.
Figure 104 Pop-up Blocker

Mail and News (|

Pop-up Blocker
Manage Add-ons... Bop-up Blocker Sekting
Synchronize. ..
Windows Update

Windows Messenger

Inkternet Options. ..

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in the Privacy tab.

1 InlInternet Explorer, select Tools, Internet Options, Privacy.

Clear the Block pop-ups check box in the Pop-up Blocker section of the screen. This disables any web
pop-up blockers you may have enabled.
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Figure 105 Infernet Options: Privacy

Internet Options

General | Security Privacy | Content | Connections | Programs | Advanced
Settings
e Mowe the slider to select a privacy getting for the [nternet
B zone
Medium
- Blocks third-party cookies that do not have a compact
privacy policy
| - Blocks third-party cockies that uze personally identifiable
L information without wour implicit conzent
- Restricts first-party cookies that uze perzonally identifiable
information without implicit conzent
l Sites... l [ Import. .. ] [ Adwvanced...
Pop-up Blocker
@ Frevent most pop-up windows from appearing.
(] Block pop-ups
I 0k l [ Cancel ] l Apply J

3 Click Apply to save this setting.

Enable Pop-up Blockers with Exceptions

Alternatively, if you only want to allow pop-up windows from your device, see the following steps.

1 InInternet Explorer, select Tools, Internet Options and then the Privacy tab.

2 Select Settings...to open the Pop-up Blocker Settings screen.
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Figure 106

Internet Options: Privacy
Internet Options
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3 Type the IP address of your device (the web page that you do not want to have blocked) with the prefix
“http://". For example, http://192.168.167.1.
4  Click Add to move the IP address to the list of Allowed sites.

Figure 107 Pop-up Blocker Seftings
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5 Click Close fo return to the Privacy screen.

6 Click Apply to save this setfing.

JavasScripts

If pages of the Web Configurator do not display properly in Internet Explorer, check that JavaScripts are
allowed.

1 InInternet Explorer, click Tools, Internet Options and then the Security tab.

Figure 108 Internet Opftions: Security

General Security |F'rivac:y| Cnnlentl Eonnectinnsl F'rogramsl Advancedl

Select a'web content zone to specify itz securnty zettings.

® =& 0 @

Interret Local intranet  Trusted sites Restricted
sites

Internet
Thiz zone containg all \Web sites you ey |
haven't placed in other zones

r— Security level for thiz zone
Mowve the slider ta set the security level for this zone.
= l - Medium
- S afe browszing and sl functional
- Prampts before downloading patentially unzafe content

- Ungigned Activer controlz will not be downloaded
- - - Appropriate for most Internet sites

( Custom Level... i > Default Leyvel |

ok | Cancel | e[l |

2 Click the Custom Level... button.

3 Scroll down to Scripting.

4 Under Active scripting make sure that Enable is selected (the default).

5 Under Scripting of Java applets make sure that Enable is selected (the default).

6 Click OK to close the window.
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Figure 109 Security Settings - Java Scripting

Security Settings e il ﬂ
Sethings:
Scripking d
Ackive scripting

Allow paste operations via script
) Disable
(® Enable
O Prompt

acripting of Java applets

) Disable J
{® Enable
O Prompt
T T VO Y Sy =
4| | 3

—Reset custom setkings

Reset b IMedium ﬂ Reset |

Java Permissions

1 From Internet Explorer, click Tools, Internet Options and then the Security tab.
2 Click the Custom Level... button.

3 Scroll down to Microsoft VM.

4 Under Java permissions make sure that a safety level is selected.

5 Click OK to close the window.
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Figure 110 Security Setfings - Java
Security Settings 21x|

Settings:

O Disable ;I
() Enable

@ Font download
O Disable
{® Enable J
O Prompt

E:. IMicrosoft Wi

|:§3 Java permissions

O Custom

{®) High safety
O Low safety

—Reset custom settings

Reset to: IMedium j Reset |

JAVA (Sun)

1 From Internet Explorer, click Tools, Internet Options and then the Advanced tab.
2 Make sure that Use Java 2 for <applet> under Java (Sun) is selected.

3 Click OK to close the window.

Figure 111 Java (Sun)
Internet Options ; llil

Generall Securityl F'rivacyl Eontentl Connections | Programs  Advanced

Settings:

O Use inline AutaComplete -]
[0 Use Passive FTP [for firewall and D5L modem compatibility]

Use smoath scralling

W] HTTP 1.1 sattings

Uze HTTP 1.1

[0 Use HTTP 1.1 through prowy connections

f.;é Java [Sun
¥ Usedava 2 +1.41_07 for <applet@
|:§3 Micros ot i

O Java console enabled [requires restart]

O Java logging enabled

JIT compiler for virtual machine enabled [requires restart)
8 Multimedia

O Always show Intermet Explorer (5.0 or later] R adio toolbar
[0 Don't display online media content in the media bar

Enable Automatic Image Resizing _ILI
»

l |

Bestore Defaults |
QK I Cancel | Apply |
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Mozilla Firefox

Morzilla Firefox 2.0 screens are used here. Screens for other versions may vary slightly. The steps below
apply to Mozilla Firefox 3.0 as well.

You can enable Java, Javascripts and pop-ups in one screen. Click Tools, then click Options in the
screen that appears.

Figure 112 Mozilla Firefox: TOOLS > Options
Help

web Search Chrl4k

Dovanloads Chrl42
Add-ons

web Developer 4
Errar Console

Adblock Plus. ., Chrl4shift+a
Page Info

% FireFTR
Clear Private Data... Crl+Shift+Del
' Tab Mix Plus Cptions

71 Session Manager 4

Click Content to show the screen below. Select the check boxes as shown in the following screen.

Figure 113 Moirzilla Firefox Content Security

AL ';_I I:l e

Feeds  Privacy  Security  Advanced

-
Tain Tabs

/ﬁ’{glock pop-Up wWindows Exceptions...
¥ Load images automatically Exreptions. ..
¥ Enable JavaScript Advanced. .,

\F Enable Java

- Fonts & Colors

Default font: | Times Mew Rarnan j Sizes |16 Vl Advanced..,

Colars...

« File Types

Configure how Firefox handles certain bypes of files Manage...

L

[0 4 I Cancel Help
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Opera

Opera 10 screens are used here. Screens for other versions may vary slightly.

Allowing Pop-Ups

From Opera, click Tools, then Preferences. In the General fab, go to Choose how you prefer to handle
pop-ups and select Open all pop-ups.

Figure 114 Opera: Allowing Pop-Ups
|

General |Forms| Searchl Weh Pagesl Advancedl

Opera can start with your Favorite Web pages or continue From last time

Startup |C0ntinue From last time j

Home page |http:,|’,|’p0rtal.opera.com Use Current |

Choose how you prefer to handle pop-ups

Pop-ups

Block unwanted pop-ups
Block all pop-ups

Select vour preferred language for Opera and Web pages

Language |English {Us) [en-Us] j Details. .. |

| OF I Cancel | Help |

Enabling Java

From Opera, click Tools, then Preferences. In the Advanced tab, select Content from the left-side menu.
Select the check boxes as shown in the following screen.
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Figure 115 Opera: Enabling Java

L T =
Generall Formsl Searchl ‘Web Pag
Tabs Enable animated images
Browsing )
Notifications Enable sound in Web pages
<: : Enable JavaScript | ﬁavaScript Options.ﬁl
Fonts Enable plug-ins
Downloads
Programs
Histary .
Skyle Options. ..
Cookies |
Security
Metwark Content settings can be adapted ko each site
Toolbars Manage Site Preferences. .. |
Shortouts
) Blocked Content... |
Waice

OF | Cancel | Help |

To customize JavaScript behavior in the Opera browser, click JavaScript Options.

Figure 116 Opera: JavaScript Opfions
x

v\ Allow resizing of windows

Allove moving of windows
Bllow raising of windows

Bllove lowering of windows

Bllow scripts bo detect context menu events

fllow script to hide address bar

v
r
r
¥ Bllow changing of status field
v
v
r

Open console on error

ser Javascript Folder

I Choose. .. |
Ok I Cancel |

Select the items you want Opera’s JavaScript to apply.
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APPENDIX C

Setting Up Your Computer’s IP
Address

Note: Your specific NBG6615 may not support all of the operating systems described in this

appendix. See the product specifications for more information about which operating
systems are supported.

This appendix shows you how to configure the IP settings on your computer in order for it fo be able to
communicate with the other devices on your network. Windows Vista/XP/2000, Mac OS 9/0S X, and alll
versions of UNIX/LINUX include the software components you need to use TCP/IP on your computer.

If you manually assign IP information instead of using a dynamic IP, make sure that your network’s
computers have IP addresses that place them in the same subnet.

In this appendix, you can set up an IP address for:

e Windows XP/NT/2000 on page 157

* Windows Vista on page 160

¢ Windows 7 on page 163

* Mac OS X: 10.3 and 10.4 on page 168

* Mac OS X: 10.5 and 10.6 on page 171

¢ Linux: Ubuntu 8 (GNOME) on page 174
e Linux: openSUSE 10.3 (KDE) on page 178

Windows XP/NT/2000

The following example uses the default Windows XP display theme but can also apply to Windows 2000
and Windows NT.

1 Click Start > Control Panel.

NBG6615's User's Guide
157



Appendix C Sefting Up Your Computer’s IP Address

& Internet Explorer ') My Documents
L'%] Outlook Express
5 My Recent Documents #
Y Paint &
‘.) My Pictures
# Files and Settings TransFer W...
- 2
B Command Prompt (2 T Hsic

Acrobat Reader 4.0
& Tour Windows 5P

My Computer

@ \indows Movie Maker E Control Panel
) Printers and Faxes
9) Help and Support
’:) Search
All Programs b E Rur....

4 stant 1§ untitled - Paint

2 Inthe Control Panel, click the Network Connections icon.

B Control Panel

File Edit Miew Fawvorites  Tools  Help

e - EE 1/‘_.W]Search H.- Falders '

E:"" Control Panel S

A ddd Hardware
E} Switch ko Category Yiew

See Also
Game
Controllers

& windows Update

3

Disable
Status
Repair

EBridge Connections

Create Shortout

Deleke

Rename

Properties

4  On the General tab, select Internet Protocol (TCP/IP) and then click Properties.
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- Local Area Connection Properties

General | duthentication | Advanced

Connect using:

B8 Accton EM12070-T PCl Fast Ethemnet Adapter

Thiz connection uges the following iterms:

g Client for Microsoft Metworks
Q File: and Printer Sharing far Microzoft M etworks

ﬂCDIlCLiI

[TCPAP]

Intermet Pro

Install... ‘ Properties
Description

Transmizzion Control Protocol/ntermet Protocol. The default
wide area netwark. protocol that provides communication
acrozs diverse interconnected networks.

[] Show icon in natification area when connected

[ ok, ] [ Cancel

5 The Internet Protocol TCP/IP Properties window opens.
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

'ou can get P settings aszigned automatically if pour network, zupports
thiz capability. Othenwize, you need to azk pour nebwork, adminiztrator for
the appropriate 1P zettings.

(%) Obtain an IP address automaticallp
() Use the following IP address:

(%) Obtain OMS zerver address automatically
() Use the following DMS server addresses:

[ 1] H Cancel ]

Select Obtain an IP address automatically if your network administrator or ISP assigns your IP address
dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default gateway fields if
you have a static IP address that was assigned to you by your network administrator or ISP. You may also
have to enter a Preferred DNS server and an Alternate DNS server, if that information was provided.

Click OK to close the Internet Protocol (TCP/IP) Properties window.

Click OK to close the Local Area Connection Properties window.

Verifying Settings

Click Start > All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a network connection, click
Status and then click the Support tab to view your IP address and connection information.

Windows Vista

This section shows screens from Windows Vista Professional.
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Click Start > Control Panel.

O' Dr.eye 7.0 Profeszional

ez
Eﬂ Wedia Player Clazsic

All Programs

In the Control Panel, click the Network and Internet icon.

i@

%v@ » Control Panel » '_| * | || i |

File Edit Wiew Tools Help

+ Control Panel Home

i e System and Maintenance User Accounts
LS fasd \ Get started with Windows @ Change account type

Back up your computer

; / Appearance and
Security w PPP nalizatior
Check for updates S Eaing

Change desktop background
Change the color scheme

@ Allow a program through Windows
Firewall ; ;
Adjust screen resclution

Metwork and Internet s

et T b e ; Clock, Language, and Region

View network status and tasks = Change keyboards or other input
methods

Set up file sharing

Change display language

Click the Network and Sharing Center icon.

i@

m.ﬁj » Control Panel » Network and Internet » 5 | + | | Search
File

Edit ¥iew Tools Help

Control Panel Home i I
Network and Sharing Center
System and Maintenance =S = nnect to a network

S nclirity View network computers and devices Add a device to the network | Set up file sharing
i=

Metworic and Tatesnet %' Internet Options
4=

Hardware and Sound

Connectto theInternet | Change your homepage | Manage browser add-ons
Programs Delete browsing history and cookies

Click Manage network connections.

i@

m.“‘: <« Network and Internet » MNetwork and Sharing Center v.| 4 | |—

File Edit W¥iew Tools Help

Tasks :
o Network and Sharing Center
View computers and devices
Connect to a network
Set up A Fonmactian ar network 'I*J G
| | —3— & ‘
Manage network connections s
TWPCea111 Internet

Diagnose ana repair (This computer}

_l‘:.n Not connected

Right-click Local Area Connection and then select Properties.
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LAM ar High—%mnsd.fnt.-.m.-_+ i B}
= Local Collapse group Left Arrow
E! Comne

o Metud Expand all zroups
¥ G Inie - S

Collapse all groups

Dizahle
Status

Diagnose
Bridge Connections

Create Shortcut
Tlelete

Remame

‘~ Propeities

Note: During this procedure, click Continue whenever Windows displays a screen saying that
it needs your permission fo confinue.

6 Select Internet Protocol Version 4 (TCP/IPv4) and then select Properties.

& Local Area Connection Properties ==

Metwarking |

Connect ugsing:

I_TI"' IntellR] PROA1000 MT Deskiop Connection

Thiz connection uzes the following items:

B Clignt for Microsoft Mebworks
.@ Metwork. Manitor2 Driver
.@ File and Printer Sharing for Microsoft Metworks
e ; oAb

<t Link-Layer Topalogy Cizcoveny kMapper [0 Driver
b Link-Layer Topology Dizcovery Besponder

R T T
[ Install... U riiriztall 4

Dezcription

Tranzmizzion Control Protocald/nternet Protocal. The default
vide area network, protocol that provides communication
acrogs diverse interconnected networks.

[ OF ] I Catzel

7 The Internet Protocol Version 4 (TCP/IPv4) Properties window opens.
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9

e

Internet Frotocol Version 4 (TCP/IPv4) Froperties @

zeneral I_.ﬁ.-l-ternate Configurakion |

You can get IP settings assigned automatically if your network, supports
this capability . Ctherwise, vou need to ask your network administrator
for the appropriate IP settings,

i@ Obtain an IP address automatically

1 Use the following IP address:

i@ Obtain DMNS server address automatically

{1 Use the Following DS server addresses:

Advanced, ..

[ ok H Cancel ]

Select Obtain an IP address automatically if your network administrator or ISP assigns your IP address
dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default gateway fields if

you have a static IP address that was assigned to you by your network administrator or ISP. You may also
have to enter a Preferred DNS server and an Alternate DNS server, if that information was provided.Click
Advanced.

Click OK to close the Internet Protocol (TCP/IP) Properties window.

10 Click OK to close the Local Area Connection Properties window.

Verifying Settings

1 Click Start > All Programs > Accessories > Command Prompt.
2 Inthe Command Prompt window, type "ipconfig" and then press [ENTER].
You can also go to Start > Control Panel > Network Connections, right-click a network connection, click
Status and then click the Support tab to view your IP address and connection information.
Windows 7

This section shows screens from Windows 7 Enterprise.
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1 Click Start > Control Panel.

% Snipping Tool

Calculator

Computer

Control Panel
1‘ KPS Viewer
é?‘f Windows Fax and Scan

@I' Magnifier

b Al Programs

Devices and Printers

Default Programs

Help and Support

P NEEEDG
= O

2 Inthe Control Panel, click View network status and tasks under the Network and Internet category.

E v Control Panel »

- | 45 | | |$earch Controf

Adjust your computer's settings View by: Category =

System and Security
Review your computer's status
Back up your computer

Find and fix problems

User Accounts and Family Safety
'@' Add or remove user accounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

- & homegroup and sharing options

, / Hardware and Sound
View devices and printers

Clock, Language, and Region
Change keyboards or other input methods

Add a device Change display language

=7  Programs Vo1 3
h b | Uninstall a program l\\J

3 Click Change adapter settings.

Ease of Access
Let Windows suggest settings
Optimize visual display

@vpﬁ v Control Panel » Metwork and Internet » MNetwork and Sharing Center v|¢,.|

Control Panel Home . . . . .
View your basic network information and set up connections

( Change adapter settings

Manage wireless networks /

Change advanced sharing
settings

A
TW-PC
(This computer)

Wiew your active networks

t& ZyXEL.com
- Work network

o

ZyxEL.com

0 See full map
Internet

Connect or disconnect

Internet

Connections: [ Local Arez Connection

Access type:

Double click Local Area Connection and then select Properties.
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@uv“.:' v Control Panel » Metwork and Internet » Network Connections »

Organize » Disable this network device Diagnose this connection Rename this
L_"- Local Area Connecticn L_"- Wireless Metwork Connection
S _ Unidentified network S o ZyXEL_RT3062_AP1 4
@7 Broadcom Netiitreme Gigabit Eth... dim 802.11n Wireless USB Adapter
',‘-5 Local Area Connection Status @
General
Connection
IPv4 Connectivity: Mo network access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:04:36
Speed: 100.0 Mbps

Activity
Sent L\,! Received
e
Packets: 432 g
[ '&'Properﬁes J) '&'Disable ] [ Diagnose ]

Close

Note: During this procedure, click Continue whenever Windows displays a screen saying that
it needs your permission to contfinue.

5 Select Internet Protocol Version 4 (TCP/IPv4) and then select Properties.
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Lo

[E] Lecal Area Connecticn Properties

Metworlding | Sharing

Connect using:

LF Broadcom MetXreme Gigabit Ethemat

This connection uses the following items:

U8 Cliert for Microsoft Netwarks
1 005 Packet Scheduler
E_,l File and Printer Sharing for Microsoft Networs

i |ink-Layer Topology Discoveny Mapper 150 Driver
wia |irk-Layer Topology Discovery Responder

[ Install... ] Uninstall G Froperies
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || cancel

6 The Internet Protocol Version 4 (TCP/IPv4) Properties window opens.
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Internet Protocol Version 4 (TCP/IPw} Properties @

General

You can get IP settings assigned automatically if your network supports
this capahility, Otherwise, you need to ask vour network administrator
for the appropriate IP setfings,

() Cbtain an IP address automatically

i@ Use the following IP address:!

IF address: 192 . 168, 1 . 7
Subnet mask: 255,255 .25%. 0

Default gateway:

Obtain DNS server address automatically
i@ Use the following DNS server addresses:

Preferred DMNS server;

Alternate DMS server:

[] validate settings upon exit

[ K J[ Cancel ]

7 Select Obtain an IP address automatically if your network administrator or ISP assigns your IP address
dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default gateway fields if
you have a static IP address that was assigned to you by your network administrator or ISP. You may also
have to enter a Preferred DNS server and an Alternate DNS server, if that information was provided. Click
Advanced if you want to configure advanced seftings for IP, DNS and WINS.

8 Click OK to close the Internet Protocol (TCP/IP) Properties window.

9 Click OK to close the Local Area Connection Properties window.
Verifying Settings
1 Click Start > All Programs > Accessories > Command Prompt.

2 Inthe Command Prompt window, type "ipconfig" and then press [ENTER].

3 The IP settings are displayed as follows.
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a =101 x|

Mac OS X: 10.3 and 10.4

The screens in this section are from Mac OS X 10.4 but can also apply to 10.3.

1 Click Apple > System Preferences.

IC Finder File Edit Viey

About This Mac
Software Update,..
Mac OS5 X Software...

Dock X >
Location >

Recent Items >
Force Quit... D

Sleep
Restart...
Shut Down...

2 In the System Preferences window, click the Network icon.
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een System Preferences Y
[ 4 H Show All ] F‘Ql )
Personal
B2 B W = A o O
Appearance Dashboard & Desktop & International Security Spotlight
Exposé Screen Saver
Hardware
# il & o : ﬁ
O © = ¢ Y =
Bluetooth  CDs & DVDs Displays Energy Keyboard &  Print & Fax Sound

Saver Mouse

QuickTime Sharing

8K & @ § E @

Accounts Date & Time Software Speech Startup Disk Universal
Update Access

3  When the Network preferences pane opens, select Built-in Ethernet from the network connection type
list, and then click Configure.

eeo Network 2
[« =) [ ShowAll A ‘
Location: | Automatic m
Show: | Network Status m
©  Built-in Ethernet Buik-in Exthernet is currently active and has the IP address

10.0.1.2. You are connected to the Internet via Built-in Ethernet.

Internet Sharing is on and is using AirPort to share the
©  AirPort connection.

< ( Configure... ) Llosconnect.,,) ®
v

s
HJ' Click the lock to prevent further changes. Apply Now

4 For dynamically assigned settings, select Using DHCP from the Configure IPv4 list in the TCP/IP tab.
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-

88 n Network

Show All Q

Location: | Automatic )

Show: | Built-in Ethernet F¢]

{ TCP/IP- | PPPoE = AppleTalk | Proxies Ethernet '

\
< Configure IPv4: | Using DHCP 2 H-}

IP Address: 0.0.0.0 (" Renew DHCP Lease )
Subnet Mask: DHCP Client ID:
(If required)

Router:
DNS Servers:

Search Domains: (Optional)
IPv6 Address:

" Configure IPv6... ) ®
| s
[_ Click the lock to prevent further changes. (_ Assist me... B | (_ Apply Now )

5 For statically assigned settings, do the following:
¢ From the Configure IPv4 list, select Manually.
¢ In the IP Address field, type your IP address.
* In the Subnet Mask field, type your subnet mask.
* In the Router field, type the IP address of your device.

-

een Network

Show All Q

Location: | Automatic H']

Show: | Built-in Ethernet F:‘]

{TCP,’IP-\ PPPoE = AppleTalk = Proxies Ethernet

< Configure IPv4: | Manually s H.-]

IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Router: 0.0.0.0

DNS Servers:
Search Domains: (Optional)
IPv6 Address:
" Configure IPv6... @
4] . =
l;_ Click the lock to prevent further changes. |4 Assist me... ) 4 Apply Now 4

6 Click Apply Now and close the window.

Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and then selecting
the appropriate Network Interface from the Info tab.
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Figure 117 Mac OS X 10.4: Network Ufility
8eee Network Utility

f’ Info = Metstat  AppleTalk  Ping I Lookup  Traceroute = Whois T Finger  Port Scan !

Plea igterface for information
" Network Interface (en0) m
I

n - » Transfer Statistics

Hardware Address 00:16:cb:8b:50:2e Sent Packets 20607

IP Address(es) 118.169.44.203 Send Errors 0

Link Speed 100 Mb
Link Status Active

Vendor Marvell

Recv Packets 22626
Recv Errors 0

Collisions 0

Model Yukon Gigabit Adapter
BBEBOS3

Mac OS X: 10.5 and 10.6

The screens in this section are from Mac OS X 10.5 but can also apply to 10.6.

1 Click Apple > System Preferences.

WY Finder File Edit Viey

About This Mac
Software Update...
Mac OS X Software...

System Prefgrences...

UK b‘
Recent ltems [
Force Quit... NED
Sleep
Restart...

Shut Down...

2 In System Preferences, click the Network icon.
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Personal
= ®
Appearance Desktop &
Screen Saver
Hardware
o =
CDs & DVDs Displays

Mac
System
n G
Accounts Date & Time

Dock Exposé &
Spaces
() e
L ki
Energy Keyboard &
Saver Mouse
Q @
QuickTime Sharing

Parental
Controls

Software
Update

o

International

©

Security Spotlight

a

Sound

-

Print & Fax

&

Speech

@ @

e Machine  Universal
Access.

Startup Disk Tim

3  When the Network preferences pane opens, select Ethernet from the list of available connection types.
O et
Location: [Automatic H
Internal Modem () &
® o Connected %:} Status: Not Connected
The cable for Ethernet is connected, but
PPPoE <ﬁnn> your computer does not have an IP address.
Mot Connected
- Ethernet ; . g
T (D] Configure: f Using DHCP Hq
FireWire
Mot Connected =
™ ggPort 4’.;@
DNS Server: I
Search Domains: | |
802.1%: WPA: ZyXELO4
T l ®
Il
Click the lock to prevent further changes. ( Assist me... ) ( Revert ) ( Apply )
4  From the Configure list, select Using DHCP for dynamically assigned settings.
5 For statically assigned setftings, do the following:

* From the Configure list, select Manually.

¢ In the IP Address field, enter your IP address.
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¢ In the Subnet Mask field, enter your subnet mask.
¢ In the Router field, enter the IP address of your NBG6é615.

Location: [ Automatic H

e Internal Modem %&“'

Not Connected Status: Mot Connected

The cable for Ethernet is connected, but
PPPoE @n% your computer does not have an IP address.
Mot Connected

- Ethernet 2 :
S Configure: [ Manually M
FireWire % 4 IP Address: | 0.0.0.0 |
Not Connected = r 1
Subnet Mask: |
AirPort o
o Off v Router: |
DNS Server: !
Search Domains: I
B02.1X: WPA: ZyXELO4
T — G
it i 8 |
l
Click the lock to prevent further changes. ( Assist me... ) ( Revert :1 ( Apply )

6 Click Apply and close the window.

Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and then selecting
the appropriate Network interface from the Info tab.
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Figure 118 Mac OS X 10.5: Network Ufility

800 Network Utility

[Infn | Netstat AppleTalk Ping Lookup  Traceroute Whois Finger Port Scan |

Please arface for information

[ Network Interface (en1) 4

Interrace Transfer Statistics
Hardware Address: 00:30:65:25:6a:b3 Sent Packets: 1230
IP Address(es): 10.0.2.2 Send Errors: 0
Link Speed: 11 Mbit/s Recv Packets: 1197
Link Status: Active Recv Errors: 0
Vendor: Apple Collisions: 0

Model: Wireless Network Adapter
(802.11)

7

Linux: Ubuntu 8 (GNOME)
This section shows you how to configure your computer’s TCP/IP settings in the GNU Object Model
Environment (GNOME) using the Ubuntu 8 Linux distribution. The procedure, screens and file locations
may vary depending on your specific distribution, release version, and individual configuration. The
following screens use the default Ubuntu 8 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in GNOME:

1 Click System > Administration > Network.

System
Wg Preferences »

LL;‘?H'J Administration  » '] Authorizations

[ Hardware Drivers
0 Help and Support

€ About GNOME ol
m Language Support

[&1 Login Window
E Quit... % MNetwork

2 When the Network Settings window opens, click Unlock to open the Authenticate window. (By default,
the Unlock button is greyed out until clicked.) You cannot make changes to your configuration unless
you first enter your admin password.

A

Hardware Testing

-.5:; About Ubuntu
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Location:

Connections | General l DNS l Hosts l

B ©  Wired connection E@Emper‘cies

Roaming mode enabled

A Point to point connec...
This network interface is not c...

e o]

3 Inthe Authenticate window, enter your admin account name and password then click the Authenticate
button.

& Authenticate \ElW

System policy prevents
modifying the configuration

An application is atternpting to perforrn an action
that requires privileges. Authentication as one of the
users below is required to perform this action.

£ €., (chris) = l

Password for chris: [ J

[» Details

[ agancel(uﬂuthenticatel )

4 In the Network Settings window, select the connection that you want to configure, then click Properties.
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Location: | =

Connections | General ‘ DMS ‘ Hosts I

\
A4

] = Wired connection ( l &Emperties ‘

g Roaming mode enabled

A Point to point connec...
This network interface is not c...

€ elp Wnlocl ‘ | Eglnse

5 The Properties dialog box opens.

ethO Properties

[]iEnable roaming mode:

Connection Settings

Configuration: l =

|P address:;

[
Subnet mask: [
Gateway address: [

| ogancel

(&= ]

¢ In the Configuration list, select Automatic Configuration (DHCP) if you have a dynamic IP address.

* In the Configuration list, select Static IP address if you have a static IP address. Fill in the IP address,
Subnet mask, and Gateway address fields.

6 Click OK to save the changes and close the Properties dialog box and return to the Network Settings
screen.

7 If you know your DNS server IP address(es), click the DNS tab in the Network Settings window and then
enter the DNS server information in the fields provided.
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Iy NEtWoTISSethings X

) (&) (@) <)

Location:

Connections l General| DMS |Hosts l

DNS Servers

10023 o Add

=k Add

' Unlock |l Eglose

Search Domains

8 Click the Close button to apply the changes.

Verifying Settings

Check your TCP/IP properties by clicking System > Administration > Network Tools, and then selecting
the appropriate Network device from the Devices tab. The Interface Statistics column shows data if your
connection is working properly.
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Figure 119 Ubuntu 8: Network Tools

TJool Edit Help
Devices | Ping l Metstat lTraceruute l Port Scan I Lookup I Finger ‘ Whois l
Metwork device: ‘ =t Ethernet Interface (etho) : fﬁgonﬁgure
IP Information
Protocol | IP Address Metmask / Prefix Broadcast Scope
IPwd 10.0.2.15 255,255.255,0 10.0.2.255
IPvE feg0:a00:27fffe30:e16c 64 Link
Interface Information Interface Statistics
Hardware address: 08:00:27:30:e1:6¢ eiaa=eTES: 684.6 KIB
Multicast: Enabled Transmitted packets: 1425
MTL: 1500 Transmission errors; 0
Link speed: not available Received bytes: 219.5 KiB
State! Active Received packets: 1426
Reception errors: ]
Collisions: 1]

Linux: openSUSE 10.3 (KDE)
This section shows you how to configure your computer's TCP/IP seftings in the K Desktop Environment
(KDE) using the openSUSE 10.3 Linux distribution. The procedure, screens and file locations may vary
depending on your specific distribution, release version, and individual configuration. The following
screens use the default openSUSE 10.3 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in the KDE:

1 Click K Menu > Computer > Administrator Settings (YaST).
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h: - 5
Search: | |]E_)%

Applications

System Folders
& Home Faolder
j My Documents
Q Network Folders = |

Media
{# 2.45 Media (2.0 GB available! -
-
M 1= . =
w | = | = 5
[ = - 4
Favarites Applications Computer Histary Leave
User zyxel on linux-h2oz openSUSE’

When the Run as Root - KDE su dialog opens, enter the admin password and click OK.

Run as root - KDE su -

')
Q Flease enter the Administrator (root)
ety password to continue.
L% )
Command:  /sbinfyast2
Password: Iﬂﬂ |
I e——

| lgnore ( v 0K |} & Cancel |

When the YaST Control Center window opens, select Network Devices and then click the Network Card

icon.
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YasT Control Center @ linux-h2oz
File Edit Help

Software
@ & DSL

Network Devices
L
i‘; Network Services

‘@ MNowvell AppArmor

& :
:{r.__-. Security and Users

4o

.7
a{ Miscellaneous

| Search...

A

4  When the Network Settings window opens, click the Overview tab, select the appropriate connection
Name from the list, and then click the Configure button.

ilinux-h2o0z

Network Card (8] Network Settings
Overview
Obtain an overview of

installed network cards. | Global Options | Overview l Hostname/DNS | Routing

Additionally, edit their

configuration. Name IP Address
AMD PCnet - Fast

Adding a Network
Card:

Press Add to configure a
new network card
manually.

Configuring or
Deleting:

Choose a network card
to change or remove.
Then press Configure or
Delete as desired.

AMD PCnet - Fast 79C971
MAC : 08:00:27:96:ed:3d

* Device Name: eth-etho
® Started automatically at boot
® |P address assigned using DHCP

P

y - N
ak | Configure | Eele;e |
. — —

| mbort |

5 When the Network Card Setup window opens, click the Address tab
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Figure 120 openSUSE 10.3: Network Card Setup

Address setup  |+|| | (%] Network Card Setup

Select No Address \

Setup if you do not | General ( Address | ’:tardware |
want any IP address N _

for this device, This is Configuration Name
particularly useful for ETNarat =

bonding ethernet |Eheme | | |
devices, (

| Mo IP. Address (for Bonding Devices)

Select Dynamic () Dynamic Address [ DHCP [~]

address if you do not ® Statically assigned IP Address
have a static IP

address assigned by 1P Address Subnet Mask Hostname

the system N | I ||
administrator or your
cable or DSL provider,

You can choose one of
the dynamic address
assignment method.
Select DHCP if you
have a DHCP server
running on your local
network. Metwork
addresses are then
obtained automatically
from the server.

To automatically
search for free IP and
then assign it
statically, select
Zeroconf. To use

_;l

(]

| Cancel |

Select Dynamic Address (DHCP) if you have a dynamic IP address.

Select Statically assigned IP Address if you have a static IP address. Fill in the IP address, Subnet mask,
and Hostname fields.

Click Next to save the changes and close the Network Card Setup window.

If you know your DNS server IP address(es), click the Hostname/DNS tab in Network Settings and then
enter the DNS server information in the fields provided.
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@linux-h2o0z -

Enterthe name for [+ | [#] Network Settings
this computer and the
DNS domain that it

belongs to, | Global Options | Overview! Hostname/DNS } Routing

Optionally enter the ~Hostname and Domain Name

name server list and Hostname Domain Mame
domain search list. |Iinux-h202 | Isite

Note that t.he ) [ ] Change Hostname via DHCP

hostname isiglobal-+it [] Write Hostname to /etc/hosts

applies to all 3

lnt.er‘faces, not just [%| Change /etc/resolv.conf manually

this one.

~Mame Servers and Domain Search List
The domain is Name Server 1 Domain Search
especially important if |10.0.2.3 |

this computer is a mail
server. Mame Server 2

If you are using DHCP | |
to get an IP address, Name Server 3
check whether to get l i

a hostname via DHCP,
The hostname of your
host (which can be [T Update DNS data via DHCP
seen by issuing the
hostname command)

will be set

automatically by the

DHCPF client. You may
want to disable this
option if you connect ;z‘

to different networks |

| Abort

9 Click Finish fo save your seftings and close the window.

Verifying Settings

Click the KNetwork Manager icon on the Task bar to check your TCP/IP properties. From the Options sub-
menu, select Show Connection Information.

Figure 121 openSUSE 10.3: KNetwork Manager

i Disable Wireless fa/ KNetworkManager
W | Wired Devices
4 Switch to Offline Mode [% Wired Network

T Show Connection Information... & Dial-Up Cennections
-4, Configure... 2, Options

When the Connection Status - KNetwork Manager window opens, click the Statistics tab o see if your
connection is working properly.
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Figure 122 openSUSE: Connection Status - KNetwork Manager

® Connection Status - KNetworkManager

[a Device %gddresse( ‘ 4 statistics

Received Transmitted
Bytes 2317441 841875
MBytes 2.2 0.8
Packets 3621 3140
Errors 0 0
Dropped 0 0
KBytes/s 0.0 0.0
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Wireless LANS

Wireless LAN Topologies

This section discusses ad-hoc and infrastructure wireless LAN topologies.

Ad-hoc Wireless LAN Configuration

BSS

The simplest WLAN configuration is an independent (Ad-hoc) WLAN that connects a set of computers
with wireless adapters (A, B, C). Any fime two or more wireless adapters are within range of each other,
they can set up an independent network, which is commonly referred to as an ad-hoc network or
Independent Basic Service Set (IBSS). The following diagram shows an example of notebook computers
using wireless adapters to form an ad-hoc wireless LAN.

Figure 123 Peer-to-Peer Communication in an Ad-hoc Network

A Basic Service Set (BSS) exists when all communications between wireless clients or between a wireless
client and a wired network client go through one access point (AP).

Intra-BSS traffic is traffic between wireless clients in the BSS. When Infra-BSS is enabled, wireless client A
and B can access the wired network and communicate with each other. When Intra-BSS is disabled,
wireless client A and B can still access the wired network but cannot communicate with each other.
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ESS

Figure 124 Basic Service Set
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An Extended Service Set (ESS) consists of a series of overlapping BSSs, each containing an access point,

with each access point connected together by a wired network. This wired connection between APs is
called a Distribution System (DS).

This type of wireless LAN topology is called an Infrastructure WLAN. The Access Points not only provide

communication with the wired network but also mediate wireless network traffic in the immediate
neighborhood.

An ESSID (ESS IDentification) uniquely identifies each ESS. All access points and their associated wireless
clients within the same ESS must have the same ESSID in order to communicate.
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Figure 125 Infrastructure WLAN

Ethernet

. g e

Channel

A channel is the radio frequency(ies) used by wireless devices to transmit and receive data. Channels
available depend on your geographical area. You may have a choice of channels (for your region) so
you should use a channel different from an adjacent AP (access point) to reduce interference.
Interference occurs when radio signals from different access points overlap causing interference and
degrading performance.

Adjacent channels partially overlap however. To avoid interference due to overlap, your AP should be
on a channel at least five channels away from a channel that an adjacent AP is using. For example, if
your region has 11 channels and an adjacent AP is using channel 1, then you need to select a channel
between é or 11.

RTS/CTS

A hidden node occurs when two stafions are within range of the same access point, but are not within
range of each other. The following figure illustrates a hidden node. Both stations (STA) are within range
of the access point (AP) or wireless gateway, but out-of-range of each other, so they cannot "hear”
each other, that is they do not know if the channel is currently being used. Therefore, they are
considered hidden from each other.
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Figure 126 RTS/CTS
__RTSRang
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———— They can hear
the AP.

When station A sends data to the AP, it might not know that the station B is already using the channel. If
these two stations send data at the same time, collisions may occur when both sets of data arrive at the
AP at the same time, resulting in a loss of messages for both stations.

RTS/CTS is designed to prevent collisions due to hidden nodes. An RTS/CTS defines the biggest size data
frame you can send before an RTS (Request To Send)/CTS (Clear to Send) handshake is invoked.

When a data frame exceeds the RTS/CTS value you set (between 0 to 2432 bytes), the station that wanfts
to transmit this frame must first send an RTS (Request To Send) message to the AP for permission to send
it. The AP then responds with a CTS (Clear to Send) message to all other stations within its range to notify
them to defer their fransmission. It also reserves and confirms with the requesting station the time frame
for the requested transmission.

Stations can send frames smaller than the specified RTS/CTS directly to the AP without the RTS (Request
To Send)/CTS (Clear to Send) handshake.

You should only configure RTS/CTS if the possibility of hidden nodes exists on your network and the "cost"
of resending large frames is more than the extra network overhead involved in the RTS (Request To
Send)/CTS (Clear to Send) handshake.

If the RTS/CTS value is greater than the Fragmentation Threshold value (see next), then the RTS (Request
To Send)/CTS (Clear to Send) handshake will never occur as data frames will be fragmented before
they reach RTS/CTS size.

Note: Enabling the RTS Threshold causes redundant network overhead that could negatively
affect the throughput performance instead of providing a remedy.

Fragmentation Threshold

A Fragmentation Threshold is the maximum data fragment size (between 256 and 2432 bytes) that can
be sent in the wireless network before the AP will fragment the packet into smaller data frames.

A large Fragmentation Threshold is recommended for networks not prone to interference while you
should set a smaller threshold for busy networks or networks that are prone to interference.

If the Fragmentation Threshold value is smaller than the RTS/CTS value (see previously) you set then the
RTS (Request To Send)/CTS (Clear to Send) handshake will never occur as data frames will be
fragmented before they reach RTS/CTS size.
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Preamble Type

Preamble is used to signal that data is coming to the receiver. Short and long refer to the length of the
synchronization field in a packet.

Short preamble increases performance as less fime sending preamble means more time for sending
data. All [EEE 802.11 compliant wireless adapters support long preamble, but not all support short
preamble.

Use long preamble if you are unsure what preamble mode other wireless devices on the network
support, and o provide more reliable communications in busy wireless networks.

Use short preamble if you are sure all wireless devices on the network support it, and to provide more
efficient communications.

Use the dynamic setting to automatically use short preamble when all wireless devices on the network
support it, otherwise the NBG6615 uses long preamble.

Note: The wireless devices MUST use the same preamble mode in order fo communicate.

IEEE 802.11g Wireless LAN

IEEE 802.11g is fully compatible with the IEEE 802.11b standard. This means an IEEE 802.11b adapter can
interface directly with an IEEE 802.11g access point (and vice versa) at 11 Mbps or lower depending on
range. IEEE 802.11g has several infermediate rate steps between the maximum and minimum data
rates. The IEEE 802.11g data rate and modulation are as follows:

Table 61 [EEE 802.11g
DATA RATE (MBPS) MODULATION

1 DBPSK (Differential Binary Phase Shift Keyed)
2 DQPSK (Differential Quadrature Phase Shift Keying)

55/11 CCK (Complementary Code Keying)
6/9/12/18/24/36/48/54 | OFDM (Orthogonal Frequency Division Multiplexing)

Wireless Security Overview

Wireless security is vital fo your network to protect wireless communication between wireless clients,
access points and the wired network.

Wireless security methods available on the NBGé6615 are data encryption, wireless client authentication,
restricting access by device MAC address and hiding the NBG6615 identity.
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The following figure shows the relative effectiveness of these wireless security methods available on your
NBG6615.

Table 62 Wireless Security Levels

SECURITY
LEVEL

SECURITY TYPE

LeastSecure Unique SSID (Default)
Unigue SSID with Hide SSID Enabled
MAC Address Filtering

WEP Encryption

IEEE802.1x EAP with RADIUS Server Authentication
Wi-Fi Protected Access (WPA)

WPA2

Most Secure

Note: You must enable the same wireless security seftings on the NBG6615 and on all wireless
clients that you want to associate with it.

IEEE 802.1x

In June 2001, the IEEE 802.1x standard was designed to extend the features of IEEE 802.11 to support
extended authentication as well as providing additional accounting and control features. It is
supported by Windows XP and a number of network devices. Some advantages of IEEE 802.1x are:

* User based identification that allows for roaming.

e Support for RADIUS (Remote Authentication Dial In User Service, RFC 2138, 2139) for centralized user
profile and accounting management on a network RADIUS server.

» Support for EAP (Extensible Authentication Protocol, RFC 2486) that allows additional authentication
methods fo be deployed with no changes to the access point or the wireless clients.

RADIUS

RADIUS is based on a client-server model that supports authentication, authorization and accounting.
The access point is the client and the server is the RADIUS server. The RADIUS server handles the following
tasks:

* Authentication
Determines the identity of the users.
¢ Authorization

Determines the network services available to authenticated users once they are connected to the
network.

¢ Accounting
Keeps track of the client’s network activity.

RADIUS is a simple package exchange in which your AP acts as a message relay between the wireless
client and the network RADIUS server.
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Types of RADIUS Messages

The following types of RADIUS messages are exchanged between the access point and the RADIUS
server for user authentication:

* Access-Request
Sent by an access point requesting authentication.
e Access-Reject
Sent by a RADIUS server rejecting access.
e Access-Accept
Sent by a RADIUS server allowing access.
* Access-Challenge
Sent by a RADIUS server requesting more information in order to allow access. The access point sends
a proper response from the user and then sends another Access-Request message.

The following types of RADIUS messages are exchanged between the access point and the RADIUS
server for user accounting:

* Accounting-Request
Sent by the access point requesting accounting.
¢ Accounting-Response

Sent by the RADIUS server to indicate that it has started or stopped accounting.

In order to ensure network security, the access point and the RADIUS server use a shared secret key,
which is a password, they both know. The key is not sent over the network. In addition to the shared key,
password information exchanged is also encrypted to protect the network from unauthorized access.

Types of EAP Authentication

This section discusses some popular authentication types: EAP-MDS5, EAP-TLS, EAP-TTLS, PEAP and LEAP.
Your wireless LAN device may not support all authentication types.

EAP (Extensible Authentication Protocol) is an authentication protocol that runs on top of the IEEE 802.1x
fransport mechanism in order to support multiple types of user authentication. By using EAP to interact
with an EAP-compatible RADIUS server, an access point helps a wireless station and a RADIUS server
perform authentication.

The type of authentication you use depends on the RADIUS server and an intermediary AP(s) that
supports |[EEE 802.1x.

For EAP-TLS authentication type, you must first have a wired connection to the network and obtain the
certificate(s) from a certificate authority (CA). A certificate (also called digital IDs) can be used fo
authenticate users and a CA issues certificates and guarantees the identity of each certificate owner.

EAP-MD5 (Message-Digest Algorithm 5)

MD5 authentication is the simplest one-way authentication method. The authentication server sends a
challenge to the wireless client. The wireless client ‘proves’ that it knows the password by encrypting the
password with the challenge and sends back the information. Password is not sent in plain text.
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However, MD5 authentication has some weaknesses. Since the authentication server needs to get the
plaintext passwords, the passwords must be stored. Thus someone other than the authentication server
may access the password file. In addition, it is possible to impersonate an authentication server as MD5
authentication method does not perform mutual authentication. Finally, MD5 authentication method
does not support data encryption with dynamic session key. You must configure WEP encrypftion keys for
data encryption.

EAP-TLS (Transport Layer Security)

With EAP-TLS, digital certifications are needed by both the server and the wireless clients for mutual
authentication. The server presents a certificate to the client. After validating the identity of the server,
the client sends a different certificate to the server. The exchange of certificates is done in the open
before a secured tunnel is created. This makes user identity vulnerable to passive attacks. A digital
certificate is an electronic ID card that authenticates the sender’s identity. However, to implement EAP-
TLS, you need a Certificate Authority (CA) to handle certificates, which imposes a management
overhead.

EAP-TTLS (Tunneled Transport Layer Service)

EAP-TTLS is an extension of the EAP-TLS authentication that uses certificates for only the server-side
authentications to establish a secure connection. Client authentication is then done by sending
username and password through the secure connection, thus client identity is protected. For client
authentication, EAP-TILS supports EAP methods and legacy authentication methods such as PAP, CHAP,
MS-CHAP and MS-CHAP v2.

PEAP (Protected EAP)

LEAP

Like EAP-TILS, server-side certificate authentication is used to establish a secure connection, then use
simple username and password methods through the secured connection to authenticate the clients,
thus hiding client identity. However, PEAP only supports EAP methods, such as EAP-MD5, EAP-MSCHAPV2
and EAP-GTC (EAP-Generic Token Card), for client authentication. EAP-GTC is implemented only by
Cisco.

LEAP (Lightweight Extensible Authentication Protocol) is a Cisco implementation of IEEE 802.1x.

Dynamic WEP Key Exchange

The AP maps a unique key that is generated with the RADIUS server. This key expires when the wireless
connection fimes out, disconnects or re-authentication times out. A new WEP key is generated each
time re-authentication is performed.

If this feature is enabled, it is not necessary to configure a default encryption key in the wireless security

configuration screen. You may still configure and store keys, but they will not be used while dynamic
WEP is enabled.

Note: EAP-MDS cannot be used with Dynamic WEP Key Exchange

For added security, certificate-based authentications (EAP-TLS, EAP-TTLS and PEAP) use dynamic keys for
data encryption. They are often deployed in corporate environments, but for public deployment, a
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simple user name and password pair is more practical. The following table is a comparison of the

features of authentication types.

Table 63 Comparison of EAP Authentication Types

EAP-MD5 EAP-TLS EAP-TTLS PEAP LEAP
Mutual Authentication No Yes Yes Yes Yes
Certificate - Client No Yes Optional Optional No
Certificate - Server No Yes Yes Yes No
Dynamic Key Exchange No Yes Yes Yes Yes
Credential Integrity None Strong Strong Strong Moderate
Deployment Difficulty Easy Hard Moderate Moderate Moderate
Client Identity Protection No No Yes Yes No

WPA and WPA2

Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.11i standard. WPA2 (IEEE 802.11i) is a wireless
security standard that defines stronger encryption, authentication and key management than WPA.

Key differences between WPA or WPA2 and WEP are improved data encryption and user
authentication.

If both an AP and the wireless clients support WPA2 and you have an external RADIUS server, use WPA2
for stronger data encrypfion. If you don't have an external RADIUS server, you should use WPA2-PSK
(WPA2-Pre-Shared Key) that only requires a single (identical) password entered info each access point,
wireless gateway and wireless client. As long as the passwords match, a wireless client will be granted
access to a WLAN.

If the AP or the wireless clients do not support WPA2, just use WPA or WPA-PSK depending on whether
you have an external RADIUS server or not.

Select WEP only when the AP and/or wireless clients do not support WPA or WPA2. WEP is less secure
than WPA or WPA2.

Encryption

WPA improves data encryption by using Temporal Key Integrity Protocol (TKIP), Message Integrity Check
(MIC) and IEEE 802.1x. WPA2 also uses TKIP when required for compatibility reasons, but offers stronger
encryption than TKIP with Advanced Encryption Standard (AES) in the Counter mode with Cipher block
chaining Message authentication code Protocol (CCMP).

TKIP uses 128-bit keys that are dynamically generated and distributed by the authentication server. AES
(Advanced Encryption Standard) is a block cipher that uses a 256-bit mathematical algorithm called
Rijndael. They both include a per-packet key mixing function, a Message Integrity Check (MIC) named
Michael, an extended initialization vector (V) with sequencing rules, and a re-keying mechanism.

WPA and WPA2 regularly change and rotate the encryption keys so that the same encryption key is
never used twice. .

The RADIUS server distributes a Pairwise Master Key (PMK) key to the AP that then sets up a key hierarchy
and management system, using the PMK to dynamically generate unique data encryption keys to
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encrypt every data packet that is wirelessly communicated between the AP and the wireless clients. This
all happens in the background automatically.

The Message Integrity Check (MIC) is designed to prevent an attacker from capturing data packets,
altering them and resending them. The MIC provides a strong mathematical function in which the
receiver and the fransmitter each compute and then compare the MIC. If they do not match, it is
assumed that the data has been tampered with and the packet is dropped.

By generating unique data encryption keys for every data packet and by creating an integrity
checking mechanism (MIC), with TKIP and AES it is more difficult to decrypt data on a Wi-Fi network than
WEP and difficult for an infruder to break info the network.

The encryption mechanisms used for WPA(2) and WPA(2)-PSK are the same. The only difference
between the two is that WPA(2)-PSK uses a simple common password, instead of user-specific
credentials. The common-password approach makes WPA(2)-PSK susceptible to brute-force password-
guessing attacks but it’s still an improvement over WEP as it employs a consistent, single, alphanumeric
password to derive a PMK which is used to generate unique temporal encryption keys. This prevent all
wireless devices sharing the same encryption keys. (a weakness of WEP)

User Authentication

WPA and WPA2 apply IEEE 802.1x and Extensible Authentication Protocol (EAP) to authenticate wireless
clients using .an external RADIUS database. WPA2 reduces the number of key exchange messages from
six to four (CCMP 4-way handshake) and shortens the time required to connect to a network. Other
WPA2 authentication features that are different from WPA include key caching and pre-authentication.
These two features are optional and may not be supported in all wireless devices.

Key caching allows a wireless client to store the PMK it derived through a successful authentication with
an AP. The wireless client uses the PMK when it fries to connect to the same AP and does not need to go
with the authentication process again.

Pre-authentication enables fast roaming by allowing the wireless client (already connecting to an AP) to
perform IEEE 802.1x authentication with another AP before connecting to it.

Wireless Client WPA Supplicants
A wireless client supplicant is the software that runs on an operating system instructing the wireless client
how to use WPA. At the time of writing, the most widely available supplicant is the WPA patch for

Windows XP, Funk Software's Odyssey client.

The Windows XP patch is a free download that adds WPA capability to Windows XP's built-in "Zero
Configuration” wireless client. However, you must run Windows XP to use it.

WPA(2) with RADIUS Application Example
To set up WPA(2), you need the IP address of the RADIUS server, its port number (default is 1812), and the

RADIUS shared secret. A WPA(2) application example with an external RADIUS server looks as follows. "A"
is the RADIUS server. "DS" is the distribution system.

1 The AP passes the wireless client's authentication request to the RADIUS server.

2 The RADIUS server then checks the user's identification against its database and grants or denies
network access accordingly.
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3 A 256-bit Pairwise Master Key (PMK) is derived from the authentication process by the RADIUS server and
the client.

4  The RADIUS server distributes the PMK to the AP. The AP then sets up a key hierarchy and management
system, using the PMK to dynamically generate unique data encryption keys. The keys are used to
encrypt every data packet that is wirelessly communicated between the AP and the wireless clients.

Figure 127 WPA(2) with RADIUS Application Example

WPA(2)-PSK Application Example

A WPA(2)-PSK application looks as follows.

1 First enteridentical passwords into the AP and all wireless clients. The Pre-Shared Key (PSK) must consist
of between 8 and 63 ASCII characters or 64 hexadecimal characters (including spaces and symbols).

2 The AP checks each wireless client's password and allows it to join the network only if the password
matches.

3 The AP and wireless clients generate a common PMK (Pairwise Master Key). The key itself is not sent over
the network, but is derived from the PSK and the SSID.

4 The AP and wireless clients use the TKIP or AES encryption process, the PMK and information exchanged
in a handshake to create temporal encryption keys. They use these keys to encrypt data exchanged
between them.
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Figure 128 WPA(2)-PSK Authentication

Security Parameters Summary

Refer to this table to see what other security parameters you should configure for each authentication
method or key management protocol type. MAC address filters are not dependent on how you
configure these security features.

Table 64 Wireless Security Relational Matrix

KEv MANAGEMENT 0> o ION | ENTER MANUAL 1 gk 802.1x

PROTOCOL

Open None No Disable

Enable without Dynamic WEP Key

Open WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP Key
Yes Disable

Shared WEP No Enable with Dynamic WEP Key
Yes Enable without Dynamic WEP Key
Yes Disable

WPA TKIP/AES No Enable

WPA-PSK TKIP/AES Yes Disable

WPA2 TKIP/AES No Enable

WPA2-PSK TKIP/AES Yes Disable

Antenna Overview
An anfenna couples RF signals onfo air. A fransmitter within a wireless device sends an RF signal to the
anfenna, which propagates the signal through the air. The antenna also operates in reverse by

capturing RF signals from the air.

Positioning the antennas properly increases the range and coverage area of a wireless LAN.
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Antenna Characteristics

Frequency

An antenna in the frequency of 2.4GHz or 5GHz is needed to communicate efficiently in a wireless LAN

Radiation Pattern

A radiation pattern is a diagram that allows you to visualize the shape of the antenna’s coverage area.

Antenna Gain

Antenna gain, measured in dB (decibel), is the increase in coverage within the RF beam width. Higher
anfenna gain improves the range of the signal for better communications.

For an indoor site, each 1 dB increase in antenna gain results in a range increase of approximately 2.5%.
For an unobstructed outdoor site, each 1dB increase in gain results in a range increase of approximately
5%. Actual results may vary depending on the network environment.

Antenna gain is sometimes specified in dBi, which is how much the antenna increases the signal power
compared o using an isofropic antenna. An isotropic antenna is a theoreftical perfect antenna that
sends out radio signals equally well in all directions. dBi represents the frue gain that the antenna
provides.

Types of Antennas for WLAN
There are two types of antennas used for wireless LAN applications.

¢ Omni-directional antennas send the RF signal out in all directions on a horizontal plane. The coverage
area is torus-shaped (like a donut) which makes these antennas ideal for a room environment. With a
wide coverage areaq, it is possible fo make circular overlapping coverage areas with multiple access
points.

¢ Directional antennas concentrate the RF signal in a beam, like a flashlight does with the light from its
bulb. The angle of the beam determines the width of the coverage pattern. Angles typically range
from 20 degrees (very directional) to 120 degrees (less directional). Directional antennas are ideal for
hallways and outdoor point-to-point applications.

Positioning Antennas

In general, antennas should be mounted as high as practically possible and free of obstructions. In
point-to—point application, position both antennas at the same height and in a direct line of sight to
each other to attain the best performance.

For omni-directional antennas mounted on a table, desk, and so on, point the antenna up. For omni-
directional antennas mounted on a wall or ceiling, point the antenna down. For a single AP application,

place omni-directional antennas as close to the center of the coverage area as possible.

For directional antennas, point the antenna in the direction of the desired coverage area.
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Common Services

The following table lists some commonly-used services and their associated protocols and port numbers.
For a comprehensive list of port numbers, ICMP type/code numbers and services, visit the IANA (Internet
Assigned Number Authority) web site.

¢ Name: This is a short, descriptive name for the service. You can use this one or create a different one,

if you like.

* Protocol: This is the type of IP protocol used by the service. If this is TCP/UDP, then the service uses the
same port number with TCP and UDP. If this is USER-DEFINED, the Port(s) is the IP protocol number, not

the port number.

¢ Port(s): This value depends on the Protocol. Please refer to RFC 1700 for further information about port

numbers.

e |f the Protocol is TCP, UDP, or TCP/UDP, this is the IP port number.

* |If the Protocol is USER, this is the IP protocol number.

» Description: This is a brief explanation of the applications that use this service or the situations in which

this service is used.

Table 65 Commonly Used Services

NAME PROTOCOL PORT(S) DESCRIPTION

AH (IPSEC_TUNNEL) User-Defined 51 The IPSEC AH (Authentication Header) funneling
protocol uses this service.

AIM/New-ICQ TCP 5190 AOL's Internet Messenger service. It is also used as a
listening port by ICQ.

AUTH TCP 113 Authentication protocol used by some servers.

BGP TCP 179 Border Gateway Protocol.

BOOTP_CLIENT ubp 68 DHCP Client.

BOOTP_SERVER ubP 67 DHCP Server.

CU-SEEME TCP 7648 A popular video conferencing solution from White
Pines Software.

ubp 24032

DNS TCP/UDP 53 Domain Name Server, a service that matches web
names (for example www.zyxel.com) to IP numbers.

ESP (IPSEC_TUNNEL) User-Defined 50 The IPSEC ESP (Encapsulation Security Protocol)
tunneling protocol uses this service.

FINGER TCP 79 Fingeris a UNIX or Internet related command that can
be used fo find out if a user is logged on.

FTP TCP 20 File Transfer Program, a program to enable fast
fransfer of files, including large files that may not be

Ccp 21 possible by e-mail.

H.323 TCP 1720 NetMeeting uses this protocol.

HTTP TCP 80 Hyper Text Transfer Protocol - a client/server protocol
for the world wide web.

HTTPS TCP 443 HTTPS is a secured http session often used in e-
commerce.
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Table 65 Commonly Used Services (confinued)

NAME PROTOCOL PORT(S) DESCRIPTION

ICMP User-Defined 1 Internet Control Message Protocol is often used for
diagnostic or routing purposes.

ICQ ubpP 4000 This is a popular Internet chat program.

IGMP (MULTICAST) User-Defined 2 Internet Group Management Protocol is used when
sending packets to a specific group of hosts.

IKE UbP 500 The Internet Key Exchange algorithm is used for key
distribution and management.

IRC TCP/UDP 6667 This is another popular Internet chat program.

MSN Messenger TCP 1863 Microsoft Networks' messenger service uses this
protocol.

NEW-ICQ TCP 5190 An Internet chat program.

NEWS TCP 144 A protocol for news groups.

NFS ubpP 2049 Network File System - NFS is a client/server distributed
file service that provides transparent file sharing for
network environments.

NNTP TCP 119 Network News Transport Protocol is the delivery
mechanism for the USENET newsgroup service.

PING User-Defined 1 Packet INternet Groper is a protocol that sends out
ICMP echo requests to test whether or not a remote
host is reachable.

POP3 TCP 110 Post Office Protocol version 3 lets a client computer
get e-mail from a POP3 server through a tfemporary
connection (TCP/IP or other).

PPTP TCP 1723 Point-to-Point Tunneling Protocol enables secure
fransfer of data over public networks. This is the
conftrol channel.

PPTP_TUNNEL (GRE) User-Defined 47 PPTP (Point-to-Point Tunneling Protocol) enables
secure transfer of data over public networks. This is the
data channel.

RCMD TCP 512 Remote Command Service.

REAL_AUDIO TCP 7070 A streaming audio service that enables real fime
sound over the web.

REXEC TCP 514 Remote Execution Daemon.

RLOGIN TCP 513 Remote Login.

RTELNET TCP 107 Remote Telnet.

RTSP TCP/UDP 554 The Real Time Streaming (media control) Protocol
(RTSP) is a remote control for multimedia on the
Internet.

SFTP TCP 115 Simple File Transfer Protocol.

SMTP TCP 25 Simple Mail Transfer Protocol is the message-
exchange standard for the Internet. SMTP enables you
to move messages from one e-mail server to another.

SNMP TCP/UDP 161 Simple Network Management Program.

SNMP-TRAPS TCP/UDP 162 Traps for use with the SNMP (RFC:1215).

SQL-NET TCP 1521 Structured Query Language is an interface to access
data on many different types of database systems,
including mainframes, midrange systems, UNIX
systems and network servers.

SSH TCP/UDP 22 Secure Shell Remote Login Program.
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Table 65 Commonly Used Services (confinued)

NAME PROTOCOL PORT(S) DESCRIPTION

STRM WORKS ubpP 1558 Stream Works Protocol.

SYSLOG ubpP 514 Syslog allows you to send system logs to a UNIX server.

TACACS ubP 49 Login Host Protocol used for (Terminal Access
Controller Access Control System).

TELNET TCP 23 Telnet is the login and terminal emulation protocol
common on the Internet and in UNIX environments. It
operates over TCP/IP networks. Its primary function is
to allow users to log info remote host system:s.

TFTP ubpP 69 Trivial File Transfer Protocol is an Internet file fransfer
protocol similar to FTP, but uses the UDP (User
Datagram Protocol) rather than TCP (Transmission
Control Protocol).

VDOLIVE TCP 7000 Another video conferencing solution.
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APPENDIX F
Legal Information

Copyright © 2019 by Zyxel Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, franscribed, stored in a retrieval system, translated into any
language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of Zyxel Communications Corporation.

Published by Zyxel Communications Corporation. All rights reserved.

Disclaimer

Zyxel does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it convey any
license under its patent rights nor the patent rights of others. Zyxel further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without notice.

Regulatory Notice and Statement

UNITED STATES of AMERICA

CANADA

The following information applies if you use the product within USA area.

FCC EMC Statement

The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
device.

This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable profection against harmful interference in a residential installation. This device generates, uses, and
can radiate radio frequency energy and, if not installed and used according to the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.

If this device does cause harmful interference to radio or television reception, which is found by turning the device off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

¢ Reorient or relocate the receiving antenna

¢ Increase the separation between the devices

* Connect the equipment to an outlet other than the receiver's

* Consult a dealer or an experienced radio/TV technician for assistance

The following information applies if you use the product with RF function within USA area.

FCC Radiation Exposure Statement

This device complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.
This fransmitter must be at least 20 cm from the user and must not be co-located or operating in conjunction with any other antenna or
fransmitter.

Operation of this device is restricted to indoor use only, except for relevant user's manual mention that this device can be installed into the
external environment.

The following information applies if you use the product within Canada area.

Innovation, Science and Economic Development Canada ICES Statement
CAN ICES-3 (B)/NMB-3(B)
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Innovation, Science and Economic Development Canada RSS-GEN & RSS-247 statement

* This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and Economic Development Canada's
licence-exempt RSS(s). Operation is subject to the following two conditions: (1) this device may not cause interference, and (2) this device
must accept any interference, including interference that may cause undesired operation of the device.

¢ This radio transmitter has been approved by Innovation, Science and Economic Development Canada to operate with the antenna types
listed below with the maximum permissible gain and required antenna impedance for each antenna type indicated. Antenna types not
included in this list that have a gain greater than the maximum gain indicated for any type listed, are strictly prohibited for use with this
device.

If the product with 5G wireless function operating in 5150-5250 MHz and 5725-5850 MHz, the following attention must be paid,

¢ The device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful interference to co-channel
mobile satellite systems.

* For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the band 5725-5850 MHz shall be such that the
equipment still complies with the e.i.r.p. as appropriate; and

* Where applicable, antenna type(s), antenna model(s), and the worst-case filt angle(s) necessary to remain compliant with the e.i.r.p.
elevation mask requirement set forth in Section 6.2.2.3 of RSS 247 shall be clearly indicated.

If the product with 5G wireless function operating in 5250-5350 MHz and 5470-5725 MHz, the following attention must be paid.

* For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the bands 5250-5350 MHz and 5470-5725 MHz
shall be such that the equipment still complies with the e.i.r.p. limit.

¢ L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR d'Innovation, Sciences et
Développement économique Canada applicables aux appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions
suivantes : (1) 'appareil ne doit pas produire de brouillage; (2) L'appareil doit accepter tout brouillage radioélectrique subi, méme sile
brouillage est susceptible d'en compromettre le fonctionnement.

¢ Le présent émetteur radio (IC ID) a été approuvé par Innovation, Sciences et Développement économique Canada pour fonctionner avec
les types d'antenne énumérés ci dessous et ayant un gain admissible maximal. Les types d'antenne non inclus dans cette liste, et dont le gain
est supérieur au gain maximal indiqué pour tout type figurant sur la liste, sont strictement interdits pour I'exploitation de I'émetteur.

Lorsque la fonction sans fil 5G fonctionnant en 5150-5250 MHz and 5725-5850 MHz est activée pour ce produit , il est nécessaire de porter une

attention particuliére aux choses suivantes

¢ Les dispositifs fonctionnant dans la bande de 5 150 & 5 250 MHz sont réservés uniquement pour une utilisation a l'intérieur afin de réduire les
risques de brouillage préjudiciable aux systemes de satellites mobiles utilisant les mémes canaux;

« Pour les dispositifs munis d'antennes amovibles, le gain maximal d'antenne permis (pour les dispositifs utilisant la bande de 5 725 & 5 850 MHz)
doit étre conforme & la limite de la p.ir.e. spécifiée, selon le cas;

¢ Lorsqu'ily alieu, les types d'antennes (s'il y en a plusieurs), les numéros de modeéle de I'antenne et les pires angles d'inclinaison nécessaires
pour rester conforme a I'exigence de la p.ir.e. applicable au masque d'élévation, énoncée a la section 6.2.2.3 du CNR-247, doivent étre
clairement indiqués.

Lorsque la fonction sans fil 5G fonctionnant en 5250-5350 MHz et 5470-5725 MHz est activée pour ce produit , il est nécessaire de porter une

attention particuliére aux choses suivantes.

¢ Pour les dispositifs munis d'antennes amovibles, le gain maximal d'antenne permis pour les dispositifs utilisant les bandes de 5 250 a 5 350 MHz
et de 5470 & 5 725 MHz doit étre conforme a la limite de la p.ir.e.

Industry Canada radiation exposure statement

This device complies with ISED radiation exposure limits set forth for an uncontrolled environment. This device should be installed and operated
with a minimum distance of 20 cm between the radiator and your body.

Déclaration d’exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED établies pour un environnement non contrélé. Cet équipement
doit étfre installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre corps.

EUROPEAN UNION

The following information applies if you use the product within the European Union.

Declaration of Conformity with Regard to EU Directive 2014/53/EU (Radio Equipment Directive, RED)

¢« Compliance information for wireless products relevant to the EU and other Countries following the EU Directive 2014/53/EU (RED). And this
product may be used in all EU countries (and other countries following the EU Directive 2014/53/EU) without any limitation except for the
countries mentioned below table:

¢ In the majority of the EU and other European countries, the 5GHz bands have been made available for the use of wireless local area
networks (LANs). Later in this document you will find an overview of countries in which additional restrictions or requirements or both are
applicable. The requirements for any country may evolve. Zyxel recommends that you check with the local authorities for the latest status of
their national regulations for the 5GHz wireless LANs.

« If this device for operation in the band 5150-5350 MHz, it is for indoor use only.

¢ This equipment should be installed and operated with a minimum distance of 20cm between the radio equipment and your body.

¢ The maximum RF power operating for each band as follows:

¢ the band 2,400 to 2,483.5 MHz is 88.51 mW,
* the bands 5,150 MHz to 5,350 MHz is 175.79 mW,
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e the 5,470 MHz to 5,725 MHz is 682.34 mW.

BbArapckm C HOCTOALLLOTO Zyxel AEKAQPUPA, Ye TOBA OBOPYABAHE € B CbOTBETCTBUE CbC ChLLLECTBEHUTE U3MCKBAHUS U APYTUTE
(Bulgarian) MPUAOXMMU pasnopeadbute Ha AupekTmea 2014/53/EC.

National Restrictions

¢ The Belgian Institute for Postal Services and Telecommunications (BIPT) must be notified of any outdoor wireless link
having a range exceeding 300 meters. Please check http://www.bipt.be for more details.

« Draadloze verbindingen voor buitengebruik en met een reikwijdte van meer dan 300 meter dienen aangemeld te
worden bij het Belgisch Instituut voor postdiensten en telecommunicatie (BIPT). Zie http://www.bipt.be voor meer
gegevens.

¢ Les lidisons sans fil pour une utilisation en extérieur d'une distance supérieure & 300 métres doivent étre nofifiées &
I'Institut Belge des services Postaux et des Télécommunications (IBPT). Visitez http://www.ibpt.be pour de plus amples
détails.

Espanol Por medio de la presente Zyxel declara que el equipo cumple con los requisitos esenciales y cualesquiera ofras
(Spanish) disposiciones aplicables o exigibles de la Directiva 2014/53/UE..

Cestina Zyxel timto prohlasuje, Ze tento zafizeni je ve shodé se zdkladnimi poZadavky a dalsimi pfislusnymi ustanovenimi smérnice
(Czech) 2014/53/EU.

Dansk (Danish)

Undertegnede Zyxel erklcerer herved, at felgende udstyr udstyr overholder de vcesentlige krav og @vrige relevante krav i
direktiv 2014/53/EU.

National Restrictions

¢ InDenmark, the band 5150 - 5350 MHz is also allowed for outdoor usage.
¢ | Danmark ma frekvensbandet 5150 - 5350 ogsd anvendes udenders.

Deutsch Hiermit erkldart Zyxel, dass sich das Gerdt Ausstattung in Ubereinstimmung mit den grundlegenden Anforderungen und den

(German) Ubrigen einschlégigen Bestimmungen der Richtlinie 2014/53/EU befindet.

Eesti keel K&esolevaga kinnitab Zyxel seadme seadmed vastavust direktiivi 2014/53/EL pohinduetele ja nimetatud direkfiivist

(Estonian) tulenevatele teistele asjakohastele sétetele.

EMNvika ME THN MAPOYIA Zyxel AHAQNEI OTl e€oTTAIOHOG TYMMOPDQNETAI MPOX TIZ OYIIQAEIZ ANAITHEEIT KAITIZ AOIMEL IXETIKEX

(Greek) AIATAZEIL THEY OAHTIIAYL 2014/53/EE.

English Hereby, Zyxel declares that this device is in compliance with the essential requirements and other relevant provisions of
Directive 2014/53/EU.

Frangais Par la présente Zyxel déclare que I'appareil équipements est conforme aux exigences essentielles et aux autres dispositions

(French) pertinentes de la directive 2014/53/UE.

Hrvatski Zyxel ovime izjavljuje da je radijska oprema tipa u skladu s Direktivom 2014/53/UE.

(Croatian)

[slenska Hér med lysir, Zyxel pvi yfir ad pessi binadur er i samrcemi vid grunnkréfur og énnur videigandi dkveedi tilskipunar 2014/53/

(Icelandic) UE.

Italiano (Italian)

Con la presente Zyxel dichiara che questo attrezzatura & conforme ai requisiti essenziali ed alle altre disposizioni pertinenti
stabilite dalla direttiva 2014/53/UE.

National Restrictions

* This product meets the National Radio Interface and the requirements specified in the National Frequency Allocation
Table for Italy. Unless this wireless LAN product is operating within the boundaries of the owner's property, its use requires
a "general authorization.” Please check http://www.sviluppoeconomico.gov.it/ for more details.

¢ Questo prodotto & conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano Nazionale diripartizione
delle frequenze in Italia. Se non viene installato all 'interno del proprio fondo, I'utilizzo di prodotti Wireless LAN richiede
una "Autorizzazione Generale”. Consultare http://www.sviluppoeconomico.gov.it/ per maggiori dettagli.

LatvieSu valoda
(Latvian)

Ar 3o Zyxel deklaré, ka iekartas atbilst Direkfivas 2014/53/ES bUtiskajam prasibdm un citiem ar to saisfitajiem noteikumiem.
National Restrictions

* The outdoor usage of the 2.4 GHz band requires an authorization from the Electronic Communications Office. Please
check http://www.esd.lv for more details.

¢ 2.4 GHz frekveneu joslas izmantodanai arpus telpdm nepieciedama atiauja no Elektronisko sakaru direkcijas. Vairak
informacijas: http://www.esd.lv.

Lietuviy kalba

Sivo Zyxel deklaruoja, kad 3is jranga atitinka esminius reikalavimus ir kitas 2014/53/ES Direktyvos huostatas.

(Lithuanian)

Magyar Alulirott, Zyxel nyilatkozom, hogy a berendezés megfelel a vonatkozd alapvetd kdvetelményeknek és az 2014/53/EU

(Hungarian) irdnyelv egyéb eldirdsainak.

Mallti (Maltese) Hawnhekk, Zyxel, jiddikjara li dan taghmir jikkonforma mal-htigijiet essenzjali u ma provvedimenti ohrajn relevanti li hemm
fid-Dirrettiva 2014/53/UE.

Nederlands Hierbij verklaart Zyxel dat het toestel uitrusting in overeenstemming is met de essentiéle eisen en de andere relevante

(Dutch) bepalingen van richtlijn 2014/53/EU.

Polski (Polish) Niniejszym Zyxel oswiadcza, ze sprzet jest zgodny z zasadniczymi wymogami oraz pozostatymi stosownymi postanowieniami
Dyrektywy 2014/53/UE.

Portugués Zyxel declara que este equipamento estd conforme com os requisitos essenciais e outras disposicdes da Directiva 2014/53/

(Portuguese) UE.
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Romana Prin prezenta, Zyxel declard c& acest echipament este in conformitate cu cerintele esentiale si alte prevederi relevante ale
(Romanian) Directivei 2014/53/UE.

Slovencina Zyxel tymto vyhlasuje, Ze zariadenia spifia zédkladné poZiadavky a vietky prislusné ustanovenia Smermice 2014/53/EU.
(Slovak)

Slovenicina Zyxel izjavlja, da je ta oprema v skladu z bistvenimi zahtevami in ostalimi relevantnimi dolocili direktive 2014/53/EU.
(Slovene)

Suomi (Finnish) Zyxel vakuuttaa taten ettd laitteet tyyppinen laite on direktiivin 2014/53/EU oleellisten vaatimusten ja sité koskevien

direktiivin muiden ehtojen mukainen.

Svenska Hérmed intygar Zyxel att denna utrustning stér | dverensstémmelse med de vésentliga egenskapskrav och évriga relevanta
(Swedish) bestémmelser som framgdr av direktiv 2014/53/EU.
Norsk Erklcerer herved Zyxel at dette utstyret er | samsvar med de grunnleggende kravene og andre relevante bestemmelser |
(Norwegian) direktiv 2014/53/EU.

Notes:

Although Norway, Switzerland and Liechtenstein are not EU member states, the EU Directive 2014/53/EU has also been implemented in those
countries.

The regulatory limits for maximum output power are specified in EIRP. The EIRP level (in dBm) of a device can be calculated by adding the
gain of the antenna used (specified in dBi) to the output power available at the connector (specified in dBm).

List of national codes

COUNTRY 1ISO 3166 2 LETTER CODE COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Liechtenstein LI
Belgium BE Lithuania LT
Bulgaria BG Luxembourg LU
Croatia HR Malta MT
Cyprus CcY Netherlands NL
Czech Republic CL Norway NO
Denmark DK Poland PL
Estonia EE Portugal PT
Finland Fl Romania RO
France FR Serbia RS
Germany DE Slovakia SK
Greece GR Slovenia N
Hungary HU Spain ES
Iceland IS Switzerland CH
Ireland IE Sweden SE
Italy IT Turkey R
Latvia Lv United Kingdom GB
Safety Warnings

Do not use this product near water, for example, in a wet basement or near a swimming pool.

Do not expose your device to dampness, dust or corrosive liquids.

Do not store things on the device.

Do not obstruct the device ventilation slots as insufficient airflow may harm your device. For example, do not place the device in an
enclosed space such as a box or on a very soft surface such as a bed or sofa.

Do not install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.

Connect ONLY suitable accessories to the device.

Do not open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks.

Only qualified service personnel should service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.

Always disconnect all cables from this device before servicing or disassembling.

Do not remove the plug and connect it fo a power outlet by itself; always attach the plug to the power adapter first before connecting it to
a power outlet.

Do not allow anything to rest on the power adapter or cord and do NOT place the product where anyone can walk on the power adapter
or cord.

Please use the provided or designated connection cables/power cables/adapters. Connect it to the right supply voltage (for example, 110V
AC in North America or 230V AC in Europe). If the power adapter or cord is damaged, it might cause electrocution. Remove it from the
device and the power source, repairing the power adapter or cord is prohibited. Contact your local vendor to order a new one.

Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.
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* The following warning statements apply, where the disconnect device is not incorporated in the device or where the plug on the power
supply cord is intended to serve as the disconnect device,
- For permanently connected devices, a readily accessible disconnect device shall be incorporated external to the device;

- For pluggable devices, the socket-outlet shall be installed near the device and shall be easily accessible.

Environment Statement

ErP (Energy-related Products)

Zyxel products put on the EU market in compliance with the requirement of the European Parliament and the Council published Directive 2009/
125/EC establishing a framework for the setting of ecodesign requirements for energy-related products (recast), so called as "ErP Directive
(Energy-related Products directive) as well as ecodesign requirement laid down in applicable implementing measures, power consumption has
satisfied regulation requirements which are:

¢ Network standby power consumption < 8W, and/or

¢ Off mode power consumption < 0.5W, and/or

* Standby mode power consumption < 0.5W.

(Wireless setting, please refer to the chapter about wireless settings for more detail.)

European Union - Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be disposed of separately from domestic
waste. If this product is end of life, take it to a recycling station designated by local authorities. At the time of disposal, the separate collection of
your product and/or its battery will help save natural resources and ensure that the environment is sustainable development.

Die folgende Symbol bedeutet, dass Inr Produkt und/oder seine Batterie gemdB den &értlichen Bestimmungen getrennt vom HausmUll entsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum Zeitpunkt der
Entsorgung wird die getrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natUrliche Ressourcen zu sparen und die Umwelt
und die menschliche Gesundheit zu schitzen.

El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberdn depositarse como basura separada de la
domeéstica. Cuando este producto alcance el final de su vida Util, llévelo a un punto limpio. Cuando llegue el momento de desechar el
producto, la recogida por separado éste y/o su bateria ayudard a salvar los recursos naturales y a proteger la salud humana y
medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie doivent étre éliminés séparément des ordures
ménageres. Lorsque ce produit atteint sa fin de vie, amenez-le & un centre de recyclage. Au moment de la mise au rebut, la collecte séparée
de votre produit et/ou de sa batterie aidera a économiser les ressources naturelles et protéger I'environnement et la santé humaine.

Il simbolo sotto significa che secondo i regolamentilocaliil vostro prodotto e/o batteria deve essere smaltito separatamente dai rifiuti domestici.
Quando questo prodotto raggiunge la fine della vita di servizio portarlo a una stazione diriciclaggio. Almomento dello smaltimento, la raccolta
separata del vostro prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere 'ambiente e la salute umana.

Symbolen innebdr att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat frdn hushdlisavfallet. N&r den hér produkten ndr
slutet av sin livsidngd ska du ta den till en Gtervinningsstation. Vid tiden for kasseringen bidrar du till en bé&ttre milié och mansklig halsa genom att
gora dig av med den pd ett atervinningsstdlle.
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About the Symbols

Various symbols are used in this product to ensure correct usage, to prevent danger to the user and others, and to prevent property damage.
The meaning of these symbols are described below. It is important that you read these descriptions thoroughly and fully understand the
contents.

Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):
/\/ AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

DC if the unidirectional flow or movement of electric charge carriers.

Earth; ground:

A wiring terminal intended for connection of a Protective Earthing Conductor.

Class Il equipment:

D The method of protection against electric shock in the case of class Il equipment is either double insulation or
reinforced insulation.

Viewing Certifications

Go to http://www.zyxel.com to view this product’s documentation and certifications.

Zyxel Limited Warranty

Zyxel warrants to the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific period (the
Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the authorized Zyxel local
distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of purchase, should the product
have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of Zyxel. This warranty shall not apply if the product has been modified, misused, tampered with, damaged by
an act of God, or subjected to abnormal working conditions.
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Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other warranties,
express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held
liable for indirect or consequential damages of any kind fo the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought the
device at http://www.zyxel.com/web/support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com for global products, or at
www.us.zyxel.com for North American products.

Open Source Licenses
This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are provided
with the firmware package. You can download the latest frmware at www.zyxel.com. To obtain the source code covered under those Licenses,
please contact support@zyxel.com.tw to get it.

NBG6615's User's Guide
206



APPENDIX G
Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your vendor. If
you cannot contact your vendor, then contact a Zyxel office for the region in which you bought the
device.

See https://www.zyxel.com/homepage.shtml and also
https://www.zyxel.com/about_zyxel/zyxel_worldwide.shtml for the latest information.

Please have the following information ready when you contact an office.

Required Information
* Product model and serial number.
e Warranty Information.
¢ Date that you received your device.

* Brief description of the problem and the steps you took fo solve it.

Corporate Headquarters (Worldwide)

Asia

Taiwan

e Zyxel Communications Corporation

* https://www.zyxel.com

China

* Zyxel Communications (Shanghai) Corp.
Zyxel Communications (Beijing) Corp.
Zyxel Communications (Tianjin) Corp.

 https://www.zyxel.com/cn/zh/

India
¢ Zyxel Technology India Pvt Ltd

e https://www.zyxel.com/in/en/

Kazakhstan
* Zyxel Kazakhstan

e https://www.zyxel.kz
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Europe

Korea
e Zyxel Korea Corp.

o hitp://www.zyxel.kr

Malaysia
e Zyxel Malaysia Sdn Bhd.

e http://www.zyxel.com.my

Pakistan
* Zyxel Pakistan (Pvt.) Ltd.

e http://www.zyxel.com.pk

Philippines
* Zyxel Philippines

e http://www.zyxel.com.ph

Singapore
e Zyxel Singapore Pte Ltd.

* http://www.zyxel.com.sg

Taiwan
e Zyxel Communications Corporation

¢ https://www.zyxel.com/tw/zh/

Thailand
* Zyxel Thailand Co., Ltd
 https://www.zyxel.com/th/th/

Vietnham
e Zyxel Communications Corporation-Viethnam Office

o https://www.zyxel.com/vn/vi

Belarus
e Zyxel BY
e https://www.zyxel.by

Belgium
e Zyxel Communications B.V.

 https://www.zyxel.com/be/nl/
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e https://www.zyxel.com/be/fr/

Bulgaria
e Zyxel bbarapus

e https://www.zyxel.com/bg/bg/

Czech Republic
e Zyxel Communications Czech s.r.o

* https://www.zyxel.com/cz/cs/

Denmark
* Zyxel Communications A/S

e https://www.zyxel.com/dk/da/

Estonia

e Zyxel Estonia

e https://www.zyxel.com/ee/et/

Finland
e Zyxel Communications

 https://www.zyxel.com/fi/fi/

France
* Zyxel France

e https://www.zyxel.fr

Germany
e Zyxel Deutschland GmbH

e https://www.zyxel.com/de/de/

Hungary
e Zyxel Hungary & SEE

 https://www.zyxel.com/hu/hu/

Italy
* Zyxel Communications Italy

e https://www.zyxel.com/it/it/

Latvia
e Zyxel Latvia

e https://www.zyxel.com/Iv/Iv/
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Lithuania
* Zyxel Lithuania

 https://www.zyxel.com/It/It/

Netherlands

* Zyxel Benelux

e https://www.zyxel.com/nl/nl/

Norway
e Zyxel Communications

* https://www.zyxel.com/no/no/

Poland
* Zyxel Communications Poland

 https://www.zyxel.com/pl/pl/

Romania

e Zyxel Romania

e https://www.zyxel.com/ro/ro

Russia
e Zyxel Russia

e https://www.zyxel.com/ru/ru/

Slovakia
* Zyxel Communications Czech s.r.o. organizacna zlozka

 https://www.zyxel.com/sk/sk/

Spain
¢ Zyxel Communications ES Ltd

e https://www.zyxel.com/es/es/

Sweden
e Zyxel Communications

e https://www.zyxel.com/se/sv/

Switzerland
» Studerus AG
e https://www.zyxel.ch/de
e https://www.zyxel.ch/fr
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Turkey
e Zyxel Turkey A.S.

 https://www.zyxel.com/tr/tr/

UK

¢ Zyxel Communications UK Ltd.

e https://www.zyxel.com/uk/en/

Ukraine
e Zyxel Ukraine

e hitp://www.ua.zyxel.com

South America

Argentina
* Zyxel Communications Corporation

 https://www.zyxel.com/co/es/

Brazil
* Zyxel Communications Brasil Lida.

e https://www.zyxel.com/bor/pt/

Colombia
e Zyxel Communications Corporation

e https://www.zyxel.com/co/es/

Ecuador
* Zyxel Communications Corporation

* https://www.zyxel.com/co/es/

South America
e Zyxel Communications Corporation

e https://www.zyxel.com/co/es/

Middle East

Israel

e Zyxel Communications Corporation

e http://il.zyxel.com/
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Middle East

* Zyxel Communications Corporation

 https://www.zyxel.com/me/en/

North America

USA

¢ Zyxel Communications, Inc. - North America Headquarters

e https://www.zyxel.com/us/en/
Oceania

Australia

e Zyxel Communications Corporation

e https://www.zyxel.com/au/en/
Africa

South Africa
* Nology (Pty) Lid.

e https://www.zyxel.com/za/en/
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Index

A

Address Assignment 68

Advanced Encryption Standard
See AES.

AES 192
Alert 123

alternative subnet mask notation 141

antenna
directional 196
gain 196
omni-directional 196

AP (access point) 186

AP Mode
menu 33, 37
overview 28
status screen 29, 35

B

Backup configuration 127
Basic Service Sef, See BSS 184
BSS 184

C

CA 191

Certificate Authority
See CA.

certifications 203
viewing 205
Channel 31, 37

channel 55, 186
interference 186

Client table 31

Configuration
backup 127

reset the factory defaults 128

restore 127
contact information 207
copyright 200
CTS (Clear to Send) 187
customer support 207

D

Daylight saving 122
DDNS

service providers 94
device mode 11, 28
DHCP 81

Index

see also Dynamic Host Configuration Protocol

DHCP client information 83

DHCP client list 83
DHCP server 78, 81
DHCP table 83
disclaimer 200

DNS 78
DNS server

see also Domain name system

DNS Server 68

Domain Name System. See DNS.

Dynamic DNS 94

Dynamic Host Configuration Protocol 81

dynamic WEP key exchange 191

DynDNS 94

DynDNS see also DDNS 94

E

EAP Authentication 190

encryption 56, 192
key 56

ESS 185

ESSID 138

NBG6615's User's Guide
213



Index

Extended Service Set, See ESS 185 L
LAN 77
F IP pool setup 79
LAN overview 77
Factory LAN defaults 81 LAN setup 77
Firewall LANTCP/IP 79
ICMP packets 101, 104 Language 132
ZyXEL device firewall 100 Local Area Network 77
firewall Log 123

stateful inspection 99

Firmware upload 125
file extension
: M
using HTTP

firmware version 30, 36
MAC 59

MAC address 56, 68
cloning 68

MAC address filter 56
G MAC address filtering 59
MAC filter 59

managing the device
good habits 12

fragmentation threshold 187

General wireless LAN screen 57

MBSSID 55
H Media access control 59
Message Integrity Check (MIC) 192
hidden node 186 mode 11

Multiple BSS, see MBSSID

N
IANA 145, 146
IBSS 184 NAT 85, 88, 145
I[EEE 802.11g 188 global 86
Independent Basic Service Set how it works 85, 87
See IBSS 184 inside 86

initialization vector (IV) 192 local 86

outside 86

Internet Assigned Numbers Authority
See IANA 145

IP Address 76, 79, 88

IP address 78
dynamic

IP Pool 82

overview 85
port forwarding 92
see also Network Address Translation
server 86
server sets 92
NAT fraversal 109
Navigation Panel 33, 37
navigation panel 33, 37
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Index

Network Address Translation 85, 88

O

operating mode 11

operatfion mode 28, 130
access point 28
client 29
router 28

overview 11

P

Pairwise Master Key (PMK) 192, 194

Point-to-Point Protocol over Ethernet 23, 24, 71

Point-to-Point Tunneling Protocol 73

Pool Size 82

Port forwarding 88, 92
default server 88, 92
example 92
local server 88
port numbers
services

Port Trigger 90

PPPoOE 23, 24,71
benefits 23
dial-up connection

see also Point-to-Point Protocol over Ethernet 23,

24
PPTP 73
preamble mode 188
PSK 193

Q

Quality of Service (QoS) 61

R

RADIUS 189
message types 190

messages 190
shared secret key 190
Remote management
and NAT 107
and the firewall
limitations 107
system timeout 107
Reset button 18, 128
Reset the device 18

106

Restore configuration 127
Roaming 60

RTS (Request To Send)
threshold 186, 187

RTS/CTS Threshold 55, 60

187

S

Scheduling 63

screw anchor 14

Service Set 57

Service Set IDentification 57
Service Set IDentity. See SSID.

SSID 31, 37,55, 57
MBSSID 55

stateful inspection firewall 99
Static DHCP 82

Static Route 96

subnet 139

Subnet Mask 80

subnet mask 78, 140
subnetting 141

Summary
Packet statistics 32

Sys Op Mode 130
System General Setup 117, 118, 120
System Name 121
System restart 128

T

TCP/IP configuration 81
Temporal Key Integrity Protocol (TKIP)

192
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Index

Time sefting 121 security 55

trigger port 93 SSID 55

Trigger port forwarding 93 Wireless security 55
example 93 overview 55
process 93 type 55

wireless security 138, 188

Wireless tutorial 39
WPS 39

Wizard setup 20

WLAN
interference 186
security parameters 195

WPA 192
key caching 193
pre-authentication 193
user authentication 193
vs WPA-PSK 193
wireless client supplicant 193

U

Universal Plug and Play 109
application 109

UPnP 109
example 116
installation 116
security issues 109

V with RADIUS application example 193
WPA2 192
VPN 73 user authentication 193

vs WPA2-PSK 193
wireless client supplicant 193
with RADIUS application example 193

WPA2-Pre-Shared Key 192

WPA2-PSK 192, 193
application example 194

WPA-PSK 192, 193

W

wall mounting 14
WAN (Wide Area Network) 67

WAN MAC address 68 application example 194
warranty 205 WPS 13
note 206

WPS button 13
Web Configurator

how to access 16

Overview 16
Wi-Fi Protected Access 192
wireless channel 138
wireless client WPA supplicants 193

wireless LAN 138
MBSSID 55

wireless LAN scheduling 63

Wireless network
basic guidelines 54
channel 55
encryption 56
example 54
MAC address filter 56
overview 54
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