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How to Configure Site-to-site IPSec VPN with Amazon VPC

This example shows how to use the VPN Setup Wizard to create a site-to-site
VPN between a ZyWALL/USG and an Amazon VPC platform. The example
instructs how to configure the VPN tunnel between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network
Network 192.168.1.0 i i Network 172.18.0.0
Netmask 255.255.255.0 } Netmask 255.255.0.0

VPN Tunnel VPN Tunnel e

ZyWALL USG Amazon VPC

WAN [P 61.230.249.133 Gateway IP 52.39.135.203
LAN [P 192.168.1.1

............................................

LyWALL/USG Site-to-site IPSec VPN with Amazon VPC

:QLNo’re:

All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and Amazon
VPC (June, 2016).
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Set Up the IPSec VPN Tunnel on the Amazon VPC

1 Signinto the Amazon AWS Management Console. Go to Networking > VPC.

Amazon AWS Management Console > Networking > VPC
i‘i AWS ~ Services

Quick Starts

Build a web app Launch a virtual machine - Back.uppyour files
Learn More Learn More
I Build a backend far your Host a static website c_,D/j Analyze big data
o mobile app Learn More DDD Learn More

AWS Services

C‘%}f Networking

Direct Connect

Route 53

2 In the upper left-hand of the screen, click Start VPC Wizard.

Amazon VPC Management Console > Networking > VPC > Start VPC Wizard
N AWS v Services v

VPC Dashboard Resources <
4

Filter by VPC:
None T Start VPC Wizard Launch EC2 Instances
Virtual Private Cloud Mote: Your Instances will launch in the US West (Oregon) region.

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware

VPN Access, and then click Select.
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Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN
Access

ﬁ AWS ~  Services v
Step 1: Select a VPC Configuration

\S/Pt? wt'\th D& B FILTE Your instances run in a private, isolated section of the AWS cloud with a Amazon Virtual Private Cloud
ubnet

private subnet whose instances are not addressable from the Internet Subnet
You can connect this private subnet to your corporate data center via an

VPC with Public and IPsec Virtual Private Network (VPN) tunnel

Private Subnets

Creates:
VPC with Public and
Private Subnets and

A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
between your Amazon VPC and your corporate network. (VPN charges

Hardware VPN Access apply.)

VPC with a Private P \

Subnet Only and | |

Hardware VPN Access | |
Corporate Data Center

4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block and

Private subnet. Click Next.

VPC with a Private Subnet Only and Hardware VPN

AWS ~ Services v

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* [172.18.0.0/16 | (55531 IP addresses available)
VPC name:
Private subnet* | 172.18.0.0/24 | (251 IP addresses available)

Availability Zone:* = No Preference v
Private subnet name: Private subnet
You can add more subnets after AWS creates the VPC

Add endpoints for 33 to your subnets

Subnet:  None v

Enable DNS hostnames:” ® Yes ' No

Hardware tenancy:* = Default v

Cancel and Exit Back m
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5 Configure your VPN, add your ZyWALL/USG public IP address info Customer
Gateway IP. Nome your Customer Gateway name and VPN Connection name.

Click Create VPC at the bottom of the blade.

Configure your VPN

AWS ~ Services ~

Step 3: Configure your VPN

Specify the public [P Address of your VPN router (Customer Gateway)
Customer Gateway IP:* [51.230.249.133 |

Customer Gateway name: | GW_to_ZyWALL/USG |

VPN Connection name: [CN to ZyWALL/USG ]

Note: VPN Connection rates apply.
Specify the routing for the VPN Connection (Help me choose)

Routing Type:™ = Dynamic (requires BGP) ¥

Canceland Exit | Back |G

A7%
Creating VPN (This may take a few minutes)...

i

6 Inthe VPC Dashboard, go to VPN Connections. Select Download Configuration
from the upper bar. Select Vendor and Platform to be Generic. Click Yes,

Download.
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VPC Dashboard > VPN Connections

Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Vendor
Piatorm
Softmaro

Cancel Yes, Download

7 Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and
Gateway IP address. Please make sure all the settings match your ZyWALL/USG's

setting.

Configuration ixt. File
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IPSec Tunnel #1

#1: Internet Key Exchange Configuration
Configure the IEE 54 as follows:

— Authentication Method : Pre-Shared Eey

— Pre-Shared Eey : 2EHrEASWT6&QFMEBaaPZT1bBmnoUaCLhW
— Authentication Rlgorithm : shal

— Encryption Algorithm : aes-128-chbc

- Lifetime : 28800 seconds

— Phase 1 Negotiation Mode : main
— Perfect Forward Secrecy : Diffie-Hellman Group 2

$2: IPSec Configuration
Configure the IPSec S5A as follows:

— Protocol 1 esp

— Authentication Algorithm : hmac-shal-96

— Encryption Algorithm : aes-128-chbc

- Lifetime : 3600 seconds

- Mode : tunnel

— Perfect Forward Secrecy : Diffie-Hellman Group 2

recommend configuring DPD on your endpoint as follows:
— DFD Interval Ha ]
— DPFD Retries : 3

#3: Tunnel Interface Configuration

Cutside IP Addresses:
— Customer Gateway 1 61.230.249.133
— Virtual Private Gateway : 52.39.135.203

IPSec Dead Peer Detection (DPD) will be enabkled on the AWS Endpoint.

We

Set Up the IPSec VPN Tunnel on the ZyWALL/USG

www.zyxel.com

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the Amazon VPC. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- WPM Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

D Express

@ Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select

the rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizaord Completed
1 3
2

Advanced Settings

IKE Verzion

@ IKEvI
O IKEv2

Scenadrio

Rule Mame: | VPM_to_VPC

|@ Site-to-site I

© Site-to-site with Dynamic Peer

© Remote Access [Server Role)

© Remote Access [Client Role)

Then, configure the Secure Gateway IP as the peer Amazon VPC’s Gateway IP
address (in the example, 52.39.135.203); select My Address to be the interface
connected to the Internet.

Set the Negotiation, Encryption, Authentication, Key Group and SA Life Time

which Amazon VPC supports. Type a secure Pre-Shared Key.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1
Setting)
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VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
1 3
2

Advanced Settings

Phase 1 Setting

Secure Gateway: 52.39.135.203 [IP or FQIDM]

My Address (interface): gel ¥

Negotiation Mode: Main v

Encryptfion Algorithm: AES128 i

Authentication Algorithm:| |[SHAT ¥

Key Group: bH2 v

SA Life Time: 86400 {1580 - 3000000 seconds)

NAT Traversal

| Dead Peer Detection [DF’D]l

Avuthentication Method

® Pre-SharedKey | 12345678
O Certificate defoult ~

Continue to Phase 2 Settings to select the Encapsulation, Encryption,
Authentication, and SA Life Time seftings which Amazon VPC supports.

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy fo be the IP address range of the network
connected to the Amazon VPC. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Phase 2 Setting)

VPN Setup Wizard

1 2

Advanced Seftings
Phasze 2 Sefting

Active Protocol:
Encapsulation:
Encryption Algorithm:
Authentication Algorithm:
54 Life Time:

FPerfect Forward Secrecy
(PFS):

Policy Setting
Local Policy {IP/Mask):
Remote Policy [IP/Mask]:

Property

Nailed-Up

Wizard Type * VPN Setfings * Wizard Completed

|

ESP
Tunnel
AES128
SHAT
36400

None

(180 - 3000000 seconds)

[192.168.1.0

A255.255.255.0

| 172.18.0.0

J'|255.255.D.0
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Summary)

Wizard Type > VPN Selings > Wioord Completed

1

2
Advanced Settings
Summary
Rule Norme:

Secure Goteway:
Pre-Shared Key:

Local Policy (IPfMask):
Remote Policy (IP/Mask):

Phasze 1

Megotliation Mode:

Encryption Algorthm:

Authentication Algorithm:

Key Group:
Phase 2

Active Proftocol:
Encapsulation:

Encrypfion Algorithm:

Authentication Algorithrm:

3

VPN_to VPO
52.30.135.203

12345678

192.168.1.0/ 255.255.255.0
172.18.0.0/ 255.255.255.0

main
aes128
sha

DH2

esp
tunimel
aes12s

sha

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

29/810



ZYXEL ——

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

[ VPN Setup Wizard

Waord Type > VPN Setings > Wizard Completed

1 2 3

Advanced Setfings

ongratulations. The \ Access wizard is complete
C t The VPN d leted
Summary

Rule Nome: VPN_to_VPC

Secure Goteway: 52.39.135.203

My Address (interfcce): get

Pre-Shared Key: 12345678

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

QArdd i 2

1 2 VPN_to_Azure  VPN_to_Azure [Pwd aVPMN_to_VPC_LOCALfWPN_to_VPC_REMOTE

Page |1 of 1 Show |50 || items Displaying 1-1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up
Time and the Inbound(Bytes)/Outbound(Bytes) fraffic.
MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_VPC  192.148.1.0/24<>172.18.0.0/24 41.230.249.133  P:52.39.135.203:4500 28 76292 0[0 bytes) 0[0 bytes)

Page |1 of 1 Show |50 |»|iterms Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private

Subnet for verification. Ensure that both computers have Internet access.
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Ping from Local LAN to AWS VPC private Subnet for verification:
C:“\Documents and Settings“ZyXEL>ping 172.18.8.15

Pinging 172.18.8.15

Reply from
Reply from
Reply from
Reply from

172.18.8.15
172.18.8.15
172.18.8.15
172.18.8.15

bytes=32
bytes=32
hytes=32
hytes=32

Ping statistics for 172.18.8.15 =

Packets: Sent = 4, Received
Approximate round trip times in milli-seconds

= 28ms

with 32 bytes of data:

time=27ms
time=32ms
time=26ms
time=27ms

= 4, Lost =

Minimum = 26ms, Maximum = 32ms. Average

What Could Go Wrong?

B (Bx loss

If you see below [info] or [error] log message, please check ZyWALL/USG Phase

1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the

Amazon VPC IKE Phase 1 setup list.
MONITOR > Log

FPriarity Category  Message Mote

info IKE Recv[MCTIFY: INYALID_COOKIE] IKE_LOG
info IKE Send:[IDHASH]NOTIFY:INITIAL_CONTACT] IKE_LOG
Friority  Category | Message Maote
errar IFSec SPI: 0x0 (0) SEC: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: D=0 (D) SEC: 0x0 (0) No rule found, Dropping TCP packet IPSec
infa IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friority  Category | Message Maote

info IKE Recv [HASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
LyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2

setup list.

MONITOR > Log

123 2017-0%-

23

11101, info

127 2017-09-11 10:1... _info

Recv:[HASH][SA] [MONCE][ID][ID]

Phase 1 IKE SA process done

KE_LOG

KE LOG
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How to Configure Site-to-site IPSec VPN with Microsoft (MS)
Azure

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZyWALL/USG and a Microsoft (MS) Azure platform. The example
instructs how to configure the VPN tunnel between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network
Network 192.77.1.0 ! i Network 10.1.0.0
Netmask 255.255.255.0 : Netmask 255.255.0.0
& y— 0w
o e ey =~ i - HO
VPN Tunnel VPN Tunnel S
ZyWALL USG MS Azure
WAN IP 59.124.163.151 Gateway IP 13.75.42.148
LAN 1P 192.77.1.1

LyWALL Site-to-site IPSec VPN with Microsoft (MS) Azure

OU'Note:
1. All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example was

tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the MS Azure. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Setfings

- Wizard Type
- VPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- VPM Settings
- Wizard Completed

D VPN Settings for L2TP VPN Settings

- VPM Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express
Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Setingz > Wizard Completed
1 3
2

Advanced Settings

IKE Verzion

@ |KEV]
@ KEv2

Scenario

Bule Name: | VPN_to_Azure

|@ Site-to-site I

D Site-to-site with Dynamic Peer
O remote Acceass (Server Role)
O Remote Acceass (Client Role)

Then, configure the Secure Gateway IP as the peer MS Azure's Gateway IP

address (in the example, 13.75.42.148); select My Address to be the interface

connected to the Internet.

Set the Negotiation, Encryption, Authentication, Key Group and SA Life Time which

MS Azure supports. Please make sure you disable Dead Peer Detection (DPD)

which is not supported in the MS Azure IKEv1 Policy-based. Type a secure Pre-

Shared Key.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

1 Setting)

VPN Setup Wizard

1 B 3

Advanced Settings
Phase 1 Sefting

Wizard Tyee * VPN Seftings * Wezard Completed

Secure Gateway: 13.75.42.148
My Address (interface): gel
Negotiation Mode: Main
Encrypticn Algorithm: AES256
Authentication Algorithm: | SHAT

Key Group: DH2

5A Life Time: 36400

MNAT Traversal

[l Dead Peer Detection [DPD)
Authentication Method

@ Pre-Shared Key | 123454678

D Certificate default

(IP or FQDM]

(180 - 3000000 seconds)

‘Q‘No’re: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentafion About VPN devices for Site-to-Site VPN Gateway

connections.
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Continue to Phase 2 Settings to select the Encapsulation, Encryption,

Authentication, and SA Life Time seftings which MS Azure supports.

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the MS Azure. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase
2 Setting)

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Advanced Seftings

Phaze 2 Setting

Active Protocol: ESP i

Encapsulation: Tunnsl i

Encryption Algorithm: AES128 hd

Authentication Algorithm: SHAIT ¥

34 Life Time: 86400 (180 - 3000000 seconds)
Perfect Forward Secrecy None -

(PFS):

Policy Setting

Local Policy (IP/Mask): | 192.77.1.0 | 1255.255.255.0 |
Remote Policy (P/Mask): | 10.1.0.0 | 25525500 |
Property

| Nailed-Up |

"U"Note: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway

connections.

This screen provides a read-only summary of the VPN tunnel. Click Save.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizard Type > VPN Selfings > Wiord Completed

1 2

Advanced Seffings
Summary
Fule Name:

Secure Goteway:
Pre-Shared Key:

Local Policy [IP/Mask]:
Remote Policy {IF/Mask):
Phase 1

Negotiation Mode:
Encryption Algorithm:

Key Group:
Fhase 2

Active Protocol:

Encapsulation:

Encryplion Algodihm:

Authentication Algorithm:

3

WPN_to_Azure

13.75.42.148

12345678

192.77.1.0/ 255.255.255.0
10.1.0.0 / 255 255.0.0

main
aes128
sha

DH2

esp
tunnel

aes128

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizrard

Waard Type > VPN Seffings > Wizard Completed
1 2 s

Advanced Settings

Congratulations. The VPN Access wizard is complated

Summary
Fule Name: VPMN_to_Azure
Secure Gateway: 13.75.42 148
My Addrass (interfoce): ge

12342678

Pre-Shared Key:

Set Up the IPSec VPN Tunnel on the MS Azure

Sign info the Windows Azure Management Portal. In the upper left-hand corner of

the screen, click +New > Networking > Virtual Network.

Azure portal > New > Networking > Virtual Network

“~ New » Networking

New

Resource groups

MARKETPLACE
All resources

Virtual Machines
Recent

Web + Mobile

App Services
Data + Storage

Virtual machines (classic) Data + Analytics

Virtual machines Internet of Things

% SOl databases Networking

Cloud services (classic) Media + CDN

Huhrid Intasratinn

Networking

FEATURED APPS

Virtual Network

(.“> Create a logically isolated section in
M fit re and securely
connect it outward.

raffic Manager profile

ExpressRoute
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Near the bottom of the Virtual Network blade, from the Select a deployment

model list, select Resource Manager, and then click Create.

New > Networking > Virtual Network > Select a deployment model

v New » Networking » Virtual Network

Virtual Network

>

Resource groups

ame . . - .
2 All resources Create a logically isolated section in Microsoft Azure with this networking service. You can securely

connect it to your on-premises datacenter or a single client machine using an IPsec connection.

Recent Virtual N
Azure

etworks make it easy for you to take advantage of the scalable, on-demand infrastructure of

ile providing conr ity to data and applications on-premises, including systems running

on Windows Server, mainframes, and UNIX.

App Services
Use Virtual Network to:

Virtual machines (classic)
* Extend your datacenter

» Build distributed applications
* Remotely debug your applications

SQL databases u n m E

Cloud services (classic)

Virtual machines

PUBLISHER Microsoft

Security Center

Subscriptions Select a deployment model @

| Resource Manager v

Browse >

On the Create virtual network page, enter the NAME for the VPN network. For
example, VPN_Vnet_to_USG. Add your Address Space, Subnet name and a single

Subnet address range.

Click Resource group and either select an existing resource group, or create a

new one by typing a name for your new resource group. For example, RG_USG.

LOCATION is directly related to the physical location (region) where the virtual

machines (VMs) reside. The region associated with the virtual network cannot be

changed after it has been created.
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Then, click the Create button. After clicking Create, you will see a tile on your

dashboard that will reflect the progress of your VNet. The tile will change as the

VNet is being created.

New > Networking > Virtual Network > Create virtual network

AT

Resource groups

£ All resources
Recent
App Services
Virtual machines (classic)
Virtual machines
SQOL databases
Cloud services (classic)
Security Center
Subscriptions

Browse >

New > Networking > Virtual Network » Create virtual network

Create virtual network

* Name

VPN_Wnet_to_USG

* Address space @
10.1.0.0/16 v
10.1.0.0 - 10.1.255.255 (65536 addresses)
* Subnet name

Azure_Local_Policy

* Subnet address range @
10.1.0.0/24 v
10.1.0.,0 - 10.1.0.255 (256 addresses)
Subscription

| Free Trial

* Resource group

| + New

Mew resource group name

RG_USG

Location

East Asia

Pin to dashboard

In the portal, navigate to the virtual network to which you just created. On the

blade for your virtual network, click the Settings icon at the top of the blade o

expand the Setting blade to Subnets > Add > Add Subnet. Name your subnet
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GatewaySubnet. You should not name it anything else, or the gateway will not
work. Add the IP Address range for your gateway. Click OK at the bottom of the

blade to create the subnet.

VPN Vnet_to_USG > Settings > Subnet > Add subnet

“/ VPN_Vnetto USG > Settings > Subnets > Add subnet

ngs Subnets Add subnet

New

+ +

Resource groups Subnet  Gateway
‘subnet

iii Al resources

Recent NAME ~ ADDRESSRANGE ~*  AVAILABLEADDR.. "  SECURITY GROUP

prr + TROUBLESHOOTING

Azure Loca 072
& App services it Ioas zure_Local Policy  10.1.0.0/24

B3 virtual machines (classic)

B virtual machines | group N
= soL databases

@ Cloud services (classic)

@ security Center

$ Ssubsariptions

Browse >

In the portal, go to New, then Networking. Select Virtual network gateway from
the list. On the Create virtual network gateway blade Name field, name your
gateway. Next, choose the Virtual network that you want to deploy this gateway

fo.

Click the arrow (>) to open the Choose public IP address blade. Then click Create
New fo open the Create public IP address blade. Input a Name for your public IP
address. Note that this is not asking for an IP address. The IP address will be
assigned dynamically. Rather, this is the name of the IP address object that the

address will be assigned fo. Click OK fo save your changes.
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For Gateway type, select VPN. For VPN type, select Policy-based. For Resource
Group, the resource group is determined by the Virtual Network that you select.
For Location, make sure it's showing the location that both your Resource Group

and VNet exist in.

New > Networking > Create virtual network gateway > Choose public IP address >

Create public IP address

v = ChoosepublicIPaddress > Create public P address s @y & O

Create virtual network gateway Choose public IP address Create public IP address
New g g

W#) Resource groups

£ All resources

* Name * Name
Create new

[[vPN_GW_to_USG -] [ VPN_GW._to_USG_Public_IP V]
No

o results

© Recent

& App services >

B3 virtual machines (classic)
[¥ Public IP address @

>

& Cloud services (dlassic)
VPN type @

@ security Center Route-based

¥ subscriptions Subscription

Free Trial ~

Browse >

Location @

[ Eastasi2 v

[ pinto dashboard

In the Azure Portal, navigate to New > Networking > Local network gateway. The
local network gateway refers to your ZyWALL/USG public IP and local subnet

settings.

On the Create local network gateway blade, specify a Name for your
LyWALL/USG gateway object.

Specify public IP address of your ZyWALL/USG. It cannot be behind NAT and has
to be reachable by Azure. Address space refers to the address ranges on your
LyWALL/USG local network. For Resource Group, select the resource group that

you created before. For Location, if you are creating a new local network
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gateway, you can use the same location as the virtual network gateway. But, this

is not required. The local network gateway can be in a different location.

Click Create to create the local network gateway.

New > Networking > Local network gateway

“~ New » Networking > Create local network gateway

Create local network gateway

Resource groups

All resources * Name

[ vPN_Connection_to_UsG

Recent

* |P address @

[ 59.124.162.151

App Services

Virtual machines (classic) Address space @

Virtual machines 192.77.1.0/24

SQL databases

Subscription

Cloud services (classic)
| Free Trial

Secunty Center
* Resource group @

[ Re_use

Subscriptions

Location

| East Asia

Browse »

Pin to dashbeoard

I
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Locate your virtual network gateway (VPN_Connection_to_USG in this example)
and click Settings > Connection > Add connection, Name your connection. For
Connection type, select Site-to-site (IPSec). For Virtual network gateway, the
value is fixed because you are connecting from this gateway (VPN_GW_to_USG in

this example).

For Local network gateway, select the local network gateway that you want to

use (VPN_Connection_to_USG in this example).

For Shared Key (PSK), the value here must match the value that you are using for
your ZyWALL/USG device. For Resource Group, select the resource group that you

created before. Click OK to create your connection.

VPN_Connection_to_USG > Settings > Connections > Add connection

¥ VPN_Connection_to USG » Settings » Connections > Add connection

Connections Add connection

-+

Resource groups Add

™
22 All resources * Name

[ Azure vnet_use v

Recent NAME S STATUS % CONNECTION TYPE % VIRTUAL NETWO... ™
Connection type @

App Services No results I |

Virtual network gateway @

Virtual machines (classic)
I’ VPN_GW_to_USG

Virtual machines

[* Local network gateway @ a

5QL databases
VPN_Connection_to_USG

Cloud services (classic)
* Shared key (PSK) @

Security Center I zyxel1234 \/l
Subscriptions |5ubstru:t\cn L] ‘
Browse >
Resource group @
RG_USG a8
Location @
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When the connection is complete, you'll see it appear in the Connections blade

for your Gateway.
VPN_Connection_to_USG > Settings > Connections

“  VPN_Connection to USG ) Settings » Connections

Connections

+

Add

[ L] NAME < STATUS “~ CONNECTION TYPE 7 VIRTUAL NETWG... ™

' Azure_Vnet_USG Unknown Site-to-zite (IPsec) VPN_GW _to_USG

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connecticon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

@ Add H Edit @ Remove @ Activate @ Inactivate @ Connect @ Disconnect [ Object References

1 @@. WPN_to_Azure WPN_to_Azure IPv4 aVPN_to_Azure LOCAL/VPN_to_Azure REMOTE

Page |1 of 1 Show |50 |»|items Displaying 1 - 1 of
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tfunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_Azure 192.77.1.0/24<>10.1.0,0/16 59124163151 Pi13.75.42.148:4500 14 86406 0(0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 |¥ | items Displaying 1 - 1 of

Go to Azure_Vnet_USG > Settings to check the tunnel DATA IN and DATA OUT.

VPN > VPN Settings > Currently Active VPN Tunnels

“  Azure Vnet USG » Settings

Azure Vnet USG

L Essentials ~ H 8 O
. Connected
m East Asia
o [ 754214
- Subscription 1D . _::. ; ; eway - -
saL 23a31ce5-c9fa-4da3-958b-8bb1b6fe8790 VPN_Connection_to_USG (59.124.163.15
A e 15 =
k'l
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To test whether or not a tunnel is working, ping from a computer at one site to a

computer at the other. Ensure that both computers have Internet access.

PC behind ZyWALL/USG > Window 7 > cmd > ping 10.1.0.33

C:*“Documents and Settings»ZyREL>*ping 18.1.A0.33

Pinging 18.1.8.33 with 32 hytes of data:

Reply from 18.1.8.33 @ bytes=32 time=18ms
Reply from 168.1.68.33 bhytes=32 time =17ms
Reply from 168.1.68.33 bytes=32 time=17ms

Reply from 18.1.8.33 - bytes=32 time=16ms

Ping statistics for 18.1.60.33:
Packets: Sent = 4. Received = 4, Lost = 8 (8
Approximate round trip times in milli—seconds:
Minimum = 16ms, Maximum = 18m=s,. Average = 17mns=

PC behind MS Azure> Window 7 > cmd > ping 192.77.1.33

C:~Documents and SettingssEyHEL>ping 192 _77.1.33
Pinging 192.77.1.33 with 32 bytes of data:

Reply from 1922.77.1.33 hytes=32 time=2Yms
Reply from 1922.77.1.33 bytes=32 time=3Zms
Reply from 1922.77.1.33 bytes=32 time=26ms
Reply from 1922.77.1.33 hytes=32 time=2Yms

Ping statistics for 192.97%.1.33

Packets: Sent = 4, Received 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms
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What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the MS
Azure IKE Phase 1 sefup list.

MONITOR > Log

Priority | Category | Message Note

info IKE Recv:[NOTIFY: INVALID_COOCKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message Mote
error IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
arrar IPSec SPI: 0x0 (0) SECQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friarity | Category | Message MNaote

info IKE Recv.[HASHINOTIFY:NG_PROPOSAL_CHGOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Seftings. Make sure your ZyWALL/USG Phase 2
Seftings are supported in the MS Azure IKE Phase 2 setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG
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How to Configure GRE over IPSec VPN Tunnel

This example shows how to use the VPN Setup Wizard to create a GRE over
IPSec VPN ftunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site. When the GRE over IPSec VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 : i Network 19216820
Netmask 255.255.255.0 i Netmask 255.255.255.0 ;
GRE Tunnel GRE Tunnel {
iy
VPN Tunnel VPN Tunnel

ZyWALL USG (HQ) ZyWALL USG (Branch)

WAN IP 61.228.245.247 WAN IP 111.250.184.80

LAN IP 192.168.1.1 LAN IP 192.168.2.1

ZyWALL/USG GRE over IPSec VPN

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL 310
(Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of
Corporate Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 >

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to
be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
1 3
2

Express Settings

IKE Verszion
[KEv]
O IKEv2

Scenario

Rule Name:

Site-to-site

O Site-to-site with Dynamic Peer

0 Remote Access [Server Role]

| WIZ_VPN_HG

O remote Access (Client Role)

Configure Secure Gateway IP as the Branch’s WAN IP address (in the example,

111.250.184.80). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the

ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Seftings * Wezard Completed
1
2

Express Settings

Configuration

Secure Gateway: 111.250.184.80 (IP cr FQIDM)
Pre-Shared Key: 12345678

Local Policy [IP/Mask]: 192.165.1.0 255.255.255.0
Remote Policy (IP/Mask): |192.165.2.0

255.255.255.0
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wiord Type » VPN Setings » Woord Completed

1 3
Express Seftings
Summary
Fule Naome: WIZ_VPN_HQ
Secure Gateway: 111.250.134.30
Pre-Shored Eey: 12345678
Local Polcy [IPfhMask): 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.168.2.01 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPH Seffings > Wizard Completed
1 =

- 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_HO

Secure Gateway: 111.250.184.80

Fre-Shared Key: 12345878

Locaol Policy [IP/Mask): 192,168.1.0/ 255.255.255.0

Remote Policy (IP/Mask]: 19216820/ 235.235.255.0
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Authentication
©@ Pre-SharedKey ~ [seeseses
[l unmasked
O Certificate My Certificates
O User Based PSK i ]
[+] Advance
Local ID Type: [Pwd w7

Caontent: 0.0.0.0

Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Seftings > Policy. Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

FPaliay

Local poksy: WII_WPN_HG_LOC »  SUBNET, 192.168.1.0/24
Femaole policy: NIZ_VPMN_HG_REM |~ SUBNET, 160.168.2.024
| Advonce

mF-—:: i GRE aver IPiec ﬂ

Policy Enforcermant

The GRE tunnel runs between the IPsec public interface on the HQ unit and the

Branch unit. Go fo CONFIGURATION > Network > Interface > Tunnel > Add. Enter
the Interface Name (The format is tunnelx, where xis O - 3.). Enter the IP Address

and Subnet Mask for this intferface. Specify My Address to be the interface or IP

address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel fraffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name:
lone:

Tunnel Mode:

IP Addressz Azsignment

IP Address:
Subnet Mask:

Metric:
Gateway Settings
Iy Address

@ |nterface

@ IP Address

Eemote Gatewaoy Addrass:

tunnell

TUNMNEL
GRE

|10.0.D.l

[255.255.255.0

0 [0-135)

111.250.184.80

Static -- 61.226.245.247/255.255.255.255
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of
Corporate Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 >

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Express Settings

IKE Verzion

[KEv]
© IKEv2

Scenario

Rule Name: | WIZ_VPN_Branch

| SHe-fo-sHeI

@ Site-to-site with Dynamic Peer

O Remote Access (Server Role)

O Remote Access (Client Role)

Configure Secure Gateway IP as the HQ's WAN IP address (in the example,
61.228.245.247). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (Branch) and Remote Policy to be the IP address range of the
network connected to the ZyWALL/USG (HQ).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Tyee * VPN Seftings * Wezard Completed

1 > 3
Express Settings
Cenfiguration
Secure Gateway: [61.228.245.247 | (Porraoy
Pre-Shared Key: [ 12345678 |
Local Policy (IP/Mask): | 192.168.2.0 | [255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.1.0 | r 255.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Selfings > Wiord Completed
1 2 5
Express Settings
Summary
Fule Mame: WIZ_VPN_Branch
Secure Gateway: 61.228.245.247
Pre-Shared Key: 12345678
Local Policy (IF/hask): 192.168.2.0/ 255.255.255.0
Rernote Policy (IF/Mask):  182.168.1.0/ 25525525510

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPN Setings > Wizard Cul‘l‘qﬂﬁld
1
= 3

Express Seflings

Congratulaiions, The VPN Access wizard s completed

summary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 61.228.245.247
Pre-3hored Key: 123456878
Local Policy (IP/Mask): 192 1682017 2552552550

Ramote Policy [IP/Mask):  192168.1.00 220.455.220.0
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication
® Pre-SharedKey ~ [seeseses
[ unrmasked
O Certificate My Cartificatas
O User Based PSK i ]
[+] Advance
Local ID Type: [Pwd ~

Caontent: 0.0.0.0

Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Seftings > Policy. Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

Policy
Local pokey: WII_WVP™_Bramch_L ¥ SUBMET, 192.168.2.0/24
Remaole policy: VPN_Bramein_k s CUBMET, 192.168.0.0/24
] Advance

Ekrcvie crEcver Bt O

Policy Enforcemant

The GRE tunnel runs between the IPsec public interface on the Branch unit and

the HQ unit. Go to CONFIGURATION > Network > Interface > Tunnel > Add. Enter
the Interface Name (The format is tunnelx, where xis O - 3.). Enter the IP Address
and Subnet Mask for this intferface. Specify My Address to be the interface or IP

address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel fraffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name: tunnel2 |
Ione: TUNMNEL ~ O
Tunnel Mode: GEE ¥

IP Address Aszsignment

IP Address: 10.0.0.2
Subnet Mask: 255.255.255.0
Metric: 0 [0-15)

Gateway Settings

My Address

@ |nterface gel hd Static -- 111.250.184.80/255.255.255.255
O IP Address
Remote Gateway Address: 61.228.245.247

Test the GRE over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connecticon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
Q Add F
1 @ WIZ_VPN_HQ WIZ_VPN_HG IPvd = WIZ VP
Page |1 of 1 Show |50 |¥ items Displaying
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up
Time and Inbound (Bytes)/Outbound (Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_HG 192.168.1.0/24=>192.168.2.0/24 61.225.245.247 P 111.250.184.80 86360 0[0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 || items Displaying 1-1 of

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

Friarity | Category | Message Mote

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID[HASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message Note
error IPSec SPI: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IPSec
arrar IPSec SPI: 0x0 (0) SEC: 0x0 {0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Friority | Category | Message Mote

infa IKE RecvHASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
LyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2

setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONGCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG
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How to Configure Site-to-site IPSec VPN Where the Peer has
a Static IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with the Peer has a Static IP Address. The example instructs how to configure the

VPN funnel between each site. When the VPN funnel is configured, each site can

be accessed securely.

Local Network Local Network i
Network 192.168.1.0 ENetwork 192.168.10.0
Netmask 255.255.255.0; i Netmask 255.255.255.0 ;
Hj—il' ) E'I-_E;I'
f - L TR V) = H I -
) A Sy _|
VPN Tunnel VPN Tunnel EHR SO
ZyWALL USG ZyWALL USG
WAN IP 172.101.30.68 WAN IP 172.100.30.54
LAN IP 192.168.1.1 LAN IP 192.168.10.1

LyWALL Site-to-site IPSec VPN with a Static IP Address Peer

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example
was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ)In the
ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings wizard

to create a VPN rule that can be used with the remote ZyWALL/USG. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed

. 2 3

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffingz » Wizard Completed
1 3
2

Express Seltings
IKE Version

IKEv1

© IKEv2

Scenario

Bule Name: | WIZ_VPN_HG

Site-to-site

© Site-to-site with Dynamic Peer

0 Remote Access [Server Role)

© remote Access (Client Role]
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Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the

example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Settings * Wizard Completed
1 > 3
Express Settings
Configuration
Secure Gateway: [172.100.30.54 | 1P orFaDN)
Pre-Shared Key: | 12345678 |
Local Policy (IP/Mask]: [192.168.1.0 | 4255.255.255.0 |
Remote Policy (IP/Mask): [192.168.10.0 | /|255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizard Type > VPN Seflings > Wiord Completed
: 2
Express Settings
summary
Rule Mame: WIZ_VPN_HO
Secure Gateway: 172.100.30.54
Pre-Shored Key: 12345678
Local Policy (IP/hask): 192.168.1.0 / 255.255.255.0
Remaote Policy (IP/Mask): 1921681000/ 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Seftings > Wizard Completed

1 2 s
Express Seffings
Congratulations. The VPN Access wizard is completed
Summary
Rule Nocme: WIZ_VPN_HQ
Secure Geteway: 172.100.30.54
Pre-Shored Key: 12245678

192.168.1.0/255.2556.255.0

Local Policy (IP/Mask):

Remote Policy (IP/Maosk):  192.168.10.0/255.255.235.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication

© Pre-Shared Key tesssass
[l unmasked
© Certificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Feer D Type: Ay -
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
(Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

@ VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed
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Choose Express to create a VPN rule with the default phase 1 and phase 2

seftings and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Setlings > Wizard Completed
1 5 3

Express Setings

IKE Version

IKEv1
© IKEv2

Scenario

Rule Name: | WIZ_VPN_Branch

Site-to-site

O Site-to-site with Dynamic Peer

O Remote Access [Server Role)

O Remote Access [Client Role)
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Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Tyee * VPN Setlingz * Wizard Completed

1 o 3
Express Settings
Configuration
Secure Gateway: [172.101.30.68 | tporraony
Pre-Shared Key: (12345678 |
Local Policy [IP/Mask): 192.168.1.0 /p55.255.255.0

—

[255.255.255.0

Remote Policy (IP/Mask): |192.168.10.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wizard Type > VPN Seffingz > Wiard Completed
1 2 a

Express Seftings
Summary
Fule Mame: WIZ_VPHN_Branch
Secure Gateway: 172.101.30.6%
Pre-Shored Key: 12345678
Local Policy [IP/Wask): 102.168.1.0/ 255,255 255.0

Remote Policy (IP/Mask):  192.165.10.0 F 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > WPH SeHings * Wizard Compleded
1 2 3

Express Seftings

Congratulations. The VPN Access wizard is completed

Summary
Bule MName: W1Z_VPM_Branch
Sacure Goteway: 172.101.30068
Pre-Shared Key: 12345678
Local Folicy (IF/Mask): 192.168.1.0 f 255 2552550
Remote Policy (IP/Mosk): 1921681000/ 255255 255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any fo let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Authentication
© Pre-Shared Key tesssass
[l unmasked
© Certificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Feer D Type: Ay -
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Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

Add

1 @ WPN_to_Azure WPN_to_Azure IPva a fa

i}

Show |50 |» | items Displayi

0
a
=
0
Q

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 Hub_HQ-to-Branch_A 92.168.1.0/24=>192.168.10.0/24 72.101.30.68 P:172.100.30.54 01 86319 0(0 bytes] 0(0 bytes)

age of 1 Show [50 || items Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a computer at one site fo a
computer atf the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33

C:“Documents and Settings“ZyXEL>ping 192 _.168.18.33

Pinging 192.168.18.33 with 32 hytes of data:

Reply from 192.168.18.33: hytes=32 time=18ms
Reply from 192.168.18.33: hytes=32 time=17ms
Reply from 192.168.18.33: hytes=32 time=17ms
Reply from 192.168.18.33: hytes=32 time=16ms

Ping statistics for 192.168.160.33:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17ns
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PC at Branch Office > Window 7 > cmd > ping 192.168.1.33

C:~Documents and Settings“ZyHEL>»ping 192.168.1.33

Pinging 192.168.1.33 with 32 bytesz of data:

Reply from 192.168.1.33: butes=32 time=27ns
Reply from 192.168.1.33: butes=32 time=32ns
Reply from 192.168.1.33: bytes=32 time=26mns
Reply from 192_168_1_.33: bytes=32 time=27ms

Ping statistics for 192_168.1.33:

Packets:

Sent = 4, Recedived = 4, Lost = 8 (Bx loss).

Approximate round trip times in milli—seconds:
Minimum = 26ms. Maximum = 32ms. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1

Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to

establish the IKE SA.

MONITOR > Log

Friarity | Category | Message Mate

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID]HASHINCTIFY:INITIAL_CONTACT] IKE_LCG
Friarity | Category | Message Maote
errar IFSec SPI 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cooakie, no sa found IKE_LOG
Friority | Category | Message MNote

infa IKE Recv[HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but sfill get below [info] log message,

please check ZyWALL/USG Phase 2 Seftings. Both ZyWALL/USG at the HQ and

Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

19 2017-09-11 ... info KE [8A] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN fraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.

73/810



ZYXEL

How to Configure Site-to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with the Peer has a Dynamic IP Address. The example instructs how to configure
the VPN tunnel between each site. When the VPN tunnel is configured, each site

can be accessed securely.

Local Network Local Network i
Network 192.168.1.0 i Network 192.168.10.0
Netmask 255.255.255.05 i Netmask 255.255.255.0;
[ 7 | L = V = : =
VPN Tunnel VPN Tunnel e sss s
ZyWALL USG ZyWALL USG
WAN [P 172.101.30.68 WAN IP Dynamic
LAN [P 192.168.1.1 LAN 1P 192.168.10.1

ZyWALL Site-to-site IPSec VPN with a Dynamic IP Address Peer

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was fested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
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(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

@ VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.
Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site with Dynamic Peer. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Settings * Wiard Completed
1 3
2

Express Settings

IKE Version

IKEv1
© IKEv2

Scenario

Bule Name: | WIZ_VPN_HG
O Site-to-site

| Site-to-site with Dynamic F’eerl

O Remote Access (Server Role)

© Remote Access [Clisnt Role)

Type a secure Pre-Shared Key (8-32 characters). Then, set Local Policy to be the
IP address range of the network connected to the ZyWALL/USG and Remote
Policy to be the IP address range of the network connected to the peer

LYWALL/USG.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

1 2

Wizard Type * VPN 3Seftings * Wizard Completed

3

Express Settings

Configuration

Secure Goteway: Any

Pre-Shared Key: (12345678 |

Local Policy (P/Mask): [ 192.168.1.0 |  4{255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.10.0 | 4255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

1 2

Express Seltings
Summary
Rule Mame:
Secure Gaoteway:
Fre-Shored Key:
Lacal Palicy (IP/hask):

Remote Policy (IF/Mask):

Wizord Type > VPN Selfings > Weord Completed

3

WIZ_VPN_HO

Any

12345678

192.168.1.0 F 2552552550
192.168.10.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed
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VPN Setup Wizard

Wizard Type > VPN Saffings > Wizard Completed
o

. 3

Express Setfings
Congratulations. The WYPN Access wizard s completed
summany

Fule Name: WIZ_VPH_HQ

secure Goteway: Ay

Pre-Shored Kay: 12345578

Lecal Palicy [IP/Mask): 182.168.1.0 7 255.255.255.0

Bemote Policy [IP/Mask):  192.168.10.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Authentication

@ Pre-Sharad Key tesscasse
[l unmasked
© Cerfficate My Certificates
© User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Peer 1D Type: Any -

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
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(Branch has a Dynamic IP Address)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings to

create a Site-to-site VPN Rule Name.

Quick Setup > VPN Setup Wizard > WelcomeQuick Setup > VPN Setup Wizard >

Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

@ PN Settings
- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning
- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings
- VPN Settings

- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

setftings and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wiard Type * VPN Setfings > Wizard Completed
1 " 3

Express Seftings

IKE Version

[KEw]
O [KEv2

Scenario

Rule Name: [ Wiz_vPN_Branch_Dynamic

Site-to-site

@ Site-to-site with Dynamic Peer

© remote Access (Server Role)

@ Remote Access [Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).
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Set Local Policy fo be the ZyWALL/USG local IP address that can use the VPN
tunnel and set Remote Policy to the peer ZyWALL/USG local IP address that can
use the VPN tunnel. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seftings *» Wizard Completed
1 3
2

Express Settings

Configuration

Secure Goteway: 172.101.20.58 [IP or FQDN]

Pre-Shared Key: 12345678

Local Policy (IP/Mask): | 192.168.10.0 |  f2s5.255.255.0 |
Remote Policy (IP/Mask): [1e2.145.1.0 | [255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wizord Type > VPN Sellings > Wroord Complated
1 3
2

Express Settings
Summary
Rule Mome: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shored Key: 12345678
Local Policy (IF/hask): 192.168.10,0/ 255.255.255.0

Remote Policy [IP/Mask):  192.168.1.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
81/810



ZYXEL ——

VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 2
3

Express Setfings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shared Key: 12345678
Local Palicy (IP/Mask): 0.0.0.0/255.255.255.0

Remote Policy (IP/Mask): Ay

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any fo let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Avuthentication

@ Prg-Sharsd Key tesscasse
[l unmasked
© Cerfificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Peer D Type: Any -

Test the IPSec VPN Tunnel

The Site-to-site VPN with Dynamic Peer can only initiate the VPN tunnel from the

peer has a dynamic IP Address. Go to CONFIGURATION > VPN > IPSec VPN > VPN
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Connection, click Connect on the upper bar. The Status connect icon is lit when

the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

Add

Go to MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time and
Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

72.101.30.68 D: 172.100.30.54 18 86402 0[0 bytes) 0[0 bytes)

Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a computer at one site fo a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:“Documents and Settings“ZyHEL»ping 192.168.1.33
Pinging 172.168.1.33 with 32 bhytes of data:

Reply from 122.168.1.33: hytes=32 time=2"ms

Reply from 192_.168.1.33: butes=32 time=32ms
Reply from 122.168.1.33: hytes=32 time=26ms

Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 172.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 8 (B loss)>,
Approximate round trip times in milli—seconds:

Hinimum = 26ms, Maximum = 32ms, Average = 28ms

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
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C:“Documents and Settings“EyHEL>»ping 192 _168.18_.33
Pinging 192.168.18.33 with 32 hytes of data:
Reply from 192_168.18.33: bytes=32 time=18ms

Reply from 192_168.18.33: bytes=32 time=17ms
Reply from 192_168.18.33: bytes=32 time=17ms

Reply from 192_168.18.33: bytes=32 time=16ms

Ping statistics for 192.168.168_.33:

Packetz: Sent = 4. Received = 4, Lost = 8 (@ loss),
Approximate wound trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1

Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

Priarity | Category | Message Mote

info IKE Recv[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message Mote
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority | Category | Message Mote

infa IKE Recv[HASH]NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but sfill get below [info] log message,

please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... infe KE Send:[HASH][SA] [NOMCE] [ID][ID] KE LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how fo use the VPN Setup Wizard to create a IPSec Site to
Site VPN funnel between ZyWALL/USG devices. The example instructs how fo
configure the VPN tunnel between each site while one Site is behind a NAT
router. When the IPSec Site fo Site VPN tunnel is configured, each site can be

accessed securely.

NAT Router
WAN IP 1?2.100.20.30 ............................................
LAN IP 192168.1.1 : .
Local Network i 5 Local Network
Network 10.10.10.0 : Network 192.168.20.0
Netmask 255.255.255.0 e ’7 Netmask 255.255.255.0;
T e LB -
| - EETRCTYTTN B——i_H =
ZyWALL USG_HQ ZyWALL USG_Branch
WAN |P 192.168.1.33 WAN [P 172.100.30.40
LAN 1P 10.10.10.1 LAN [P 192.168.20.1

LyWALL/USG Site to Site VPN while one Site is behind a NAT router

‘\Q"Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and
ZyWALL 310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate

86/810



ZYXEL ——

Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Express Settings

IKE Verzion

IKEv]
O |KEv2

Scenario

Bule Name: | WIZ_VPN_HG

Site-to-site

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© Remote Access (Client Role]

Configure Secure Gateway IP as the Branch’s WAN IP address (in the example,

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
LyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 3
2

Express Settings

Configuration

Secure Gateway: [ 172.101.30.40 | P orraDny

Pre-Shared Key: | 12345678 |

Local Policy (IP/Mask): | 10.10.10.0 |  [255.255.255.0 |
Remote Policy (IP/Mask]: | 192.168.20.0 | [ 255.255.255.0 [

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard

! 2

Express Settings
Summary
Rule Name:
Secure Goteway:
Pre-Shored Key:
Local Policy (IPfMask):

Remote Palicy (IP/Mask):

Wizard Type > VPN Seltings * Wirord Completed

3

WILZ_WVEN_HQ

172.100.30.40

12345678

10.10.10.07 255255 255.0
192.168.20.0 4 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

4

Express Seltings

Summary

Fula Mame:

Secure Gateway:
Pre-Shared Key:

Local Policy (IP/Mask):

Remote Policy (IP/Mask):

Wizard Type » VPN Settings * Wizard Completed
'I L ]

3

Congratulations. The VPN Access wizard is completed

WIZ_VPN_HO
172.100.30.40

12345678

10010.10.0 / 255.255.255.0
192.168.20.0 § 255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced

Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication
@ Pre-Shored Key LEEEE L
[l unrmaskad
© Certificate My Certificates
© User Based PSK i}
[+] Advance
Local ID Type: [Pwa w7
Content: 0.0.0.0
Peer ID Type: Ary w7

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizord Completed
1 3
2

Express Seltings

IKE Verzion

[KEv]
D KEv2

Scenario

Rule Name: | WIZ_VPN_Branch

Site-to-site

© Site-to-site with Dynamic Peer

D pemote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway IP as the Branch’s WAN [P address (in the example,

172.100.20.30). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
LyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 3
2

Express Seltings
Configuration
Secure Gateway: 172.100.20.30 (IP or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask]: 192.168.20.0 | 4255.255.255.0 |
Remote Policy [IP/Mask): |10.10.10.0 | [255255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard

1 2

Wizard Type > VPMN Seltings > Wieard Completed
3

Express Seftings
Sumrmary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 172.100.20.30
Pre-Shored Key: 12343678
Local Policy (IF/hask): 192.168.20.0 F 255 255 255.0
Rermote Policy [IP/Mask):  10.10.10.0/ 255,255 2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Seffings * Wizard Completed
1 2
3

Express Seltings
Congratulations. The VPN Access wizard is complated
Surmmary

FEule Mame: WIZ_VPN_Branch

Secure Gateway: 172.100.20.30

Fre-Shored Key: 12345675

Lecal Policy (IP/Mask): 192,168 20.0 / 255.255.255.0

Remate Policy (IP/Mask):  10.90010.01 255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication

® Pre-Shared Key srssenes

O unmasked

O Certificate My Certificates
© User Based PSK i}
[+] Advance
Local ID Type: IPv4 "
Content: 0.0.0.0
Feer D Type: Any |

Set Up the NAT Router (Using ZyWALL USG device in this
example)

Go to CONFIGURATION > Network > NAT > Add. Select the Incoming Interface

on which packets for the NAT rule must be received. Specified the User-
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Defined Original IP field and Type the franslated destination IP address that this
NAT rule supports.

CONFIGURATION > Network > NAT > Add

General Settings
Enable Rule
Rule Mame: WPMN_NAT |
Port Mapping Type
Classification: O Virtual Server | @ 1:1 NAT © Many 1:1 NAT
Mapping Rule
Inceming Interface: | gel vl
Original IP: User Defined "
User-Defined Original IP: | 172.100.20.30 | (IP Address]
Maopped IP: User Defined v
User-Defined Mapped IP: | 192.148.1.33 | (IP Address]
Fort Mapping Type: any

Go to CONFIGURATION > Security Policy > Policy Control. IP forwarding must be
enabled at the firewall for the following IP protocols and UDP ports:

IP protocol = 50 — Used by data path (ESP)

IP protocol = 51 — Used by data path (AH)

UDP Port Number = 500 — Used by IKE (IPSec confrol path)

UDP Port Number = 4500 — Used by NAT-T (IPsec NAT traversal)
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CONFIGURATION > Security Policy > Policy Control
General Seffings
[¥] Encible Policy Control
IPv4 Configuration
[ Allow Asymmetrical Route
@ Add
1 LAN_Quigoing =LA any (Exc... any any any any none
2 DMI_fo_WAN any any any any none
3 Piec_WVPMN_Ou... .oany any any any none
4 SSL_WVPN_Outg.. . any any any any none
5 TUNMEL_Outg... .oany any any any none
& LAN_to_Device any any any any none
7 DMI_to_Device TyWALL any any = Default_Allow DMZ_To ZyWALL any none
& WAN_to_Device IyWALL any any a Default_Allow_WaAMN_To_ZyWALL any none
E PSec_WVPM_to_... IyWALL any any any
Default_Allow_WAN_To_TyWALL
10 S5L_WPMN_to_D... TyWALL any any any
11 TUMMEL_to_De... TyWALL any any ony Description:
- System Default Allow From WAN To ZyWALL
D.. any any any any Members:
Page |1 | of 1 Show (80 |~ items AH
ESP
IKE
NATT
GRE
ooy | .M

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connecticon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

@ add ¢

1 e

Page |1 of 1

WIZ_VPN_HG
Show

50 |v| items

WIZ_VPN_HQ

[Pva

Displaying 1 -1 of

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up

Time and Inbound (Bytes)/Outbound (Bytes) Traffic.

MONITOR > VPN Monitor > IPSec
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1 WIZ_VPN_HQ 0.10.10.0/24<+192.168.20.0/24 92.168.1.33  P:172.700.230.40:4500 14 86408 0(0 bytes) 00 bytes)

92
Page of 1 Show [50 || ite

To test whether or not a tunnel is working, ping from a computer at one site fo a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG (HQ) > Window 7 > cmd > ping 192.168.20.33
C:*Documents and Settings>ZyHEL>ping 1922_.168_.20.33
Pinging192_168_20_33 with 32 hytes of data:

Reply from192_168_.20.33: hytes=32 time=27ms
Reply from192_168.28.33: hytes=32 time=32nms
Reply from192_168.28.33: hytes=32 time=26bms
Reply from192.168.20.33: bytes=32 time=27ms

Ping statistics for 192.168.28.33:

Packets: Sent = 4. Received = 4, Lost = @ <(Bx loss).
fipproximate round trip times in milli-seconds:

Hinimum = 2Z6ms. Maximum = 32ms. Average = 28ms

PC behind ZyWALL/USG (Branch) > Window 7 > cmd > ping 10.10.10.33
C:“Documents and Settings“ZyREL>ping 18.18.18.33

Pinging 1A.1A.18.33 with 32 bhytes of data:

Reply from 1A.18.18.33: hytes=32 time=18ms TTL=54

Reply from 1A8.18.18.33: hytes=32 time=1Yms TTL=54
Reply from 1A.18.18.33: hytes=32 time=1Yms TTL=54

Reply from 1A.18.18.33: hytes=32 time=16ms TTL=54

Ping statistics for 18.18.108.33:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:

Minimum = lbms, Maximum = 18ms. Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log
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Friority | Category | Message Mote

info IKE Recv[NOTIFY INVALID_COCKIE] IKE_LGG
info IKE Send[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message MNaote
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
errar IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNote

info IKE RecvHASHIMOTIFY:NG_PRCOPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log

message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the

HQ and Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
kil 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.

How to Configure Hub-and-Spoke IPSec VPN

This is an example of a hub-and-spoke VPN with the HQ ZyWALL/USG as the hub

and spoke VPNs to Branches A and B. When the VPN tunnel is configured, fraffic

passes between branches via the hub (HQ). Traffic can also pass between

spoke-and-spoke through the hub. Here are two methods to set up hub-and-

spoke VPN connections: 1. With VPN Concenftrator 2. Without VPN Concentrator.
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With just two branch offices, you could just manually set up VPN funnels between
HQ and the branches. With many branches it's best to use the VPN Concentrator

to set up branch-HQ funnels automatically.

ZyWALL/USG Hub-and-Spoke VPN Example

i Local Network i
i Network 192.168.168.0 :
i Netmask 255.255.255.0

.

N~
’ ZyWALL USG

Bl eesas | WAN IP 172.16.10.1
LAN [P 192.168.168.1 ......ccccociviivcnriismsesssmssenis

Local Network Local Network
Network 192.168.167.0 § w Network 192.168.169.0;
Netmask 255.255.255.0 : Netmask 255.255.255.0:
El- ! 7 77 i Bl— i
L { ) f ’ | I _
= H 2] mmrrrrrs SRS - mmarrrrrw |2 Re S
[mEh Q\Qﬂ N )
Spoke_Branch A Spoke_BranchB :
ZyWALL USG ZyWALL USG
WAN IP 172.16.20.1 WAN IP 172.16.30.1
LAN IP 192.168.167.1 LAN IP 192.168.169.1

‘Q‘No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was fested using USG310 (Firmware Version: ZLD 4.25).

Set Up the IPSec VPN Tunnel on the ZyWALL/USG by Using VPN
Concentrator Hub_HQ-to-Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftings * Wezard Completed
1 3
2

Express Settings

IKE Version

IKEv1
O IKEv2

Scenario

Rule Name: |Hub_HQ-1o-Brcnch_A

O Site-to-site with Dynamic Peer
@ Remote Access [Server Role]
O Remote Access [Client Role)

Then, configure the Secure Gateway IP as the Branch A’'s Gateway IP address (in

the example, 172.16.20.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch A’s Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected to the

Hub_HQ and Remote Policy to be the IP address range of the network connected

to the Branch A. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Settings > Wizard Completed
1 2 3
Express Settings
Configuration
Secure Goteway: 172.16.20.1 [IP or FQDMN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.158.168.0 4255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.167.0 4255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPM Setup Wizard

Wiord Type * VPN Seffings > Woord Completed
1 2 3

Express Setfings

Summary

Rule Mame: Hub_HQ-1o0-Branch_A
Secure Goteway: 172.16.201

Fre-fhored Key: 12345678

Local Policy (IP/Mask): 182.168.168.0 / 255 255.255.0

Remote Policy [IP/Mask]:  182.168.167.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizord Type * WPH Setfing:s > Wizard Completed

1 2 3

Express Setfings
Congratulations. The VPN Access wizard s completed
Summany

Rule Mome: Hub_HG-o-Branch_A

Secure Goteway: 172.16.20.1

Pra-Shored Key: 12345678

Local Policy (IP/hosk): 182 168 168 0§ 255.255.255.0

Remote Poliey [IP/Mask):  192.168.167.0/7 235.255.255.0

Hub_HQ-to-Branch_ B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 ]
2

Express Settings

IKE Version

|[KEv]
O IKEv2

Scenario

Rule Name: | Hub_HQ-fo-Branch_B
| Site-to-site |

D Site-to-site with Dynamic Peer

D Remote Access [Server Role)
D Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Branch B's Gateway IP address (in

the example, 172.16.30.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch B's Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected to the
Hub_HQ and Remote Policy to be the IP address range of the network connected
to the Branch B. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Setlingz * Wiard Completed
1 2 =)
Express Seltings
Configuration
Secure Gateway: 172.16.30.1 [IP or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.168.168.0 255.255.255.0
Remote Policy (IP/Mask): [ 192.168.169.0 255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)
VPN Setup Wizard

Wizard Type > VPN Seltings > Weord Completed
1 3

o 3
Express SeHings
Summary
Fule Name: Hub_HG-to-Branch_B
Secure Gateway: 172.16.30.1
Pre-3hored Key: 12345678
Local Policy (IF/Mask): 192 1688 1880/ 255255 255.0

Faermote Fn|ic1'r “F;hﬂgsk]: 192 168.169.0/ 255255 2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizord Type * VPHM Settings * Wizord Completed
1
= 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: Hub_HQ-to-Branch_B

Secure Goteway: 172.16.30.1

Pra-Shored Key: 12245678

Local Policy [IP/Mask): 152 163 168.0 1 255 255 255.0

Rermote Policy [IP/Mask):  192.168.169.0 7 255.255.255.0

Hub_HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator,
add a VPN Concentrator rule. Select VPN funnels to be in the same member

group and click Save.
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[ Edit VPN Concentrator Hub-and-Spoke

MName: _.Hub-c:nd-Sp cke

VPN_to_Azure -

Spoke_Branch_A

Spoke_Branch_B

WIE_".I’FN=Bn::| nch
b_HG-to-Branch_A

ERODRE

Hubb_HG_to_Branch_A
Hubk_HG_te Branch_B =

el 3]

¥ Edit VPN Concentrator Hub-and-Spoke

Name: Hub-cnd-Spoke

VPHN_to_VPC
VPN_to_Azure
Spoke_Branch_A
Spoke_Branch_B
WIZ_VPMN_Branch
Hub_HG_to_Branch_A
Hub_HGQ_to_Branch_B

ENOOER

Spoke_Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftingz > Wizard Completed
1 3
2

Express Settings

IKE Verzion

IKEwv1
O IKEV?

Scenario

Rule Name: Spoke_Branch_A

| @ Site-to-site |

@ Site-to-site with Dynamic Peer

@ Remote Access [Servar Role)

O Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which
must match your Hub_HQ's Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected to the
Spoke_Branch_A and Remote Policy to be the IP address range of the network

connected to the Hub_HQ. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Tyee * VPN Setfingz * Wizard Completed

1 2 3
Express Settings
Configuration
Secure Gateway: 172141001 [IP or FQDM]
Pre-Shared Key: 12345678
Local Policy (IP/Mask]:  |192.168.167.0 | [255.255.255.0 |
Remote Policy (IP/Mask): [ 192.168.168.0 | [/255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Selings > Woord Completed
1 2 3
Express Setlings
Summary
Rule MName: Spoke_Branch_A
Secure Gateway: 172.16.10.1
Pre-Shared Key: 12345678
Local Policy (IPfMask): 192.168.167.0/ 255.255.255.0
Remote Policy [IP/Mask);  192.188.168.0/ 2552552550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizard Type » VPM Setfings > Wizard Completed

1 2

= 3

Express Setfings
Congratulations. The VPN Access wizard s completed
Summary

Rule Nanme: Spoke_Branch_A

Secure Gateway: 172.16.10.1

Pre-Shared Key: 12345678

Lecal Palicy (IP/MMask): 182.168.167.0/ 255.255.255.0

Remote Policy [IP/Mask): 162 168.168.0 / 255.255.255.0

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_A to Spoke_Branch_B.

Click Create new Object and set Address fo be the local network behind the

Spoke_Branch_B. Select Source Address to be the local network behind the
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Spoke_Branch_A. Then, scroll down the Destination Address list fo choose the

newly created Spoke_Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

&» Add Policy Route
show Advanced Seftings  f Create new CQbject ¥
Criteria
User: any b
Incoming: any [{Excluding ZyV| v
Source Address: |5pDCk_BrGr‘|ch_ﬁ‘x_L Vl
Destination Address: |5pock_5rdﬂch_B_L Vl
DSCP Code: any ¥
schedule: nons b
Service: any v
Next-Hop
Type: |VF'N Tunnel Vl
YWPN Tunnel: |5poke_Banch_A Vl

Spoke_Branch_B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN 3Seffings * Wizard Completed
1 3
2

Express Seftings

IKE Verzion
[KEw]
@ IKEv2

Scenario

Rule Mame: |Spoke_Banch_B

Site-to-site

@ Site-to-site with Dynamic Peer

© remote Access (Server Role)

© Remote Access (Client Role]

Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in

the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which
must match your Hub_HQ's Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected o the

Spoke_Branch_B and Remote Policy to be the IP address range of the network
connected to the Hub_HQ. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seffingz * Wizard Completed
1 2 3
Express Seftings
Configuration
Secure Gateway: | 172.168.10.1 | [IP or FQDN]
Pre-Shared Key: 12345678 |
Local Policy (IP/Mask): 192.168.16%.0 | 4255.255.255.0 |
Remate Policy (IP/Mask): | 192.168.168.0 |  {2s5.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type * VPN Seffings > Wiard Complated
1 o 3
Express Seftings
Summary
Fule Mame: Spoke_Branch_B
Secure Gateway: 172.16.10.1
Pre-Shored Key: 12345678
Local Policy (IF/hask): 192.158.169.0 / 255,255.255.0
Remote Policy (IP/Mask):  192.188.168.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizand Type > VP Satling: > Wirard Completed
1 2
3

Express Seftings

Congratulations. The VPN Access wizard is completed

Sumrary
Rule Mame: Spoke_Branch_B
Jecure Gateway: 172.16.10.1
Pre-Shared Key: 12345578
Local Policy [IPfMask): 192.168.189.0 / 255.255,255.0

Rercte Policy [IP/Mosk): 1921681620/ 255.255.255.0

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke_Branch_A.

Click Create new Object and set Address fo be the local network behind the

Spoke_Branch_A. Select Source Address to be the local network behind the
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Spoke_Branch_B. Then, scroll down the Destination Address list to choose the

newly created Spoke_Branch_A_LOCAL address. Click OK.

Network > Routing > Policy Route

&» Add Policy Route
show Advanced Seffings 18 Crecfe new Object¥
Criteria
User: any v
Incoming: any (Excluding IyV| ¥
Source Address: Spock_Branch_B_L|v
Destination Addrass: spock_Branch_A_L|v
CSCF Code: any b
Schedule: none b
service: any b
Next-Hop
Type: VPN Tunnel hd
VPN Tunnel: Spoke Branch B |»

Test the IPSec VPN Tunnel
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Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
Q Add
1 e Hub_HG-to-Branch_A Hub_HG-to-Branch_A aHub HQ-to-Branch_A LOCAL/aH H: Branch_A o]
2 ‘:’% Hub_HQ-to-Branch_B Huk_HQ-to-Branch_B aHub HQ-to-Branch B AlLfaH HG ranch B |
Page |1 of 1 Show |50 || items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 Q % Spoke-Branch_»A Spoke-Branch_A aSpoke-Branch_A LOCALMmSpoke-Branch_ A _REMIOTE
Page |1 of 1 Show 50 || items Displaying 1 -1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 Q % Spoke-Branch_B Spoke-Branch_B mSpoke-Branch B _LOCAL/Mm Spoke-Branch_B_REMOTE
Page |1 of 1 Show 50 |»|items Displaying 1 -1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check fo
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A
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@, Disconnect Q, Connection Check

# Name Policy 4 My Address Secure Gatew... UpTime Timeout Inbound(... Qutboun...
1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 233 86167 0(0 bytes) 0[0 bytes)
2 Hub_HQ-to-Branch_ B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 &8 86352 1{78 bytes)  0(0 bytes]
Page El of 1 Show items Displaying 1-2of 2
Connectivity Check [7][x]

Connectivity Check

P Address: 1192.168.167.1 |

Ok ]| Cancel |

Result (%]

® [ChAP Connectivity Check PASS on Hul HE-to-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B
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@) Disconnect Q, Connection Check

1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1

My Address Secure Gatew...

P:172.16.20.1

Up Time
253

861

Timeout

Outboun...
0[0 bytes]

Inbound(...

&7 0[0 bytes)

2  Hub_HQ-to-Branch_B

Page El of 1

192.168.168.0/24<>192.168.169.0/24 172.16.10.1

Show items

P:172.16.30.1

468

86352

1{78 bytes]  0(0 bytes)

Displaying 1 -2 of 2

Connectivity Check

Connectivity Check

2]

P Address: 1192.168.169.1 |

ok | cancel |

Result

]

@ ICMP Connecfivity Check PASS on Hub_HG-to-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

@, Disconnect @ Connecfion Check
Secure Gat...
P:172.16.10.1

My Address
172.16.20.1

1 Spoke_Branch_A 192.168.167.0/24<>192.168.148.0/24

Page D of 1 Show items

Up Time
-1

Timeout
86354

Inbound(B...
0(0 bytes)

OCutbound]...
0[0 bytes)
Displaying 1-1 of 1

Connectivity Check

Connectivity Check

2]

P Address: | 192.168.168.] |

"ok ] cancel |
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Result

® |[CMP Connecfivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

1 Spoke_Branch_ B 192.158.169.0/24<>192.168.168.0/24  172.16.30.1 P:172.14.10.1 8 86412 0[0 bytes) 0(0 bytes)

Page |1 of 1 Show |80 |¥| items Displaying 1- 1 of |

Connedctivity Check

Connectivity Check
IP Address: 192.168.168.1

Result

® [ChMP Connecfivity Check PASS on Spoke-Branch_B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,

Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.
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Priority | Category | Message MNote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... info KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT fraversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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Set Up the IPSec VPN Tunnel of ZyWALL/USG without Using VPN
Concentrator Hub_HQ-to-Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and select Enable. Type

the VPN Gateway Name used to idenfify this VPN gateway.
Then, configure the Secure Gateway IP as the Branch A's Gateway IP address (in the
example, 172.16.20.1). Type a secure Pre-Shared Key (8-32 characters) which must

match your Branch A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HGQ-to-Branch_~

IKE Version

Gateway Settings

My Address
@ |nterfiace ge2 22 DHCP client -- 172.16.10.1/255.255.255.
© Domain Name / IPv4

Peer Gateway Address
@ stofic Primary  |[172.16.20.1

Addres
ress Secondary 0.0.0.0

[Cl Fall back to Primary Peer Gateway when possible

© Dynamic Address @
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Authentication

@ Pre-Shared Key teeesnan

O unmasked
O Certificate My Ceriificates
© User Based PSK i ]
Advaonce

Phaze 1 Seftings

54 Life Time: 856400 [180 - 3000000 Seconds)
MNegotiation Mode: Main b
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_A
[] Advance

VPN Gateway

Application Scenaric
| @ ;I;-;;-ci;

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HG-to-Branchk | v ge2 172.16.20.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the local

network behind Hub_HQ to Branch_B and an address of local network behind

Branch A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE ¥
Starting IP Address: 192.168.168.0
End IP Address: 192.168.16%9.0
Remote Policy
&) Add Address Rule
Name: Branch_A
Address Type: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0)

Set Local Policy to be HQ-to-Branch_B and Remote Policy to Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:
Remote policy:
[ Advance
Phaze 2 Sefting

SA Life Time:
[] Advance

Related Settings

Ione:

HQ-to-Branch_B

Branch_A

86400

IPSec_VPN

RANGE, 192.168.168.0-192.168.169.0
SUBNET, 192.168.167.0/24

{150 - 3000000 Seconds)
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Hub_HQ-to-Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type
the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Secure Gateway IP as the Branch B's Gateway IP address (in
the example, 172.16.30.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch B’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Verzion

Gateway Settings

My Address
® |nterface ge2 s DHCP dlient -- 172.16.10.1/255.255.255.
© Domain Name / IPv4
Peer Gateway Addresz
@ Static Primary 172.14.30.1
Add
ress Secondary| 0.0.0.0

[O Fall back to Primary Peer Gateway when possible

© Dynamic Address @

Authentication

@ Pre-Shared Key | ressasas

[ unmasked
O Certificate My Certificates
@ User Based PSK L]
[*] Advance
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

Advance

VPN Gateway
Application Scenario
@ site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branck v ge? 172.16.30.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the local

network behind Hub_HQ to Branch_A and an address of local network behind

Branch B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

€ Add Address Rule
Naome: H@-to-Branch_A
Address Type: RANGE v
Starting IP Address: 192.168.167.0
End IF Address: 192.168.168.0

Remote Policy

& Add Addres: Rule
Name: Branch_B
Address Type: SUBNET b
MNetwork: 192.165.16%.0
MNetmask: 255.255.255.0

Set Local Policy to be HQ-to-Branch_B and Remote Policy to Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
[*] Adivance

Phasze 2 Setfting

SA Life Time:
[] Advance

Related Settings

Ions:

HGQ-to-Branch_A ¥

Hub HG-to-Branck ¥

86400

IPSec_VPN >

RANGE, 192.168.167.0-192.168.168.0
SUBNET, 192.168.169.0/24

{150 - 3000000 Seconds|
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Spoke_Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Hub_HQ's Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable

VPN Gateway Name: Spoke_Branch_A

IKE Version

Gateway Settings

My Address
@ |nterface ge2 e DHCP client -- 172.16.20.1/255.255.255.
© Domain Name / IPv4

Peer Gateway Address

@ Static Primary 172.16.10.1
Address

Secondary 0.0.0.0

[T Fall back to Primary Peer Gateway when possible

© Dynamic Address @
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Avuthentication
@ Pre-Shared Key
[ unmaskad
O Certificate
© User Based PSK
[] Advance

Phase 1 Setftings
34 Life Time:

Negotiation Mode:
[*] Advance

86400

Main

A CompiFimm e
My Ca teg

2MnCares

[180 - 3000000 S=conds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Connection Mame:

Spoke_Branch_A

Advance

VPN Gateway

Application Scenario

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_A

w

ge2 172.16.10.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address of the local
network behind Branch A and the address range of the local network behind

Hub_HQ to Branch_B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€3 Add Address Rule
Name: Branch_A
Address Type: SUBMNET v
Metwork: 192.168.167.0
Netmask: 255,255.255.0]
Remote Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE A
Starfing IP Address: 192.168.168.0
End IP Address: 192.168.149.0

Set Local Policy to be Branch_A and Remote Policy fo HQ-to-Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: Branch_A bt SUBMET, 192.168.167.0/24
Femote policy: H&@-to-Branch_B 7 RANGE, 192.168.168.0-192.168.169.0
[*] Advance

Phasze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
lone: IPSec_WVPN R ﬂ
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Spoke_Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Hub_HQ's Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Nome: Spoke_Branch_B

IKE Version

Gateway Settings

My Address
@ |nterface ge? 23 DHCP client -- 172.16.30.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address

@ Stotic Primary 172.14.10.1
Address

Secondary 0.0.0.0
[Cl Fall back to Primary Peer Gataway whan possible

© Dynamic Address @
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Authentication
@ Pre-Shared Key
O unmasked
© Certificate
© User Based PSK
Advance

Phaze 1 Settings
34 Life Time:

MNegotiafion Mode:
[] Advance

856400

Main

My Certificates

[180 - 3000000 Seconds]

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Enable

Connection Name:

Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
O Remote Access [Server Role)
© remote Acceass (Client Role)

© vVpn Tunnel Interface

VPN Gateway:

Spoke_Branch_ B v

ge2 172.16.10.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address of local network

behind Branch B and address range of local network behind Hub_HQ to

Branch_A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
@ Add Address Rule
Narme: Branch_B
Address Type: SUBMET b
Meteork: 192.168.16%.0
MNetmask: 255.255.255.0
Remote Policy
€ Add Address Rule
Marme: HG-to-Branch_A|
Address Type: RANGE ¥
Starting IP Address: 192.168.167.0
End IP Address: 192.168.168.0

Set Local Policy to be Branch_B and Remote Policy to HQ-to-Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:
Remote policy:
[¥] Advance

Phasze 2 Setting

SA Life Time:
[] advance

Related Settings

Ions:

Branch_B

R SUBNET, 192.168.169.0/24

HG-to-Branch_A

R RANGE, 192.168.167.0-192.168.168.0

86400

IPSec_VPN

{150 - 3000000 Seconds)
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 9@ Hub_HQ-to-Branch_A Hub_HG-to-Branch_A
2 \? @ Hub_HQ-to-Branch_B Hub_HQ-to-Branch_B
Page |1 of 1 Show |80 || items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 \? 2 Spoke_Branch_A Spoke_Branch_A = Branch_AfaHQ-to-Branch_B
Page |1 of 1 Show 50 |v|iterms Displaying 1 - 1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 \?@ Spoke_Branch_B Spoke_Branch_B aBranch B/faHQ-to-Branch_A
Page |1 of 1 Show |50 |w|items Displaying 1- 1 of
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tfunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A

1 Hub_HG-to-Branch_A 192.168.168.0-192.168.169.0=<>192.188.167.0/24 172.16.10.1 P:172.16.20.1 5384 85836 0(0 by... D[0by...
2 Hub_HG-to-Branch_B 192.168.167.0-192.168.168.0<>192.148.1569.0/24 172.16.10.1 P:172.1630.1 23 86397 0(0 by... 0(0by...
Page |1 of 1 Show |50 |»|iterns Displaying 1-2 of 2
Connectivity Check
Connectivity Check
IP Address: 192.188.167.1

Result ‘

@ ICIP Cannectivity Check PASS on Hub_HG-te-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B

1 Hub_HG-to-Branch_A 192.168.168.0-192.168.169.0=>192.188.167.0/24 172.16.10.1 P:172.16.20.1 5384 55836 0(0 by... 0[0by...

2  Hub_HGQ-to-Branch_B 192.168.167.0-192.168.168.0<>192.168.169.0/24 172.16.10.1 P:172.1630.1 23 86397 0(0 by... 0[0by...

Page |1 of 1 Show |50 || iterms Displaying 1-2 of 2
Connectivity Check

Connectivity Check
IP Address: 192.1468.16%.1
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Result [X]

® ICMP Cannectivity Check PASS on Hub_HG-tc-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

& Disconnect @ Connection Check
# Name Policy My Address Secure Gateway UpTime Timeout Inbou... Ouib...
1 Spoke_Branch_A 192,168.167.0/24=<>192.168.168.0-192,168.16%.0 172.16.20.1 P 172161040 30 73410 00 by... 0(0by...
Page D of 1 Show items Displaying 1-1 of 1
Connectivity Check eS|
Connectivity Check

IP Adidress: 192.168.168.1

"ok concel |

Result %]

@ ICKMP Connectivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

& Disconnect @ Connection Check

My Address  Secure Gatew... « UpTi... Tme... Inbeo... Outb...

1 Spoke_Branch_B 192.168.169.0/24<>192.168.167.0-192.168.168.0 172.16.30.1 P: 1721610, 115 86205 0O[0b... 00b..
Page El of 1 Show itemns Displaying 1-10of 1
Connectivity Check 7
Connectivity Check

IP Address: 192.1468.168.1
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Result

(D |ChiP Connectivity Check PASS on Spoke-Bronch B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

Priority | Category | Message Mote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv: [HASHINOTIFY:NC_PROPCOSAL_CHOSEN] IKE_LOG
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If you see that Phase 1 IKE SA process done but still get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

‘ 19 2017-09-11 ... info KE [5A] : Mo prepesal chosen

KE_LOG

20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... infe KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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How to Use Dual-WAN to Perform Fail-Over on VPN Using the
VPN Concentrator

This is an example of using Dual-WAN to perform fail-over on a hub-and-spoke
VPN with the HQ ZyWALL/USG as the hub and spoke VPNs to Branches A and B.
When the VPN tunnel is configured, traffic passes between branches via the hub
(HQ). Traffic can also pass between spoke-and-spoke through the hub. If the
primary WAN interface is unavailable, the backup WAN interface will be used.
When the primary WAN interface is available again, traffic will use that interface

again.

Local Network
Network 192.168.168. 0
Netmask 255.255.255. 0

\ N
Hub_HQ
\‘\‘/ ZyWALL USG
’ WAN_1 IP 172.16.10.1

Bl 11 seees | WAN_2 IP 172.100.110.1
LAN IP 192.168.168. 1

Local Network Local Network 5
Network 192.168.167.0 : i : Network 192.168.169.0 :
Netmask 255.255.255. 0 i i Netmask 255.255.255.0 : i

:|— -

Spoke_Branch A Spoke_BranchB .
ZyWALL USG ZyWALL USG
WAN_1 IP 172.16.20.1 WAN_1 IP 172.16.30.1
WAN_2 IP 172.100.120.1 WAN_2 [P 172.100.130.1
LAN IP 192.168.167.1 LAN IP 192.168.169.1

Hub & Spoken VPN Using the VPN Concentrator with Backup

AAJANI

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was fested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG Hub_HQ-to-
Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to idenfify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch A’s wan1 IP address (in the
example, 172.16.20.1) and Secondary Gateway IP as the Branch A's wan2 P
address (in the example, 172.100.120.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval fime.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Hule_HGQ-to-Branch_2

IKE Version

Gateway Settings

My Address
@ |nterface ge2 3 DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ Static Primary 172.16.20.1

Address Secondary| 172.100.120.1

| Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:

© Dynamic Address @
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Avuthentication

® Pre-Shared Key seveenes

[ unmasked

My Certificates

O Cerfificate
O User Based PSK L
E| Advance

Phaze 1 Settings
54 Life Time: 85400 {180 - 2000000 Seconds)

Megaotiation Mode: Main »

EAdvcnce

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HQ-to-Branch_A
Advance

VPN Gateway

Application Scenario
@ Site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© Remote Access [Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HGQ-to-Branck | v ge2 172.16.20.1, 172.100.120.1
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Click Create new Object to add the address of local network behind Hub_HQ and

an address of local network behind Branch A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule
Name: Hub_HG
Address Type: SUBMET ~
Network: 192.168.168.0
Netmask: 255.255.255.0

Remote Policy

@ Add Address Rule
Name: Spoke_Branch_A_LOr
Address Type: SUBMNET v
MNetwork: 192.168.167.0
Matmask: 255,255.255.0]

Set Local Policy to be Hub_HQ and Remote Policy to Branch_A which are newly

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy

Local policy: [ Hub_HG ~|  SUBNET, 192.168.168.0/24
Remote policy: | Spock_Branch_a_Liv|  SUBNET, 192.168.167.0/24
[] Advance

Phaze 2 Sefting

SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
Ilone: IPSec_VPN LA ]
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Hub_HQ-to-Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch B's wan1 [P address (in the
example, 172.16.30.1) and Secondary Gateway IP as the Branch B's wan2 IP
address (in the example, 172.100.130.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval fime.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Version

Gateway Seltings

My Address
@ |nterface ge2 Vl DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Addreszs
@ Static Primary | 172.16.30.1 |

Address Secondary| 172.100.130.1 |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:
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Avuthentication

@ Pre-Shared Key sesasnas
[ unmasked
© Certificate My Cart
O User Based PSK i
[] Advance

ficates

Phaze 1 SeHtings

54 Life Time: 856400 {1580 - 3003000 Seconds)
Megotiation Mode: Main v
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection tfo enable VPN

Connection. Select scenario as Site-to-site and VPN Gateway which is configured

inStep 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

[] advance

VPN Gateway

Application Scenaric

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branctk v ge2 172.16.30.1, 172.100.130.1
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Click Create new Object to add an address of local network behind Hub_HQ and

an address of local network behind Branch B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

) Add Addresz Rule

MNarne:
Address Type:
Metwork:

Netmask:

Hub_HGQ

SUBNET ~
192,168.168.0
255.255.255.0]

Remote Policy

€ Add Address Rule

Name:
Address Type:
Network:

Netmask:

Spoke_Branch_B_LOC

SUBNET v
192.168.169.0
255.255.255.0

Set Local Policy to be Hub_HQ and Remote Policy to Branch_B which are newly

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
[ Advance

Phaze 2 Sefting

SA Life Time:
[] Advance

Related Settings

Ione:

Hub_HQ V|

Spock Branch B | ¥

86400

IPSec_VPN ¥

SUBNET, 192.168.168.0/24
SUBNET, 192.168.169.0/24

{150 - 3000000 Seconds|
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Hub_HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator,
add a VPN Concentrator rule. Select VPN tunnels fo the same member group and

click Save.

&y Add VPN Concenfrator

Mame: Hub-and-Spoke

VPM_to VPC
VPM_to_Azure
WII_VPMN_HG
WIZ_VPM_Branch
fo_Branch_A
=1 o

EEDOEE

&» Add VPN Concentrator

Name: 'Hub-and-Spoke |
Momber |
VPMN_te VPC Hub_HQ-to-Branch_A
VPN _to_Azure 1
Hub_HQ to Branch_B
WIZ_VPMN_Branch
Spoke_Branch_A
Spoke_Branch_B
Hub_HGQ _to_Branch_A

EEEOOEN
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Spoke_Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ's wan1 IP address (in the
example, 172.16.10.1) and Secondary Gateway IP as the Hub_HQ's wan2 IP
address (in the example, 172.100.110.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval fime.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ's

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Namea: Spoke_Branch_A

IKE Version

Gateway Seftings

My Address
@ |nterface ge2 v| DHCP dlient -- 172.16.20.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ static Primary  [172.16.10.] |

Adiciress Secondary[172.100.110.] |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

[40-86400 seconds|
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Authentication
® Pra-Sharad Key
[l unmasked
O Certificate
© User Based PSK
[] Advance

Phasze 1 Settings

SA Life Time:

Megotiation Mode:
Advance

86400

Main

My Certificates

[180 - 3000000 Seconds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Enable

Connection Name:

Spoke_Branch_A

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_A

w

ge?

172.16.10.1, 172.100.110.1
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Click Create new Object to add the address of local network behind Branch A

and an address of local network behind Hub_HQ

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule

Name: Spoke_Branch_A_LOH
Address Typs: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0]
Remote Policy
€D Add Address Rule
Name: Hulb_HQ
Address Type: SUBNET ~
Network: 192.168.168.0
Netmask: 255.255.255.0

Set Local Policy to be Spoke_Branch_A_LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
[ Advance

Phase 2 Setting

SA Life Time:
[] Advance

Related Settings

Ions:

Spoke_Branch_A_L v

Hub_HG v
86400
IPSec VPN v

SUBNET, 192.168.167.0/24
SUBNET, 192.168.168.0/24

{150 - 3000000 Seconds)
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Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_A to Spoke_Branch_B.

Click Create new Object and sef the address to be the local network behind the
Spoke_Branch_B. Select Source Address to be the local network behind the
Spoke_Branch_A. Then, scroll down the Destination Address list to choose the

newly created Spoke_Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any s
Incoming: any [Excluding ZyV|¥
Source Address: |5poke_B'cnch_.ﬁ._lj
Destination Addrass: |Spoke_B'Gnch_B_L VI
DSCP Code: any v
Schedulse: nons v
Service: any v
Next-Hep
Type: |'v'F'N Tunnel j
VPN Tunnel: |Spoke_B'onch_.ﬁ. j

Spoke_Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ's wan1 IP address (in the

example, 172.16.10.1) and Secondary Gateway IP as the Hub_HQ's wan2 IP
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address (in the example, 172.100.110.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ's

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Spoke_Branch B |

IKE Version

Gateway Seltings

My Address
@ |nterface ge? w7 DHCP client -- 172.16.30.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address
® Static Primary | 172.16.10.1

Address Secondary| 172.100.110.1

Fall back to Primary Peer Gateway when possible

Fall Back Check | 200
Interyal:

© Dynamic Address €

[80-846400 seconds|

Avuthentication

® Pre-Shared Key |""""

[ unmasked
© Certificate My
© User Based PSK i
Advance

Phase 1 Seltings

SA Life Time: 856400 (180 - 2000000 Seconds)
Negotiation Mode: Main >
Advance
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Connection Name: Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access [Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: Spoke_Branch_B v ge2 172.16.10.1, 172.100.110.1

Click Create new Object fo add the address of local network behind Branch B

and an address of local network behind Hub_HQ.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

@ Add Address Rule
Name: Spoke_Branch_B_LO¢
Addrass Type: SUBNET >
Network: 192.168.169.0
Netmaisk: 255.255.255.0

Remote Policy

&) Add Addres: Rule
Name: Hul_HG
Address Type: SUBNET ~
Network: 192.168.168.0
Netmask: 255.255.255.0
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Set Local Policy to be Spoke_Branch_B_LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: [Spoke Branch B_L v susneT, 192.168.160.0/24
Remote policy: [Hub_Ha ~|  SUBNET, 192.168.168.0/24
[*] Advance

Phaze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
Ilone: IPSec_VPN v (i ]

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke_Branch_A.

Click Create new Object and set the address to be the local network behind the
Spoke_Branch_A. Select Source Address to be the local network behind the
Spoke_Branch_B. Then, scroll down the Destination Address list fo choose the

newly created Spoke_Branch_A_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any b
Incoming: any [Excluding ZyV| v
Source Address: |Spoke_Brc=nch_B_L VI
Destination Address: ISpoke_Banch_A_L Vl
DSCP Code: any a
Schedule: none »
Service: ary hd
Next-Hop
Type: |VF‘N Tunnel "I
VPN Tunnel: |Spoke_Brc:nch_B VI
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 9% Hub_HG-to-Branch_A Hub_HQ-to-Branch_A aHub HQ/ nch_A_LOCA
2 @% Hub_HG-to-Branch_B Hub_HQ-to-Branch_B aHub HG nch B LOCA
Page (1 of 1 Show |90 |3 items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 ?@. Spoke-Branch_A Spoke-Branch_A mnSpoke-Branch_A LOCAL/faHub HG
Page |1 of 1 Show |50 |w|items Displaying 1- 1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 @% Spoke-Branch_B Spoke-Branch_B mSpoke-Branch_B_LOCAL/aHub_HGQ
FPage |1 of 1 Show 50 |v|items Displaying 1 -1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tfunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A

1 Hub_HGQ-to-Branch_A 192.168.168.0/24<>192.168.147.0/24 172.16.10.1  P:172.16.20.1 690 85730 1{4é bytes] 1[40 bytes)
2  Hub_HQ-to-Branch_B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 505 85915 1(78 bytes] 0[O0 bytes)
Page |1 of 1 Show [80 |+ items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Adidress: 192.168.167.1

Result

@ ICIP Connectivity Check PASS on Hub_HG-te-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B

1 Hub_HGQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 17216101 P:172.16.20.1 590 85730 1(46 bytes]  1(40 bytes)
2 Hub_H@-to-Branch_B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1  P:172.16.30.1 505 85915 1(78 bytes) 0(0 bytes)
Page |1 of 1 Show (50 |¥» | items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Adidress: 192.168.16%.1
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Result

® ICMP Connectivity Check PASS on Hub_HG-to-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

Result

® ICWP Connectivity Check PASS on Spoke-Bronch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

1 Spoke_Branch_B 192.168.169.0/24<>192,168.168.0/24  172,16.30.1 P 17216100 4 73436 0(0 bytes) 0[0 bytes)
Page |1 of 1 Show (80 || items Displaying 1-1 of 1
Connectivity Check

Connectivity Check
IP Address: 192.168.168.1

" ox_ | cancal |

Result

® [CMP Connectivity Check PASS on Spoke-Bronch_B
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What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the

IKE SA.

Priority | Category | Message Mote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but sfill get [info] log message as
below, please check ZyWALL/USG Phase 2 Settings. All ZyWALL/USG units must
use the same Protocol, Encapsulation, Encryption, Authentication method and

PFS to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... info KE Sendh[HASH][SA] [NONCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE
uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT fraversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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How to Configure IPSec VPN with ZyWALL IPSec VPN Client

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZyWALL/USG and a ZyWALL IPSec VPN Client. The example instructs how
to configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network IPSec VPN Client :
Network 192.168.1.0 : Network 172.101.30.73
Netmask 255.255.255.0 ; : :

VPN Tunnel VPN Tunnel

ZyWALL USG
WAN IP 172.124.163.150
LAN IP 192.168.1.1

‘QlNo’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG310 (Firmware Version: ZLD 4.25) and ZyWALL IPSec VPN

ZyWALL IPSec VPN Client with VPN Tunnel Connected
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Set Up the ZyWALL/USG IPSec VPN Tunnel

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for Configuration Provisioning wizard to create a VPN rule that can be used with

the ZyWALL IPSec VPN Client. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 2 3

Welcome

O VPN settings

- Wizard Type
- VPN Settings
- Wizard Completed

VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-1

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Express Settings
IKE Version

[KEv1
O Kev2

Scenario

Rule Name: WIZ_VPN_PROVISIONING

App'iccﬂon Scenario: Remote Access (Server Role)

Type a secure Pre-Shared Key (8-32 characters). Set Local Policy to be the IP

address range of the network connected to the ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-2

VPN Setup Wizard

Wizard Type * VPN Seflings *» Wizard Completed
1 3
2

Express Settings
Configuration
Secure Goteway: Any
Pre-Shared Key: Zyx] 2343
Local Poicy (P/Mask): 192168033 |

{55.255.255.0

Remote Policy (IP/Mask):  Any
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-3

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 3
2

Express Seftings

Summary

www.zyxel.com

Rule Name:

Secure Gateway:
Pre-Shared Key:

Local Policy {IP/Mask]:

Femote Policy (IP/Mask]:

WIZ_VPN_PROVISIONING
Any

zyx12345

192.168.1.0/ 255.256.255.0

Any

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close fto exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Seffings
1 2

Express Seftings

Summary

Fule Name:

Secure Gateway:
Fre-Shared Key:

Local Policy (IP/Mask):

Remote Policy (IP/Mask):

* Wizard Completed

3

Congratulations. The VPN Access wizard is completed

WIZ_VPN_PROVISIONING
Any

7yx12345
192.168.1.0/256.255.255.0

Any

Go to CONFIGURATION > Object > User/Group > Add A User and create a user
account for the ZyWALL IPSec VPN Client user.

CONFIGURATION > Object > User/Group > Add A User
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Uzer Configuration

User Name :
User Type: user 7
Password:
Retype:
Description: Local User
Authentication Timeout @ sz Default Settings © Use Manugl Settings
settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

Go to CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning. In the

General Settings section, select the Enable Configuration Provisioning. Then, go to

the Configuration section and click Add to bind a configured VPN Connection to

Allowed User. Click Activate and Apply to save the configuration.

CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning

General Settings

nable Configuration Provisioning

Authentication

Client Authentication Method: default N

Configuration

-ﬂ‘ Ecit W Remove |@

ste | @ Inactivate oM Move

[V ¢ 1 4ind WIZ_VPN_PROVISIONING Remote_Client

Ea

Page |1 of 1 Show |80 |¥ | items Displaying 1 -

| of
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Set Up the ZyWALL IPSec VPN Client

Download ZyWALL IPSec VPN Client software from ZyXEL Download Library:

http://www.zyxel.com/support/download_landing.shtml

Search by Model Number

ZyWALL IPSec VPN Client| n

&5 ZyWALL IPSec VPN Client

Open ZyWALL IPSec VPN Client, select CONFIGURATION > Get from Server.

CONFIGURATION > Get from Server

Z] ZyWALLIPSec VPN

Configuration| Tools 7

Save Ctrl+S

Import
Export

Get from Server

Iowe to USE Drive

Wizard...
Chuit

Enter the WAN IP address or URL for the ZyWALL/USG in the Gateway Address. If
you changed the default HTTPS Port on the ZyWALL/USG, and then enter the new
one here. Enter the Login user name and Password exactly as configured on the
LyWALL or external authentication server. Click Next, you will see it's processing

VPN configuration from the server.
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CONFIGURATION > Get from Server > Step 1: Authentication

£l VPN Configuration Server Wizard | 22 |

Step 1: Authentication

ZyXEL

What are the parameters of the WYPN Server Connection?

You are going to download your WP N Configuration from the WPN Configuration Server.
Enter below the authentication information required for the connection to the server.

Gateway Address: [172.124.163.150 | Por:

Puthertication:  Login + Password -

Login: |Hemute_l:1ierrt

Password: |"""

Mexd = Cancel

CONFIGURATION > Get from Server > Step 2: Processing

F- VPN Conﬁgur&tiom g
Step 2: Processing...
ZyXEL |

[ |

Requesting the VPN Carfiguration.

Downloading the YPM Configuration from the server:

L.
@) Init Ok.
Init croc server (172.124.163.150) Ok.
'igi' Send https request...

Fieceive Config. fram Server...

wirite Config. file...
Apply Config. file.

< Previous
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Then, you will see the Configuration successful page, click OK to exit the wizard.

CONFIGURATION > Get from Server > Configuration successful

, fomsrver>Cnuratn

o |

Configuration successful

The VPN Configuration is successfully retrieved from the VPN server.
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Go to VPN Configuration > IKEv1, right click the WIZ_VPN_PROVISIONING and
select Open tunnel. You will see the Tunnel opened on the bottom right of the

screen.

VPN CONFIGURATION > IKE V1 > WIZ_VPN_PROVISIONING > Open tunnel

E_l WPM Configuration
== IKE V1

------ IKE V1 Parameters

E|IZI WIZ_VPM_PROVISIONIMG

= . w
i=__| IKE V2 Open tunnel Ctrl+O

Export

Copy Ctrl+C
Rename F2
Delete Del

[E] vPN Configuration
== IKE V1
L IKE V1 Parameters

=00 WIZ_VPN_PROVISIONING

I VPN_PROVISION
Tunnel opened.

Lkooocooaoaa)

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add & ]
1 WIZ_VPN_PROVISIONING WIZ_VPN_PROVISIONING aWIZ_VPN_PROVISIONING_LOCAL/
Page (1 of 1 Show |50 |w|items Displaying 1-1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

NAA - NJA - WIZ_VPN_FROVISIONING  192.188.1.0/24==172.101.30.73 72.101.30.150 D:172.101.30.723 & 84414 21(1854 bytes) 0(0 bytes)

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC with ZyWALL IPSec VPN Client installed > Window 7 > cmd > ping 192.168.1.33

C:sDocuments and Settings“ZylEL>ping 192.168.1.33

Pinging 192.168.1.33 with 32 bytes of data:

Reply from 192.168.1.33: bhytez=32 time=27ms
Reply from 192.168.1.33: bytez=32 time=32m=
Reply from 192 _168.1.33: buytes=32 time=26ms

Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Heceived = 4, Lost = 8 (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = 26m=z.Maximum = 32ms. Average = 28m=

PC behind ZyWALL/USG > Window 7 > cmd > ping 172.101.30.73

C:sDocuments and Settingss»ZyREL>ping 172.181.38.73
Pinging 172.181.38.73 with 32 hytes of data:
Reply From 172 .101.38.73: bhytes=32 time =18ms

Reply from 172.181.38.73: bytes=32 time=1"ms
Reply from 172.181.38.73: bytes=32 time=1"ms

Reply from 172.181.38.73: bhytes=32 time=16ms

Ping statistics for 172.181.38.73:

Packets: Sent = 4. Received = 4. Lost = 8 (8 loss>.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ns

169/810



ZYXEL ——

What Can Go Wrong?

If you see [info] log message such as below, please make sure both ZyWALL/USG
and ZyWALL IPSec VPN Client use the same Pre-Shared Key to establish the IKE
SA.

MONITOR > Log

info IKE Send:[NOTIFYINYVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, peossibly because of different pre-shared keys IKE_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. ZyWALL/USG and ZyWALL IPSec VPN Client must use the same
Encryption, Authentication method, DH key group and ID Type/Content to
establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 1 proposal mismatch IKE_LOG

If you see that Phase 1 IKE SA process done but still get [alert] or [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG
and ZyWALL IPSec VPN Client must use the same Active Protocol, Encapsulation,
Proposal, PFS and set correct Local Policy to establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 proposal mismatch IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [IB] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 Local policy mismatch IKE_LOG

If you see [alert] log message as below, please make sure you create a user
account for the ZyWALL IPSec VPN Client user on ZyWALL/USG or the external
authentication server. Or please check your password matches the seftings in
the user account.

MONITOR > Log
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alert User Failed login attempt to Device from hitp/hitps (incorect password or inexistent username) Account: Remote_Client

Make sure the service HTTPS Port on IPSec VPN Client application is available.

Make sure the To-ZyWALL security policies allow IPSec VPN fraffic to the
ZyWALL/USG. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP
protocol 50.

The ZyWALL/USG supports UDP port 500 and UDP port 4500 for NAT fraversal. If

you enable this, make sure the To-ZyWALL security policies allow UDP port 4500

foo.
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How to Configure Site-to-site IPSec VPN with FortiGate

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a FortiGate router. The example instructs how to
configure the VPN tunnel between each site. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network

Network 192.168.1.0 Network 192.168.2.0 i
Netmask 255.255.255.0 } ! Netmask 255.255.255.0 }
Sy — o=
BE==, | H f .
5 | % ]
____________________________________________ VPN Tunnel VPN Tunnel
ZyWALL USG FortiGate
WAN IP 172.101.30.68 WAN IP 172.100.30.40
LAN [P 192.168.1.1 LAN [P 192.168.2.99

ZyWALL Site-to-site IPSec VPN with FortiGate Connected

‘QINo’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and FortiGate 100D (Firmware Version:
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard

Wizard Type * VPN Sefings » Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN 5ettings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for LZTP WPN Seftings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 =)
2

Express Settings
IKE Version
[KEv]
O IKev2

Scenario

Rule Name: |W1Z_VF’N_For1'|g ate |

@ Site-to-site

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© remote Access [Client Role)

Configure Secure Gateway IP as the FortiGate’'s WAN IP address (in the example,

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy fo be the IP address range of the network

connected to the FortiGate.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 3
2

Express Settings
Configuration
Secure Gateway: (IP or FQDN]
Pre-Shared Key:
Local Policy (IP/Mask): [192.168.1.0 |  /4255.255.255.0 |
Remote Policy (IP/Mask): [192.168.2.0 | /2552552550 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizard Type * VPN Seffingz > Wizard Completed
1 2 3

Express Seftings
Summary
Rule Name: WIZ_VPN_Fortigate
Secure Gateway: 172.100.30.40
Pre-Shared Key: ZyXEL123
Local Policy (IP/Mask): 192.168.1.0/ 255.255.255.0
Remote Policy (IP/Mask): 192.168.2.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close fto exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication

® Pre-Shared Kay seersnes

[ unmasked

O Certificate My Certificates
© User Based PSK i
Advance
Local ID Type: IPv4 i
Content: 0.0.0.0
Peer 1D Type: Any v

Set Up the IPSec VPN Tunnel on the FortiGate

In the FortiGate VPN > IPsec > Wizard > Custom VPN Tunnel (No Template), use the

VPN Setup to create a Site-to-site VPN rule Name.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template)

@ ven Setup
Name WIZ_VPN_ZyWALL
Template

B Dialup - FortiClient (Windows, Mac 05, Android)

Site to Site - FortiGate

g =

Dialup - 105 (Native)

Dialup - Android (Native L2TP/IPsec)

Dialup - Cisco Firewall

E

Site to Site - Cisco

E

Custom VPN Tunnel (No Template)

[

[ = Hzjele ] [ Hext = l [ Cancel
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Type the Name used to identify this VPN connection, configure Remote Gateway
IP as the peer ZyWALL/USG's WAN IP address. Select the Interface which is

connected to the Internet.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Network

Name [wiz_ven_zywarl ]
Comments Comments
Network
IP Version @ IPv4 () IPvA
Remote Gateway | Static 1P Address | _
=) Static IP Address
IP Address |172.101.30.68 | |DiaIUD User
_D-.-namic DNS
Interface [wan1 v )
J dmz
Mode Canfig =l ha1
haz2
NAT Traversal lan
. . wanz2
Keepalive Freguency 10 s '
Dead Peer Detection

Go to Authentication section, enter Pre-shared Key and choose negotiation

Mode the same as the peer ZyWALL/USG's.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Authentication

Authentication

Method |Pre—shared Kay v
Pre-shared Key |Z}-)<EI_123 | Show Key
IKE

Version 19 2

Maode ) Aggressive|@ Main (ID protection)
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Configure Phase 1 Proposal and Diffie-Hellman Group as the peer ZyWALL/USG

Advanced Settings’ Phase 1 Settings > Proposal and Key Group.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Phase 1 Proposal

Encryption
Encryption
Encryption
Encryption
Encryption
Encryption

Local ID

Phase 1 Proposal

& Add

DES Y| Authentication |M|35 'l Tl Remaove
PN[OEs ™ v '
AES256 \ oes ion | SHA258 i
3IDES v AES128 jon SHAZ256 ¥ SHAZ56
AES192 SHA384
AES128 ¥ | | AES256 ion | SHA1 ¥ | fi SHAS512
AES256 Y| Authentication SHAL ¥ [l Remove
3DES ¥ | Authentication  SHA1 ¥ [ Remove

Diffie-Hellman Group

Key Lifetime (seconds)

E21 Fl20 E19 F 18 F 17 [ 16

F1s B14a Bs 2

86400 =

Go to Phase 2 Selectors > Advanced and configure Phase 2 Proposal as the peer

ZyWALL/USG Advanced Settings’ Phase 2 Seftings > Proposal.

Set Local Address to be the IP address range of the network connected to the

FortiGate and Remote Address to be the IP address range of the network

connected to the ZyWALL/USG.

Make sure you uncheck Enable Perfect Forward Secrecy (PFS) if this function is

disabled in the peer ZyWALL/USG.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Phase 2 Selectors
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Phase 2 Selectors
Name
WIZ_VPN_ZyWalLL

Edit Phase 2
Name
Comments
Local Address

Remote Address

¥ Advanced...

Phase 2 Proposal

Local Address

WIZ_VPN_ZyWALL
Comments

Subnet v
Subnet v

192.168.2.0/255.255.255.0

Remote Address
192.168.1.0/255.255.255.0

192.168.2.0/255.255.255.1

192.168.1.0/255.255.255.1

Enable Replay Detection

Enable Perfect Forward Secrecy (PFS) D

@ Add
Encryption DES ¥ | Authentication | SHA1 'l T Remove
Encryption  |AES256 v |\[NULtion [SHAL v (MU
Encryption 3DES agsiz  fon SHAL Y jSHﬂﬂﬂd
Encryption AES128 :gg;gg ion | SHA256 v [ SHAS1Z |
Encryption AES256 Authentication SHA256 ¥ T Remove
Encryption 3DES Authentication  SHA256 ¥ | T Remove

v X
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This screen provides a summary of the VPN tunnel. Click OK to exit the

configuration page.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template)

Name

Comments

Network

IP Version

Remote Gateway
IP Address
Interface

Mode Config
NAT Traversal

Keepalive Frequency

Dead Peer Detection

Authentication

Phase 1 Proposal

3DES-S5HAL

XAUTH
Type : Disabled

Phase 2 Selectors
Name

| wiz_vPn_zywaLL

Comments

@ IPv4 ©) IPVE
Static IP Address
172.101.30.68

wanl

Diffie-Hellman Group 1

]

IKE Version : 1 , Mode : Main (ID protection)

Local Address

WIZ_VPN_ZyWALL 192.168.2.99/255.255.255.0

Authentication Method : Pre-shared Key (Your_Pre-Shared_Key)

Algorithms : DES-MD5 AES256-SHA256, 3DES-SHAZ56, AES128-SHA1, AES256-SHAL,

Remote Address

192.168.1.1/255.255.255.0

cance

/Z Edit

/ Edit

/ Edit

@ Add
Vg
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Cenfiguration
@ Add [
1 WIZ_VPN_FortiGate WIZ_VPN_FortiGate = WIZ WPN_Forfigate_Local/aWIZ_VPN_Fortigate REMOTE
Page |1 of 1 Show 30 |wv|items Displaying 1 - 1

of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

@, Disconnect @, Connection Check

1 N/A N/A WIZ_VPN_FortiGate 192.168.1.0/... 172.101.30.68 P:172.100.30.40 &8 79132 0[0 bytes) 0[0

bytes

Page |1 of 1 Show |50 |v | items Displaying 1 -1

of

Go to FortiGate VPN > Monitor > IPsec Monitor and check the tunnel Status is up

and Incoming Data/Outgoing Data traffic.

VPN > Monitor > IPsec Monitor

T Remote Gateway T Status T Incoming Data T Outgoing Data

WIZ_VPN_ZyWALL Static IP or Dynamic DNS 172.101.30.68 O up 8.09 KB 13.78 KB

To test whether or not a funnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).
PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.2.33
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C:“Documents and Settings“ZyHEL»ping 192.168.2.33

Pinging 192.168.2.33 with 32 hytes of data:

Reply from 192.168.2.33: hytes=32 time=27ms
Reply from 192.168.2.33: hytes=32 time=3Zms
Reply from 192.168.2.33: hytes=32 time=2Z6ms

Reply from 192.168.2.33: hytes=32 time=27ms

Ping statistics for 192.168.2_.33:

Packets: Sent = 4, Received = 4. Lozt = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Z26ms, Maximum = 32ms, Average = 28ms

PC behind FortiGate> Window 7 > cmd > ping 192.168.1.33

C:“Documents and Settings“ZyXEL>ping 192.168.1.33
Pinging 192.168.1.33 with 32 hytes of data:

Reply from 192.168.1.33: bytes=32 time=27ms
Reply from 192.168.1.33: bytes=32 time=3Zms
Reply from 192.168.1.33: bytes=32 time=26ms
Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packetsz: Sent = 4. Received = 4. Lost = 8 (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = 26ms,. Maximum = 3Z2ms,. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and FortiGate must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NCO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_FortiGate] Phase 1 proposal mismatch IKE_LOG
info IKE The cookie pair is : 0x7/0flo3b31 ed?22dc4 / 0x07f7812272f2e 102 [count=3] IKE_LOG
info IKE Recw [KE sa: 3A([0] protocol = IKE (1), AES CBC key len = 192, HMAC-5HA256 PRF, HMAC-5HAZ56-1... IKE_LOG

If you see that Phase 1 IKE SA process done but sfill get below [info] log message,
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please check ZyWALL/USG and FortiGate Phase 2 Setftings. Both ZyWALL/USG
and FortiGate must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [$A] : Tunnel [WIZ_VPN_FortiGate] Phase 2 proposal mismatch IKE_LLOG
info IKE Recwv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE 5A process done IKE_LOG

Make sure the both ZyWALL/USG and FortiGate security policies allow IPSec VPN
fraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP profocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure Site-to-site IPSec VPN with WatchGuard

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a WatchGuard router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 i Network 192.168.10.0 i
Netmask 255.255.255.0 i Netmask 255.255.255.0 ;
SN - e R T
[ - | TR H FE=
- N ]
............ VPN Tunnel VPN Tunnel
ZyWALL USG WatchGuard
WAN IP 172.101.30.73 WAN IP 172.100.30.63
LAN IP 192.168.1.1 LAN IP 192.168.10.1

ZyWALL Site-to-site IPSec VPN with WatchGuard Connected

\Q'No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and WatchGuard XTM 515 (Firmware
Version: 11.10.4).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the WatchGuard. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN S$etup Wizard

Wizard Type * VPN Settings ¥ Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP WPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type » VPN 3etfings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizord Type > WPN Settings » Wimard Cornpleted
1 3
2

Express Settings
IKE Version
B [KFv1
O KEv2

Scenario

Rule Mame: I‘\.-'F'N_t::_‘.'l.l'm:hGu:r: I

D Site-to-site with Dynomic Feer

0 Remaote Access [Sarver Rols)
D Remote Access [Clisnt Role)

Configure Secure Gateway IP as the WatchGuard's WAN IP address (in the
example, 172.100.30.63). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy fo be the IP address range of the network
connected to the WatchGuard. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type > VPN Setfings >
1 2 3

Express Settings

Configuration

Securs Gateway: |172.100.30.63 | rorraon
Fre-Shared Key: | =N ]

Local Policy (I fMask): [172.188.1.0 1 |255.255.255.-:- |
Remcte Policy [IP/Mask): | 182188100 1 fz55.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Summary)

VPN Setup Wizard
Wizord Type > VPN Seffings » Weord Completed
1 2 3
Express Seltings
Summary
Rule Name: VPN_to_WatchGusard
Secure Goteway: 172.100.30.83
Pre-Shared Key: ZyMEL123
Local Policy (1P /Mask): 102.162.1.0/ 256,265 266.0
Remote Folicy [IP/Mask): 182162100/ 255.258.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed

VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 2
3

Express Settings

Congratulations. The VPN Access wizard is completed

ummary
Rule Mame: WPN_to_WatchGuard
Secure Gateway: 721003083
Pre-Shared Key: ZywELIZZ
Local Policy [P fask): 192.182.1.0/ 2562562850

Remote Folicy [IFfMask);  182182.10.0/ 2852552550

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, click Show Advanced

Seftings. Configure Authentication > Local ID Type as IPv4 and set the Content as
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your ZyWALL/USG's WAN IP Address (in the example, 172.101.30.73). Then,

configure Authentication > Remote ID Type as IPv4 and set the Content as your

WatchGuard's External IP Address (in the example, 172.100.30.63). Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Authentication
® Pre-shared Key
[ unmasked
O Cerfificate
© User Based PSK
Advance

(.\
o
]

ficates

Local ID Type:
Content:
Feer D Type:

Content:

0
|Pvd ¥
|172.101.20.73 |
|Pv4 v
172.100.30.69 |

Set Up the IPSec VPN Tunnel on the WatchGuard

Go to Dashboard > Network Interfaces to check your External IP Address (the

Internet-facing interface) and Trusted IP Address (the Local IP address).

Dashboard > Network Interfaces

M

Link Status
Up
Up
Crown
Drawm
Drown

Crown

& Down

Network Interfaces Hide
Alias IPv4 Address Gateway
External 172.100.30.63/24 172.100.30.1

Trusted 192.168.10.1/24 0.0.0.0
Optional-1 0.0.0.0/0 0.0.0.0
Cpticnal-2 0.0.0.0/0 0.0.0.0
Optional-2 0.0.0.0/0 0.0.0.0
Cpticnal-4 0.0.0.0/0 0.0.0.0
Cptional-5 0.0.0.0/0 0.0.0.0

Configure
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In the WatchGuard VPN > Branch Office VPN > Gateway > General Settings

create a Site-to-site VPN Gateway Name and set a secure Pre-Shared Key.

VPN > Branch Office VPN > Gateway > General Settings > Credential Method

VPN_to_ZyWALL

Gateway Name

General Settings Phase 1 Settings

Credential Mathod

() Use IPSec Firebox Certificate

ID Certificate Name Algorithm

To add a Gateway Endpoint, click Add.

VPN > Branch Office VPN > Gateway > General Settings > Gateway Endpoints

Gateway Endpoints

Local Type Local ID Local Interfacs Remote IP Remote Type | Remote ID

Edit

Remowe

The new Gateway Endpoint dialog box appears. Configure your Local Gateway
identity as WatchGuard's External IP Address (in the example, 172.100.30.63) and
Remote Gateway idenfity as your ZyWALL/USG's WAN IP Address (in the example,
172.101.30.73). Click OK.

VPN > Branch Office VPN > Gateway > General Settings > Gateway Endpoints
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A tunnel needs authentication on each side of the tunnel.
Provide the configuration details for the gatevay
endpoints below.

Local Gateway

Specify the gateway ID for tunnel authentication.

(=) By IP Address |172.100.30.63

_) By Domain Name

(_J) By User ID on Domain
By =500 Name
Externzal Interface

External -

Remote Gateway

Specify the remote gateway IP address for 2 tunnel.

(=) Static IP Address |172.101.320.72

\_J) Dynamic IF Addresss

Specify the gateway ID for tunnel authentication.

i{*) By IP Address |172.101.30.73

i/ By Domain Name

) By User ID on Domain

(_) By =300 Name

Attempt to resolve domain

| OK | { Cancel |

www.zyxel.com
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Then, go to VPN > Branch Office VPN > Gateway > Phase 1 Settings to select

negotiation Mode the same as your ZyWALL/USG's Phase 1 Settings. Make sure

you enable both NAT Traversa and Dead Peer Detection opfions if both options

are enabled in the ZyWALL/USG.

VPN > Branch Office VPN > Gateway > Phase 1 Settings

Gateway

Gateway Name  VPN_to_ZyWALL

General Settings Phase 1 Settings

Mode I Main L4

E MNAT Trawversa

|| IKE Keep-alive

m Dead Peer Detection (RFC370

-

Traffic idle timeol. 2q . Seconds
L=

Max retrie: | 5

=]

Keep-alive Interv: z2q : Seconds

Help &)

Use Transform Settings fo create the same security settings as in the ZyWALL/USG

Phase 1 seftings. Click OK and Save to exit the Transform Settings page.

VPN > Branch Office VPN > Gateway > Phase 1 Settings > Transform Settings

Transform Settings

Transform Settings

E_ 3

SaLife |24 =1 | hour

Key Group I Diffie-Hellman Group 1 |+ I

I oK I Cancel

Remowve

Up
Diown

I Save | ( Cancel
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Then, go to VPN > Branch Office VPN > Tunnel to add a Tunnel Route Settings. In
the Local IP section, set the Network IP to be the IP address range of the network
connected to the WatchGuard. In the Remote IP section, set the Network IP to be

the IP address range of the network connected to the ZyWALL/USG. Click OK.

VPN > Branch Office VPN > Tunnel > Address

Tunnel Route Settings X

Addresses NAT

Local IP
Cheese Typ=: | Netwark IP v |

Network IP: [132.168.100 | / =24 |2

L=

Remote IP
Choose Type | Network IP b I

MNetworle IR |192.1E-8.1.I:I | /24 l:
Direction | bi-directional L

|| Enable broadcast reuting ower the tunnel

=
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Go to VPN > Branch Office VPN > Tunnel > Phase 2 Settings to create a Tunnel
Name. Then, select the Gateway. Make sure you enable Perfect Forward Secrecy
and select Diffie-Hellman Group 2. Then, scroll down Phase 2 Proposals and add
the encryption types to match your ZyWALL/USG's VPN Connection > Phase 2
Settings. Click Save.

VPN > Branch Office VPN > Tunnel > Phase 2 Settings

Tunnel

Help &

Tunnel Name YFPN_to_ZyWALL

Gateway |VPN to ZyWALL v

Addresses Phase 2 Settings Multicast Settings
Perfect Forward Secrecy
E Enable Parfact Forward Secracy | Diffie-Hellman Group 2 v
IPSec Proposals

Phase 2 Proposals

ESP-3IDES-MDS A

ESP-AES-SHAL |
ESP-AES-MDS

| Save | Cancel
ESP-3DES-SHAL !

ESP-DES-SHA1L IL‘
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPvid Configuration

© Ad

1 VPN _te_WatchGuard VPM_te_WatchGuard =

w50 | it

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

1 MNIA N/A VPN_to_WatchGuard 192.168.1.0/24... 172.101.30.73 P:172.100.20.63 97 76223 0{0 bytes) 0{0 bytes)

Page |1 of1 Show (80 [« | items Displaying 1-10of 1

Go to WatchGuard System Status > VPN Statistics > Branch Office VPN and check
the tunnel Status is up and Bytes In (Incoming Data) and Bytes Out (Outgoing
Data).

System Status > VPN Statistics > Branch Office

VPN Statistics 3 120
Refrash Interval (30s): ||||||..|||||||||||||||||| Pause
Branch Office VPN Co
oY
HName & | Local Remote Gateway Packets In | Bytes In | Packets Out | Bytes Out Rekeys
VPN_to_ZyWALL 192.168.10.0/24 192.168.1.0/24 172.100.20.63-172.101.20.73 265 15500 284 23635 u}

To test whether or not a tfunnel is working, ping from a computer at one site fo a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).
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PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.10.33

C:>Documents and Settings“ZyXELZ>ping 192 _168.10.33

Finging 192_168.18.33 with 32 bytes of data:

Reply from 192.168.18.33: hytes=32 time=18ms
Reply from 192.168.18.33: hytes=32 time=17ms
Reply from 192.168.18.33: hytes=32 time=17ms

Reply from 192_.168.18.33: hytes=32 time=16ms

Fing statistics for 192_.168.18.33:

Packets: Sent = 4. Received = 4, Lost = 8 (8x loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17ns

PC behind WatchGuard> Window 7 > cmd > ping 192.168.1.33

C=“Documents and Settings“ZyRELXping 192_.168.1.33
Pinging 122.168.1.33 with 32 bytes of data:

Reply from 192.168.1.33: hytes=32 time=2Yms
Reply from 192.168.1.33: bytes=32 time=3Zms
Reply from 192.168.1.33: hytes=32 time=26ms
Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192_.168.1.33:

Packets: Sent = 4, Heceived = 4. Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = 2Z6ms, Maxinum = 32ms,. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and WatchGuard must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

info IKE

info IKE

info IKE [5A] : Tunnel [WPN_to_WatchGuard] Phase 1 proposal mismatch

If you see that Phase 1 IKE SA process done but sfill get below [info] log message,
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please check ZyWALL/USG and WatchGuard Phase 2 Settings. Both ZyWALL/USG
and WatchGuard must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen 172.101.30.73:500 172.100.30.63:500 IKE_LOG
nfo IKE [SA] : Tunnel [WPN_to_WatchGuard] Phase 2 proposal mismatch 72.101.30 500 72.100.30.63:500 IKE_LOG
info IKE Recwv:[HASH][SA][NOMNCEI[ID] D] 172.100.30.63:500 172.101.30.73:500 IKE_LOG
nfo IKE Phase 1 IKE SA process done 72.101.30.73:500 72.100.30.63:500 IKE_LOG

Make sure the both ZyWALL/USG and WatchGuard security policies allow IPSec
VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol
50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Site-to-site IPSec VPN with Cisco

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a Cisco router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network i Local Network :
Network 192.168.1.0 i Network 192.168.75.0 :
Netmask 255.255.255.0 i Netmask 255.255.255.0
]— Internet 0 _|:
VPN Tunnel VPN Tunnel :

ZyWALL USG Cisco

WAN [P 172.101.30.73 WAN P 172.100.30.80

LAN IP 192.168.1.1 LAN 1P 192.168.75.1

ZyWALL Site-to-site IPSec VPN with Cisco Connected

‘Q’Note: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and ISA500 (Firmware Version: 1.0.3).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the Cisco. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard

Wizard Type » VPN Seffings » Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
2 3
1 -

Please select the type of VPN policy you wish to setup.
Type of VPN pelicy

O Express

® Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1
2

Advanced Settings
IKE Version

@ |KEv
O KEv2

Scenario

Rule Name: IVPN_to_Cisco

9 Site-to-site
O Site-to-site with Dynamic Peer
© Remote Access [Server Role)

© Remote Access [Client Role)

Then, configure the Secure Gateway IP as the Cisco's Gateway IP address (in the

example, 172.100.30.80); select My Address to be the interface connected fo the

Internet.

Set the desired Negotiation, Encryption, Authentication, Key Group and SA Life

Time settings. Type a secure Pre-Shared Key (8-32 characters) which must match

your Cisco Pre-Shared Key. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Phase 1 Setting)
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VPN Setup Wizard

Wizord Type * VPN Seffingz * Wizard Completed
1 3
2

Advanced Settings
Phasze 1 Sefting

Secure Goteway: [172.100.30.80 |
My Address (interface): Igel V|
Negotiation Mode: [ Main v|
Encryption Algorithm: |DES |
Authentication Algorithm: IMD5 Vl
Key Group: OH2 v
SA Life Time: 86400

NAT Traversal

Dead Peer Detection (DPD)

Authentication Method
@ pre-Shared Key {zyxEL123 |
O Certificate default v

(IP or FQDMN]

(180 - 3000000 seconds)

Continue to Phase 2 Settings o select the desired Encapsulation, Encryption,

Avuthentication, and Perfect Forward Secrecy (PFS) settings.

Set Local Policy to be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy fo be the IP address range of the network

connected to the Cisco. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Phase 2 Setting)
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VPN Setup Wizard

1 2

Advanced Settings
Phaze 2 Selting

Active Protocol:

Encapsulation:

Property

Nailed-Up

Weard Type * VPN Setings * Wizard Completed

]

|Esp

¥

[Tunnel

M|

(180 - 3000000 seconds)

| /255.255.255.0

Encryption Algorithm: ISDES "I
Authentication Algorithm: MBS w7
SA Life Time: 56400

Perfect Forward Secrecy IDH? vl
(PES):

Policy Setting

Local Policy [IP/Mask): [192.168.1.0

Remote Policy (IP/Mask): [192.168.75.0

| /255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

1 2

Advanced Settings
Summary
Rule Name:
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask):
Remote Policy (IP/Mask):

Phase 1

Megeotiation Mode:
Encryption Algorithm:
Authentication Algorithm:
Key Group:

Phase 2

Active Protocol:
Encapsulation:

Encryption Algorithm:

Authentication Algorithm:

Wizard Type > VPN SeHtings > Wizard Completed

3

WPN_to_Cisco
172.100.30.80

FyXEL123
192.168.1.0/255.255.255.0

192.166.75.0/ 255,255 255.0

main
des
mds

DH2

esp
tunnel
3des

md5
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > WPHN Seftings » Wizard Completed
n
- - 3

Advanced Seftings

Congrotulations. The VPN Access wirard s completed

Summary
Rule Name: WRN_to_Cisca
zeoure Sateway: TL100.30.50
Ny Addres: [inferface|: get
Pre-Ehared Key: ZyMEL123
Fhase 1
Negotiation Maage: main
Encryption Algorithm: o2g

Autnenfication Algorithm: M3

ey Eroug: b=z
34 Life Time: 224
NAT Traversal: truz
Deod Peer Detecton frue
(oPD):

Fhase 2

Active Protocol: Bsp
Encapsulafion: el
Enaryption Algarithm: =

Autnenfication Algoithm: MaS

3A Life Time: 54

perfect Forward Secracy  peg

(PFs):

Policy

Local Rofcy IPfMase): 1918810/ 2552852550
Remors Poicy [IPjiiose): 192155750255 2552550
Ngiled-Ug: frua
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show

Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

Avthentication
@ Pre-Shared Key
[l unmasked
© Certificate

© User Based PSK

I
]
1]

[+] Advance
Local ID Type:

Content:

Peer D Type:

|Povd
0.0.0.0

|An\,f

i

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Set Up the IPSec VPN Tunnel on the Cisco

To create an Address Object Name of your peer ZyWALL/USG Local IP address,

go to Networking > Address Management > Address Objects and click Add

Address. Select Network as the Type. Configure IP Address and Netmask fo be

the IP address range of the network connected to the ZyWALL/USG. Click OK.

Networking > Address Management > Address Objects
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SF Add Address| 3€ Delete
O/ Name 7 S
O 1 DEFAU p_pooL | (fressObiect Addkat Help
L] 2 DEFAULT_IP * Name: ZyWALL
O 3 DEFAULT_METWO Typa: [ Network [ =]
[] 4 EZVPN_aaa « |P Address: |192.168.1.0 |
[] 5 GUEST_DHCP_POOL E:nm';;ﬂn:::;e IP address segment fior a range of
a 5
Ll & GUEST_IP For example, 192 158.1.0 indicates a range fram
192.168.1.1 0 192.168.1.255.
* Netmask  |255.255.285.0 ]
Bl concel |
N 4

Go to VPN > Site-to-site > IKE Policies, click Add to create a new IKE Policy Name.

Then, select Encryption, Hash, Pre-shared Key and D-H Group to match your

LyWALL/USG's VPN Gateway > Phase 1 Settings. Set Lifetime to 24 hours and click

OK then click Save to exit the IKE Policies page.

VPN > Site-to-site > IKE Policies

| Defaultike

IKE Policy - Add/Eit
ZAWALL

Encnpion

Hash: O sHa1
Authentication[@_Pre-shared Key] O RsA_SIG
oo

Hour m Min [E Sec (Range: 3 minutes to 24 hours)

Name:

Lifetime:

-
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Go to VPN > Site-to-site > Transform Sets, click Add to create a new Transform Set
name. Then, select Integrity and Encryption to match your ZyWALL/USG's VPN

Connection > Phase 2 Settings. Click OK and click Save to exit the Transform Sets

page.

VPN > Site-to-site > Transform Sets

Transform Sets
Transform Sets
L1 | Name | Ie9M|  rrapsform set - AddiEdit Help
DefaultTrans . ~=SP_§k
Name: ZYWALL
ESP
Integrity: |© ESP_MDﬁ_HMAClO ESP_SHA1_HMAC
Encryption: | ESP_3DES [~
o

Go to VPN > Site-to-site > IPsec Policies and click Add. The new IPsec Policies
dialog box appears. Go to Basic Settings, create IPsec policy Description name

and click On the IPsec Policy Enable option.

Select Static IP as the Remote Type. Set Remote Address to be your ZyWALL/USG's
WAN IP Address (in the example, 172.101.30.73). Enter the same Pre-Shared Key as
you created in ZyWALL/USG. Then, set WAN Interface to the Internet-facing

interface (found under Status > WAN Interface).

Select Local network to be the IP address range of the network connected to the

Cisco (found under Status > LAN Interface) and Remote network to be the IP
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address range of the network connected to the ZyWALL/USG (Address Object

created in Step 1)

VPN > Site-to-site > IPsec Policies > Basic Settings

IPsec Policies - Add/Edit

w Advanced Settings | VPN Failover |

Description: [ vPN_to_zvwaLL |

IPsec Policy Enable: O Off
Remaote Type: StaticIP [ - |

Remote Address:  [172.101.30.73 |

Authentication Method: (®) Pre-Shared Key

Key:l ZYWALL123 |

) Certificate
Local Certificate: default | ~

Remote Cerificate: default | ~

WAN Interface:

Local network: | DEFAULT_NETWORK [~ |

Remote network: ZYWALL E]

E Cancel

Then, go to Advanced Settings enable PFS and DPD if you enable both options in

the ZyWALL/USG. Set IKE Policy to be the IKE Policy created in Step 2 (found

under IKE Policy Link); set Transform to be the Transform Set created in Step 3

(found under Transform Link) and SA-Lifetime to be 24 hours.

Click OK. The connection active dialog box appears. Click Activate Connection.

VPN > Site-to-site > IPsec Policies > Advanced Settings

206/810



ZYXEL

www.zyxel.com

IPsec Policies - Add/Edit
Basic Settings w WPN Failover

PFS Enable: [® 0n] O o
DPD Enable: [ on] O on

Delay Time: (Range: 10-300 s)
Detection Timeout (Range: 30-1800 5)
DPD Action: Restart ]

Apply MAT Policies: On = Off
Translates Local Metwork: — Select an address object - | ~
Translates Remote Metwark: -- Select an address object — | ~

IKE Policy: ZyWALL [~] IKE Policy Link
Transform: ZyWALL [~] Transform Link

SA-Lifetime: [24 | pour [0

| Min |U | Sec  (Range: 3 minutes to 24 hours)

Help

ﬁ Cancel

! " . Do you want to make this connection active when
{ = the settings are saved?

[Activate Connection l
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

©@Acd Hecit W Remove @ Activate @ Inoctivate @ Connect @ Disconnect

al
5]
B

lea | VPN_o_Cisco VPN_to, Cisco aVPN fo Cisco LOCALfaVPN, to Cisco REMOTE

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

@, Disconnect | @, Connection Check

NIA NiA VPN_fo_Cisco  192.168.1.0/24<>192.165.20/24 1721013073  P: 172.100.30.80 53 79147 0[0 bytes) 0[0 bytes)
show [50 || items Displaying 1-1of |

Go to Cisco VPN > VPN Status > IPsec VPN Status > Active Sessions and check the

tunnel Status is up.

VPN > VPN Status > IPsec VPN Status > Active Sessions

Statistics | Teleworker VPN Client |

Active Sessions

% Disconnect
[ | Name Status VPN Type WAN Interface = Remote Gateway | Local Network Remote Metwork Connect
[ VPN_to_ZyWALL Up Site to Site WAN1 172101.30.73 192.168.75.0/124  192.168.1.0/24 t"'?_'g

Go to Cisco VPN > VPN Status > IPsec VPN Status > Statics and check the Tx

Packets (Transmit data) and Rx Packets (Receive data).

VPN > VPN Status > IPsec VPN Status > Statistics
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Active Sessions h tatistice i Teleworker WPN Client
IPsec VPN Statistic
MName VPN Type WAN Interface Remote Gateway | Tx Bytes Rx Bytes Tx Packets Rx Packets
VPM_to_ZyWALL  Site to Site WAN1 172.101.30.73 60665 45180 753 753

To test whether a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.75.33

C:“Documents and Settings»ZyREL>ping 192 _.168.75.33

Pinging 192.168.75.33 with 32 hytes of data:c

Reply from 192.168.75.33: bytes=32 time=18ms
Reply from 192.168.75.33: bytes=32 time=17ms
Reply from 192.168.75.33: hytes=32 time=17ms
Reply from 192.168.75.33: hytes=32 time=16ms

Ping statistics for 192.168.75.33:

Packets: Sent = 4. Received = 4, Lost = 8 (8 loss?.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18m=z. Average = 17 mns

PC behind Cisco> Window 7 > cmd > ping 192.168.1.33

C:sDocuments and Settings“ZyHEL>»ping 192_168.1_.33
Pinging 192_.168.1.33 with 32 hytes of data:
Reply from 1722.168.1.33: buytes=32 time=27ns

Reply from 1722.168.1.33: buytes=32 time=32ns
Reply from 172.168.1.33: buytes=32 time=26mns

Reply from 122.168.1.33: bhytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4. Lost = B {Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms,. Maximum = 32ms, Average = 28ms
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What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Seftings. Both ZyWALL/USG and Cisco must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NC_PROFPOIAL_CHOSEN] 72.101.30.73:500 172.100.30.80:500 IKE_LCG
info IKE [SA] : No proposal chosen 172.101.30.73:500 172.100.30.80:500 IKE_LCG
nfo IKE [SA] : Tunnel [VPN_to_Cisco] Phase 1 proposal mismatch 72.101.30.73:500 72.100.30.80:500 IKE_LOG

If you see that Phase 1 IKE SA process done but sfill get below [info] log message,
please check ZyWALL/USG and Cisco Phase 2 Settings. Both ZyWALL/USG and
Cisco must use the same Protocol, Encapsulation, Encryption, Authentication

method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Send:[HASH][NOTIFY:NO_PROPOSAL CHOSEN] 172.101.30.73:5 172.100.30.80:500 KE_LOG
info IKE SA] : No proposal chosen 172.101.30.73:500 172.100.30.80:500 KE_LOG
info IE SA] : Tunnel [VPM_to_Cisco] Phase 2 proposal mismatch 172.101.30.73:500 172.100.30.80:500 KE_LOG
info IKE Recv:[HASH][SA] [NCNCE][ID][ID] 172.100.30.80:500 172.101.30.73:500 KE_LOG
info IKE Fhose 1 IKE 3A process done 172.101.30.73:500 172.100.30.80:500 KE_LOG

Make sure the both ZyWALL/USG and Cisco security policies allow IPSec VPN
traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Site-to-site IPSec VPN with a SonicWALL
router

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a SonicWALL router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 Network 192.168.168.0 :
Netmask 255.255.255.0 : ! Netmask 255.255.255.0

=

I'}»

Fessanssnnssnnsnmnransransannsnnssnnsnnnnnn H VPN Tunnel VPN Tunnel e
ZyWALL/USG SonicWALL
WAN [P 172.10.120.11 WAN IP 172.100.20.23
LAN IP 192.168.1.1 LAN IP 192.168.168.168

LyWALL/USG Site-to-site IPSec VPN with SonicWALL

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and NSA240 (Firmware Version:
SonicOS Enhanced 5.8.0.1-310)
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the SonicWALL. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard E

Wizard Type > VPN Seffings > Wazord Completed

1 2 3

Welcome

© VPN Setfings
- Wizerd Type
- VPN Settings
2 - Wizard Completed g

© VPN Settings for Configuration Provisioning

- Wizord Type
- VPN Setiings
- Wizerd Completed

© VPN Settings for L2TP VPN Seftings

- VPN Settings
- Genercl Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express

©® Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type > VPN Setfings > Wiord Completed
1 ]
2

Express Settings
IKE Version
@ [Ey
O KEw2

Scenario

Ruls Nome: [vPN_to_soricwALL |

& Site-to-site with Cynamic Peer

O Remaote Access [Server Rols)

@ Remate Access [Client Role)

Then, configure the Secure Gateway IP as the SonicWALL's Gateway IP address

(in the example, 172.100.20.23); select My Address to be the interface connected

fo the Intfernet.

Set the desired Negotiation, Encryption, Authentication, Key Group and SA Life

Time settings. Type a secure Pre-Shared Key (8-32 characters) which must match

your SonicWALL Shared Secret.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

1 Setting)
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VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Advanced Seftings
Phaze 1 Setting

Secure Gateway: [172.100.20.23

| (P erFaDN)

Wy Address (interfacs): lge!

Dead Peer Detection [DPD)
Authentication Method

(180 - 3000000 seconds)

Negofiation Mode: |Main ~|
Encryption Algorithm: |AES256 ~|
Authentication Algorithm: |SHA] ~|
Key Group: |oH2 v|
SA Life Time: 86400

NAT Traversal

@ Pre-Shared Key

[5k4u:4e.40fm0sxk7 18 |

O Certificate default

v

Continue to Phase 2 Settings o select the desired Encapsulation, Encryption,

Avuthentication, and SA Life Time seftings.

Set Local Policy to be the IP address range of the network connected fo the

ZyWALL/USG and Remote Policy fo be the IP address range of the network

connected to the SonicWALL. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

2 Setting)

214/810



ZYXEL S—

VPN Setup Wizard

Wizard Type * VPN Setlingz > Wzard Completed
1 2]
2

Advanced Settings
Phaze 2 Sefting

Active Protocol: |EsP ~|

Encapsulation: ITunneI "I

Encryption Algorithm: IAES] 28 VI

Authentication Algorithm:  [SHAI ~|

SA Life Time: [86400 | 1180 - 2000000 seconds)
Perfect Forward Secrecy o -

(PFS):

Policy Sefting

Local Policy (IP/Mask): |192.188.1.0 | /2552552550
Remote Policy (IP/Mask): |192.148.168.0 | /2552552550

Property
Nailed-Up

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
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VPN Sefup Wizard
* Wizard Completed
3
Advanced Settings
Summary
Rule Name: WPN_to_SonicWall
Secure Gateway: 172.100.20.23
Pre-Shared Key: Akdu;4e A0fmOBxkT 187!
Local Policy (IP/Mask]: 192.168.1.0/ 2565 255 2550

Remote Policy (IP/Mask);  192.188.188.0/ 255 2552550

Phase 1
Negotiation Mode: main
Encryption Algerithm: aes258

Authentication Algorithm:  sha

Key Group: DH2
Phasze 2

Active Profocol: esp
Encapsulation: tunnel
Encryption Algorithm: aes1238

Authentication Algorithm:  sha

‘Q'No’re: The Phase 1 and Phase 2 settings established here must match the
Phase 1 and Phase 2 settings configured later in the SonicWALL.

216/810



ZYXEL ——

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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VPN Setup Wizard

Wizard Type » PN Settings » Wizard Compleied
1 2 2

Advanced Seflings

Congratulations. The VPN Access wizard is completed

umrmary
Fule Mams: WPM_to_Sonic\vall
Securs Gateway: 72.100.20.23
Wiy Addrass (inferfacs): gel
Pre-Sharad Key: Skdu;de 4 0FmDERT 187!
Phase 1
Megotiation Mode: main
Encrypficn Algorithm: aes25h

Authenticotion Algorithm:  sha

Keay Group: DH2

34, Life Time: 85400

MAT Trawersal: frue

Dead Peer Deteciion true

[DPD):

Fhase 2

Active Protocaol: 23p

Encapsulation: tunnel

Encrypfion Algosihm: aes128

Authentication Algofithrn:  sha

34, Life Time: 85400

Perfect Forward Secrec MNone

[FF3):

Policy

Local Palicy [IP/Mosk): 192.168.1.0 / 255.255.255.0
Remote Folicy |Ffiask):  192.165.183.0/ 255.255.255.0
Mailed-Up: frue

Go to VPN Gateway > Show Advanced Settings > Authentication to configure

your Local ID Type and Peer ID Type to match your SonicWALL's VPN > Settings >

VPN Policies > General > IKE Authentication > Local IKE ID and Peer IKE ID.

VPN Gateway > Show Advanced Settings > Authentication
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Avthentication
® Pre-Shared Key Skdu;de.40fm06xk7 187!
unmasked
O Certificate My Certificates
O User Based PSK i ]
[+] Advance
Local ID Type: P4 v
Content: [192.168.1.0 |
FeerID Type: [Pwv4 ¥
Content: [192.168.168.0 |

Set Up the IPSec VPN Tunnel on the SonicWALL

In the SonicWALL VPN > Settings > VPN Policies, click Add to create a new VPN

policy. Select Policy Type to be the Site to Site, select Authentication Method to
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be the IKE using Preshared Secret. Type the ZyWALL/USG's WAN IP Address to be
the IPsec Primary Gateway Name or Address (in the example, 172.10.120.11).

In the IKE Authentication section, sef the Shared Secret o be the same as your
LyWALL/USG's Pre-Shared Key. Then, set the Local IKE ID and the Peer IKE ID to
match your ZyWALL/USG's VPN Gateway > Show Advanced Settings >

Authentication > Local ID Type and Peer ID Type.

VPN > Settings > VPN Policies > General

SONICWALL> | Network Security Appliance

| General I Netwark I Proposals ] Advanced ]
Security Policy
Policy Type: | Site to Site v
suthentication Method: [IKE using Preshared Secret M|
Name: [VPN_to_ZyWALL |
IPsac Primary Gateway Name or Address: [172.10.120.11 |
IPsec Secondary Gateway Name or Address: 0.000
IKE Authentication
Shared Secret: |5k4u:ie. ADfmDGxk 71871 I
Confirm Shared Secrat: |5k4u:4&-. 40fm06xk7187! I ¥ Mask Shared Secret
Local IKE ID: IP Address v|  [192.168.168.0 |
Peer IKE ID: IP Address v]  [192.168.1.0 |

In the SonicWALL VPN > Settings > VPN Policies > Network, choose Local Network
to be the IP address range of the network connected to the SonicWALL (found

under SonicWALL > Network > Interfaces > LAN).

220/810



ZYXEL

www.zyxel.com

Go to Remote Network and create a new address IP address range of the

network connected to the ZyWALL/USG. Then, scroll down the list to choose the

newly created Address Object to be the Remote Network.

VPN > Settings > VPN Policies > Network

SONICWALL> | Network Security Appliance

Local Networks

®' Choose local network from list

Any address

Remote Networks

®' Choose destination network from list

som{‘ﬁﬁ" MNet Security Appliance
Name: ZyWALL

Zone Assignment: LAN v
Type: Metwork v
Network: 192.168.1.0

Netmask: 255,255.255.0

Local network obtains IP addressas using DHCP throug

.

I J Create new address object...
_—— | Create new address group...

~

#
-

General Network l Proposals l Advanced l

—-Select Local Metwork--
==== Address Objects ====
X0 1P

X1 Default Gateway

X11P
==== Address Objects ====

LIse this VPN Tunnel as default routs for all Intermet traffic

Destination netwark abtains IP addresses using DHCP thraugh this VPN Tunnel

—-Select Remote Network--

-Select Remote Network--

==== Address Groups ====
alllP

relayagent

==== Address Objects ====

Remote Networks

® Choose destination netwaork from list

Use this VPN Tunnel as default route for all Intermnet traffic

Destination network obtzins P addresses using DHCP throuah this VPN Tunnel

ZyWALL

--Select Remote Network—
Create new address object...
Create new address group...
==== Address Groups ====
alllP

relayagent
==== Address Objects ====
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Proposal and set Exchange, DH Group, Encryption and Authentication to match

your ZyWALL/USG's VPN Gateway > Show Advanced Settings > Phase 1 Setftings.

Go to IKE (Phase 2) Proposal and set the Protocol, Encryption and Authentication

to match your ZyWALL/USG's VPN Connection > Show Advanced Settings > Phase

2 Settings.

VPN > Settings > VPN Policies > Proposails

SONICWALL> | Network Security Appliance

Exchange:

DH Group:
Encryption:
Authentication:

Life Time (seconds):

Pratacal:
Encryption:

Authentication:

Life Time (seconds):

[ General l Netwark

IKE (Phase 1) Proposal

Ipsec (Phase 2) Proposal

| Proposals | Advanced

|Main Mode

Group 2
[Group

|AES-256

[SHAT

28800

[ESP

Ml

|AES-128

[SHAT

Ml

Enable Perfact Forward Secrecy

28800

Select Enable VPN and click Refresh Active.

VPN > Settings > VPN Global Settings
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VPN Global Settings

Enab\e VPN

Unigue Firewall Identifier:

VPN Policies I Refresh Interval (secs) [10 Ttems per page |50 Ttems (3 to3
# Name Gateway Destinations Crypto Suite Enable
3 VPN_to_ZyWALL 172.10.120.11 192.168.1.0 - 192.168.1.255 ESP: DES/HMAC SHAL (IKE)

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connecticon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configurafion
O Add FEdit WRemove @ Acfivate @ Inacfivate @ Connect @ Disconnect T@ Object References
1 ”'& VPN_to_SonicWALL VPN_to_SonicWALL aVPN_to Cisco LOCALmVPN_fo_Cisc
Page (1 | of1 Show [50 | items Displaying 1-1of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time

and the Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

§f Disconnect @ Connection Check

1T N/A MN/A VPN_to_SonicWALL 192.168.1.0/24<-192.168.20/24  172.101.30.73 P:172.100.... 104

86316 0[0 bytes) 0{0 bytes)

Page |1 | of1 Show [50 [+ items

Displaying 1- 1 of 1
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Go to SonicWALL VPN > VPN Settings > VPN Policies, the status green light is on.

VPN > VPN Settings > VPN Policies

¥PN Policies I Refresh Interval (secs) |10 Ttemns per page |50 Ttems |1 ko 3 {of 3)
#  Mame Gakeway Destinations Crypko Suite Enable
1 VPN _Eo_Zwiwiall 17z2.10.120.11 E 192,165.1.0 - 192,165.1.255 EISK;:)AES_IZB'IIHMAC SHal L

Go to SonicWALL VPN > VPN Settings > Currently Active VPN Tunnels > VPN Tunnel
Statics to check Tunnel valid time, Bytes In (Incoming Data) and Bytes Out

(Outgoing Data).

VPN > VPN Setftings > Currently Active VPN Tunnels

VPN Tunnel Statistics
Create Time 10/04/2015 15:07:06
Tunnel valid until 10/04/2015 23:07:06

Packets In 373
Packets Out 370
Bytes In 20080
Bytes Ouk 16640
Currently Active ¥PN Tunnels ] Refresh Interval (secs) 1o Ttermns FragmentsIn 0
Fragments Out 0
# Created Marmne Local Remate
‘--..._‘_\_\E‘
192,168.165.0 - 192,1658.1.0 - . ul
1 10/04/2015 15:07:06  WPN_to_ZywWaLl 172.10.120.11 R ot
03 0y 192,168, 168,255 192.168.1.255 SnEgOlEe | o

To test whether a tunnel is working, ping from a computer af one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.168.33
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C:~Documents and Settings»ZysEL>ping 192 _.168.168.33

Pinging 192 _168_168_.33 with 32 hytes of data:

Reply from 192.168.168.33 : bytes=32 time=18ms TTL=54
Reply from 192.168.168.33 : bytes=32 time=17ms TTL=54
Reply from 192.168.168.33 : bytes=32 time=17ms TTL=54

Reply from 192.168.168.33 : bytes=32 time=16ms TTL=54

Ping statistics for 192.168.168.33:

Packets: Sent = 4. Received = 4, Lost = 8 (8 loss?,.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17 ns

PC behind SonicWALL> Window 7 > cmd > ping 192.168.1.33

C:sDocuments and Settings“ZyHEL>»ping 192_168.1_.33
Pinging 192_.168.1.33 with 32 hytes of data:
Reply from 122.168.1.33: bhytes=32 time=27ms

Reply from 122.168.1.33: bhytes=32 time=32ms
Reply from 122.168.1.33: bhytes=32 time=26ms

Reply from 122.168.1.33: bhytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packetz: Sent = 4, Received = 4. Lost = B (Bx lossz).
Approximate round trip timeszs in milli-=seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and SonicWALL must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log
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info KE Send:[NOTIF:NO_PROPOSAL_CHOSEM)] 1721013072, 172.100.30.80:...  KE_LOG
info KE [SA] : Mo proposal chosen 172.101.30.73:... 172.100.30.80:... [KE LOG
info KE [SA] : Tunnel [VPMN_to_SonicWALL] Phase 1 proposal mismatch 172.101.30.73:...  172.100.30.80:... [KE_LOG

If you see that Phase 1 IKE SA process done but sfill get below [info] log message,
please check ZyWALL/USG and SonicWALL Phase 2 Settings. Both ZyWALL/USG
and SonicWALL must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info KE Send: [HASH][NOTIFY:NO_PROPOSAL_CHOSEN] 172,101.30.73...  172,100.30.80:...  IKE_LLOG
info KE [SA] : Mo proposal chosen 172.101.30.73:... 172.100.30.80.... IKE_LOG
info KE [SA] : Tunnel [VPM_to_SenicWALL] Phase 2 proposal mismatch 172.101.30.73:...  172.100.30.80:... IKE_LOG
info KE Recv:[HASH][SA] [NONCE] [ID][ID] 172.100.30.80:... 172.101.30.73... IKE_LOG
info KE Phose 1 IKE SA process done 172.101.30.73:... 172.100.30.80:... IKE_LOG

Make sure the both ZyWALL/USG and SonicWALL security policies allow IPSec
VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol
50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure IPSec VPN Failover

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with failover. The example instructs how to configure the VPN tunnel between
each site if one site has multi-WAN. When the multi-WAN VPN failover is
configured, IPSec VPN tunnels automatically fail over to a backup WAN

interface if the primary WAN interface becomes unavailable.

Local Network Local Network i
Network 192.168.1.0 ;Network 192.168.10.0
Netmask 255.255.255.0 i Netmask 255.255.255.0 ;

-------------------------------------------- VPN Tunnel VPN Tunne‘ SArEEIIEIIEIEEIEERIEEAEEREEREETERRRERARERE)
ZyWALL USG_HQ ZyWALL USG_Branch
WAN1 IP 172.101.30.68 WAN IP 172.100.30.54
WAN?2 IP 172.100.20.78 LAN IP 192.168.10.1

LAN [P 192.168.1.1

LyWALL Site-to-site IPSec VPN with multiple WAN failover

\Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network

(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type + VPN Setings * Wizard Completed

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for Cenfiguration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2ZTP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
2 2
1 =

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type > VPN Setlings * Wizard Completed
1 3
2

Express Settings

IKE Verzion

@ |KEV]
O KEv2

Scendario

Rule Name: IWIZ_VF’N_HG I

@ Site-to-site

O Site-to-site with Dynamic Peer

D Remote Access (Server Role)

O remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the
example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
LyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 =)
2

Express Settings
Configuration
Secure Gateway: [172.100.30.54 | (PorraDn)
Pre-Shored Key: IZyXELl 23 |
Local Policy [IP/Mask): ||92-168- 1.0 I #255.255.255.0 |
Remote Policy (IP/Mask): |192.168.10.0 | /[255.255.255.0 ]

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Setfingzs > Wizard Completed
1 P 3
Express Seftings
Summary
Rule Name: WIZ_WVPN_HG
Secure Gateway: 172.100.30.54
Pre-Shared Kay: ZyXEL123
Local Policy (IP/Mask]: 192.168.1.0/ 255.255.255.0
Remote Policy (IP/Mask): 192.168.10.0/ 265.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear in the VPN > IPSec VPN > VPN Connection screen. Click Close o exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizard Type * VPH Seftings * Wizard Completed
1 2
&l

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_HG
Secure Gataway: 172.100.30.34
Fre-Shared Key: ZyXEL123
Local Policy (IP/Mask): 192.168.1.0 / 2656.256.255.0

Remote Policy (IP/Mask):  192.168.10.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the
LyWALL/USG does not require to check the identity content of the remote IPSec

router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication

@ Pre-Shared Key —  |seeesees

[ unmasked
O Certificate My Corticates
© User Based PSK (i ]

Advance
Local ID Type: [Pw4 "

Content: [0.0.0.0 |
Feer D Type: IA”Y "I

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
Network (Branch)
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Setings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Seftings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPH Setfings * Wizard Completed
2 &l
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Click Next.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Express Seftings
IKE Version

IKEv]
© IKEV2

Scenario

Rule Name: IWlE__\{_E’,[}l,_Brcnch |
Site-fo-site

O Site-to-site with Dynamic Peer

O Remote Access [Server Role)

O Remote Access [Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seftings > Wizard Completed
1 > 3
Express Settings
Configuration
Secure Gateway: |l72.]0] 30.68 I [IP or FQDN]
Pre-Shared Key: |ZyXEL123 |
Local Policy {IP/Mask): ||92-168- 10.0 I N255,255.255.0 |
Remote Policy (IP/Mask): |[192.168.1.0 | /Aess.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3
2

Express Settings

Summary

Bule Name: WIZ_VPN_Branch

Secure Gateway: 172.101.30.68

Pre-Shared Kay: ZyXEL123

Local Policy (IP/Mask): 192.168.10.0/ 255.255.255.0

Remate Policy (IP/Mask):  192.168.1.0/255.255.2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin the VPN
> IPSec VPN > VPN Gateway screen and the Phase 2 rule setftings appear in the VPN >

IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2
3

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Mame: WIZ_VPN_Branch
Secure Gateway: 172.101.30.65
Fre-Shared Key: ZyXEL1Z23
Local Policy (IP/Mask): 192.168.10.0 f 255.255.255.0

Remote Policy (IP/Mask): 192.168.1.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any tfo let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication
® Pre-Shared Key
[ unrmasked
O Cerfificate

© User Based PSK

(]
(L
=
%]
[a
—3
iL

[+] Advance
Local ID Type:

Content:

Feer D Type:

0
IPv4 v
0.0.0.0
|Any -

Go to Configuration > VPN > IPSec VPN > VPN Gateway > Gateway Settings. Setf

My Address to be Domain Name/IP “0.0.0.0" (ZyWALL/USG will dial-up with the

active WAN interface first). Set Peer Gateway Address > Static Address > Primary

to be ZyWALL/USG_HQ WAN!TI IP address and Secondary to be ZyWALL/USG_HQ

WAN2 IP address.

Configuration > VPN > IPSec VPN > VPN Gateway > Gateway Settings

General Settings

VPN Gateway Name:

IKE Version

Gateway Settings

[wiz_vPN_Branch |

My Address
O Interface
|® Comain Name / IPv4| fo.0.00 |
Peer Gateway Address
@ Static Primary  [172.101.30.68 |
Address Secondary[172.100.20.78 |

| Fall back to Primary Peer Gateway when possiblel

Fall Back Check
Interval:

O Dynamic Address

ISOO I [40-84400 seconds)
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Set up the WAN Trunk (ZyWALL/USG_HQ)

Go to CONFIGURATION > Interface > Trunk > User Configuration > Add. Select

wanl and wan2 intfo the frunk Member and set wan2 Mode to be Passive.

CONFIGURATION > Interface > Trunk > User Configuration > Add

@ Add Trunk
Name: Multi_ WAN_Failover
Load Balancing Algorithm: Least Load First v
Load Balancing Index(es): Qutbound 7

@ Add H Edit W Remove oM Move

— ¥
1 | wanl Active 1048576 kbps
2 [wan2 "Passive 1048576 kibps
Fage of 0 Show [0 |»| items MNo data to display

Go to CONFIGURATION > Interface > Trunk > Configuration. Select Disconnect
Connection before Falling Back. In the Default WAN Trunk, select User Configured
Trunk to be the customized WAN frunk added in the previous step

(MuUlti_WAN_Failover in this example).

CONFIGURATION > Interface > Trunk > User Configuration > Add
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Configuration

D\'sccnmecf Connections Before Falling Back i ]

Default WAN Trunk
[l advance

Default Trunk Selection
© SYSTEM_DEFAULT_WAN_TRUNK
|® User Corfigured Trunk | [MUli_WAN_Failove ~|

Uzer Cenfiguration

QAdd i

T Muli_WAN_Failover Iif

Page |1 of 1 Show |50 | items Displaying 1- 1 of 1

Set up the Failover Command Line (ZyWALL/USG HQ)

Go to CONFIGURATION > Security Policy > Policy Control and add a To ZyWALL

rule to allow SSH service.

CONFIGURATION > Security Policy > Policy Control > Add corresponding

@) Add corresponding
18] Create new Object™

Enqble

MNarme: IAnyJo_EquII_SSH |

Description: [Cptionall

From: IGHV vI

T IyWALL ~|

Source: any b

Deastination: any ¥

Service: fssH M|

User: ary v

schedule: none w

Action: lallow ~|

Log matched fraffic:  |[no R

ok | Cancel
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If the Security Policy is created but still cannot access to ZyWALL, please go to
CONFIGURAITON > System > SSH to check do you Enable the General Settings
and make sure the Service Port is correct and the same in your terminal program.

Then, check the Service Control Action should be Accept.

CONFIGURAITON > System > SSH

General Settings
Encxb\e
O version 1
Server Port: 22

Server Cerlificate: | default %

Service Control

@ Add

| AL ALL Accept

Page |1 of 1 Show |50 |w | items Displaying 1 - 1 of

Enter the command line in terminal mode (Using Tera Term in this example).

Tera Term command

Welcome to USG116

Username: admin

Password:

Router> configure terminal

Router(config)# client-side-vpn-failover-fallback activate

Test the IPSec VPN Tunnel

8 Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 WIZ_VPN_HQ WIZ_VPN_HQ aVPN_to_Cisco LOCAL/aVPN_to_Clsco_REMOTE
Page |1 of 1 Show |80 |w|items Displaying 1 - 1 of
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9 Goto ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time

and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

& Disconnect Q Connaction Chack

# Name = Policy My Address Secure Gateway Up Time Timeout Inbound{Bytes) ‘Outbound(Bytes)
172.101.30.68 10 79150 0(0 bytes) 0(0 bytes)

1 tast 192.168.10.0/24<>192.168. 172.100.30.5%

10 Go to ZyWALL/USG_Branch MONITOR > Log. Try to disconnect WAN1 interface
(172.1.1.30.68) and you will see the VPN tunnel failover to WAN2 interface

(172.100.20.78).

MONITOR > Log
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What Could Go Wrong?

11 If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to

establish the IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_HQ] Phase 1 proposal mismatch IKE_LLOG

12 If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Sendi[HASH][NOTIFY:NC_PROPOSAL_CHOSEM] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_HQ] Phase 2 proposal mismatch IKE_LLOG
info IKE Recwi[HASH][SA][NONCE][ID][ID] IKE_LOG
infa IKE Phase 1 IKE 5A process dons IKE_LOG

13 Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

14 Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Configure L2TP over IPSec VPN while the ZyWALL/USG
is behind a NAT router

This example shows how fo use the VPN Setup Wizard to create a L2TP over
IPSec VPN ftunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site while the ZyWALL/USG is behind a

NAT router. When the L2TP over IPSec VPN funnel is configured, each site can

N
Internet
NAT Router

be accessed securely.

WAN IP 172.100.20.30 llllllllllllllllllllllllllllllllllllllllllll

Local Network E LAN 1P 192.168.1.1 _ L2TP Network Pool :

Network 10.10.10.0 — ; Network 192.168.10.10

Netmask 255.255.255.0 ‘lvf 192.168.10.20 |

e eeueseessseessseesssasen s sreenen ZyWALL USG_HQ R :
WAN [P 192.168.1.33 Remote Users

LAN [P 10.10.10.1

Public IP Dynamic

ZyWALL/USG L2TP over IPSec VPN while the ZyWALL/USG is behind a NAT router

U'Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the L2TP VPN Tunnel on the ZyWALL/USG_HQ

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote Android Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type + VPM Seffings * Wizard Completed
1 2 #

Welcome

© VPN Seftings
- Wizard Type
- VPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2ZTP VPN Seffings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wanl interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings
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VPN Setup Wizard

VPN Seffings * General Setfings * Wizard Completed

1 2 3
L2TP VPN Settings
Rule Name: [wiz_L2tP_vPN |

Phaze 1 Setting

My Address (inferface): IWOH] VI

Avuthentication Method

Pre-Shared Key: [z12345 |

Assign the remote users IP addresses range from 192.168.10.10 to 192.168.10.20 for use
in the L2TP VPN funnel and check Allow L2TP traffic Through WAN to allow traffic from

L2TP clients to go to the Internet. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seffings > General Setfings * Wizard Completed
2 3
1

L2TP VPN Settings
IP Address Pool: [RANGE ~| o
Starting IP Address: [192.168.10.10 |
End IP Address: |192.168.10.20 |

First DMNS Server (Optional):

Second DNS Server
[Cptional):

AIIOW L2TF traffic Through WAN

15 This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type * VPN Selfings * Wizard Completed
1 3

2
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: xyz12345

My Address (inferface):  wanl
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2
3

L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary

Fule MName: WIZ_L2TP_VPN

My Address (interface):  wani

Fre-Shared Key: #yz12343
IP Address Pool: RANGE, 192.168.10.10 - 192.163.10.20

Go to CONFIGURATION > VPN Connection > Create new Object > Create Address,
create an address object as the NAT router's WAN IP address (in the example,

172.100.20.30).

CONFIGURATION > VPN Connection > Create new Object > Create Address
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&) Add Address Rule
Name: INAT WAN_IP |
Address Type: jHosT M|
IP Adidress: 1172.100.20.30 |

www.zyxel.com

Go to CONFIGURATION > VPN Connection > Policy > Local Policy, select it be fo the

NAT router’'s WAN IP address (in the example, 172.100.20.30).

CONFIGURATION > VPN Connection > Policy > Local Policy

General Settings
Enable

Connection Name: WIZ_L2TP_VPN

[*] Actvance

VPN Gateway

Application Scenario
O site-to-site
© Site-to-site with Dynamic Peer
@ Remote Access (Server Role)
© Remote Access [Client Role)
© Wpn Tunnel Interface

VPN Gateway:

WIZ_L2TP_VPN ¥ gel 0.0.0.0 0.0.0.0

Policy

NAT_WAN_IP v

Local policy: HOST, 172.100.20.30
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Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add
User Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN

Show Advanced Settings [.u_El Create new Object T‘
User
= Config )
= leshooting

General Seftings 4 waikin Address
Enable L2TP Over IPSec
WPN Connection: WIZ_L2TP_VPN v
IF Address Fool: WIZ_L2TP_WPM_IP_t|» RAMGE, 192.168.10.10-192.148.10.20 @
Authentication Method: default o

Advance
Allowed User: any v
Keep Alive Timer: &0 {1-180 seconds]
First DNS Server (Optional): Custom Defined |~
Second DNS Server (Optional): Custom Defined |v
First WINS Server (Optional):
Second WINS Server (Optional):

€ Add A User

Uszer Configuration

User Type: user ¥

Description: Local User

Authentication Timeout Settings ® Use Default Settings

© Use Manual Settings
Legse Time: 1440 minutes
Reauthentication Time: 1440 minutes

| ox | cancel ]

Set Up the NAT Router (Using ZyWALL USG device in this
example)

Go to CONFIGURATION > Network > NAT > Add. Select the Incoming Interface
on which packets for the NAT rule must be received. Specified the User-
Defined Original IP field and Type the franslated destination IP address that this
NAT rule supports.
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CONFIGURATION > Network > NAT > Add

www.zyxel.com

General Settings

Enc:ble Rule

Rule MName:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Original IP:
User-Defined Criginal IF:
Mapped IP:
User-Defined Mapped IP:

Port Mapping Type:

[vPN_NAT |

@ Virtual Server
|wcn1 Vl
User Defined b
|172.100.20.30 | 1P Address)
User Defined k-4
192.168.1.33 | 1P Address)

any

© Many 1:1 NAT

Go to CONFIGURATION > Object > Address > Add, create an address object as the

ZyWALL/USU_HQ's WAN IP address (in the example, 192.168.1.33).

CONFIGURATION > Object > Address

&» Add Address Rule

Mame:
Address Type:
IF Addrass:

[L2TP_WAN_IP |
[HOsT ~|
[192.168.1.33 |

Go to CONFIGURATION > Object > Service > Service Group, creatfe a service

group for the following UDP ports:

UDP Port Number = 1701 — Used by L2TP

UDP Port Number = 500 — Used by IKE

UDP Port Number = 4500 — Used by NAT-T
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CONFIGURATION > Service > Service Group

& Add Service Group Rule

Configuration

MName: |L2TP_Allow |

Description:

Configuration

=== Object === - === Object ===
AH MNATT
Al IKE
AUTH L2TP-UDP
Any_TCP
Ary_UDP
BGP
BONJCUR

P mTr T e IT

4 3

]+

Go to CONFIGURATION > Security Policy > Policy Control, add corresponding

rule to allow L2TP services.

CONFIGURATION > Security Policy > Policy Control

& Add corresponding
18 Create new Object¥
Enc:ble
MNarme: I L2TP_Allow I
Description: [Optional]
From: any >
To: any (Excluding ZyV v
Source: any >
Destination: |L2TF’ WAN [P VI
Service: | L21P_Allow ~|
User: |L2TP_Remote_User v |
Schedule: none ~
Action: allow ¥
Log matched traffic: |no -4
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Test the L2TP over IPSec VPN Tunnel

Use a smartphone or a PC to establish a L2TP VPN connection to the
LyWALL/USG. Configure the NAT's public IP address as the L2TP server address on

the client. In this example using iOS device to test the result:

To configure L2TP VPN in an iOS 8.4 device, go to Menu > Settings > VPN > Add VPN

Configuration and configure as follows.

Description is for you to identify the VPN configuration.

Set Server to the ZyWALL/USG's WAN IP address (172.100.20.30 in this example).

Enter Account and Password which the same as Allowed User created in ZyWALL/USG
(L2TP_Remote_Users/zyx168 in this example).

Set Secret to the Pre-Shared Key of the IPSec VPN gateway the ZyWALL/USG uses
for L2TP VPN over IPSec (xyz12345 in this example).
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< VPN ZyXEL_L2TP

Type L2TP

Description ZyXEL_L2TP

Server 172.100.20.30
Account L2TP_Remote_Users
RSA SecurlD

Password eeeeee

Secret esssscee

Send All Traffic

After you create a VPN configuration, slide the button right to the on position to

initiate L2TP VPN session.

< Settings VPN € Settings VPN
VPN CONFIGURATIONS VPN CONFIGURATIONS
Not Connected Connected 's._/
~ ZyXEL_L2TP O ~ ZyXEL_L2TP O

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection
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IPv4 Configuration

Q Add

Wl‘?@l

WIZ_L2TP_WPM

WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the Current

L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

Page |1

@ Refresh

L2TP_Remacte_Users

of 1

Android

Show |50 |v|items

192.168.10.10

10.214.30.6%

Displaying 1 - 1

of

Go to i0OS mobile device Menu > Settings > VPN > ZyXEL_L2TP and verify the

Assigned IP Address and Connect Time.
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Menu > Settings > VPN > ZyXEL_L2TP

{ VPN ZyXEL_L2TP

Type L2TP
Server 172.100.20.30
Assigned IP Address 192.168.10.10
Connect Time 0:06

Description ZyXEL_L2TP

Server 172.100.20.30
Account  L2TP_Remote_ Users
RSA SecurlD

Password eeeses

Secret ssssssss

Send All Traffic (/

What Could Go Wrong?

www.zyxel.com

If you see [alert] log message such as below, please check ZyWALL/USG L2TP

Allowed User or User/Group Settings. iOS Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

alert L2TP Owver IPSec User L2TP_Remote_Users has besn denied from L2TP service. (Incorrect Usernames or Password) L2TP_LOG
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If you see [info] or [error] log message such as below, please check
LyWALL/USG Phase 1 Settings. iOS Mobile users must use the same Secret as
configured in ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG

unit must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnected IKE_LOG
info IKE Received delste notification IKE_LOG
info IKE Recwi[HASH][DEL] KE_LOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [S4] : No proposal chosen IKE_LOG
info IKE [IB] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismaich IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2, DMZ,

or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG's IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN ftraffic. IKE uses UDP

port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to IPSec_VPN

Zone so that security policies are applied properly.

255/810



ZYXEL ——

How to Configure L2TP VPN with Android 5.0 Mobile Devices

This example shows how to use the VPN Setup Wizard to create a L2TP VPN
between a ZyWALL/USG and an Android 5.0 Mobile Device. The example instructs
how to configure the VPN tunnel between each site. When the VPN tunnel is
configured, each site can be accessed securely and allow traffic from L2TP

clients to go to the Internet.

Local Network H L2TP Network Pool !
Network 192.168.1.0 i : Network 192.168.10.10 :

: I i
Netmask 255.255.255.0E ‘192.168.10.20

Internet

VPN Tunnel VPN Tunnel

ZyWALL USG Android Mobile Users
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

.............................................

ZyWALL/USG L2TP VPN with Android Mobile Devices Example

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and Android version (Firmware Version:

5.0)
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Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote Android Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VPN Seffings » Wizard Completed
1 2 3

Welcome

O VPN Sattings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

©® PN Sattings for L2TP VPN Setfings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface

which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

www.zyxel.com

VPN Setup Wizard

VPN Seftings > General Seffings * Wizard Completed
2 3
1

L2TP VPN Settings
Rule Narme: [wiz_oreven |
Phaze 1 Setting
Wy Address (inferfoce): Iwonl "I
Authentication Methed
Pre-Shared Key: |xyzl 2345 |

Assign the remote users IP addresses range from 192.168.10.10 to 192.168.10.20 for

use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN tfo allow

traffic from L2TP clients to go to the Internet. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seltingz * General Setfings * Wizard Completed
2 3
1

L2TP VPN Settings
IP Adidress Pool [raNGE -] @
Starting IP Address: 1192,148,10,10 ]
End IP Address: [192.188.10.20 |

First DNS Server (Opticnal):

Second DNS Server
[Optional):

Allow L2TP traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed
1 3
2

Express Settings
Summary
Rule Name: WIZ_LITP_VPN
Secure Gateway: Any
Pre-Shared Key: #z12345
My Address [interface):  wan’
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the
VPN > L2TP VPN screen. Click Close fo exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Seftings » Wizard Completed
2

J = 3
L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary
Rule Name: WIZ_L2TP_VPN

My Address (interface):  wanl
Pre-Shared Key: *yz12345
P Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

Show Advanced Settings [@ Create new Ob]ecﬂ’]
User
General Settings EJ' f‘.:l:i Address [rehactha
Enable L2TP Over IPSec
VPN Connecfion: WIZ_L2TP_VPN ¥
IP Address Pool: WIZ_L2TP_VPN_IP_¢|¥| RANGE, 192.148.100.10-192.168.100.20 i
Authentication Method: default v
Advance
Allowed User: any v
Keep Alive Timer: &0 [1-180 seconds)
First DNS Server (Optional): Custom Defined  |¥
Second DNS Server (Optional): Custom Defined |
First WINS Server [Optional):
Second WINS Server (Optional):
User Configuration
User Narme :
User Type user v
Possword:
Retype:

Description: Local User
Avthentication Timecut Seffings @ Use Default Seffings © Use Manual Seffings
Lease Time: 440 minutes

Reauthentication Time: 440 minutes

"~ ok_|| cancel|

If some of the traffic from the L2TP clients need to go to the Internet, create a
policy route to send traffic from the L2TP tunnels out through a WAN trunk. Set
Incoming to Tunnel and select your L2TP VPN connection. Set the Source
Address to be the L2TP address pool. Set the Next-Hop Type to Trunk and select

the appropriate WAN trunk.
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CONFIGURATION > Network > Routing > Policy Route

# Edit Policy Route

Configuration

Enable

Description:
Criteria
Usen

Incoming:

Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Next-Hop

Type:
Trunk:

Show Advanced Settings 5] Create new Object¥

Flecse select one member:

LZTP_VPN_to_Intemel| [Optionall

|L2TF’_Remote_Llser VI

ITunneI v I
fwiz_Lare veN |
[Wiz_L21P_vPN_IP_¢]~]

any ¥
any R
none R
any w7
ITrunI-c VI

[SYSTEM_DEFAULT V| v |

Set Up the L2TP VPN Tunnel on the Android Device

To configure L2TP VPN on an Android device, go to Menu > Settings > Wireless &

Networks > VPN settings > Add VPN > Add L2TP/IPSec PSK VPN and configure as

follows.

VPN name is for the user o identify the VPN configuration.
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VPN name

ZyXEL_L2TP

Set VPN server to the ZyWALL/USG’s WAN [P address.

Set VPN server

172.124.163.150

Set IPSec pre-shared key to the pre-shared key of the IPSec VPN gateway the
ZyWALL/USG uses for L2TP VPN over IPSec (zyx12345 in this example).
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Leave Enable L2TP secret disabled as default and turn on DNS search domains if
you need to use the internal DNS servers once your connection is made, enter the
DNS server address here. Click Save.

Add L2TP/IPSec PSKVPN

VPN name
ZyXEL_L2TP

Set VPN server
172.124.163.150

Set IPsec pre-shared key ()

IPsec pre-shared key is set

Enable L2TP secret

2TP secret disabled

DNS search domains ()

DNS search domains not set ~

Cancel

Click the VPN rule ZyXEL_L2TP to begin the VPN connection.

VPN settings

Add VPN
VPNs

ZyXEL_L2TP
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When dialing the L2TP VPN, the user will have to enter Username/Password. They
are the same as Allowed User created in ZyWALL/USG (L2TP_Remote_Users/zyx168

in this example).

Connect to ZyXEL_L2TP

I EINEN L2 TP _Remote _Users

Fla SS'LIFIJ 1:‘] r- t:i : _

| Remember username

‘ Connect ' \ Cancel |

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

® Add

1 WIZ_L2TP_VPN WIT_L2TP VPN WIZ LOTP VPN LOCAL/
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 192.148.100.10

(o[ cancal |

Result %]

@ ICMP Connactivity Check PASS on WII_LZTP_VPH

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

T, Diconnect | (@ Refresh

1 L2TP_Remote_Users Android 192.168.10.10 172.124.163.254

265/810



ZYXEL ——

Go to Android mobile device Menu > Settings > Wireless & Networks > VPN and

verify the connection stafus.

Menu > Settings > Wireless & Networks > VPN

ZyXEL_L2TPVPN connected
VPN settings

Add VPN

VPNs

ZyXEL _L2TP

Connected

What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Android Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

alert L2TP Over IPSec User L2TP_Remote_Users has been denied from L2TP service. (Incorrect Username or Password) L2TP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Seftings. Android Mobile users must use the same Secret as configured in

LyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG
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If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is discennected IKE_LOG
info IKE Received delete notification IKE_LOG
info IKE Recvi[HASH][DEL] IKE_LOG
info IKE Sench[HASH][NCTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMLZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG's IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units' security policies allow IPSec VPN ftraffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to Configure L2TP VPN with iOS 8.4 Mobile Devices

This example shows how to use the VPN Setup Wizard to create a L2TP VPN
between a ZyWALL/USG and an iOS 8.4 Mobile Device. The example insfructs how
to configure the VPN funnel between each site. When the VPN funnel is
configured, each site can be accessed securely and allow traffic from L2TP

clients to go to the Internet.

ZyWALL/USG L2TP VPN with iOS Mobile Devices Example

Local Network L2TP Network Pool :
Network 192.168.1.0 i Network 192.168.100.10:

: | :
Netmask 255.255.255.0 192.168.100.205

\ :
. \ —
- | =
: VPN Tunnel .............................................
ZyWALL USG iOS Mobile Users
WAN [P 172.124.163.150 Public IP Dynamic

LAN [P 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and iOS (Firmware Version: 8.4).

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote iOS Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 =X

Welcome

© VPN settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Canfiguration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Sattings for L2TP VPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN 3eltings * General Settings * Wizard Completed

1 2 2
L2TP VPN Settings
Rule Mame: IWIZ_L?TP_VPN I

Phaze 1 Sefting

My Address (inferface): IWGH] "I
Authentication Method
Pre-Shared Key: Ixyzl 2343 |

Assign the remote users IP addresses range from 192.168.100.10 to 192.168.100.20
for use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN to allow

traffic from L2TP clients to go to the Internet. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings * General Seffings * Wizard Completed
2 3
1

L2TP VPN Seftings

IP Address Pool: IRANGE Vl [ ]
Starting IP Address: |'|92. 168,100.10 I

End IP Address: [192.168.100.20 |
First DINS Server (Optional):

Second DONS Server
[Cptional):

[@hiiow L2TP traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN S$etup Wizard
Weard Type * VPN Seftings * Wizard Completed
1 2 2
Express Settings
Summary
Rule Mame: WIZ_L2TP_VPN
Secure Gateway! Any
Pre-Shared Key: xyz12345
My Address (inferface): wani
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the
VPN > L2TP VPN screen. Click Close fo exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary > Wizard
Completed

270/810



ZYXEL ——

VPN Setup Wizard

Wizord Type * VPM Setfings > Wizard Completed

1 2 3
L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary
Rule Mame: WIZ_L2TP_WPN

My Addrass (inferface: wan1
Pre-Shared Key: Xyz12345
IP Addrass Pool: RAMNGE, 152.168.100.10 - 192.168.100.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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www.zyxel.com

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN
Show Advanced Settings [@ Creafe new Dbiecﬂ"]
User
= Config .
= leshooting
General Settings ¥ Walkth Address
Enable L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN b
P Address Poal: WIZ_L2TP_WPN_IP_ ¢\ v RANGE, 192.1468.100.10-192.148.100.20 i
Authentication Method: dsfault v
Advance
Allowed User: any hd
Keep Alive Timer: 50 [1-180 seconds)
First DNS Server (Optional): Custorn Defined |+
Second DMS Server (Optional): Custom Defined  |»
First WINS Server (Optional):
Second WINS Server (Optional):
Uzer Configuration
User Name :
User Type: user v
Password:
Retype:
Description: Local User
Avthentication Timeout Seffings @ Use Default Settings © Use Manual Seftings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
ok || Cancel |

If some of the traffic from the L2TP clients need to go to the Internet, create a

policy route to send traffic from the L2TP tfunnels out through a WAN trunk. Set

Incoming to Tunnel and select your L2TP VPN connection.

Address to be the L2TP address pool.

the appropriate WAN trunk.

Set the Source

Set the Next-Hop Type to Trunk and select
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CONFIGURATION > Network > Routing > Policy Route

www.zyxel.com

# Edit Policy Route

Configuration
Encble

Description:
Criteria
Usen

Incoming:

Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Next-Hop

Type:
Trunk:

Flecse select one member:

Show Advanced Setfings 18 Creafe new Object¥

LZTP_VPN_to_Intemel| [Optionall

|L2TF’_Remote_Llser VI

ITunneI

¥]

[wiz_L2TP_VPN

M

| WIZ_L2TP_VPN_IP_#|v|

any ¥
any R
none R
any w7
ITrunI-c VI

[SYSTEM_DEFAULT V| v |
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Set Up the L2TP VPN Tunnel on the iOS Device

To configure L2TP VPN in an iOS 8.4 device, go to Menu > Settings > VPN > Add

VPN Configuration and configure as follows.
Description is for you to identify the VPN configuration.
Set Server to the ZyWALL/USG's WAN IP address (172.124.163.150 in this example).

Enter Account and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).

Set Secret to the Pre-Shared Key of the IPSec VPN gateway the ZyWALL/USG uses
for L2TP VPN over IPSec (zyx12345 in this example).

< VPN ZyXEL_L2TP

Type

Description ZyXEL_L2TP

Server 172.124.163.150
Account L2TP_Remote_Users
RSA SecurlD

Password eeesee

Secret TXIYYY Y]

Send All Traffic
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After you create a VPN configuration, slide the button right to the on position to

initiate L2TP VPN session.

< Settings VPN < Settings VPN

VPN CONFIGURATIONS VPN CONFIGURATIONS

Not Connected Connected W,
~ ZyXEL_L2TP O) v ZyXEL_L2TP ®

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

@ Add
1 WIZ_L2TP_VPN WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check o

verify the result of ICMP Connectivity.
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Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 1%2.168.100.10

[ ox_| concol

Result [%]

@ ICIMP Connectivity Check PASS on WIZ_LZTP_WPH

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

) Disconnect @ Refresh
#a User Name ¥ Hostname Assigned IP Public IP
1 L2TP_Rermote_Users iPhone 192.168.100.10 10.214.30.569
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Go 1o i0S mobile device Menu > Settings > VPN > ZyXEL_L2TP and verify the

Assigned IP Address and Connect Time.

Menu > Settings > VPN > ZyXEL_L2TP

{ VPN ZyXEL_L2TP
Type L2TP
Server 172.124.163.150
Assigned IP Address 192.168.100.10
Connect Time 0:08

Description ZyXEL_L2TP

Server 172.124,163.150
Account  L2TP_Remote_Users
RSA SecurlD

Password eeseese

Secret ssssssee

Send All Traffic ‘ I
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What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. iOS Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

alert L2TP Over IPSec User L2TP_Remote_Users has been denied from L2TP service.|Incorrect Username or Password) L2TP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Setftings. iOS Mobile users must use the same Secret as configured in

ZyWALL/USG to establish the IKE SA.

info IKE Sench[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Seftings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnecied IKE_LLOG
info IKE Received delets nofification IKE_LOG
info IKE Recwv:[HASH][DEL] IKE_LOG
info IKE Send:[HASH][NOTIFY:NC_PROPOSAL CHOSEN] IKE_LOG
info IKE [SA] : No proposal chasen IKE_LOG
infa IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG's IP as their default gateway to utilize the L2TP tunnel.
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Make sure the ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to Import ZyWALL/USG Certificate for L2TP over IPsec in
Windows 10

This is an example of using the L2TP VPN and VPN client software included in
Windows 10 operating systems. When the VPN tunnel is configured, users can
securely access the network behind the ZyWALL/USG and allow fraffic from L2TP

clients to go to the Internet from a Windows 10 computer.

ZyWALL/USG L2TP VPN with Remote Windows 10 Client Example

Local Network : L2TP Network Pool :
Network 192.168.1.0 i i Network 192.168.100.10:

: I H
Netmask 255.255.255.0 192.168.100.205

VPN Tunnel o D

ZyWALL USG Remote Windows 10 Client
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and Windows 10 Pro (Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

Window 10 clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 =X

Welcome

© VPN settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Canfiguration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Sattings for L2TP VPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN 3eltings * General Settings * Wizard Completed

1 2 2
L2TP VPN Settings
Rule Mame: IWIZ_L?TP_VPN I

Phaze 1 Sefting

My Address (inferface): IWGH] "I
Authentication Method
Pre-Shared Key: Ixyzl 2343 |

Assign the L2TP users' IP address range from 192.168.100.10 to 192.168.100.20 for
use in the L2TP VPN tunnel and select Allow L2TP traffic Through WAN fo allow

traffic from L2TP clients to go to the Internet. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings * General Seffings * Wizard Completed
2 3
1

L2TP VPN Seftings

IP Address Pool: IRANGE Vl [ ]
Starting IP Address: |l92. 168,100.10 I

End IP Address: [192.168.100.20 |
First DINS Server (Optional):

Second DONS Server
[Cptional):

[E]iow L27P trafiic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN S$etup Wizard

Weard Type * VPN Seftings * Wizard Completed

1 2 9
Express Settings
Summary
Rule Mame: WIZ_L2TP_VPN
Secure Gateway! Any
Pre-Shared Key: xyz12345

My Address (interface):  wani
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

www.zyxel.com
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Now the rule is configured on the ZyWALL/USG. The rule settings appear in the
VPN > L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Setftings > Wizard Completed

VPN S$etup Wizard
Weard Type * VPN Seftings * Wizard Completed
1 2 2
Express Settings
Summary
Rule Mame: WIZ_L2TP_VPN
Secure Gateway! Any
Pre-Shared Key: xyz12345
My Address (inferface): wani
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change
Authentication method to be Certificate and select the certificate which zyWALL/USG

uses to identify itself fo the Window 10 computer.

CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

Authentication

O Pre-Shared Key

@ Certificate Idefc:ulf Vl [See My Cerificates)
@ User Based PSK i ]

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN
Show Advanced Settings [@ Creafe new Dbiecﬂ"]
User
= Config .
= leshooting
General Settings ¥ Walkth Address
Enable L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN b
P Address Poal: WIZ_L2TP_WPN_IP_ ¢\ v RANGE, 192.1468.100.10-192.148.100.20 i
Authentication Method: dsfault v
Advance
Allowed User: any hd
Keep Alive Timer: 50 [1-180 seconds)
First DNS Server (Optional): Custorn Defined |+
Second DMS Server (Optional): Custom Defined  |»
First WINS Server (Optional):
Second WINS Server (Optional):
Uzer Configuration
User Name :
User Type: user v
Password:
Retype:
Description: Local User
Avthentication Timeout Seffings @ Use Default Settings © Use Manual Seftings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
ok || Cancel |

If some of the traffic from the L2TP clients need to go to the Internet, create a
policy route to send traffic from the L2TP tfunnels out through a WAN trunk. Set
Incoming to Tunnel and select your L2TP VPN connection. Set the Source
Address to be the L2TP address pool. Set the Next-Hop Type to Trunk and select

the appropriate WAN trunk.
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CONFIGURATION > Network > Routing > Policy Route

www.zyxel.com

# Edit Policy Route

Source Address:

DSCFP Code:
Schedule:

Service:

Next-Hop

Type:
Trunk:

Destination Addrass:

Show Advanced Settings 5] Create new Object¥

Configuration

Encble

Description: LZTP_VPN_to_Intemel| [Optionall
Criteria

User: |L2TF’_Remote_Llser VI

Incoming: ITunneI VI

Flease select one member: [ WiZ_L2TP_VPN ~]

| WIZ_L2TP_VPN_IP_#|v|

any ¥
any R
none R
any w7
ITrunI-c VI

[SYSTEM_DEFAULT V| v |

Export a Certificate from ZyWALL/USG and Import it to Windows

10 Operating System

Go to ZyWALL/USG CONFIGURATION > Object > Certificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Cerlificates Setting

@ Add

1 default SELF

CN=vpn50_BBECASZIEZ398 CN=vpnS50_BBECAJIE23%8  2017-01-07 10:19:45 GMT

2027-01-05 10:19:45 GMT
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Export default certificate from ZyWALL/USG.

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate Only

o/ Edit My Cerlificates
Cerlificate in PEM (Base-44) Encoded Format

I Export Certificate Only

Password:

0

Save default certificate as *.crt file fo Windows 10 computer.

7

default.crt

In Windows 10 Operating System, go to Start Menu > Search Box. Type mmc and

press Enter.

Start Menu > Search Box > mmc

Best match

mmc
Run command

Web

B8 My stuff 2O Web

mmc

In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...
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Caonsolel - [Console Root]
File Action View Favorites Window Help

4 New Ctrl+N
= Open... Ctrl+ 0
Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+M
Options...
1WF

2 ChlUsersh,.\Desktoph Consolel

Exit

In the Available snap-ins, select Certificates click Add. Then, click Finished.

Press OK to close the Snap-ins window.

Available snap-ins > Certificates > Add

Available snap-ins: Selected snap-ins:

Snap-n Vendor £ [] console Root
I i Certificates - Local Computer

=1 ActiveX Control Microsoft Cor..,
ﬁ'__r, Authorization Manager Microsoft Cor...

If'ﬁ] Certificates Microsoft Cor...

s Component Services Microsoft Cor...
;ﬁ' Computer Managem... Microsoft Cor...

=y Device Manager Microsoft Cor...

=5 Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

= Group Policy Object ... Microsoft Cor...
@, IP Security Monitor Microsoft Car...
g IP Security Policy M...  Microsoft Cor...
|£]Link to Web Address  Microsoft Cor...

In the mmc console window, go to Certificates (Local Computer) > Trusted Root
Certification Authorities, right click Certificate > All Tasks > Import...
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File Action View Faverites Window Help
e« |zm 8l BFE
“] Console Root Issued To Issues
v c__e’t;f"ates ) Lacal Computer || — 5 4 Truct External CA Rost AddT|
. Ersona . =5l Baltimore CyberTrust Root Balti
w | | Trusted Root Certification QC " cA Cert
| Certifirates rtum Ertu
| Enterp All Tasks > Import...
"~ Interm . T
= Active View » 97 Microsoft C...  Copy|
Z Truste: New Window from Here d 1D Root CA DigiC
= Root CA DigiC
-~ Untrug MNew Taskpad View... .g.
| Third- ssurance EV Ro..  DigiC
| Truste Refresh rtification Auth... Entru
| Client Export List... rtification Auth... Entru
| Smart ification Author... Entru
Help cation Authority  ePKl
Click Next.

www.zyxel.com

lists from your disk to a certificate store.

Store Location

Current User

Local Machine

To continue, dick Mext.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Cancel

Click Browse..., and locate the .crt file you downloaded earlier. Then, click Next.
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File to Import
Specify the file you want to import.

File name:
C:Wsers\USER \Downloads\default. crt Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Select Place dll certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
{®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Autharities | Browse...

Cancel

‘Q‘No‘re: Each ZyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certfificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next time.
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Set Up the L2TP VPN Tunnel on the Windows 10

To configure L2TP VPN in Windows 10 operating system, go o Start > Settings >

Network & Internet > VPN > Add a VPN Connection and configure as follows.
VPN Provider set to Windows (built-in).
Configure Connection name for you to identify the VPN configuration.

Set Server name or address to be the ZyWALL/USG's WAN IP address
(172.124.163.150 in this example).

Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

Enter User name and Password which the same as Allowed User created in

LyWALL/USG (L2TP_Remote_Users/zyx168 in this example).
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Add a VPN connection

VPN provider

Connection name

ZyXEL_L2TP_VPN

Server name or address

172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

+ Remember my sign-in info

Go to Control Panel > Network and Internet > Network Connections and right click
Properties. Continue to Security > Advanced settings and select Use Certificate for

avthentication.
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-E' Metwork Connections
1 -E' » Control Panel » Metwork and Internet »
Organize - Start this connection Rename this connection
L"’ ZyXEL_L2TP_VPN

= Disconnected
gz WAN Mini

Connect / Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut

) Delete

) Rename

G Properties

2 ZyXEL_L2TP_VPN Properties *

General Options Securty Networking  Sharing
Type of VPN:
Layer 2 Tunneling Pratocol with |Psec (LZTP/IPsec) i

Data encryption:

Optional encryption (connect even if no encryption) w

Authertication
(") Use Extensible Authertication Protocol {EAP)

Properties

|@ Allow these protocols |

[J Unencrypted password (PAP)
[] Challenge Handshake Authentication Protocel {CHAF)
| 4 Microscft CHAP Version 2 (MSCHAP v2) |

[] Automatically use my Windows logon name and
password (and domain, if any)

Cancel
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Advanced Properties >
LITP

() Use preshared key for authentication
Key: |

| (®) Use certificate for authentication

| Verify the Name and Usage attributes of the server’s certificate

Cance

Go to Network & Internet Settings window, click Connect.

< Settings = O X
£0%  NETWORK & INTERNET Find a setting 0
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

o,g_, ZyXEL_L2TP_ VPN
VPN
Dial-up

Connect Advanced options Remove
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Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

INELY WIZ_L2TP_VPN WIZ_L2TR_VPN Az L2TP Y

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check o

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 192.168.100.10

Result ]

® ICIMP Conneciivity Check PASS on WIZ_L2ZTP VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users
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Current L2TP Session
@ Refresh
1 L2TP_Remote_Users ellen-PC 192.148.100.10
Page |1 of 1 Show |50 || items

10.214.30.6%

Displaying 1 - 1 of

Go to Window 10 operating system Start > Settings > Network & Internet > VPN and

show Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

< Settings

£5%  NETWORK & INTERNET Find a setting

Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

‘}g) ZyXEL_L2TP_VPN
VPN Connected
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What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Windows 10 users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

13 clert L2TF Cwer IPSec User L2TP_Remote_Users has been denied from L2TF service. (Incorrect Username or Password]  LZTP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Setftings. Windows 10 operating system users must use the same Pre-

Shared Key as configured in ZyWALL/USG to establish the IKE SA.

2 info IKE ISAKMP SA [WIZ_L2TP_VPN] is discennected IKE_LLOG
3 info IKE The cookie pair is : Oxd103273f03i379a0 / 0x05efd 541 96dcécds IKE_LOG
10 info IKE Send:[NCTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG
11 info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Seftings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN) IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [IB] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG's IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN ftraffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.
296/810



ZYXEL ——

Verify that the Zone is set correctly in the VPN Connection rule. This should be set

to IPSec_VPN Zone so that security policies are applied properly.
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How to Import ZyWALL/USG Certificate for L2TP over IPsec in
I0S mobile phone

This is an example of using the L2TP VPN and VPN client software included in Android
mobile phone operating systems. When the VPN funnel is configured, users can
securely access the network behind the ZyWALL/USG and allow traffic from L2TP clients

to go to the Internet from an iOS mobile phone.

ZyWALL/USG L2TP VPN with Remote iOS Mobile Phone Client Example

Local Network L2TP Network Pool

Network 192.168.1.0 | Network 192.168.100.10
H |

Netmask 255.255.255.0 192.165.100.20

i l
D —+=
L = ;
A % "
: VPN Tunnel VPN Tunnel
ZyWALL USG Remote Windows 10 Client
WAN I[P 172.124.163.150 Public IP Dynamic
LAN [P 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25) and iOS
(Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Setftings for L2TP
VPN Setftings wizard to create a L2TP VPN rule that can be used with the iOS mobile

phone clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard
VPN Setup Wizard
Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

O VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- WP Settings
- Wizard Completed

[ORVEIN Settings for L2TP VPN Settings

- VPN Settings
- General Seftings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are avtomatically configured/generated
ii. Policy Route is autematically configured/generated

Then, configure the Rule Name and set My Address to be the wan1 interface which is

connected to the Internet. Type a secure Pre-Shared Key (8-32 characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Seftings
1 2 3

L2TP VPN Settings

Rule Name: [wiz_L2rP_veN |

Phasze 1 Sefting

My Address (interface): IWGH] "I
Avuthentication Method
Pre-Shared Key: Ixyzl 2345 I

Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for use in
the L2TP VPN tunnel and select Allow L2TP traffic Through WAN to allow traffic from
L2TP clients to go to the Internet. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seffings * General Seffings * Wizard Completed

| 2 3
L2TP VPN Settings
IP Address Pool: [RaNGE -| @
Starfing IP Address: |192.168.100.10 |
End IP Address: [192.168.100.20 |

First DMS Server [Optional):

Second DNS Server
[Optional):

IIc:‘\.'\.r L2TP troffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard
Weard Type * VPN Seftings * Wizard Completed
1 2 ]
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Goteway: Any
Fre-Shared Key: *yz12343
My Address (interface):  wanl
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed
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VPN Setup Wizard

Weard Type * VPN Sefltings * Wizard Completed
1 3|
2

Express Settings

Summary

Rule Name: WIZ_LZTP_VPN

Secure Gateway: Any

Fre-Shared Key: *yz12343

My Address (inferfacs): wan1

IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change Authentication
method to be Certificate and select the certificate which ZyWALL/USG uses to identify

itself fo the Android mobile phone.

CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

Authentication

© Pre-Shared Key

@ Certificate IdedeH VI [See My Cerificates)

O User Based PSK i ]

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User fo add User Name
and Password (4-24 characters). Then, set Allowed User to the newly created object

(L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

301/810



ZYXEL

www.zyxel.com

L2TP VPN

Description:
Authentication Timeout Setfings
Lease Time:

Reauthentication Time:

Local User

® Use Default Settings
1440

1440

Show Advanced Settings |u) Cregte new Object "l
User

General Seltings EJ’ ;:1::1 Address frehocting
Enable L2TP Over IPSec
VPN Connectfion: WIZ_L2TP_WVPN ¥
IP Address Pool: WIZ_L2TP_VPN_IP_¢|»| RANGE, 192.148.100.10-192.166.100.20 @
Authentication Method: default v

[*] Advance
Allowed User: any 7
Kesp Alive Timer: &0 [1-180 seconds|
First DNS Server (Optional): Custom Defined | ¥
Secand DNS Server (Optional): Custom Defined  |¥
First WINS Server (Optional):
Second WINS Server (Optional):

© Add A User Gl

User Configuration

User Name : ILZTP_Ramore_Usars I

User Type: user ~

Password:

Retype

© Use Manual Settings
minutes

minutes

= Configuration

General Seftings  ~ ¥ Walkihrough

@ Troubleshooting

L2TP VPN

Show Advanced Settings 18 Create new Object¥

Enable L2TF Over IPSec
VPN Connection:

IP Address Pool:
Authentication Method:

[F] Advance

Allowed User:

Keep Alive Timer:

First DNS Server (Optional):
Second DNS Server (Optional):
First WINS Server (Optional):

Second WINS Server (Optional):

WIZ_L2TP_VPN

WIZ_L2TP_VPN_IP_¢|¥»

default

any

60

-
RANGE, 192.148.100.10-192

-

v

{1-180 seconds]

Custormn Defined  |v

Custormn Defined  |v

llory

any

=== Object
ad-users
admin
ldap-usars
radius-users
Ud-Users
L2TP_RFemote_Users

(]

148.100.20 @
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Export a Certificate from ZyWALL/USG and Import it to iOS Mobile
Phone

Go to ZyWALL/USG CONFIGURATION > Object > Certificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Cerlificates Sefting
@ Add
1 default SELF CN=vpn50_B3ECAS31E2398 CN=vpn50_BSECA31E2398 2017-01-07 10:19:45 GMT 2027-01-05 10:19:45 GMT
Page |1 of 1 Show |50 || items Displaying 1- 1 of

Export default cerfificate from ZyWALL/USG with Private Key (zyx123 in this example)

CONFIGURATION > Object > Certificate > default > Edit > Export Cerlificate Only

o/ Edit My Cerlificates 2.1(%
Cerlificate in PEM (Base-44) Encoded Format Sy

OK Cancel

Save default certificate as *.crt file to Android mobile phone computer.

"

default.crt

Set Up the L2TP VPN Tunnel on the iOS Mobile Device

1 To configure L2TP VPN in iOS operating system, go to Start > Settings > Network &

Internet > VPN > Add a VPN Connection and configure as follows.

2 VPN Provider set to Windows (built-in).
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3 Configure Connection name for you to identify the VPN configuration.

4 Set Server name or address to be the ZyWALL/USG's WAN IP address

(172.124.163.150 in this example).
5 Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

6 Enter User name and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).

Add a VPN connection

VPN provider

Connection name

ZyXEL_L2TP_VPN

Server name or address
172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

~ Remember my sign-in info

Save Cancel

7 Go to Control Panel > Network and Internet > Network Connections and right

click Properties. Continue to Security > Advanced settings and select Use

Certificate for authentication.
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.E' Metwork Connections
4 & » Control Panel » Metwork and Internet »

Organize = Start this connection Rename this connection

L_' ZyXEL_L2TP_VPN
"‘*,Zﬁﬂ Disconnected
g2 WAN Mini

Connect f Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut

G Delete

G Rename

G Properties

S ZyXEL_L2TP_VPN Properties *

General Options Securty  Networking  Sharing
Type of VPN:
Layer 2 Tunneling Protocol with |Psec (L2TP/IPsec) w

Data encryption:

(Optional encryption (connect even f no encryption) e

Authertication
() Use Extensible Authertication Protocal (EAP)

Properties

|@ Allow these protocols |

(] Unencrypted password (PAF)
[]Challenge Handshake Authentication Protocol {[CHAP)
[ A Microsoft CHAP Version 2 (MS-CHAP v2) |

(] Automatically use my Windows logon name and
password (and domain, if any)

Cancs

www.zyxel.com
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Advanced Properties >
LR

(") Use preshared key for authentication

Key: |

| (®) Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

carcal

8 Go to Network & Internet Settings window, click Connect.

&« Settings = O >
¢53  NETWORK & INTERNET Find a setting £
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

og;_, ZyXEL_L2TP_VPN
VPN
Dial-up

Connect Advanced options Remove

Test the L2TP over IPSec VPN Tunnel

1. GotoZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the Status
connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Cenfiguration
Qadd F
1 WIZ_L2TP_VPN WIZ_L2TP_VPN WIZ_L2T LOCAL
Page |1 of 1 Show |50 |»| items Displaying 1 - 1 of 1
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2. Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check fo
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Addiress: 192.168.100.10]

Result X

® ICIMP Connectivity Check PASS on WIZ_LZTP VPN

3. Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

A Disconnect @ Refresh
#a User Name ¥ Hostname Assigned IP Public IP
1 L2TP_Remote_Users ellen-PC 1$2.168.100.10 10.214.30.6%

4. Go to iOS operating system Start > Settings > Network & Internet > VPN and show
Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

<« Settings = ] >
€52  NETWORK & INTERNET Find a setting o
Wi-Fi
VPN

Airplane mode
4 Add a VPN connection

Data usage

O.Z;; ZyXEL_L2TP_VPN
Connected
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What Could Go Wrong?

1. If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. iOS users must use the same Username and

Password as configured in ZyWALL/USG to establish the L2TP VPN.

1 2. info IKE ISAKMP SA [WII_L2TP_VPN] Is disconnected IKE_LOG
2 2. info IKE Send:[HASH][DEL] [count=8] IKE_LOG
3 2. info IKE Tunnel [WIZ_L2TP_VPMN:WIZ_L2TP_VPN:0xaBaad2k4] is discennected IKE_LOG
4 2. dlert L2TP Cwver IPSec  User L2ZTP_Remote_Users has been denied from L2TP service. (Inceorrect Username or Password) L2TP_LOG

2. If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. iOS users must use the same Pre-Shared Key as configured in

ZyWALL/USG to establish the IKE SA.

info KE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] KE_LOG

info KE nvalid payload type in encrypted payload chain, possibly becouse of different pre-shared keys KE_LOG

3. If you see that Phase 1 IKE SA process has completed but still get [info] log message
as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit must set

correct Local Policy fo establish the IKE SA.

info KE SAKMP 3A [WIZ_L2TP_VPN] is disconnected KE_LOG
info KE Received delete notification KE_LOG
info KE Recv:[HASH][DEL] KE_LOG
info KE Send:[HASH]|[MCTIFY:NC_PROPOSAL_CHOSEN] KE_LOG
info KE [SA] : No proposal chosen KE_LOG
info KE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch KE_LOG

4. Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMLZ, or WLAN zones, even if they are not in use.

5. If you cannot access devices in the local network, verify that the devices in the local

network set the USG's IP as their default gateway to utilize the L2TP tunnel.
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6. Make sure the ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

7. Verify that the Zone is set correctly in the VPN Connection rule. This should be set to

IPSec_VPN Zone so that security policies are applied properly.

How to Configure 2 factor for VPN connection?
This example shows how to use two-factor authentication to have double-layer

security to access a secured network behind the Zyxel Device via a VPN tunnel
between a ZyWALL/USG and a ZyWALL IPSec VPN Client. The first layer is the VPN
client user name / password and the second layer is an authorized SMS (via mobile

phone number) or email address.

Get SMS/Email &
Verification ocde
< ViaNett
& |« -
Request the Cloud
SMS system or Mail
servertosend
authorization

SMS/Email

o

ey ~ KT
0 .
El ° E' Logged in success! °

Leginwith Zywall ﬁ Enter Verification
IPSec VPN client

code

i |

Verification code failed attempt 3times

Walkthrough
1.  Setup the ZyWALL/USG IPSec VPN Tunnel on USG
Set up the ZyWALL IPSec VPN Client on windows client.

Set up notification for email and SMS message sending.

Eal S

Enable 2 factor authentications for VPN service.
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Set up the ZyWALL/USG IPSec VPN Tunnel

www.zyxel.com

In the ZyWALL/USG, go to CONFIGURATION >Quick Setup > VPN Setup Wizard, use

the VPN Settings for Configuration Provisioning wizard to create a VPN rule that

can be used with the ZyWALL IPSec VPN Client. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Welcome

@ VPN Settings
- 'Wizard Type
-WPN Settings
-Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
-WPN Settings
-Wizard Completed

() WPN Settings for L2ZTP VPN Settings

-VPN Settings
- General Settings
- 'Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings Wizard Completec
1 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

0 Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-1

VPN Setup Wizard

Nizard Type > VPN Settings

2

Express Settings

Scenario

[1°]
i
=1

Wizard

Y

Rule Name:

WIZ_VPN_PROVISIONING

Application Scenario:

Remote

Access (Server Role)

Type a secure Pre-Shared Key (8-32 characters). Set Local Policy to be the IP

address range of the network connected to the ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-2

VPN Setup Wizard

VPN Settings
2

Wizard Type

Express Settings
Configuration
Secure Gateway:

Pre-Shared Key:
Local Policy (IPMMask)

Remote Policy (IPMask):

[,
Ay

zyx12345

[192.168.1.33 |

/ |255.255.255.0

Amy

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-3
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VPN Setup Wizard

Wizard Type > VPN Seftings Vizard Completed
; - :

Express Settings

Summary
Rule Mame: WIZ_VPN_PROVISIONING
Secure Gateway: Ay
Pre-Shared Key: Tywl2345
Local Policy (IF/Mask): 152.168.1.0 / 255.255.255.0
Remaote Folicy (IF/Mask): Any

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close fto exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

Vizard Type JPM Settings > Wizard Completed
. . )

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_\WPN_PROVISIONING
Secure Gateway: Ay
Pre-Shared Key: 12345
Local Pelicy (IF/Mask): 192.168.1.0 / 255.255.255.0
Remote Policy (IP/Mask): Ay

Go to CONFIGURATION > VPN > IPSec VPN > VPN connection. Enable Mode

config for IPSec VPN client connection, create address object
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) Add Address Rule 2%
Name: WPMN_subnst
Address Type: RANGE w
Starfing IP Address: 192.148.992.10
End IP Address: 192.145.99.100
CK Cancel

Select the address object for mode config VPN IP address Pool.

+7 Edit VPN Connecfion WIZ_VPN_PROVISIONING

[=] Hide Advanced Settings |(i5] Create new Object ~

Enable Mode Config

IF Address Pool: IVPN_subnei v I RANGE, 192.148.99.10-192.168.99.100

First DMNS Server [Optional):
Second DNS Server (Optional):
First WINS Server [Optional):

Second WINS Server (Optional):

Phase 2 Setffing

www.zyxel.com

oK Cancel

Go to CONFIGURATION > Object > User/Group > Add A User and create a user

account for the ZyWALL IPSec VPN Client user. Type one or more valid email

addresses and valid mobile telephone number for this user so that messages can

be sent to this user for 2 factor authentication.
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CONFIGURATION > Object > User/Group > Add A User

[ & Add A user

User Configurafion
User Name :
User Type:
Password:
Retype:
Description:

Email:

Mobile Mumber:
Authentication Timecut Setfings

Lease Time:

Reauthentication Time:

IRB"‘"‘GTB_CII'E!M I
Iuser vI
L1211
sssRes
Local User

I cooldia.chen@zyxel.com.t I

|s21815123 |
@ Use Default Settings

1440

1440

minutes

minutes

www.zyxel.com

(D) Use Manual Seftings

Cancel

Go to CONFIGURATION > VPN > IPSec VPN > Gateway, enable X-Auth for VPN

client authentication.

X-Auth

I Enable Extended Authentication I

@ Server Mods
AAA Method:
Allowsd Ussr:

D) Client Mode

default v

any v

Go to CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning.

In the

General Settings section, select the Enable Configuration Provisioning. Then, go o
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the Configuration section and click Add to bind a configured VPN Connection to

Allowed User. Click Activate and Apply to save the configuration.

CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning

General Seffings

Enable Configuration Provisioning

Authenfication

Client Authentication Method: default v

Configurafion

£ Status Priority = Type VPN Connection Allowed User
| 1 [ 1 4in4 WIZ_VFN_FROVISICNING Remote_Client
Page |1 of 1 Show S50 |w | items Displaying 1-1of 1

=

Set up the ZyWALL IPSec VPN Client
Download ZyWALL IPSec VPN Client software from ZyXEL Download Library:

http://www.zyxel.com/support/download_landing.shtmil

Search by Model Number

ZyWALL IPSec VPN Client n

& ZyWALL IPSec VPN Client

Open ZyWALL IPSec VPN Client, select CONFIGURATION > Get from Server.

CONFIGURATION > Get from Server
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1Z] ZyWALL IPSec VPN

Configuration| Tools ?

Save Ctrl+S

Import
Export

Get from Server

Maowve to USE Drive

Wizard...
Quit

Enter the WAN IP address or URL for the ZyWALL/USG in the Gateway Address. If
you changed the default HTTPS Port on the ZyWALL/USG, and then entfer the new
one here. Enter the Login user name and Password exactly as configured on the
ZyWALL or external authentication server. Click Next, you will see it's processing

VPN configuration from the server.

CONFIGURATION > Get from Server > Step 1: Authentication
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W VPN Configuration Server Wizard | 2 |

Step 1: Authentication

What are the parameters of the VPN Server Connection? @ O

“fou are going to download your VPN Configuration from the VPN Corfiguration Server.
Enter below the authertication infarmation required for the connection to the server.

Gateway Address: [10.214.30.60 Port:

Sythentication:  Login + Password -
Login: |Remote_Cliert |
Password: |seeses |

[ Next > ] [ Cancel ]

CONFIGURATION > Get from Server > Step 2: Processing

%" VPN Configuration Server W[z.ﬂrd— e

S5tep 2: Processing...
Reguesting the YPM Configuration. @ O

Downloading the VPN Corfiguration from the server:

LR
@ Init Ok.
. (&) Init cr server (10.214.30.60) Ok.
'3{}:3' Send hitps request...
Receve Config. from Server...

"Wirite Caonfig. file...
Apply Canfig, file..

< Previous Cancel
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Then, you will see the Configuration successful page, click OK to exit the wizard.

CONFIGURATION > Get from Server > Configuration successful

, msenver > Coniguton
|

Configuration successful

The VPN Configuration is successfulty retieved from the VPN server.

===

VPN CONFIGURATION > IKE V1 > WIZ_VPN_PROVISIONING > Advanced, type Login

account and password for authentication.

[Z] VPN Configuration | Auﬂ\enbcabonl Advanced ‘Cerhﬁmhe
- KEVL
i[] IKE V1 Parameters dv d features
=03 WIZ_VPN_PROVISIONING Redundant
i WIZ_VPN_PROVISIONING Mode Config Gatenay
O xevz
X-Auth
[ %-Auth Popup Login Remote_Client
n Hybrid Mode Password sesess
Local and R te ID
Type of ID: Value for the ID:
Local ID -
Remote ID -
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Set up notification for 2 factor authentication

In the ZyWALL/USG, go to CONFIGURATION > System > Notification > Mail Server
1.  Type the name or IP address of the SMTP server.

Enter the service port for SMTP.

Type the e-mail address from which the outgoing e-mail is delivered.

El

Select this check box if it is necessary to provide a user name and password o
the SMTP server.

5. Click “Apply” button to save your changes to the Zyxel Device.

O

General Seffings

Mail Server: Ismfp.pchome.:om.fw I [Qutgoing SMTP Server Name or IP Address)
Mail Subject: [[] Append system name [ Append date time
Mail Server Port: |25 I [T L8 Security
Mail From: I cooldia@pchome.com.iw I [Email Address)
User Name : l cooldia I
Password:

Retype to Confirm:

Schedule

Time For Sending Report: Q {hours) |0 {minutes)

Go to 2nd talb CONFIGURATION > System > Notification > SMS, in this scenario, we will
use email and SMS for 2 factor authentication.
1. Select the check box “Enable SMS” to turn on the SMS service.
2.  Enter the default country code for the mobile phone number to which you
want to send SMS messages.
Enter the user name and password for your ViaNett account.

4. Click “Apply” button to save your changes to the Zyxel Device.
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General Settings

Default country code for phone number: {1-4] digit

Purchase SM3 Voucher from Zyxel reseller

If you want to activate SM3 credits, please go to oyxelvianett.com.

ViaNett Configurafion

User Mame: pdD00245
Passwaord: [TITTTIT]
Retype to Confirm: (LI

Set up authentication for 2 factor VPN connection

In the ZyWALL/USG, go to CONFIGURATION > Object > Auth.Method > Two-factor

Avuthentication.

1. Select the check box “Enable” to enable 2 factor authentications.

2. Enter the maximum time (in minutes) that the user must click or tap the
authorization link in the SMS or email in order to get authorization for the VPN
connection.

3. Select which kinds of VPN tunnels require Two-Factor Authentication. in this
scenario, we enable 2 factor authentication on IPSec VPN Access

4.  This list displays the names of the users and user groups that can be selected for
two-factor authentication.

5. Use this section to configure how to send an SMS or email for authorization.

We select both methods in this scenario.

6. Configure the link that the user will receive in the SMS or email. The user must be
able to access the link.

7. You can either create a default message in the text box or upload a message
file (Use Multilingual file) from your computer.

8. Click "Apply” button to save your changes to the Zyxel Device.
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General Seffings
“Valid Time: [1-15 minutes}

Two-factor Authenfication for Senvices:

[ 35L VPN Access IPSec VPN Access [T] L2TRAIFSec VFN Access

User/Group
Selectable User/Group Objects Selected User/Group Objects
=== object === - any
admin
Idap-users
ragius-users
ad-users
test

Delivery Seffings

Deliver Authorize Link Method: I SIS Email I

Authorize Link URL Address Irmps

w || User-Defined W | |10.214.30.60 I [Domain Name cr IF Address)

Message: Use Default Message ©) Uss Multiingual file

=user=. You have inifiated o ¥PN connecfion fo g secured network behind the <host=. Please click or fap the following link within
=time> minutes to get authorization for the VPN connection. <url>

Apply Reset

Test the Result
Go to VPN Configuration > IKEv1, right click the WIZ_VPN_PROVISIONING and

select Open tunnel. You will see the Tunnel opened on ZyWALL IPSec VPN client

T —
W ZyWALL IPSec VPN Client (=
- - e .
Configuration Tools 2

|§__| VPN Configuration 1Psec | Advanced | automation IRmte Mgl IPV4 Bl
=7 KEVL
I IKE V1 Parameters Alternate servers
-3 WIZ_VPMN_PROVISIONING
H E [ Wi1Z_VPM_PROVISIOMING
Lo IKE — . DNS Suffix
Alternate servers | Type  IP Address |
B[ os
Add WINS

Traffic verification after tunnel opened

P4 0 .0 .0 .0

Ve

Checkinterval 0

@& VPN Client ready

The VPN tunnel is created from the ZyWALL IPSec VPN client to the ZyWALL/USG, but

we are still unable to access Intranet behind the ZyWALL/USG. The ZyWALL/USG send

authorized link via phone number or email address in order to authenticate this user's
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use of the VPN funnel (factor 2). If user does not click the link, then the Zyxel Device
terminates the VPN connection. The client should access the authorization link sent
via SMS or email by the Cloud SMS system within a specified deadline (Valid Time). If
the authorization is correct and received on time, then the client can have VPN
access to the secured network. If the authorization deadline has expired, then the
client will have to run the VPN client again. If authorization credentials are incorrect or
if the SMS/email was not received, then the client must check with the network
administrator.

The following is authorized example by email and SMS

Avuthorized by email link

1. Received authorization mail with authorize link.

VPN Authorizafion

Hi Remote Client,

Remote_Client. You have inifiated a VPN connection to a secured network behind the
usgéw. Please click or tap the following link within 3 minutes fo get authornization for the VPN
connection.

2.  Click the “Authorize” to authorization.

VPN Authorize

(1) eK4cwWCGKYENWTCB

3. After we see "VPN connection has been authorized”, we can access the
secured network behind the ZyWALL/USG.

VPN connection has been authorized.
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Authorized by SMS

1.

2.

0000 BEABA T 3:06 PM @70 saxmm

< 0 ®

0961-6591-368

Text Message
Say

Remote_Client. You have
initiated a VPN connection to a
secured network behind the
usg60w. Please click or tap the
following link within 3 minutes
to get authorization for the
VPN connection.

10.214.30.60 ’

B ®0 ]

Received authorization SMS with authorize link.

B Vessages e 0 = 3:06 PM @ 19 54% M soco HEAHA F 3:52PM @ 79 GINE
@ 10.214.30.60 ¢ & 10.214.30.60 c
VPN Authorize VPN connection has been authorized.
C2nXxAvGpZEaG7nY
L O A ) I P L 0

www.zyxel.com

Click the SMS link to authorized, after we see "VPN connection has been

authorized”, we can access the secured network behind the ZyWALL/USG.
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What could went wrong
If you see below log message “Mail server authentication failed.”, please check

“CONFIGURATION > System > Notification > SMTP Server”, Make sure your password is
correct for mail authentication

MONITOR > Log

EXS « Time Priority Category Message Source Destination Note

1 2018-07-27 . emor System Mail server guthentfication failed.

2018-07-27 . info Authenticat. .. send E-mail to user: Remote_Client, email:cogtttessesssssses t. two-tactor .

If you see below log message “Cannot resolve mail server address
smip.pchome.com.t” please check "CONFIGURATION > System > Notification > SMTP
Server”, Make sure your service IP/hostname is correct for mail authentication.

MONITOR > Log

R Time Priority Category Message Source Destinafion Note

1 2018-07-27 _ eror System Cannot resolve mail server address smip pchome.comt.

2018-07-27 .. info Authenficat... send E-mail to user: Remote_Client, email:coo® ™t ¢ two-factor ...

If you are unable to received SMS for authorization, please check "CONFIGURATION >
System > Notification > SMS", confirm the country code is correct for SMS message
CONFIGURATION > System > Notification > SMS

General Seftings

V| Enable SMS

Default country code for phone number: (1-4) digit

Purchase SMS Voucher from Zyxel reseller

How to Import ZyWALL/USG Certificate for L2TP over IPsec in
Android mobile phone

This is an example of using the L2TP VPN and VPN client software included in Android
mobile phone operating systems. When the VPN tunnel is configured, users can
securely access the network behind the ZyWALL/USG and allow traffic from L2TP

clients to go to the Internet from an Android mobile phone.

ZyWALL/USG L2TP VPN with Remote Android Mobile Phone Client Example
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Local Network
Network 192.168.1.0 :
Netmask 255.255.255.0';

VPN Tunnel

ZyWALL USG
WAN P 172.124.163.150
LAN IP 192.168.1.1

{ L2TP Network Pool
{ Network 192.168.100.10:
H | H

192.168.100.20}

—

Remote Windows 10 Client
Public IP Dynamic

‘Q‘No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25) and Android

(Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings for

L2TP VPN Seftings wizard to create a L2TP VPN rule that can be used with the Android

mobile phone clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Welcome

@ VPN Settings
-Wizard Type
-%WFPHN Settings
-Wizard Completed

@ VPN Settings for Configuration Provisioning

-Wizard Type
-%PN Settings
-Wizard Completed

@ VPN Seftings for L2TP VYPN Settings

-%PN Settings
- General Settings
-Wizard Completed

Then, configure the Rule Name and set My Address fo be the wan1 interface which is

connected to the Internet. Type a secure Pre-Shared Key (8-32 characters).
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings
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VPN Setup Wizard

VPN Settings General Settings Wizard Completed
1 2 3

L2TP VPN Settings

Rule Name: |wiz_L2TP_ven |

Phase 1 Setting

My Address (interface): Iwanl Rg I

Authentication Method

Pre-Shared Key: [yz12345 |

Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for use in the L2TP

VPN tunnel and select Allow L2TP traffic Through WAN fo allow fraffic from L2TP clients to go to

the Internet. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Settings General Settings Wizard Completed

1 2 3

L2TP VPN Settings

1P Address Pool: RANGE ~| @
Starting IP Address: 192.168.100.10
End IP Address: 192.168.100.20

First DMS Server (Optional):

Second DNS Server
(Optional):

Allow LZTP traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type > VPN Settings Wizard Completed
- 2 5

Advanced Settings

Summary
Rule Mams: WIZ_L2TP_WVPN
Secure Gateway: Any
Pre-Sharad Key: xyz12345
My Addrass (interface): wanl
IP Address Poal: RANGE, 192.168.100.10 - 192.168.100.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 2

= 3
LZTP VPN Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Mame: WIZ_L2TP_VPN
My Address (interface): wanl
Pre-Sharaed Kay: xyz12345
IP Address Pool: RANGE, 192.168.100.10 - 192.168.100.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change
Authentication method to be Certificate and select the certificate which ZyWALL/USG

uses to identify itself to the Android mobile phone.
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CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

www.zyxel.com

Authentication

i) Pre-Shared Key

@ Cerificate
) User Based PSK

default

W (See My Certificates)

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User

Name and Password (4-24 characters). Then, set Allowed User to the newly created

object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

LUsar

|~

General Settings

Address

Enable L2TP Over IPSec
VPN Connection:

IP Address Pool:
Authentication Method:
Allowad User:

Kesp Alive Timer:

WIZ_L2TP_VPN
WIZ_L2TP_VPN_IP_ADDRESS,

default
any

60

’ ) Add A User
User Configuration
User Name *
User Type:
Password:
Retype:
Description:

.

user

*

Local User

o]

Cancel

(1-180 seconds)

[EJ RANGE, 192.168.100.10-192.165.100.20

Show Advanced Settings |ji5)Create new Object~ |
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L2TP VPN
Show Advanced Settings =] Create new Object~
General Settings
Enable L2TP Cwver IPSec
VPN Connection: WIZ_L2TP_WVPN e
1P Address Poal: WIZ_L2TP_VPN_IP_ADDRESS |+ |  [E] RANGE, 192.168.100.10-192.168.100.20
Authentication Method: default =
e =
Allowed User: any i |m i
S
Keep Alive Timer: 60 (1-180 seconds) s any
" === Object ===
admin
ldap-users
radius-users
ad-users
L2TP_Remote_lisers |

Export a Cerlificate from ZyWALL/USG and Import it to Android
Mobile Phone

Go to ZyWALL/USG CONFIGURATION > Object > Certificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Certificates Setting

©add [ ]
# Name Type Subject Issuer Walid From valid To
default SELF CMN=usg110_107BEFD11B50 CMN=usg110_107BEFD11B50 2014-02-1911:29:28 GMT 2024-02-17 11:29:28 GMT

Export default certificate from ZyWALL/USG.

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate Only
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+ Edit My Certificates 2|
Certificate in PEM (Base-64) Encoded Format -

MIIDADCCA=igAwWIBAgIEUWSYmMDANBgkghkiGIwDBAQUFADA=MRwWwWGQYDVQQDDBM1
C2xMTEfMTAZQKVGRDEXQIUWMBE4XDTEOMDIxOTEXMky OFoXDTIOMDIxMNZEXMjky
OFowHIECMBoGAL UEAWWTAXNAMTEWXZEWNDIFRKOxMUILMDCCASIWDOY Ko ZThve N ™

Password: | S |

Export Certificate Only | [ Export Certificate with Private Key |

[

I OK ” Cancel ]

Save default certificate as *.crt file to Android mobile phone computer.

A

default.crt

Set Up the L2TP VPN Tunnel on the Android Mobile Device

1 To configure L2TP VPN in Android, go to Start > Settings > Network & Internet >

VPN > Add a VPN Connection and configure as follows.
2 VPN Provider set to Windows (built-in).
3 Configure Connection name for you to identify the VPN configuration.

4 Set Server name or address to be the ZyWALL/USG's WAN IP address

(172.124.163.150 in this example).
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5 Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

6 Enter User name and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).
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Add a VPN connection

VPN provider

Connection name

ZyXEL_L2TP_VPN

Server name or address

172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

+/ Remember my sign-in info

Go to Control Panel > Network and Internet > Network Connections and right click
Properties. Confinue to Security > Advanced settings and select Use Certificate for

authentication.
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@ Metwork Connections
1 @ » Control Panel * MNetwork and Internet »

Organize + Start this connection Rename this connection

l_. ZyXEL_L2TP_VPN
— E:-ﬂ Disconnected

@z WAN Mini

Connect / Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut

) Delete

) Rename

G Properties

3 ZyXEL_L2TP_VPN Properties e

General Options Securty Networking  Sharing
Type of WVPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) v|

Data encryption:

|Dptiona| encryption (connect even i no encryption) w |

Authentication
() Use Extensible Authertication Protocol {EAP)

St

Froperties

|@ Allow these protocols I

[] Unencrypted password {PAF)
[]Challenge Handshake Authentication Protocol (CHAF)
[ [ Microsaft CHAP Version 2 (MS-CHAP v2) |

] Automatically use my Windows logon name and
password {and domain, if any)

[ ok | Cancel

333/810



ZYXEL

Advanced Properties X
LITP

(") Use preshared key for authentication

Key: |

| (®) Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

carce

Go to Network & Internet Settings window, click Connect.

www.zyxel.com

& Settings O X
€03  NETWORK & INTERNET Find a setting £
Wi-Fi

VPN
Airplane mode

Add a VPN connection
+

Data usage

o.? ZyXEL_L2TP_VPN
VPN
ERD Advanced options Remove

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the Status

connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

@Add [, ) g & &b
# Status - Name VPN Gateway Policy
WIZ_L2TP_VPN WIZ_L2TP_VPN

a'WIZ_L2TP_WPN_LOCAL/
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time and

the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to verify the

result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

.Connedivity Check ? x\'

>

ICMPF Connectivity Check PASS on WIZ_L2TP_WFPN

Connectivity Check
1P Address: 192.168.100.10
&% Disconnect | @, Connectivity Check
# Name « Policy My Address Secure Gateway Up Time | Inbound(Bytes)

Qutbound(Bytes)

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the Current

L2TP Session.
MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

o Refrash
#  UserName Hostname Assigned IP
1 L2TP_Remote_lJsers Windows_10 192.168.100.10

Public IP
36.226.103.25

Go to Android Start > Seftings > Network & Internet > VPN and show Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

<« Settings = O =
€52  NETWORK & INTERNET [ Find a setting o
Wi-Fi
VPN
Airplane mode
Add a VPN connection

+
Data usage

o.gj ZyXEL_L2TP_VPMN
VPN Connected
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What Could Go Wrong?

7 If you see [dlert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Android users must use the same Username

and Password as configured in ZyWALL/USG to establish the L2TP VPN.

Priarity | Category Message Note

alert L2TP Cver IPSec  User L2ZTP_Remote_Users has been denied from L2TP sernvice.(Incorrect Username or Password)  L2TP_LOG

8 If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. Android users must use the same Pre-Shared Key as configured

in ZyWALL/USG to establish the IKE SA.

Priarity Category Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0% No rule found. Droopina TCP packet IPSec
info IKE Send[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG
info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys  IKE_LOG
Friority Category Message Mote
info IKE [SA]: No proposal chasen IKE_LOG
info IKE [ID] : Tunnel (IWIZ_L2TP_VPN] Phase 1 Remote ID mismatch IKE_LOG

9 If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

Friority Category Message Mote
infa IKE [ID] : Tunnel [WIZ_L2TP_WPN] Phase 2 Local policy mismatch IKE_LOG
Priority | Category Message Mote
info IKE Send[HASHINCTIFY :NC_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA]: No proposal chosen IKE_LOG
info IKE [SA]: Tunnel [WIZ_L2TP_VPN] Phase 2 proposal mismatch IKE_LOG

10 Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMLZ, or WLAN zones, even if they are not in use.
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11 If you cannot access devices in the local network, verify that the devices in the
local network set the USG's IP as their default gateway to utilize the L2TP tunnel.

12 Make sure the ZyWALL/USG units' security policies allow IPSec VPN traffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

13 Verify that the Zone is set correctly in the VPN Connection rule. This should be set

to IPSec_VPN Zone so that security policies are applied properly.
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How to Configure the L2TP VPN with Apple MAC OS X 10.11
Operating System

This is an example of using the L2TP VPN and VPN client software included in
Apple MAC OS X 10.11 El Capitan operating systems. When the VPN funnel is
configured, users can securely access the network behind the ZyWALL/USG and

allow traffic from L2TP clients to go to the Internet from an Apple computer.

ZyWALL/USG L2TP VPN with Apple MAC OS X 10.11 El Capitan

Local Network L2TP Network Pool i
Network 192.168.1.0 : Network 192.168.30.10

: : | :
Netmask 255.255.255.0E 192.168.30 20

VPN Tunnel VPN Tunnel

ZyWALL USG Remote OS X 10.11 Client
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and Apple MAC (Version: OS X10.11 El

Capitan).

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the
MAC OS X clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type = VPN Seffings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

® VPN Settings for L2TP VPN Setfings

- VPN Settings
- General 5ettings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Sefltings * General Seffings ¥ Wizard Completed

1 2 3
L2TP VPN Settings
Rule Name: | WIZ_L2TP_WPM |

Phaze 1 Selting

My Address (interfacs): | gel "l

Avuthentication Method

Pre-Shared Key: | xyz12345 |

339/810



ZYXEL

www.zyxel.com

Configure the L2TP users’ IP address range from 192.168.30.10 to 192.168.30.20 for
use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Seftingz > General Settings * Wizard Completed
P 3
1

L2TP VPN Settings
IF Address Pool: |RANGE Vl (i ]
Starting IP Address: [192.148.30.10 |
Endl IP Address: [192.148.20.20 |

First DINS Server (Optional):

second DMNS Server
[Optional):

[F]anow L27P trafiic Through WaAN

Continue to the next page to review your Summary and click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary

VPN Setup Wizard
Wizard Type * VPN Setfingz > Wizard Completed
1 2 3
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gaoteway: Any
Pre-Shared Key: xyz12345
My Address (interface): get
IP Address Pool: RANGE, 192.168.30.10 - 192.168.30.20

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary > Wizard
Completed
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VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
| 2
3

L2TP VPN Settings
Congrafulations. The VPN Access wizard is completed
Summary

Eule Name: WIZ_L2TP_VPN2

My Address (inferface): gel

Fre-Shared Key: ®yz12345
IP Address Pool: RANGE, 192 168.30.10 - 192 163.30.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User
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L2TP VPN

Show Advanced Sattings
User
= Config ;
= leshooting
General Settings 4 walan Address
Encble L2TP Ower IPSec
VPN Connectfion: | WIZ_L2TP_WPN |V |
IP Addrass Fool: |W|Z_|_2TP_VPN_|P_;|v| RANGE, 192.168.30.10-192.168.30.20
Authentication Method: |default |
[*] Advance
Allowed User: | any |v |
Keep Alive Timer: [1-180 seconds|
€D Add A User X
User Configuration
User Name : |L2TP_Remc>ie_Users |

|v|

User Type:

Password: | seseee |
Retype: | . |

Description: |Locc:| User |
Authentication Timeout Use Default Settings © Use Manual Saffings
Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

|_ox ] cancel |
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L2TP VPN

Show Advanced Settings 1 Creafe new Object¥

= Configuration
General Settings Walkthrough

Enable L2TP Over IPSec

$ Troubleshooting

VPN Connection: WIZ_LZTP_WPM v
P Address Pool: WIZ_L2TP_VPN_IF_4| v RANGE, 192.168.30.10-192.168.30.20 @
Authentication Method: default ~
Advance :
any
=== Object ===
Allowed User: any v Executive. 1
Keep Alive Timer: 50 [1-180 seconds] Executive_2
Executive_3
ad-users
admin
Idap-users

radius-users
L2TP_Remote_Users

=== Group ===

Executive

Set Up the L2TP VPN Tunnel on the Apple MAC OS X 10.11 El
Capitan Operating System

To configure L2TP VPN in OS X 10.11 operation system, go to System Preferences...

www.zyxel.com

> Network, click the "+" button at the bottom left of the connections to add a new

connection and configure as follows.

Set the Interface to be VPN, select VPN Type to be L2TP over IPSec.

Configure Service Name for you to idenftify the VPN configuration. Click Create.
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Select the interface and enter a name for the new service.
Interface: VPN |~

VPN Type: L2TP over IPSec

Service Name: ZyXEL_L2TP VPN

Cancel

Configure Server Address to be the ZyWALL/USG's WAN IP address
(172.124.163.150 in this example). Enter Account Name which should be the same
as Allowed User created in ZyWALL/USG (L2TP_Remote_Users in this example).

Then, click Authentication Settings....

Configuration: Default

Server Address: 172.124.163.150

Account Mame: L2TP_Remote_Users

| Authentication Settings...

Connect

In the User Authentication section, enter Password which should be the same as

Allowed User created in ZyWALL/USG (zyx123 in this example).
In the Machine Authentication section, enter Shared Secret to be the pre-shared

key of the IPSec VPN gateway the ZyWALL/USG uses for L2TP VPN over IPSec

(zyx12345 in this example). Click OK.
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User Authentication:
© Password: [sesses
RSA SecurlD
Certificate
Kerberos
CryptoCard

Machine Authentication:
© Shared Secret: | sssasess
Certificate

Group Name:
{Optional)

Concer [N

www.zyxel.com

Go back to Configuration and click Advanced.... Select Send all traffic over VPN

connection to allow the L2TP/IPSec VPN traffic between ZyWALL/USG and MAC

OS X system.

Configuration: Default
Server Address: 172.124.163.150
Account Mame: L2TP_Remote_Users
Authentication Settings...

Connect

L8]

~ Show VPN status in menu bar

BELIELEN TCPIP  DNS  Proxies

Session Options:
Disconnect when switching user accounts

Disconnect when user logs out
Send all traffic over VPN connection

Advanced Options:
Use verbose logging
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Go back to Configuration and click Connect.

Configuration: Default |~ |

Server Address: 172.124.163.150

Account Name: L2TP_Remote_Users

Authentication Settings...

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
QAdd F
1 'L VPN_to_VPC WPN_fo_VPC
2 9@ YPN_to_Azure VPN_to_Azure
3 @@, Hub_HGQ_to_Branch_A Hub_HQ_to_Branch_A
4 9@ Hub_HQ_to_Branch_B Hub_HQ_to_Branch_B
5 @@, Spoke_Branch_A Spoke_Branch_A
& Q@; Spoke_Branch_B Spoke_Branch_B
7 @@, WIZ_VPN_Branch WIZ_VPN_Branch
[} WIZ_L2TP_VPN WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

346/810




ZYXEL

www.zyxel.com

ThEE A RS AEE, connectivity check fail

(TConnes tivity Check _Q
Connectivity Check
IP Address: 92.168.30.10
] (o]
1 N/A N/A WIZ_L2TP_... 10.214.30.87<>... 10.214.30.87 D:10.214.... 260 3360 1512(7081... 785(96722..
Result ¥
* ICMP Connectivity Check PASS on WIZ_L2TP_VPN
‘-u._!/’

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

2 Refrash
#  UserName Hostname Assigned IP
1 L2TP_Remote_Users Apple_MAC_0S_X 192.168.30.10

Public IP
36.226.103.25

Go to MAC OS X System Preferences... > Network and show Connected status,

Connect Time and assigned IP Address.

System Preferences... > Network
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Location: Automatic
—
~ Status:
Connect Time:
"\ |P Address:
Configuration:
Server Address:

Account Name:

v Show VPN status in menu bar

v
Connected
0:00:02 Sent: HiEE
192.168.30.10 Received: H
Default C

172.124.163.150
L2TP_Remote_Users
Authentication Settings...

Disconnect

Advanced...

What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP

Allowed User or User/Group Settings. Apple MAC OS X El Capitan operating

system users must use the same Username and Password as configured in

ZyWALL/USG to establish the L2TP VPN.

4

2017-06...

alert

L2TP Over IPS...

User L2ZTP_Remote_Users has been denied from LZTF service. [Incorrect Username or Password)  LZTP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG

Phase 1 Setftings. Apple MAC OS X El Capitan operating system users must use the

same Pre-Shared Key as configured in ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG
info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys  IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2ZTP_VPN] Phase 1 Peer ID mismatch IKE_LOG
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If you see that Phase 1 IKE SA process has completed but still get [info] log

message as below, please check ZyWALL/USG Phase 2 Seftings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE Send:[HASH][NOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TF_WPN] Phase 2 Local policy mismatch IKE_LLOG
info IKE Recv:i[HASH][SA] [NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE $A process done IKE_LOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [S4] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_L2TP_VPN] Phase 2 proposal mismatch IKE_LOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase |1 IKE 3A process done IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMLZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG's IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units' security policies allow IPSec VPN ftraffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to configure if | want user can only see SSL VPN Login
button in web portal login page

This example shows how tfo strict portal access for SSL VPN clients. The example
instructs how to allow end users to only see the SSL VPN Login button in the web
portal login screen and the administrator can only manage the device from
LAN.

e - : SSL VPN Network Pool
((max. 83 aiphanumeric, printable characters and no spaces ) i Network 7.7.7. 1
: I
77740
' ven Tume VeNTumel G
ZyWALL USG SSL VPN Client
WAN IP 59.124.30.103 Public IP Dynamic
LAN 1P 192.168.1.1

ZyWALL/USG only see SSL VPN Login button in web portal login page

“U'Note:
All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG60 (Firmware Version: ZLD 4.25).
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Set Up the DNS Service

In this scenario, you need to have a DNS host to fulfill the requirement. In this
example, go to https://www.noip.com/ to register an account and create a
DNS host. The following mapping IP address is the public IP of the ZyWALL/USG's
WAN IP address.

Set Up the ZyWALL/USG SSL VPN Setting

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Global Setting

> SSL VPN Login Domain Name and type in the DNS domain name.

CONFIGURATION > VPN > SSL VPN > Global Setting > SSL VPN Login Domain Name

Global Settings

Metwaork Extension Local IP: 192.1458.200.1

S5L VPN Legin Demain Name

55L WPN Login Domain Nome 1] zyxeltestssl.ddns.net [Optional)

S5L VPN Login Domain Name 2 [Optional)
Mezzage

Login Message: Welcome to S5L VPN

Logout Message: Goodbye to S5L WVPH

Use SSL VPN, you need to allow users to access the HTTPS service. Go
to CONFIGURATION > Security Policy > Policy Control. Make sure the security
policy allows HTTPS traffic from the WAN inferface to the ZyWALL (the example

shows the default settings).

CONFIGURATION > Security Policy > Policy Control
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General Settings
M Enable Policy Control
IPv4 Configuration
[T Allow Asymmstrical Route
Qadd i
1 ? LANT_Outgeing any (Exc... any any any any nons al... no
2 ? LAN2_Outgoing any (Exc... any any any any none all... no
3 ? DMI_tc_WAN - any any any any nons al... no
4 ? IPSec_VPN_Ou... any (Exc... any any any any none all... no
5 ? SSL_VPM_Qutg... = any (Exc... any any any any none all... no
& ? TUNNEL_Cutgo... - any (Exc... any any any any none al... no
7 ? LANT_to_Device IyWALL any any any Default_Allow WAN_To_ZyWALL no
8 ? LANZ_to_Device IyWALL any any any — no
Descripfion:
? @ DMI_to_Device IyWALL any any a Defguli System Default Allow From WAN To ZyWALL |no
10 Q WAN_to_Device IyWALL any any aDefaul r:mberj: no
11 @ IPSec_WVPMN_to_... L LyWALL any any any I = no
- - . e KE

Set Up the ZyWALL/USG System Setting

Go to CONFIGURATION > System > WWW > Admin Service Control > Add Admin

ACL Rule 1. Set the address access action as Deny for ALL address in WAN.

CONFIGURATION > System > WWW > Admin Service Control > Add Admin ACL Rule 1

&2 [HTTPS] Add Admin ACL Rulel
w8 Create new Object¥

Address Object: | ALL ~]
Lone: | WAN v|
Action: I Deny V|

HTTPS
[ encble
Server Port: 442

[C] Authenticate Client Certificates  (See Trusted
Server Certificate: default 7
Redirect HTTP to HTTPS

Admin Service Control

Q Add F i

ALL

deny

ALL

of 1 Show |50 |w| items

accept

Displaying 1-2 of 2
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Test the SSL VPN

Type in the URL (https://sslvpnzyxeltest.ddns.net) and you will only see the SSL

VPN Login button in the web portal screen.

Type in the URL (hitps://sslvpnzyxeltest.ddns.net)

& C | A Notsecure | b#ps://220.137.85.169 | O

ZYXEL

VPN300
Enter Uzer Mame/Password and click to login.
2]
-
Login denied
Login SSLVPN

B Note:

1. Turn on Javascript and Cookie setting in yvour web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment [JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Login to the device via the WAN interface with the administrator's user name

and password. The screen will show Login denied.
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Login to the device via the WAN interface

& C | A Notsecure | b#ps://220.137.85.169 | 2

ZYXEL

VPN300
Enter Uzer Mame/Passweord and click to login.
2
A

Login denied

‘ Login ‘ ‘ SSL VPN ‘

B Note:

1. Turn on Javascript and Cookie setting in yvour web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment [JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Login to the device via the LAN interface with the administrator's user name and

password. The management portal will be displayed.
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€ - C | [xLare/192.168.1.1

ZYXEL

VPN300

Enter User Mame/Password and click tologin

‘:) admir
o ...

| Login || S5L VPN |

=) Mofe:

1. Turn on Javaseript and Cookie setting in your web browser.
2. Tumn off Popup Windew Blocking in yourweb browser.

3. Tumn on Java Runtime Envirenment [JRE) in vour web brewser,
4. Allow Gears if you are using Google Chrame.

€& & O | Bbrs192.168.1 . Vext edndes. htm]

ZYXEL vensoo

General

CPU Usage Virtual Device

@ Logout @ Help About @ Site Map @ Okject Reference cL

w| =

L] 2%

ZYXEL T

r 07 100/ 100

3l rz b3 * v re v e
PR
b | B ol ol | e
° AcTEm
[ 21%
Flash Usage
| 2%
Boot status
U3k Sterags Usage ok
040 Mg
Seral Number Firrmna aare Version
e e 3172015290014 W4.30[ABFC.O)b1sT £ 2017-048-09 27:43:11
&1 /2000000 MAC Address Ronge Firren are Upgrade License
BEEC:AZ:AL:CO0B ~ BEEC:ASARCON2 Mot Licensed
DHCP Takle
Systern Uptime Current Date/Time
2 Heosts)
5 02:57:33 2017-07-07 § 06:23:43 UTC+00.00
Device HA )
nOn Switch Counter Tx/Rx Statics Port Selection: il | .
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Go to MONITOR > Log. You can see that the admin login has been denied

access from the WAN interface but it is allowed from the LAN interface.

MONITOR > Log

Logs

Calegory: User bt

B Ermail Log Now | @ Refresh | & Clear Log

notice  User  Adminstralor adminiMAC=00:16:36:20:84:2F) from hitp/hitps hos logged ol Device  192.148.1.34 192.168.1.1 Account: admin
notice  User  Administrator admin(MAC=00:15:36:268:84:2F) from hitp/hittps has logged In Device 192.166.1.34 192.168.1.1 Account: admin
notice  User User admin has been denied access from HTTPS 10.214.30.55:5... 10.214.30.20:443 Account: admin
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How to Deploy SSL VPN with Apple Mac OS X 10.10

Operating System

This is an example of using the ZyWALL/USG SSL VPN client software in Apple MAC
OS X 10.10 Yosemite operating systems for secure connections to the network
behind the ZyWALL/USG. When the VPN tunnel is configured, users can securely

access the network from a Mac OS X 10.11 Yosemite computer.

ZyWALL/USG SSL VPN with Apple MAC OS X 10.10 Yosemite

Web Server
IP 192.168.1.2

RDP Server
IP 192.168.1.3

VNC Server
IP 192.168.1.4

File Sharing Server
IP 192.168.1.5

l—
5

_

VPN Tunnel

ZyWALL USG
WAN IP 172.16.1.33
LAN IP 192.168.1.1

—_—

VPN Tunnel

! SSL VPN Network Pool |
: Network 7.2.2.2

|
72210

.............................................

Remote OS X 10.10 Client
Public IP Dynamic

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG110 (Firmware Version: ZLD 4.25) and Apple MAC (Version: OS X10.10

Yosemite).
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Set Up the SSL VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Access Privilege o
add an Access Policy. Configure a Name for you to identify the SSL VPN

configuration.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >

Configuration

Configuration

FlEncble Policy

Mame: |SSL_VF"N_'I |
Ione: |SSL_VF"N Vl (]
Description: New Create [Opfienal)

Go to Create new Object > User to add User Name (SSL_VPN_1_Users in this

example) and Password (4-24 characters, zyx168 in this example), click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > User

@ Add Access Policy
|3 Create new Object ¥|
User

Application

Address ¥
Name: SSL_WPN_1
fone: SSL_WPN ~ O
Description: New Create [Optional)
€ Add A User

User Configuration

User Name : SSL_WVPN_1_Users

User Type: user b

Password: ~ |eeseee

Retype: | sweses

Description: Local User -
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Go to Create new Object > Application fo add servers you allow SSL_VPN_1_Users

to access, click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Application

€ Add S5L Application € Add S5L Application
i3 Create new Object ¥ Show Advanced Settings i8] Create new Object¥
Qbject QObject
Type: Web Application |v Type: Web Application |v
Web Application Web Application
Server Type: Web Server 7 Server Type: RDP X
Name: Internal_Server Name: RDP
URL: hitp://192.168.1.2 Server Address(es): User Defined ¥ [192.168.1.3 (IP or FQDN)
Entry Point: (Opfional] .
Web Page Encryption . [ ok [ cancel |
@ Add S5L Application
€ Add 35L Application
Show Advanced Settings il Create new Object ¥
&8 Create new Object¥
Object
Object
Type: Web Application |v
Type: File Sharing b4
Web Application
File Sharing
Server Type: VNC i
Name: File_Share
Name: WNC
Shared Path: A T92.168.1.5\ntemal
Server Address{es): User Defined ¥ | 192.168.1.4 (P or FQDN)

Go to Create new Object > Address to add the IP address pool for

SSL_VPN_1_Users.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Address

7 Edit Access Policy

48 Create new Object ¥|
User
Application

Name: SSL_VPN_1

Zone: SSL_VPN v O

New Create

Description:

[Opticnal)

&) Add Address Rule

Name:

Address Type:
Starting IP Address:
End IP Address:

SSL_VPN_POOCL
RANGE A
7.222

7.2.2.10

Then, move the just created address object to Selected User/Group Objects.

Similarly, in SSL Application List (Optional) move the servers you want available to

SSL users to Selected Appellation

Objects.
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CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >
User/Group & SSL Application

User/Group
Billing-users -
ug-users
tricl-users

L2TP_Remote_Users
S5L_VPN_I_Users |

S5L Application List (Optional)

Internal_Server

RDP
VNC
File_Share

Scroll down to Network Extension (Optional) to select Enable Network Extension to
allow SSL VPN users to access the resources behind the ZyWALL/USG local

neftwork.

Select network(s) name in the Selectable Address Objects list and click the right
arrow button to add to the Selected Address Objects list. You can select more

than one network.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Network

Extension (Optional)
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Network Extenszion (Optional)

Enalble Network Extension (Full Tunnel Mode)
[C] Force all client fraffic to enter $SL VPN funnel @
[ NetBIOS broadeast over 5L VPN Tunnel

DS Server 1:
DS Server 2

Networl List

DMZ_SUBMNET
IPétod-Relay

Assign IF Pool:

WINS Server 1:
WINS Server 2:

SSL_VPN_POOL ||

none B

none R

none R

none R

LANT_SUBNET

LANZ_SUBMNET
RFCI1?18_1

@ RANGET7.2227.22.10

Set Up the SSL VPN Tunnel on the Apple MAC OS X 10.10

Operating System

Download SSL VPN Client software: ZyWALL SecuExtender for MAC from the ZyXEL

Global Website and double-click on the downloaded file to install it.

800

e Install ZyWALL SecuExtender

« Install ZyWALL SecuExtender

@ Introduction

@ Destination Select
@ Installation Type
@ Installation

® Summary

ZyXEL

Welcome to the ZyWALL SecuExtender Installer

You will be guided through the steps necessary to
install this software.

Go Back

| Contin

@ Introduction

@ Destination Select
@ Installation Type

@ Installation

@ Summary

ZyXEL

Select a Destination

Select the disk where you want to install the ZyWALL
SecuExtender software.

<

Macintosh HD
481.33 GB available
499.25 GB total

Installing this software requires 7.6 MB of space.

You have chosen to install this software on the disk
"Macintosh HD"

| GoBack | | Contim
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800

w Install ZyWALL SecuExtender

e Install ZyWALL SecuExtender

@ Introduction

© Destination Select
@ Installation Type
® Installation

@ Summary

ZyXEL

Standard Install on “Macintosh HD"

This will take 7.6 MB of space on your computer.

Click Install to perform a standard installation of
this software on the disk "Macintosh HD".

| Change Install Location...

| GoBack | | Install

@ Introduction

& Destination Select
@ Installation Type
@ Installation

@ Summary

ZyXEL

lling ZywALL d

Running package scripts...

Go Back

Contint

800

e Install ZyWALL SecuExtender

@ Introduction

@ Destination Select
@ Installation Type
@ Installation

& Summary

ZyXEL

pl fully.

The installation was successful.

The llation was

The software was installed.

Co Back

Go to ZyWALL SecuExtender > Preferences, click the "+" button at the bofttom left

to add a new SSL VPN connection.
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o

Connections

Configure the Connection Name for you fo identify the SSL VPN configuration.
Then, set the Remote Server Address to be the WAN IP of ZyWALL/USG (172.16.1.33

in this example). Click Save.
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Here are two methods to initiate SSL VPN connections:
From ZyWALL SecuExtender

From a Web Browser
From ZyWALL SecuExtender

Go to ZyWALL SecuExtender > Connect > SSL_VPN, to display the username and
password dialog box. Set Username and Password o be the same as your
ZyWALL/USG SSL VPN Selected User/Group name and password
(SSL_VPN_T1_Users/zyx168 in this example).

&h @M @ 93% (47
Connect | 2 SSL_VPN

Details...
Preferences...

Quit ZyWALL SecuExtender

\
I

From a Web Browser

Type ZyWALL/USG's WAN IP info the browser, to display the login screen. Enter
User Name and Password fo be the same as your ZyWALL/USG SSL VPN Selected
User/Group name and password (SSL_VPN_1_Users/zyx168 in this example). Click

SSL VPN.
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= { 17236133

VFN100

Test the SSL VPN Tunnel

Go to ZyWALL/USG MONITOR > VPN Monitor > SSL and verify the tunnel Login
Address, Connected Time and the Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > SSL > SSL_VPN_1_Users

Current S5L VPN Connection

@ Refresh

1 SSL_VPN_1_Users Network-Extension 10.214.30.104 00:01:39 9390 503

Go to ZyWALL SecuExtender > Details and check Traffic Graph, Network Traffic

Statics and Log Details.
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ZyWALL SecuExtender > Details > Traffic Graph

800 Details
172.16.1.33 v
) status: Connected
) Connected Time: 1 minute, 28 seconds
& Client IP: 7.2.2.2
@ Server IP: 172.16.1.33
DMS: MiA
WINS: WA
Route/s: 182.168.1.0/24

[ In: 84 Bfs [ Out: B4 B/s

ZyWALL SecuExtender > Details > Network Traffic Statics

www.zyxel.com

366/810



ZYXEL S—

172.16.1.33 -
0O Status: Connected
(&) Connected Time: 1 minute, 34 seconds
@ Client Ip: 7.2.2.2
@ ServerIP: 172,16,1.33
DNS: N/A
WINS: N/A
Route/s: 192.168.1.0/24
A t —
Network Traffic Statistics
TCP/UDP In: 4.76 KB TUN/TAP In:  4.76 KB
TCP/UDP Qut: 4.76 KB TUN/TAP Qut:  4.76 KB

ZyWALL SecuExtender > Details > Log Details
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800 Details

172.16.1.33 >

0 Status: Connected
) Cennected Time: 2 minutes, 13 seconds
& Client IP: 7.2.2.2
@ Server IP; 172.16.1.33
DNS: NIA
WINS: NiA
Route,/s: 192.168.1.0/24
A N

Protocol: TLSw1/S5Lv3, Bits: 2586

Sep 23 87:08:46 Requesting configuration

Sep 23 B7:08:46 Parsing XML Configuration

Sep 23 67:88:46 Connection negotiation completed
Sep 23 B7:08:46 Local IPv4 Address: 7.2.2.2

Sep 23 67:08:46 Local IPv4 Hask: 256.285.255.255
Sep 23 87:08:46 Server IPv4 Address: 192.168.200.1
Sep 23 B7:0858:46 Bringing up YWPN interface

Sep 23 87:853:46 Interfoce up

Sep 23 B7:83:46 YPN Interface: tunB®

Sep 23 B7:853:46 IPv4 route created: 7.2.2.2,

255 .266.256.266, 127.0.8.1

Sep 23 B7:858:46 IPv4 route creoted: 192.168.1.4,
265 .26R.255.8, 192.165.288.1

Sep 23 B7:85:46 DMS mode set to OFF

Sep 23 B7:853:46 Stote chonged to Connected

Clear Save Log...

What Could Go Wrong?

If you see [nofice] or [alert] log message such as below, please check

ZyWALL/USG SSL Selected User/Group Objects seftings. MAC OS X 10.10 Yosemite

users must use the same Username and Password as configured in ZyWALL/USG to

establish the SSL VPN tunnel.

notice SSLWPN Failed login attempt to SSLVPN from hifp/hitps [incomrect password or inexistent username)

alert User Failed login attempt to Device from hitp/hitps (incorect password or inexistent username)

Account: SSL_VPN_I...
Account: SSL_VPN_I...
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If you uploaded a logo to show in the SSL VPN user screens but it does not display
properly, check that the logo graphic is in GIF, JPG, or PNG format. The graphic
should use a resolution of 103 x 29 pixels fo avoid distortion when displayed. The
ZyWALL/USG automatically resizes a graphic of a different resolution to 103 x 29
pixels. The file size must be 100 kilobytes or less. Transparent background is

recommended.

If users can log into the SSL VPN but cannot see some of the resource links check

the SSL application object’s configuration.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

Changing the HTTP/HTTPS configuration disconnects SSL VPN network extension

sessions. Users need to re-connect if this happens.
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How To Configure SSL VPN for Remote Access Mobile
Devices

This is an example of using the ZyWALL/USG SSL VPN for remote access mobile
devices to securely connect to the File Sharing Server behind the ZyWALL/USG.

ZyWALL/USG SSL VPN for Secure External Access to Network Resources

File_Share_Sales
{IP 192.168.1.2

El-
M=

SSL VPN Remote Access
i Public IP Dynamic

File_Share Marketing
: 1P 192.168.1.3
: |

g =
] =

File_Share_Technical _,__

(P 192.168.1.4 B |

VPN Tunnel VPN Tunnel

| i -
-l ZyWALL USG
WAN IP 172.124.163.150

: File_Share_Financial LAN IP 192168.1.1

i P 192.168.1.5

H_I=S—

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG1900 (Firmware Version: ZLD 4.25).
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Set Up the SSL VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Access Privilege o
add an Access Policy. Configure a Name for you to identify the SSL VPN

configuration.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >

Configuration

Configuration

[ Enable Policy

MName: |SSL_‘v"F’\J_‘ |
Zone: [ssL_ven -] @
Description: New Create [Optional)

Go to Create new Object > User to add User Name (SSL_VPN_1_Users in this

example) and Password (4-24 characters, zyx168 in this example), click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > User
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&) Add Access Policy

[@ Create new Object ‘l"l

User

Application

Address ¥
Marne:
lone:

Description:

SSL_WPN_]
S5L_VPN A ]

MNew Creafe

[Optional)

€ Add A User

Uzer Configuration
User Name :
User Type:
Password:
Retype:

Description:

SSL_WPRN_T _Users
user

Local User

Go to Create new Object > Application fo add servers that you will allow

SSL_VPN_1_Users to access. Click OK.
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CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Application

D Add s5L Application ) Add SSL Application
15 Create new Object¥ ] Create new Object ¥
Object Object
Type: File Sharing e Type: File Sharing v
File Sharing File Sharing
Name: File_Shore_Scles Name; File_Share_Marketing
Shared Path: A\N192.148.1.2NSales Shared Path: A\NT92.168.1.3\Marketing
ok ] Cancel | |_ox | cancel |
&) Add 55L Application D Add s5L Application
18 Create new Object ¥ 3 Create new Object¥
Object Object
Type: File Sharing .3 Type: File Sharing A
File Sharing File Sharing
Name: File_Share_Technical Name: File_Share_Financial
Shared Path: A\N192.168.1. M\ Technical ‘ Shared Path: MW 192.168.1.5%Financial
|__ox ]| cancel | ok ] cancel |
Then, move the just created address object to Selected User/Group Objects.
Similarly, in SSL Application List (Optional) move the servers you want available to
SSL users to Selected Application Objects.
CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >
User/Group & SSL Application
&) Add s5L Application IE) Add S5L Application
W8 Creafe new Object¥ 8 Create new Object¥
Object Qbject
Type: Flile Sharing e Type: File Sharing v
File Sharing File Sharing
Name: File_Share_Sales Name: File_Share_Marketing
Shared Path: NAI92.168.1.205ales Shared Path: A\ 192.168.1.3\Marketing
[_ox_J cancer] Lo
€ Add SSL Application & Add $5L Application
115 Crecte new Object ¥ 8 Create new Object¥
Object Object
Type: File Sharing v Type: File Sharing >
File Sharing File Sharing
Name: File_Share_Technical Name: File_Share_Financial
Shared Path: NAT92.168.1. 4N Technical ‘ Shared Path: W\ 192.168.1.5%Financial
[_ok__J| cancel | ok ] cancel |
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Test the SSL VPN Tunnel

Type the ZyWALL/USG’s WAN IP into the browser, then the login screen appears.
Enter User Name and Password to be the same as your ZyWALL/USG SSL VPN
Selected User/Group name and password (SSL_VPN_1_Users/zyx168 in this
example). Click SSL VPN.

& 172.124.163.150 @

The File Sharing server appears.

& 172.124.163.150
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Click the File Sharing folder you want to access, enter User Name/ Password of

your File Sharing server and click Login.

(#' File Sharing X

Enter User Name/Password and click to login.

User Name: | Financial_Admin |

Password:|o.oooooooooooo |

(max. 31 alphanumeric, printable characters and no spaces)

[ Login ][ Cancel ]

Now you can securely access the files.

& 172.124.163.150

File Sharing

File Sharing

Eie_Share_Financial

o New Folder

Typo «

]

& Upload W
Fil Name Size
Snarenolders
Cash_Fiow_Statsment
Batance_Sheet
Income_Statement
desktop i ]

Page () of1 Show 50 | ilems

Modified Date

2018-07-02 11:38:50
2015-10-29 17:15:19
2015-10-10 13:36:47
2015-10-29 17:16:28

2009-10-14 12:54.24
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What Could Go Wrong?

If you see [notice] or [alert] log message such as below, please check
ZyWALL/USG SSL Selected User/Group Objects seftings. Windows 10 users must use
the same Username and Password as configured in ZyWALL/USG to establish the

SSL VPN funnel.

notice SSLWPN Failed login attempt to SSLVPN from hifp/hitps [incomrect password or inexistent username) Account: SSL_VPN_1...

alert User Failed login attempt to Device from hitp/hitps (incorrect password or inexistent username) Account: SSL_VPN_L...

If you uploaded a logo to show in the SSL VPN user screens but it does not display
properly, check that the logo graphic is in GIF, JPG, or PNG format. The graphic
should use a resolution of 103 x 29 pixels to avoid distortion when displayed. The
ZyWALL/USG automatically resizes a graphic of a different resolution to 103 x 29
pixels. The file size must be 100 kilobytes or less. Transparent background is

recommended.

If users can log into the SSL VPN but cannot see some of the resource links check

the SSL application object’s configuration.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or noft.

Changing the HTTP/HTTPS configuration disconnects SSL VPN network extension

sessions. Users need to re-connect if this happens.
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How to Configure an SSL VPN Tunnel (with SecuExtender
version 4.0.0.1) on the Windows 10 Operating System

Set up the SSL VPN Tunnel with Windows 10

Please download SecuExtender version 4.0.0.1 from the download library of

LyXEL's official website.

ZyWALL Softwars ZYWALLIPSecVPNCIient37204611  Windows 7 3 o May 24, 2017 ee oe
IPSec VPN 3 2bit/ Windo

Client ws 7 64bit/

SecuExtender Softwars SecuExtander_MacOSX115 Mac 10X/ M o Mar 15, 2017 ee 99

o Jan 18, 2017 ee 99

Before you start installing the SecuExtender, it is required to install the *Visual
C++ 2015 Redistributable” package first. Click Next, select | agree to the license
terms and conditions, and click Install to complete the Visual C++ 2015
Redistributable installation. After that, the setup wizard appears. Please note
that the users need to reboot their systems after the SecuExtender installation is

completed.
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Name Version Action
Visual C++ 2015 Redistributable x86 Required: any. Found: nothing. Install

Download Folder: | C:\Jsers\admin\Downloads\SecuExtender_SecuExtender_Win Browse...

Press the Next button to install the prerequisites.

< Badk Finish Cancel

u ZyWALL SecuExtender Setup #

B Microsoft Visual C++ 2015 Redistributable (x36) - 14#.230..  — x

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL STUDIO 2015 ADD-ONs, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE

| agree to the license terms and conditions

Install Close

< Back Next > Finish Cancel

WALL SecuBxtender Setup

ﬂ Microsoft Visual C++ 2015 Redistributable (x86) -

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

Setup Successful

< Back Mext = Finish Cancel

www.zyxel.com
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< Back Next > Cancel

Create shortruts for ZyWALL SecuFxtender in the following locations:

Desktop

Start Menu Programs folder

Advanced Installer

To install in this folder, dick Mext™. To install to a different folder, enter it below or didk
rowse”,

Folder:
IC:\Program Files (x88)\ZyXEL\ZyWALL SecuExtender), Browse...

Advanced Installer

www.zyxel.com
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Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Advanced Installer

< Back Install Cancel

You must restart your system for the configuration
changes made to ZyWALL SecuExtender to take effect.
Click "Yes™ to restart now or ™No"if you plan to manually
restart later.

Yes ] Mo
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Double-click the shortcut icon on your desktop. It is the same as the SSL VPN
standalone sofftware on MAC OS X. Enter the server’s IP or domain name, user name,
and password to connect to the server. The example below shows that the client IP is

7.7.7.1 and you can also check the fraffic statistic in the Status screen.

| ZyXEL Login taty About ogin  Status  About

O Status
Connected Time: 17s

10.251.30.61 = Status: Connected

Client IP: 7171

Server IP: 10.251.30.61

DNS: 192.168.200.1

e —— | WINS: n/a

Route/s: 192.168.203.0/24
[ Remember username

O Network Traffic Statistics

Transmitte: 14.11 K Bytes 176 Pkts
Received 15.76 K Bytes 47 Pkts

You can verify the connection status from the computer’s taskbar icon.

G MON © M

When connected, the icon is blue.

@ & @ Ty m

When disconnected, the icon is red.

You can also use the USG monitor screen to check the login list of the users.

Current User List

&
# | UserlD Reauth/Lease Time | Type IP Address MAC User Info
1 SSL_usert 23:59:17/23:59:47 SSLVPN 10.25130.56/7.7.71 3C:97:0E:30:0E:B8  user(SSL_user1)

What Can Go Wrong?

1 If you see a [notice] or [alert] log message such as shown below, please check
the ZyWALL/USG SSL's Selected User/Group Objects settings. Windows 10 users
must use the same Username and Password as configured in the ZyWALL/USG to

establish the SSL VPN tunnel.
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Priority Category Message Mote
notice SSLVPN Failed login attempt to SSLYPM from hitp/hitps (incorrect password or inexistent username)  Account: SSL_VPN_1_Users
alert User Failed login attempt to Device from hitp/hitps (incorrect password or inexistent username) Account: 3SL_VPMN_1_Users
2 |If you have uploaded a logo to show on the SSL VPN user screens but it does not

display properly, check if the logo graphic is in GIF, JPG, or PNG format. The
graphic should use a resolution of 103 x 29 pixels to avoid distortion when
displayed. The ZyWALL/USG automatically resizes a graphic of a different
resolution to 103 x 29 pixels. The file size must be 100 kilobytes or less. Transparent

background is recommended.

If users can log info the SSL VPN but cannot see some of the resource links, check

the SSL application object’s configurations.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

If you have changed the HTTP/HTTPS configuration, the SSL VPN network

extension sessions will be disconnected. The sessions need to be reconnected if

this happens.
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How to redirect multiple LAN interface traffic to the VPN tunnel

This example shows how fo use the VPN Setup Wizard to create a site-to-site VPN
with multiple LAN access to the VPN funnel. The example instructs how to
configure the VPN tunnel between each site and redirect multiple LAN interface

traffic fo the VPN tunnel. When the VPN funnel is configured, multiple LAN

subnets can be accessed securely.

i Local Network_LAN1
iNetwork 192.168.1.0 i
i Netmask 255.255.255.0 :

Local Network

{ Network 192.168.10.0

i Netmask 255.255.255.0 ;
éLocai Network_LAN2 f : ——— —[
: | : V) 2 .
iNetwork 192.168.20 i ey
: Netmask 255.255.255.0 ! VPN Tunnel VPN Tunnel
: ZyWALL USG_HQ ZyWALL USG_Branch

J WAN  IP 172.101.30.68 WAN IP 172.100.30.54

1 } T LANT 1P 192.168.1.1 LAN IP 192.168.10.1

LAN2 |P 192.168.2.1

LyWALL Site-to-site IPSec VPN with multiple LAN access

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network

(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Seftings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 2 3

Welcome

® VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for LZTP VPN Settings
- VPN Settings
- General Setfings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are avtomatically configured/generated
ii. Policy Route iz automatically configured/generated

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1 d

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Exprass

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You may use 1-
31 alphanumeric characters. This value is case-sensitive. Select the rule to be Site-to-site. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 3
2

Express Seftings

IKE Verzion

[KEv]
O IKEv2

Scenario

Rule Mame: |WIE_VF’N_HG

Site-to-site

@ Site-to-site with Dynamic Peer

@ Remote Access (Server Role)

@ Remote Access (Client Role]

Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the

example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard

Wizard Type » VPN Setfingz >
1
2

Express Settings
Configuration
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask]:
Remote Policy (IP/Mask):

Wizard Completed
3

[10.214.30.77 | 1PorraDyy
lzyen oz |
[192.168.1.0 |  4255.255.255.0

|192.1858.10.0 | 4255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type > VPN Seffings
1
2

Express Setftings
Summary
Rule Name:
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask]:

Remote Policy (IP/Mask]:

» Wizard Completed
3

WIZ_VPN_HQ

10.214.30.77

Zyxel123

162.168.1.0/ 255.255.255.0
162.168.10.0 / 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard

Completed
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VPN Setup Wizard

Express Seftings

Summary

Rule Name:

Secure Gateway:
Pre-Shared Key:

Local Policy [IF/Mask]:

Remote Policy (IP/Mask):

Wizard Type * VPN Settings * Wizard Completed
2

3

Congratulations. The VPN Access wizard is complsted

WIZ_VPN_HQ
10.214.30.77

zyxel123

102.168.1.0/ 255.255.255.0

192.168.10.0 f 265255 255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show

Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

LyWALL/USG does not require to check the identity content of the remote IPSec

router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Avthentication

® Pre-shared Key

[ unmasked

O Cerlificate
© User Based PSK

[+] advence
Local ID Type: IPvd
Content: 0.0.0.0
Peer D Type: Any

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate

Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type > VPN Seffings * Wizard Completed
1 2 3

Welcome

® VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2ZTP VPM Settings
- VPN Settings
- General Settings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are auvtomatically configured/generated
ii. Policy Route is autoematically configured/generated

www.zyxel.com

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed

- 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Exprass

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type > VPN Seltings > Wizard Completed
1 3
2

Express Settings
IKE Version

[KEv]
© IKEv2

Scenario

Fule Name: WIZ_VPMN_Branch

Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)

O Remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the

example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected o the

ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type + VPN 3eftings » Wizard Completed
1 Gh
2

Express Settings

Configuration

Secure Gateway: [10.214.30.108 | 1P orraDn)
Pre-Shared Key: Izyer‘IQS |

Local Policy {IP/Mask): |'|‘?2-168-10.0 | 4255.255.255.0

Remote Policy [IP/Mask]:  [192.168.1.0

| ]255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed

1 2 3
Express Settings
Summary
Fule Name: WIZ_VPN_Branch
Secure Gateway: 10.214.30.106
Pre-Shared Key: zyxel123
Local Policy (IP/Mask): 192.165.10.0/ 255255 2550

Remate Policy (IP/Mask):  192.168.1.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
2

. = 3

Express Seftings
Congratulations. The VPN Access wizard is completed
summary

Rule Mame: WIZ_VPN_Branch

Secure Gaoteway: 10.214.30.106

Pre-Shared Key: zZyxel23

Local Policy {IP/Mask): 162.165.10.0 / 255,255 255.0

Remote Policy [IP/Mask);  192.165.1.0/ 255 255 2550

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Avuthentication

® Pre-SharedKey 0 |seesesse

O unmasked

O Certificate My Certificates
© User Based PSK o
[«] Advance
Local ID Type: IPva w7
Content: 0.0.0.0
Faer D Type: Any —

Set up the Policy Route (ZyWALL/USG_HQ)

Go to ZyWALL/USG_HQ CONFIGURATION > Network > Routing > Add. Set Source
Address to be the subnet (192.168.2.0/24 in this example) allows joining the VPN
tunnel. Set Destination Address to be the remote LAN subnet (192.168.10.0/24 in

this example).
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CONFIGURATION > Network > Routing > Add
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) Add Policy Route

Configuration

Source Address:

Destination Address:

Show Advanced Setfings 3 Creatfe new Object¥

Enable

Description:
Criteria

User: any v
Incoming: any (Excluding ZyV |

[LANZ_SUBNET ~ |
[wiz_ven_HG_REM ~|

DSCP Code: any >

Schedule: none v

service: any ¥
Next-Hep

Type: |VPN Tunnel V|

VPN Tunnel: [wiz_venN_HG ~|

[Cptional)

Set up the Policy Route (ZyWALL/USG_Branch)

Go to ZyWALL/USG_Branch CONFIGURATION > Network > Routing > Add, create

Address to be the remote LAN subnet (192.168.2.0/24 in this example) allows

joining the VPN funnel.

CONFIGURATION > Object > Address > Add
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@ Add Address Rule
Mame: |HQ_LAN2_5ubne’r |
Address Type: |5UENE[ V|
Network: [192.168.2.0 |
Netmask: [255.255.255.0 |
ok ] cancel |

Go to ZyWALL/USG_Branch CONFIGURATION > Network > Routing > Add. Sef
Source Address to be the local subnet (192.168.10.0/24 in this example). Set
Destination Address to be the remote LAN subnet (192.168.2.0/24 in this example)

allows joining the VPN tunnel.

CONFIGURATION > Network > Routing > Add

€9 Add Policy Route
Show Advanced Setfings f Creatfe new Object'¥

Configuration

FlEnable

Description: [Optional)

Criteria
User: any 7
Incoming: any (Excluding IyV v
Source Address: |LAN1_SUBNEF V|
Destination Addrass: |HQ_LAN2_SUbnef Vl
DSCP Code: any 7
Scheduls: none 7
Service: any b
Next-Hop
Type: |\.-’F'N Tunnel v|
VPN Tunnel: [wiz_ven_Branch [+]
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Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

Adld

1 |9@& WIZ_VPN_HQ WIL_VPN_HQ a /a

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.
MONITOR > VPN Monitor > IPSec

1 S162L44290  WPNI0OO WIZ_WPN_... 92.168.1.0/24=... 10.214.30.... P:10.214.3... 1240 72180 31[1674b... 31{1880b...

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:sDocuments and Settings“ZydaEL>ping 192 _.168.180.33
Pinging 192.168.18.33 with 32 hytesz of data:

Reply from 192.168.18.33: bytes=32 time=18ms

Reply from 192.168.18.33: bytes=32 time=17ms
Reply from 192.168.18.33: bytes=32 time=17ms

Reply From 192_168.18.33: hytes=32 time=16ms

Ping statistics for 172.168.10.33:

Packets: Sent = 4. Received = 4, Lost = 8 {(8x loss>,
Approximate round trip times in milli-zeconds:

Minimum = 16ms.Maximum = 18ms,. Average = 17n=

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
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C:xDocuments and Settings “ZylEL>ping 192_.168_1._.33

Pinging 1972.168.1.33 with 32 bytes of data:c

Reply from 1972.168.1.33: bytes=32 time=27msz
Reply from 192.168.1.33: bytes=32 time=3Zmsz
Reply from 192.168.1.33: bytes=32 time=26ms
Reply from 192.168.1.33: butes=32 time=27m=s

Ping statistics for 192.168.1.33:

Packet=z: fSent = 4, Received = 4, Lozt = B (Bx loss),
Approximate round trip times in milli-—seconds:

Minimum = 26mz, Maximum = 32ms,. Average = 28ms

PC at Branch Office > Window 7 > cmd > ping 192.168.2.33

C:“Documents and Settings“ZyaEL>ping 192_.168.2.33
Pinging 122.168.2.33 with 32 bytes of data:

from 192_.168.2 .33 bytes=32 time=27ms
from 192_168.2.33: bytes=32 time=27ms
from 192_168.2.33: bytes=32 time=26ms
from 192_168.2.33: bytes=32 time=32ms

Ping statistics for 192.168_.2_33:
Packets: Sent = 4, Received = 4, Lost = 8 {Bx loss),.

Approximate round trip times in milli-seconds:
Hinimum = 26ms,. Haximum = 3Z2ms. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Seftings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log
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info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
info IKE Recwv:[NOTIFY:NC_PROPOSAL_CHOSEN] [KE_LOG
info IKE [SA] : Tunnel [HQ1] Phase 1 proposal mismatch IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Recwi[HASH][NOTIFY:NO_PROPOSAL_CHQOSEN] IKE_LOG
info IKE Send:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Send: [HASH][NOTIFY:NO_FPROFPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [5A] : Tunnel [BO1] Phase 2 proposal mismatch IKE_LOG
info IKE Recw:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE 5A process done IKE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT fraversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT fraversal enabled.
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How to Create VTl and Configure VPN Failover with VTI

This example illustrates how to create a VTl object and configure a policy route with
the VTI. Furthermore, it applies the VTl fo the WAN trunk to achieve VPN load

balancing.
1040400026 TIUNK___10.10.10.2024
o [ﬂ VPN #1 ,‘-"”J
want| 1 £ C wan
e =E Internet | —
? wanz| , b A
SIVPN #2 — o |
HQ_LAN1 \LZ] iM BO_LAN1
192.168.1.1/24 10.10.11.102¢ ¢ 10.10.11.20/24 192.168.11.1/24

VPN Load Balance with VTI

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG110 (Firmware Version: ZLD 4.25).

VTl Deployment Flow

1 Configure the VPN gateways.
2 Configure a VPN tunnel for each VPN gateway with the application

scenario VPN Tunnel Interface.

3 Create a VTl for each VPN tunnel.
4 Create a trunk with the VTIs.

5 Configure a policy route.

6 Connect the VPN tunnels.
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Set Up the ZyWALL/USG VTI of Corporate Network (HQ)

www.zyxel.com

1 In the ZyWALL/USG, go to CONFIGURATION > VPN > [IPSec VPN > VPN

Gateway > Add to create the VPN gateway HQ1 with wanl.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
[FEnable
VPN Gateway Name: HQl

IKE Version
@ |kev)
© Kevz2

Gateway Settings

My Address
@ |nterface wanl e DHCP client -- 10.214,30.106/255.255.2!

© Domain Name / IPv4

Peer Gateway Address

@ static o Primary | 10.214.30.77
Address Secondary|0.0.0.0

[CIFall back to Primary Peer Gateway when possible

Fall Back Check 300 [40-85400 seconds)
Interval:

O Dynamic Address @

Authentication

@ Pre-Shared Key | """" |

2 In the same screen, create the VPN gateway HQ2 with wan2.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
Enable
VPN Gateway Name: HG2
IKE Version
@ |KEV]
O IKEv2

Gateway Settings

My Address
® |nterface wan2 Vl DHCP dient -- 10.214,30.107/255.255.2!

© Domain Name / IPv4

Peer Gateway Address
@ Static o Primary | 10.214.30.84
Address Secondary 0.0.0.0

[C] Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [60-86400 seconds)
Interval:

O Dynamic Address @

Authentication

@ Pre-Shared Key | """"
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3 Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add and

configure a VPN tunnel for the VPN gateway HQ1. Select VPN Tunnel Interface as the

application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings
E Encble

Connection Name: HQ1
[] Advence

VPN Gateway

Application Scenario
O Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Servar Role)

O Remote Access (Client Role)

@ vpn Tunnel Interface |

VPN Gateway: |HQ] >|  wanl 10.214.30.77, 0.0.0.0

Phaze 2 Setting
SA Life Time: 86400 [180 - 3000000 Seconds]

4 In the same screen, create a VPN tunnel for the VPN gateway HQ2.

Select VPN tunnel Interface as the application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings
EEncole

Connection Name: HGQ2
[] Advence

VPN Gateway

Application Scenaric
O site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)

© remote Access (Client Role)

©@ vpn Tunnel Interface |

VPN Gateway: |HQQ >| wan2 10.214.30.84, 0.0.0.0

Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
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5 Go to CONFIGURATION > Network > Interface > VTl > Add to create a VTI

for the VPN tunnel HQ1. Enable the connectivity check. Enter the IP address of vtil,

which is configured on USG2.

CONFIGURATION > Network > Interface > VTl > Add

General Seftings

& Encble

Interface Properties
Interface Name:
lone:

vpn-rule:

IP Address Aszzignment
IF Address:
Subnet Mask:

Metric:

vh1
IPSec_VPN v @
[Ha ] o

[10.10.00.10 |

[255.255.255.0 |
0 [0-13]

CONFIGURATION > Network > Interface > VTI > vii1 > Connectivity Check

Connectivity Check

[ Enable Connectivity Check

Check Method: icmp v

Check Perod: 30 [5-600 seconds)

Check Timeout: 5 {1-10 seconds)

Check Fail Tolerance: 5 (1-10}

Check this address: 10.10.10.20 |
6 In the same screen, create a VTl for the VPN funnel HQ2.

CONFIGURATION > Network > Interface > VTl > Add

General Settings

& Enable
Interface Properties

Interface Name: wii2

Ione: IPSec_WPMN v 9
vpn-rule: |HQZ V| 0
IP Address Assignment

IP Address:
Subnet Mask:

Metric: 0 [0-15]
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CONFIGURATION > Network > Interface > VTI > vii2 > Connectivity Check

Connectivity Check
Enable Connectivity Check
Check Method: icmg |
Check Period: 30 [5-600 seconds]
Check Timeout: 5 [1-10 seconds)
Check Fail Tolerance: 5] [1-10)
Check this addrass: 10.10.11.20
7 Go to CONFIGURATION > Network > Interface > Trunk > User

Configuration > Add to create a new trunk. Add vti1 and vti2 to the new frunk.

CONFIGURATION > Network > Interface > Trunk > User Configuration > Add

Name: [HG_wi_trunk |
Load Balancing Algorithm: Least Load First e
Load Balancing Index(es): Outbound w7

@ Add H Edit W Remove &M Move

1 wiil 'Acﬁve 1048576 kbps
2 [wio " Active " 1048576 kiops
Fage of 0 Show (80 || items Mo data to display
8 Go to CONFIGURATION > Network > Routing > Policy Route > Add to

configure a policy route.

Source Address: LANT_SUBNET (192.168.1.0/24)
Destination Address: BO_subnet (192.168.11.0/24)
Next-Hop: HQ_vti_trunk

SNAT: none

CONFIGURATION > Network > Routing > Policy Route > Add
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Configuration
Encble
Description: [Optional)
Criteria
User: any >
Incoming: any (Excluding ZyV | v
Source Address: |LAN1_SUBNEF Vl
Destination Address: IBO_subnef V|
DSCP Code: any >
Schedule: none v
Service: any hd
Next-Hop
Type: |Trun|-c "l
Trunk: |HQ_v+i_irunk Vl
DSCP Marking
DSCP Marking: preserve ¥
Address Translation
Source Metwork Address Translation: nons N
9 Connect the VPN funnels when the VTIs are ready. Go to

CONFIGURATION > VPN > IPSec VPN > VPN Connection to connect the VPN tunnels.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Connect

VPN Cecnnection VPN Gateway Concentrator Configuration Provisioning

= Configuration Download
Global Sehing =l Walkihrough $ Troubleshoating ﬁ VPN Client a VPN
[ Use Policy Route to control dynamic IPSec rules

[Tignore "Don't Fragment” setting in IPv4 header i}

IPv4 Configuration

1 9@ H@1 HQ1 any/any
2 9@ HG2 HGQ2 any/any
Page |1 of 1 Show (80 || items Displaying 1 -2 of 2
10 Go to CONFIGURATION > Network > Interface > VTI. You will see that the

status of the VTl is up when the corresponding VPN tunnel is established.

CONFIGURATION > Network > Interface > VTI
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Port Role Ethernet PPP Cellular Tunnel VLAN Bridge
Configuration
QAdd & | |
1 9@ whil 10.10.10.10/24 HQ1
2 @% wii2 10.10.11.10/24 H@2
Page |1 of 1 Show |80 |»|items Displaying 1-2of 2

Set Up the ZyWALL/USG VTI of Corporate Network (Branch)

1 In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > VPN
Gateway > Add to create the VPN gateway BO1 with wanl.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
Encxb\e

VPN Gateway Nome:

IKE Version
@ JKEV]

@ IKEv2

Gateway Settings

My Address
@ |nterface wan | ~ DHCP client -- 10.214,30.77/255.255.25!

© Domain Name / IPv4

Peer Gateway Address

@ static o Primary  [10.214.30.106
Adldress Secondary0.0.0.0
[ Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

[40-86400 seconds)

Avuthentication

@ pre-shared Key | -------- I

2 In the same screen, create the VPN gateway BO2 with wan2.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add
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General Seftings
Aencole
VPN Gateway Name:
IKE Version
@ |KEv]
O IKEv2
Gateway Settings
My Address
@ |mterface [wan2 ~|  DHCP dlient - 10.214.30.84/255.255,25!
© Domain Name / IPv4
Peer Gateway Address
@ static Primary  [10.214.30.107
Address Secondary|0.0.0.0
[CIFall back to Primary Peer Gateway when possible
Fall Back Check 300 [60-84400 s=conds]
Interval:
O Dynamic Address @
Avuthentication
@ Pre-shared Key |"'"'" I
3 Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add and

configure a VPN ftunnel for the VPN gateway BO1. Select VPN Tunnel Interface as the

application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings

EFEnable

Connection Name: BO1
¥ Advance

VPN Gateway

Application Scenaric
© site-to-site
© site-to-site with Dynamic Peer
© Remote Access (Server Role)

© Remote Access (Client Role)

@ vpn Tunnel Interface |

VPN Gateway: BO1 hd wanl 10.214.30.106, 0.0.0.0

Phaze 2 Setfting

SA Life Time: 56400 {180 - 30000030 Seconds)
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4 In the same screen, create a VPN tunnel for the VPN gateway BO2.

Select VPN tunnel Interface as the application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings

F Enable

Connection Name: BO2
Advance

VPN Gateway

Application Scenario
O Site-to-site
D Site-to-site with Dynamic Peer
O Remote Access (Server Role)

© Remote Access [Client Role)

© vpn Tunnel Interface |

WPN Gateway: |E‘302 w7 wan2 10.214.30.107, 0.0.0.0
Phaze 2 Setting
SA Life Time: 848400 (1580 - 3000000 S=conds)
5 Go to CONFIGURATION > Network > Interface > VTl > Add to create a VTI

for the VPN tunnel BO1. Be aware that the IP address of this VIl must be in the same

subnet as viil on USG1.

In this example, the IP address and subnet mask of vtil on USG1 is 10.10.10.10 and

255.255.255.0 respectively. The IP address of viil on USG2 must be in the subnet of

10.10.10.0/24. Enable the connectivity check. Enter the IP address of viil, which is

configured on USG1.

CONFIGURATION > Network > Interface > VTl > Add
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General Settings

Enc:ble

Interface Properties

Interface Name:
lone:

vpn-rule:

IP Addresz Azzignment

IP Address:

Subnet Mask:

Metric:

[ i1 |

IPSec_VPN v
(8O ~ |
l10.10.10.20 |
|255.255.255.0 |
0

[0-15)

www.zyxel.com

CONFIGURATION > Network > Interface > VTI > vii1 > Connectivity Check

Connectivity Check

[FlErable Connectivity Check
Check Method: icmg ¥
Check Pericd: 30 [5-400 seconds)
Check Timeout: 5 {1-10 seconds)
Check Fail Tolerance: 3 (1-10)
Check this addrass: 10.10.10.10

6 In the same screen, create a VTl for the VPN tunnel BO2. Be aware that

the IP address of this VTI must be in the same subnet as vti2 on USG1. In this example,

the IP address and subnet mask of vti2 on USG1 is 10.10.11.10 and 255.255.255.0

respectively. The IP address of vti2 on USG2 must be in the subnet of 10.10.11.0/24.

Enable the connectivity check. Enter the IP address of vii2, which is configured on

USG1.

CONFIGURATION > Network > Interface > VTl > Add

406/810



ZYXEL ——

General Settings

Encble

Interface Properties

Interiace Name: |Vﬁ2 |
lone: |PSEC_\#’PN R o
vpn-rule: [e02 x| ©

IP Address Azzignment

IP Address: [10.70.11.20 |
Subnet Mask: [255.255.255.0 |
Metric: 0 [0-15)

CONFIGURATION > Network > Interface > VTI > viti1 > Connectivity Check

Connectivity Check
[ Enable Connectivity Check
Check Method: icmp |
Check Perod: 30 [5-600 seconds)
Check Timecut: 5 [1-10 seconds)
Check Fil Tolerance: 5 (1-10}
Check this address: [10.10.11.10 |
7 Go to CONFIGURATION > Network > Interface > Trunk > User

Configuration > Add to create a new trunk. Add viti1l and vti2 to the new frunk.

CONFIGURATION > Network > Interface > Trunk > User Configuration > Add

Mame: |BO_Vii_1runk |
Load Belancing Algorithm: Least Load First A
Load Balancing Index|es): Qutbound g

@ Add B Edit @ Remove oM Move

1 [ [ Aciive 1048576 kiops
2 |wvti2 Active " 1048575 kbps
Fage of 0 Show (30 |»|items MNo data to display
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8 Go to CONFIGURATION > Network > Routing > Policy Route > Add to

configure a policy route.

Source Address: LANT_SUBNET (192.168.11.0/24)
Destination Address: HQ_subnet (192.168.1.0/24)
Next-Hop: BO_vti_trunk

SNAT: none

CONFIGURATION > Network > Routing > Policy Route > Add

Configuration
[ Enable
Description: [Optional)
Criteria
Uszer: any v
Incoming: any (Excluding IyV| v
Source Address: |LAN 1_SUBMET V|
Destination Address: |HQ_3UbneT V|
DSCP Code: any v
Schedule: none b
Service: any v
Next-Hop
Type: |Trun|-< Vl
Trunk: | BO_wii_trunk ¥ |
DSCP Marking
DSCP Marking: preserve v
Addreszz Tranzlation
Source Nehwork Address Translation: |none Vl
9 Connect the VPN tunnels when the VTIs are ready. Go to

CONFIGURATION > VPN > IPSec VPN > VPN Connection to connect the VPN ftunnels.
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CONFIGURATION > VPN > IPSec VPN > VPN Connection > Connect

Configuration
M Enable
Description: [Optional)
Criteria
User: any b
Incoming: any [Excluding ZyV| ¥
Source Address: |LAN 1_SUBMNET V|
Destination Address: |HQ_subnef V|
DSCP Code: any v
schedule: nons v
Service: any ¥
Next-Hop
Type: |Trun|-< v|
Trunk: | BO_wii_trunk e |
DSCP Marking
DSCP Marking: preserve ¥
Address Translation
Source Nehwork Address Translation: |none Vl
10 Go to CONFIGURATION > Network > Interface > VTI. You will see that the

status of the VTl is up when the corresponding VPN funnel is established.

CONFIGURATION > Network > Interface > VTI

Port Role Ethernet PPP Cellular Tunnel VLAN Bridge VI Trunk
Configuration
©Add o
1 e wiil 10.10.10.20/24 BO1
2 9@ wii2 10.10.11.20/24 BO2
Page (1 of 1 Show |80 |»| items Displaying 1-2 of 2

Test the IPSec VPN Tunnel

1 To test whether or not a tunnel is working, ping from a PC in LANT of USGI1

to a PC in LAN1 of USG2 and vice versa.

PC of USG1 (192.168.1.34) > Window 7 > cmd > ping 192.168.11.33
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C:slUzers>ping 122.168.11.33 -t

S

Ping 192.168.11.33 (fiEH 32 i
2 11.33:
11.33:
.168.11.33:
.168.11.33:
.168.11.33:
.168.11.33:
.168.11.33:
.168.11.33:

192,

122,

122
122
122
122
192
192

168.
168.

C:sllzers>ping 172.168.1._.34

Ping 192.168.1.34 <1$EEJ 32 {i

192.
192
192
192
192
192
192
192

Eifi =]
Eifi =]
Eifi =]
Bl =]
Bl =]
Bl =]
EEE
EEE

168.1.34:

-168.1.34:
-168.1.34:
-168.1.34:
-168.1_34:
-168.1_34:
-168.1_34:
-168.1_34:

H# Féﬁ=1 ms
H# Féﬁ=1 ms
HFR=1ms
HFR=1ms
HFE=1ms
HFE=1ms
HFE=1ms
HFR=1ms

H%Fﬁ ims
HFR=1ms
HFRI=1ms
HFRI=1ms
HFRI=1ms
HER=1ms
H¥ER=1ms

TTL=125%
ITL=124
TTL=125
TTL=124
TTL=125
TTL=124
TTL=12%
TTL=124

ITL=
ITL=
ITL=
ITL=
ITL=
TTL=125%
TTL=124
TTL=125%

124
125
124
125
124

2 To test whether or not VPN failover is working, unplug wan1 of USG1. Then

ping from a PC in LAN1 of USG1 to a PC in LANT of USG2 and vice versa.

Check the VPN status of the USG1 in the MONITOR > VPN Monitor > IPSec screen.

1 §162L44290

PC of USG1 (192.168.1.34) > Window 7 > cmd > ping 192.168.11.33

VPN10D HQ2

0.0.0.0/1<>0.0....

C:sUsers>ping 192.168.11.33 —t

Ping 192.168.11.33 ([ﬁﬁﬂ 3
FRE

0.214.30.107

TTL=125%
ITL=124
TTL=125%

TTL=124
TTL=125%
TTL=124
TTL=125
TTL=124

P:10.214.30.84 562

72878

205(11070...

285(17100...
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Check the VPN status of the USG2 in the MONITOR > VPN Monitor > IPSec screen.

T 5162044220 WPNI0O HQZ 0.0.0.0/1<=0.0....  10.214,30.107 P:10.214.30.84 562 72878 205(11070... 285(17100...

PC of USG2 (192.168.11.33) > Window 7 > cmd > ping 192.168.1.34

C:sUsersping 192 _168_1_34

Ping 192.168.1.34 ¢{FHH CEHRSE
TRE 192.168.1.34: {3 i =1ns TTL=124
.168.1.34: iFf]=1ms TTL=125
.168.1.34: FE=1ms TTL=124
.168.1.34: iFf]=1ms TTL=125
.168.1.34: {3 FR=1ms TTL=124
L168.1.34: {if7 iFR=1ms TTL=125
.168.1.34: IFf=1ms TTL=124
.168.1.34: {3 HF@=1ms TTL=125

ek ek e ek e e

What Can Go Wrong?

1 If you see below [info] or [error] log message, please check ZyWALL/USG
Phase 1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use
the same Pre-Shared Key, Encryption, Authentication method, DH key
group and ID Type to establish the IKE SA.

MONITOR > Log

info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
info IKE Recv:[NOTIFY:NO_PROPOSAL_CHOSEM] IKE_LOG
info IKE [SA] : Tunnel [HQ1] Phase 1 proposal mismatch IKE_LOG

2 |If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG
at the HQ and Branch sites must use the same Protocol, Encapsulation,

Encryption, Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

info IKE Recv:[HASH][NOTIFY:NO_PROPQOSAL_CHOSEN] IKE_LOG
info IKE Send:[HASH][SA] [NONCE][ID][ID] KE_LOG
info IKE Send:[HASH] [NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [5A] : Mo proposal chosen IKE_LOG
info IKE [8A] : Tunnel [BO1] Phase 2 proposal mismatch IKE_LOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] KE_LOG
info IKE Phase 1 IKE 5A process done IKE_LOG
3 Make sure the both ZyWALL/USG at the HQ and Branch sites security
policies allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP
protocol 51, and ESP uses IP protocol 50.
4 Default NAT traversal is enable on ZyWALL/USG, please make sure the
remote IPSec device must also have NAT traversal enabled.
5 Make sure the both ZyWALL/USG at the HQ and Branch sites use static IP
address because VPN Tunnel Interface does not support dynamic peer.
6 Make sure policy routes are configured to control traffic between the
subnet of HQ and Branch through VTI.
7 Make sure that the IP address of VI at the Branch must be in the same

subnet as vtil on HQ. For example, the IP address and subnet mask of
viil on HQis 10.10.10.10 and 255.255.255.0 respectively. The IP address of
vtil on the Branch must be in the subnet of 10.10.10.0/24; the IP address
and subnet mask of vti2 on HQis 10.10.11.10 and 255.255.255.0
respectively. The IP address of vti2 on the Branch must be in the subnet

of 10.10.10.0/24, and so on.
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How to configure the USG when using a Cloud Based SIP
system

This example shows how to configure USG when there is a Cloud Based SIP system. The
IP phones are more and more popular nowadays. USG supports the scenario as IP

phones located in LAN and connect to internet to register the SIP server.

USG SIp

IP | .

- D
IP STy AL S

IP

SIP Phone connects to SIP server via USG.

\Q’Nofe: All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example was

tested using USG210 (Firmware Version: ZLD 4.25).
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Set Up the SIP ALG

Go to CONFIGURATION > Network > ALG, and check “Enable SIP ALG". Also, check the

“Enable SIP Transformations” if the SIP content which is needed to be transform. Then

click “Apply".

CONFIGURATION > Network > ALG
ALG

SIP Settings

Enable SIP ALG
Enable SIF Transformations

SIF Media Inactivity Timeout : 120 [seconds)
SIP Signaling Inactivity Timeout : 1800 [seconds)
Restrict Peer to Peer Signaling Connection
Restrict Peer to Peer Media Connection @

SIP Signaling Port :

& Add & ]

1 5080

Direct-media and Direct-signalling are activated after ZLD 4.25. We can use the CLI to
show the status. When the two options are yes, it will change the original sip alg
behavior.

direct-siginalling will expect incoming calls from register only.

direct-media will expect media streams between signalling endpoints only.

Test result

Connect SIP phone to the USG, and check the register status. Register successfully.
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SIP Accounts

# Dizplay Name Ragistration Server Status Registration
1 2436 10,214.30.86 registered Enable

Check the SIP register status on PBX.

# . | Time Priority | Category Message
2 2017-07-07 04:20.... notice  PBXSIP Extension "24 36" registered successfully at 10.214.30.50:5061 with expire time 3276.
3 2017-07-07 04:20.... notice  PBXSIP Extension 2436 registered successfully with expire time 3276

What could go wrong?

SIP phone does not support fransform itself, but the “SIP Transformations” does not be

checked.
=
48 5.700826 10.251.30.94 10.251.30.58 SIP 523 Request: REGISTER sip:10.251.30.58
49 5.704336 10.251.30.58 10.251.30.94 SIP 559 status: 401 unauthorized (0 bindings)
50 5.737000 10.251.30.94 10.251.30.58 SIP 681 Request: REGISTER sip:10.251.30.58
51 5.742023 10.251.30. 58 10.251.30.94 SIP 586 Request: NOTIFY sip:2436@192.168.1.33:5060

| I

H Frame 51: 586 bytes on wire (4688 bits), 386 bytes captured (4688 bits)
¥ Ethernet II, src: ZyxelCom 33:cf:8e (cc:5d:4e:33:cf:8e), Dst: 5c:f4:ab:f8:fd:54 (5c:f4:ab:f8:fd:54)
¥ Internet Protocol Version 4, Src: 10.251.30.58 (10.251.30.58), Dst: 10.251.30.94 (10.251.30.94)
F User Datagram Protocol, Src Port: sip (5060), Dst Port: sip (5060)
Source port: sip (5060}
Destination port: sip (5060)
Length: 552
Checksum: 0x0571 [validation disabled]
F Session Initiation Protocol
© Request-Line: NOTIFY 5ip:2436@192.168.1.33:5060 SIP/2.0

El Message Header
via: S5IP/2.0/uUDP 10.251.30.58:5060; branch=z9hc4bk10f6cfa3;rport
Max-Forwards: 70
m Eroms "TER" sedinTEE@IN 251 2N SR8+ tan—ac7ohafNbha

SIP phone will contact with outside as not direct-signalling and direct media, but the

default setting on USG is on

How to block HTTPS websites by Domain Filter without
applying SSL Inspection

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service without SSL-Inspection. The filtering feature is based on more than 50
Managed Categories built in ZyWALL/USG such as pornography, gambling, hacking,

efc.

When user makes HTTPS request, the information contains a Server Name Indication
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(SNI) extension fields in server FQDN. Using the SNI fo query category from Commtouch

engine, then take action when it matches the block category in Content Filter profile.

ZyWALL/USG Domain Filter Example

cr— K]
Local Network l
Network 192.168.1.0 8 i
Netmask 255.255.255.0
ntent
=) D oA Filtering
] <0 *
:er:o: Network Inventory  File e — 4‘@
Desktop  Extend Server Sharing
@ Iy o
' ; : Office365 ORACLE'
Syglcm x’p‘; cn%‘ssmm S‘c"r‘\;’c"’ Unified Security Gateway \ l]

office ¢S
WAN 1P 172.124.163.150 WJLLO S J
LAN 1P 192.168.1.1

\‘I

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25)

Set Up the Content Filter on the ZyWALL/USG

Go to CONFIGURATION > U