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Overview of RSTP

Rapid Spanning Tree Protocol (RSTP) is identified by IEEE as 802.1.w. RSTP
enhances the drawbacks of the STP and provides rapid convergence of the STP by
assigning port roles and by calculating the active topology.

While STP can take 30 to 50 seconds to respond to a topology change, RSTP is
typically able to respond to changes within 3 x Hello times (default: 3 fimes 2
seconds) or within a few milliseconds of a physical link failure.

General Operation

The switch with the highest priority is selected as root and spanning-tree
algorithm uses this information as the source of the spanning-tree topology. Based
on the calculation, individual ports are assigned to one of the following port roles.

Port Roles

1. Root port — Represents the best path for the traffic foward the root switch.

2. Designated port — The lowest cost path when forwarding packets from the LAN
to the root switch. A designated switch port on one switch connects to a root
port on another switch. The fraffic flows from the root port to the designated
port, which is closer toward the root switch.

3. Alternate port - Provides a backup path for the present root port toward the
root switch. Alternate port exists on another switch.

4. Backup port - Provides a backup path for the designated port for the traffic
flowing from the root switch toward the LAN. The backup port exists on the
same switch as the active port. To have a backup port, ports must be
connected by a point-to-point link, or a switch must have multiple connections
to a shared LAN segment.

5. Disabled port — Has no role in the operation of the spanning-tree.
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Port Status

Discarding — No user data is sent over the port.

Learning — The port is not forwarding frames yet, but is populating its MAC-address
table.

Forwarding — The port is fully operational,

Additional Operation

1.

Detection of root switch failure is done in 3 hello times, which is 6 seconds if the
default hello times have not been changed.

Ports may be configured as edge ports if they are attached to a LAN that has
no other bridges attached. These edge ports transition directly to the
forwarding state. RSTP still continues to monitor the port for BPDUs in case a
bridge is connected. RSTP can also be configured to automatically detect
edge ports. As soon as the bridge detects a BPDU coming to an edge port, the
port becomes a non-edge port.

RSTP will respond to BPDUs sent from the direction of the root bridge. An RSTP
bridge will "propose" its spanning tree information to its designated ports. If
another RSTP bridge receives this information and determines this is the superior
root information, it sets all its other ports to discarding. The bridge may send an
"agreement" to the first bridge confirming its superior spanning free information.
Upon receiving the agreement, the bridge will know it can transit that port to
the forwarding state rapidly.
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Scenario

Root Bridge

G51900-8HP

Port 3
GE1920-48

Port 1 Port 2

We would like to setup RSTP for GS1900-8HP, GS1920-48, and XGS4600-32.

Here are the requirements:
GS1900-8HP > Rooft Bridge

Port 3: designated port
Port 4: designated port
GS1920-48 > Port 1: designated port
Port 3: root port
XGS4600-32 > Port 2: blocked port in this topology

Port 4: root port
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Web GUI configuration

Step 1. Enable RSTP on GS1900-8HP.
ZY Y. EL GS1900-8HP

Global @ Global STP Port CIST CIST Port MST  MST Port
| State m O Discble |
Configurafion | BPDU Forward Flooding ' Filtering |
Maintenance | PathCest Method (@) Oshort @ long |
| Version BITP - |
Syslem | Configuration Name RSTP_LAB {Meox.32 character] |
Port | Configuration Revision 0 {0 - 65535) |
VLAN
+~MAC Table =
+ link Aggregation @m

+ Loop Guard
+ Miror

+Time Range Group
9 Multicast

+Spanning Tree

+ LLDP

Step 2. Enable port 3 and port 4 STP status.
ZY X EL Gs1900-8HP

(1)

Global |STP Port | CIST CIST Port MST MST Port

L Port State External Cost  Edge Porlt BPDU Filter
= O 1 Enable 4} Yes No Yes
Sg R 9 ] 2 Enable 4} Yez Mo fes
v . 3 Enable 0 Yes Mo Yes
4 Enable 4} Yes No Yes
O 5 Enable 0 Ves No Yes
Fo O 4 Enable 0 Yes Mo Yes
O 7 Enable 4} Yes No Yes
o8 O 3 Disable 0 Ves No Yes
bbb O LAG! Enable 0 Yes No Yes
e [0 LAG2 Enabls 0 Yes No Yes
= 00 LAGZ Enabls 0 Yes No Yes
o [J LAGL Enable 0 Ves No Yes
o . [0 LAGS Enable 4} Yes No Yes
OF [0 LAGS Enable 0 Ves No Yes
Qo [ LAG7 Enable 0 Yes Mo Yes
[0 LAGB Enable 4} Yes No Yes
A
anag
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ZY Y EL GSs1900-8HP

Menu
Geffing Started [ SPPPoi | Global STPPort CIST CISTPort MST MSI Port
Meonitor Part List 34
External Path Cost{0 = Aut =~
Configurafion xtemal Pa ost| uto) '0 o] |
Maintenance State Enable | O Disable
Edge Port ®vas Do
Sysiem BPDU Filter O¥es @No
[z P2P MAC @ ves ONo
L Migrate OvYes ®No

+MAC Table
-+ link Aggregation

+ Loop Guard :@)

-+ Mirror

Step 3. Set the CIST priority to make the GS1900 rooft bridge.
ZY X EL Gs1900-8HP

Menu )
Getling CIST Instance 9 Global STP Port |CIST] CIST Port MST  MST Port
Montor prioy

Configurafion Max Hops 20 [1-40}

| |
| Forward Delay [4-30} |
I Max Age [6-40) I
| |

Maintenance

Syslem
Port

Tx Hold Count (1-10}
AN Hello Tims (1-10}

+ MAC Table 9
-+ Link Aggregation m

+ Loop Guard
~ Mirror
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Step 4. Enable RSTP on GS1920-48 and XGS4600-32.

GS1920-48
ZYXEL as1920

Spanning Tree Protocol Status STP  MRSIP  MSIP
— Spanning Tree Protocol: RSTP
Advanced Application
1P Application Bridge Root Qur Bridge
Bridge ID 0000-000000000000 0000-000000000000
Management Hello Time [second) 4} 4}
Max Age (second) 4} 4}
VI‘A_N . Forwarding Delay (second) 4} 4}
Slui:c MAC Forwarding . Cost to Bridge 0
:-I::h? Mulficast Forwarding Part D o¥o000
9 : enn-g Topology Changed Times 4}
Spanning Tree Protocol . 5 ol G 000:00
Bandwidih Confrol freLusslei e nos e
Broadcast Storm Control
Mirroring
Link Aggregation Port Port State Port Role Designated Eridge ID Designated Port ID Designated Cost
Port Avthenticafion
Port Security
Time Range
Classifier
4
ZYXEL Gs1920
Menu
Basic Seffing Spanning Tree Congmﬁon Status
Advanced Application ® Ropid Spanning Tree

IP Applicafion Spanning Tree Mode @] Multiple Ropid 3panning Tree
Management O Multfiple Spanning Tree

VLAN (2) -
Stafic MAC Forwarding m

Static Mulficast Forwarding

Filtering
Spanning Tree Protocol

All contents copyright © 2022 ZYXEL Networks



www zyelcom ZYXEL

NETWORKS

XGS4600-32
ZYXEL Xxcsas00
(3)

Spanning Tree Protocol: RSTP

Advanced Application

IP Application Bridge Root Qur Bridge
Bridge ID 0000-000000000000 0000-000000000000
Management Hello Time (second) 4} 4}
Max Age (second) 4} 4}
VIAN Forwarding Delay (second] [ [
Static MAC Forwarding Cost ta Bridge 0
S_-Iuﬁ? Mulficast Forwarding Por D oxo00a
-|I|enn-g Topology Chonged Times 4}
Spanning Tree Protocol g
Bandwidih Condrol Time Since Laost Change 0:00:00

Broadcast Storm Conirol
Mirroring

Link Aggregation

Port Avthentication

Port Security

Time Range

Classifier

Port PoriSiafe PortRole Designated Bridge ID  Designated PorID  Designated Cost  Root Guard State

ZYXEL XxGsas00

Menu
Basic Sefling Spanning Tree Configuration Status

Advanced Application “® reois soanring Tes|
IP Application Spanning Tree Mode O Multiple Rapid Spanning Tree

Management O MuFiple Spanning Tree

VLAN 9
Cancel
Static MAC Forwarding m

Static Mulficast Forwarding
Filtering

Spanning Tree Protocol
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Step 5. Set the bridge priority and the ports, which join the RSTP for GS1920-48 and XGS4600-32

GS1920-48
ZYXEL Gs1920

Menu
Basic Seffing Spanning Tree Protocol Status Configurafion | RSTP | MRSTP  MSTP
. Spanning Tree Protocol: RSTP
Advanced Applicafion
1P Application Bridge Root Qur Bridge
Bridge ID 0000-000000000000 0000-000000000000
Management Hello Time {second) 4] 4]
Max Age (second) 4} 4}
VLAN Forwarding Delay (secondl) [ [
Siatic MAC Forwarding Cost ta Bridge 0
Siatic Mulficast Forwarding Pordt IO e
:-I::::igng Tree Profocol Topology Chonged Times 4}
Bandwidih Confrol Time Since Lost Chonge 0:00:00
Broadcast Storm Control
Mimroring
Link Aggregation Port Port state Port Role Designated Bridge ID Designated Port ID Designated Cost
Port Avthenfication
Port Security
'
ZYXEL cs1920
Menu
Basic Seffing Rapid Spanning Tree Protocol Status
Advanced Application e |
IP Application Bridge Pricrity 32748 v |
Management Hella Time 2 |Seconds |
MAX Age Seconds |
VLAN Forwarding Delay Seconds |

Static MAC Forwarding
Siatic Mulficast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Conirol
Mimroring

Link Aggregation

Port Avthenfication

Port Security

Time Range
Classifier
Policy Rule

L= R L

And then click "Apply" button

- ] O
- O [128 ] [4 |
O O [128 | [4 |
0 h2s | 4 |
O O [128 | [4 |
O O [128 ] [4 |
O O [128 | [4 |
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XGS4600-32
ZYXEL xGsas00

Menu

Basic Seffing
Advanced Application
IP Application

Management

VLAN

Siatic MAC Forwarding
Static Mulficast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Conirol
Mimroring

Link Aggregation

Port Avithenficatfion

Port Security

Time Range

Classifier

Spanning Tree Protocol Status

Spanning Tree Protocol: RSTP

Bridge

Bridge ID

Hello Time [second)

Maox Age [second]
Forwarding Delay (second)
Cost to Bridge

Port ID

Topolegy Chaonged Times

Time Since Last Chonge

Root
0000-000000000000
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Configuration MRSTP  MSTP

Owr Bridge
0000-000000000000
0

0

0

Pot PortState PortRole Designated Bridge ID Designated PortID  Designated Cost  Root Guard State

ZYXEL XxGsas00

Menu

Basic Seffing
Advanced Application
IP Applicalion

Management

VLAN

Siatic MAC Forwarding
Static Mulficast Forwarding
Filtering

Spanning Tree Protocol
Bandwidth Control
Broadcast Storm Control
Mirroring

Link Aggregation

Port Authenfication

Port Security

Time Range

Classifier

Policy Rule

Rapid Spanning Tree Protocol

Port

Active

O
! O
[=]

]
]

o n e D bk
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Active

Bridgs Priority [327¢8 >
Hello Time 2 Seconds
MAX Age Seconds
Forwarding Delay Seconds

And then click "Apply" button

Root Guard Priority

Path Cost

[128

[128

[128

[128

[128

ooooooo

[128
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Verification:

Connect all ports and check the RSTP status on GS1900-8HP, GS19200-48, and XGS4600-32.

RSTP status on GS1900-8HP
ZYYEL GS1900-8HP

CIST Port MST MST Port  STP Stafistics

CIST Instance

State Enable
Configurafion Bridge Identifier 40%6/ Q/BC:CRARFRBAZ]
Mainfenance Designoted Root Bridge 40%4/ 0/BC:CF:4F-FF-BA:31
Extemnal Root Path Cost 0
Regional Root Bridge 4094/ O/BC:CR4FFFBAZ3]
S Internal Raot Poth Cost 0
:(I]_:N Designoted Bridge 4094/ Q/BC:CR4FFRBAI]
+ MAC Table Root Ffo_rf /0
 link Aggregafion Remaining Hops 20
Last Topology Change 11

+ loop Guard

+Spanning Tree
+ LLDP
Security

Management

ZY Y. EL Gs1900-8HP @Relrssh @5avs

Menu
Getfing Started CIST Port
Meniter Indenfifier  External Internal Path
(Priority /  PathCost  Gost i i Regional Root Bridge
Configurafion Portld)  Operation Operation
Maintenance 1 128/ 1 0 / 00:00:00:00:00:00 0 0/ 00:00-00:00:00:00 [} 0/ 00:00-00:00:00:00 Disabe Disable
2 126/2 20000 20000 0/ 00:00:00:00:00:00 [ 0 /00:00:00:00:00:00 [ 0 /00:00:00:00:00:00 Yes Yes Disobe Disable
3 128/3 20000 20000 o o No Yes Designated Forwarding
4 126/ 4 20000 20000 0 0 No Yes Designated Forwarding
5 128/5 20000 20000 o 0 /00:00-00:00:00:00 o 0 /00:00:00:00:00:00 Yes No Disabs Disable
+ MAC Table 3 128/¢ 20000 20000 o 0/00:00:00:00:00:00 [} 0/ 00:00:00:00:00:00 Yes No Disabe Disable |
- link Aggregafion 7 126/7 20000 20000 o 4076 / BC:CFAFFRBAS] ] 4096 | BC:CRARFFBA] Yes Yes Designated Forwarding |
« Loop Guard 8 128/8 20000 20000 0 /00:00:00:00:00:00 o 0 /00:00-00:00:00:00 o 0 /00:00-00:00:00:00 Yes Yes Discbe Disable ‘
Mullicast LAG! 128/% 20000 20000 0 /00:00:00: 0 0/ 00:00-00:00:00:00 ] Yes Mo Disabe Disable ‘
St LAG2 128/ 10 20000 20000 0/00:00:00 o 0 /00:00:00:00:00:00 [} Yes No Disabe Disable |
<LLDP LAG3 128/ 11 20000 20000 0/ 00:00:00-00:00:00 o 0 /00:00-00:00:00:00 o Yes No Discbe Disable ‘
ecurity LAG4 128/12 20000 20000 0 /00:00:00-00:00:00 o 0 /00:00-00:00:00:00 o Yes No Disabs Disable ‘
Management LAGS 128713 20000 20000 0 / 00:00:00:00:00:00 0 0/ 00:00:00:00:00:00 [} Yes No Disabe Disable |
LAGS 128/ 14 20000 20000 0/ 00:00:00:00:00:00 ] 0 /00:00:00:00:00:00 (] Yes No Disabe Disable |
LAGT 128/15 20000 20000 0 /00:00:00:00:00:00 o 0 /00:00-00:00:00:00 o 0 /00:00-00:00:00:00 Yes No Discbe Disable ‘
LAGE 128/ 16 20000 20000 0 /00:00:00:00:00:00 0 0 /00:00-00:00:00:00 o 0 /00:00:00:00:00:00 Yes No Discbe Disable ‘
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RSTP status on GS1920-48

ZYXEL Gs1920

Spanning Tree Protocol Status

Spanning Tree Protocol: RSTP

Configuration RSTF MRSTP  MSTP

Advanced Applicalion

IP Application Bridge Root Cwr Bridge
Bridge ID 1000-bocf4fifball 8000-bc%9118dadad
Management Hello Time [second) 2 2
Max Age (second) 20 20
VLAN .
" : Forwarding Delay (second] 15 15
Slui:c MAC Forwarding . Cost to Bridge s
Siatic Mulficast Forwarding Pardt D o¥E002
T | Ch d Ti 3
Spanning Tree Protocol TODO;?QV 0 c:;?:i mes 00200
Bandwidth Confrol LESIE =S s S e

Broadcast Storm Conirol
Mirroring

Link Aggregation

Port Avthenfication

Port Securilty

Time Range

Classifier

Policy Rule

FORWARDING
FORWARDING

8000-bc%9118da3ad
1000-boct4fffball

Designared

Root

RSTP status on XGS4600-32

ZYXEL xGsas00

Spanning Tree Protocol Status

Spanning Tree Protocol: RSTP

Configuration RSTP MRSTP  MSTP

Advanced Application

IP Application Bridge Root Cwur Bridge
Bridge ID 0000-bocf4fifball 8000-1c7 40dfeflfc
Management Hello Time (second) 2 2
Max Age (second) 20 20
VLAN Forwarding Delay (second] 15 15
Static MAC Forwarding Cost to Bridge 19
Sluh? Mulficast Forwarding Pardt D OXE00L
enn-g Topology Changed Times 10
Spanning Tree Protocol T ol G 000
Bandwidth Control MESIE =S s S s

Broadcast Storm Control
Mirroring

Link Aggreg n

Port Avthenticafion 2
Port Security 4

0x8001 4
0xB004 0

DISCARDING  Alternate
FORWARDING Root

8000-bc?%9118da3ad
C000-boctafffoadl

Forwarding
Forwarding

Port PoriSiale  PortRole Designated Bridge ID  Designated PortID  Designated Cost  Root Guard State

Time Range

Classifier
Policy Rule
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