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Infroduction to SNMP

SNMP is a set of operations that allow the administrator to change the state
of the SNMP based devices, such as UNIX systems, Windows systems, Switches,
and Routers, etc. The SNMP system consists of three parts: SNMP manager,
SNMP agent, and MIB. SNMP agents are the controlled devices where the
SNMP manager is playing the role of the managing device. The MIB
(Management Information Base) is a database of the managed devices that

will be tracked.

Manager
Agent Agent Agent
Managed Device Managed Device Managed Device

Difference between SNMPv3 and others (SNMPv1 and SNMPv2c)
SNMPvV3 (Simple Network Management Protocol version 3) can be thought
of as SNMPv2 with additional security and administration capabilities. In SNMPv 1
and SNMPvV2, the authentication method amounts to nothing more than a
password (the community string), which was sent in plain text. In SNMPV3,
Security can be enhanced by encrypting the SNMP messages, only the

authenticated receivers can decrypt the message.
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Manager

Encrypted SNMPv3

I

messages

The ZYXEL switches offer three levels of security:

1. noauth: To use the username as the password string to send to the SNMP
manager.
2. auth: To implement an authentication algorithm for SNMP messages sent by
this user.
3. priv: To implement authentication and encryption for SNMP messages sent
by this user.
There are two authentication methods implemented on ZYXEL switches: MD5

and SHA.
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Configure the ZYXEL Switch using the Web GUI

. Connect the MGMT port to a PC or notebook computer with an RJ-45 cable.

. By default, the MGMT IP address is 192.168.1.1/24.

. Set the IP address of the NIC to 192.168.1.100/24.

. Open an Internet browser (e.g. IE) and enter http://192.168.1.1 into the URL field.

a A W N P

. By default, the username for the administrator is “admin” and the password is
“1234",

6. After successfully logging in you will see a screen similar to the one below.

ZYXEL Gs1900-8HP @ 9 Q @ Y @

Refresh Interval:| 5 seconds V|

# Device Information

System Name: GS51%00

Model Name: GS1900-8HP
= ' ' Revision: 82
-y s38ssscs : v Serial Number: 5212132095023

= < ~di MAC Address Range: BC:CF:4F:FF:BA:31 - BC:CF:4F:FF:BA:39

Start up VLAN Qos Link aggregation Firmware Version: V2.70(AAHL.3) | 07/26/2022
System Up Time: 0 days, 0 hours, 15 mins, 17 secs
Current Date/Time: 00:15:17 UTC+0 Jan 01 2022
CPU Usage: = 129%
Memory Usage: [ — 69.4%
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7. To enter the "SNMP" page, click “Configuration” 2> “Management” &> “SNMP".

ZY YXEL ©s1900-8HP
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8. In the “"SNMP" page, we can setup Community, Group, User, Trap/Trap destination.
9. In the "Community” page, we can create a “Community Name” and add “Access
Right” for SNMP.
ZYXEL Gs1900-8HP
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10. In “Group” page, we can add Groups and choose the security level & Access mode

(“ro™ is Read-only; “rw" is Read-write).

The ZYXEL switches offer three levels of security:
a. noauth: To use the username as the password string to send to the SNMP manager.

b. auth: To implement an authentication algorithm for SNMP messages sent by this user.

c.  priv: To implement authentication and encryption for SNMP messages sent by this user.

ZYY,EL Gs1900-8HP
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11. Configure the “User infformation”. Here we can choose the Security Level,
Authentication methods, and encryption methods. Here we use “noauth” for no
authentication. Click on the "Apply” button to save the changes.

ZYY.EL Gs1900-8HP
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12. In this “User” part, we can define the Group, Auth Protocol, Encryption Protocol,
Access Right, and Action for specific users. There are two authentication methods
implemented on ZYXEL switches: MD5 and SHA.

ZY ). EL GS1900-8HP
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13. In the “Trap” section, we have 4 opftions to frigged SNMP trap. We can configure
which kind of events should trigger the SNMP trap message.

ZYYEL GS1900-8HP
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14. In the “Trap Destination” section, we can choose the SNMP version of the frap
message, the destination we want to trigger to, destination port, and the username.

ZY Y. EL Gs1900-8HP

Menu
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Monitor
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KX X or Hostnome)

Server 192.168.1.200
Version Ovi ®vze Ova
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Global Community Group User TIrap | Irap Destination

oo Teores
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Scenario

Manager

There are three SNMP components in this topology: Manager, Agent, and
MIB. In this sample, we use iReasoning as the MIB browser, which can be

installed on a Windows system.
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Web GUI configuration

Step 1. Click on “Configuration” and go to “Management” > “SNMP”, and then
enable "SNMP".

ZYXEL Gs1900-8HP

Step 2.
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Add a “*Community” and choose "Access Right”.

Global

| state
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Step 3. Add SNMP trap destination when device reboots. The switch will then send
an SNMP frap to the host.

ZY Y EL Gs1900-8HP
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Step 4. To read the VLAN status we need to install iReasoning MIB browser and
enter the community and SNMP version as well as the port number, and then load
“Q-Bridge” MIB to the polling VLAN status as shown below.

&» Advanced Properties of SNMP Agent
Address 192168 1.1 |
Port [161 |
Read Comumunity |ereeee |
Wiite Community | |
SHMP Version |2 -
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file Edit Operations Tools Bookmarks Help

|Address: |192.168.1.1

‘l 3612117714312

BT

Operstions: | Get Next =

4 snmp

. dotldBridee

- Name/OID

Value

Type

ysUpTime 0

. dotldNotifications
1. dotldBase
| dotldSt
@ dotldsy
1 dotldTp
1. dotldStatic
| qBridgeMIB
qBridgeMIBObjects
| dotlgBase
| dotlgTp
| dotlgStatie
| dotlqVlan
@ dotlqVisnlumDelstes
(- [ dotlqVlanCurrentTable
= [ dotlqVlanStatic Table
=] dotlqVlanStaticEntry

o0-8-8-8%

systame. 0

27 minutes 19 seconds (163923)
51910-24E

dotlg

1

default

dotlg

10

dotlqVlanStaticEgressPorts.|
dotlqVanStaticE; its.

[test
(0xFF FF FF 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00

&) Advanced Properties of SNMP Agent

Address [192.168.1.1

Port [161

Read Community | #ere

Write Community |

@ dotlqVinStaticName
IR+ Jdotl o VlanStaticE gressPorts|
@ dotlqVinForbiddenEgressPorts
- @ dotlqVlanStaticUntaggedPorts
- @ dotlqVianStaticRowStatus

@ dotl qNextFreeLocalVlanlndex

[ dotlqPortVlanTable

[ dotlqPortVlanStatisticsTable

[ dotlqPortVlanHCStatisticsTable

[ dotlqLeamingConstraintsTable

(¥ dotlqConstraintSetDefault

[2¥ dotlqConstraintTypeDefault

SNMP Version (2

m

dotlqVinShtiEgressPorts =
1361
Q-ERIDGE-MIE

PoriList (OCTET STRING)
read-create
current

dotlqVisalndex

OctetSting
OctetSting

0000000000 ...
00 0 00

The set of ports which are permanently assigned to the b4
- i i i (V1an dotl g VianStatic Table dotlq V] i i

iso.orgdod

Step 5. After rebooting switch, then SNMP traps will be received
packet packets.

Filter: |snmp [+] expression. clear Apply Save

Protocol Length Info

No.

Time Source Destination

891 100.592326192.168.1.1

as shown in the

Frame 892: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface 0
Ethernet II, src: Realteks_00:00:00 (00:e0:4c:00:00:00), Dst: 10:13:50:a3:46:82 (10:13:50:a3:46:82)
Internet Protocol Version 4, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.199 (192.168.1.199)
user Datagram Protocol, src Port: config-port (3577), Dst Port: snmptrap (162)
= simple Network Management Protocol
version: v2c (1)
community: public
= data: snmpv2-trap (7)
[ snmpv2-trap
request-id: 1539782063
error-status: noerror (0)
error-index: 0
= variable-bindings: 3 items
51.3.6.1.2.1.1.3.0: 111
object Name: 1.3.6.1.2.1.1.3.0 (i50.3.6.1.2.1.1.3.0)
value (Timeticks): 111
3.6.1.6.3.1.1.4.1.0: 1.3.6.1.6.3.1,
Object Name: 1.3.6.1.6.3.1.1.4.1.0
value (0ID): 1.3.6.1.6.3.1.1.5.4 (
.3.6.1.2.1.2.2.1.1.2:
oObject Name: 1.3.6.1.2.1.
value (Integer32): 2

21.

© [¥ |Microsoft: \Device\NPF_{5FF232FC-77154...

Packets: 916 Displayed: 2 Marked: 0 \ Profile: Default
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