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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in product features or
web configurator brand style. Every effort has been made to ensure that the information in this manual
is accurate.

Note: The version number on the cover page refers to the Zyxel Device'’s latest firmware
version to which this User's Guide applies.

Related Documentation
e Quick Start Guide

The Quick Start Guide shows how to connect the Zyxel Device and access the Web Configurator
wizards. (See the wizard real time help for information on configuring each screen.) It also contains a
connection diagram and package contents list.

¢ CLI Reference Guide

The CLI Reference Guide explains how to use the Command-Line Interface (CLI) fo configure the
Zyxel Device.

Note: It is recommended you use the Web Configurator to configure the Zyxel Device.

* Web Configurator Online Help
Click the help icon in any screen for help in configuring that screen and supplementary information.
¢ More Information

Go to support.zyxel.com to find other information on Zyxel Device.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
¢ All models in this series may be referred to as the "Zyxel Device” in this guide.
¢ Product labels, screen names, field labels and field choices are all in bold font.

* Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Configuration >
Network > Interface > Ethernet means you first click Configuration in the navigation panel, then
Network, then the Interface sub menu and finally the Ethernet tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your device.

Zyxel Device Generic Router Wireless Router / Access Point

)

-

Switch Firewall Server

&

Internet Network Cloud Smartphone

¢

USB Dongle

»

]

I
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CHAPTER 1
Introduction

1.1 Overview

Zyxel Device refers to these models as outlined below.

e USG FLEX 100H
* USG FLEX 100HP
* USG FLEX 200H
* USG FLEX 200HP
* USG FLEX 500H
* USG FLEX 700H

Note the following differences between the these models:

1.1.1 Model Feature Differences

Table 1 Zyxel Device Model Feature Comparison
FEATURE/MODEL | 1661 |logHp ™ |200H | 200HP | SOOH | 700H |
DoS Prevention YES YES YES YES YES YES
IPS YES YES YES YES YES YES
Anfi-Malware YES YES YES YES YES YES
App Patrol YES YES YES YES YES YES
Content Filter YES YES YES YES YES YES
SecuReporter YES YES YES YES YES YES
Reputation Filter YES YES YES YES YES YES
Sandboxing YES YES YES YES YES YES
Device Insight YES YES YES YES YES YES
IP Exception YES YES YES YES YES YES
LAG YES YES YES YES YES YES
SSL encrypted traffic | YES YES YES YES YES YES
Eggct:ldcr—:‘éleiJch/\me 1 year 1 year 1 year 1 year 1 year 1 year
mggag%%%?;o?y YES YES YES YES YES YES
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* Noft all models support all features. See Table 1 on page 16 for the specific features that your model

supports.
Table 2 Security Feature List
* Application Patrol ¢ Intrusion Prevention System (IPS)
* DoS Prevention * Content Filtering
¢ Anfi-Malware e Secure Socket Layer (SSL) encrypted
fraffic Inspection

For information on interface names by model, default port or interface name mapping, and default
intferface or zone mapping please see Section 3.4 on page 56.

See the product’'s datasheet for detailed information on a specific model.

1.2 Registration at Nebula Control Center (NCC)

Nebula Control Center (NCC) is an Internet portal that allows you to configure and monitor groups of
Zyxel Devices in organizations. You must register your Zyxel Device at NCC to use security services and
upgrade firmware. See Licensing > Licenses for security services available for your Zyxel Device.

Use NCC to monitor and manage your Zyxel Device. Use the web configurator to configure the Zyxel
Device settings.

Run the initial setup wizard to register your Zyxel Device at NCC. Or you can follow the steps below to
register your Zyxel Device at NCC.

1 Loginto NCC (https://nebula.zyxel.com) with your Zyxel account. If you do not have a Zyxel account,
you will be redirected to another screen to create one.

2 Afteryou login, Click Go under NCC and then Let’s Start to run the NCC setup wizard. Create an
organization and a site or select an existing site.

3 Add the Zyxel Device to this site by entering its MAC address and serial number. You'll find the Zyxel
Device MAC address and serial number on its label or scan the QR code using the Nebula app.

4 Configure the WAN interface that the Zyxel Device will use to connect to Nebula through the Internet.

If you did not register your Zyxel Device at NCC, you will see a warning message every time you log into
the Zyxel Device web configurator using an admin account.

1.2.1 Grace Period

SecuReporter and service licenses have a 15-day grace period after a license expires. Services will
continue to work in this period during which you will receive nofifications to renew your licenses. New
licenses are valid for 1 year from the date of purchase.

Please note that a trial license does not have a grace period.
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1.2.2 Applications

These are some Zyxel Device application scenarios.

Security Router
Security includes a Stateful Packet Inspection (SPI) firewall.

Figure 1 Applications: Security Router Applications: Security Router
DMZ
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Malert ¢ [ 7
e, N =4 )

A .
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VPN Connectivity

Set up VPN funnels with other companies, branch offices, telecommuters, and business travelers to
provide secure access to your network. AS is an Authentication Server in the below figure.

Figure 2 Applications: VPN Connectivity

User-Aware Access Control

Set up security policies to restrict access to sensitive information and shared resources based on the user
who is trying fo access it. In the following figure user A can access both the Internet and an internal file
server. User B has a lower level of access and can only access the Internet. User C is not even logged in,

so and cannot access either the Internet or the file server.
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Figure 3 Applications: User-Aware Access Confrol

Load Balancing

Set up multiple connections o the Internet on the same port, or different ports. In either case, you can
balance the traffic loads between them.

Figure 4 Applications: Multiple WAN Interfaces
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1.3 Management Overview

You can manage the Zyxel Device in the following ways.

Web Configurator

The Web Configurator allows easy Zyxel Device setup and management using an Internet browser. This
User's Guide provides information about the Web Configurator.
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Figure 5 Managing the Zyxel Device: Web Configurator
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Command-Line Interface (CLI)

The CLI allows you to use text-based commands to configure the Zyxel Device. Access it using remote
management (for example, SSH) or via the physical port. See the Command Reference Guide for CLI
details. The default settings for the console port are:

Table 3 Console Port Default Settings

SETTING VALUE
Speed 115200 bps
Data Bits 8
Parity None
Stop Bit 1
Flow Control Off

FTP

Use File Transfer Protocol for firmware upgrades and configuration backup or restore.

SNMP

The device can be monitored and/or managed by an SNMP manager. See Section 24.3 on page 356.

Management Authentication

Managers must be authenticated with a username and password, using one of:

¢ Local Zyxel Device authentication

e An external RADIUS server
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e Certificates

1.4 Web Configurator

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTMLS, such as Microsoft Edge,
Morzilla Firefox, or Google Chrome.

In order to use the Web Configurator you need to allow:

¢ Web browser pop-up windows from your device.

* JavaScript (enabled by default).

The recommended minimum screen resolution is 1366 x 768 pixels.

Note: Screenshots and graphics in this book may differ slightly from your product due to
differences in product features or Web Configurator brand style.

1.4.1 Web Configurator Access

1 Make sure your Zyxel Device hardware is properly connected. See the Quick Start Guide.

2 Inyourbrowser go to https://192.168.168.1. By default, the Zyxel Device automatically routes this request
to its HTTPS server, and it is recommended o keep this setting. The Login screen appears.

USG FLEX 200HP

Enter User Name/Password and click to login.

Note:
1. Turn on Javascrpt and Cookie setting in your web browser.
2 hrﬁ oft 4’c:;:-.Jp '.--.'|-1g]ox-v%.oc king in y&ur web browser.

3 Type the user name (default: *admin”) and password (default: “1234").

4 Click Login. After you log in for the first time using the default user name and password, you must

change the default admin password in the Update Admin Info screen. Enter a new password of from 1
to 64 characters.

Make a note of your new password, enter it in the following screen, then click Apply. The Login screen
appears again. Log in with your new password.
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Change Password

As a security precaution, it is highly recommended that
you change the admin default password.

Reszet

Note:
Your password must be max 63 alphanumeric, printable
characters and no soaces.

1.4.2 Remote Access to the Zyxel Device Networks

Your Zyxel Device keeps your networks safe while allowing external access by applying the security
measures below:

¢ Two-Factor Authentication: Use two-factor authentication fo have double-layer security to access a
secured network behind the Zyxel Device. The first layer is the VPN client/Zyxel Device's login user
name / password. The second layer is an authorized SMS (via mobile phone number) or email
address. See Section 23.4 on page 347 for more information on two-factor authentication.

* |IPSec VPN: You can create highly secure connections with IKEv2 or EAP authentication to access
networks behind the Zyxel Device. For example, home workers can securely access company

resources if they have proper authentication. See Chapter 11 on page 158 for more information on
IPSec VPN.

1.4.3 Web Configurator Screens Overview

The Web Configurator screen is divided into these parts:

o A-title bar
* B - navigation panel

¢ C - main window
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Figure 6 Web Configurator Screen Overview

ZYXEL wonexsiom

e @ 8

1]

NG

.
System Infcemation * | Virtuol Device ’
116 nex soeer
Resouce Usage Bandwidin ieshoe: | Ov
4506
sans®
—
-
Client Uscge % The Latest Logs J
2 . s — Dewington 8 Pasty
)
' . -
T i
e o

Title Bar

Figure 7 Title Bar

©OLOQ

The title bar icons in the upper right corner provide the following functions.

Table 4 Title Bar: Web Configurator Icons

LABEL DESCRIPTION

About Click this to display basic information about the Zyxel Device.

SecuReporter Go to https://secureporter.cloudcnm.zyxel.com/ for security analytics.

Help Online Help: Click this to open the help page for the current screen.

Community: Go to https://community.zyxel.com/en/categories/security for product
discussions.

Notification What's New: Click this to open a PDF file to display what's new in the Zyxel Device firmware.
New Features: Click this fo display new features with new GUI screens. Click the link to be
directed fo the new GUI screens.

User Change Password: This is for admin account only. Click this to change the account password.
You will need to log in again using the new password.

Logout: Click this log out of the Web Configurator.
About

Click About to display basic information about the Zyxel Device.
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Figure 8 About
About USG FLEX 200HP X

Current Version: V1.10{ABXE.0)b3
Release Date: 2023-04-27 18:03:46

System Protection Signature: 2.1.10.20230606.0

Did you check www.zyxel.com today?

Privacy Policy

This table describes the fields in this screen.

Table 5 About

LABEL DESCRIPTION

Current Version This shows the firmware version of the Zyxel Device.

Released Date This shows the date (yyyy-mm-dd) and time (hh:mm:ss) when the firmware is released.

System This shows the system protection signature version of the Zyxel Device. These signatures do not
Protection require a license. The Zyxel Device will synch with the Cloud Helper Server every day to update
Signature these signatures automatically.

System protection signatures protect your Zyxel Device and local networks from web attacks,
such as command injection, cross-site scripting and path traversal.

Command injection: This is an attack in which an attacker uses the Zyxel Device vulnerabilities
to execute commands to control your Zyxel Device.

Cross-site scripting: This is an attack in which an attacker implants malicious scripts in a website.
When you visit this website, the malicious scripts are sent and executed on your web browser.

Path traversal: This is an attack that allows an attacker to access files you store in the web root
folder.

Reference
Use the Reference button to view which configuration settings reference to the object.

For example, go to Object > Zone to select an entry, then click Reference to open the References
screen. The References screen displays which settings are using the selected entry.

Figure 9 Reference

References b4
e WAN
m
L Service & Priodity & Nome & Descripfion %
Secure Policy 2 DMZ_fo_WAN
2 Secure Policy & WAN_to_Device
3 DoS Prevenfion 3 DOS_PREVENTION_POLIC
. Refresh | | Cancel
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This table describes the fields in this screen.

Table 6 References

LABEL

DESCRIPTION

Name

This identifies the object for which the configuration settings that use it are displayed. Click the
object’s name to display the object’s configuration screen in the main window.

#

This field is a sequential value, and it is not associated with any entry.

Service

This is the type of setting that references the selected object. Click a service's name to display
the service’s configuration screen in the main window.

Priority

If it is applicable, this field displays the referencing configuration item's position in its list (for
example, WAN_to_Device is the sixth rule in Policy Control), otherwise - displays.

Name

This field identifies the configuration item that references the object.

Description

If the referencing configuration has a description configured, it displays here.

Refresh

Click this to update the information in this screen.

Cancel

Click this to close the screen.

1.4.4 Navigation Panel

Use the navigation panel menu items to open status and configuration screens. Click the arrow of the
navigation panel to hide the panel. The following sections infroduce the Zyxel Device's navigation
panel menus and their screens.

USG FLEX H Series User's Guide

25




Chapter 1 Infroduction

Figure 10 Navigation Panel
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Dashboard Screens

The dashboard displays general device information, system status, system resource usage, licensed
service status, and interface status in widgets that you can re-arrange to suit your needs. See the Web
Help for details on the dashboard.

Table 7 Dashboard Menu Screens Summary

FOLDER OR LINK TAB FUNCTION

System Collect and display the Zyxel Device system information, such as serial
number, MAC address and CPU usage.

Security Collect and display security event statistics.

USG FLEX H Series User's Guide

26



Chapter 1 Infroduction

Monitor Screens

The monitor screens display status and statistics information.

Table 8 Monitor Menu Screens Summary

FOLDER OR LINK TAB FUNCTION
System Statistics
Port Port Collect and display port statistics.
Interface Interface Collect and display interface statistics.
Security Statistics
App Patrol App Patrol Collect and display application patrol statistics.

Content Filter

Content Filter

Collect and display content filter statistics

Reputation Filter

IP Reputation

Collect and display IP reputation statistics.

DNS Threat Collect and display DNS threat filter statistics.
Filter
URL Threat Collect and display URL threat filter statistics.
Filter
IPS IPS Collect and display statistics on the intrusions that the Zyxel Device has

detected.

Anti-Malware

Anti-Malware

Collect and display anti-malware statistics.

Sandbox Sandbox Displays the sandbox statistics.
SSL Inspection Summary Collect and display SSL Inspection statistics.
Certfificate Display traffic fo destination servers using certificates.
Cache List
Network Status
Login Users Login User List the users currently logged into the Zyxel Device.
Session Monitor | Session Display the status of all current sessions.
Monitor
Device Insight Device Displays a list of WiFi and wireless clients connected to the Zyxel Device local
Insight networks.
DHCP Table DHCP Table | Display a list of interfaces and their DHCP-assigned IP addresses.
VPN Status
IPSec VPN Site to Site Display and manage the Zyxel Device IPSec VPN connection with a remote
VPN IPSec VPN router that has a static IP address or a domain name.

Configuration Screens

Use the configuration screens to configure the Zyxel Device's features.

Table 9 Configuration Menu Screens Summary

FOLDER OR LINK

TAB

FUNCTION

Services

Licensing

Signature Update

Update signatures immediately or by a schedule.

Network
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Table 9 Configuration Menu Screens Summary (continued)

FOLDER OR LINK TAB FUNCTION
Interface Interface Use this screen to:
* Create and manage Ethernet interfaces.
¢ Create and manage VLAN interfaces.
* Create and manage bridge interfaces.
* Configure LAG parameters.
e Configure IP address assignment and interface parameters for VTI
(Virtual Tunnel Interface).
Trunk Create and manage trunks (groups of interfaces) for load balancing.
Port Use this screen to configure the Zyxel Device port settings.
Routing Policy Route Create and manage routing policies.
Static Route Create and manage IP static routing information.
NAT NAT Set up and manage port forwarding rules.
ALG ALG Configure FTP pass-through settings.
VPN
Site to Site VPN | Site to Site VPN Configure the IPSec VPN seftings.

Security Policy

Policy Control

Policy Confrol

Create and manage level-3 traffic rules and apply Security Service
profiles.

DoS Prevention

DoS Prevention
Policy

Display and manage ADP bindings.

Profile Create and manage DoS prevention profiles.
Object
Zone Zone Configure zone templates used to define various policies.
Address Address Create and manage host, range, and network (subnet) addresses.

Address Group Create and manage groups of addresses to apply to policies as a
single objects.

Geo IP Update the database of country-to-IP address mappings and
manually configure country-to-IP address mappings for geographic
address objects that can be used in security policies.

Service Service Create and manage TCP and UDP services.

Service Group Create and manage groups of services to apply to policies as a single
object.

Schedule Schedule Create one-time and recurring schedules.

Schedule Group

Create and manage groups of schedules to apply to policies as a
single object.

Security Service

Anti-Malware

Anti-Malware

Enable, specify actions to fake when encountering malware or
compressed files, and set up a block list to identify files with malware
file patterns and an allow list to identify files that should not be
checked for malware.

App Patrol App Patrol Manage different types of traffic in this screen. Create App Patrol
template(s) of settings to apply to a traffic flow using a security policy.
IPS IPS Enable and configure IPS settings. Create, import, or export custom
signatures.
Allow List Configure signatures that will be exempted from IPS inspection.
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Table 9 Configuration Menu Screens Summary (continued)

FOLDER OR LINK

TAB

FUNCTION

IP Exception

IP Exception

Use this screen to view the IP exception list for the anti-malware,
reputation filter and IPS (Intrusion Prevention System) features.

The Zyxel Device will not intercept nor inspect the incoming packets
that match the rules in the IP exception list for the anti-malware and/
or IPS (Intrusion Prevention System) features.

Reputation
Filter

IP Reputation

Enable IP reputation and specify what action the Zyxel Device takes
when any IP address with bad reputation is detected.

You can also set up an allow list fo identify which IPv4 addresses
should be allowed, and a block list to identify which IPv4 addresses
should be blocked.

DNS Threat Filter

Enable DNS threat filtering and specify what action the Zyxel Device
takes when a access attempt to a blocked Fully Qualified Domain
Name (FQDN) is detected.

You can also set up an allow list fo identify which FQDNs should be
allowed, and a block list to identify which FQDNs should be blocked.

URL Threat Filter

Enable URL filtering and specify what action the Zyxel Device takes
when a access attempt fo a blocked website is detected.

You can also set up an allow list fo identify which IPv4 addresses and/
or URLs should be allowed, and a block list fo identify which IPv4
addresses and/or URLs should be blocked.

Sandbox

Sandbox

Enable sandbox, and specify the actions the Zyxel Device takes when
files with unknown or untrusted programs are detected.

SSL Inspection

Profile

Decrypt HTTPS traffic for Security Service inspection. Create SSL
Inspection tfemplates of settings to apply to a traffic flow using a
security policy.

Exclude List

Configure services to be excluded from SSL Inspection.

Certificate Update

Use this screen to update the latest certificates of servers using SSL
connections to the Zyxel Device network.

Content
Filtering

Content Filtering

Use this screen to:

* Create and manage the detailed filtering rules for HTTP(S) traffic
scan and DNS domain scan.

e Create a list of allowed web sites that bypass HTTP(S) traffic scan
and DNS domain scan.

e Create alist of web sites to block regardless of content filtering
policies.

User & Authentication

User/Group User Create and manage users.
Group Create and manage groups of users.
Setting Manage default settings for all users, general settings for user sessions,
and rules to force user authentication.
User o Two-factor Configure Google Authenticator to access a secured network behind
Authentication | Authentication the Zyxel Device via the web configurator or SSH connection.
System
Settings Settings Use this screen to configure:
¢ The Zyxel Device host name.
e System time settings.
¢ Remote access to the Zyxel Device settings.
* The web configurator language display settings.
SNMP SNMP Configure SNMP communities and services.
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Table 9 Configuration Menu Screens Summary (continued)

FOLDER OR LINK TAB FUNCTION
DNS & DDNS DNS Configure the DNS server and address records for the Zyxel Device.
DDNS Define and manage the Zyxel Device's DDNS domain names.
Nofification Mail Server Configure a mail server with authentication to send reports and
password expiration noftification emails.
Alert Enable to have the Zyxel Device send reports and password expiration
nofification mails.
Certificate My Certificates Create and manage the Zyxel Device's certificates.

Trusted Certificates

Import and manage certificates from trusted sources.

Log & Report

Log/Events Log/Events Use this screen to view the Zyxel Device logs.
Log Settings Log Settings Configure the system log, email logs, and remote syslog servers.
SecuReporter SecuReporter Enable SecuReporter logging and access the SecuReporter security

analytics portal that collects and analyzes logs from your Zyxel Device
in order to identify anomalies, alert on potential internal or external
threats, and report on network usage.

Maintenance Screens

Use the maintenance screens to manage configuration and firmware files, run diagnostics, and reboot
or shut down the Zyxel Device.

Table 10 Maintenance Menu Screens Summary

FOLDER OR LINK

TAB

FUNCTION

Maintenance

File Manager

Configuration File

Manage and upload configuration files for the Zyxel Device.

Firmware View the current firmware version and upload firmware.
Management
Diagnostics Diagnostics Collect diagnostic information.
Packet Capture Capture packets for analysis.
CPU/Memory View CPU and memory usage statistics.
Status
Network Tool Identify problems with the connections. You can use Ping or
Traceroute to help you identify problem:s.
Reboot Reboot Restart the Zyxel Device.

1.4.5 Tables and Lists

Web Configurator tables and lists are flexible with several options for how to display their entries.

Click a column heading to sort the table’s enfries according to that column’s criteria.
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Figure 11 Sorting Table Entries by a Column'’s Criteria
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Click the columnicon ( ) for more options about how to display the entries. The options available
vary depending on the type of fields in the column. You can select which columns to display by

selecting or clearing the check box.

Figure 12 Common Table Column Options
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Click the tool tipsicon ( — ) fo display information on the Object profile. Reference displays the number

of settings that use this profile.

Figure 13 Table Tool Tips
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Enter text in the search box to search for specific entries containing the text.

Figure 14 Common Table Search
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Use the icons and fields at the bottom of the table to navigate to different pages of entfries and confrol

how many entries display at a fime.

Figure 15 Navigating Pages of Table Entries
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The tables have icons for working with table entries.

Figure 16 Common Table Icons

+ Add

Here are descriptions for the most commmon table icons.

Table 1T Common Table Icons

LABEL DESCRIPTION

Add Click this to create a new entry. For features where the entry’s position in the numbered list is
important (features where the Zyxel Device applies the table’s enfries in order like the security policy
for example), you can select an entry and click Add to create a new entry after the selected entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the entry’s
settings. In some tables you can just click a table enfry and edit it directly in the table. For those types
of tables small red triangles display for table entries with changes that you have not yet applied.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Active To turn on an entry, select it and click Activate.

Inactive To turn off an enftry, select it and click Inactivate.

Move To change an entry’s position in a numbered list, select it and click Move fo display a field to type a

number for where you want to put that entry and press [ENTER] to move the entry to the number that
you typed. For example, if you type 6, the entry you are moving becomes number 6 and the previous
entry 6 (if there is one) gets pushed up (or down) one.

Working with Lists

When a list of available entries displays next to a list of selected entries, you can often just double-click
an entry to move it from one list to the other.

Figure 17 Working with List
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CHAPTER 2
Initial Setup Wizard

2.1 Initial Setup Wizard Overview

When you log into the Web Configurator for the first time or when you reset the Zyxel Device to its
default configuration, the Initial Setup Wizard screen displays. This wizard helps you configure Internet
connection settings and activate subscription services.

Note: You must register your Zyxel Device at Nebula Confrol Center (NCC) to use security
services and upgrade firmware. Nebula Control Center is an Internet portal that allows
you to monitor and manage groups of Zyxel Devices in organizations.

This chapter provides information on configuring the Web Configurator's Initial Setup Wizard. See the
feature-specific chapters in this User's Guide for background information.

You will be logged out of the Zyxel Device initial setup wizard after 1440 minutes. The settings you
configured will be saved. Log into the Zyxel Device again if you have not finished configuring the initial
setup wizard settings.

Click Next to confinue the wizard. Click Finish at the end of the wizard to complete the wizard.

2.2 Terms of Use/Privacy Policy/Firmware Upgrade
Notification

Click the links to see:

* What data Zyxel collects from you and how it is used

e Zyxel privacy policy.
Please also read the firmware upgrade notification carefully.
To use SecuReporter and sandbox, you need to allow Zyxel to collect data from you.

Select I have read and agree with the items above. SecuReporter and sandbox will be enabled
automatically when you select the check box.

Click Next to configure the Zyxel Device settings with the initial setup wizard.

Note: You cannot proceed with the initial setup wizard if you do not select the check box.
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Figure 18 Terms of Use/Privacy Policy/Mandatory Firmware Upgrade Notification
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2.3 Connect to the Internet

Use this screen to set the interface’s type of encapsulation and method of IP address assignment.

The screens vary depending on the encapsulation type. Refer to information provided by your ISP to
know what to enter in each field.

Go to Network > Interface after you log into the web configurator if you want to change the interface
settings.

Note: Enter the Internet access information exactly as your ISP gave it to you. Leave a field
blank if you don't have that information.

2.3.1 Interface Type - DHCP

Use this screen to configure your IP address seftings.

= Interface Type: This displays the type of Internet connection you are configuring. Select DHCP if your
ISP did not assign you a fixed IP address.

= Port: Select a port to apply the Internet connection settings fo.
= |P Address: This field is read-only when you set Interface Type to DHCP.

* DHCP Option 60: DHCP Option 60 is used by the Zyxel Device for identification to the DHCP server
using the VCI (Vendor Class Identifier) on the DHCP server. The Zyxel Device adds it in the initial DHCP
discovery message that a DHCP client broadcasts in search of an IP address. The DHCP server can
assign different IP addresses or options to clients with the specific VCI or reject the request from clients
without the specific VCI.

Type a string using up to 63 of these characters a-zA-Z0-9\"#$%&'()*+,-./;<=>2@[]A_ {}to identify this
Zyxel Device to the DHCP server. For example, Zyxel-TW.

= VLAN Tag: Enable to tag the traffic going out from the Zyxel Device
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< VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-4080.

= Connection Test: Click Connection Test fo check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.

Figure 19 Interface Type - DHCP

Connect To Internet
1 ConnectTo
Internet nterface Type DHCP -

2.3.2 Interface Type - Static

Use this screen to configure your IP address settings.

= Interface Type: This displays the type of Internet connection you are configuring. Select Static if your
ISP assigned you a fixed IP address.

= Port: Select a port to apply the Internet connection settings fo.
¢ WAN IP: Enter your (static) public IP address.
* Subnet Mask: Enter the subnet mask for this WAN connection's IP address.

» Default Gateway: Enter the IP address of the router through which this WAN connection will send
traffic (the default gateway).

¢ First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the time server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers.

= VLAN Tag: Enable to tag the fraffic going out from the Zyxel Device
< VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-4080.

= Connection Test: Click Connection Test fo check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.
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Figure 20 Interface Type - Static
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2.3.2.1 Possible Errors
¢ Check that the cable is connected from the WAN port (port 1 or port 2) to the Internet.

¢ Check that the interface is connected to the device you're using for Internet access such as a
broadband router, and that the router is furned on.

e |f your Zyxel Device was not able to obtain an IP address, check that your Internet access information
uses DHCP as the WAN connection type. If it fails again, check with your Internet service provider or
administrator for correct WAN settings.

* If your Zyxel Device was not able to use the IP address entered, check that you enter correctly the IP
address, subnet mask and gateway IP address exactly as given. If it fails again, check with your
Internet service provider or administrator for the correct IP address, subnet mask and gateway
address and other WAN settings.

2.3.3 Interface Type - PPPOE

Use this screen to configure your IP address seftings.

= Interface Type: This displays the type of Internet connection you are configuring. Select PPPOE for a
dial-up connection according to the information from your ISP.

= Port: Select a port to apply the Internet connection settings to.

* User Name: Enter the user name given to you by your ISP. You can use up o 64 single-byte
characters, including 0-9a-zA-Z-_@$ . /+ # ; . %\~N&*() "= {}[] | 2 .<'>'". The user name must begin with
0-90-zA-Z-_@$ . /+. Spaces are not allowed

* Password: Enfer the password associated with the user name. You can use up to 63 single-byte
characters, including 0-9a-zA-Z-_@$ . /+ # ; : %\~N&*() "= {}[] || .<'>'". Spaces are not allowed. This field
cannot be blank.

= VLAN Tag: Enable to tag the traffic going out from the Zyxel Device
= VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-4080.
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« Connection Test: Click Connection Test to check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.

Figure 21 Interface Type - PPPOE
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2.3.3.1 Possible Errors

Make sure that your Internet access information uses PPPoE as the WAN connection type. Re-enter your
PPPoE user name and password exactly as given. If it fails again, check with your Internet service
provider or administrator for correct WAN settings and user credentials.

2.4 System Time

It's important to have correct date and time values in the logs. The Zyxel Device can automatically
update the time and date by detecting your time zone and whether Daylight Savings is in effect in that
time zone.

If your Zyxel Device cannot get the correct date and fime, it may not able to connect fo a time server.
Check the time server settings in System > Settings after you log into the Zyxel Device.
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Figure 22 System Time
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2.5 Device Registration

Click the Register button in this screen to register your device at NCC.

You will need the Zyxel Device's serial number and LAN MAC address to register it at NCC if you have
not already done so. Refer to the label at the back of the Zyxel Device for details.

Note: You must register your Zyxel Device at NCC to activate security services and upgrade
firmware. You cannot proceed with the initial setup wizard if you do not register your

Zyxel Device.

Note: The Zyxel Device must be connected to the Internet in order to register.
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Figure 23 Register Device
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If this displays Not Registered, click Refresh and wait a few minutes for the Zyxel
us to update. When your Zyxel Device is Registered, you can use

o manage it.

| Back

Click Refresh or use the Licensing > Licenses screen after you log info the web configurator to update
your Zyxel Device registration statfus.

The Registration Status field may display Registered or Not registered.

¢ Registered: Your Zyxel Device has successfully registered at NCC.

* Not registered: Your Zyxel Device is not registered at NCC. Make sure you're connected to the
Internet. Wait a few minutes then click Refresh to update the registration status.

2.5.1 Exit the Wizard

The Exit button displays if the Zyxel Device is not connected to the Intfernet when you are af the Device
Registration step. You will be redirected to the Zyxel Device login page after you click Exit.

You cannoft use the Zyxel Device security services and upgrade firmware if you do not register your Zyxel
Device at NCC.
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Figure 24 Exit Wizard
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B Device Devices in organizations.
Registration

Register
4 license
Activation
Registration Stafus: Not registered m

If this displays Not Registered. click Refresh and wait a few minutes for the Zyxel

Device status to update. When your Zyxel Device is Registered, you can use NCC to
manage it.

Exit Back

Make sure to go to Licensing > Licenses and follow the instructions to register your Zyxel Device once

your Zyxel Device is connected to the Internet. Please note that you will only see the following screen if
you log in using an admin account.

Figure 25 Licensing > Licenses

Registration

Device Registration Status:  Not Registered Refresh

Your Iyxel Device is not registered. You cannot upgrade fimware. Your security services settings will not take effect.
Scan the QR code to register your Zyxel Device using the Nebula Mobile app.

You will also see a warning message to remind you to register your Zyxel Device every time you log info

the web configurator. Please note that you will only see the warning message if you log in using an
admin account.
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Figure 26 Register Warning Message

Your Zyxel Device is not registered.

You cannot upgrade firmware. Your security services settings
will not take effect.

Scan the QR code to register your Zyxel Device using the
Nebula Mobile app.

2.6 License Activations

After you register your Zyxel Device, security services supported by your model will be activated
automatically.

Go to Licensing > Licenses affer you log into the web configurator if you want to check the Zyxel Device
services status.

Figure 27 Service Activation

Activation
Connect To
| Internet Refresh
System Time Service Status
| Web Filtering Activated
| Application Security Activated
License I .
4 Activation Anfi-Malware Activated
Ps Activated
5
SecuReporter Activated
Reputation Filter Activated
m

Click Refresh and wait a few moments for the registration information to update in this screen. If the
page does not refresh, make sure the Internet connection is working and click Refresh again. To check
your Internet connection, try to access the Internet from a computer connected to a LAN port on the
Zyxel Device. If you cannoft, then check your Internet access settings on the Zyxel Device.
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The Status column may display Activated or Expired.

e Activated: The service license is enabled.

¢ Expired: The service license has expired. Go to NCC > Organization-wide > License & Inventory to
renew your license.

2.7 Finish

The following screen displays when you finish the initial setup wizard. Click Finish to log into the Zyxel

Device web configurator to configure the Zyxel Device setftings. Click the Nebula Control Center (NCC)
hyperlink to go fo NCC to monitor and manage your Zyxel Device.

Figure 28 Finish

Finish

Click Finish to exit the wizard.

Mext, use the web configurator to configure settings such as security
policies and services.

Log into the Nebula Control Center (NCC) to monitor and manage
your Zyxel Device.

5 Finish

au‘ i m
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3.1 Hardware Overview

This section describes the front and rear panels for each model.

The following table summarizes the port features of the Zyxel Device by model.

Table 12 USG FLEX Series Port Comparison Table

sorewopas |SGREC |{GRPC |SGRSK | BSGREC |UEREC |4
USB 3.0 Ports 1 1 1 1 1 1

10 Gbps SFP+ interface - - - - - 2
PoE+ Port - 1 - 1 2 2
10/100/1000 Mbps Ethernet 8 8 6 6 8 8
Ports

Multi-Gigabit Ethernet Ports - - 2 2 4 4
Console Port 1 (RJ45) 1 (RJ45) 1 (RJ45) 1 (RJ45) 1 (RJ45) 1 (RJ45)

For information on interface names by model, default port or interface name mapping, and default
intferface or zone mapping please see Section 3.4 on page 56.

3.1.1 Multi-Gigabit

Multi-Gigabit Ethernet ports automatically allow connections up fo the speed of the connected network
device (100M, 1G, 2.5G, 5G, or 10G), and you just need to use a CAT 5e or CAT 6 Ethernet cable. You
must use CAT éA or better Ethernet cables to achieve 10G speeds.

See the following table for the cables required and distance limitation to attain the corresponding

speed.

Table 13 Cable Types
CABLE TRANSMISSION SPEED | MAXIMUM DISTANCE | BANDWIDTH CAPACITY
Category 5 100M 100 m 100 MHz
Category 5e 1G 100 m 100 MHz
Category 6 100m:1G

1G /10G 37-50m-10G 250 MHz

Category éa 10G 100 m 500 MHz
Category 7 10G 100 m 600 MHz
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3.1.2 PoE

The Zyxel Device is a Power Sourcing Equipment (PSE) because it provides a source of power through its
Ethernet ports. Each device that receives power through an Ethernet port is a Powered Device (PD). A
Powered Device (PD) is a device that receives power through PoE, such as an IP camera, a wireless
router, an IP telephone or a general outdoor router.

Note: Do not connect the Zyxel Device PoE+ port to a non-Powered Device. If you need to
connect a non-Powered Device to the Zyxel Device PoE+ port, make sure to disable
PoE in Network > Interface > Port first.

The following example figure shows a Zyxel Device supplying POE (Power over Ethernet) to PDs that are
not within reach of a power outlet.

Figure 29 PoE Application

) O A

The Zyxel Device can adjust the power supplied to each PD according to the PoE standard the PD
supporfs. POE standards are:

» |EEE 802.3af Power over Ethernet (PoE)
 |EEE 802.3af Power over Ethernet (POE+)

The following table describes the PoE features of the Zyxel Device by PoE standard.

Table 14 Zyxel Device PoE Features

POE FEATURES USG FLEX 200HP | USG FLEX 200HP | USG FLEX 500H USG FLEX 700H

|IEEE 802.3 at PoE+ port 8 port 2 port 3-4 port 3-4

Power Management Mode | Consumption Consumption Consumption Consumption
Classification Classification Classification Classification
(default) (default) (default) (default)

PoE Power Budget 30W 30W 30W 30W
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Table 15 PoE Standards

POE FEATURES POE POE+

|EEE Standard |IEEE 802.3af IEEE 802.3at
PoE Type Type 1 Type 2

Switch Port Power

|IEEE Power Classification Class 0, 1,2, 3 Class 4
Maximum Power Per Port 154 W 30 W

Port Voltage Range 44 -57 V 50-57V
Cables

Twisted Pairs Used 2-pair 2-pair
Supported Cables Cat3 or Cats Cats or better

3.1.3 Front Panels

The LED indicators are located on the front panel.

Figure 30 USG FLEX 100H Front Panel
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Figure 34 USG FLEX 500H Front Panel
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Figure 35 USG FLEX 700H Front Panel

The following table describes the front panel LEDs.

Table 16 LED Descriptions

LED COLOR | STATUS DESCRIPTION
PWR/SYS Green Off The Zyxel Device is not ready or has failed.
On The Zyxel Device is ready and running.
Blinking The Zyxel Device is booting or upgrading firmware
Red On The Zyxel Device has an error or has failed.
Blinking The Zyxel Device is returning to factory defaults.
USER Green On There are accounts with User Type set as admin logged into the Zyxel
Device.
Blinking New firmware is available or your license has expired.
Amber On There are IP addresses locked out of the Zyxel Device.
Off USER LED is not enabled in System > Settings.
PoE (PoE1/PoE2) | Green On The PoE connected to this port is in AT mode (PoE AT enabled).
Amber | On The PoE connected to this port is in AF mode (PoE AF enabled)
Off No PoE is connected to this port (PoE disabled).
P1-P8 (USG FLEX | Amber | On This port has a successful 10/100 Mbps link.
100H, USG FLEX — . - — -
Blinking The Zyxel Device is sending or receiving packets on this port at 10/100
100HP)
Mbps.
P3-P8 (USG Green On This port has a successful 1 Gbps link.
FLEX200, USG
FLEX 200HP) Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
P5-P12 (USG FLEX Off There is no connection on this port.
500H, USG FLEX
700H)
P1, P2 (USG FLEX | Sky Blue | On This port has a successful 2.5 Gbps link.
200, USG FLEX — — - — -
200HP) Blinking The Zyxel Device is sending or receiving packets on this port at 2.5 Gbps.
Green On This port has a successful 1 Gbps link.
P1-P4 (USG FLEX
500H) Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Amber | On This port has a successful 100 Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 100
Mbps.
Off There is no connection on this port.
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Table 16 LED Descriptions (continued)

LED COLOR | STATUS DESCRIPTION
P3, P4 (USG FLEX | Blue On This port has a successful 10 Gbps link.
700H) Blinking The Zyxel Device is sending or receiving packets on this port at 10 Gbps.
Purple On This port has a successful 5 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 5 Gbps.
Sky Blue | On This port has a successful 2.5 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 2.5 Gbps.
Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Amber | On This port has a successful 100 Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 100
Mbps.
Off There is no connection on this port.
P13, P14 SPF+ Blue On This port has a successful 10 Gbps link.
(USF FLEX 700H) Blinking The Zyxel Device is sending or receiving packets on this port at 10 Gbps.
Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Off There is no connection on this port.

The following table describes the ports on the front panel.

Table 17 Front Panel Ports

LABEL DESCRIPTION

REBOOT Press the button for about 5 seconds to reboot the Zyxel Device.

RESET Press the button in for about 7 seconds (or unfil the PWR/SYS LED starts to blink), then release it
fo return the Zyxel Device to the default configuration (password is 1234, LAN IP address
192.168.168.1 and so on).

Press the button in for more than 30 seconds, then release it to return the Zyxel Device to
factory defaults. The Zyxel Device PWR/SYS LED will blink green while booting up.

usB Connect a storage device for system logs and storage.

P1-P8 (USG FLEX
200H/USG FLEX
200HP)

P1-P12 (USG FLEX
500H/USG FLEX
700H)

These are 1G/2.5G/10G RJ-45 Ethernet ports.

P13-P14 (USG
FLEX 700H)

These are 10G SFP+ ports.

CONSOLE (Cisco
Like pin define)

You can use the console port o manage the Zyxel Device using CLI commands. You will be
prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

e Speed 115200 bps

e Data Bits 8
e Parity None
e Stop Bit 1

¢ Flow Control Off
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3.1.4 Rear Panels

The connection ports are located on the rear panel.

Figure 36 USG FLEX 100H Rear Panel
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Figure 37 USG FLEX 100HP Rear Panel
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Note: Make sure you connect the Zyxel Device's power cord to a socket-outlet with an

earthing connection or its equivalent.
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The following table describes the items on the rear panel.

Table 18 Rear Panel ltems

LABEL DESCRIPTION

Power Use the included power cord to connect the power socket to a power outlet. Turn the power
switch on if your Zyxel Device has a power switch.

Console You can use the console port fo manage the Zyxel Device using CLI commands. You will be

prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

e Speed 115200 bps

¢ Data Bits 8
e Parity None
e Stop Bit1

e Flow Control Off

P1-P8 (USG FLEX
100H, USG FLEX

Theses are 1G RJ-45 Ethernet ports.

100HP)

Fan The fans are for cooling the Zyxel Device. Make sure they are not obstructed to allow maximum
ventilation.

Lock Attach a lock-and-cable from the Kensington lock (the small, metal-reinforced, oval hole) to a

permanent object, such as a pole, to secure the Zyxel Device in place.

Note: Use an 8-wire Ethernet cable o run your Gigabit Ethernet connection at 1000 Mbps.
Using a 4-wire Ethernet cable limits your connection to 100 Mbps. Note that the
connection speed also depends on what the Ethernet device at the other end can

support.

3.2 Installation Scenarios

The Zyxel Device can be:

e Placed on a desktop.

¢ Wall-mounted o

n a wall.

¢ Rack-mounted on a standard EIA rack.

The following table summarizes the installation scenarios of the Zyxel Device by model.

Table 19 USG FLEX Series Installation Comparison Table

USG FLEX 100H/USG FLEX 100HP/ USG FLEX USG FLEX
USG FLEX MODELS 500H 700H
USG FLEX 200H/USG FLEX 200HP
Rubber feet for desktop Yes Yes Yes
placement
Wall Mounting Yes No No
Rack Mounting No Yes Yes

USG FLEX H Series User's Guide

49




Chapter 3 Hardware, Interfaces and Zones

WARNING! Do NOT block the ventilation holes on the Zyxel Device.
Allow 100 mm clearance for the ventilation holes to prevent your Zyxel
Device from overheating. Do not store things on the Zyxel Device. Do
not place a Zyxel Device on another high temperature device.
Overheating could affect the performance of your Zyxel Device, or
even damage it.

3.2.1 Desktop Installation Procedure

1 Make sure the Zyxel Device is clean and dry.
2 Remove the adhesive backing from the rubber feet.

3 Aftach the rubber feet to each corner on the bottom of the Zyxel Device. These rubber feet help
protect the Zyxel Device from shock or vibration, and allow air circulation.

Figure 42 Attaching Rubber Feet

4 Setthe Zyxel Device on a smooth, level surface strong enough to support the weight of the Zyxel Device
and the connected cables. Make sure there is a power outlet nearby.

Note: Make sure to use the rubber feet when stacking the Zyxel Devices on a desk.

3.2.2 Rack-mounting

Use the following steps to mount the Zyxel Device on an EIA standard size, 19-inch rack or in a wiring
closet with other equipment using a rack-mounting kit. Make sure the rack will safely support the
combined weight of all the equipment it contains and that the position of the ZyWALL does not make
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the rack unstable or top-heavy. Take all necessary precautions to anchor the rack securely before
installing the unit.

Use a #2 Phillips screwdriver to install the screws.

Note: Failure to use the proper screws may damage the unit.

1 Align one bracket with the holes on one side of the Zyxel Device and secure it with the included bracket
screws (smaller than the rack-mounting screws).

2 Atftach the other bracket in a similar fashion.
Figure 43 Aftach Brackets

3  After attaching both mounting brackets, position the Zyxel Device in the rack and match up the bracket
holes with the rack holes. Secure the Zyxel Device to the rack with the rack-mounting screws.

Figure 44 Mount on Rack
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Note: Make sure there is at least 100 mm of clearance at the sides and 100 mm in the rear to
allow air circulation and the attachment of cables and the power cord. When stacking
in a rack, make sure there is at least 40 mm of clearance between Zyxel Devices.

3.2.3 Wall-mounting

Do the following to attach your Zyxel Device to a wall.

USG FLEX H Series User's Guide

51



Chapter 3 Hardware, Interfaces and Zones

The following table lists the distance “X” between mounting holes for each model:

Table 20 Distance “X" Between FLEX Mounting Holes

MODEL NAME DISTANCE “X”
USG FLEX 100H 174 mm (6.85")
USG FLEX 100HP 174 mm (6.85")
USG FLEX 200H 174 mm (6.85")
USG FLEX 200HP 206 mm (8.11")

Drill into a wall two holes 3 mm — 4 mm (0.12"-0.16") wide, 20 mm - 30 mm (0.79" - 1.18") deep and a
distance X (see the preceding table) apart. Place two screw anchors in the holes.

Figure 45 Wall Mounting Screw Specifications
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Screw two screws with 6 mm — 8 mm (0.24" - 0.31") wide heads into the screw anchors. Do not screw the
screws all the way in to the wall; leave a small gap between the head of the screw and the walll.

ot — L. — ]

L— -

The gap must be big enough for the screw heads to slide into the screw slots and the connection cables
to run down the back of the Zyxel Device.

Note: Make sure the screws are securely fixed to the wall and strong enough to hold the
weight of the Zyxel Device with the connection cables.

Use the holes on the bottom of the Zyxel Device to hang the Zyxel Device on the screws.
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Figure 46 Wall Mounting
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Note: Wall-mount the Zyxel Device horizontally. The Zyxel Device's side panels with ventilation
slots should not be facing up or down as this position is less safe.

Make sure there is 100 mm of clearance at the sides and 1 — 1.5 mm distance between

the screw head and the wall to allow air circulation and the attachment of cables and
the power cord.

3.3 Power Cord Lock

Follow the steps below to use the power cord lock to secure the power cord connected to the Zyxel
Device.

3.3.1 For USG FLEX 100H, USG FLEX 100HP, USG FLEX 200H, USG FLEX 200HP,
USG FLEX 500H

1 Use ascrew driver to remove the power cord lock and the screw from the Zyxel Device.
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2 Aftach the Zyxel Device power cord through the power cord lock.

3 Connect the power cord to the Zyxel Device power socket.

4 Use the screw driver to secure the power cord lock and the screw with the power cord to the hole next
to the power socket.
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3.3.2 For USG FLEX 700H

1 Insert Cable Clamp A into the case hole.

e
Cable Clamp A £9% Cable Clamp B

2 Connect the power cord to the Zyxel Device power socket.

3 Open Cable Clamp B and attach it to the power cord. Make sure Cable Clamp B covers the head of
the power cord.

Power Cord Head
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4 Close Cable Clamp B to secure the power cord to the power socket.

3.4 Default Zones, Interfaces, and Ports

The default configurations for zones, interfaces, and ports are as follows. References to interfaces may
be generic rather than the specific name used in your model. For example, this guide may use “the

WAN interface” rather than “wan1” or “wan?2”, “ge2" or" ge3d”.

Each Zyxel Device port can be configured as an additional WAN, LAN, WLAN or DMZ port.

The following table shows the default physical port and interface mapping for each model at the time

of wrifing.
Table 21 Default Physical Port — Interface Mapping
PORT / INTERFACE | P1 | P2 | P3 | P4 | P5 | P6 | P7 | PB | P9 | P10 | P11 | P12 | P13 | P14
USG FLEX T00H/USG | gel | ge2 | ge3 | ge3 | geld | ged | ge4 | ge4
FLEX 100HP
USG FLEX200H/USG | gel | ge2 | ge3 | ged | ge3 | ged | ge4d | ge4
FLEX 200HP
USG FLEX 500H gel | ge2 | ged3 | ged3 | ged3 | ged | ged | ged | ged | ge4d
USG FLEX 700H gel |ge2 |ged3 | geld | ge3 | ge3 | ged | ged | ged | ge4

The following table shows the default intferface and zone mapping for each model at the time of

writing.

Table 22 Default Zone - Interface Mapping

ZONE / INTERFACE WAN LAN
USG FLEX 100H/USG GE1l GE3
FLEX 100HP

GE2 GE4
USG FLEX 200H/USG GE1 GE3
FLEX 200HP

GE2 GE4

Table 23 Default Zone

— Interface Mapping

ZONE / INTERFACE WAN LAN
USG FLEX 500H GEl GE3
GE2 GE4
USG FLEX 700H GE1l GE3
GE2 GE4
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Dashboard

4.1 Overview

Use the Dashboard screens to check status information about the Zyxel Device.

4.1.1 What You Can Do in this Chapter

Use the main Dashboard screen to see the Zyxel Device’s general device information, system status, and
system resource usage. You can also display other status screens for more information.

Use the Dashboard screens to view the following.

System Information Screen on page 58
Virtual Device Screen on page 59
Resource Usage Screen on page 60
Bandwidth on page 60

Client Usage Screen on page 61

The Latest Logs Screen on page 62

The Security Screen on page 62

4.2 The System Screen

The System screen displays when you log into the Zyxel Device or click System in the navigation panel.
The System screen displays general device information, system resource usage, and interface status in
widgets that you can re-arrange to suit your needs. You can also click the refresh icon ( & ) to refresh
individual widgets.
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Figure 47 Dashboard > System
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4.2.1 System Information Screen

The System Information screen displays Zyxel Device's system and model name, serial number, MAC
address and firmware version shown in the below screen.

Figure 48 Dashboard > System > System Information
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The table describes the fields in this screen.

Table 24 Dashboard > System > System Information

LABEL

DESCRIPTION

Host Name

This field displays the name used to identify the Zyxel Device on any network. Click
the link and open the Host Name screen where you can edit and make changes to
the system and domain name.

Serial Number

This field displays the serial number of this Zyxel Device. The serial number is used for
device tracking and control.

MAC Address

This field displays the MAC addresses used by the Zyxel Device. Each physical port
has one MAC address. The first MAC address is assigned fo physical port 1, the
second MAC address is assigned to physical port 2, and so on.

USG FLEX H Series User's Guide

58




Chapter 4 Dashboard

Table 24 Dashboard > System > System Information

LABEL DESCRIPTION

Firmware This field displays the version number and date of the firmware the Zyxel Device is
currently running. Click the link to open the File Manager screen where you can
upload firmware.

Uptime This field displays how long the Zyxel Device has been running since it last restarted
or was furned on.

System Time This field displays the current date and time in the Zyxel Device. The format is yyyy-
mm-dd hh:mm:ss.

4.2.2 Virtual Device Screen

The Virtual Device screen displays Zyxel Device's ports and connections status.

Figure 49 Dashboard > System > Virtual Device
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The following table describes the labels in this screen.

Table 25 Dashboard > System > Virtual Device

LABEL

DESCRIPTION

Virtual Device

This field displays details about the status of the Zyxel Device's ports and connections. An
unconnected interface or slot appears grayed out. Hover your cursor over a connected
interface or slot to display status details.

The following labels display when you hover your cursor over a connected interface or slot.

Name

This field displays the name of each interface.

Status

This field displays the current status of each interface or device installed in a slot. The possible
values depend on what type of interface it is.

Inactive - The Ethernet interface is disabled.

Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the port
speed and duplex setting (Full or Half).

The status for a WLAN card is none.

For cellular (mobile broadband) interfaces, see Section 7.4 on page 121 for the status that can
appear.

For the auxiliary interface:
Inactive - The auxiliary interface is disabled.
Connected - The auxiliary interface is enabled and connected.

Disconnected - The auxiliary interface is not connected.
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Table 25 Dashboard > System (continued)> Virtual Device

LABEL DESCRIPTION
Zone This field displays the zone to which the interface is currently assigned.
IP Address/ This field displays the current IP address and subnet mask assigned to the interface. If the
Mask interface is a member of an active virtual router, this field displays the IP address it is currently
using. This is either the static IP address of the interface (if it is the master) or the management
IP address (if it is a backup).

4.2.3 Resource Usage Screen

Click the bar to see a graphic on that resource.

Figure 50 Dashboard > System > Resources Usage
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The table describes the fields in the screen.

Table 26 Dashboard > System > Resource Usage

LABEL DESCRIPTION

CPU This field displays what percentage of the Zyxel Device's processing capability is
currently being used. Click this field to display a chart of the Zyxel Device's recent
CPU usage.

Flash This field displays what percentage of the Zyxel Device's onboard flash memory is

currently being used.

Memory This field displays what percentage of the Zyxel Device's RAM is currently being used.
Click this field to display a chart of the Zyxel Device's recent memory usage.

Sessions This field shows how many sessions, established and non-established, that pass
through/from/to/within the Zyxel Device. Click this field to display a chart of Zyxel
Device's recent session usage.

4.2.4 Bandwidth

This screen displays a line graph of packet statistics for each interface.
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Figure 51 Dashboard > System > Bandwidth
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This table describes the fields in the above screen.

Table 27 Dashboard > Tx/Rx Statistics

LABEL DESCRIPTION
Mbps The y-axis represents the speed of transmission or reception.
Time The x-axis shows the fime period over which the transmission or reception occurred.

4.2.5 Client Usage Screen

This screen displays the number of users logged into the Zyxel Device and a summary of the DHCP
settings status. Click the links to go to the Login Users or the DHCP Table screen.

Figure 52 Dashboard > System > Client Usage
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This table describes the fields in the above screen.

Table 28 Dashboard > DHCP Table

LABEL DESCRIPTION

Login Users This field displays the number of users that are currently logged into the Zyxel Device.

DHCP Lease This field displays the number of IP addresses that are leased for clients.

Reservation This field displays the number of IP addresses that are reserved for the MAC
addresses.

DHCP Server This field displays the number of interface that the DHCP server is enabled on the
Zyxel Device.
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4.2.6 The Latest Logs Screen

Figure 53 Dashboard > System > The Latest Logs
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The table describes the fields in the screen.

Table 29 Dashboard > System > The Latest Log

LABEL

DESCRIPTION

#

This is the entry’s rank in the list of alert logs.

Time

This field displays the date and time the log was created.

Category

This field displays the type of log generated.

Message

This field displays the actual log message.

Source

This field displays the source address (if any) in the packet that generated the log.

Destination

This field displays the destination address (if any) in the packet that generated the
log.

Priority

This field displays the severity of the log.

4.3 The Security Screen

Use the Security screen to check security status information about the Zyxel Device.
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Figure 54 Dashboard > Security
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This screen gives the following information:

¢ The amount of scanned traffic

* The number of scanned connections for URL threat filtering

¢ The number of scanned files for anti-malware

¢ The number of scanned connections for IPS

¢ The number of scanned files for sandbox.

* Top 5 applications that are used the most

e Top 5 URLs that are detected the most

Click the Refresh icon to update the information in the window right away.
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CHAPTER 5
Monitor

5.1 Overview

Use the Monitor screens to check status and statistics information.

5.1.1 What You Can Do in this Chapter

Use the Monitor screens for the following.

Use the System Statistics > Port (Section 5.2 on page 66) screen to view the packets statistics for each
port.

Use the System Statistics > Interface (Section 5.3 on page 67) screen to view the packets statistics for
each interface.

Use the System Statistics > Resource (Secfion 5.4 on page 67) screen to view the resource statistics.
Use the Security Statistics > App Patrol (Section 5.5 on page 68) screen to view application statistics.

Use the Security Statistics > Content Filter screen (Section 5.6 on page 69) to start or stop data
collection and view content filter statistics.

Use the Security Statistics > Reputation Filter screens (Section 5.7 on page 71) to view statistics of IP
reputation, DNS threat filtering and URL threat filtering.

Use the Security Statistics > IPS screen (Section 5.8 on page 75) to start or stop data collection and
view IPS statistics.

Use the Security Statistics > Anti-Malware (Section 5.9 on page 76) screen to view anfi-malware
statistics.

Use the Security Statistics > SSL Inspection screen (Section 5.10 on page 77) to see a report on SSL
Inspection and a certificate cache list.

Use the Security Statistics > Sandbox screen (Section 5.11 on page 79) to view sandbox statistics.

Use the Network Status > Interface screen (see Section 5.13 on page 82) to view the interface packets
statistics.

Use the Network Status > Session Monitor screen (see Section 5.13 on page 82) to view sessions by user
or service.

Use the Network Status > Device Insight screen (see Section 5.14 on page 84) to view the status of the
clients connected to the Zyxel Device.

Use the Network Status > Login Users screen (Section 5.15 on page 86) to look at a list of the users
currently logged into the Zyxel Device.

Use the Network Status > DHCP Table screen (see Section 5.16 on page 87) to view a list of interfaces
and their DHCP-assigned IP addresses.

Use the VPN Status > IPSec VPN > Site to Site VPN screen (Section 5.17.1 on page 88) to display and
manage active IPSec SAs.

Use the VPN Status > IPSec VPN > Remote Access VPN screen (Section 5.17.2 on page 89) to display
and manage remote access VPN clients.
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* Use the VPN Status > SSL VPN > Remote Access VPN screen (Section 5.18 on page 90) fo list the users

currently logged into the SSL VPN client portal. You can also log out individual users and delete

related session information.

5.2 The Port Statistics Screen

Use this screen to look at packets statistics for each Gigabit Ethernet port. Ports are physical ports to

which you connect cables.
To access this screen, click System Statistics > Port.

Figure 55 System Statistics > Port
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The following table describes the labels in this screen.

Table 30 System Statistics > Port

LABEL

DESCRIPTION

Monitor Port

Select a port from the drop-down list box to view the port packets statistics.

Poll Interval Enter how often you want this window o be updated automatically, and click
Refresh.

1D This line represents traffic transmitted from the Zyxel Device on the physical port
since it was last connected.

RX This line represents the traffic received by the Zyxel Device on the physical port since

it was last connected.
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5.3 The Interface Statistics Screen

Use this screen to look at packets statistics for each interface. Interfaces are used within the system

operationally. You use them in configuring various features.
To access this screen, click System Statistics > Interface.

Figure 56 System Statfistics > Interface
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The following table describes the labels in this screen.

Table 31 System Statistics > Interface

LABEL DESCRIPTION

Monitor Interface Select an interface from the drop-down list box to view the interface packets
statistics.

Poll Interval Enter how often you want this window to be updated automatically, and click
Refresh.

DS This line displays the fransmission speed, in bytes per second, on the interface in the
one-second interval before the screen updated.

RX This line displays the reception speed, in bytes per second, on the interface in the

one-second interval before the screen updated.

5.4 The Resource Statistics Screen

Use this screen to view the resource, including:

* The percentage of the Zyxel Device processing capability is used.

¢ The percentage of the Zyxel Device RAM is used.

USG FLEX H Series User's Guide

67



Chapter 5 Monitor

* The number of sessions that pass through/from/to/within the Zyxel Device.
To access this screen, click System Statistics > Resource.

Figure 57 System Statistics > Resource
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The following table describes the labels in this screen.

Table 32 System Statistics > Resource

LABEL DESCRIPTION

Poll Interval Enter how often you want this window to be updated automatically, and click
Refresh.

CPU Usage This displays what percentage of the Zyxel Device processing capability is used.

Memory Usage This displays what percentage of the Zyxel Device RAM is used.

Session Usage This displays how many sessions, established and non-established, that pass through/
from/to/within the Zyxel Device.

5.5 The App Patrol Screen

Application patrol provides a convenient way to manage the use of various applications on the
network. It manages general protocols (for example, HTTP and FTP) and instant messenger (IM), peer-to-
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peer (P2P), Voice over IP (VoIP), and streaming (RSTP) applications. You can even control the use of a
particular application’s individual features (like text messaging, voice, video conferencing, and file
transfers).

Click Security Statistics > App Patrol to display the following screen. This screen displays Application
Patrol statistics based on the App Patrol profiles bound to Security Policy profiles.

Figure 58 Security Statistics > App Patrol
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The following table describes the labels in this screen.
Table 33 Security Statistics > App Patrol
LABEL DESCRIPTION
Refresh Click this button to update the report display.
Flush Data Click this button to discard all of the screen’s statistics and update the report display.

Top Application

Application This is the name of the application identified.

Category This is the category the application belongs to.

Usage This is how much traffic the application has used.
%Usage This is the percentage of traffic the application has used.

5.6 The Content Filter Screen

Click Security Statistics > Content Filter to display the following screens. The Zyxel Device content filtering
includes HTTP(S) traffic scan and DNS domain scan. The HTTP(S) traffic scan allows the Zyxel Device to
block access to specific websites, by inspecting the URL or Server Name Indication (SNI) that the user’s
web browser sends to the web server. The DNS domain scan allows the Zyxel Device to block access to
specific websites by inspecting DNS queries made by users on your network. If the website in the DNS
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query contains prohibited material, then the Zyxel Device replies to the DNS query with a IP address that
points to the block page.

These screens display some basic statistics on HTTP(S) traffic scan and DNS domain scan.

Figure 59 Security Statistics > Content Filter
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The following table describes the labels in this screen.

Table 34 Security Statistics > Content Filter

LABEL

DESCRIPTION

Last 24 Hours Summary

Top entry by

Use this field to have the following (read-only) table display the top content filter log
entries by Blocked Category, Blocked Source IP, Blocked URL, Allowed Category,
Allowed Source IP, or Allowed URL. This table displays the most common, recent
content filter logs. See the log screen for less common content filter logs or use a syslog
server to record all content filter logs.

Select Blocked Category to list the web site categories the Zyxel Device has blocked.

Select Blocked Source IP to list the source IP addresses of the web sites the Zyxel Device
has blocked.

Select Blocked URL to list the URLs of the web sites the Zyxel Device has blocked.
Select Allowed Category to list the web site categories the Zyxel Device has allowed.

Select Allowed Source IP to list the source IP addresses of the web sites the Zyxel Device
has allowed.

Select Allowed URL fo list the URLs of the web sites the Zyxel Device has allowed.

Refresh Click this button to update the report display.

Flush Data Click this button to discard all of the screen’s statistics and update the report display.
Time This column displays the date and time when the users access the URL or FQDN.
Action This column displays whether the Zyxel Device blocks or passes the accessed URL or

FQDN.
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Table 34 Security Statistics > Content Filter

LABEL DESCRIPTION

URL/Domain This column displays the URL or domain name of the web site accessed.

Profile This column displays the content filter profile the website belongs to.

Category This column displays the category the accessed web site belongs to.

Source IP This column displays the source IP address of the web site the Zyxel Device has
checked.

Destination IP This column displays the destination IP address at which the tfraffic of the web site the
Zyxel Device has checked is sent.

5.7 The Reputation Filter Screens

Click Security Statistics > Reputation Filter to display the following screens. These screens display
reputation filter stafistics.

The Zyxel Device reputation filter includes IP reputation, DNS threat filter and URL threat filter.

5.7.1 IP Reputation

This screen displays IP reputation statfistics. IP reputation checks the reputation of an IP address from a
database.

Figure 60 Security Statistics > Reputation Filter > IP Reputation
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The following table describes the labels in this screen.

Table 35 Security Statistics > Reputation Filter > IP Reputation

LABEL DESCRIPTION

Last 24 Hours Summary

Top Entries By Use this field o have the following (read-only) table display the top IP reputation log
entries by Category, Infected/Victim Host or Malicious IP. This table displays the most
common, recent IP reputation logs. See the log screen for less common IP reputation
logs or use a syslog server to record all IP reputation logs.

Select Category to list the most common categories of packets that the Zyxel Device has
detfected.

Select Infected/Victim Host to list the most common IP addresses of the infected hosts.

Select Malicious IP to list the most common IPv4 addresses with bad reputation that
have sent packets to the Zyxel Device.

Refresh Click this butfton to update the report display.

Flush Data Click this button to discard all of the screen’s statistics and update the report display.

IP Reputation Events

Time This field displays the date and time the entry was created.

+ Allow List Select an entry and click this to add it to the IP reputation allow list.

Malicious IP This field displays the IPv4 address with bad reputation.

Infected/Victim Host This field displays the IP address of the infected host.

Threat Category This field displays the category of the entry.

Threat Level This field displays the threat level of the enfry.

Occurrences This field displays how many fimes the Zyxel Device has detected the event described in
the entry.

Apply Click Apply to save your changes back to the Zyxel Device.

Reset Click Reset to return the screen to its last-saved settings.

5.7.2 DNS Threat Filter

This screen displays DNS threat filter statistics. DNS threat filtering inspects DNS queries made by clients on
your network and compares the queries against a database of blocked or allowed Fully Qualified
Domain Names (FQDNs).

Figure 61 Security Statistics > Reputation Filter > DNS Threat Filter
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The following table describes the labels in this screen.

Table 36 Security Statistics > Reputation Filter > DNS Threat Filter

LABEL

DESCRIPTION

Last 24 Hours Summary

Top Entries By

Use this field fo have the following (read-only) table display the top DNS threat filter log
entries by Category, Source IP or DNS Name. This fable displays the most common,
recent DNS threat filter logs. See the log screen for less common DNS threat filter logs or
use a syslog server to record all DNS threat filter logs.

Select Category to list the most common categories of packets that the Zyxel Device has
detfected.

Select Source IP to list the most common source IP addresses of traffic.

Select DNS Name to list the most common FQDNs of the infected websites.

Refresh

Click this button to update the report display.

Flush Data

Click this button to discard all of the screen’s statistics and update the report display.

DNS Threat Filter Events

Time This field displays the date and time the entry was created.

+ Allow List Select an entry and click this fo add it to the DNS filtering allow list.

DNS Name This field displays the FQDN of an infected website.

Category This field displays the category of the entry.

Source IP This field displays the source IP address of fraffic that you want to trace.
Apply Click Apply fo save your changes back fo the Zyxel Device.

Reset Click Reset to return the screen to its last-saved settings.

5.7.3 URL Threat Filter

This screen displays URL threat filter statistics. URL threat filtering compares access to specific URLs
against a database of blocked or allowed sites.
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Figure 62 Security Statistics > Reputation Filter > URL Threat Filter
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The following table describes the labels in this screen.

Table 37 Security Statistics > Reputation Filter > URL Threat Filter

LABEL

DESCRIPTION

Last 24 Hours Summary

Top Entries By

Use this field fo have the following (read-only) table display the top URL threat filter log

enfries by Category, URL or Source IP. This table displays the most common, recent URL

threat filter logs. See the log screen for less common URL threat filter logs or use a syslog
server to record all URL threat filter logs.

Select Category to list the most common categories of packets that the Zyxel Device has
detected.

Select URL to list the most common URLs of the infected websites.

Select Source IP to list the most common source IP addresses of traffic.

Refresh

Click this butfton to update the report display.

Flush Data

Click this button to discard all of the screen’s statistics and update the report display.

URL Threat Filter Events

Time This field displays the date and time the entry was created.

+ Allow List Select an entry and click this to add it fo the URL Threat filtering allow list.
URL This field displays the URL of an infected website.

Category This field displays the category of the enfry.

Source IP This field displays the source IP address of fraffic that you want fo trace.

Destination IP

This field displays the destination IP address of traffic.

Apply

Click Apply to save your changes back to the Zyxel Device.

Reset

Click Reset to return the screen to its last-saved settings.
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5.8 The IPS Screen

Click Security Statistics > IPS to display the following screen. This screen displays IPS (Intrusion Prevention
System) statistics. An IPS system can detect malicious or suspicious packets and respond instantaneously
by rejecting or dropping the packets. The Zyxel Device IPS protects your network against network-based
infrusions.

Figure 63 Security Statistics > IPS
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The following table describes the labels in this screen.
Table 38 Security Statistics > IPS
LABEL DESCRIPTION
Last 24 Hours Summary
Top Entries By Use this field to have the following (read-only) table display the top IPS log entries by

Signature Name, Source IP or Destination IP. This table displays the most common, recent
IPS logs. See the log screen for less common IPS logs or use a syslog server to record all
IPS logs.

Select Signature Name to list the most common signatures that the Zyxel Device has
detfected.

Select Source IP to list the source IP addresses from which the Zyxel Device has detected
the most intrusion aftempts.

Select Destination IP to list the most common destination IP addresses for intrusion
attempts that the Zyxel Device has detected.

Refresh Click this button to update the report display.

Flush Data Click this button to discard all of the screen’s statistics and update the report display.

Time This column displays the date and fime IPS blocked this IP address.

+ Allow List Select an entry and click this to add the signature to the IPS allow list.

Signature ID This column displays when you display the unique value given to each infrusion
detected.

Signature Name This column displays the name to identify the type of infrusion pattern.

Type This column displays the categories of infrusions.

Severity This column displays the level of threat that the infrusions may pose.

Source IP This column displays the source IP address of the infrusion attempfs.

Destination IP This column displays the destination IP address at which intrusion attempts were
targeted.
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5.9 The Anti-Malware Screen

Click Security Statistics >
stafistics.

Anti-Malware to display the following screen. This screen displays anti-malware

Figure 64 Security Statistics > Anti-Malware
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The following table describes the labels in this screen.

Table 39 Security Statistics > Anfi-Malware

LABEL

DESCRIPTION

Top Entries By

Use this field to have the following (read-only) table display the top anti-malware log
enfries by Virus Name, Source IP, and Destination IP. This table displays the most
common, recent anti-malware logs. See the log screen for less common anfi-malware
logs or use a syslog server to record all anti-malware logs.

Select Virus Name to list the most common viruses that the Zyxel Device has detected.

Select Source IP to list the source IP addresses from which the Zyxel Device has detected
the most virus-infected files.

Select Destination IP to list the most common destination IP addresses for virus-infected
files that Zyxel Device has detected.

Refresh Click this button to update the report display.

Flush Data Click this button to discard all of the screen’s statistics and update the report display.

Anfi-Malware Statistics

Events

Time This field displays the date and time the entry was created.

+ Allow List Select an entry and click this to add it to the anti-malware allow list.

Virus name This column displays when you display the entries by Virus Name. This displays the name
of a detected virus.

Hash This column displays a hash value, MD5 (Message Digest 5)of the detected virus file.

MDS5 is hash algorithms used to authenticate packet data.
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Table 39 Security Stafistics > Anfi-Malware (continued)

LABEL DESCRIPTION

Source IP This column displays when you display the entries by Source IP. It shows the source IP
address of virus-infected files that the Zyxel Device has detected.

Destination IP This column displays when you display the enfries by Destination IP. It shows the
destination IP address of virus-infected files that the Zyxel Device has detected.

Apply Click Apply fo save your changes back to the Zyxel Device.

Reset Click Reset to return the screen to its last-saved settings.

5.10 The SSL Inspection Screens

The Zyxel Device uses SSL Inspection to decrypt SSL traffic, then sends it to Security Service engines for
inspection, and then finally encrypts traffic that passes inspection and forwards it.

5.10.1 The Summary Screen

Click Security Statistics > SSL Inspection > Summary to display the following screen. This screen shows the
number of SSL sessions inspected, blocked and passed.

Figure 65 Security Statistics > SSL Inspection > Summary
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The following table describes the labels in this screen.

Table 40 Security Statistics > SSL Inspection > Summary

LABEL DESCRIPTION

General Settings

Refresh Click this button to update the report display.
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Table 40 Security Statistics > SSL Inspection > Summary (continued)

LABEL DESCRIPTION
Flush Data Click this button to discard all of the screen'’s statistics and update the report display.
Status

This shows the maximum number of simultaneous SSL Inspection sessions allowed for
your Zyxel Device model.

Maximum Concurrent
Sessions

Concurrent Sessions This shows the actual number of simultaneous SSL Inspection sessions in progress.

Summary
Total This is the total of SSL sessions inspected and number of sessions blocked and number
of sessions passed since data was last flushed or the Zyxel Device last rebooted after
Collect Statistics was enabled.
Inspected This shows the total number of SSL sessions inspected since data was last flushed or the

Zyxel Device last rebooted after Collect Statistics was enabled

This shows the number of kilobytes (KB) of data that was decrypted for Security
Service inspection.

Decrypted (Kbytes)

This shows the number of kilobytes (KB) of data that was re-encrypted after Security
Service inspection and then forwarded.

Encrypted (Kbytes)

Blocked This shows the number of SSL sessions blocked.

Passed This shows the number of SSL sessions passed.

5.10.2 The Certificate Cache List Screen

A certificate identifies the source of SSL fraffic. Use this screen to decide which sources can be excluded
from SSL inspection. Traffic in an Exclude List is not intfercepted by SSL inspection.

Click Security Statistics > SSL Inspection > Certificate Cache List to display a screen that shows details on
SSL traffic identified by its certificate and an option to add that traffic to the Exclude List.

Figure 66 Security Statistics > SSL Inspection > Certificate Cache List
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The following table describes the labels in this screen.

Table 41 Security Statistics > SSL Inspection > Certificate Cache List
LABEL DESCRIPTION
Time This is the latest date (yyyy-mm-dd) and fime (hh-mm-ss) that the record in the

certificate cache list was met.

Add to Exclude list

Select and item in the list and click this icon to add the common name (CN) to the
Exclude List.

Common Name

This displays the common name in the certfificate of the SSL traffic destination server.

Server Name Indication

Server Name Indication (SNI) is the domain name entered in the browser, FTP client,
etc. to begin the SSL session with the server. It allows multiple SSL sessions to the same
IP address and port number with different certificates from different SNI. This field
displays the SNI for this SSL session.

SSL Version

This field shows the SSL version. TLS1.0/1.1/1.2 are currently supported.
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Table 41 Security Statistics > SSL Inspection > Certificate Cache List (continued)

LABEL DESCRIPTION

Destination This displays the IP address and port number of the SSL traffic destination server.

Valid Time This displays the cache item expiry fime in seconds. The cache item is deleted when
the remaining time expires.

5.11 The Sandbox Screen

Click Security Statistics > Sandbox to display the following screen. This screen displays sandbox stafistics.

Figure 67 Security Statistics > Sandbox
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The following table describes the labels in this screen.
Table 42 Security Statistics > Sandbox
LABEL DESCRIPTION
Top Entries By Use this field fo have the following (read-only) table display the top sandbox log entries

by Destination IP, Source IP and Type. This table displays the most common, recent
sandbox logs. See the log screen for less common sandbox logs or use a syslog server to
record all sandbox logs.

Select Source IP to list the source IP addresses from which the Zyxel Device has detected
the most files with unknown or untrusted programs and codes.

Select Destination IP fo list the most common destination IP addresses for files with
unknown or untrusted programs and codes that Zyxel Device has detected.

Select Type to display if the file type of the detected file with unknown or untrusted
programs and codes.

Refresh Click this button to update the report display.
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Table 42 Security Statistics > Sandbox

LABEL

DESCRIPTION

Flush Data

Click this button to discard all of the screen’s statistics and update the report display.

When the statistics stored reach the limit, new statistics automatically overwrite existing
statistics, starting with the oldest statistics first.

Sandbox Events

Time This field displays the time the file is scanned by the Zyxel Device.

Type This field displays the file type of the detected file with unknown or untrusted programs
and codes.

File Name This column displays the file name of the detected virus file.

Hash This column displays a hash value, MD5 (Message Digest 5, of the detected file with
unknown or unfrusted programs and codes.
MDS5 is a hash algorithm used fo authenticate packet data.

Source IP This column displays the source IP address of the file the Zyxel Device has checked.

Destination IP

This column displays the destination IP address at which the traffic of the file the Zyxel
Device has checked is sent.

5.12 The Interface Screen

This screen lists all of the Zyxel Device's interfaces and their information.

Click Network Status > Interface to display the following screen.
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Figure 68 Network Status > Interface

External

Nome %

i
[

]
i

Internal

Nome %

Bridge

Nome %

Nome &

Q m
Port/Binding % Type ¥ Shatus %
o1 Etnemet Down
o2 Etnemet 1000M /U
owsperpoge: 50 w B 1
o m
Port/Binding % Type ¥ Shatus %
03,p4.papé Etnemet Down,Down,Down, Down
©7.p8 Etnemet Down.Down
Rowsperpoge: 50w 2002 1
Q m
Port/Binding % Type ¥ Shatus %
No data
o - 1
Q m
Type # Shatus @
No data
o - 1

The following table describes the labels in this screen.

Table 43 Network Status > Interface

LABEL DESCRIPTION

Refresh Click this to update the information in this screen.

Name This field displays the name of each interface.

Port/Binding This field displays the physical port number that is binded to the interface. An interface is
binded to a port when the interface is bounded fo the physical port.

Type This field displays the type of connection the interface is using.

USG FLEX H Series User's Guide

81




Chapter 5 Monitor

Table 43 Network Status > Interface

LABEL

DESCRIPTION

Status

This field displays the current status of each interface. The possible values depend on what
type of interface it is.

For Ethernet interfaces:

¢ Inactive - The Ethernet interface is disabled.

* Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

* Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the
port speed and duplex setting (Full or Half).

For the auxiliary interface:

¢ Inactive - The auxiliary interface is disabled.
e Connected - The auxiliary interface is enabled and connected.
* Disconnected - The auxiliary interface is not connected.

For virtual interfaces, this field always displays Up. If the virtual interface is disabled, it does not
appear in the list.

For VLAN and bridge interfaces, this field always displays Up. If the VLAN or bridge interface is
disabled, it does not appear in the list.

For PPP interfaces:

e Connected - The PPP interface is connected.
¢ Disconnected - The PPP interface is not connected.

If the PPP interface is disabled, it does not appear in the list.

Zone

This field displays the zone to which the interface is assigned.

IP Addr/Netmask

This field displays the current IP address and subnet mask assigned fo the interface. If the IP
address and subnet mask are 0.0.0.0, the interface is disabled or did not receive an IP address
and subnet mask via DHCP.

If this interface is a member of an active virtual router, this field displays the IP address it is
currently using. This is either the static IP address of the interface (if it is the master) or the
management IP address (if it is a backup).

IP Assignment

This field displays how the interface gefts its IP address.

e Static - This interface has a static IP address.
* DHCP Client - This interface gets its IP address from a DHCP server.

Service

This field lists which services the interface provides to the network. Examples include DHCP
relay, DHCP server and DDNS. This field displays n/a if the interface does not provide any
services to the network.

5.13 The Session Monitor Screen

The Session Monitor screen displays all established sessions that pass through the Zyxel Device for
debugging or statistical analysis. It is not possible to manage sessions in this screen. The following
information is displayed.

¢ User who started the session

e Protocol or service port used

e Source address

¢ Destination address

* Number of bytes received (so far)
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* Number of bytes fransmitted (so far)

¢ Duration (so far)

You can look at all established sessions that passed through the Zyxel Device by user, service, source IP
address, or destination IP address. You can also filter the information by user, protocol / service or service
group, source address, and/or destination address and view it by user.

Click Network Status > Session Monitor to display the following screen.

Figure 69 Network Status > Session Monitor
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The following table describes the labels in this screen.

Table 44 Network Status > Session Monitor

LABEL DESCRIPTION

View Select how you want the established sessions that passed through the Zyxel Device to be
displayed. Choices are:

* sessions by users - display all active sessions grouped by user

* sessions by services - display all active sessions grouped by service or protocol

e sessions by source IP - display all active sessions grouped by source IP address

e sessions by destination IP - display all active sessions grouped by destination IP address

e all sessions - filter the active sessions by the User, Service, Source IP, and Destination IP, and
display each session individually (sorted by user).

Refresh Click this button to update the information on the screen. The screen also refreshes
automatically when you open and close the screen.

Search Click this to display all sessions in the table below according to the criteria you defined above.

The User, Service, Source Address, Destination Address, Source Country and Destination
Country fields display if you view all sessions.

User This field displays when View is set to all sessions. Type the user whose sessions you want to view.
It is not possible to type part of the user name or use wildcards in this field; you must enter the
whole user name.

Service This field displays when View is set to all sessions. Select the service or service group whose
sessions you want to view. The Zyxel Device identifies the service by comparing the protocol
and destination port of each packet to the protocol and port of each services that is defined.

Source This field displays when View is setf to all sessions. Type the source IP address whose sessions you
Address want to view. You cannot include the source port.

Destination This field displays when View is set to all sessions. Type the destination IP address whose sessions
Address you want to view. You cannot include the destination port.

Source This field displays when View is setf fo all sessions. Select the country where the traffic is coming
Country from.
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Table 44 Network Status > Session Monitor (continued)

LABEL DESCRIPTION
Destination This field displays when View is set to all sessions. Select the country where the fraffic is going to.
Country
# This field is the rank of each record. The names are sorted by the name of user in active session.

You can use the pull down menu on the right to choose sorting method.

User This field displays the user in each active session.

If you are looking at the sessions by users (or all sessions) report, click + or - to display or hide
details about a user’s sessions.

Services This field displays the protocol used in each active session.

If you are looking at the sessions by services report, click + or - to display or hide details about
a protocol’s sessions.

Source This field displays the source IP address and port in each active session.

If you are looking at the sessions by source IP report, click + or - to display or hide details about
a source IP address’s sessions.

Destination This field displays the destination IP address and port in each active session.

If you are looking at the sessions by destination IP report, click + or - to display or hide details
about a destination IP address’s sessions.

Rx This field displays the amount of information received by the source in the active session.
Tx This field displays the amount of information transmitted by the source in the active session.
Duration This field displays the length of the active session in seconds.

5.14 The Device Insight Screen

Use Device Insight to collect status and basic information of the clients connected to the Zyxel Device
internal interfaces or IPSec VPN. The clients shown may include clients connected to the Zyxel Device:

¢ Using wired connections.

¢ Through access points (APs) using wired connections.
* Through access points (APs) using WiFi connections.

¢ Through built-in access points using WiFi connections.

¢ Using SecuExtender (IPSec VPN clients).
Device Insight collects client information including:

* Hosthame

* |P address and MAC address

* Operating system

» Category, such as mobile phones or computers

¢ Connected interface

Note: To collect clients’ information using Device Insight, the clients must be in the same IP
subnet in the LAN/VLAN/DMZ networks behind the Zyxel Device. Information from
clients that are in different IP subnets in the LAN/VLAN/DMZ networks might not be
collected correctly as traffic must pass through another router or a layer-3 switch to the
Lyxel Device.
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In the graphic below, Ais a client connected to the Zyxel Device using a wired connection. B is a client
connected to the Zyxel Device through an AP using a wired connection. C is a client connected fo the
Zyxel Device through an AP using a WiFi connection. D is a client connected fo the Zyxel Device through
an IPSec VPN tunnel using SecuExtender.

Figure 70 Clients’ Device Insight Example
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Click Network Status > Device Insight to show the following screen.

Figure 71 Network Status > Device Insight
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The following table describes the labels in this screen.

Table 45 Network Status > Device Insight

LABEL DESCRIPTION

Edit Double-click an entry or select it and click Edit fo modify the entry’s settings in the
Description field.

Remove Select an entry and click Remove to remove a client from the table that’s no longer
connected to your network.

For example, guest A visited your company over a month ago. Guest A used his
cellphone to connect to your Zyxel Device networks. His cellphone was identified
and shown in the Device Insight table. Guest A has left for over a month and you're
sure he will not return in the near future. You can use the Remove button fo remove
his device from this table. Guest A's device will be identified and shown in the table
again if he connects to your Zyxel Device networks in the future.

Please note that clients that are blocked cannot be removed. Make sure to unblock
clients before you remove them.
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Table 45 Network Status > Device Insight (continued)

LABEL

DESCRIPTION

Add to block list

Select an entry and click Add to block list to stop the selected client from
connecting to the Zyxel Device.

Remove from block list

Select an entry and click Remove from block list to allow the selected client to
connect to the Zyxel Device.

Feedback Select an enfry and click Feedback to report on a client that is wrongly identified
regarding its Category, Operating System or Type.
Status This field displays the status of the clients.

o
Online ( \‘_’) )- The connection between the client and the Zyxel Device is up.
Offline ( tx) )- The connection between the client and the Zyxel Device is down.

Block ( @ )- The client is blocked from the connection to the Zyxel Device.

MAC Address

This field displays the MAC address of the client.

MAC Vendor This displays the MAC address Organizationally Unique Identifier (OUI). The OUl is the
first three octets in a MAC address and uniquely identifies the manufacturer of a
network device.

IP Address This field displays the IP address of the client.

Hosthame This field displays the name used to identify this device on the network.

Description This field displays the descriptive name of the client.

Category This field displays the type of the device of the client, such as printer or smart TV.

Operating System

This field displays the operating system of the client.

OS Version This field displays the version of the operating system of the client.

Type This field displays the model names of the client.

First-seen This field displays the time when the client first sends traffic to the Zyxel Device since
the Zyxel Device last reboot.

Last-seen This field displays the fime when the client last sends fraffic fo the Zyxel Device.

User This field displays the type of user account the client uses. See Section 23.1.1 on

page 331 for more information the user account types.

Auth method

This field displays the authentication method that is used to authenticate the client.

Connected to

This field displays the interface to which a client is connected directly to on the Zyxel
Device.

5.15 The Login Users Screen

Use this screen to see a list of users currently logged into the Zyxel Device. To access this screen, click
Network Status > Login Users.

Figure 72 Network Status > Login Users
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The following table describes the labels in this screen.

Table 46 Network Status > Login Users

LABEL DESCRIPTION

Force Logout Select a user row and click this icon to end a user’s session.

# This field is a sequential value and is not associated with any entry.

User ID This field displays the user name of each user who is currently logged in to the Zyxel
Device.

Role This field displays the types of user accounts the Zyxel Device uses. If the user type is ext-

user (external user), this field will show its external-group information when you move your
mouse over it.

If the external user matches two external-group objects, both external-group object
names will be shown.

See Section 23.1.2 on page 332 for more information on the user accounts.

From This field displays the IP address of the computer used to log in to the Zyxel Device.

Login Time This field displays how long a user account has logged info the Zyxel Device.

Type This field displays the way the user logged into the Zyxel Device. The user can log into the
Zyxel Device using HTTP, HTTPS, SSH, FTP and console.

Tunnel IP This field displays the IP address of the VPN tunnel a user account is using to access the
Zyxel Device.

This field displays 0.0.0.0 if a user account is not accessing the Zyxel Device through a VPN
funnel.

Reauth/Lease Time This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each user. See Section 14.1 on page 208 for more information on
the reauthentication time and lease time.

5.16 The DHCP Table Screen

Use this screen to look at a list of interfaces and their DHCP-assigned IP addresses. To access this screen,
click Network Status > DHCP Table.

Figure 73 Network Status > DHCP Table
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The following table describes the labels in this screen.

Table 47 Network Status > DHCP Table

LABEL DESCRIPTION
Current DHCP List
Interface Select a Zyxel Device interface that has DHCP enabled to show to which devices it has
assigned DHCP IP addresses.
Add Click this to add an entry that maps a stafic IP to a MAC address.
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Table 47 Network Status > DHCP Table (continued)

LABEL DESCRIPTION

Release Select an enfry and click on this button to let other devices use the dynamic DHCP that is
currently assigned fo the selected entry.

Unreserve Select an entry and click on this button to set the entry from a static DHCP entry fo a
dynamic DHCP entry. The IP address is assigned to a DHCP client.

Refresh Click this button to update the mapping between IP addresses and MAC addresses.

Interface This field identifies the interface that assigned an IP address to a DHCP client.

IP Address This field displays the IP address currently assigned to a DHCP client or reserved for a
specific MAC address. Click the column’s heading cell to sort the table entries by IP
address. Click the heading cell again to reverse the sort order.

Host Name This field displays the name used to identify this device on the network (the computer
name). The Zyxel Device learns these from the DHCP client requests. “None” shows here
for a static DHCP enfry.

MAC Address This field displays the MAC address to which the IP address is currently assigned or for
which the IP address is reserved. Click the column’s heading cell fo sort the table entries
by MAC address. Click the heading cell again to reverse the sort order.

Expire Time This displays the date and time the DHCP-assigned address will be renewed.

5.17 The IPSec VPN Screen

Click a column’s heading cell to sort the table entries by that column’s criteria. Click the heading cell
again to reverse the sort order.

5.17.1 The Site to Site VPN Screen

Use this screen to display and to manage active IPSec SAs.

To access this screen, click VPN Status > IPSec VPN > Site to Site VPN. The following screen appears.

Figure 74 VPN Status > IPSec VPN > Site to Site VPN

Site 10 Site VEN

% Redesh

Policy Route &

My Address & Bermche Gobeway & phime # Rukoey & Inbiound (bytes) & Outaound (Bytes) &

Each field is described in the following table.

Table 48 VPN Status > IPSec VPN > Site to Site VPN

LABEL DESCRIPTION

Disconnect Select an IPSec SA and click this button fo disconnect it.

Refresh Select an IPSec SA and click this button to update its status.

# This field is a sequential value, and it is not associated with a specific SA.

USG FLEX H Series User's Guide

88




Chapter 5 Monitor

Table 48 VPN Status > IPSec (continued)VPN > Site to Site VPN

LABEL DESCRIPTION
Name This field only displays the client names if they're using EAP or X-auth for
authentication.

If a client is connected fo the Zyxel Device without using Extended Authentication
Protocol (EAP) or X-Auth, this field will be empty.

Policy Route This field displays the content of the local and remote policies for this IPSec SA. The IP
addresses, not the address objects, are displayed.

My Address This field displays the IP address of the Zyxel Device.

Remote Gateway This field displays the IP address of the remote gateway.

Uptime This field displays how many seconds the IPSec SA has been active. This field displays

N/A if the IPSec SA uses manual keys.

Rekey This field displays how many seconds remain in the SA life time, before the Zyxel
Device automatically disconnects the IPSec SA. This field displays N/A if the IPSec SA
uses manual keys.

Inbound (Bytes) This field displays the amount of traffic that has gone through the IPSec SA from the
remote IPSec router to the Zyxel Device since the IPSec SA was established.

Outbound (Bytes) This field displays the amount of traffic that has gone through the IPSec SA from the
Zyxel Device to the remote IPSec router since the IPSec SA was established.

5.17.2 The Remote Access VPN Screen

Use this screen to display or disconnect remote access VPN clients that are connected to the Zyxel
Device. The remote access VPN clients must have SecuExtender or use supported computer or mobile
operating systems; see Section 11.4 on page 178 for more information.

To access this screen, click VPN Status > IPSec VPN > Remote Access VPN. The following screen appears.

Figure 75 VPN Status > IPSec VPN > Remote Access VPN

Remote Access VPN

& Refresh Q |

D #2 Userna... * Assigned IP 2 Remole IP Up Time & Reauth/Lease Ti... £ Inbound (byles) % Ouibound (Byl... &

admin 192.168.50.1 192.168.101.36 0:00:13 23:59:47/23:59:47 441 1559

Each field is described in the following table.

Table 49 VPN Status > IPSec VPN > Remote Access VPN

LABEL DESCRIPTION

Disconnect Select aremote access VPN client and click this button fo disconnect it.

Refresh Click Refresh to update this screen.

# This field is a sequential value, and it is not associated with a specific remote access
VPN client.

Username This field displays the name of the remote access VPN client.

Assigned IP This field displays the IP address the user used to establish this remote access VPN
connection.

Remote IP This field displays the IP address of the remote IPSec router the remote access VPN
client is connected to.
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Table 49 VPN Status > IPSec (confinued)VPN > Remote Access VPN (contfinued)

LABEL DESCRIPTION

Up Time This field displays how many seconds the remote access VPN client has been active.
This field displays N/A if the remote access VPN client uses manual keys.

Reauth/Lease Time This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each remote access VPN client.

Inbound (Bytes) This field displays the number of bytes received by the Zyxel Device on this
connection.

Outbound (Bytes) This field displays the number of bytes tfransmitted by the Zyxel Device on this
connection.

5.18 The SSL VPN Screen

The Zyxel Device keeps frack of the SSL VPN clients who are currently logged into the Zyxel Device. Use
this screen to:

¢ View a list of active SSL VPN connections.

¢ Log out individual users and delete related session information.
Once a user logs out, the corresponding entry is removed from the screen.

The SSL VPN clients must have SecuExtender or use supported computer or mobile operating systems;
see Section 12.2 on page 185 for more information.

Click VPN Status > SSL VPN > Remote Access VPN to display the following screen.

Figure 76 VPN Status > SSL VPN > Remote Access VPN
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The following table describes the labels in this screen.

Table 50 VPN Status > SSL VPN > Remote Access VPN

LABEL DESCRIPTION

Disconnect Select a connection and click this button to terminate the user’s connection and delete
corresponding session information from the Zyxel Device.

Refresh Click Refresh to update this screen.

# This field is a sequential value, and it is not associated with a specific SSL.

Username This field displays the account user name used to establish this SSL VPN connection.

Assigned IP This field displays the IP address the user used to establish this SSL VPN connection.

Remote IP This field displays the remote SSL VPN router the SSL VPN is connected to.

Up Time This field displays how many seconds the SSL VPN client has been active. This field

displays N/A if the SSL VPN client uses manual keys.

Reauth/Lease Time This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each SSL VPN client.
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Table 50 VPN Status > SSL VPN (confinued)> Remote Access VPN

LABEL DESCRIPTION

Inbound (Bytes) This field displays the number of bytes received by the Zyxel Device on this connection.

Outbound (Bytes) This field displays the number of bytes tfransmitted by the Zyxel Device on this
connection.

5.18.1 Regular Expressions in Searching IPSec SAs

A question mark (2) lets a single character in the VPN connection or policy name vary. For example, use
"aegc” (without the quotation marks) to specify abc, acc and so on.

Wildcards (*) let multiple VPN connection or policy names match the pattern. For example, use "**abc”
(without the quotation marks) to specify any VPN connection or policy name that ends with “"abc”. A
VPN connection named “testabc” would match. There could be any number (of any type) of
characters in front of the “abc” af the end and the VPN connection or policy name would still match. A
VPN connection or policy name named “testacc” for example would not match.

A *in the middle of a VPN connection or policy name has the Zyxel Device check the beginning and
end and ignore the middle. For example, with “abc*123", any VPN connection or policy name starfing
with "abc” and ending in *123" matches, no matter how many characters are in between.

The whole VPN connection or policy name has to match if you do not use a question mark or asterisk.
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CHAPTER 6
Licensing

6.1 Licensing Overview

Use the Licensing screens to register your Zyxel Device and manage its service subscriptions.

¢ Use the Licenses screen to refresh Zyxel Device registration. Go to nebula.zyxel.com to register your
Zyxel Device and activate a service, such as content filtering.

* Use the Signature Update screen to download the latest signatures for your licensed services.

Please note that you cannot use the security services and upgrade firmware if your Zyxel Device is not
registered at NCC or the services do not have a license. Your Zyxel Device and network will be exposed
to threats and attacks. We strongly recommend you to register your Zyxel Device and purchase a
license at NCC to better protect your Zyxel Device and network.

6.1.1 What you Need to Know

This section infroduces the topics covered in this chapter.

Subscription Services Available

See Licensing > Signature Update for the subscription services that your Zyxel Device supports. You can
extend a service at NCC > Organization-wide > License & Inventory.

Sighature Update

* You need a valid service registration to update the Application Patrol signatures, IPS signatures and IP
Reputation signatures.

e Schedule signature updates for a day and time when your network is least busy to minimize disruption
to your network.

Note: The Zyxel Device does not have to reboot when you upload new signatures.

Features Available Without a License

You can use the following Zyxel Device features without a license:

Table 51 Features Available Without a License

MONITOR CONFIGURATION MAINTENANCE
System Statistics Network Maintenance
Network Status VPN
VPN Status Security Policy

Object

User & Authentication
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Table 51 Features Available Without a License
MONITOR CONFIGURATION MAINTENANCE
System
Log & Report (except SecuReporter)

6.1.2 The Licenses Screen

Use this screen to display the status of your service registrations and upgrade licenses. Go to NCC to
reqister your Zyxel Device or purchase a license.

Click Licensing > Licenses to display the following screen.

Figure 77 Licensing > Licenses (Registered)
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The Licenses screen may show different services depending on the licenses you purchase or activate.

USG FLEX H Series User's Guide

93



Chapter 6 Licensing

The following table describes the labels in this screen.

Table 52 Licensing > Licenses

LABEL DESCRIPTION

Device Registration Status This field display the Zyxel Device registration status on NCC.

* Registered: Your Zyxel Device has successfully registered at NCC.

* Not Registered: Your Zyxel Device is not registered at NCC. Make sure you're
connected to the Internet. Wait a few minutes then click Refresh to update the
registration status.

Refresh Click this and wait for a few moments for the license and device registration status
to update. The license and device registration status are updated automatically
once every day.

Purchase License Click Purchase License to go to Marketplace to renew Zyxel Device licenses.

Licenses Information

Service This lists the name of services or service modules that are available on the Zyxel

Device.

Reputation Filter This is a license to recognize packets coming from suspect IPv4 addresses.

Application Patrol This is a license fo use signatures to manage the use of various applications on the
network.

Web Filtering This is a license to a database that can block websites by category, such as
Gambling.

Anti-Malware This is a license for signatures to detect virus patterns in files.

SecuReporter This is a license that allows SecuReporter to collect and analyze logs from your Zyxel

Device in order to identify anomalies, notify you of potential internal or external
threats, and report on network usage. SecuReporter retains logs for up to 1 year.

IPS This is a license to detect Infrusion Prevention System attacks.

Device Insight This is a license to detect and manage client devices in the Zyxel Device local
network and DMZ.

Sandboxing This is a license to provide an isolated environment to scan fraffic from the WAN
that comes with unknown files or untrusted programs.

Nebula Base/Plus/ This is a license that allows you to use NCC to monitor and manage groups of Zyxel

Professional Pack Devices in organizations. See the NCC User's Guide for more information on Nebula

Base, Plus and Professional pack license.

Status This field displays whether a service license is enabled at NCC (Activated) or
expired (Expired). It displays the remaining grace period if your license has Expired.
It displays Not Licensed if there isn't a license to be activated for this service.

Expiration This field displays the date your service license expires or the date the grace period
expires if the license has already expired.

You can continue to use IPS, Application Patrol, Anti-Malware and Web Filtering
during the grace period. After the grace period ends, all of these features are
disabled.

You will see the following screen if:

* Your Zyxel Device is not registered at NCC.

¢ You're logging into the Zyxel Device using an admin account.

Scan the QR code or click Nebula under Note to register your Zyxel Device at NCC. Please note that you
need to register your Zyxel Device at NCC to upgrade firmware and use security services.
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Figure 78 Licensing > Licenses (Not Registered)

Licenzes Information

" Purchase Licenses

Nofifications > What's New to see the latest firmware avallable for your model.

o

Service Siatus & Expirafion &
Mo data
% Note
ou mu 1 De z on Nebula.
2. If you see new security services in Licensing > Licenses, make sure fo upgrade to the latest firmware, Go to top right

6.1.3 The Signature Update Screen

Click Licensing > Signature Update to display the following screen.

Figure 79 Licensing > Signature Update
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The following table describes the labels in this screen.

Table 53 Licensing > Signature Update

LABEL DESCRIPTION
Feature This field displays the name of the services available on the Zyxel Device.
Type This field displays the type of service engine used by the Zyxel Device.

Current Version

This field displays the signatures version number currently used by the Zyxel Device. This
number gefts larger as new signatures are added.
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Table 53 Licensing > Signature Update (contfinued)
LABEL DESCRIPTION

Release Date This field displays the date and time the set was released.

Last Sync This field displays the date and time the Zyxel Device last checked for new signatures at
myZyxel.

Action Click the Update icon ( m )to have the Zyxel Device immediately check for new
signatures at myZyxel. Ii eW signatures are found, they are then downloaded to the
Zyxel Device.

Click the Schedule icon ( - ) to have the Zyxel Device automatically check for new
signatures regularly at the tfime and day specified. You should select a time when your
network is not busy for minimal interruption.

6.1.4 Signhature Update

Click the Update icon (&) of a service to display the following screen. Use this screen to view the service
update status.

Figure 80 Licensing > Signature Update > Update > Update

Signature Update be

IyWALL USG FLEX online Update Server

No license to do signature update. (failed) at Mon Jan

16 13:09:48 2023

6.1.5 Auto Update

Click the Schedule icon () of a service to display the following screen.
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Figure 81 Licensing > Signature Update > Schedule > Auto Update

ips Avto Update

x

Monday - 1= am *

The following table describes the labels in this screen.

Table 54 Licensing > Signature Update > Schedule > Auto Update

LABEL

DESCRIPTION

Auto Update

Enable to have the Zyxel Device automatically check for new signatures regularly at
the time and day specified.

You should select a time when your network is not busy for minimal interruption.

Every N Hours

Select this option to have the Zyxel Device check for new signatures every hour.

Daily Select this option to have the Zyxel Device check for new signatures every day at the
specified fime. The time format is the 12 hour clock.
Weekly Select this option to have the Zyxel Device check for new signatures once a week on

the day and at the time specified.

OK

Click this button to save your changes to the Zyxel Device.
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Interfaces

7.1 Interface Overview

Use the Interface screens to configure the Zyxel Device's interfaces. You can also create interfaces on
top of other interfaces.

Ports are the physical ports to which you connect cables.

Interfaces are used within the system operationally. You use them in configuring various features. An
interface also describes a network that is directly connected to the Zyxel Device. For example, You
connect the LAN network to the LAN interface.

7.1.1 What You Can Do in this Chapter

Use the Interface (Section 7.2 on page 103) screen to view a summary of the Zyxel Device interface
settings.

Use the Internal/External Interface (Section 7.3 on page 105) screens to configure Ethernet, VLAN and
LAG interfaces.

Ethernet interfaces are the foundation for defining other interfaces and network policies.

VLAN interfaces receive and send tagged frames. The Zyxel Device automatically adds or removes
the tags as needed. Each VLAN can only be associated with one Ethernet interface.

LAG interfaces combine multiple physical Ethernet interfaces into a single logical interface.

Use the Bridge (Section 7.4 on page 121) screens fo combine two or more network segments into a
single network.

Use the Trunk (Section 7.7 on page 131) screen to configure load balancing.

Use the Port screen (Section 7.8 on page 135) to configure Zyxel Device port seftings.

7.1.2 What You Need to Know

Interface Characteristics

Interfaces generally have the following characteristics (although not all characteristics apply to each
type of interface).

An interface is a logical entity through which (layer-3) packets pass.
An interface is bound to a physical port or another interface.

Many interfaces can share the same physical port.

An interface belongs to at most one zone.

Many interfaces can belong fo the same zone.
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Types of Interfaces
You can create several types of interfaces in the Zyxel Device.

» Setting interfaces to the same port role forms a port group. Port groups creates a hardware
connection between physical ports at the layer-2 (data link, MAC address) level. Port groups are
created when you use the Interface > Port screen to set multiple physical ports to be part of the same
interface.

* Ethernet interfaces are the foundation for defining other interfaces and network policies.

* VLAN interfaces receive and send tagged frames. The Zyxel Device automatically adds or removes
the tags as needed. Each VLAN can only be associated with one Ethernet interface.

* Bridge interfaces create a software connection between Ethernet or VLAN interfaces at the layer-2
(data link, MAC address) level. Unlike port groups, bridge interfaces can take advantage of some
security features in the Zyxel Device. You can also assign an IP address and subnet mask to the
bridge.

¢ Trunk interfaces manage load balancing between interfaces.
e PPPOE interfaces support Point-to-Point Profocols (PPP). ISP accounts are required for PPPoE interfaces.

* VPN Tunnel Interface (VTI) encrypts or decrypfts IPv4 traffic from or to the interface according to the IP
routing table.

* Link Aggregation Group (LAG) interfaces combine multiple physical Ethernet interfaces into a single
logical interface, thus increasing uplink bandwidth and availability in the event a link goes down.

Port groups and trunks have a lot of characteristics that are specific to each type of interface. The other
types of interfaces, including Ethernet, VLAN and bridge, have a lot of similar characteristics. These
characteristics are listed in the following table and discussed in more detail below.

Table 55 Interface Characteristics

CHARACTERISTICS | ETHERNET ETHERNET VLAN PPPOE BRIDGE
Name* wanl, wan2 lan1, lan2 vlianx ppPPX brx
Configurable Zone | No No Yes Yes
IP Address Yes
Assignment
Static IP address | Yes Yes Yes Yes Yes
DHCP client Yes No Yes Yes Yes
Interface Yes
Parameters
Packet size Yes Yes Yes Yes Yes
(MTU)
DHCP Yes
DHCP server No Yes Yes Yes
DHCP relay No Yes Yes No Yes
Connectivity Check | Yes No Yes No Yes

Note: The format of interface names other than the Ethernet and ppp interface names is
strict. Each name consists of 2-4 letters (interface type), followed by a number (x). For
most interfaces, x is limited by the maximum number of the type of interface. For VLAN
interfaces, x is defined by the number you enter in the VLAN name field. For example,
Ethernet interface names are wanl, wan2, lanl, lan2, dmz; VLAN interfaces are vian0,
vlanl, vlan2...and so on.
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Relationships Between Interfaces

In the Zyxel Device, interfaces are usually created on top of other interfaces. Only Ethernet interfaces
are created directly on top of the physical ports or port groups. The relationships between interfaces are
explained in the following table.

Table 56 Relationships Between Different Types of Interfaces

INTERFACE RESTRICTION REQUIRED PORT / INTERFACE
Ethernet interface N/A physical port
VLAN interface You cannot configure a VLAN interface and an physical port

Ethernet interface on the same port

LAG When you configure a LAG interface, you cannot set | Ethernet interface
the LAG interface on an Ethernet interface that is
already used by other interfaces.

bridge interface When you configure a bridge interface, you cannot | Ethernet interface*
set the bridge interface on an interface that is

already used by other bridge or VLAN interfaces. VLAN inferface*

frunk When you configure a trunk interface, you cannot External/General Ethernet interface
set the frunk interface on an interface that is already .
used by other bridge or LAG interfaces. VLAN inferface

LAG interface
PPPoOE interface

bridge interface

PPPoOE interface N/A Ethernet interface*
VLAN interface*

bridge interface

IP Address Assignment
Most interfaces have an IP address and a subnet mask.

Figure 82 Exampile: Entry in the Routing Table Derived from Interfaces

______ Networkl ____ Network2 =

| : : |

1 ! ! 1

I I I I

] I ]

| —— ' LAN1 WAN 1 ! —— |
¢ VR ey R '

i 1100.100.1.1/ 16 200.200.200.1/ 24 : |

| — i | \ :

1 ! ! 1

1 | 1

r—_—l | R —l

This information is used to create an entry in the routing table.

Table 57 Example: Routing Table Entries for Interfaces

IP ADDRESS(ES) DESTINATION
100.100.1.1/16 lan1
200.200.200.1/24 wanl
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For example, if the Zyxel Device gets a packet with a desfination address of 100.100.25.25, it routes the
packet to interface lan1. If the Zyxel Device gets a packet with a destination address of 200.200.200.200,
it routes the packet to interface wanl.

In most interfaces, you can enter the IP address and subnet mask manually. In PPPoOE interfaces,
however, the subnet mask is always 255.255.255.255 because it is a point-to-point interface. For these
interfaces, you can only enter the IP address.

In many interfaces, you can also let the IP address and subnet mask be assigned by an external DHCP
server on the network. In this case, the interface is a DHCP client. Virtual interfaces, however, cannot be
DHCP clients. You have fo assign the IP address and subnet mask manually.

In general, the IP address and subnet mask of each interface should not overlap, though it is possible for
this to happen with DHCP clients.

In the example above, if the Zyxel Device gets a packet with a destination address of 5.5.5.5, it might
not find any entries in the routing table. In this case, the packet is dropped. However, if there is a default
router to which the Zyxel Device should send this packet, you can specify it as a gateway in one of the
interfaces. For example, if there is a defaulf router at 200.200.200.100, you can create a gateway at
200.200.200.100 on ge2. In this case, the Zyxel Device creates the following entry in the routing table.

Table 58 Example: Routing Table Enfry for a Gateway
IP ADDRESS(ES) DESTINATION
0.0.0.0/0 200.200.200.100

The gateway is an optional setting for each interface. If there is more than one gateway, the Zyxel
Device uses the gateway with the lowest metric, or cost. If two or more gateways have the same metric,
the Zyxel Device uses the one that was set up first (the first entry in the routing table). In PPPOE interfaces,
the other computer is the gateway for the interface by default. In this case, you should specify the
metric.

If the interface gefts its IP address and subnet mask from a DHCP server, the DHCP server also specifies
the gateway, if any.

DHCP Settings

Dynamic Host Configuration Protocol (DHCP, RFC 2131, RFC 2132) provides a way to automatically set
up and maintain IP addresses, subnet masks, gateways, and some network information (such as the IP
addresses of DNS servers) on computers on the network. This reduces the amount of manual
configuration you have to do and usually uses available IP addresses more efficiently.

In DHCP, every network has at least one DHCP server. When a computer (a DHCP client) joins the
network, it submits a DHCP request. The DHCP servers get the request; assign an IP address; and provide
the IP address, subnet mask, gateway, and available network information to the DHCP client. When the
DHCP client leaves the network, the DHCP servers can assign its IP address to another DHCP client.

In the Zyxel Device, some interfaces can provide DHCP services to the network. In this case, the
inferface can be a DHCP relay or a DHCP server.

As a DHCP relay, the interface routes DHCP requests to DHCP servers on different networks. You can
specify more than one DHCP server. If you do, the interface routes DHCP requests to all of them. It is

possible for an interface to be a DHCP relay and a DHCP client simultaneously.

As a DHCEP server, the interface provides the following information to DHCP clients.
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e |P address - If the DHCP client's MAC address is in the Zyxel Device's static DHCP table, the interface
assigns the corresponding IP address. If not, the interface assigns IP addresses from a pool, defined by
the starting address of the pool and the pool size.

Table 59 Example: Assigning IP Addresses from a Pool

START IP ADDRESS POOL SIZE RANGE OF ASSIGNED IP ADDRESS
50.50.50.33 5 50.50.50.33 - 50.50.50.37

75.75.75.1 200 75.75.75.1 - 75.75.75.200

99.99.1.1 1023 99.99.1.1 - 99.99.4.255
120.120.120.100 100 120.120.120.100 - 120.120.120.199

The Zyxel Device cannot assign the first address (network address) or the last address (broadcast
address) on the subnet defined by the interface’s IP address and subnet mask. For example, in the first
entry, if the subnet mask is 255.255.255.0, the Zyxel Device cannot assign 50.50.50.0 or 50.50.50.255. If
the subnet mask is 255.255.0.0, the Zyxel Device cannot assign 50.50.0.0 or 50.50.255.255. Otherwise, it
can assign every IP address in the range, except the interface’s IP address.

If you do not specify the starting address or the pool size, the interface the maximum range of IP
addresses allowed by the interface’s IP address and subnet mask. For example, if the interface’s IP
address is 9.9.9.1 and subnet mask is 255.255.255.0, the starting IP address in the poolis 9.9.9.2, and the
pool size is 253.

e Subnet mask - The interface provides the same subnet mask you specify for the interface. See IP
Address Assignment on page 100.

¢ Gateway - The interface provides the same gateway you specify for the interface. See IP Address
Assignment on page 100.

* DNS servers - The interface provides IP addresses for up to three DNS servers that provide DNS services
for DHCP clients. You can specify each IP address manually (for example, a company’s own DNS
server), or you can refer to DNS servers that other interfaces received from DHCP servers (for example,
a DNS server at an ISP). These other interfaces have to be DHCP clients.

It is not possible for an interface to be the DHCP server and a DHCP client simultaneously.

WINS

WINS (Windows Internet Naming Service) is a Windows implementation of NetBIOS Name Server (NBNS)
on Windows. It keeps frack of NetBIOS computer names. It stores a mapping fable of your network’s
computer names and IP addresses. The table is dynamically updated for IP addresses assigned by
DHCP. This helps reduce broadcast traffic since computers can query the server instead of
broadcasting a request for a computer name’s IP address. In this way WINS is similar to DNS, although
WINS does not use a hierarchy (unlike DNS). A network can have more than one WINS server. Samba
can also serve as a WINS server.

PPPOE Overview

Point-to-Point Protocol over Ethernet (PPPoE, RFC 2516) is usually used to connect two computers over
phone lines or broadband connections. PPPoE is often used with cable modems and DSL connections. It
provides the following advantages:

¢ The access and authentication method works with existing systems, including RADIUS.

* You can access one of several network services. This makes it easier for the service provider to offer
the service

¢ PPPoE does not usually require any special configuration of the modem.
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7.2 Interface Screen

Use this screen to view your Zyxel Device interface settings. To access this screen, click Network >
Interface > Interface.

Figure 83 Network > Interface > Interface

Interface Trunic Port
External
aza 3, )]
Status Name 1 Descripfion IF/Netmask Type Ports
o ¢ = eme P
Internal
Add m
Status Name Description IF /Netmask Type Ports
o 9 ged ame a3 edmsed
o 9 ge4 F2.148.147.1/255.255.25. . Etremet p7.c8
Bridge
A Q m
V1
Q m
Each field is described in the following table.
Table 60 Network > Interface > Interface
LABEL DESCRIPTION
External
Add Click this to add a new entry.
Edit Select an enfry and click Edit fo open a screen where you can modify the entry’s settings.
Remove To remove a virtual interface, select it and click Remove. The Zyxel Device confirms you
want to remove it before doing so.
Connect To dial-up to a PPPoE interface, select it and click Connect.
Disconnect To disconnect from a PPPoE interface, select it and click Disconnect.
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Table 60 Network > Interface > Interface

LABEL DESCRIPTION

Status This icon is lit when the enftry is active and dimmed when the entry is inactive.

Name This field displays the name of the interface.

Description This field displays the description of the interface.

IP/Netmask This field displays the current IP address and the subnet mask of the interface. If this field is
empty, the interface does not have an IP address yet.

Type This field displays the inferface type.

Ports This field displays the port the interface is using.

Internal

Add Click this to add a new entry.

Edit Select an entry and click Edit to open a screen where you can modify the entry’s settings.

Remove To remove a virtual interface, select it and click Remove. The Zyxel Device confirms you
want to remove it before doing so.

Status This icon is lit when the entry is active and dimmed when the enfry is inactive.

Name This field displays the name of the interface.

Description This field displays the description of the interface.

IP/Netmask This field displays the current IP address and the subnet mask of the interface. If this field is
empty, the interface does not have an IP address yet.

Type This field displays the interface type.

Ports This field displays the port the interface is using.

Bridge

Add Click this fo add a new entry.

Edit Select an entry and click Edit to open a screen where you can modify the entry’s settings.

Remove To remove a virtual interface, select it and click Remove. The Zyxel Device confirms you
want to remove it before doing so.

Status This icon is lit when the enftry is active and dimmed when the entry is inactive.

Name This field displays the name of the interface.

Description This field displays the description of the interface.

IP/Netmask This field displays the current IP address and the subnet mask of the interface. If this field is
empty, the interface does not have an IP address yet.

Members This field displays the Ethernet interfaces and VLAN interfaces in the bridge interface. It is
blank for virtual interfaces.

\all

Edit Select an entry and click Edit to open a screen where you can modify the entry’s settings.

Status This icon is lit when the enftry is active and dimmed when the entry is inactive.

Name This field displays the name of the interface.

Description This field displays the description of the interface.

Local Address

This field displays the Zyxel Device IP address of the interface that is connected to the
remote IPSec VPN router.

Remote Address

This field displays the IP address of the remote IPSec VPN router.

VPN Rule This shows the name of the associated IPSec VPN rule with VPN Tunnel Interface application
scenario.
Reference This field displays which settings use the entry.
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7.3 Internal/External Interface

Use this screen to configure the external interface settings for connecting to an external network (like
the Internet). The Zyxel Device automatically adds an external interface to the default WAN trunk.

Use this screen to configure the internal interface settings for connecting to a local network. Other
corresponding configuration options are DHCP server and DHCP relay. The Zyxel Device automatically
applies the default SNAT settings to traffic flowing from an internal interface to an external interface.

7.3.1 Internal/External Ethernet Add/Edit

Unlike other types of interfaces, you cannot create new Ethernet interfaces nor can you delete any of
them. If an Ethernet inferface does not have any physical ports assigned to it, the Ethernet interface is
effectively removed from the Zyxel Device, but you can sfill configure it.

Ethernet interfaces are similar to other types of interfaces in many ways. They have an IP address, subnet
mask, and gateway used to make routing decisions. They restrict the amount of bandwidth and packet
size. They can provide DHCP services, and they can verify the gateway is available.

Use Ethernet interfaces to control which physical ports exchange routing information with other routers
and how much information is exchanged through each one. The more routing information is
exchanged, the more efficient the routers should be. However, the routers also generate more network
traffic, and some routing protocols require a significant amount of configuration and management.
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Figure 84 Network > Interface > Interface > Internal > Add (Ethernet)
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Figure 85 Network > Interface > Interface > External > Add (Ethernet)
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These screen’s fields are described in the table below.

Table 61

Network > Interface > Interface > External/Internal > Add (Ethernet)

LABEL

DESCRIPTION

General Seftings

Enable Interface

Select this to enable this interface. Clear this to disable this interface.

Interface Properties

Role

Select to which type of network you will connect this interface. When you select Internal or
External the rest of the screen’s options automatically adjust to correspond. The Zyxel
Device automatically adds default route and SNAT settings for traffic it routes from internal
interfaces to external interfaces; for example LAN to WAN traffic.

Internal is for connecting to a local network. Other corresponding configuration options:
DHCP server and DHCP relay. The Zyxel Device automatically adds default SNAT settings for
fraffic flowing from this interface to an external interface.

External is for connecting fo an external network (like the Internet). The Zyxel Device
automatically adds this interface to the default WAN trunk.

Interface Type

Select the type of interface you want to configure.
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Table 61 Network > Interface > Interface > External/Internal > Add (Ethernet)

Automatically

LABEL DESCRIPTION

Name Specify a name for the interface. It can use alphanumeric characters, hyphens, and
underscores, and it can be up to 11 characters long.

Port This is the name of the Ethernet interface’s physical port.

Zone Select the zone to which this interface is to belong. You use zones to apply security settings
such as security policy, IPS, remofte management, anti-malware, and application patrol.
Make sure to select the correct zone as otherwise fraffic may be blocked by a security
policy.

MAC Address This field is read-only. This is the MAC address that the Ethernet interface uses.

Description Enter a description of this interface. You can use alphanumeric and () +/ : =?! *#@5_%
characters, and it can be up to 60 characters long. Spaces are allowed, but the string
can't start with a space.

IP Address This option appears when Interface Type is external.

Assignment
These IP address fields configure an IPv4 IP address on the interface itself. If you change this
IP address on the interface, you may also need to change a related address object for the
network connected to the interface. For example, if you use this screen to change the IP
address of your LAN inferface, you should also change the corresponding LAN subnet
address object.

Get This option appears when Interface Type is external. Select this fo make the interface a

DHCP client and automatically get the IP address, subnet mask, and gateway address from
a DHCP server.

Use Fixed IP This option appears when Interface Type is external. Select this if you want to specify the IP
Address address, subnet mask, and gateway manually.
PPPoE This option appears when Interface Type is external. Select this for a dial-up connection
according to the information from your ISP.
Authentication Select an authentication protocol for outgoing connection requests.
Type
* Chap: Your Zyxel Device accepts CHAP only.
e PAP: Your Zyxel Device accepts PAP only.
e MSCHAP: Your Zyxel Device accepts MSCHAP only.
¢  MSCHAP-V2: Your Zyxel Device accepts MSCHAP-V2 only.
User Name Enter the user name give to you by your ISP. You can use up to 30 single-byte characters,
including 0-9a-zA-Z@._-
Password Enter the password associated with the user name. You can use 4 to 63 single-byte
characters, including 0-9a-zA-Z' () (}<>A'+/:*#@&=$\.~%, | ;-"
Retype Retype the password you entered in the Password field to confirm.

Service Name

Enter the service name from your service provider. PPPoOE uses a service name to identify
and reach the PPPoOE server. You can use up to 30 single-byte characters, including 0-9a-
ZA-L._-

Compression

Select On to turn on stac compression. Select Off to turn of stac compression. Stac
compression is data compression technique capable of compressing data by a factor of
about four.

User Idle Timeout

Enter the idle fimeout in seconds that elapses before the router automatically disconnects
from the PPPOE server.

WAN IP Enter the IP address of the WAN interface through which this connection will send traffic.
Gateway IP Enter the IP address of the router through which this WAN connection will send fraffic.
IP Address This option appears when Interface Type is internal. Enter the IP address for this inferface.

Subnet Mask

This option appears when Interface Type is internal. Enter the subnet mask of this interface in
dot decimal notation. The subnet mask indicates what part of the IP address is the same for
all computers on the network.

DHCP Server
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Table 61 Network > Interface > Interface > External/Internal > Add (Ethernet)
LABEL DESCRIPTION
Mode Select what type of DHCP service the Zyxel Device provides to the network. Choices are:

DHCP Relay - the Zyxel Device routes DHCP requests to one or more DHCP servers you
specify. The DHCP server(s) may be on another network.

DHCP - the Zyxel Device assigns IP addresses and provides subnet mask, gateway, and DNS
server information to the network. The Zyxel Device is the DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Relay.

Relay Server 1

Enter the IP address of a DHCP server for the network.

Relay Server 2

This field is optional. Enter the IP address of another DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Server.

Start IP

Enter the IP address from which the Zyxel Device begins allocating IP addresses. If you want
to assign a static IP address to a specific computer, use the Static DHCP Table.

If this field is blank, the Pool Size must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.

Pool Size

Enter the number of IP addresses to allocate. This number must be at least one and is limited
by the interface’s Subnet Mask. For example, if the Subnet Mask is 255.255.255.0 and Start IP
is 10.10.10.10, the Zyxel Device can allocate 10.10.10.10 to 10.10.10.254, or 245 IP addresses.

If this field is blank, the Start IP must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.

First DNS Server/
Second DNS
Server/ Third DNS
Server

Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the
following ways to specify these IP addresses.

Custom Defined - enter a static IP address.

ZyWALL - the DHCP clients use the IP address of this inferface and the Zyxel Device works as
a DNS relay.

First WINS Server/
Second WINS
Server

Type the IP address of the WINS (Windows Infernet Naming Service) server that you want to
send to the DHCP clients. The WINS server keeps a mapping table of the computer names
on your network and the IP addresses that they are currently using.

Default Router

If you seft this interface to DHCP Server, you can select to use either the interface’s IP
address or another IP address as the default router. This default router will become the
DHCP clients’ default gateway.

To use another IP address as the default router, select Custom Defined and enter the IP
address.

Lease time

Specify how long each computer can use the information (especially the IP address)
before it has to request the information again.

Advanced Settings

DHCP Option 60

This field appears when Role is set to External. The setting you configure here will only work
when Address Assignment is set fo Get Automatically.

DHCP Option 60 is used by the Zyxel Device for identification to the DHCP server using the
VCI (Vendor Class Identifier) on the DHCP server. The Zyxel Device adds it in the initial DHCP
discovery message that a DHCP client broadcasts in search of an IP address. The DHCP
server can assign different IP addresses or options to clients with the specific VCI or reject
the request from clients without the specific VCI.

Type a string using up to 63 of these characters [a-zA-Z0-?I\"#3$%&\'()*+,-./
5<=>2@\[\\\]A_'{}] to identify this Zyxel Device to the DHCP server. For example, Zyxel-TW.
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Table 61 Network > Interface > Interface > External/Internal > Add (Ethernet)

LABEL DESCRIPTION

Default SNAT This field appears when Role is set to External.

Select this to have the Zyxel Device use the IP address of the outgoing interface as the
source IP address of the packets it sends out through its WAN trunks. The Zyxel Device
automatically adds SNAT settings for traffic it routes from internal interfaces to external

interfaces.
Apply Click Apply fo save your changes back to the Zyxel Device.
Reset Click Reset to return the screen to its last-saved settings.

7.3.2 Internal/External VLAN Add/Edit

A Virtual Local Area Network (VLAN) divides a physical network info multiple logical networks. The
standard is defined in IEEE 802.1q.

Figure 86 Example: Before VLAN

In this example, there are two physical networks and three departments A, B, and C. The physical
networks are connected to hubs, and the hubs are connected to the router.

Alternatively, you can divide the physical networks into three VLANs.

Figure 87 Example: After VLAN
VLANID = 1 VLAN ID =2

Each VLAN is a separate network with separate IP addresses, subnet masks, and gateways. Each VLAN
also has a unique identification number (ID). The ID is a 12-bit value that is stored in the MAC header. The
VLANs are connected to switches, and the switches are connected to the router. (If one switch has
enough connections for the entire network, the network does not need switches A and B.)

e Traffic inside each VLAN is layer-2 communication (data link layer, MAC addresses). It is handled by
the switches. As a result, the new switch is required fo handle traffic inside VLAN 2. Traffic is only
broadcast inside each VLAN, not each physical network.
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* Traffic between VLANs (or between a VLAN and another type of network) is layer-3 communication
(network layer, IP addresses). It is handled by the router.

This approach provides a few advantages.

* Increased performance - In VLAN 2, the exira switch should route traffic inside the sales department
faster than the router does. In addition, broadcasts are limited to smaller, more logical groups of users.

* Higher security - If each computer has a separate physical connection to the switch, then broadcast
tfraffic in each VLAN is never sent to computers in another VLAN.

¢ Better manageability - You can align network policies more appropriately for users. For example, you
can create different content filtering rules for each VLAN (each department in the example above),
and you can set different bandwidth limits for each VLAN. These rules are also independent of the
physical network, so you can change the physical network without changing policies.

In this example, the new switch handles the following types of traffic:

* Inside VLAN 2.

* Between the router and VLAN 1.
* Between the router and VLAN 2.
* Between the router and VLAN 3.

In the Zyxel Device, each VLAN is called a VLAN interface. As a router, the Zyxel Device routes traffic
between VLAN interfaces, but it does not route fraffic within a VLAN interface. All fraffic for each VLAN
interface can go through only one Ethernet interface, though each Ethernet interface can have one or
more VLAN interfaces.

Note: Each VLAN interface is created on top of only one Ethernet interface.
Otherwise, VLAN interfaces are similar to other interfaces in many ways. They have an IP address, subnet

mask, and gateway used to make routing decisions. They restrict bandwidth and packet size. They can
provide DHCP services, and they can verify the gateway is available.
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Figure 88 Network > Interface > Interface > Internal > Add (VLAN)
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Figure 89 Network > Interface > Interface > External > Add (VLAN)
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Each field is explained in the following table.

Table 62 Network > Interface > Interface > Internal/External > Add (VLAN)

LABEL DESCRIPTION

General Seftings

Enable Interface | Select this to turn this interface on. Clear this to disable this interface.

Interface Properties

Role Select one of the following option depending on the type of network to which the Zyxel

settings.

fraffic flowing from this interface to an external interface.

automatically adds this interface to the default WAN frunk.

Device is connected or if you want to additionally manually configure some related

Internal is for connecting to a local network. Other corresponding configuration options:
DHCP server and DHCP relay. The Zyxel Device automatically adds default SNAT settings for

External is for connecting fo an external network (like the Internet). The Zyxel Device

Interface Type Select the type of interface you want to configure.
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Table 62 Network > Interface > Interface > Internal/External > Add (VLAN)

LABEL DESCRIPTION

Name This field is read-only if you are editing an existing VLAN interface. Enter the number of the
VLAN interface. You can use a number from 0~4094. For example, use vlan0, vlan8, and so
on. The total number of VLANs you can configure on the Zyxel Device depends on the
model.

Port Select the port on which the VLAN interface runs.

Zone Select the zone to which the VLAN interface belongs.

MAC Address This field is read-only. This is the MAC address that the VLAN interface uses. Please note that
you cannot configure the VLAN interface and an Ethernet inferface on the same port.

VLAN ID Enter the VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1 -
4094. (0 and 4095 are reserved.)

Description Enter a description of this interface. You can use up to 30 single-byte characters, including
0-90-zA-Z'()+./:=2;*#@%$_%-"
Spaces are allowed, but the string can't start with a space.

IP Address This option appears when Interface Type is external.

Assignment
These IP address fields configure an IPv4 IP address on the interface itself. If you change this
IP address on the interface, you may also need to change a related address object for the
network connected to the interface. For example, if you use this screen to change the IP
address of your LAN interface, you should also change the corresponding LAN subnet
address object.

Get This option appears when Interface Type is external. Select this to make the interface a

Automatically

DHCP client and automatically get the IP address, subnet mask, and gateway address from
a DHCP server.

Use Fixed IP This option appears when Interface Type is external. Select this if you want to specify the IP
Address address, subnet mask, and gateway manually.
PPPoE This option appears when Interface Type is external. Select this for a dial-up connection
according to the information from your ISP.
Authentication Select an authentication protocol for outgoing connection requests.
Type
e Chap: Your Zyxel Device accepts CHAP only.
* PAP: Your Zyxel Device accepts PAP only.
* MSCHAP: Your Zyxel Device accepts MSCHAP only.
¢  MSCHAP-V2: Your Zyxel Device accepts MSCHAP-V2 only.
User Name Enter the user name give to you by your ISP. You can use up to 30 single-byte characters,
including 0-90-zA-Z@._-
Password Enter the password associated with the user name. You can use 4 to 63 single-byte
characters, including 0-2a-zA-Z' () {}<>A'+/:*#@&=$\.~%, | ;-"
Retype Retype the password you entered in the Password field to confirm.

Service Name

Enter the service name from your service provider. PPPOE uses a service name to identify
and reach the PPPoE server. You can use up to 30 single-byte characters, including 0-?2a-
ZA-L._-

Compression

Select On to turn on stac compression. Select Off to turn of stac compression. Stac
compression is data compression technique capable of compressing data by a factor of
about four.

User Idle Timeout

Enter the idle fimeout in seconds that elapses before the router automatically disconnects
from the PPPOE server.

WAN [P Enter the IP address of the WAN interface through which this connection will send fraffic.
Gateway IP Enter the IP address of the router through which this WAN connection will send fraffic.
IP Address This option appears when Interface Type is internal. Enter the IP address for this interface.
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Table 62 Network > Interface > Interface > Internal/External > Add (VLAN)

LABEL

DESCRIPTION

Subnet Mask

This option appears when Interface Type is internal. Enter the subnet mask of this interface in
dot decimal notation. The subnet mask indicates what part of the IP address is the same for
all computers on the network.

DHCP Server

Mode

Select what type of DHCP service the Zyxel Device provides to the network. Choices are:

DHCP Relay - the Zyxel Device routes DHCP requests to one or more DHCP servers you
specify. The DHCP server(s) may be on another network.

DHCP - the Zyxel Device assigns IP addresses and provides subnet mask, gateway, and DNS
server information to the network. The Zyxel Device is the DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Relay.

Relay Server 1

Enter the IP address of a DHCP server for the network.

Relay Server 2

This field is optional. Enter the IP address of another DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Server.

Start IP

Enter the IP address from which the Zyxel Device begins allocating IP addresses. If you want
fo assign a static IP address to a specific computer, use the Static DHCP Table.

If this field is blank, the Pool Size must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.

Pool Size

Enter the number of IP addresses to allocate. This number must be at least one and is
limited by the interface’s Subnet Mask. For example, if the Subnet Mask is 255.255.255.0 and
Start IP is 10.10.10.10, the Zyxel Device can allocate 10.10.10.10 to 10.10.10.254, or 245 |P
addresses.

If this field is blank, the Start IP must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.

First DNS Server/
Second DNS
Server/ Third DNS
Server

Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the
following ways to specify these IP addresses.

Custom Defined - enter a static IP address.

ZyWALL - the DHCP clients use the IP address of this inferface and the Zyxel Device works as
a DNS relay.

First WINS Server/
Second WINS
Server

Type the IP address of the WINS (Windows Internet Naming Service) server that you want to
send to the DHCP clients. The WINS server keeps a mapping table of the computer names
on your network and the IP addresses that they are currently using.

Default Router

If you seft this interface to DHCP Server, you can select to use either the interface’s IP
address or another IP address as the default router. This default router will become the
DHCP clients’ default gateway.

To use another IP address as the default router, select Custom Defined and enter the IP
address.

Lease time

Specify how long each computer can use the information (especially the IP address)
before it has to request the information again.

Advanced Settings
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Table 62 Network > Interface > Interface > Internal/External > Add (VLAN)

LABEL DESCRIPTION

DHCP Option 60 | This field appears when Role is set to External. The setting you configure here will only work
when Address Assignment is set fo Get Automatically.

DHCP Option 60 is used by the Zyxel Device for identification fo the DHCP server using the
VCI (Vendor Class Identifier) on the DHCP server. The Zyxel Device adds it in the initial DHCP
discovery message that a DHCP client broadcasts in search of an IP address. The DHCP
server can assign different IP addresses or options to clients with the specific VCI or reject
the request from clients without the specific VCI.

Type a string using up to 63 of these characters [a-zA-Z0-?I\"#3$%&\'()*+,-./
5<=>2@\[\\\]A_'{}] to identify this Zyxel Device to the DHCP server. For example, Zyxel-TW.

Default SNAT This field appear when Role is set o External.

Select this to have the Zyxel Device use the IP address of the outgoing interface as the
source IP address of the packets it sends out through its WAN frunks. The Zyxel Device
automatically adds SNAT settings for traffic it routes from internal interfaces to external

interfaces.
Apply Click Apply to save your changes back to the Zyxel Device.
Reset Click Reset to return the screen to its last-saved settings.

7.3.3 Internal/External LAG Add/Edit

Link Aggregation Group (LAG) is a way to combine multiple physical Ethernet inferfaces into a single
logical interface. This increases uplink bandwidth. It also increases availability as even if a member link
goes down, LAG can continue fo transmit and receive fraffic over the remaining links.

To configure LAG, configure a link number and specify the member ports in the link. All ports must have
the same speed and be in full-duplex mode. You must configure the LAG on both sides of the link and
you must set the interfaces on either side of the link to be the same speed.

At the fime of wrifing, up to 4 LAG inferfaces can be configured on a Zyxel Device.

Ethernet interfaces available to join a LAG interface must fulfill the following criteria.

1 The interface cannot be in another LAG. If an interface is in another LAG, it is not available to join the
LAG interface until you remove the interface from the other LAG.

2 Theinterface cannot be in a VLAN or PPPOE. If the interfaces is bound to an interface that isin a VLAN or
PPPOE, the interface is not available to join the LAG interface until you remove the interface from the
VLAN or PPPOE.

3 The selected interface must be bound to only 1 physical port.

* If you select an interface that has no ports bound to it, you must bind a port to this interface

* |If you select an interface that has more than one port bound to it, you must remove all ports but
one from this interface.
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Figure 90 Network > Interface > Interface > Internal > Add (LAG)
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Figure 91 Network > Interface > Interface > External > Add (LAG)
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Each field is explained in the following table.

Table 63 Network > Interface > Interface > Internal/External > Add (LAG)

LABEL

DESCRIPTION

General Seftings

Enable Interface

Select this to turn this interface on. Clear this to disable this interface.

Interface Properties
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Table 63 Network > Interface > Interface > Internal/External > Add (LAG)

LABEL

DESCRIPTION

Role

Select one of the following option depending on the type of network to which the Zyxel
Device is connected or if you want fo additionally manually configure some related
settings.

Internal is for connecting to a local network. Other corresponding configuration options:
DHCP server and DHCP relay. The Zyxel Device automatically adds default SNAT settings for
fraffic flowing from this interface to an external interface.

External is for connecting to an external network (like the Internet). The Zyxel Device
automatically adds this interface to the default WAN frunk.

Interface Type

Select the type of interface you want to configure.

Name This field is read-only if you are editing an existing VLAN interface. Enter the number of the
VLAN interface. You can use a number from 0~4094. For example, use vlan0, vlan8, and so
on. The total number of VLANs you can configure on the Zyxel Device depends on the
model.

Zone Select the zone to which the VLAN interface belongs.

MAC Address This field is read-only. This is the MAC address that the VLAN interface uses.

Mode Select a Mode for this LAG interface. Choices are as follows:

* round-robin: Round-robin scheduling services queue on a rotatfing basis. A queue is
given an amount of bandwidth irespective of the incoming traffic on that interface.
This queue then moves to the back of th list. The next queue is given an equal amount
of bandwidth, and then moves to the end of the list; and so on, depending on the
number of queues being used. This works in a looping fashion until a queue is empty.

* xor: Exclusively-OR (xor) balances the network traffic sent and received by the Zyxel
Device. Static Link Aggregation needs to be enabled on the device connected fo the
Zyxel Device.

* active-backup: Active-backup is used when only one slave in the LAG interface is
active and another slave becomes active only if the active slave fails.

¢ LACP: Link Aggregation Control Protocol (LACP) negotiates automatic combining of
links and balances the traffic load across the LAG link by sending LACP packets fo the
directly connected device that also implements LACP. The slaves must have the same
speed and duplex settings.

Miimom et the link check interval in milliseconds that the system polls the Media Independent

Inferface (MIl) to get status.

Link Interface

This field displays Ethernet interfaces and VLAN interfaces that can become part of the LAG
interface.

Please see Section 7.3.3 on page 116 for criteria on available interfaces.

Select one, and click the > arrow to add it to the LAG interface.

Note: Up to 4 interfaces can be added to a LAG interface.

Description

Enter a description of this interface. You can use up to 30 single-byte characters, including
0-90-zA-Z'()+./:=¢;*#@%$_%-"

Spaces are allowed, but the string can’t start with a space.

IP Address
Assignment

This option appears when Interface Type is external.

These IP address fields configure an IPv4 IP address on the interface itself. If you change this
IP address on the interface, you may also need to change a related address object for the
network connected to the interface. For example, if you use this screen to change the IP
address of your LAN interface, you should also change the corresponding LAN subnet
address object.

Get
Automatically

This option appears when Interface Type is external. Select this fo make the interface a
DHCP client and automatically get the IP address, subnet mask, and gateway address from
a DHCP server.

Use Fixed IP
Address

This option appears when Interface Type is external. Select this if you want to specify the IP
address, subnet mask, and gateway manually.
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Table 63 Network > Interface > Interface > Internal/External > Add (LAG)

LABEL DESCRIPTION

PPPoE This option appears when Interface Type is external. Select this for a dial-up connection
according to the information from your ISP.

Authentication Select an authentication protocol for outgoing connection requests.

Type
e Chap: Your Zyxel Device accepts CHAP only.
* PAP: Your Zyxel Device accepts PAP only.
* MSCHAP: Your Zyxel Device accepts MSCHAP only.
¢  MSCHAP-V2: Your Zyxel Device accepts MSCHAP-V2 only.

User Name Enter the user name give to you by your ISP. You can use up to 30 single-byte characters,
including 0-90-zA-Z@._-

Password Enter the password associated with the user name. You can use 4 to 63 single-byte
characters, including 0-9a-zA-Z' (){}<>A'+/:*#@&=$\.~%, | ;-"

Retype Retype the password you entered in the Password field to confirm.

Service Name

Enter the service name from your service provider. PPPoE uses a service name to identify
and reach the PPPoE server. You can use up to 30 single-byte characters, including 0-?2a-
ZA-1._-

Compression

Select On to turn on stac compression. Select Off to turn of stac compression. Stac
compression is data compression fechnique capable of compressing data by a factor of
about four.

User Idle Timeout

Enter the idle timeout in seconds that elapses before the router automatically disconnects
from the PPPOE server.

WAN [P Enter the IP address of the WAN interface through which this connection will send fraffic.
Gateway IP Enter the IP address of the router through which this WAN connection will send fraffic.
IP Address This option appears when Interface Type is internal. Enter the IP address for this interface.

Subnet Mask

This option appears when Interface Type is internal. Enter the subnet mask of this intferface in
dot decimal notation. The subnet mask indicates what part of the IP address is the same for
all computers on the network.

DHCP Server

Mode

Select what type of DHCP service the Zyxel Device provides to the network. Choices are:

DHCP Relay - the Zyxel Device routes DHCP requests to one or more DHCP servers you
specify. The DHCP server(s) may be on another network.

DHCP - the Zyxel Device assigns IP addresses and provides subnet mask, gateway, and DNS
server information to the network. The Zyxel Device is the DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Relay.

Relay Server 1

Enter the IP address of a DHCP server for the network.

Relay Server 2

This field is optional. Enter the IP address of another DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Server.

Start IP

Enter the IP address from which the Zyxel Device begins allocating IP addresses. If you want
fo assign a static IP address to a specific computer, use the Static DHCP Table.

If this field is blank, the Pool Size must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.

Pool Size

Enter the number of IP addresses to allocate. This number must be at least one and is
limited by the interface’s Subnet Mask. For example, if the Subnet Mask is 255.255.255.0 and
Start IP is 10.10.10.10, the Zyxel Device can allocate 10.10.10.10 to 10.10.10.254, or 245 IP
addresses.

If this field is blank, the Start IP must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.
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Table 63 Network > Interface > Interface > Internal/External > Add (LAG)

LABEL DESCRIPTION
First DNS Server/ | Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the
ggg/%?/dTEi'r\g ONS following ways to specify these IP addresses.
Server

Custom Defined - enter a static IP address.

ZyWALL - the DHCP clients use the IP address of this interface and the Zyxel Device works as
a DNS relay.

First WINS Server/ | Type the IP address of the WINS (Windows Internet Naming Service) server that you want fo
Second WINS send to the DHCP clients. The WINS server keeps a mapping table of the computer names

Server on your network and the IP addresses that they are currently using.

Default Router If you seft this interface to DHCP Server, you can select to use either the interface’s IP
address or another IP address as the default router. This default router will become the
DHCP clients’ default gateway.
To use another IP address as the default router, select Custom Defined and enter the IP
address.

Lease time Specify how long each computer can use the information (especially the IP address)

before it has to request the information again.

Advanced Settings

DHCP Option 60 | This field appears when Role is set to External. The sefting you configure here will only work
when Address Assignment is set fo Get Automatically.

DHCP Option 60 is used by the Zyxel Device for identification to the DHCP server using the
VCI (Vendor Class Identifier) on the DHCP server. The Zyxel Device adds it in the initial DHCP
discovery message that a DHCP client broadcasts in search of an IP address. The DHCP
server can assign different IP addresses or options to clients with the specific VCI or reject
the request from clients without the specific VCI.

Type a string using up to 63 of these characters [a-zA-Z0-9I\"#3$%&\'()*+,-./
5<=>2@\[\\\]A_'{}] to identify this Zyxel Device to the DHCP server. For example, Zyxel-TW.

Default SNAT This field appears when Role is set to External.

Select this fo have the Zyxel Device use the IP address of the outgoing interface as the
source |IP address of the packets it sends out through its WAN frunks. The Zyxel Device
automatically adds SNAT settings for traffic it routes from internal interfaces to external

interfaces.
Apply Click Apply to save your changes back fo the Zyxel Device.
Reset Click Reset to refurn the screen to ifs last-saved settings.

7.4 Bridge Interface

This section infroduces bridges and bridge interfaces and then explains the screens for bridge inferfaces.
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Bridge Overview

A bridge creatfes a connection between two or more network segments at the layer-2 (MAC address)
level. In the following example, bridge X connects four network segments.

TN X, 7 ==
P PN !
i—_E_ a B : g

Uu:uu::ua:ua:uu:uu

When the bridge receives a packet, the bridge records the source MAC address and the port on which
it was received in a table. It also looks up the destination MAC address in the table. If the bridge knows
on which port the desfination MAC address is located, it sends the packet to that port. If the destination
MAC address is not in the table, the bridge broadcasts the packet on every port (except the one on
which it was received).

In the example above, computer A sends a packet to computer B. Bridge X records the source address
OA:0A:0A:0A:0A:0A and port 2 in the table. It also looks up 0B:0B:0B:0B:0B:0B in the table. There is no entry
yet, so the bridge broadcasts the packet on ports 1, 3, and 4.

Table 64 Example: Bridge Table After Computer A Sends a Packet to Computer B
MAC ADDRESS PORT
OA:0A:0A:0A:0A:0A 2

If computer B responds to computer A, bridge X records the source address 0B:0B:0B:0B:0B:0B and port 4
in the table. It also looks up 0A:0A:0A:0A:0A:0A in the table and sends the packet to port 2 accordingly.

Table 65 Example: Bridge Table After Computer B Responds to Computer A

MAC ADDRESS PORT
0A: OA: OA: OA: OA: OA 2
0B: 0B: 0B: 0B: 0B: 0B 4

Bridge Interface Overview

A bridge interface creates a software bridge between the members of the bridge interface. It also
becomes the Zyxel Device's interface for the resulting network.

Unlike the device-wide bridge mode in ZyNOS-based Zyxel Devices, this Zyxel Device can bridge fraffic
between some interfaces while it routes traffic for other interfaces. The bridge interfaces also support
more functions, like interface bandwidth parameters, DHCP setftings, and connectivity check. To use the
whole Zyxel Device as a transparent bridge, add all of the Zyxel Device's interfaces to a bridge
inferface.
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A bridge intferface may consist of the following members:

» Zero or one VLAN interfaces (and any associated virfual VLAN interfaces)

¢ Any number of Ethernet interfaces (and any associated virtual Ethernet interfaces)

When you create a bridge interface, the Zyxel Device removes the members’ entries from the routing
table and adds the bridge interface’s entries to the routing table. For example, this table shows the
routing table before and after you create bridge interface br0 (250.250.250.0/23) between lan1 and

vianT.

Table 66 Example: Routing Table Before and After Bridge Interface br0 Is Created

IP ADDRESS(ES) DESTINATION
210.210.210.0/24 lan1
210.211.1.0/24 lanT:1
221.221.221.0/24 vlan0
222.222.222.0/24 vlan1
230.230.230.192/26 wan?2
241.241.241.241/32 dmz
242.242.242.242/32 dmz

IP ADDRESS(ES) DESTINATION
221.221.221.0/24 vlanO
230.230.230.192/26 wan2
241.241.241.241/32 dmz
242.242.242.242/32 dmz
250.250.250.0/23 br0

In this example, virtual Ethernet interface lan1:1 is also removed from the routing table when lan1 is
added to br0. Virtual interfaces are automatically added to or remove from a bridge interface when
the underlying interface is added or removed.

7.4.1 Bridge Add/Edit

This screen lets you configure IP address assignment, interface bandwidth parameters, DHCP settings,
and connectivity check for each bridge interface. To access this screen, click Network > Interface >
Interface > Bridge > Add/Edit. The following screen appears.
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Figure 92 Network > Interface > Interface > Bridge > Add / Edit
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Each field is described in the table below.
Table 67 Network > Interface > Interface > Bridge > Add / Edit
DESCRIPTION

LABEL
General Seftings
Enable Interface

Select this to enable this interface. Clear this to disable this interface.

Interface Properties

Name This field is read-only if you are editing the interface. Enter the name of the bridge interface.
The format is brx, where xis 0 - 11. For example, br0, br3, and so on.
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Table 67 Network > Interface > Interface > Bridge > Add / Edit (continued)

LABEL DESCRIPTION
Zone Select the zone to which the interface is to belong. You use zones to apply security settings
such as security policy, IPS, remote management, anti-malware, and application patrol.
Description Enter a description of this interface. You can use alphanumeric and () +/ : =?! *#@_%

characters, and it can be up to 60 characters long. Spaces are allowed, but the string
can't start with a space.

Address Assignment

Get
Automatically

Select this if this interface is a DHCP client. In this case, the DHCP server configures the IP
address, subnet mask, and gateway automatically.

Use Fixed IP Select this if you want to specify the IP address, subnet mask, and gateway manually.
Address
WAN IP This field is enabled if you select Use Fixed IP Address.

Enter the IP address for this interface.

Subnet Mask

This field is enabled if you select Use Fixed IP Address.

Enter the subnet mask of this interface in dot decimal notation. The subnet mask indicates
what part of the IP address is the same for all computers on the network.

Gateway IP This field is enabled if you select Use Fixed IP Address.
Enter the IP address of the gateway. The Zyxel Device sends packets to the gateway when
it does not know how fo route the packet to its destination. The gateway should be on the
same network as the interface.
Member
Configuration
Available This field displays Ethernet interfaces and VLAN interfaces that can become part of the
bridge interface. An interface is not available in the following situations:
e There is a virtual interface on top of it
e |tis already used in a different bridge interface
Select one, and click the >> arrow to add it to the bridge interface. Each bridge interface
can only have one VLAN interface.
Member This field displays the inferfaces that are part of the bridge interface. Select one, and click

the << arrow fo remove it from the bridge interface.

DHCP Server

Mode

Select what type of DHCP service the Zyxel Device provides to the network. Choices are:

DHCP Relay - the Zyxel Device routes DHCP requests to one or more DHCP servers you
specify. The DHCP server(s) may be on another network.

DHCP - the Zyxel Device assigns IP addresses and provides subnet mask, gateway, and DNS
server information to the network. The Zyxel Device is the DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Relay.

Relay Server 1

Enter the IP address of a DHCP server for the network.

Relay Server 2

This field is optional. Enter the IP address of another DHCP server for the network.

These fields appear if the Zyxel Device is a DHCP Server.

Start IP

Enter the IP address from which the Zyxel Device begins allocating IP addresses. If you want
fo assign a static IP address to a specific computer, use the Static DHCP Table.

If this field is blank, the Pool Size must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.

USG FLEX H Series User's Guide

125




Chapter 7 Interfaces

Table 67 Network > Interface > Interface > Bridge > Add / Edit (continued)

LABEL DESCRIPTION

Pool Size Enter the number of IP addresses to allocate. This number must be at least one and is
limited by the interface’s Subnet Mask. For example, if the Subnet Mask is 255.255.255.0 and
Start IP is 10.10.10.10, the Zyxel Device can allocate 10.10.10.10 to 10.10.10.254, or 245 IP
addresses.

If this field is blank, the Start IP must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, excepft for the first
address (network address), last address (broadcast address) and the interface’s IP address.

First DNS Server/ | Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the

ggﬁ/%rr]/dTEi'r\g DNS following ways to specify these IP addresses.
Server Custom Defined - enter a static IP address.

ZyWALL - the DHCP clients use the IP address of this interface and the Zyxel Device works as
a DNS relay.

First WINS Server/ | Type the IP address of the WINS (Windows Internet Naming Service) server that you want to
Second WINS send to the DHCP clients. The WINS server keeps a mapping table of the computer names

Server on your network and the IP addresses that they are currently using.
Default Router If you set this interface to DHCP Server, you can select to use either the interface’s IP
address or another IP address as the default router. This default router will become the
DHCEP clients’ default gateway.
To use another IP address as the default router, select Custom Defined and enter the IP
address.
Lease fime Specify how long each computer can use the information (especially the IP address)
before it has to request the information again.
Apply Click Apply fo save your changes back fo the Zyxel Device.
Reset Click Reset to refurn the screen to its last-saved settings.

7.5 VTl Interface

IPSec VPN Tunnel Interface (VTI) encrypts or decrypts IPv4 traffic from or to the interface according o
the IP routing table.

VTl allows static routes to send traffic over the VPN. The IPSec tunnel endpoint is associated with an
actual (virtual) interface. Therefore many interface capabilities such as Policy Route, Static Route, Trunk,
and BWM can be applied to the IPSec tunnel as soon as the tunnel is active

IPSec VTI simplifies network management and load balancing. Create a trunk using VPN tunnel
interfaces for load balancing. In the following example configure VPN tunnels with static IP addresses or
DNS on both Zyxel Devices (or IPSec routers at the end of the tunnel). Also configure VTl and a frunk on
both Zyxel Devices.
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Figure 93 VTl and Trunk for VPN Load Balancing

7.5.1 Restrictions for IPSec Virtual Tunnel Interface

* |Pv4 traffic only

* [PSec tunnel mode only. A shared keyword must not be configured when using tunnel mode.
¢ With a VTI VPN you do not add local or remote LANs to your VPN configuration.

e For a VTl VPN you should only have one local and one remote WAN.

* A dynamic peeris not supported

¢ The IPSec VTlis limited to IP unicast and multicast traffic only.

7.5.2 VTl Add/Edit

This screen lets you configure IP address assignment and interface parameters for VTI.
Note: You should have created a VPN tunnel for a VPN Tunnel Interface scenario first.

To access this screen, click the Network > Interface > Interface > VTl > Add/Edit. The following screen
appears.
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Figure 94 Network > Interface > Interface > VTl > Add/Edit
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Each field is described in the table below.

Table 68 Network > Interface > > Interface > VTl > Add/Edit

LABEL

DESCRIPTION

General Seftings

Enable Interface

Slide the switch to the right to enable VTI.

Interface Properties

Interface Name

This field displays the name of the VPN tunnel interface. This field is read-only.

VPN Rule This field displays the scenario rule the VPN tunnel interface is using.

Zone Select a zone. Make sure that the zone you select does not have traffic blocked by a
security feature such as a security policy.

IP Address Enter the IP address for this interface.

Connectivity Check

The interface can regularly check the connection to the gateway you specified to make
sure it is still available. You specify how often the interface checks the connection, how long
to wait for a response before the attempt is a failure, and how many consecutive failures
are required before the Zyxel Device stops routing to the gateway. The Zyxel Device
resumes routing to the gateway the first time the gateway passes the connectivity check.

Enable

Select this to turn on the connection check.
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Table 68 Network > Interface > > Interface > VTl > Add/Edit (continued)

LABEL DESCRIPTION

Check Method Select the method that the gateway allows.

Select icmp to have the Zyxel Device regularly ping the gateway you specify to make sure
it is still available.

Select tcp to have the Zyxel Device regularly perform a TCP handshake with the gateway
you specify to make sure it is still available.

Check Period Enter the number of seconds between connection check attempfs.

Check Timeout Enter the number of seconds to wait for a response before the attempt is a failure.

Check Fail Enter the number of consecutive failures before the Zyxel Device stops routing through the
Tolerance gateway.

Check These Specify one or two domain names or IP addresses for the connectivity check.

Addresses

You can type an IPv4 address in one field and a domain name in the other. For example,
fype "192.168.1.2" in the top filed and “www.zyxel.com” in the bottom field.

Check Succeeds | This field applies when you specify two domain names or IP addresses for the connectivity
When check.

Select Any if you want the check to pass if af least one of the domain names or IP
addresses responds.

Select All if you want the check to pass only if both domain names or IP addresses respond.

oK Click OK to save your changes back to the Zyxel Device.

Cancel Click Cancel to exit this screen without saving.

7.6 Trunk Overview

Use trunks for WAN fraffic load balancing to increase overall network throughput and reliability. Load
balancing divides traffic loads between multiple interfaces. This allows you to improve quality of service
and maximize bandwidth utilization for multiple ISP links.

Maybe you have two Internet connections with different bandwidths. You could set up a trunk that uses
weighted round robin load balancing so fime-sensitive traffic (like video) usually goes through the
higher-bandwidth interface. For other fraffic, you might want to use least load first load balancing to
even out the distribution of the traffic load.

Suppose ISP A has better connections to Europe while ISP B has better connections to Australia. You
could use policy routes and trunks to have traffic for your European branch office primarily use ISP A and
tfraffic for your Australian branch office primarily use ISP B.

Or maybe one of the Zyxel Device's interfaces is connected to an ISP that is also your Voice over IP
(VolP) service provider. You can use policy routing to send the VolIP traffic through a trunk with the
intferface connected to the VolIP service provider set to active and another interface (connected to
another ISP) set to passive. This way VolP fraffic goes through the interface connected to the VolIP
service provider whenever the interface’s connection is up.

* Use the Trunk summary screen (Section 7.7 on page 131) to view the list of configured trunks and
which load balancing algorithm each trunk uses.

¢ Use the Add Trunk screen (Section 7.7.1 on page 133) to configure the member interfaces for a tfrunk
and the load balancing algorithm the trunk uses.
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* Use the Add System Default screen (Section 7.7.2 on page 134) to configure the load balancing
algorithm for the system default frunk.

7.6.1 What You Need to Know

¢ Add WAN interfaces to trunks to have multiple connections share the tfraffic load.

¢ If one WAN interface’s connection goes down, the Zyxel Device sends traffic through another
member of the trunk.

e For example, you connect one WAN interface to one ISP and connect a second WAN interface to a
second ISP. The Zyxel Device balances the WAN fraffic load between the connections. If one
interface's connection goes down, the Zyxel Device can automatically send its fraffic through
another interface.

You can also use frunks with policy routing fo send specific traffic types through the best WAN interface
for that type of tfraffic.

* If that interface’s connection goes down, the Zyxel Device can still send its traffic through another
interface.

¢ You can define multiple trunks for the same physical interfaces.

1 LANuser Alogs into server B on the Internet. The Zyxel Device uses wan1 to send the request fo server B.

2 The Zyxel Device is using active/active load balancing. So when LAN user A tries to access something on
the server, the request goes out through wan2.

3 The server finds that the request comes from wan2's IP address instead of wan1’s IP address and rejects
the request.

If link sticking had been configured, the Zyxel Device would have sfill used wan1 to send LAN user A's
request to the server and server would have given the user A access.

Load Balancing Algorithms

The following sections describe the load balancing algorithms the Zyxel Device can use to decide which
interface the fraffic (from the LAN) should use for a session. In the load balancing section, a session may
refer to normal connection-oriented, UDP or SNMP2 traffic. The available bandwidth you configure on
the Zyxel Device refers to the actual bandwidth provided by the ISP and the measured bandwidth refers
to the bandwidth an interface is currently using.

Weighted Round Robin

Round Robin scheduling services queues on a rotatfing basis and is activated only when an interface has
more traffic than it can handle. A queue is given an amount of bandwidth irrespective of the incoming
traffic on that interface. This queue then moves to the back of the list. The next queue is given an equal
amount of bandwidth, and then moves to the end of the list; and so on, depending on the number of
queues being used. This works in a looping fashion until a queue is empty.

The Weighted Round Robin (WRR) algorithm is best suited for situations when the bandwidths set for the
two WAN interfaces are different. Similar to the Round Robin (RR) algorithm, the Weighted Round Robin
(WRR) algorithm sets the Zyxel Device to send fraffic through each WAN interface in turn. In addition, the
WAN interfaces are assigned weights. An interface with a larger weight gets more chances to transmit
traffic than an interface with a smaller weight.
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For example, in the figure below, the configured available bandwidth of WANT is TM and WAN2 is 512K.
You can set the Zyxel Device to distribute the network traffic between the two interfaces by setfting the
weight of wanl and wan2 to 2 and 1 respectively. The Zyxel Device assigns the fraffic of two sessions to
wanl and one session's traffic to wan2 in each round of 3 new sessions.

Figure 95 Weighted Round Robin Algorithm Example

$2 1| S1 WAN 1
M

7.7 The Trunk Summary Screen

Click Network > Interface > Trunk to open the Trunk screen. The following screen lists the configured
frunks and the load balancing algorithm that each is configured to use.
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Figure 96 Network > Interface > Trunk
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