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Basic principles for network management  

1.1 How to change the switch management IP address to 

avoid accessing the wrong device  

 

This example shows administrators how  to use the Web GUI  to manage 

the IP addresses of the switch es and avoid administrators from  

unintentionally accessing the wrong device s. As shown  below, there are 

two switche s in the environment. Both default IP addresses of the two 

switches are 192.168.1.1.  

 

 
Figure 1   Two switches are using the same default IP address  

 

 
 

 

 

 

 

 

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 
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1.1.1 Configuration in the Switch -2 

1 Disconnect the link between Switch -1 and Switch -2. 

 

2 Set the  PCõs IP address on to the same subnet as the switches. 

For example, set the PC IP address as 192.168.1.100. 

 

 

3 Open a browser (IE, Chrome, Safari, Firefox, etcé.). Go to 

website http ://192.168.1.1  (default management IP address). 

Key in òusername: admin ; password: 1234 ó and log in. 
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4 Enter the webpage and go to Menu > SYSTEM > IP Setup > IP 

Setup > IP Interface  > Add/Edit . Set the IP address you prefer, 

for example 192.168.1.2. Then click Apply . 

 
 

5 Log  back in using  the new IP address 192.168.1.2. After logging 

in again, remember to click  the  Save  icon to save the new 

configuration s. 
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1.1.2 Test the Result 

1 Log in via the web GUI and go to Menu > SYSTEM > IP 

Setup > IP Status. Check if the IP address is already 

configured as  192.168.1.2.  
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1.2 How to configure the switch with a device name to avoid 

accessing the wrong device  

 

This example shows administrators how  to use the Web GUI to manage 

device name and avoid  accessing the wrong device s. As shown  below, 

the PC connects with Switch -1 in the environment. In the default setting, 

device name (System Name) will be the model name (XGS 2220 in this 

example) .  

 

 
Figure 2   Change  the device name o f the switch  

 

 
 

 

 

 

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 
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1.2.1 Configuration in Switch -1  

1 Enter the web  GUI and go to Menu > SYSTEM > General 

Setup . Change the System Name (Switch -1 in this example) 

and click Apply . 

 
 

2 Click òSaveó to save the configuration.  
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1.2.2 Test the Result 

Enter the  web GUI and you will see the page of the switch 

information. Check if the System Name is the name you 

configure d  (Switch -1 in this example) or not.  
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1.3 How to configure the switch to update the time from an 

NTP server 

 

This example shows administrators how  to use the NTP server to update 

the system time of  the switch. As shown  below, the PC connects with 

Switch and Switch connects with the USG in the environment.  

 

 
Figure 3   Set up Switch to get time from NTP Server  

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). We use google 

free public NTP server  (216.239.35.12) to be our NTP server. You can also choose 

another available NTP server. Furthermore, d ue to there is routing set up in this 

configuration, the user interface might be some difference for other models.  
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1.3.1 Configuratio n in Switch   

1 Enter the web GUI and go  to Menu > SYSTEM > IP Setup > IP 

Setup > IP Setup.  Set the default Gateway as USG IP: 

192.168.1.1. Then click òApply ó. 

 
 

2 Go to Menu > SYSTEM > General Setup . Select òUse Time Server 

when Bootup ó to  NTP(RFC-1305) and set the òTime Server IP 

Addressó. In this scenario, we use the g oogle free public NTP 

server (216.239.35.12) as an example. Also, select the òTime 

Zoneó in your location. Finally, remember to click òApply ó. 

 
 

3 Click Save  to save the configuration.  
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1.3.2 Test the Result 

1 Go to Menu > SYSTEM > General Setup . Both the Current Time 

and Current Date  should be the  current time in your location.  

If the current time is not updated as the correct time, click 

òRefreshó. 

 

 
 

2 Try to select the òUser Time Server when Bootup ó as None . Few 

second later, change back to NTP(RFC-1305). The time will still 

update to the current time.  
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1.3.3 What could go wrong?  

1 Switch may not  be able to  access the NTP Server successfully. 

Follow the step to test if NTP Server is available.  Go to Menu > 

Ma inten ance  > Diagnostic . Select IPv4 and type the IP address 

of NTP Server (216.239.35.12) into the IP Address  field . Click 

òPingó. 
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1.4 How to configure the switch to backup events on a 

SYSLOG server  

 

The example show s administrators how to set up the switch to send 

system log events to a remote syslog server.  

 

 
Figure 4   Upload the syslog automatically to the server  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 



  
 

20/ 232  
  

www.zyxel.com  

1.4.1 Configure the Switch -1  

1 Enter the web GUI and go to Menu  > SYSTEM > Syslog Setup > 

Syslog Server Setup  > Add/Edit . Enable the Activate  setting  and 

set up the server IP address. In this example, it is 192.168.1.200. 

Choose the Log Level you prefer ( Level 0 -7 in this example). The 

wider the range, the more detailed log will be recorded. 

Remember to click òApply ó.  

 

 
 

2 In the same page, activate the Syslog and activate the 

logging type you prefer.  Also, remember to click òApply ó. 

 
 

 

 

 

 

 Note:  

Log Level refers to which events should be sent to the Syslog Server.  

Severity: Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice 

(5), Informational (6), and Debug (7) . 
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3 Click Save  to save the configuration.  

.  
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1.4.2 Test the Result  

1 Unplug and re -plug PC -1 from the switch .  

 

2 The Syslog Server should receive an event log from the switch .  

 
 

3 We can also check the directory  (òC:\ app \ Tftpd64ó in this 

example) to find out if a text  file is created  on the S yslog Server. 
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1.4.3 What could go wrong?  

1 If Switch -1 and Syslog Server are in different subnet s, remember 

to set default  gateway  so that Switch -1 and  the  Syslog Server 

can communicate with each other .  

 

2 Confirm the service port number of the Switch -1 and the Syslog 

Server are the same. (Default service  port for the Syslog Server 

in the Switch -1 is 514). 
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1.5 How to configure the switch with a port name to quickly 

identify directly connected devices  

 

The example shows administrators how to configure the switch with a 

port name to quickly identify directly connected devices . By doing this, 

administrators and quickly identify which port connects to which device, 

location, or section of the network.  

 

 
Figure 5   Configure the port name of the switch  

 

 
 

 

 

 

 

 

 

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 
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1.5.1 Configure Switch -1 

1 Enter the  web GUI and g o to Menu > Port > Port Setup . Type the 

name of each directly connected devices on the 

corresponding port name . For example, you can type Switch -

2 in port 2 and AP in port 3. Then click òApply ó. 

 
 

2 Click Save  to save the configuration.  
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1.5.2 Test the Result 

1 Go to Menu >  Monitor  > Port Status. You will see the name you 

type in the column of name.   
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1.6 How to collect the Diagnostic Info  

 

The example shows local administrators  how to  collect the Diagnostic 

Info by web GUI. The Diagnostic Info is a set of log s that  includes useful 

information such as System Information, CPU utilization history, system 

log s and debug  reports for issue analysis.  

 

 
Figure 6   Collect the Diagnostic Info from web GUI  

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 
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1.6.1 Collect the Diagnostic Info from web GUI  

1 Enter the web GUI and go to Menu > Maintenance > Tech -

Support . Click the Download button for All . You can also s elect 

the specific Diagnostic Info you need . (Ex: Crash, ROM,é..) 
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1.6.2 Test the Result 

1 Open the file and you can view the Diagnostic Info. (In this 

example, we use the  Notepad++  to open the .txt file. ) 
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1.7 How to change the default administrator password  

 

The example show s administrators how to c hange  the default 

administrator  password  used for management access . Failure to change 

the default administrator password is a security risk that allows 

unauthorized user access to your deviceõs management.  

 

 
Figure 7   Change the default administrator password  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 
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1.7.1 Change the default administrator password  

1 Enter the web GUI and go to Menu > System > Logins. Enter the 

Old Password and New Password. T hen click òApply ó.  

 
 

2 After  click ing  the òApply ó, the browser  will show  a  message 

similar below.  
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1.7.2 Test the Result 

1 Close the web GUI and login  again  with the OLD password . 

The login page  will show òInvalid username or passwordó.  

 
  

2 Use the new  password to login . Switch -1 web GUI should be 

accessible.  
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1.8 How to configure a whitelist for remote management to 

prevent unauthorized access  

 

The example show s administrators  how to configure a whitelist for host 

devices that  prevent s attempted  access  from unauthorized devices  or 

subnets . The whitelist inspects the source  IP addresses of hosts  and  the  

type s of service s accessing the switch (Ex: Telnet, FTP, HTTPé..).  

 

 
Figure 8   Configure the whitelist for remote management  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 
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1.8.1 Configure the whitelist of the remote management  

1 Enter the web GUI and go to Menu > Security  > Acces s Control 

> Remote Management using AdministratorPC . Enter the range 

of IP address es and the  corresponding  types of  services that 

are allowed to access the Switch.  Then click òApply ó. 
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1.8.2 Test the Result  

1 In the setting, we set the IP range: 192.168.10.100-

192.168.10.120, which  is allowed to access the Switch by  all 

protocol types, EXCEPT  HTTP. Therefore, if we use PC -1 

(192.168.10.100) to access the Switch by  HTTP, the Switch  will 

refuse t he connect ion . If we try to access the web GUI by HTTPS 

(Enter the https ://192.168.1 0.1), PC-1 can connect to the Switch  

successfully.  

 

 

2 The PC-2 (192.168.10.200) is not in the range which i s allowed to 

access the Switch . PC-2 cannot access or ping the switchõs 

management IP address .  

 

 

3 Administrator PC can access the Switch by all  service  types 

successfully.  

 

 

1.8.3 What could go wrong?   

1 The IP address is setting up repeatedly, but the setting is 

different. The logic rule of whitelist is OR.  
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For example, if we set the range of the IP address es shown  

below. 192.168.10.120 is repeatedly set up accidently. The 

result is that all types of services  are ALLOWED for 192.168.10.120. 

 
 

2 If the administrator has forgotten or lost track of  the whitelist ed  

IP addresses, the administrator  will not be able to access the 

Switch. To solve this problem, use Console  to verify the setting s. 

Administrators can  find  out which  IP addresses are  allowed to 

access the Switch  by reviewing the running configurations .  

 

  

 Note:  

If the Switch does not  support Console , please check the manual of your 

Switch model to find  out how to restore device to factory default settings . 
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Designing the Local Area Network  

2.1 How to configure the switch to separate traffic between 

departments  using VLAN  

 

The example show s administrators how to set up the switch to make 

separate  traffic between departments. Using Static VLAN , hosts 

accessing the same VLAN will  only  be able to communicate with hosts 

accessing the same VLAN.  

 
Figure 9   Set up VLAN to separate  the traffic between 

departments   

 

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Ver sion: V4.80). 
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2.1.1 Configure Switch -1 

1 Use AdministratorPC to set VLAN 1 in Switch -1: Port 1, 2 as 

Normal  port. (Prevent VLAN 1 broadcast packets to port 1, 2).  

Enter the web GUI and go to Menu > Switching  > VLAN > VLAN 

Setup > Static VLAN > Select VID 1 > Add/Edit . Select port 1, 2 

as Normal . Click òApply ó. 

 
 

2 Use AdministratorPC to create VLAN 10 in Switch -1: Enter the 

web GUI and go to Menu > Switching  > VLAN > VLAN Setup > 

Static VLAN > Add/Edit . Enable the Active  setting . Type the 

Name and VLAN Group ID= 10. Select port 1, 5 as Fixed  and 

uncheck Tx Tagging ( Untagged ) on port  1 and check Tx 

Tagging ( Tagged ) on port 5. Click òApply ó. 
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3 Use AdministratorPC to create VLAN 20 in Switch -1: Enter the 

web GUI and go to Menu > Switching  > VLAN > VLAN Setup > 

Static VLAN > Add/Edit . Enable the Active  setting . Type the 

Name and VLAN Group ID= 20. Select port 2, 5 as Fixed and 

uncheck Tx Tagging ( Untagged ) on port 2 and check Tx 

Tagging ( tagged ) on port 5. Click òApply ó. 

 
 

 

4 Set the PVID on Switch -1: Go to Menu > Switching  > VLAN > 

VLAN Setup > VLAN Port Setup . Set port 1 as PVID=10 (VLAN 10) 

and  port 2 as PVID= 20 (VLAN 20).  
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2.1.2 Configure Switch -2 

1 Use AdministratorPC to set VLAN 1 in Switch -2: Port 3, 4 as 

Normal  port (this prevents  VLAN 1 from  broadcast ing  packets 

to port 3, 4). Enter the web GUI and go to Menu > Switching  > 

VLAN > VLAN Setup > Static VLAN > Select VID 1 > Add/Edit . 

Select  port 3, 4 as Normal . Click òApply ó. 

 
 

2 Use AdministratorPC to create VLAN 10 in Switch -2. Enter the 

web GUI and go to Menu > Switching  > VLAN > VLAN Setup > 

Static VLAN > Add/Edit . Enable the Active  setting . Type the 

Name and VLAN Group ID= 10. Select port 3, 5 as Fixed  and 

uncheck Tx Tagging ( Untagged ) on port  3 and check Tx 

Tagging ( tagged ) on port 5. Click òApply ó. 
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3 Use AdministratorPC to create VLAN 20 in Switch -2. Enter the 

web GUI and go to Menu > Switching  > VLAN > VLAN Setup > 

Static VLAN > Add/Edit . Enable the Active  setting . Type the 

Name and VLAN Group  ID=20. Select port 4, 5 as Fixed  and 

uncheck Tx Tagging ( Untagged ) on port  4 and check Tx 

Tagging ( tagged ) on port 5. Click òApply ó. 

 
 

4 Set the PVID on Switch -2: Go to Menu > Switching  > VLAN > 

VLAN Setup > VLAN Port Setup . Set port 3 as PVID=10 (VLAN 10) 

and port 4 as PVID=20. 
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2.1.3 Test the Result  

1 The PC in the same VLAN can ping each other . PC-1 can ping 

PC-3 successfully , but PC -1 cannot  ping PC -2. 

 

 

 

2 PC-2 can ping PC -4 successfully , but PC -2 cannot  ping PC -3.  
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2.2 How to configure the switch to route traffic across VLANs  

 

The purpose of VLANs are to isolate one broadcast domain from another . 

If we would like hosts from different VLANs to communicate with each 

other , we have to set the switch to route traffic. The example show s how 

to configure the switch to route traffic across  one  VLAN to another .  

 

 
Figure 10   Set up switch to route traffic across VLANs   

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-28 (Firmware Version: V4. 80). 
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2.2.1 Configure VLAN 10 

1 Use AdministratorPC  to create VLAN 10. Enter the web GUI and 

go to Menu > Switching  > VLAN > VLAN Setup > Static VLAN > 

Add/Edit . Enable the Active  setting . Type the Name and VLAN 

Group ID= 10. Select port 1 as Fixed  and uncheck Tx Tagging 

(Untagged). Click òApply ó. 

 
 

2 Go to Menu > Switching  > VLAN > VLAN Setup > VLAN Port Setup . 

Set the PVID. Set port 1 as PVID=10 (VLAN 10). Click òApply ó. 

 

  



  
 

45/ 232  
  

www.zyxel.com  

3 Create a Static IP Address for Switch in VLAN 10 (To be the 

gateway in VLAN 10) : Go to Menu > SYSTEM > IP Setup > IP 

Setup > IP Interface  > Add/Edit . Set the Static IP Address: 

192.168.10.1 for Switch in VLAN 10. Click òApply ó. 

 
 

 

 

  



  
 

46/ 232  
  

www.zyxel.com  

2.2.2 Configure VLAN 20 

1 Create VLAN 20. Follow the same steps. Go to Menu > 

Switching  > VLAN > VLAN Setup > Static VLAN > Add/Edit . 

Enable the Active  setting . Type the Name and VLAN Group 

ID=20. Select  port 2 as Fixed  and uncheck Tx Tagging 

(Untagged). Click òApply ó. 

 
 

2 Go to Menu > Switching  > VLAN > VLAN Setup > VLAN Port Setup .  

Set the PVID. Set port 2 as PVID=20 (VLAN 20). Click òApply ó. 
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3 Create a Static IP Address for Switch in VLAN 20  (To be the 

gateway in VLAN 20) . Go to Menu > SYSTEM > IP Setup > IP 

Setup > IP Interface  > Add/Edit . Set a  Static IP Address: 

192.168.20.1 for Switch in VLAN 20. Click òApply ó. 
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2.2.3 Set the gateway on  PC-1 and PC -2  

1 Set the Gateway of PC-1 as 192.168.10.1 (The Static IP Address 

of Switch in  VLAN 10). 
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2 Set the Gateway of PC -2 as 192.168.20.1 (The Static IP Address 

of Switch in  VLAN 20). 
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2.2.4 Test the  Result  

1 PC-1 can ping PC -2 successfully.  
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2.2.5 What could go wrong  

1 If PC-1 cannot reach PC -2: 

a.  Verify that the subnet of PC -1 is not using the same 

subnet as that of PC -2. 

b.  Verify that the default gateways of PC -1 and PC -2 

matches the Switchõs IP interface on their respective 

VLANs. 

c.  Make sure that  there are no policy routes using the 

subnet of PC -1 or PC-2 as a destination IP criteria.  
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2.3 How to configure the switch to perform DHCP service in a 

VLAN 

 

The example shows administrators how to configure the switch to 

provide dynamic IP address es to hosts in each VLANs.   

 

 
Figure 11   Perform  DHCP service in different VLAN  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-32 (Firmware Version: V4. 80). 

Only L3 Switch supports the function of DHCP Server. (The models: 3700 series, 3800 

series and 4600 series)  
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2.3.1 Configure VLAN 10 

1 Use AdministratorPC  to create VLAN 10. Enter the web GUI and 

go to Menu > Switching  > VLAN > VLAN Setup > Static VLAN > 

Add/Edit . Enable the Active  setting . Type the Name and VLAN 

Group ID= 10. Select  port 1 as Fixed  and uncheck Tx Tagging 

(Untagged). Click òApply ó. 

 
 

2 Go to Menu > Switching  > VLAN > VLAN Setup > VLAN Port Setup . 

Set the PVID. Set port 1 as PVID=10 (VLAN 10). Click òApply ó. 

 
 

 

 

 

3 Create a Static IP Address for Switch in VLAN 10 (IP Address to 

be DHCP Server in VLAN 10): Go to Menu > SYSTEM > IP Setup 

> IP Setup > IP Interface  > Add/Edit . Set the Static IP Address: 

192.168.10.1 for Switch in VLAN 10. Click òAddó. 
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2.3.2 Configure VLAN 20 

1 Create VLAN 20. Follow the same steps. Go to Menu > 

Switching  > VLAN > VLAN Setup > Static VLAN > Add/Edit . 

Enable the Active  setting . Type the Name and VLAN Group 

ID=20. Select port 2 as Fixed  and uncheck Tx Tagging 

(Untagged). Click òApply ó. 

 
 

2 Go to Menu > Switching  > VLAN > VLAN Setup > VLAN Port Setup . 

Set the PVID. Set port 2 as PVID=20 (VLAN 20). Click òApply ó. 

 
 

 

 

 

3 Create Static IP Address for Switch in VLAN 20 (IP Address to be 

DHCP Server in VLAN 20): Go to Menu > SYSTEM > IP Setup > IP 

Setup > IP Interface  > Add/Edit . Set the Static IP Address: 

192.168.20.1 for Switch in VLAN 20. Click òAddó. 
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2.3.3 Configure  the Switch  and PC  

1 Set up DHCP Server in VLAN 10: Go to Menu > Networking  > 

DHCP > DHCPv4 Server > DHCP Server Setup > Add/Edit . Set up 

the VID  (VLAN of PC -1). The Client IP Pool Starting Address refers 

to  the first IP Address the Switch will assign  to DHCP clients . The 

Size of Client IP Pool refers to  the  maximum  number of IP 

addresses the switch will provide . Set the gateway as the IP of 

the Switch in VLAN 10 ( 192.168.10.1). Click òAdd ó. 

 

 
 

 

2 Set up DHCP Server in VLAN 20: Go to Menu > Networking  > 

DHCP > DHCPv4 Server > DHCP Server Setup > Add/Edit . Set up 

the VID (VLAN of PC -2). The Client IP Pool Starting Address refers 

to  the first IP Address the Switch will assign  to DHCP clients . The 

Size of Client IP Pool refers to  the  maximum  number of IP 

addresses the swi tch will provide . Set the gateway as the IP of 

the Switch in VLAN 20 ( 192.168.20.1). Click òAdd ó. Click òAdd ó. 

 Note:  

In this example, the pool size is 10 and the starting  IP address is 192.168.10.11. 

Therefore, the IP range that the DHCP Server will assign is between 

192.168.10.11 and 192.168.10.20. 
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3 Set PC-1 and PC -2 as DHCP clients by configuring IPv4 to 

òObtain an IP Address automatically ó. 

 Note:  

In this example, the pool size is 10 and the starting  IP address is 192.168.20.11. 

Therefore, the IP range that the DHCP Server will assign is between 

192.168.20.11 and 192.168.2 0.20. 
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2.3.4 Test the Result 

1 PC-1 can get the IP Address assigned by Switch successfully. 

We can check this by using the command òipconfig ó in 

command prompt . PC-1 will get an  IP address  in the range of : 

192.168.10.11-192.168.10.20 and the  gateway  is 192.168.10.1.  

 

 

2 PC-2 can get the IP Address assigned by Switch successfully. 

We can check this by using the command òipconfig ó in 

command prompt . PC-2 will get an IP  address  in the range of: 

192.168.20.11-192.168.20.20 and the  gateway  is 192.168.20.1.  
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2.3.5 What  Could Go Wrong   

1 If some devices are no longer receiving any dyna mic IP 

address from the DHCP server, consider increasing the Size of 

Client Pool.  

2 If you want to surf the Internet using a URL or domain name , 

please remember to set up DNS Server.  
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2.4 How to Configure the Switch to Translate Customer VLAN 

to Service Provider VLAN  

  

VLAN Mapping provides a mechanism to map a Customer VLAN to a 

service providerõs VLAN (Translated-VLAN). Packets received on a port 

will map to a Translated VLAN based on a  port ID and customer VLAN ID 

from packets.  

  

VLAN Mapping also can be used to prevent traffic from forwarding 

between different customers when they use the same VLAN in their own 

networks. In the following example, both of company A and company 

B use the  same VLAN 10. When company A sends traffic to an ISP 

network, the traffic is possible to be forwarded to company B across a 

core switch because both of the companies are in the same VLAN 10.  

  

  
  

Once VLAN Mapping is configured on edge switches, it can  translate 

customer VLANs of company A and company B to different VLANs 

respectively. Thus, the traffic will not be forwarded between company A 

and company B since they are in the different VLANs after processing 

VLAN translation on edge switches.  
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The following example will instruct how an administrator configures a 

switch to achieve VLAN translation.  

  

  
  

 Note:   

The example was tested using two GS222 0 (Firmware Version: V4. 80) as edge 

switches, and one XGS 2220 (Firmware Version: V4. 80) as a core switch.  
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2.4.1 Configuration on the Core Switch   

1 Access to the web GUI, Go to Menu > Switching  > VLAN 

Mapping. Enable the Active  setting  and activate port 1.  

 

  

2 Go to Menu > Switching  > VLAN Mapping > VLAN Mapping  

Setup > Add/Edit . Enable the Active  setting  and type the 

Name . Set Port as 1, VID as 100, and Translated VID as  1001. 

Select Priority value as 3 (Optional), and click òApplyó.  

 

3 Go to  Menu > Switching  > VLAN > VLAN Setup > Static VLAN 

Setup . Check the Active  box, type the Name  and VLAN 

Group ID = as 1001. Select port 1, 26 as Fixed , and click 

òApply ó.  
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 Note:   

Create a Static VLAN only for the Translated VLAN, and set both of ports as 

members for the Translated VLAN. Otherwise the packets from the Translated 

VLAN recei ved on port 26 will  

NOT be forwarded to port 1.  
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2.4.2 Configuration on the Edge Switch  

  

1 Setup Customer Switch -1: Access to the web GUI. Go to  Menu 

> Switching > VLAN > VLAN Setup > Static VLAN Setup . (If you 

are using V4.70 firmware, please go to Menu > Advanced 

Application > VLAN > VLAN Configuration > Static VLAN 

Setup .) Check the Active  box, type the Name  and VLAN 

Group ID = as 100. Select port 1 as Fixed  and uncheck Tx 

Tagging (Untagged). Select port 9 as Fixed , and click 

òApply ó.  

  

  
  

2 Setup Customer Switch -1: Go to Menu  > Switching > VLAN > 

VLAN Setup > VLAN Port Setup (If you are using V4.70 firmware, 

please go to  Menu > Advanced Application > VLAN > VLAN 

Configuration > VLAN Port Setup .) Set port 1 PVID= as 100 (VLAN 

100), and click òApply ó.  
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3 Setup Customer Switch -2: Go to  Menu > Switching > VLAN > 

VLAN Setup > Static VLAN Setup . (If you are using V4.70 

firmware, please go to Menu > Advanced Application > VLAN 

> VLAN Configuration > Static VLAN  Setup .) Check the  Active  

box, type the Name  and VLAN Group ID = as 1001. Select port 

1 as Fixed  and uncheck Tx Tagging (Untagged). Select port 9 

as Fixed, and click òApply ó.   

  
  

4 Setup Customer Switch -2: Go to Menu  > Switching > VLAN > 

VLAN Setup > VLAN Port Setup (If you are using V4.70 firmware, 

please go to  Menu > Advanced Application > VLAN > VLAN 
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Configuration > VLAN Port Setup .) Set port 1 PVID= as 1001 

(VLAN 1001), and click òApply ó.  
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2.4.3 Test the Results  

  
1 PC-1 can ping PC -2 successfully.  

  

  

2 Configure Mirroring to verify the VLAN ID/Priority value in the 

packets which are received on port 1 of the core switch, and 

ensure they are the original value VLAN=100/Priority=0 ). Access 

to the web GUI and go to Menu > Switching  > Mirroring  > 

Mirroring . Switch on  the mirroring . Set the Monitor port as port 2, 

which is used to monitor the traffic, and check the destination 

port 1  in this example. Select the direction as òBothó, and click 

òApply ó.  

 

  

3 Connect with another PC to port 2 of the core switch. Open 

wireshark  to monitor the packets, and filter òicmp ó.  
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4 Configure Mirroring to verify the VLAN ID/Priority in the packets 

sent out from port 26 of the core switch and ensure they should 

be the translated values ( VLAN=1001/Priority=3 ). Go to Menu > 

Advanced Application > Mirroring . Uncheck port 1 and check 

port 26. Select the direction as òBothó, and click òApply ó.  

 

 

5 Connect with another PC to port 2 of the core switch. Open 

wireshark  to monitor the packets, and filter òicmp ó.  
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Improving Network Reliability  

3.1 How to configure a stacked switch to ensure high server 

availability  

 

The example shows administrators how to configure a stacked switch to 

ensure high server availability . In this example, we stack Switch -1 and 

Switch -2 into one logical switch . By stacking the switch together , even if 

one switch goes offline , clients can still reach the server . This ensures high 

availability  for servers. This example instructs administrators to disconnect 

all links before configuring the switches to avoid any network outa ges 

caused by broadcast storms.  

 
Figure 12   Configure the stacked switch    

 

3.1.1 Configure Switch -1 and Switch -2 for Stacking  

1 Set up Switch -1: Enter the we b GUI and g o to Menu > System > 

Stacking > Stacking Setup . Key in the system priority (The higher 

the number is, the higher priority it is to become a master) and 

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS3800-28 (Firmware Version: V4. 80) and GS2220 -50HP 

(Firmware Version: V4. 80). 
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click òApply ó. Enable the  Active  setting  and click òApply ó. 

Switch -1 will reboot.  

 

 
 

2 Set up Switch -2: Enter the web  GUI and g o to Menu > System > 

Stacking > Stacking Setup . Key in the system priority (The higher 

the number is, the higher priority it is to become a master) and 

click òApply ó. Enable the  Active  setting  and click òApply ó. 

Switch -2 will reboot.  

 
3 Connect Switch -1 and Switch -2 together on  port 28 using a 10 -

Gigabit tran sceiver.  

 
 

4 Switch -1 and Switch -2 becomes  a  stacked switch. The Stack ID 

LED on the front panel of the switches should display ò1ó and 

ò2ó. 

 

 Note:  

In this example, we set the priority of Switch -1 higher than Switch -2. 

Therefore, Switch -1 will become the Master . 

 Note:  

The last four  ports are usually reserved for stacking channels when the 

switch is in stacking mode. These are ports 25, 26, 27, and 28 for the 

XS3800-28 switch. If you are using other stackable models, please 

refer to the user manual to confirm the ports used for stacking.  
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5 Remember to s ave the configuration.   
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3.1.2 Configure Link Aggregation o n Stacked switch  

1 Connect to the stacked switch . Enter web GUI and g o to Menu 

> Port > Link Aggregation > Link Aggregation Setting . Active T1 

and T2. Select SLOT 1 and set the Group of port 1/1 and 1/2 as 

T1 and T2, respectively. Click òApply ó. Select SLOT 2 and set the 

Group of port 2/1 and 2/2 as T1 and T2 respectively . Click 

òApply ó.  

 
 

2 Go to Menu > Port > Link Aggregation > Link Aggregation  

Control Protocol . Check  the  òActive ó box , as well as for  T1 and 

T2. 

 

3.1.3 Configure Link Aggregation on Switch -3 

1 Go to Menu > Port > Link Aggregation  > Link Aggregation 

setting . (If you are using V4.70 firmware, please go to  Menu > 

Advanced Application > Link Aggregation > Link Aggregation 

Setting .) Check the Active box for T1 and select the port 1 and 

2 as Group T1. Click òApply ó. 
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3 Go to  Menu > Port > Link Aggregation > Link Aggregation 

Control Protocal . (If you are using V4.70 firmware, please go to  

Menu > Advanced Application > Link Aggregation > Link 

Aggregation Setting  >LACP.) Check  the  òActive ó box, as well 

as for  T1. 
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3.1.4 Test the Result  

1 Configure Link Aggegation between the Serverõs two NIC and 

connect these ports to port 1/2 and 2/2 of the stacked switch.  

 

2 Use PC to ping the Server  (192.168.1.40). After few times of ping, 

try to shut down Switch -1 (Master down) . The ping  will display 

òtimed outó a few times and then ping will be successful  again  

when Switch-2 (Backup) becomes the  new  Master .  
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3.1.5 What Could Go Wrong  

1 The stack ing  port s are usually the last 2 ports of the switch. If you 

connect the two switches using a non -stacking port , you will 

find th at the two switches will not form a stacking system.   

 

2 Remember to save the configuration before doing the test. If 

you forget to save the configuration, after rebooting, all the 

configurations will be lo st. Therefore, the Link Aggregation will 

disappear.  
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3.2 How to configure RSTP in a ring topology  

 

The example shows administrators how to set up RSTP (Rapid Spanning 

Tree Protocol) in the ring topology to implement network  redundancy .  

 

 
Figure 13   Configure RSTP in a ring topology   

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-28 (Firmware Version: V4. 80). 
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3.2.1 Configure Switch  

1 Make sure that the link between Switch -2 and Switch -3 is not 

connected to prevent unintended  loop s before finishing the 

RSTP setup. 

 

2 Set up Switch -1: Enter the web GUI. Go to Menu > Switching  > 

Spanning Tree Protocol  > Spanning Tree  Setup . Check if the 

Spanning Tree Configuration is Rapid Spanning Tree . If not, 

select it and click òApply ó. 

 
 

3 Set up  Switch -1: Enter the web GUI. Go to Menu > Switching  > 

Spanning Tree Protocol  > RSTP. Enable  the Active  setting . Set 

the Bridge Priority = 4096. Active port 17, 18. Click òApply ó. 

 
4 Set up Switch -2: Enter the web GUI. Go to Menu > Switching  > 

Spanning Tree Protocol  > Spanning Tree  Setup . Check if the 

Spanning Tree Configuration is Rapid Spanning Tree. If not, 

select it and click òApply ó. 

 

5 Set up Switch -2: Enter the web GUI. Go to Menu > Switching  > 

Spanning Tree Protocol  > RSTP. Enable  the Active  setting . Set 

the Bridge Priority = 20480. Active port 17, 18. Click òApply ó. 
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6 Set up Switch -3: Enter the web GUI. Go to Menu > Switching  > 

Spanning Tree Protocol  > Spanning Tree  Setup . Check if the 

Spanning Tree Configuration is Rapid Spanning Tree . If not, 

select it and click òApply ó. 

 

7 Set up Switch -3: Enter the web GUI. Go to Menu > Switching  > 

Spanning Tree Protocol  > RSTP. Enable  the Active  setting . Set 

the Bridge Priority = 32768. Active port 17, 18. Click òApply ó. 

 
 

 

8 Finally, connect the link between Switch -2 and Switch -3.  
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3.2.2 Test the Result 

1 Verify the  status of Switch -1: Go to Menu > Switching  > 

Spanning Tree Protocol  > Spanning Tree  Protocol Status . The 

Root Bridge ID  and the  Our Bridge ID  should be the same . This 

means that Switch -1 is the Root Bridge. Both port 1 7 and 18 

should be in  FORWARDING state , while  both the ir Port Roles are 

Designated  Ports. 

 
 

2 Verify the status of Switch -2: Go to Menu > Advanced 

Application > Spanning Tree Protocol . Check the port status of 

Switch -2. Port 18 should be  the Root Port  in FORWARDING state, 

while  port 17 should be a  Designated Port also in  FORWARDING 

state . 

 
 

3 Verify the status of Switch -3: Go to Menu > Advanced 

Application > Spanning Tree Protocol . Check the port status of 

Switch -3. Port 17 should be the Root Port  in FORWARDING state , 

while  Port 18 is an  Alternat e Port in DISCARDING state.  
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3.2.3 What Could Go Wrong  

1 If your Root Bridge is not the device you expected : 

a.  Decrease the Spanning Tree priority of this device.  

b.  Increase the Spanning Tree priority of the other devices.  

The switch with the LOWEST bridge p riority will be the Root 

Bridge.  If the priority is the same, the  switch  LOWEST MAC 

address  will be the Root Bridge.  

 

2 If it is not possible to access the management of the switches 

and the switchõs port LEDs are constantly flashing, you can 

recover management access by removing or disconnecting  

any redundant links to break  the  ring topology.  This frequently  

occur s before Spanning Tree is configured on the device s or if 

Spanning Tree is configured incorrectly.  
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3.3 How to configure VRRP to p rovide hosts with a redundant 

gateway  

 

This example shows how to configure gateway redundancy. Virtual 

Router Redundancy Protocol (VRRP)  is a feature that allows two 

gateways to use the same IP address. This allows hosts in the local 

network continues access to the Internet in the event of a failure on one 

of the gateways.  

 

 
Figure 14   Two gateways running VRRP on the same LAN   

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks.  

Only the GS/XGS/XS3700 Series Switch, XS3800 Series Switch and XGS4600 Series 

Switch supports VRRP.  

The L2 Switch can be any Zyxel switch using default configurations.  

This example relies on two different Inter net Service Providers (ISP) for Internet 

access.  

All UI displayed in this article are taken from the XGS 3800 series switch.  
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3.3.1 Configuration in the Gateway -A  

1 Access the Gateway -Aõs web GUI. 

 

2 Go to Menu > Switching  > VLAN > VLAN Setup > Static VLAN 

Setup . Create/Edit VLAN 1 to make sure only Port 23 is a fixed 

port. Click Add .  

 
 

3 Go to Menu > Switching > VLAN > VLAN Setup > Static VLAN 

Setup.  Create/Edit VLAN 10 to make sure only Port 24 is a fixed 

port. Click Add .  
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4 Go to Menu > Switching  > VLAN > VLAN Setup > VLAN Port 

Setup . Configure port 24 with PVID 10. Click Apply .  

 
 

5 Go to Menu > System  > IP Setup > IP Setup > IP Interface > 

Ad d/Edit . Configure the IP address for VLAN 1. Click Add  and 

do the same for VLAN 10 .  
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6 Go to Menu > System > IP Setup > IP Setup > IP Setup. 

Configure the In -band Default Gateway. Click Apply .  

 
7 Go to  Menu > Networking >  VRRP > VRRP Setup. Enable VRRP 

for network ò192.168.1.252/24ó. Make sure that the priority is 

ò200ó. Click Add . 
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3.3.2 Confi guration in the Gateway -B  

1 Access the Gateway -Bõs web GUI. 

 

2 Go to Menu > Switching  > VLAN > VLAN Setup > Static VLAN 

Setup . Create/Edit VLAN 1 to make sure only Port 23 is a fixed 

port. Click Add .  

 
 

3 Go to Menu > Switching > VLAN > VLAN Setup > Static VLAN 

Setup.  Create/Edit VLAN 20 to make sure only Port 24 is a fixed 

port. Click Add .  
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4 Go to Menu > Switching  > VLAN > VLAN Setup > VLAN Port 

Setup . Configure port 24 with PVID 20. Click Apply .  

 
 

5 Go to Menu > System > IP Setup > IP Setup > IP Interface > 

Ad d/Edit . Configure the IP address for VLAN 1. Click Add  and 

do the same for VLAN 20.  
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6 Go to Menu > System > IP Setup > IP Setup > IP Setup . 

Configure the Default Gateway. Click Apply .  

 
7 Go to  Menu  > Networking >  VRRP > VRRP Setup. Enable VRRP 

for network ò192.168.1.252/24ó. Click Add . 
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3.3.3 Test the Result 

1 Verify that Gateway -A is the Master VRRP Router. Go to 

Menu > Networking >  VRRP. VR Status should display 

Master . 

 

 

2 Verify that Gateway -B is the Backup VRRP Router. Go to 

Menu > Networking >  VRRP. VR Status should display 

Backup . 

 
 

3 Verify that Gateway -A and Gateway -B has a default 

route to their respective USG in Menu > Monitor  > Routing 

Table  > IPv4 Routing Table .  

 

 
4 Configure the Host with a Static IP. The Host should be able to 

ping the virtual IP address 192.168.1.254. 

   

 

5 Disconnect port 23 or port 24 of Gateway -A. Hosts should still 

be able to ping the virtual IP address 192.168.1.254. 
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3.3.4 What Could  Go Wrong ? 

1 If the hosts are not able to access the Internet when 

Gateway -A has been disconnected from the network, the 

following problems may have occurred:  

a.  Verify that the  hosts and Gateway -B IP interface are in the 

same subnet and VLAN . 

b.  Check for link fa ilures on port 23 or port 24 of Gateway -B. 

c.  Check whether Gateway -B has a default route to USG -B. 
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3.4 How to configure bandwidth control to limit incoming or 

outgoing traffic rate  

 

This example shows  administrators  how to configure bandwidth control 

to manage traffic rate s. We can limit either incoming traffic , outgoing 

traffic, or both . In this example, we use two computers : FTP Client  (PC) 

and FTP Server (FTPServer). PC will either be uploading files or 

downloading files from the FTP Server. 

 

 
Figure 15   Configure bandwidth control to limit the traffic rate  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80). 
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3.4.1 Configure Switch  

1 Enter the web GUI. Go to Menu > Switching > QoS  > Bandwidth 

Control . Switch on  the Bandwidth Control . Key in the rate in 

Ingress Rate  (PC Upload  rate ) = 10240 kbps  and Egress Rate 

(PC Download  rate ) = 20480 kbps . Remember to check the 

port òActive ó boxes as well . Click òApply ó. 
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3.4.2 Test the Result  

1 Use PC to upload a file to the FTP Server. Transfer rate should be 

more or less 1.2 MB/s (or 10240 Mb/s).  

 

  

 

2 Use PC to download a file from the FTP Server. Transfer rate 

should be more or less 2.4 MB/s (or 20480 Mb/s).  
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3.5 How to configure ACL to rate limit IP traffic  

 

In some networks, it is necessary to configure rate limits  among VLANs . 

For example, VLAN 10 is for employees within the organization ; VLAN 20 

is for guest s. By rate limiting VLAN 20, we can ensure better bandwidth 

or network performance for users in VLAN 10 . This example shows 

administrators how to configure ACL  to rate limit VLAN traffic.  Results are 

verified by observing and comparing the upload and download rate 

between VLAN 10 and VLAN 20.  

 

 
Figure 16   Configure ACL to rate limit VLAN traffic  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XGS2220-30 (Firmware Version: V4. 80) and GS22 20-50HP 

(Firmware Version: V4. 80). 
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3.5.1 Configure VLAN and Route Traffic  

1 Configure the VLAN setting (VLAN 10 and VLAN 20) on Switch -

1 and Switch -2 (Please refer to the topic: 2.1 How to configure 

the switch to separate traffic between department s). 

 

2 Configure the rout e traffic on Switch -1 and Switch -2 (Please 

refer to the topic: 2.2 How to configure the switch to route traffic 

across VLANs ) 
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3.5.2 Configure the Classifier  

1 Set up the Classifier  on Switch -2: Go to Menu  > Security  > 

Classifier > Classifier Setup . Set up 4 Classifier: Classifier for 

download and upload in VALN 10 and VLAN 20. T herefore, 

there are total 4 Classifiers.  

 
 

2 The Classifier for  download  traffic  in VLAN 10: Enable  the Active  

setting  and key in the Name. Set Layer 3 > Destination  as 

192.168.10.0/24  (Means the destination is in VLAN 10) and 

Source  as 192.168.1. 100/32  (Means the source is FTPServer ). 

Press òAdd ó. 

 
 

 

 

 

3 The Classifier for upload traffic in VLAN 10: Enable  the Active  

setting  and key in the Name. Set Layer 3 > Destination  as 

192.168.1.100/32  (Means the destination is FTPServer ) and 

Source  as 192.168.10.0/24  (Means the source is from VLAN 10). 

Press òAdd ó. 

 Note:  

ACL causes traffic that matches the criteria of a Classifier  to follow its 

corresponding Policy Rule . 
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4 The Classifier of download in VLAN 20: Check the òActive ó and 

key in the Name. Set Layer 3 > Destination  as 192.168.20.0/24  

(Means the destination is in VLAN 2 0) and Source  as 

192.168.1.100/32 (Means the source is FTPServer ). Press òAdd ó. 

 

5 The Classifier of upload in VLAN 20: Check the òActive ó and key 

in the Name. Set Layer 3 > Destination  as 192.168.1.100/32  

(Means the destination is FTPServer ) and Source  as 

192.168.20.0/24  (Means the source is from VLAN 20). Press 

òAdd ó. 
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3.5.3 Configure the ACL (Policy Rule)  

1 Set up the Policy Rule  on Switch -2: In section 3.5.2, we create d  

4 Classifiers. We can find that they are shown in the Policy Rule 

window for us to match. Go to  Menu  > Security >  Policy Rule  > 

Add/Edit .  

 

2 The Policy Rule of download traffic in VLAN 10: Enable  the 

Active  setting and key in the Name. Select the Classifier of 

download in VLAN 10 (DL10). Set up the action to do if match 

this Classifier: Bandwidth Metering =40960 kbps. Enable 

Metering  and set the  Out -of-profile action  (Means what to do 

if the rate is over the bandwidth)  as òDrop the packet ó (Means 

Switch -2 will drop the traffic which is over the bandwidth) . Press 

òAdd ó. 
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3 The Policy Rule of up load in VLAN 10: Check the òActive ó and 

key in the Name. Select the Classifier of upload in VLAN 10 

(UP10). Set up the action to do if match this Classifier: 

Bandwidth Metering =20480 kbps. Enable Metering  and set the 

Out -of-profile action  as òDrop the packet ó. Press òAdd ó. 

 

4 The Policy Rule of download in VLAN 20: Check the òActive ó 

and key in the Name. Select the Classifier of download in VLAN 

20 (DP20). Set up the action to do if match this Classifier: 

Bandwidth Metering =20480 kbps. Enable Metering  and set the 

Out -of-profile  action  as òDrop the packet ó. Press òAdd ó. 

 

5 The Policy Rule of up load in VLAN 20: Check the òActive ó and 

key in the Name. Select the Classifier of upload in VLAN 20 

(UP20). Set up the action to do if match this Classifier: 

Bandwidth Metering =10240 kbps. Enable Metering  and set the 

Out -of-profile action  as òDrop the packet ó. Press òAdd ó.  
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3.5.4 Test the Result 

1 Go to Menu  > Advanced  Application > Classifier . Check 

òCount ó. If the traffic matches the classifier, the Match Count 

for this classifier should be increasing every time the web page 

refreshes. 

 

 
 

2 Use PC-1 to download a file from the FTP Server. Transfer rate 

should be more or less 5 MB/s (or 40960 Mb/s ). 

 

 

3 Use PC-1 to upload a file to the FTP Server. Transfer rate should 

be more or less 2.6 MB/s (or 20480 Mb/s ). 

 

 

4 Use PC-2 to download a file from the FTP Server. Transfer rate 

should be more or less 2.6 MB/s (or 20480 Mb/s ). 

 

 

5 Use PC-2 to upload a file to the F TP Server. Transfer rate should 

be more or less 1.2 MB/s (or 10240 Mb/s ). 
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3.5.5 What Could Go Wrong  

1 When set ting  up the Classifier, remember to consider both the 

source and destination  of the traffic . In the example , if we only 

set up the source as VLAN 10 (192.168.10.0/24)  during file 

upload the Server , but didn õt set up the destination (Server IP: 

192.168.1.150), it will cause all the traffic  to  be rate limited when 

the PC try  to send traffic to others  from VLAN 10 . 
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3.6 How to Implement VRRP with Multiple Routing Interface 

Combine with HA -pro Using Zyxel Enterprise Switch   

  

In the previous chapter, we have introduced VRRP and how to 

configure it to do redundancy. However, the example in the chapter is 

talking abo ut how to do redundancy when a company has two 

Internet Service Provider (ISP). In fact, some companies may only have 

one ISP and there is only one gateway device connected to it. What if 

the cable connected between ISP and gateway device is not working 

or the cable is bitten by a mouse. Or, the gateway device somehow 

has an abnormal behavior. These situations may cause a single point 

failure and the customers canõt connect to the Internet. To avoid this 

failure happen, we can use two gateway devices and co mbine VRRP 

with HA -pro to do the redundancy.  

  

  

  

Upon the topology, the normal traffic flow will be like figure 1. However, 

somehow the gateway device USG310 -1 (Master) or the link 1 or 2 has 

some issues. It will cause all hosts that connected to Switch -1 (Master) 

not be able to surf the Internet.  

In th is situation, VRRP & Device HA -Pro is a very useful method to 

provide redundancy. USG310 -2 (Backup) will take all over as the 

Master and clockwise for Switch -2 (Backup) to ensure that all of the 

hosts can still access the Internet. For now, the traffic flo w will be like 

figure 2.  
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Figure 1  

  

  

Figure 2  

  

 Note:   

All network IP addresses and subnet masks are used as examples in this article.  

Please replace them with your actual network IP addresses and subnet masks.  
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3.6.1 Configuration  

  

L3 Switch  (XS3800) (Firmware version: 4.80) :  

1. Access switch -1(Master) web GUI  

 

2. Go to Menu  > Switching  > VLAN > VLAN Setup >Static VLAN 

Setup > Add/Edit . 

  

3. Create VLAN 10 and VLAN 100 for host.  

  

VLAN 10:  

 

    

VLAN 100:  
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4. Got to Menu  > System >IP Setup > IP Setup > IP Interface   

  

5. Configure IP interface to VLAN 1 for uplink.  

 
  

6. Configure IP interface to VLAN 10 & VLAN 100 for hosts.  

  

VLAN 10:   
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VLAN 100:  

 
  

7. Configure IP default gateway for VLAN 1 interface.  

 

  

8. Go to Menu > Networking  > VRRP > VRRP Setup  

  

9. Configure VRRP on all VLAN interface, òResponse Pingó is 

optional. However, if response ring is inactive, you wonõt be 

able to ping virtual IP.  
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VLAN 1:  

 
  

VLAN 10:  

  
  

VLAN 100:  
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10. Access the Switch -2 (Backup) web GUI.  

  

11. Go to Menu  > Switching  > VLAN > VLAN Setup >Static VLAN 

Setup > Add/Edit . 

  

12. Create VLAN 10 & VLAN 100 for hosts.  

  

VLAN 10:  

 
  

VLAN 100:  
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13. Go to Menu  > System >IP Setup > IP Setup > IP Interface   

  

14. Configure IP interface on VLAN 1 for uplink.  

  

VLAN 1:  

 
  

15. Configure IP interface on VLAN 10 & VLAN 100 for hosts.  

  

VLAN 10:  
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VLAN 100:  

 

16. Configure IP default gateway on VLAN 1 for the uplink.  

 

  

17. Go to  Menu > Networking > VRRP > VRRP Setup . 

  

18. Configure VRRP on all VLAN interface, òResponse Pingó is 

optional. However, if response ring is inactive, you wonõt be 

able to ping virtual IP.  
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VLAN 1:  

 

   

VLAN 10:  

 

  

VLAN 100:  
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L2 switch  (GS1920) (Firmware version: 4. 80):  

1. Access layer 2 switch via web GUI.  

  

2. Go to Menu > Switching > VLAN > VLAN Setup > Static VLAN 

Setup . (If you are using V4.70 firmware, please go to Menu > 

Advanced Application > VLAN > VLAN Configuration > Static 

VLAN Setup .) 

  

3. Configure VLAN 10 & VLAN 100 for hosts.  

VLAN 10:  
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VLAN 100:  

  
4. Go to Menu > System > IP Setup > IP Setup  (If you are using 

V4.70 firmware, please go to  Basic Setting > IP Setup > IP 

Configuration ) 
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5. Configure IP interface for VLAN 10 & VLAN 100  

  

VLAN 10:  

 
  

VLAN 100:  

 
  

6. Go to Menu > Switching > VLAN > VLAN Setup > Static VLAN 

Setup . (If you are using V4.70 firmware, please go to  Advanced 

Application > VLAN > VLAN Configuration> Static VLAN Setup ) 

  

7. Enter VLAN 1 to inactivate VLAN.  

  

8. Turn off the òActiveó to inactive VLAN 1 then click Apply .  
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9. Go to Menu > Switching > VLAN > VLAN Setup > VLAN Port Setup . 

(If you are using V4.70 firmware, please go to  Advanced 

Application > VLAN > VLAN Configuration> VLAN Port Setting   

  

10. Configure PVID on po rt 10 & 11  

  

  

  

  

  

Gateway:  

1. Access USG310-1(Master) web GUI.  

  

2. Go to Configuration > Device HA > Device HA Pro   

  

3. Configure device HA -pro on USG310 -1, Active/Passive device 

management IP and password can be modified depends on 

your settings. Click òApply & switch to Device HA pro first then 

click Apply.  
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4. Go to Configuration > Device HA > General.   

  

5. Enable the Device HA on General Settings.  

  
  

6. Access the USG310 -2(Backup) web GUI.  

  

7. Go to Configuration > Device HA > General.   
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8. Enable the Device HA on General Settings.  

  

  
  

9. Go to Configuration > Routing > Static Route   

  

10. Configure the routing path for destination 192.168.100.0/24 & 

192.168.10.0/24.  

   

192.168.10.0/24  
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192.168.100.0/24  

  
  

 Note:   

Remember to finish all configurations before connecting the link 

between USG, otherwise it will not sync success fully.  
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3.6.2 Verification  

  

L3 Switch (VRRP):  

1. Access Switch -1(Master) via web GUI.  

  

2. Go to  Menu  > Networking >  VRRP, the figure below is the 

successful VRRP status due to switch -1 can reach the gateway 

IP.  

  
  

3. Access Switch -2 (Backup) via web GUI.  

  

4. Go to IP Application > VRRP ,   

  

5. The figure below is the successful VRRP status. It is normal that 

the status displays òInitó due to the USG310-2 still in backup 

status which is down. Therefore, the gateway is unrea chable.  

  

 Note: òInitó VR status means that the gateway is not reachable.  

  

Gateway (Device HA -Pro):  

1. Access USG310-1(Master) via web GUI.  
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2. Go to Configuration > Device HA , the figure below is 

the successful Device HA Pro status. 

  

  

  

 Note:   

1. USG must be configured with òStatic routeó to send the traffic back to host.  

2. All hosts (e.g. PC) default gateway must be configured with VRRP primary  
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3.6.3 What may go wrong?  

  

1. Switch VRRP uplink gateway must be configured with USGõs IP.  

2. Remember to configure the VLAN member on the downlink 

switch.  
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3.7 How to Configure the Switch to Tunnel Layer 2 Protocol 

Packets Through Service Provider Network  

  

Zyxel switch models support Layer -2 Protocol Tunneling (L2PT) that 

allows edge switches to tunnel layer -2 protocol packets through service 

provider networks. It could be used when customer switches are 

located at different sites and connected across a serv ice provider 

network.  

  

Therefore, the customer networks can implement independent layer 2 

protocol solutions. For example, it could provide a single and 

independent spanning tree domain for customer networks across a 

service provider network.  

  

  
  

Whe n Edge switch -1 receives Layer -2 protocol packets, it will 

encapsulate these packets and rewrite their destination MAC 

addresses with a specific MAC address. All the switches inside the 

service provider network treat these encapsulated packets as data 

pack ets and forward them to the other side. When Edge switch -2 

receives these encapsulated packets, it will de -capsulate them and 

change their destination MAC addresses back to the original one 

before forwarding them to the destination switch.  

  

Each port on edge switch has two modes:  

- Access  Port: For ingress ports which reside on the service provider's 

edge switch and connect to a customer switch, incoming layer 2 

protocol packets received on an access port are encapsulated 

and forwarded to the tunnel ports.   

- Tunnel Port: For egress ports which reside on the edge of the service 

provider's network and connect to another service providerõs switch, 
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incoming encapsulated layer 2 protocol packets received on a 

tunnel port are decapsulated and sent to an access por t.  

  

The following example will instruct how an administrator configures a 

switch to tunnel STP packets through a service provider network.  

  

  
  

 Note:   

The example was tested using two X S3800 (firmware version: 4.80)  as edge 

switches, and two GS2220 (firmware ver sion: 4.80) as customer switches.  
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3.7.1 Configuration on the Edge Switch   

1 Setup Edge Switch -1: Access to the web GUI. Go to Menu > 

Switching  > Layer 2 Protocol Tunneling . Enable the Active  

setting , and set the òDestination MAC Addre ssó.  

 

 Note:   

Destination MAC Address can be either a unicast MAC address or a multicast MAC 

address.  

1. For unicast  MAC address: make sure the MAC address does NOT exist in the 

MAC table of switches which reside in the service providerõs network.  

2. For multicast  MAC address: make sure the MAC address is  

NOT used for specific protocols, such as STP, VTP, é.   

 Note:   

All the edge switches in the service providerõs network should use the same  MAC 

address for encapsulation.  

  

2 Setup Edge Switch -1: On the same page. Check òSTPó and set 

òMode ó as òAccess ó on port 26 which connects to the 

customer switch.  

3 Setup Edge Switch -1: On the same page. Set òMode ó as 

òTunneló on port 28 which connects to another edge switch in 

service providerõs network, and click òApply ó.  
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 Note:   

Activate L2PT services for supported protocols on the access port(s) only.  

  

4 Setup Edge Switch -2: Access to the web GUI. Go to Menu > 

Switching  > Layer 2 Protocol Tunneling . Enable the Active  

setting,  and set the òDestination MAC Addressó.  

  

 Note:   

Destination MAC Address can be either a unicast MAC address or multicast MAC 

address.  

1. For unicast  MAC address: make sure the MAC address does NOT exist in the 

MAC table of switches which reside  in the service providerõs network.  

2. For multicast  MAC address: make sure the MAC address is  

NOT used for specific protocols, such as STP, VTP, é.   
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 Note:   

All the edge switches in the service providerõs network should use the same  MAC 

address for encapsulation.  

5 Setup Edge Switch -2: On the same page. Activate STP and set 

mode as òAccessó on port 26 which connects to the customer 

switch.  

6 Setup Edge Switch -2: On the same page. Set mode as 

òTunneló on port 28 which connects to another edge switch in 

service providerõs network, and click òApplyó. 

  

 Note:   

Activate L2PT services for supported protocols on the access port(s) only.  
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3.7.2 Configuration on the Customer Switch  

  

1 Setup Customer Switch -A: Access to the Web GUI. Go to  

Menu  > Switching > Spanning Tree Protocol > Spanning Tree 

Setup. (If you are using V4.70 firmware, please go to Menu > 

Advanced Application > Spanning Tree Protocol > 

Configuration .) Check if the Spanning Tree Configuration is 

Rapid Spanning Tre e. If not, select it and click òApply ó.  

 

 Note:   

It is not necessary to enable STP on edge switches because edge 

switches only forwarding STP packets through tunnel.  

  

2 Set up Customer Switch -A: Enter the web GUI. Go to Menu  > 

Switching > Spanning Tree Protocol >  RSTP. (If you are using 

V4.70 firmware, please go to  Menu > Advanced Application > 

Spanning Tree Protocol > RSTP.) Enable  the òActive ó setting , 

and set the Bridge Priority = 4096. Activate port 10, and click 

òApply ó.  
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3 Setup Customer Switch -B: Access to the Web GUI. Go to 

Menu  > Switching > Spanning Tree Protocol > Spanning Tree 

Setup. (If you are using V4.70 firmware, please go to Menu > 

Advanced Application > Spanning Tree Protocol >  

Configuration .) Check if the  Spanning  Tree Configuration 

is Rapid Spanning Tree . If not, select it and click òApply ó.  

 

4 Set up Customer Switch -B: Enter the web GUI. Go to Menu  > 

Switching > Spanning Tree Protocol >  RSTP. (If you are using 

V4.70 firmware, please go to  Menu > Advanced Application  > 

Spanning Tree Protocol > RSTP.) Enable the òActive ó setting. 

Activate port 10, and click òApply ó.  
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3.7.3 Test the Results  

  
1 Verify the status of Customer Switch -A: Go to Menu  > Switching 

> Spanning Tree Protocol >  Spanning Tree Protocol Status. (If 

you are using V4.70 firmware, please go to  Menu > Advanced 

Application > Spanning Tree Protocol > Spanning Tree Protocol .) 

The Root Bridge ID and the Our Bridge ID should be the same. 

This means that Customer Switch -A is the Root Bridge. Port 10 

should  be in FORWARDING state, and its Port Role is Designated 

Ports.  

 

  

2 Verify the status of Customer Switch -B: Go to Menu  > Switching 

> Spanning Tree Protocol >  Spanning Tree Protocol Status. (If 

you are using V4.70 firmware, please go to  Menu > Advanced 

App lication > Spanning Tree Protocol > Spanning Tree Protocol .)  

Check the port status of Customer Switch -A. Port 10 should be 

the Root Port in FORWARDING state.  
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136/ 232  
  

www.zyxel.com  

3.7.4 What Could Go Wrong  

  

1 Make sure you configure the same destination MAC address 

of Layer -2 Protocol Tunneling on all the edge switches. 

Otherwise the encapsulated packets cannot be recognized 

during the forwarding process between the edge switches.  
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Designing an IPTV Network  

4.1 Introduction for IGMP  

Before we begin  designing an  IPTV Network, there  are  3 important  

concepts of Zyxelõs IGMP (Internet Group Management Protocol ) and 

IGMP Snooping that administrators should be aware of .  

 

4.1.1 What are General Queries and Group Specific Queries?  

General Quer y: The querier will send query message s to the multicast 

clients to learn which  multicast  groups still have active members within 

the  network.  

Group Specific Quer y: When the client leaves a multicast group and 

sends a  leave group message, the querier will send this query message 

to learn if a particular group has any  other  active members  on a 

downlink port . 

 

4.1.2 What are  IGMP Snooping  Querier Modes?  

There are 3 Querier Mode s: Auto, Fixed and Edge.  

Fixed : To have the Switch always use the port as an IGMP query port. 

Select this when you connect an IGMP multicast server to the port.  

Edge : Prevents  the switch from using the port as an IGMP query port. The 

Switch will not keep any record of an IGMP router being connected to 

this port. The switch does not forward IGMP join or leave p ackets to this 

port.  

Auto : The port behaves as a Fixed port if the port receives any IGMP 

queries. The port behaves as an Edge port if the port receives no IGMP 

queries within a period of time.  

 

 

 

4.1.3 What are the differences between IGMP Snooping 

fast/normal/immediate leave?  

 

Fast leave :  

In fast leave mode, the switch itself sends out an IGMP Group -Specific 

Query (GSQ) message right after receiving an IGMP leav e message from 

a host on a port.  This determine s whether other hosts connected to the 



  
 

138/ 232  
  

www.zyxel.com  

po rt should remain in the specific multicast group . This helps speed up 

the leave process.  

Normal leave :  

In normal leave mode, when the Switch receives an IGMP leave 

message from a host on a port, it forwards the message to the multicast 

router. The multicast router then sends out an IGMP Group -Specific 

Query (GSQ) message to determine whether other hosts con nected to 

the port should remain in the specific multicast group. The switch 

forwards the query message to all hosts connected to the port and waits 

for IGMP reports from hosts to update the forwarding table.  

Immediate leave :  

Select this option to set the  Switch to remove this port from the multicast 

tree once  the ports receive an IGMP leave message.  Select this option if 

there is only one host connected to this port.  

 

 

 

 

 

 

 

 

 

 

 

 

  



  
 

139/ 232  
  

www.zyxel.com  

4.2 How to configure IGMP routing for multicast clients in a 

different LAN  

 

The example shows administrators how to configure IGMP ro uting  on the 

Zyxel Layer 3 switch . This is necessary when the multicast clients are in a 

different LAN or VLAN from the streaming server.  

 

 
Figure 17   Configure IGMP routing for multicast clients in 

different VLAN  

 

 
 

 

 

 

 

 

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-28 (Firmware Version: V4. 80) and XGS2220-30 

(Firmware Version: V4. 80). 
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4.2.1 Configure Switch -1 

1 Configure the VLAN 10 on Switch -1. (Please refer to the topic: 

2.1 How to configure the switch to separate traffic between 

departments ) 

 

2 Configure the IGMP Snooping : Enter the web GUI and go to 

Menu > Switching  > Multicast > IPv4 Multicast > IGMP Snooping . 

Enable the Active  setting,  and select Unknown Multicast Frame 

as Drop . Select the port 5 as Fixed . Click òApplyó. 
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4.2.2 Configure Switch -2 

1 Configure the VLAN 10 and VLAN 20 o n Switch -2. Please refer 

to the topic: 2.1 How to configure the switch to separate traffic 

between departments . 

2 Configure  the IP addresses  for Switch on BOTH VLAN 10 and 

VLAN 20 as shown in the figure. Please refer to the topic: 1.1 

How to change the switch management IP address to avoid 

accessing the wrong device . 

 

3 Configure the IGMP Routing : Enter the web GUI and go to 

Menu > NETWORKING > IGMP. Enable the Active  setting , and 

select VLAN 10 and VLAN 20 as IGMP -v2. Select  òUnknown 

Multicast Frame ó as òDropó. Click òApply ó. 
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4.2.3 Test the Result 

1 Play the stream on Media  Server using Multicast IP address 

239.1.1.2. 

2 Have PC send an IGMP join message for 239.1.1.2.  

3 Go to Menu > SWITCHING > Multicast > IPv4 Multicast . PC 

connected to port 1  joins the Multicast Group -239.1.1.2. 
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4.2.4 What Could Go Wrong  

1 The Switch -2 (IGMP Router)  must contain both VLAN of Media  

Server (VLAN 20) and PC (Client) (VLAN 10) so that  the IGMP 

stream can route successfully. If the stream is not received by 

the Client, try to check the configuration of the VLAN.  
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4.3 How to configure IGMP Snooping for multicast clients in 

the same LAN  

 

The example shows administrators how to configure IGMP Snooping for 

multicast clients and steaming server s in the same VLAN . When Media  

Server multicasts the stream, IGMP snooping allows the switch to learn 

multicast groups without having the user to manually configure the each 

switch . This prevents the switch from flooding multicast streams on ports 

that have no members for these multicast addresses . 

 

 
Figure 18   Configure IGMP Snooping for multicast clients in the 

same LAN  

 

  

 Note:  

All network IP addresses and subnet  masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-30 (Firmware Version: V4. 80). 
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4.3.1 Configure Switch  

1 Configure the VLAN 10  on Switch. (Please refer to the topic: 2.1 

How to configure the switch to separate traffic between 

departments ). 

 

2 Configure the IGMP Snooping : Enter the web GUI and go to 

Menu > Switching  > Multicast > IPv4 Multicast > IGMP Snooping . 

Enable  the  Active  sett ing,  and select Unknown Multicast Frame 

as Drop . Check Querier . Click òApplyó.  
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4.3.2 Test the Result 

1 Play the stream on Media  Server using Multicast IP address 

239.1.1.1. 

 

2 Have PC send an IGMP join message for 239.1.1.1.  

 

3 Go to Menu > Switching  > Multicast > IPv4 Multicast . PC 

connected to port 1  joins Multicast Group -239.1.1.1. 

 

  



  
 

147/ 232  
  

www.zyxel.com  

Network Security  

5.1 How to configure the port security to limit the number of 

connected devices  

 

The example shows administrators how to configure port security to limit  

the  number of connected devices. In a  real environment, port security 

controls the number of users connecting to a server.  

 

 
Figure 19   Co nfigure the port security to limit the number of 

connected devices  

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-28 (Firmware Version: V4. 80) and GS22 20-50HP 

(Firmware Version: V4. 80). 
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5.1.1 Configure Switch -1  

1 Enter web GUI and go to Menu > Security > Port Security . 

Enable the Active  setting.  Check port 3 and set the  òLimited 

Number of Learned MAC Address ó to 2.  

 

 
 

  

 Note:  

The Zyxel switch sends Link Layer Discovery Protocol (LLDP) packets every 

period of time by default. If Switch -2 does not support LLDP or is disabled, 

Limited Number of Learned MAC Address can be set to 1. Otherwise, set 

this to 2.  
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5.1.2 Test the Result  

1 PC-1 can ping Server successfully.  

 

 

2 Connect PC -2 to port 2 . 

 

3 PC-2 cannot ping Server.  

 

 

4 Access Switch -1 web GUI. Go to  Menu > Monitor  > MAC Table 

> Search . The MAC Address Table should show MAC address 

ofPC -1 (and Switch -2), but not the MAC address of PC -2. 
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5.1.3 What Could Go Wrong  

1 The MAC address of Switch -2 will also be learned in Switch -1 

MAC address table. Therefore, remember to consider  Switch -

2õs MAC address when setting the number of Limited Number 

of Learned MAC Address . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



  
 

151/ 232  
  

www.zyxel.com  

5.2 How to configure MAC filter to block unwanted traffic  

 

The example shows administrators how to configure MAC filter to block 

unwanted traffic.  In this example, Switch -1 will block tr affic based on 

which device sends  the packet or which device receives the packet . 

 

 
Figure 20   Configure MAC filter to block unwanted traffic  

 

 
  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-28 (Firmware Version: V4. 80) and GS2220 -50HP 

(Firmware Version: V4. 80). 
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5.2.1 Configure Switch -1  

1 Enter web GUI and go to Menu > Switching > Static MAC 

Filtering  > Add/Edit . Enable the Active  setting  and set the filter  

Name. Choose the Action as òDiscard source ó. Key in the MAC 

you want to block and the VID. Click òAdd ó. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

  

 Note:  

Use Discard source  to drop traffic sent by  the device with the configured 

MAC entry.  

Use Discard destination  to drop traffic sent to  the device with the 

configured MAC entry.  
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5.2.2 Test the Result  

1 PC-1 (with MAC address 00:1E:33:27:04:93)  fail s to ping Server.  

 

 

2 PC-2 can ping Server successfully.  
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5.2.3 What Could Go Wrong  

1 The MAC address set on Switch -1 should be identical to  the 

MAC address of PC -1 so that the traffic can be blocked 

successfully.  
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5.3 How to configure the switch to prevent IP scanning  
 

In this example, we will use Anti -ARP Scan to prevent attackers from identifying 

all network devices in the local area network. ARP Scanning is a method by 

which attackers send multiple ARP request packets in a very short period of 

time to flood across the entire broadcast domain.  

 

 
Figure 21   IP Scanning from Wired and Wireless Devices  

 

 
 

 

 

 

 

 

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article.  

The Access Point in this section uses the default Radio and SSID Profile.  

For this section, we will refer to òZenmapó as the IP Scanning tool. 

All UI displayed in th is article are taken from the XS38 00 series switch.  
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5.3.1 Configuration in the Switch  

1 Access the Switchõs Web GUI. 

 

2 Go to Menu > Security > Anti -Arpscan > Anti -Arpscan Setup . 

Enable the Active  Setting.  Configure the uplink port (port 24) 

as òTrustedó state. Click Apply . 

 

 
 

-Optional - 

 

3 Go to Menu > Security > Errdisable > Errdisable Recovery . 

Enable the Active  Setting  and check the anti -arpscan box.  

Click Apply . 
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5.3.2 Test the Result  

1 Download and install an IP Scanning software into Host -A 

and Host -C. 

 

2 Connect Host -A and Host -B via the Wireless Access Point.  

 

3 Host-A should initiate a scan for IP address 192.168.1.1 to 

192.168.1.20. 

 

 

4 Host-A should no longer be able to reach the USG.  

    

 

 

5 Access the Switchõs Web GUI. Go to  Menu > Security >  Anti -

Arpscan  > Anti -Arpscan  Host Status. An entry for Host -A should 

appear with an òErr-Disableó state. 
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6 Host-B should still be able to reach the USG.  

 

7 Connect Host -C to the Switch.  

 

8 Host-C should perform a quick scan for IP address 192.168.1.1 

to 192.168.1.100.  

 
 

9 Host-C should no longer be able  to reach the USG.  

 

 Note:  

If Errdisable Recovery has been configured, the Host -A entry should 

recover after the Errdisable Recovery  Interval. Host -A will be able to 

reach the USG, afterwards.  
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 Note:  

If Errdisable Recovery has been configured, Port 2 state should change 

to forwarding after the Errdisable Recovery Interval. Host -C will be able 

to reach the USG, afterwards.  

 
10 Access the Switchõs Web GUI. Go to Menu > Security > Anti -

Arpscan > Anti -Arpscan Status . Port 26 should now be in an 

Err-disable d  state.  
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5.3.3 What Could  Go Wrong?  

1 If access to servers or the local gateway is no longer possible 

after enabling Anti -Arpscan, make sure that only  ports directly 

connected to hosts or Wireless Access Points are òuntrustedó. 

Ports to servers and the local gateway should be òtrustedó. 

 
2 If all hosts connected through a Wireless Access Point can no 

longer reach the local gateway, check whether the port to 

the Wireless Access Point has changed to the err -disable state 

in Menu > Security > Anti -Arpscan > Anti -Arpscan Status . If so, 

consider increasing the Port Threshold  in Menu > Security > 

Anti -Arpscan > Anti -Arpscan Setup . 
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5.4 How to Configure the Switch and RADIUS Server to Provide 

Network Access through 802.1x Port Authentication  

 

This example will instruct the administrator on how to configure the switch 

to provide access to machines that provides valid user credential s. With 

802.1x Port Authentication, the organization can ensure that only 

authorized personnel can access core network resources.  

 

 
Figure 22   802.1x Port Authentication Providing Access to 

Authorized Users  

 

 
 

 

 

 

 

 

 

  

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. The 

authentication server used in this example is FreeRADIUS running in Ubuntu server.  
All UI displa yed in this article are taken from the XS3800 series switch.  
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5.4.1 Configur ation in the Switch  

1 Access the Switchõs Web GUI.  

 

2 Go to  Menu >  Security > AAA > RADIUS Server Setup . 

Configure the RADIUS serverõs IP address and set the shared 

secret. Click Apply . 

 

 

 

3 Go to Menu >  Security > Port Authentication > 802.1x . Enable 

the Active  Setting.  Check the 802.1x Active box as well as for 

all ports connected to end devices. Do not check active box 

of ports connected to either the USG, RADIUS-Server, or 

Private -Server. 

 

 

5.4.2 Configur ation in the RADIUS -Server 

1 Edit the client profile in /etc/freeradius/clients.conf . Save the 

file and exit.  

 Note:  

The shared secret must match the secret of your RADIUS serverõs client 

profile.  
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2 Add  the following u ser profile s in /etc/freeradius/users . Save 

the file and exit.  

 

 

3 Restart FreeRADIUS service.  

 

 

 

 

 

 

 

 

  

 Note:  

The client IP address and secret must match the management IP and 

shared secret of the Switch.  
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5.4.3 Test the Result 

 

1 Access User-A, User-B, and Guest  device . 

 

2 If using Windows OS, c lick the Start button  and type 

services.msc  into the search box . 

 

3 In the Services window, locate the service named Wired 

AutoConfig . Make sure the service status is òStartedó. 

 

 

4 Right-click on your network adapter and select Properties . 

 

5 Click on the Authentication tab and check òEnable IEEE 

802.1X authentication ó. Make sure that the  network 

authentication method  is Microsoft: Protected EAP (PEAP)  
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6 Click on Additional Settings , select Specify authentication 

mode  and specify User authentication . 

 

7 Connect User -A device to the Switch . User-A should show an 

òAdditional information is needed to connect to this network. ó 

pop -up message.  



  
 

166/ 232  
  

www.zyxel.com  

 

 

8 Enter the  username  (User-A) and password ( zyxeluserA ) 

which must be consistent with the RADIUS -Serverõs user profile  

settings.  

 

 

9 Devices using User-A and User -B credentials can 

communicate with USG and Private -Server. 

 

10 Connect User -A device to the Switch . User-A should show an 

òAdditional information is needed to connect to this network. ó 

pop -up message.  

 

11 Enter the  username  (Guest ) and a random password.  

 

 

12 Device using Guest credentials cannot communicate with 

USG and Private -Server. 
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5.4.4 What May Go Wrong?  

 

1 If the Switch does not allow access to users that submitted the 

correct credentials, the following problems may have 

occurred : 

a.  Usernames and passwords are case -sensitive. Make sure 

that the user input the correct lower -case or upper -case 

characters.  

b.  The RADIUS-server is unreachable. The Switch should be 

able to ping the RADIUS -Server at all times. Make sure 

network settings were configured correctly between 

Switch and RADIUS -Server. 

c.  The shared secret between the Switch and RADIUS -Server 

is not identical.  
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5.5 How to configure the  switch to send unautho rized users in 

a guest VLAN  

 

The example shows administrators how to use Guest VLAN for users that 

fails or used an invalid user credential during 802.1x port authentication . 

In a  real application, we may need to allow guest s to access the USG so 

that they can access the Internet , but still isolated from  Private -Server. 

On the contrary, we have to allow the users  with valid credentials  to only 

access the Private -Server.  

 

 
Figure 23   Configure the switch to send unauthorized user in 

Guest VLAN  

 

 
 

 

 

 

 

 Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using  XS3800-28 (Firmware Version: V4. 80). 
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5.5.1 Configure  802.1x Port Authentication on the Switch  

1 Configure 802.1x on all towards users. Do not enable Port 

Authentication on ports to the USG, RADIUS -Server, and Private -

Server. To configure Port Authentication, p lease refer to  the 

topic:  5.4 How to Configure the Switch and RADIUS Server to 

Provide Network Access through 802.1x  Port Authentication.  

 

5.5.2 Configure VLAN  for Guest VLAN  

1 Configure the VLAN for Guest VLAN ( VLAN 100) on Switch.  

VLAN 100: Set fixed port: 1, 2, 3, 30; untagged port: 1, 2, 3, 30; 

forbidden  port: 31, 32; port 30: pvid=100. VLAN 1: Set forbidden 

port: 30 . For isolating  VLAN 1 and 100 , p lease refer to the topic: 

2.1 How to configure the switch to separate traffic between 

department s. 

 

5.5.3 Configure Guest VLAN for Failed Authentication  

1 Go to  Menu > Security  > Port Authentication > 802.1x  > Guest 

Vlan . Activate the Guest Vlan on port 1 -3 and type the guest 

Vlan as 100. Press òApply ó. 

 
 

 

 

5.5.4 Configur e the Radius Server 

1 Edit the client profile in /etc/freeradius/clients.conf . Save 

the file and exit . 
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2 Add  the following u ser profile s in /etc/freeradius/users . 

Save the file and exit.  

 

 

3 Restart FreeRADIUS service.  

 

 

5.5.5 Configure the setting on User-A, User-B and Guest  

1 In the Services  window, locate the service named Wired 

AutoConfig . Make sure the service status is òStartedó. 

 

 

2 Right-click  on  your network adapter and select Properties . 

Click on the Authentication tab and check òEnable IEEE 

 Note:  

The client IP address and secret must match the management IP and 

shared secret of the Switch.  
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802.1X authentication ó. Make sure that the network 

authentication method is òMicrosoft: Protected EAP (PEAP) ó. 

 

3 Click on Additional Settings , select Specify authentication 

mode  and specify User authentication . 
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5.5.6 Test the Result 

1 Disconnect and connect the PC with Switch. PC should show 

an òAdditional information is needed to connect to this 

network .ó pop-up message.   

 

 

2 Enter the username ( User-A) and password ( zyxeluserA ) which 

must be consistent with the RADIUS -Serverõs user profile settings. 

 

 

3 Devices using User -A and User -B credentials can communicate 

with Private -Server. 

 

4 Connect User -A device to the Switch. User -A should show an 

òAdditional information is needed to connect to this network. ó 

pop -up message.  

 

5 Enter the username (Guest) and a ra ndom password.  

 

6 Device using Guest credentials cannot communicate with 

Private -Server, but it can communicate with USG . 

 

7 Check the MAC table of the Switch. The device of users with 

wrong credentials  are  assigned to VLAN 100. ( Menu > Monitor 

> MAC Table > Search ) 
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5.5.7 What Could Go Wrong  

1 If the PC doesn õt pop up the authentication message after 

connecting the PC to the switch :  

a.  Try to use the Switch to ping Radius -Server. The Switch should 

be able to ping Radius -Server. 

b.  Right-click on your network adapter and select Properties > 

Authentication > Additional settings . Uncheck the òValidate 

server certificate ó. 

 

 

2 If the shared secret setting of Switch and PC does  NOT match , 

the authentication will fail .  
























































































































