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Chapter 1 - VPN

How to Configure Site -to-site IPSec VPN Where the Peer has a
Static IP Address

This example shows how to use the VPN Setup Wizard to create a site
the Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed

-to -site VPN with

securely.

HQ
100.100.100.254

zzzzz

Branch
100.100.200.254

P, .11 L1 1 1 1| I
VPN Tunnel

192.168.168.0/24

VPN Tunnel

192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site -to-
Site. Click Next.

Q e VRN v > SheteSte VRN v
80 poshooard . 1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
¢ My Favorite 2 “Heme
IKE Version O Kkevl ® Kkev2
O Custom
Behind NAT @ None
[~
O Localsite
B Licensing . O Remeote site
@ Network
@ ven N
------ 7@— ------
@ e Poicy . Local Site Remote Site
B obi
@ sec
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click

www.zyxel.com

Next .

VPN v > StetoSite VPN =

Scenario 2 Network 3  Authentication

My Address Domain Name / IP 100.100.100.254

100.100.200.254

B SE—

Remote Site

Peer Gaoteway Address Domain Name / IP

Local Site

100.100.100.254

100.100.200.254

4 Policy & Routing 5 Summary

=N -

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

VPN w > SitetoSte VAN w

Scenarioc ———— Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Pre-sharedkey | meeereer
O Certificate celeun

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of th e network connected to the gateway and

Remote Subnet to be the IP address of the netw ork connected to the peer gate way .

VEN v = SilsfoSis VPN w
Scenaric ————— Network ————— Authentication ———————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local subnet 192.168.168.0/24

Remote Subnet 192.168.160.0/24

P ———

Local Site Remote Site
192.168.168.0/24 192.168.160.0/24
100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VPN w > Site fo Site VPN v

Scenario — Network —— Authentication ———— Policy & Routing —— 5 Summary

Configuration

Name HQtoBranch
IKE Version 2
Scenario wizard
Type Policy
& Edit
Network
Local Site 100.100.100.254
Remote Site: 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.168.0/24

Remote Subnet 192.168.160.0/24

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved . 10
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site -to-
Site. Click Next.

Q Ze VPN v > StetoSits VPN +
1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
*Name ‘ BronchtoHG]
IKE Version QO Kken ® Kkev2
O custom
Behind NAT @® None
QO Localsite
@ Licensing . QO remote site
@ retwo
...... —@7 ......
Local Site: Remole Site
(@& security Policy w
B obiject

@) security service

8o User & Authentication v

B Log & Report v m
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

www.zyxel.com

VPN w > SitetoSite VPN v

Scenaic —— 2 Network 3 Authentication 4 Policy & Routing

Peer Goteway Address Domain Name / IP 100.100.100.254

e I—WI ------ i

Local Site: Remote Site

100.100.200.254 100.100.100.254

Cancel

5 Summary

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next.

VPN w > SitetoSite VPN -

Scenarioc ————— Network —————— 3 Authentication 4 Policy & Routing 5 summary
fueaten @ Freshersd Key
QO ceriificate R

Canes! m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Local Subnet to be the IP addres

Remote Subnet to be the IP address of the netwo

s of the network connected to

rk connected to the peer gateway.

VPN w > Site toSite VPN

Scenario —— Network Authentication
Type O Route-Based @ Policy-Based
Local subnet
Remote Subnet 192.168.168.0/24

Local Site
192.168.160.0/24
100.100.200.254

4 Policy & Routing 5 summary

Remole Site

192.168.168.0/24

100.100.100.254

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summar y of the VPN tunnel. You can Edit it if you want to modify.

VPN v > SitetolSite VPN =

Scenario —— Network ——— Authentication —— Policy & Routing ——— 5 Summary

Configuration

Name BranchfoHQ@
IKE Version 2
Scenario wizard
Type Policy
& Edit
Network
Local site 100.100.200.254
Remate Site 100.100.100.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.160.0/24

Remote Subnet 192.168.168.0/24

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .15
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status .

VRN S

site fo Site VPN

& Refresh

% Name #

O o

HQioBranch 192

atus v > PSecVPN v > Sitefos

Policy Route &

e VPN v

My Address & Remole Gateway Uptime & Rekey & Inbound (byles) % Outbound (Byles) &

48.188.0/24 <> 192.168.160.0/24 00.100.100.254 00.100.200.254 5 88171 0 (0bytes )

Rowsperpage: 50 of 1 1

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

B Administrator: Command Prompt

_luleOI[ Windows [Version 10.0.22000.1455]

Property

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

IPv6 Address

Lease Obtained

Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Qaruar

Connection-specific DNS...

NetBIOS over Tcpip Ena...

poration. All rights reserved.
Value

Intel(R) Ethernet Connect]
8C-16-45

Yes

192.168.168.33

255 255.255.0

s of data:
t ime=1ms
t ime=1ms
t ime<lms
2 time=7ms

1160.1:
1160.1:
1160.1:
1160.1:

byte
bytes=3
byte
byte
192.168. 168 1
192.168.168.1
8.8.8.8

ximate ro nd t11p times in n1111

Yes
2001:b030:7036:1::e
Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

finimum = Oms, Maximum = 7ms, Average = Ems

C: \WINDOWS\system32>,

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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How to Configure Site -to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN with

the Peer has a Dynamic IP Address. The example instructs how to configure the VPN
nnel is configured, each site can be

tunnel between each site. When the VPN tu

accessed securely.

HQ
100.100.100.254

NI T T T T I
VPN Tunnel

192.168.168.0/24

VPN Tunnel

Branch
Dynamic Address

2¥YXEL
- I T 111

192.168.160.0/24

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

Q e VPN w > SitetoSte VPN ¥
29 Dos © 1 scenario 2 Network 3 Authentication 4  Ppolicy & Routing 5 summary
{? " ) eme
IKE Version O Kkew ® Kevz
@ v a >
Type Q site-to-site

@ vensia v
P L v
@ nefwork v
© ven ~
@ security Policy v
B8 ject -
@ s= v

B togereport v m

VPN > Site to Site VPN
Type My Address and select Peer Gateway Address as Dynamic Address. Type a secure

Pre-shared key.

Genera I Sefting:
a»
(o= ® kev2
Type QO Rouvie-Bosed ® Folicy-Bosed
Network

Authentication

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Scroll down to find the Phase2 setting. Type Local

Responder Only. Then click save change.

and Remote Subnet and select

Phase 2 Settings

Inifiation QO Avte
Policy
+ Add
[] tocal & Remote &

O MNailed-up | (@) Responder Only

Prolocol &

Proposal
+ Add

[ Encryption &

[ ces128-cbe

Diffie-Hellman Groups

192.168.168.0/24 192.168.160.0/24 Any

SA Life Time 28800 80 - 3000000 Seconds)

Authenfication #

hmac-shal

DH2

Active Protocol # Encapsulation $

- ESP - Tunnel
Rows perpoge: 50 v Tofl 1
Rows perpage: 50 ¥ Tofl 1

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Custom.

Click Next.

Site fo Site VPN
(@ Security Policy v

[ Log & Report v

Q ze VRN v = StetoSte VRN v

88 Dashboard v 1 scenario
¥ My Favorite v “Name

IKE Varsion
# system ©

Type
@ s= v
@ Nefwork Status v
@ vensio v
S Licensing v
@ Network >

2 Network 3 Authentication

BranchtoHQ

O Kevi @® Kev2

Q site-tossite

4 Policy & Routing 5 summary|

VPN > Site to Site VPN

Type My Address as 0.0.0.0 and type Peer Gateway Address.

key.

Type a secure Pre -shared

VRN v = SiefoSite VPN v

General Seffings

Peer Gateway Address @ Domain Name /17

QO bynamic Address

Authentication

Authenticatien @ Fre-shared key

Q certificate

Enable a»

Name BranchtoHQ@

IKE Version O xen ® kevz
Type QO Route-Based
Networlc

My Address Domain Name / IP

@ Policy-Based

0.

100.100.100.254

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved . 20
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Scroll down to find the Phase2 setting, type Local and Remote Subnet. Then click save

Phase 2 Seffings
Inifiotion ® svto (O Naledup (O Responder Cnly
Policy
+ Add m
[:] Llocal # Remote ¥ Protocol # Active Protocol # Encapsulation #
192.168.160.0/24 192.168.168.0/24 Any - ESP - Tunnel - X
Rowsperpage: 50 v Tofl 1
SA Life Time 23800 180 - 3000000 Seconds;
Proposa
+ Add m
[J Encryption * Authentication &
[J aesi28-cbc hrmac-shal
Rowsperpage: S0 ~ Tofl 1
Diffie-Hellman Groups DH2 -

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved

.21



ZY XEL

NETWORKS

Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status .

VPNStalus v > PSecVPN v >

site fo Site VPN

& Refresh

e Nome ¢

o o

Policy Route & My Address ¢

HQtoBranch 92.

Site o Site VPN~

Q m

Remole Galeway % Upfime & Rekey & Inbound (bytes) & Outbound (Byles) &

68.168.0/24 <> 192.168.160.0/24 00.100.100.254 00.100.200.254 65 81951 0[0bytes ) 0 (0bytes]

Rowsperpage: 50 v of | 1

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160 .1

Network Connection Details:

B Administrator: Command Prompt

ion 10.0.22000.1455]
oration. All rights reserved.

Property

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

IPv6 Address

Lease Obtained

Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

Connection-specific DNS...

NetBIOS over Tcpip Ena...

Value

Intel(R) Ethernet Connect|
8C-16-45

Yes
192.168.168.33
255.255.255.0
Friday, February 3, 2023 \\S)Y
Saturday, February 4, 20 GDI}“'
192.168.168.1
192.168.168.1
8.8.8.8

t ime=1ms
t ime=1ms
2 time<lms
32 time=7ms

.160.1: bytes=32
.160.1: byte
02.168.160.1: bytes

/ from
from
from

statistics for 192.168.160.1:
ckets: Sent = 4, Received = 4, Los
imate rounc times in milli-s

Yes Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::

Friday, February 3, 2023
Monday, March 12, 2159
1e80::4d88:8466:20e1:11

C: \WINDOWS\system32>a

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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How to Configure IPSec Site to Site VPN while one Site is behind
a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to Site V PN
tunnel between USG FLEX H devices. The example instructs how to configure t he VPN
tunnel between each site while one Site is behind a NAT router. When the IPSec Site to

Site VPN tunnel is configured, each site can be accessed securely.

HQ Branch
100.100.100.254 100.100.200.254

VPN Tunnel

£ 192.168.1.100

192.168.168.0/24

192.168.160.0/24

device.

‘Q’Note: Please ensure that you have NAT mapping UDP port 4500 to USG FLEX H

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario

Type the VPN nam e used to identify this VPN connection. Select the Behind NAT to the
Remote Site. Click Next.

@ VBN v > Siteto Site VRN

1 scenario

Name

Behind NAT

2 Network

HGfoBranch

QO kew @® Ikev2

Q cusiom
QO None

QO LocalSite

I® Remote Site

3 Authentication 4 Policy & Routing

Router Remote Site

5 summary

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network
Configure My Address. Click Next.

° VPN » > SitetoSite VPN

Scenarioc ————— 2 Network 3  Authentication 4 Policy & Routing 5 summar
Peer Cateway Address Dynarmic Address

I | —&@— [ |

Local Site Remote Site

Router
100.100.100.254 Dynarmic Addrass

Canes! m

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .25
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VPN > Site to Site VPN > Scenario > Network > A uthentication
Type a secure Pre -Shared Key. Click Next

www.zyxel.com

@ VPN - > Site to Site VPN w
Scenario Network 3 Authenfication 4  Policy & Routing
Authentication @ Pre-SharedKey | wessssan Q

o Certificate default

5 summary

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of th e network connected to the gateway and

Remote Subnetto bet he IP address of the netw ork connected to the peer gateway

@ VPN « > GSitetolite VPN =

Scenario ——— Network ————— Authentication ———————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local subnet 192.168.168.0/24

Remeote Subnet 192.168.160.0/24

HEm — - —&@— ------ — @@

Local Site Remote Site
192.188.168.0/24 Router 192.168.160.0/24
100.100.100.254 Dynamic Address

Geancel m

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved . 27
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

@ VPN w > Site fo Site VPN w

Scenario — Network ——— Authentication —— Policy & Routing —— 5 Summary
Configuration
Narme HQtoBranch
IKE Version 2

Type Policy-based

Proposal

& Edit

Network

Local site 100.100.100.254
Remote Site
Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.168.0/24

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved . 28
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Local Site. Click Next.

QRIETe @ VPN ~ > SietoSite VPN

82 Dashooard - 1 scenario 2 Network 3 Authentication 4 policy & Routing 5 summary
¥ My Favorite v Mame BranchtoH@
IKE Version QO Kkev1 ® Kev2
Gonfig Type
QO custom
Behind NAT QO None
SO Licensing v QO Remote site
@ Network
® -
...... o =
G ‘ Local Sit Router Remole Sit

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .29
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VPN > Site to Site VPN > Scenario > Network
Configur e My Address and Peer Gateway Address. Click Next.

° VPN w« > SitetoSite VPN w

Scenaio ———————— 2 Network 3 Authentication 4  Policy & Routing 5 summary

My Address Domain Mame / IP 192.168.1.100
Peer Goteway Addrass Domain Mame [ IP 100.100.100.254

Local Site Remote Site

Router
192.148.1.100 100.100.100.254

Ganel m

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of th e network connected to the gateway and

Remote Subnet to be the IP address of the netw ork connected to the peer gateway

@ VPN + > SileloSteVPN =

Scenaric ———— Network ————— Authentication ————— 4 Policy & Routing 5 summary
Type o Route-Based @ Policy-Based
Local Subnet 192.168.160.0/24

Remote subnet 192.165.168.0/24

R NER——

192.168.160.0/24 Router 192.168.168.0/24
192.168.1.100 100.100.100.254

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .31
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

@ VPN w > Siteto Site VPN v

Scenarioc ————————— Network —————— 3 Authenfication 4 Policy & Routing 5 summary

Authentication @ Pre-SharedKey || seeseees Q

O Certfificate default

m

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .32
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VPN > Site to Site VPN > Scenario > Network

Summary

> Authentication

> Policy & Routing >

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

© =

v > jSitetoSite VPN =

Scenario Netwark Authentication
Configuration
Narne BranchtoHQ
IKE Version 2
Type Policy-based
Proposal
v

Network

Local Site 192.168.1.100

Remote Site 100.100.100.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.160.0/24

Policy & Routing

5 Summary

& Edit

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved . 33
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status .

(©) wsows v = Eeewen > Sl

site fo Site VPN

Inbound (bytes) &

© Refresh
#3 Name Policy Route $ My Address & Remote Galeway % Uplime & Rekey &
HQtoBranch 92.168.168.0/24 <> 192.168.160.0/24 00.100.100.254 00.100.200.253 219 83537 31 (186K bytes)

Q

Outbound (Bytes) =

33 (1.98K bytes)

Ping the PC in Branch Office
Win 11 >cmd > p ing 192.168.160.1

B Administrator: Command Prompt

Network Connection Details:

Property

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

IPv6 Address

Lease Obtained

Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

Connection-specific DNS...

NetBIOS over Tcpip Ena...

Value

Intel(R) Ethernet Connect|

8C-16-45

Yes

192.168.168.33

255.255.255.0 3

Friday, February 3, 2023 epl [ 7

Saturday, February 4, 20 GDI}“' from 192.

192.168.168.1

192.168.168.1 2.168.160.1:

88838 ets: Sent = 4, Received = 4, Lost = 0 (0% loss),
imate round trip times in milli-seco :

linimum = Oms, Maximum = 7ms, Average =

.160.1: byte
.160.1: byte

time=lms '
2 time=lms
2 time<lms
2 time=7ms

Yes
2001:b030:7036:1::
Friday, February 3, 2023
Monday, March 12, 2159
1e80::4d88:8466:20e1:11

C: \WINDOWS\system32>a
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How to Configure Remote Access VPN with Zyxel VPN Client

This guide provides step -by-step instructions to set up Remote Access VPN on Zyxel USG
FLEX H series devices using SSL VPNand IKEv2 VPN, with the new SecuExtender VPN

Client. It s intended for I T administrators

access globally.

Remote User H & .

o . PO - ENTEFTTTTI PR s

? HQ Gateway 5

a ettt _— Server

192.168.100.0/24

Work From Home

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Before You Begin

1. Create a Local User for VPN Authentication

Navigate to User & Authentication > User/Group > User

Create a local user account for

Enter a username and password.

Save the settings.

remote access authentication.

@ Security Service v
S User & Authentication ~

User Authentication

i::; System ~

Qe ©

O

O o o o

User & Authenficafion = > User/Group ~ > User =

@ Network status v User Group Setting
@ venstatus o Local Administrator
-+ Add
S Licensing w
[J Name#
@ Network v
D admin
User
Security Policy ~
-+ Add
B object v

Name %

yxel_user

radius-users

Idap-users

ad-users

UserType

admin

UserType

uzar

ext-user

ext-user

ext-user

Descripfion

Descripfion

Frofile Management

User Mame

Uz=r Type

Password

Eetype

Description

@ User & Authienfication + = UserfGroup

Zyxel_vpn

Uzer
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2. Download and Install the Latest SecuExtender VPN Client

You can download it from the device GUI or from the Zyxel official website

Download Link

Get SecuBdender VPN Client Software @ m m

After installation, desktop shortcut icons will appear:

Configure SSL VPN on the Device

Navigate to VPN > SSL VPN

Enable SSL VPN

Select the incoming interface (e.g., gel(WAN) or ge4 (LAN) ).
Choose the Port (D efault port : 10443 ).

o > 0w n P

Choose the tunnel type based on your network policy
Internet and Local Network s (Full Tunnel): All traffic goes through VPN
Local Network s Only (Split Tunnel): Only specified subnet(s) go through VPN
6. Define which internal network(s) VPN users can access.
Example: Allow accessto 192.168.100.0/24
d3 Add to Local Networks :192.168.100.0/24
7. The default address pool for SSL VPN is 192.168.51.0/24

8. Assign allowe d users for SSL VPN access

* This SSL VPN configuration is also compatible with standard OpenVPN clients. You can
download the .ovpn file from the device and import it into an OpenVPN client to

establish a connection.

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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B Dashboard

¥ Favorites

[ Traffic Statistics

[@ Securty Stafistics

Q) =« © wven o+ > smLven -

General Seftings

Iyxel Remote VPN works with the SecuBxtender VPN client and is also compatible with the OpenVPN Connect client.

v Enable ao

5L VPN Configuration Download & Download

Incoming Interface

Interface gel (WAN) A
[8 Network Status v
DNS N Optional
= VPN Status v ome (Optional]
Server Port 10443
2 Licensing . Zone SSL_wPN g 0
@ Network ~ Clients will use VPN fo access
@ VPN A Olntemet and Local Netwaorks [Full Tunnel)
IPSec VPN )
SSLVEN ® Local Networks Only (Split Tunnel]
Tailscale
Local Networks
@ Security Policy v
+ Add
& Captive Portal
B Object v 8 Network
0 192.168.100.0/24
@ Security Services v
WPN = .
© Client Network
IPSec VPN 1
1 IP Address Fool 192.168.51.0/24
SSL VPN \
) First DMNS Server ® IyWALL
Tailscale
) ) O Custom Defined
@ Security Policy v
@& Captive Portal v Second DNS Server
B Object 4ot N
! Authentication @
¢ Securty Services v
Primary Server loca v
& User & Authentication 7
Secondary Server nene v
= Wireless v
User zyxel_vpn

£ System

Configure IKEv2 VPN on the Devi ce

Navigate to VPN > IPSec VPN > Remote Access VPN
Enable IPSev VPN

1
2
3. Select the incoming interface (e.g., gel(WAN) or ge4 (LAN) )
4

. Choose the tunnel type based on your network policy:

B

Internet and Local Networks (Full Tunnel) : All traffic goes through VPN
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Local Networks Only (Split Tunnel) : Only specified subnet(s) go through VPN
5. Define which internal network(s) VPN users can access.

Example: Allow accessto 192.168.100.0/24

d3 Add to Local Network :192.168.100.0/24
6. The default address pool for IKEV2VPN is192.168.50.0/24

7. Assign allowed users for IKEV2VPN access

‘Q’Note: When configuring IKEv2 VPN for use with the  Windows (Native IKEv2
Client) and selecting Interface as the incoming interface, you must enter the
domain name (as shown in the certificate) in the NAT Traversal field.

This allows the Windows client to correctly establish the VPN tunnel using the
domain name instead of the IP address. (see Self-Signed Certificate Scenario (For
Windows Native IKEv2 Client)

AR —"—m

Sife fo Site VPN Remote Access VPN
General Seffings
[8 Traffic Stafistics v Iyxelsremote VPN solution uses leading IPSec/IKEV2 (EAP-MSCHAPY2) encryption, supported by SecuBxtender VPN Client. You can also use native clients bult into Windows, Android, macO$ and i0S.

[3 Security Statistics v | Enable [ o)

B Networktotus . GotsacuBender voN Crartsotvers 0 (bl
B VPN Status . VPN Configuration Download for Native VPN 8 i05/macos J| & Android (sirongSwan)
Client

Incoming Inferface

# Licensing v
@ Interface ge1 jwan) -
® Network v
O Domain Nome / IP
@ VPN e
NAT Traversal
IPSec VPN o
SV Zone IPSec_VPH A ]
Tailscale Cedificate for VPN Validation
@ Security Pol v
@ Security Policy ® Auto
@ Captive Portal v
apiverena O Manual
B Object v
Clients will use VPN to access
@ Securty Services v

O Intemnet and Local Networks (Full Tunnel)
% User & Authentication v

L]
= Wireless >
® Local Networks Only (split Tunnel)
@ System v
Local Network 192.168.100.0/24
0 Log & Report
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Client Network

2 Llicensing v IP Address Pool 192.168.50.0/24
@ MNetwork ~ First DNS Server ® IywALL
© VPN A O Custom Defined
Second DNS Server

S5L VPN

Avthentication @

Tailscale
& Security Policy v Primary Server local -
@ Captive Portal v Secondary Server none -
B Object v User zyxel_vpn

Set Up Remote Access on SecuExtender VPN Client

www.zyxel.com

The new SecuExtender VPN Client combines  SSL VPNand IKEv2 VPN in a single

application, eliminating the need for separate software

1. Launcht he client

VPN Connections X

'[E]

2. Navigateto Menu > Configuration > Get from Server

W' SecuExtender VPN Client =

Configuration ITooIs ?

Save Ctrl+5

Import
Export

VED

| VPN Configuration

VPN Configuration
Written by YpnConf
Last modification: 06-04-2025

Get from Server
Wizard...
Chit
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3. Enter the Gateway Address , Username , and Password

4. Click Next to fetch the VPN configuration file

W’ VPN Configuration Server Wizard x

Step 1: Authentication
What are the parameters of the YFN Server Connection? @ O

You are going to download your VPN Configuration from the YPMN Corfiguration Server.
Enter below the authentication infarmation required for the connection to the server.

Gateway Address:  Te 00T g Port: 443

Authentication: | Login + Password -

Login:  Zywel_vpn

Password: ®essssssss

Mext = Cancel

b

5. Both SSL VPN and IKEv2 settings will be available.

%" SecuExtender VPN Client

= O x

Configuration Tools 7

IKE V2

| o =epdoipemes]  [KE V2 Configuration

This folder enables the creation of IKE V2 tunnels, It is possible to
create as many IKE Auth SA and Child SA as required. The contextual
menu (right dick on IKE V2) enables to create, copy or paste IKE Auth
SA and Child SA.

IKE V2 tunnel creation wizard

@ Export all IKE V2 tunnels

@ VPN Client ready
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VPN Connections

&

Remote Access-2...

<) SSLVEM

X VPN Connections X

{i} Remote Access ... CLOSE

<1 ESLYFEN

TestSSL VPNTunnel on SecuExten der VPN Client

1. Launch the SecuExtender VPN Client

2. Right-c 1 i c k

W Secubxtender VPN Client

Configuration Teels 7

[Z] vPN Configuration
= KE V2
: E-CJ RemoteAccess

Authenticati

t he

V P NOpprrTarinel & e a & a

VPN CLIENT

on  Security Gateway Establishment Automation Certificate Remote Sharing

i3 sec_policy 1 RemoteAcces|

=} = ssL
o BN
Open tunnel Ctri+0 )
Export
Copy Ctrl+C
Rename F2
Delete Del

Extra

@ VPN Client ready

Interface  any -

Remote Gateway T

tication

Select Certificate

Authentication

B cnabled 18 Popup when tunnel opens
Login

Fassword

dl og

www.zyxel.com

n

-
%" RemoteAccess Authentication

’;‘)& Enter Authentication login and password to open the
",T tunnel.

Login:

Password:

Cancel

3. Once connected, the profile status will turn green, indicating an active tunnel.
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4. You should now be able to access internal network resources.

BN Command Prompt

[] VPN Configuration
= IKEV2

=~ RemoteAccess

-0 sec_policyl Remote{=d

(¥} S5LVEN

imum = 4ms,

TestIKEv2 VPN Tunnel on SecuExtender VPN Client

1. Launch the SecuExtender VPN Client
2. Rightcl i ck the VPNOppnTarfeld eamad dl @ag i n

W SecuExtender VPN Client - m] X

Configuration Tools 7
—

e T

] vPN Configuration Chid 54 advanced Automation Remote Sharing [Pve T
= KEV2
£ RemoteAccess
; o Traffic sel
& " Opentunnel  Ctl+D )
B en tunnel e
s s ) ncientaddress [ 0 . 0 . 0 . 0
@ SSLVPN
Export
Address type
Copy Ctrl+C
Rename 2 mote LAN address 0
Delete Del subnetmask | 255 . 255 . 255 . O
Request configuration from the gateway
Cryptography
Encryption  AES CBC 256 - I
%" RemoteAccess Authentication
Integrity |SHAZ 256 v
Diffie Hellman  Auto ~
Extended Sequence Number & ~
j’ tunnel.
Lifetime
ChidSalifetme 28512 sec.
Password:

@ VPN Client ready

’:—J\K Enter Authentication login and password to open the
i

Login:
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3. Once connected, the profile status will turn green, indicating an active tunnel.

4. You should now be ableto a ccess internal network resources.

E¥ Command Prompt

[=] vPN Configuration
= KEV2

Set Up IKEv2 VPN On Windows (Native IKEv2 Client)

1. Download the VPN configuration script from the USG FLEX H web configurator.

@ VPN v > PlscVPN v > Remote Access VPN v

Site to Site VPN Remote Access VPN

General Seffings

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android. macOS and iOS.

Enable [ o]

ot SecuBdender VPN Sient Sofwore m m
VPN configuration seript download § i0s/macos § Android (strongSwan)

2. Runthe script ( .bat file) and enter your credentials when prompted
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== Windows Security

Sign in

zyxel_vpn

The username or password is incorrect.

@ Remotefccess_10.214.48.28

Action needed

-~

Cancel

Connect “
Connect ~
Connect “
Connect “

Y
Cancel

VPN will connect an d access internal resources

@ Remotefccess_10.214.48.28

Connected

BN Select Command Prompt

Disconnect R
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Set Up IKEv2 VPN on iOS

1. Download the i0OS/macOS VPN configuration script

from the USG FLEX H web

configurator .
@ VPN w > |PSecVPN = > Remofes AccessVPN
Site to Site VPN Remote Access VPN

General Seffings

Enable [ o]

ot secuerionder VPN Gient sofars m m

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtendier VPN Client. You can also use native clients built into Windows, Android, macOS and iOS.

VPN configuration script download & i0S/macOs & Android (strongSwan)

2. Send it to the i0OS/macOS device

3. Goto Settings > Profile Downloaded , then Install

(Mac device: System Settings > Network / VPN )

Profile Downloaded

Review the profile in Settings app if

you want to install it.

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Settings

&)

iCloud Storage Almost Full

Profile Downloaded

Airplane Mode
Wi-Fi

Bluetooth
Cellular

Personal Hotspot

VPN

Install Profile

From Zyxel: RemoteAccess_Wiz_1

ns VPN Settings
Certificate

More Details

4. Enter your username and password

Cancel Enter Username Next Cancel Enter Password Next
)
ENTER YOUR USERNAME FOI | PROFIL
“VPN"
zyxel_vpn
Requ h rom | :Illlw iz_10
Remots iz_1 14 fi
5. Connect to the VPN from the  Settings > VPN menu.
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4 RemoteAccess_Wiz_10.214.48.28 Edit

Type IKEv2
Server 10.214.48.28
Account zyxel_vpn
Address 192.168.50.1
Connect Time 0:09

Set Up IKEv2 VPNon Android (strongSwan App)

1. Download the Android VPN configuration script from the USG FLEX H web configurator

@ VPN v > PlscVPN v > Remote Access VPN v

Site to Site VPN Remote Access VPN

General Seffings

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android. macQS and iOS.

Enable [ o]

ot SecuBdender VPN Sient Sofwore m m
—_—
VPN configuration script download § i0s/macos § Android (strongSwan)

Install the strongSwan VPN Client from Google Play Store
1| T-Star = VPN 7 @ -

2.

P @ o G

Facebook Game Center Hot Apps Hot Games

strongSwan
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3. Send the config scripttothe  Android device.
4. Import the profile into strongSwan
15:51 7 @ .

Import VPN profile IMPORT

Profile name
RemoteAccess_10.214.48.28
Server

10.214.48.28

VPN Type
IKEv2 EAP (Username/Password)

Username

zyxel_vpn|

CA certificate

10.2714.48.28

5. Connect to the VPN using your credentials
7 @

% ADD VPN PROFILE 3

Status: Connected
Profile; RemoteAccess_10.214.48.2:

DISCONNECT

RemoteAccess_10.214.48.28
Server: 10.214.48.28
Username: zyxel_vpn
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Set Up OpenVPN Client

1. Download and install the  OpenVPN Connect client from th e OpenVPN official website or app
store.

OpenVPN Connect

2. Download the SSL VPN configuration script  from the USG FLEX H web configurator at VPN > SSL
VPN

General Settings

Iyxel Remote VPN works with the SecuBdender VPN client and is also compatible with the OpenVPN Connect client.

Enable [ e)i]
35L VPN Cenfiguration Download
3. Importthe .ovpn file into the OpenVPN client

Import Profile

#alwi el [SSLVPN_client_config]

Import .ovpn profile?

Do you want to import .ovpn profile from
C s\s8011\Downloads\SSLVPN_client_confi Imported Profile

Profile Name
CANCEL FrME 1 [SSLVPN_client_config]

Server Hostname (locked)

[ save password
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4. Once connected, you can access internal resources.

— Profiles T

CONNECTED

@ 10.214.48.34 [client]

DISCONNECTED v

CONNECTION STATS

5.1KB/s

0B/s

533 B/S T 285 30

Configur ing Split Routing for OpenVPN Connect Client

When the USG FLEX H is configured for Full Tunnel but you need Split Tunnel for specific clients, you
can configure different split route settings by modifying the SSL VPN configuration file (.ovpn). This

docume nt explains the process:

1. Download the SSL VPN configuration file (.ovpn) from the USG FLEX H.

(® wen o~ = ssLven v

General Settings

Lyxel Eemcﬁe VPN works with the SecuBxtender WFN client and is also compatible with the OpenVPN Connect client.

Enable [ e)i]

S5L VPN Configuration Download { Download
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2. Open the .ovpn file in a text editor.

client

dev tun

proto tcp

remote sslvpn.mydomain.local 10443
resolv-retry infinite
nobind

persist-key

persist-tun

auth sha256

cipher aes-256-cbc
auth-user-pass

verb 3

reneg-sec 28800
redirect-gateway

<key>

————— BEGIN PRIVATE KEY-----

3. Modify the file to enable split routing

a. Remove the redirect -gateway line to disable full routing.

client

dev tun

proto top

remote @zlvpn.mydonain. local 10443
rezolv-retry infinite
nobind

persist-kevy
peraist-tun

anth shaZ5e

cipher aez-256-che
aunth-uzer-pazs

verb 3

reneg-gec 25800

redirect-gatevay

<keys
----- EEGIN PRIVATE EEY-----

b. Add route -nopull to prevent pulling routes from the
c. Add specific routes, e.g.,
Add split routes

C Add
C Add

192.
192.

168.
168.

oOrout e

oOrout e

168.
169.

SSL VPNserver.

route 192.168.168.0/24 and route 192.168.169.0/24

0 255
0 255

255.
255,

255.
255,
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client

dev tun

proto tcp

remnte =zelvpn.nydonzin. local 10443
regnlv-retry infinite
nobind

perzizt-key
persizt-tun

anth sha2bé

cipher aes-256-che
auth-nzer-pazs

verb 3

reneg-gec 28500

rounte-nopull
ronte 192,168, 168.0 255.255.255.0
ronte 192,168, 169.0 255.255.255.0

<keys

Troubleshooting Self -Signed Certificates with Native Windows VPN

Client

Ifusingaself-si gned certificate with a
you may encounter connection issues. Follow these steps to configure

Conditio ns

QI ncoming | ntemterlacead.set t o 0O

(2) The self-signed certificate subject name (Certificate for VPN Validation)

odomainname 6 .  (, éeryworker.com)

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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@ System ¥ > Cerfificate = > My Cerfificates ~
Cerlificate Path

cerfificate path: 1

issuer: CN=chemyworker.com

subject: CN=chemyworker.com
validation result: self-signed

Cerificate Information

MName cherryworker.com

Type Self-signed X.509 Certificate

Version W3

Serial Number 2949384470503448296928935073672828%6815063330898
Subject CN=cherryworker.com

ssuer CN=chermyworker.com

Signature Algerithm sha256WithRS AEncryption

Valid From 2025-03-17 03:00:34 GMT

Valid To 2027-03-17 03:00:34 GMT

Key Algorithm rsaEncryption (1024 bits)

Subject Altemnative Name

Key Usage DigitalSignature, KeyEncipherment, DataEncipherment, KeyCertSign

Solution: Configure NAT Traversal

(1) Log in to the USG FLEX H management interface.

(2) Navigate to VPN > IPSec VPN > Remote Access VPN .

(3) Locate the NAT Traversal settings.

(4) Set the NAT Traversal field to the same domain name as the certificate (e.g.,
cherryworker.com).

(5) Save the settings.

(6) Download the updated Windows VPN configuration script from the U SG FLEX H web
configurator.

(7) The script will automatically use the domain name (e.g., cherryworker.com) instead
of an I P address for the 0Server Addressé

(8) The VPN should connect without manual changes to the script.

This ensures proper script generation and  prevents connection failure.

More info: Microsoft Troubleshooting Guide . ( https://learn.microsoft.com/en -
us/troubleshoot/windows __ -server/networking/troubleshoot _ -always -on -vpn )
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© ven ~ >| PSsc VRN ¥ > Remofe Access VPN

Site to Site VPN Remote Access VPN
General Seffings

Zyxel's remote VPN solution uses leading IPSec/IKEv2 (EAP-MSCHAPV2) encryption, supported by SecuBxtender VPN Client. You can also use native clients built into Windows, Android, macO$ and iOS.

Enable [ o]

Get SecuExtender VPN Client Software @

VPN Configuration Download for Native VPN 8 i05/macos | & Android (sirongSwan)
Client

Incoming Interface

@ Interface gel [WAN) - 1.

© Domein Name /P Self-Signed Server Name:
3.

NAT Traversal chemyworker.com o cherryworker.com

Ione IPSec_VPN & o

Certificate for VPN Validation

O Auto

® Manual chempworkercom v 2.

Clients will use VPN o access

® Internet and Local Networks (Full Tunnel)

Auto SNAT a e

O Local Networks Cnly (Split Tunnel)

Client Network

IP Addiress Pool 192.168.55.0/24

First DNS Server O ZywALL

Scriptof O0Server Addr essé.

Becho off

set Name="Remotehccess cherryworker.con"
| set Serverdddress="cherryworker.con"

set TunnelType="[KEvZ"

set AuthenticationMethod="EAP"

set Encryptionlevel="Required"

set UseWinlogonCredential=$False

set RemenmberCredential=§False

set SplitTonneling=$True

set [KEEnc="AESZ256"

set [KEAnth="SHAZ56"

set [KEKew="ECPZ30"

set ESPEnc="AESZ36"

set ESPAnth="SHAZ56128"

set ESPPfs="None"

Installing Ch certificate requires Administrator privileges.
call :istdmin
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How to Configure Site-to-site IPSec VPN between ZLD and uOS
device

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN with
the Peer gateway is ZLD device. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed

securely.
HQ-uOS Branch-ZLD
100.100.100.254 100.100.200.254
i SiEn T T l --------------------------------------------- s I I
VPN Tunnel VPN Tunnel
192.168.168.0/24 192.168.2.0/24

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .56



ZYXEL

NETWORKS

Set up IPSec VPN Tunnel for uOS

VPN > Site to Site VPN > Scenario

-to-

Type the VPN name used to identify this VPN connection. Select the type to the Site
Site. Click Next.
searc Q « @ VPN v > SifetoSite VPN w
T e - 1 scenario 2 Network 3 Authenfication 4 Policy & Routing 5 summary
~ IKE Version Q Ken ® Kev2
v Q Custom
Bahind NAT ® None
D E=mg v O Local site
(&) ez N O Remote Site
@ v o
: o & -
8 syster v
B Log &Report ~
© Mainenonce - m
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VPN > Site to Site VPN > Scenario > Network
Co nfigure My Address and Peer Gateway Address. Click

www.zyxel.com

Next.

@ VeN -

Scenario —————— 2 Network

> Site toSita VPN
3 Authentication
Domain Mame [ IP

My Address 00.100.100.254

Domain Name [ IP

S N—

Remote Site

Peer Gateway Address 100.100.200.254

Local Site

100.100.100.254

100.100.200.254

4 Policy & Routing 5 summary
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

VPN w > SitetoSte VAN w

Scenarioc ———— Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Pre-sharedkey | meeereer
O Certificate celeun

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the netw  ork connected to USG FLEX H and
Remote Subnet to be the IP address of the netw ork connected to the peer ZyWALL

@ VPN w > Site foSite VPN w

Scenario ————— Network ——————— Authentication ———————— 4 Policy & Routing 5 Summary

Type O Route-Based @ Folicy-Based

Local Subnet 192.168.168.0/24

Remote Subnet 192.168.2.0/24

S N ——

Remote Site
192.168.168.0/24 192.168.2.0/24

100.100.100.254 100.100.200.254

[
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

@ VPN » > SitetoSite VPN v

Scenaric ————— Network ————— Authentication ————— Policy & Routing ———— 5 Summary

Configuration

Name HQfoFLEX
IKE Version 2
Type Policy-based
Proposal
v
& Edit

Network

Local site 100.100.100.254

Remote site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local subnet 192.168.168.0/24
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Set up IPSec VPN Tunnel for ZLD

VPN > |IPSec VPN > VPN Gateway
Select the WAN interface and type the Peer Gateway Address.

€ Add VPN Gateway
Show Advanced Settings 8] Create Mew Object¥

General Settings
Encble
WPN Gateway Name: FLEXtou O3S

IKE Version
© IKEv1

@ [KEVZ2

Gateway Settings

My Address
® Interface wan v | Stafic -- 100.100.200.254/255.255.0.0

© Domain Name / IPv4

Peer Gateway Address
@ Staofic Address (D Primary 100.100.100.254 |

Secondary |0.0.0.0
[[] Fell back to Primary Peer Gateway when possible
Fall Back Check Interval: | 300 (60-86400 seconds)
© Dynamic Address (D

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Type Pre-shared Key. The default proposal which created by wizard is

OEncryption: AES128, Authentication: SHA1, Key Group: D}

) Add VPN Gateway

Show Advanced Settings 3 Create New Object¥
Authentication

@ Pre-Shared Key cassenas
[l unmasked
D Certificate My Certificates
[4] Advance
Local ID Type: P v
Content: 0.0.0.0
Peer D Type: Ay w

Phasze 1 Settings

5A Life Time: 856400 (180 - 3000000 Seconds)
[+] Advance
Proposal © Add & [ |
1 AESIZ8 SHAT
Key Group: -
DHZ x
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VPN > IPSec VPN > VPN Connection

Select VPN Gateway and set Local Subnet to be the IP address of th e network
connected to be ZyWALL and Remote Subnet to be the IP address of the netw ork
connected to the peer USG FLEX H

# Edit VPN Connection FLEXtouOS_P2
Show Advanced Settings 18 Creafe New Object¥

General Settings

Enable

Connection Mame: FLEXtouOS_P2
[l Advance

VPN Gateway
Application Scenario
@ Site-to-site
O Site-to-site with Dynamic Peer
O Remote Access (Server Role)
O Remote Access (Client Role)

© VPN Tunnel Inferface

VPN Gateway: FLEXtouQS ¥ wan 100.100.100.254, 0.0.0.0
Policy
Local Policy: LANZ_SUBNET ¥ | INTERFACE SUBNET, 192.168.2.0/24
Remote Policy: uOS_subnet ¥ SUBNET, 192.168.168.0/24 .
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The defaul't propo

SHAL, Key Group: DH2 6 .

s al whi ch

Those are the

C r e BAESLA8, Authentiwation:a r d

www.zyxel.com

same as uOS.
&> Add VPN Connection
E Hide Advanced Settings 18 Crecte New Object¥
Phase 2 Setting o
SA Life Time: 28800 [180 - 3000000 Seconds)
-[%] Advance
Active Protocol: ESP N
Encapsulation: Tunnel v
Proposal @ Add I
1 AESI28 SHAT
Perfect Forward Secrecy [PF3):
DH2 x @
Related Settings
lone: IPSec_VPN v O]
Connectivity Check
[[] Enable Connectivity Check (D

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status on uOS device.

Site to Site VPN
@ Refresh
0O #+ Name & Policy Roule My Address ¢
[m} HQtoFLEX 92.168.168.0/24 <> 192.168.20/24 00.100.100.254

Remole Galeway & Uplime &

00.100.200.254 233

Rekey & Inbound (bytes) ¢

81615 7 (420 bytes)

Qo
Outbound (Byles) &

36 (2.04K bytes)

Ping the PC that is connected to ZLD device
Win 11 > cmd > ping 192.168.2.34

Connectio

IPv4 Addres
Subnet Mask
IPv4 Address
Subnet Mask
IPv4 Address
Subnet Mask
IPv4 Address
Subnet Mask
Default Gateway

: 192.168.1.4

: 255.255.255.8
: 192.168.168.54
: 255.255.255.8

Ethernet adapter B B B B

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved

ndows\system32>ping 192.168.2.34

Pinging 192.168.2.34
Reply from 192.168.2.
Reply from 192.168.2.
Reply from 192.168.2.
Reply from 192.168.2.

with 32 bytes of data:

34: bytes=32 time=21ms TTL=125
34: bytes=32 time=3ms TTL=125
34: bytes=32 time=3ms TTL=125
34: bytes=32 time=3ms TTL=125

Ping statistics for 192.168.2.34:
Packets: Sent =

3ms,

% loss),
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How to Configure Route -Based VPN

This example shows how to use the VPN Setup Wizard to create a site

-to -site VPN with

the Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, eac

securely.

h site can be accessed

HQ
100.100.100.254

192.168.168.0/24

- S I T TT T I

VPN Tunnel
VTI

Branch
100.100.200.254

E¥XEL

VPN Tunnel
VTI

192.168.160.0/24

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Site -to-
Site. Click Next.
Q c+
8 o= 1 s 2 3 4 5
0 My
@
® n
a P
O Locals
2 e O remots Site
B
= &
@ sec
De
o s
.
I Cancel m
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click Next.

WPN v > StetoSte VPN w
Scenaio —————— 2 Network 3 Authentication 4 Policy & Routing 5 summany
My Address Domain Name / 1P 100.100.100.254

Peer Goteway Address Domain Name / 1P 100.100.200.254

______ Y SE—

Local Site Remote Site

100.100.100.254 100.100.200.254

=S| -
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

VPN v > SitetoSite VPN =

Scenario Network 3 Authentication 4 Policy & Routing 5 summany
lauthentication @ reshaearey [ e
Q ceriicate default

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Type to Route -Based and configure the Remote Subnet.

VAN v > SietoSie VPN v

Scenario Network Authentication 4 Policy & Routing 5 summary

Type ® RouvieBased | (O Policy-Based

Remote Subnet 192.148.160.0/24

T
Local Site Remote Site

Any 192.168.160.0/24
100.100.100.254 100.100.200.254

Ceneel m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify

VPN - > SitetoSite VPN

Scenario — Network ——— Authentication ——— Policy & Routing ——— 5 Summary

Cenfiguration

Name HQtoBranch
IKE Version 2
Scenario wizard
Type Route
& Edit
Network
Local Site 100.100.100.254
Remote Site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Remote Subnet 192.168.160.0/24
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Set up IPSec VPN Tunnel for Branch
VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection.

Site. Click Next.

Select the type to the Site

Q )z VAN v > SiletoSteVPN ¥
80 Deshooard o 1 scenario 2 Network 3 Authentication
¢ My Faverite ~ “Mame BranehtoHd
IKE Version O kv ® Kev2
Q custom
Behind NAT ® None
Q Local Site
S Licensing o QO Remote Site
®
© v
...... 7@7 ------
EE . Le I Site Remote Site
B os
© s
9 User & Authent
@
B Log & Report

4 Policy & Routing 5 summary

-to-

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click

www.zyxel.com

Next.

VPN + > SitetolSite VPN =

Scenario 2 Network 3 Authentication
My Address Domain Name / P 100.100.200.254

Peer Gateway Address Domain Name / IP

100.100.100.254

— &

Local Site Remote Site

100.100.200.254 100.100.100.254

Cancel

4 policy & Routing

5 summar

m

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

VPN w > Sitetolite VPN v

Scenario Network 3  Authentication 4 Policy & Routing 5 summary
R @ Fresharsdcay
QO certificate defout

ﬂ
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Type to Route -Based and Remote Subnet.

VAN v = StetoSite VAN

Scenario ——— Network ——— Authentication ——————— 4 Policy & Routing 5 summary

Type ® routeBasec | () Policy-Based

remote subnet 192.168.168.0/24

SIS N —

Remote Site
Any 192.168.168.0/24
100.100.200.254 100.100.100.254

Cancel m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >

Summary

The screen provides a sum mary of the VPN tunnel. You can Edit it if you want to modify

VPN w > Sitetoite VPN

Scenario

Configuration

Name

IKE Version

scenaric

Type

Network

Local Site

Remota Site

Authentication

Authenficafion

Policy & Routing

Remote Subnet

Network

BranchtoHQ

wizard

Route

100.100.200.254

100.100.100.254

pre-snared-key

192.168.168.0/24

Authentication

Policy & Routing

5 Summary

& Edit

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

VPNSiolus v > PSec VPN v > SiteioSile VPN v

Site to Site VPN

& Refresh Q m
£3 Name & Policy Route & My Address & Remole Galeway & Uptime & Rekey % Inbound (byles) & Outbound (Byles) &
BranchfoHQ  0.00.0/0 <= 0.0.0.0/0 00.100.200.254 100.100.100.254 5 84539 0 (0 byfes | 0 (0 byfes )

Rowsperpage: S0 Tofl 1

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

B Administrator: Command Prompt

Network Connection Details:

Property Value
Connection-specific DNS...

Description Intel(R) Ethernet Connect|
Physical Address 8C-16-45

DHCP Enabled Yes

.160.1: byte time=Ims '
.160.1: bytes=32 time=lms °
.160.1: bytes=32 time<lms
e ey cply from 192.168.160.1: bytes=32 time=7ms
192.168.168.1
192.168.168.1

IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

192.168.168.33
255.255.255.0

IPv4 DNS Server 8.8.8.8
IPv4 WINS Server ) p times in milli-s
NetBIOS over Tepip Ena... Yes inimum = Oms, Maximum = 7ms, Average = 2ms

IPv6 Address 2001:b030:7036:1::e

Lease Obtained
Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Qaruar

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

C: \WINDOWS\system32>a
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How to Use Tailscale

Wh a tTailscale?

Tailscale is a secure, peer -to-peer VPN solution that simplifies connecting devices over the
internet. Unlike traditional VPNSs, Tailscale establishes direct connections between devices
without requiring complex firewall configurations or static IP addresses. It uses a mesh
network topology, allowing every device to communicate directly with every other

device securely.

Start to Tailscale and implement on Firewall

1. Please refer TailScale KBto create an account and start
2. Navigate t o>ReBenalBdattinggs> Keysod and 0Generate auth key

=2+ zyxel.com.tw Trial 14 days left Download Support Docs o

S Machines & Apps = Services &), Users & Accesscontrols [ Logs @ DNS {8 Settings Get started

@ Tailnet Settings

Keys

General View and manage your Auth keys and AP| access tokens.

User management Your private device keys are not included here: they are always private, stay on your device, and are never
shared with Tailscale. Learn more 2

Device management

OAuth clients

Webhooks Auth k?ys . ) ) Generate auth key...
Authenticate devices without an interactive login. Learn more #

Contact preferences

Billing You don't have any valid auth keys

Personal Settings

Jo

1recently invalidated auth key

Keys

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .79
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3. Give a Description Name as you
then click 0Generate keyo.
Generate auth key X
Description

Add an optional description for the key.

‘ Zyxel

Reusable

Use this key to authenticate more than one device.

Expiration
Number of days until this auth key expires. This will not affect the node
key expiry of any machine authenticated with this auth key.

90 - + days

Must be between 1and 90 days.

DEVICE SETTINGS
These settings will apply to any devices authenticated using this key.

Ephemeral

Devices authenticated by this key will be automatically removed
after going offline. Learn more

Tags
Devices authenticated by this key will be automatically tagged.
This will also disable node key expiry for the device. Learn more 2

Cancel Generate key

www.zyxel.com

want

and

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Copy the key.

Generated new key X

Be sure to copy your new key below. It won't be shown in full
again.

tskey—-auth-kc5HbhKcQQ11CNTRL- )

® This key will expire on Jun 2, 2025. If you'll then want to
continue using an auth key, you'll need to generate a new one.

Done

Login Fire wa | | and navigattaiteccaVeRdM, paste to the O0Auth

Q) z« (© N+ > Tabscae ~

General Settings
[8 Network Status v

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS. Android. and iOS, and can be managed
B VPN status v through the Tailscale Portal.

Enable [ o]
# Licensing - ° ‘
@ Network ¥ serverPort 41641 (1-65535)
© VPN Zone Tailscale s 0 |
IPSec VPN Routing
SSLVPN
As an Exit Node [¢ Xl
Tailscale
A
Y Note

When you want to change the key, please click Logout.
You can choose the zone by yourself. We recommend using Tailscale zone

for some predefined rules.
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5. Go back to the Tailscale admin page. Y

+3+ zyxel.com.tw Trial 14 days left

ou will see the Firewall device.

www.zyxel.com

Download Support Docs o

S Machines & Apps = Services 2, Users (& Accesscontrols [ Logs @ DNS ¢ Settings W Get started

Machines

Manage the devices connected to your tailnet. Learn more » Add device v

Y Filters ~ &

2 machines

MACHINE ADDRESSES VERSION LAST SEEN

twnbnt123234-01 100.95. 1.80.2 ® Connected eee

Kevin.Wud@zyxel.com.tw Windows 11 22H2

usgflex500h 100M5! 17516 ® Connected .

Kevin.Wud@zyxel.com.tw Linux 4.14.207-10.3.7.0-2
ClickbeDkeg expirydé for all client to prevent
usgflex500h 100.115.120.97 v 17516 ® Connected Share... s«

Kevin.Wud@zyxel.com.tw

Subnets Exit Node

client-a
Kevin.Wud@zyxel.com.tw

100.951123 ~

iphone-15
Kevin.Wud@zyxel.com.tw

100.78.218.72 v

Linux 4.14.207-10.3.7.0-2

1.80.2
Windows 11 22H2

180.2
i0S18.31

Mar 5, 4:50 PM GMT+8

Mar 5, 2:48 PM GMT+8

Edit machine name...
Edit machine IPv4...

Share...

Disable key expiry
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Scenario

We have two subnets, 192.168.168.0/24 and 192.168.160.0/24, which are located
behind firewalls. Both the firewalls and the Client A are part of the Tailscale VPN

network. The objectives are as follows:

P———
Firewall A
——————

E g Clier.‘“‘t A

192.168.168.0/24 -

Firewall B.

\\\ ZZZZZ m

192.168.160.0/24
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Casel: Allow Client Ato access the 192.168.168.0/ 24 and 192.168.160.0/24 subnets

1. Advertised 192.168.168.0/24 in Firewall A.

(© ven v > Tdiscale ~

General Settings

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS, Android, and iOS, and can be managed
through the Tailscale Portal.

Enable Q

o
Server Port 41641 (1-65535)
Zone Tailscale s 0
Routing
As an Exit Node a» e

Advertised Networks
+ Add

[J Network *

O N_192_148_168

2. Advertised 192.168.160.0/24 in Firewall B.

@ VPN + > Tailscale «

General Settings

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built info Windows, macOS, Android, and i0S, and can be managed
through the Tailscale Portal.

Enable a

o
Server Port 41641 (1-65535)
Zone Tailscale s 0
Routing
As an Exit Node ame

Advertised Networks
+ Add

[0 Network *

[0 N_192_168_160
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3. Ensure Both subnets have been approved from Tailscale portal.

sse zyxel.com.tw Trial 14 days left

& Machines & Apps & Services Edit route settings of firewall-b X ing

Machines

Subnet routes

Connect to devices you can't install Tailscale on by advertising

Manage the devices connected to your tai P ranges as subnet routes. Learn more 7

4 machines

MACHINE

firewall-a

192.168.160.0/24

Exit node

Allow your network to route internet traffic through this
machine. Learn more 2

Use as exit node

Kevin.Wud4@zyxel.com.tw

Subnets Exit Node Cancel Save

firewall-b

1IUU.JJ.£00.1IVO ¥ 1.7 Y10

Kevin.Wud@zyxel.com.tw Linux 4.14.207-10.3.7.0-2
Subnets @ Exit Node ©®

Test the Result

Now, Client A know how to rout e traffic and able to access 192.168.168.1 and

192.168.160.1.

C:\Users\NT0323U\Downloads>route print | findstr "192.168.168.0 192.168.160.0"
192.168.160.0 255.255.255.0 100.100.100.1600 100.95.1.123 (0]
192.168.168.0 255.255.255.0 100.100.100.100 100.95.1.123 e

C:\Users\NT0323u\Downloads>ping -n 2 192.168.168.1

Pinging 192.168.168.1 with 32 bytes of data:
Reply from 192.168.168.1: bytes=32 time=86ms TTL=6U
Reply from 192.168.168.1: bytes=32 time=2ms TTL=6U

Ping statistics for 192.168.168.1:

Packets: Sent = 2, Received = 2, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 8Oms, Average = Ulms

C:\Users\NT03234\Downloads>ping -n 2 192.168.160.1

Pinging 192.168.160.1 with 32 bytes of data:
Reply from 192.168.160.1: bytes=32 time=258ms TTL=64
Reply from 192.168.160.1: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.160.1:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 258ms, Average = 130ms
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Case 2: Allow Client A to access internet through Firewall

1. Take Firewall A as example. Enable 0Exit Noded6 and

(©) veN ~ > Taiscale ~

General Seftings

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS, Android, and iOS, and can be managed
through the Tailscale Portal.

Enable @

o
Server Port 41641 (1-65535)
Zone Tailscale g 0
Routing
As an Exit Node ao

Advertised Networks
-+ Add
[J Network =
[0 N_192 168 168
Advanced Seftings ~

Accept routes

Default SNAT

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved .86
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2. Ensure the Exit-Node have been enabled from Tail  scale portal.

Edit route settings of firewall-a X

/N Key expiry is enabled

If this machine’s key expires, your relayed traffic may be
interrupted until you reauthenticate.

Subnet routes

Connect to devices you can't install Tailscale on by advertising
IP ranges as subnet routes. Learn more 7

192.168.168.0/24

Exit node

Allow your network to route internet traffic through this
machine. Learn more 7

Use as exit node

Cancel Save
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3. Client A need to select Firewall A as exit node.

Tailscale
Connected - Using exit node

v
None

Recommended: firewall-a (usgflex500h)
Kevin.Wu4@zyxel.com.tw

zyxel.com.tw
* firewall-a (usgflex500h)

This device: client-a (twnbnt123234-01) (100.95.1.123)

Network devices >
v Allow local network access
Exit nodes >
|
Preferences >
About...

Test the Result

The internet traffic will send to Firewall A.

:\Users\NT0323U>route print
0.0.0.0 0.
0.0.0. 0]

| findstr "0.0.0.0"
0
a .0.
224.0.0. 240.0.
0]
0
0]

f
¢) 192.168.1.1 192.168.1.40
0.0 100.100.100.100 100.95.1.123
0.0 On-link 127.0.0.1
224.0.0. 2U0.0.0.0 On-link 192.168.56.1
224.0.0. 2040.0.0.0
0.0

224.0.0. 240.

On-link 169.254.122.18
On-link 192.168.1.40

:\Users\NT@3234>tracert -d 8.8.8.8

racing route to 8.8.8.8 over a maximum of 30 hops

1lms 100.115.120.97
2 ms 10.214.48.254
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Case3: The devices within the 192.168.168.0/24 and 192.168.160.0/24 subnets can
communicate with each other

Onc e you completed advertised Networks, you can communicate each other.

Test the Result

The ping test from Firewall A

kevin@wujiaxuandeMacBook-Air 8219 % ifconfig enb

enb: flags=8863<UP,BROADCAST, SMART,RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=4@4<VLAN_MTU, CHANNEL_IO>
ether 20:7b:d2:5f:c9:d5
ineté feB80::10:9bda:e5fd:a6c7%en5 prefixlen 64 secured scopeid @x16
inet 192.168.168.4 netmask @xffffff@@ broadcast 192.168.168.255
ndé options=201<PERFORMNUD, DAD>
media: autoselect (10@@baseT <full-duplex>)
status: active

kevin@wujiaxuandeMacBook—-Air 8219 % ping 192.168.160.33

PING 192.168.160.33 (192.168.160.33): 56 data bytes

64 bytes from 192.168.160.33: icmp_seq=0 ttl=126 time=3.301 ms

64 bytes from 192.168.160.33: icmp_seq=1 ttl=126 time=3.267 ms

The ping test from Firewall B

IPvl Address. . . . . . . . . . . : 192.168.160.33
Subnet: Mask . . . . . . . . . . . : 255.255.255.8
Default Gateway . . . . . . . . . : feB80::daec:e5ff:fe62:a7b9%23
192.168.160.1
Wireless LAN adapter Wi-Fi:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Ethernet adapter 25 Zf # R E 4R :

Media State . . . . : Media disconnected

Connection-specific DNS Suffix

C:\Users\NT03234\Downloads>ping 192.168.168.4 —-n 2

Pinging 192.168.168.4 with 32 bytes of data:
Reply from 192.168.168.4: bytes=32 time=3ms TTL=62
Reply from 192.168.168.4: bytes=32 time=3ms TTL=62

Ping statistics for 192.168.168.4:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 3ms, Average = 3ms
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Chapter 2 - Security Service

How to Block HTTPS Websites Using Content Filtering and SSL

Inspection

This s an example of usinga FLEXContent Filtering, SSL Inspection and Security Policy to

block access to malicious or not business  -related websites.

Zyxel cloud server

3. Query cloud 4. Reply result
Lahbbbbbi bbb SRS 11 saman PO ®
B TLITITrrrrTT GC]T@WC]Y e ETTTTTTI T T TP e -
Infernef 5. Take action 1. Access to Facebook
block (redirect) Check FQDHN
5. Take action HTTP check URL

pass / block /wam HTTFS check SN

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Set Up Content Filter

Go to Security Service > Content Filtering . Click Add to create a content f

in Profile Management.

iltering profile

Prefile Munugement

+ Add

D Name % Description % Reference %
I 0
O e ]

Type profile name and enable log for block action in General Settings.

General Seftings

MName Block Youtube

Description

Action block

Log

gII I

Leg allowed traffic
S5L W3 of previous verion Connection  Drop c

Drop Log no -

Tick Streaming Media category  in Managed Categories , and click Apply.

[ shareware Freeware [ sosial Networking [ software Hardware
[ sperts [ stock Trading Streaming Media
[ 1echnical Business Forums [ technical Information [ Text spoken only
Some changes were made
[ Text Translators O rebaces O Trawvel What do you want to do then?

Reset Appk
[ usenet Mews [ wiolence [ wisual search Engine
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Set Up SSL Inspection

In the FLEX, go to Security Service > S 3L inspection > profile > Profile Management , and

click Add to create profile

Prefile Munugement
S
Name % Descriplion % CA Cerlificale = Reference
Type profile Name, and select the CA Certificate to be the certificate us ed in this

profile. Leave other actions as default settings.

@ Security Services v > SSlinspection

Configuration

Name SSL-inspection
Description
CA Cerfificate default -
Minimum Support tis1_0 v

SSL/TLS version

Log no -
Unsupported suit Action pass kS
Log no v
Untrusted cert chain Action inspect v
Log log v

Click Apply to add SSL Inspection profi le.

Some chonges were made

bt o you want te do then 2
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Set Up the Security Policy
Go to Security Policy > Policy control. Edit LAN_Outgoing , and scroll down to profile

section.

Select Content Filtering, and SSL Inspection. Click Apply to save.

Profile

Application Patrel none A

Content Filter Block_Youtube A Log by profile A
S5L Inspection SSl-inspection - Log by profile -

Export Certificate from FLEXand Importitto Windows

When SSL inspection is enabled and an access website does not trust the FLEX
certificate, the browser will display a warning page of security certificate problems.

Go to System > Certificate > My Certificates  to export default certificate from FLEX

@ Systern w = Cerdificate = My Certificates =

iy Certificutes Trusted Certificates

PKI Storage Space

Usage 0%
+ Add & Edit [] Reference [ Import| [E Export Q m
Home % Type = Subject = MEI B Valid From % Valid To 5 Refer... =
clefault SELF CMN=USG_FLEX_Z00OHP_D&... CHN=USG_FLEX 200HP_DSE... My 20 03:43:22 ... oy 26 03:43:22 ... 2

Click Export Certificate to export certificate file, and Save default certificate as

default .crt file to Windows OS.

Export Cerfificate X

Passweatad

Leave the password field Rlank to expornt certiicate only o fil in password to
export cerifcate with private key

Export Cerfificate
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In Windows Start Menu > Search Box , type MMC and press Enter.

B 0O &

Best match

mmc
Run command

Search suggestions

P mmc - See web results

Filters

In the mmc console window, click

Consolel - [Consale Root]

File  Action ‘View Favorites  Window Help
4= Newy Ctrl+M
= Open... Ctrl+0
i Sawe Cirl+5
Save As..
Add/Rernove Snap-in.. Ctrl +hd

Options..,

T devmgmtmsc
2 services.msc

3 lusrmgr.msc

Exit

4 Cilsersh. \Desktophcer.msc

In the Available snap -ins, select the Certificates and click Add button. Select Computer

account > Local Computer

File > Add/Remove Snap -in...

. Then, click Finished and OK to close the Snap-inswindow.

Available snap-ins:

Snap-in

=" ActiveX Control
Authorization Manager
- Component Services
A Computer Managem...
=4 Device Manager
=f Disk Management

2] Event Viewer

I Folder
&, 1P Security Monitor
&, 1P Security Policy Ma...
] Link to Web Address
&\ ocal Users and Gro...

2| NAP Client Configura...

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

»

m

Selected snap-ins:

[ Console Root
| 5¥ Certificates (Local Computer]l

[

Edit Extensions...

Remove

Move Up

Move Down

Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root
Certification Authorities, rightclick Cer ti fi cate > All Tasks > | mport é
@ File Action View Favorites Window Help
9| sE olc= HE
a 5l Certificates (Local Computer = Object Type
v [ Personal |—‘ [ Certificates
I |_| Trusted Root Certificatinnl
| Enterprise Tru Find Certificates...
v Intermediate [ A Tasks | Find Certificates...
i [ Trusted Publis
» [ Untrusted Cer View g Import...
v 1 Third-Party Rg New Window from Here
’ —' Trusted Peop New Taskpad View...
i 1 Other People
¢ [ Homegroup b Refresh
¢ [ McAfee Trust Export List..
L PC-DNorctar Tn Hel
< | I | Eg p
Click Next. Then, Browse..., and locate the default .crt file you downloaded earlier. Then,
click Next.
File to Impart

Spedfy the file you want to impaort.

File name:
C:\Jsers\USER \Downloads\default.ort Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7B)
Microsoft Seriglized Certificate Store (LS5T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities.  Click Next, then click Finish

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..
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Test the Result

Using Web Browser to access the

page.

YouTube. The gateway will redirect you to a blocked

Categary
Blocked URL

Content Filtering

Access Restricted

Block Web Sites
hitps: ZAsana youtube . com. bl

Web access is restricted. Please contact the administrator.

Go to Log & Report > Log/Events and select

Content Fil tering to check the logs.

Category

71

103

154

Content Fiter

Time &

2023-05-29 19:11:15

20230529 19:11:02

20230529 19:10:42

2023-05-29 19:09:33

20230529 19:09:33

2023-05-29 19:09:33

@ LogaRepert v > Loa/Events w

Calegory #

conteni-filter

conteni-filter

conten-filter

conten-filter

conteni-filter

content-filter

V Filter v

& Refresh  Q Clear Log

Message &

www.youtube.com:Streaming Media, Rule_name:LAN_Cutgoing, SSEN (Content Filter]

youtube-uilgoogle.com: Infemet Services, rule_rame: LAN_Outgoing

www.youtube.com:Streaming Media, Rule_name:LAN_Cutgsing, SSEN (Content Fiter]

www.youlube.com: Streaming hMedia, ruls_name: LAN_Outgeing

swwrw.youtube.corm: Streaming Media, rule_narme: LAN_Outgoing

www.youlube.cor: Streaming Media, ruls_name: LAN_Outgoing

Source &

192.168.168.34

192.168.168.33

192.148.168.34

192.148.168.34

192.168.168.34

192.168.168.34

Desfinafion %

34.206.85.242

192.148.148.1

34.20685.242

148.96.1.1

168.96.1.1

168.26.1.1

Rows perpage;

you x

Male 3

WEB BLOCK

DS REDIRECT
WEB BLOCK
DNS REDIRECT
DNS BLOCK

DNS BLOCK

50 - 16016
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Go to Security Statistics > SSL Inspection > Summary. Traffic is

inspection.

www.zyxel.com

inspected by SSL

@ Security Statistics = = SSllnspection + > Summary -

Summary Cerfificate Cache List

General Seltings

Status

Wicimurm Concurrent Sessions 1000

Concurrent Saessions

Summary

351 Sessions Total 3553
Inspected 3430 (76.547%)
Decrypted 48.24 Mhytes
Encrypted 48.05 Mhytes
Blocked 0
Passed 123

Go to Security Statistics > Content Filter to check summary of all events.

@ Secunl by Stalisties > CondentFiller »
Click the pie chart to switch fo the ilem evenis
e »
I W Sfreaming Media 18 (100%)
Content Filter Events
Time = Action = URL/Domain & Profile & Category = Souee IP S Deslinafion IF =
2023-05-29 18:25:10 BLOCK www.youtube.com.bw Block_Youlube Streaming Medic 192.168.168.34 92.6.29387
2023-05-29 18:25:09 BLOCK wwvw youtube.com.tw Block_Youtube Shreaming Media 192.168.148.34 52.6.253.87
2023-05-29 18:25:08 BLOCK www.youtube.com.iw Block_Youtube Streaming Media 192.168.148.34 52.6.25387

m
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How to Configure Content Filter with HTTPs Domain  Filter

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service. The filtering feature is based on over 100 categories that is built in

USG Flex H such as pornography, gambling, hacking, etc.

When the user makes an HTTPS request, the information contains a Server Name
Indication (SNI) extension fields in server FQDN. Using the SNI to query category from
local cache then the cloud database, then take action when it matches the block

category in the Content Filter profile.

Lyxel cloud server

3. Query cloud 4, Reply result
@ - O 11 canmm JO e 9
‘ ............................. GOfeWC]y 4‘ ......................... PC
Infernet 5 Tqke action 1. Access to Facebook
block (redirect) Check FQDN
>. Take action HTTP check URL

pass / block / warn HTTPS check SNI

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the Content Filter

Go to Security Service > Content Filtering > Profile Management > Add a Content Filter

profile . Configure a Name for you to identify the  Content Filter profile

0Soci al _ NetQoofirghre theg édction to block when the Content Filter detects

events.

such as

@ Security Service w =  Content Filtering -

General Settings

Marme Social_Metworking
Description

Action black -
Log log alert -

Log allowed traffic D
35L V3 or previous version Connectfion  DFOP ()

Drop Log log alert

Navigate to Test Web Site Category and type URL to test the category and click

Query .

Test Web Site Category

URL fo fest hitps://www.facebock.com

=

If you think the categery is incorrect, click this link to submit a request to review it.
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You wi l

see

t he

category

both HTTP and HTTPS Domain you specified.

Mezzage

domain category result: social-networking
url category result: social-networking

Scroll to the Managed Categories

recorded in the

section, and select categories in

control access to specific types of Internet content.

this section to

external

O Major Clobal Religions
O Mebile Phone
[0 online shopping

[0 PersonclPages

[ professional Netwerking
O religion Ideclogy

[0 Restaurants

Social Networking

[ technical Business Forums
O rwave

O web ads

O sormimes = -

[ Potenticl Criminal Activities

Content Filtering  +

O Marketing Merchandising
O Moderated
[ PzrrFile sharing

O Phermacy

[ Potential Hacking Computer Crime

O Provocative Attire

O remote Access

O sehool cheating Information
O software Hardware

[ Technical Information

[ usenet News

O web Mail

O Mecdic Downleads
O Moter venhicles
[ epues

O Ppolitics Opinion
[ Potential llegal Software
O public Information
O reserved

[0 search engines
O sports

[J text spoken Only
O viclence

O web Mestings

O media sharing
O won Profit Advocacy NGO
O Perked Domain

O pPemography

[ Frivote IP Addresse
[ reclEstate

[ residential IP Addresses
O sexual materials

O stock Trading

[ Text Transiators

[ visual search Engine

O web Phone

O Messaging

O nusity

[0 Personal Network storage:
O Portal sites

O rrofanity

O Rrecreafion Hobbies
O Rresource Sharing
O shareware Freeware
O streaming Medic
O rtoboces

O wecpons

O unrated
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Set Up the Security Policy

Go to Security Policy > Policy Control to configure a Name for you to identify the
Security Policy profile. For From and To policies, select the direction of travel of packets
to which the policy applies and apply the Profile > Content Filter 0Social_Networking 6 o n

this security policy.

@ SecurtyFoicy v > Foliey Confral =
Configurafion
Erabls [ o)
Neme Slock Social Netwarkic
Description
Source any &
Destination any &
enice any &
=r ary &
Schedule none 2
Action allows -
og no -
Profile
Application Patrol none -
Content Filter Seeial Metworking Lag by profie -
350 Inspection nons -
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Test Result

Type the URL http:// www.facebook.com / or https:// www. facebook .com / onto the

browser and cannot browse facebook .

0 Privacy error x +

&< C M A Notsecure | hitps//www.facebook.com

A

Your connection isn't private

Attackers might be trying to steal your information from www.facebook.com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Acvanced m

Navigate to Log & Report > Log / Events, you will see [alert] log of blocked messages
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How to Block Facebook Using a Content Filter Block List

This is an example of using USG Flex H UTM Profile in a Security Policy to block access to
a specific social network service. You can use Content Filter and Policy Control to

make sure that a certain web page cannot be accessed through both HTTP and HTTPS

protocols.
Block list
4 ;
3. Query : ! 4. Reply result
2. Responder 5. Inspected file
: v
L O 11 sannn JOrn Y
n Gateway PC
Internet 1. Initiator

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG F LEX 500H (Firmware Version: uOS 1.10).
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Set Up the Content Filter

In the USG Flex H go to Security Service > Content Filtering > Profile Manageme  nt >
Add a Content Filter profile . Configure a Name for you to identify the  Content Filter

profle such as 0Fac e b@onfigureBteo Adtian. to block when the Content

Filter detects events.

@ Secunty Service ~ = Content Filtering ~
General Seftings
Name Focebook _Block
Descripfion
Action block -
Log og alert v
Log allowsd traffic C’
55L V3 or previous version Connection Drop ()
Drop Log log alert -

Go to Block Listand type URL 0%*. f aaddbtbeoURE that gau dvant to
block .

Black List

+ Add
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Set Up the Security Policy

Go to Security Policy > Policy Control to configure a Name for you to identify the
Security Policy profile. For From and To policies, select the direction of travel of packets
to which t he policy applies and apply the Profile > Content Filter OFacebook Block 6 o n

this security policy.

Configuration

Enable

Mome

om '
- I
kkkk a &
Dest o 4
i @ &

r an &
hedul none ra

Action allow

Profile

Application Patrol none

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved . 106



ZYXEL

NETWORKS

Test the Result

Type the URL http:// www.facebook.com / or https:// www. facebook .com / onto the

browser and cannot browse facebook

0 Privacy error x +

&< C M A Notsecure | hitps//www.facebook.com

A

Your connection isn't private

Attackers might be trying to steal your information from www.facebook.com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Acvanced m

Goto Log & Report > Log / Events, you will see [alert] log of blocked messages

Category ¥

1 2023-05-22 15:34:59 content-fiter
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How to block YouTube access by Schedule

This is an example of using the USG Fl ex H to block access YouTube access by schedule.
You can use Application Patrol and security policy with schedule settings to make sure
that YouTube cannot be accessed in your network at a specific prohibited time. This

article will guide you on how to dep loy it.

y X @ Prohibited time

Pass@ Allowed time

3 YouTube

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Schedule

Go to Object > Schedule > Recurring > Add Schedule Recurring Rule . Configure a
Name for you to identify the  Schedule Recurring Rule . Secify the Day Time hour and

minute when the schedule begins and end s each day.

@ Object + = Schedule

Configuration

Name Youtube_Block_Time

Description

Day Time

Start Time 09:00 am © Monday -
Stop Time 05:00 pm © Monday -
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Create the Application Patrol profile

In the USG Flex H, go to Security Service > App Patrol > General Settings > Application
Management . To add an App Patrol profile, configure the profile name and select
0Search Applicaton 6 .Then enter the keyword Oyoutelatdde 6 t o sear

results and select all YouTube -related apps and click  Add.

Add Application *

Category and
Applicaticn youtube (<]

e Audio/Video (1/205) ~
YouTube TV

Web (6/2568) A

Youtube.com

youtube Audio/Video

youtube Upload

Youtube HD

YouTube Kids

Youtube Music

Innnnnn

Llog e Log Alert -
Action o Reject -
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Set Up the Security Policy

Go to Object > Service to add a UDP 443 service object.

@ Ohject = =  Sarvice -

Configuration

Name
Descrption
P Protocol
Starting Port

Ending Fort

QUIC_UDP_443

Ny bt
443 {1..65533)
443 {1..655335)
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Go to Security Policy > Policy Co ntrol to configure a Name for you to identify the
Security Policy profile. For From and To policies, select the direction of travel of packets
to which the policy applies. Select the service QUIC_UDP443 and select the Schedule

that defines when the policy  would be applied.

I'n this example, select O0Youtube_ Bl ocked_ Ti med.
@ Security Policy = >  Policy Confrol =
Configurafion
Enable ()
Name Block_QUIC_UDP442
Descripfion
Zrom LAN &
- WA &
Source LANT_SUBNET V4
Destination any &
Service QUIC_UDP_443 &
User any &
Schedule Youtube_Block_Time &
Acfion deny -
0z og alert -
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Add another security policy to block YouTube by schedule. To configure a Name and

the From, To traffic direction. Select the  Schedule that defines when the policy would

be applied. Finally, to scroll down the Profile, check Application Patrol and select a

profile from the list box. In this example, Schedule : Youtube Block Time; Application

Patrol : Youtube.

@ Security Policy = > Policy Confrol -

Configurafion
Enakle D
Mome Block_Youtube
Description
rom o &
- VWA &
Source LANT_SUBMET V
Destination any &
ervice an &
User arny &
Schedule Youtube_Block_Time &
Action allow -
-og og alert -
Profile
Application Patrol Youtube - Log by profile -
Content Fitter nons -
35L Inspection nons -
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Then go back to the security policy page and move the security priority of block UDP

443 is higher than block YouTube by schedule.

[0 stanse Prioty & Nme From & o source & Desfination & senvice & User ¢ Schedule & Action ¢ log & profile
o ¢ 1 Block QUIC_UDP... LAN WAN LANI_SUBNET any QUIC_UDP_443 any Youtube_Block_T... deny log-olert
o ¢ 2 Block_Youtubs LAN waN LANI_SUBNET any any any Youtube_Block_T... allow log-clert 2%
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Test the Result

Type the URL http:// www.youtube.com / or https:// www.youtube.com / onto the

browser and cannot browse YouT ube.

*» YouTube x +

&« C ¥ & youtubecom

= DYoulube ™ Search 2|

Connect to the internet

You're offline. Check your connection

RETRY

Open the YouT ube APP on the phone and cannot access to YouT ube.

ol BEASR T

» YouTube

Connect to the Internet

You're offline. C onnection
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Goto Log & Report > Log / Events, you will see [alert] log of blocked messages

Time & Category & Massage & Souce & Destingtion & Note &

opp-pairal
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How to Control Access to Google Drive

This isan example of using a FLEX UTM Profile in a Security Policy to block access to a
specific file transfer service. You can use Application Patrol and Policy Control to make
sure that a certain file transfer service cannot be accessed through both HTTP and

HTTPS protocols.

Security Service Check

BECBAB

Google Drive & Docs

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create app patrol profile

Go to Security Service > App patrol > Profile management, and click Add to create
profile

App Fatrol

General Setfings

Collect Statistios Enoble

o]
Ancilyze Al Troffic (} i ]
Frofile Management
+ add m
[ Hame s Descripfion & Reference &
[ defaull_prafils 1
Click add to add application in this profile.
@ Security Services A
General Setting:
\ BlockGoogleDr
Descriptior
Application Management
.
Priority $ Category Application & Log Action &
No data
R 50 1
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Search Google Documents(aka Google Drive)

Action set to Drop, and click Add.

Add Application

Category and
Application

Log

Action

Google document (<]

Web (1/2687) ~

Google Documents (aka Google Drive]l

1)
«Q
<

s n

Set Up SSL Inspection on the FLEX

, and select this Application.

In the FLEX, go to Security Service > SS L inspection > profile > Profile Management , and
click Add to create profile
Profile Menagement
:
Hame & Descalpfion CA Corfficate & Reforence &
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Type profile Name, and select the CA Certificate to be the certificate us ed in this

profile. Leave other actions as default settings.

@ Security Services w > S5l nspection w

Configuration

Name SSL-inspection
Description
CA Cerfificate default v

SSL/TLS version Minimum Suppor tis1 0 -
Log no v
Unsupported suit Action pas v
Log no -
Untfrusted cert chain Action inspeot .
Log log -

Apply profile to security policy
Go to Security Policy > Policy control. Edit LAN_Outgoing , and scroll down to profile
section.

Select Application Patrol, and SSL Inspection.

Profile

Application Patrol BlockGoogleDrive ¥ Log by profile v
Content Filter none v

SSL Inspection SSL-inspection v Log oy profile v
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Export Certificate from FLEX and import to Lan hosts

When SSL inspection is enabled and an access website does not trust the FLEX
certificate, the browser will display a warning page of security certificate problems.
Go to System > Certificate > My Certificates  to export default certificate from FLEX
@ System w = Cerlificate = = My Certificates -
iy Certificutes Trusted Certificates
PKI Storage Space
Usage 0%
+ Add ¢ Edit [] Reference [ Impori Q m
Nome % Type % Subject % Mer * Valid from % Valid To % Refer... %
clefault SELF CMN=USG_FLEX_Z00OHP_D&... CHN=USG_FLEX 200HP_DSE... My 20 03:43:22 ... oy 26 03:43:22 ... 2

Click Export Certificate to export certificate file, and

default .crt file to Windows OS.

Export Cerfificate X

Passwrord

Learwve the password field Blank to expont cettiicate only o filin password to
axprort cetificats with private key.

Export Cerfificate

Filters ~

5 0O @

Best match

@ mmc
Run command

Search suggestions

£ mme - see web results >

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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In Windows Start Menu > Search Box , type MMC and press Enter.
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In the mmc console window, click

@ Cansolel - [Cansole Root]

1 dewmgrntimsc

2 services.msc

3 lusrmgr.msc

4 ChUsers\. \Desktophcermsc

Exit

File Action View Favorites  Window  Help

s Mews Ctrl+M

[= Open... Ctrl+0

] Save Ctrl+3
Save As..

Add/Rernove Snap-in.. Ctrl +hd
Options...

File > Add/Remove Snap -in...

In the Available snap -ins, select the Certificates and click Add button. Select Computer

account > Local Computer

. Then, click Finished and OK to close the Snap-inswindow.

Available snap-ins:

Snap-in Vendor

=" ActiveX Contraol

[/ Certificates

= Component Services
& Computer Managem...
=4 Device Manager
=7 Disk Management

2] Event Viewer

I Folder
.g IP Security Monitor
.g IP Security Policy Ma...
= Link to Web Address
&\ ocal Users and Gro...
2| NAP Client Configura...

Microsoft Cor...
[T3 Authorization Manager Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

»

m

Selected snap-ins:

[l Console Root
Iﬁ Certificates (Local Computer) |

[

Edit Extensions...

l

Remove

Maove Up

Move Down

Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root
Certification Authorities, rightclick Cer t i fi cate > All Tasks > | mport é
@ File Action View Favorites Window Help
=B olc= BHE
4 5 Certificates (Local Computer || Object Type
» . Personal l_‘ [ Certificates
I |_| Trusted Root Certificatinnl
i (2] Enterprise Tru Find Certificates...
» = Intermediate [ ) Tasks »]  Find Certificates..
i [ Trusted Publis
v [ Untrusted Cer View b Import...
i [ Third-Party Re New Window from Here
’ _I Trusted Peopl New Taskpad View...
i 2] Other People
i [l Homegroup b Refresh
i [ McAfee Trust Export List...
L PC-DNorctar Tn Hel
< | n | elp —_— n

Click Next. Then, Browse..., and locate the default .crt file you downloaded earlier. Then,

click Next.

File to Import
Spedfy the file you want to impaort.

File name:
C:\Jsers\USER \Downloads\default.crt Browse. .,

Maote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS £12 (PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7E)
Microsoft Serialized Certificate Store ((55T)
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Root Certification Authorities.  Click Next, then click Finish

and then click Browse and find Trusted

=

&% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for

the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..

Test the Result

Access to Google drive

patrol.

Go to Log & Report > Log/Events and select

Application Patrol to check the logs.

from Lan host to verify if it is block ed by firewall Application

e

5

@ Log & Report

Category  Appiication Pairol ~  VFiterv & Refresh & Clearlog

2023-09-15 14:45:53 Application Patrof

Log /Evenfs v

Calegory ¢ Message & Source & Destination &

Rule_name:LAN_Outgoing App:[Web]google_docs SID:

) 192.168.168.33 142.251.43.14
97583104

Note &

ACCESS BLOCK
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How to Block the Spotify Music Streaming Service

This is an example of using a FLEX UTM App Patrol Profile in a Security Policy to b lock the
Spotify Music Streaming Service. You can use Application Patrol and Policy Control to

ensure that the Spotify Music Streaming Service cannot be accessed on the LAN.

Prioritize

N I S
=||ih| @ || O

Throttle

8,

Application Firewall LAN Hosts

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).
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Create a App Patrol profile

Go to Security Service > App patrol > Pr ofile management, and click Add to create

profile .

App Parol

General Seflings

Callect Statistics Encille D
Ancityze Al Troffic ‘) (i ]
Profile hanagement
+ Add m
[J Home s Descripdion Refererce

[ defaull_prafils 1

Click add to add application in this profile.

General Seflings

Harne APPSR
Description

Application Manogement

.

mrinm ] Categery & Applicafion &

MNe data

kows perpage: S0« afo 1

Search Spotify, and select this Application. Action set to Drop, and click Add.

Spotiy [<]
Auciiofickes [2/226] ~
Spotity
Spotity Aucic)
ety [1/2637) ~
Spotify Vide
Log

Concel n
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Apply profile to security policy

Go to Security Policy > Policy control. Edit LAN_Outgoing , and scroll down to profile

section.

Apply Application Patrol profile to Security policy.

Frofile

Applicotion Potrol APPIETT - Loy by parcfile
Content Rliter none -

S5L Inspeaction none -

Test the Result

Access to Spotify from Lan host to verify if it is blocked by firewall Application patrol.

Go to Log & Report > Log/Events and  select Application Patrol to check the logs.

@ log & Report = = Llog/ Brentr «

Category ~ Application Patrol - % Fitter + (% Refresh < Clear log

e Time & Cotegary & fhessage & Saurce & Destination &
& 2025-0529 20-1551  app-patrol :;;;_mme-mw_omgomg fpp:[udioMdeolspofity SIDBBT o | o134 3518802425
7 2023-05-2920:15:51  app-patrol E;’:—mmem“-ou'gmng AppipudicMdsclipetitn SDIF o e 3518622425
8 2003-05-29 201551 app-patrel ::;i—nc‘me““-ou'gdng ApprlaudioMdeclipetitn SD3% g g 3518622425
P 2023-0529 20:15:51  cpp-patrol ::éifmme"‘mfou'gmg App:[udioMicdeelqpofity SIDIR o | o s ag 35.186.024.25
17 20230509 2001 5ds  cpppatrel :;’;*"Gme"‘ANfou'g‘)i"g App: [udlioMcdeeTspofify SIDIR o) | o0 s aa 35.156.224.25
18 2023-05-29 2001 5:46 aipp-patrel :;J;i_nc:me:LAN_Outgoing Ao Mcdec]petity SID345% 19216316834 3518622425
15 2023-0529 20115446 cipp-patrol ::éifmme"‘mfou'gmg App:[udioMicdeelqpofity SIDIR o | o s ag 35.186.024.25

o m

Hote &

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK
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How does Anti -Malware Work

There are many

viruses exist on the internet. And it may auto -downloaded on

unexpected situation when you surfing between websites. The Anti -Malware is a good

choose to protecti

ng your computer to downloads unsafe application or files.

fvxel cloud server

3. Query cloud 4. Reply result
2. Responder 5. Inspectedfile
----------------- = P
O ] -~ mrarerrrs RS .
Gateway e
e -
Internet 1. Initiator
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Enable Anti -Malware function to protecting your traffic

Go to Security Service > Anti-Malware . Turn on this feature . Select Collect Statistics and

Scan and detect EICAR test virus

@ Secutity Sarvice = Anti-Malware = Anti-Malware -

Anti- Malware

General Seltings

Enable Anti-Malware ()
Collect statistics ()
Scan and detect EICAR test virus ()
File size limit 10 [fi)

Select Destroy infected file and log in Actions When Matched

Actions When Matched

Destroy infected file m

Log log -

Copyright © 202 5 Zyxel and/or its affiliates. All rights reserved
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Test the Result

Download EIACR file from a LAN host to verify if Anti  -malware works for detection.

Go to Log & Report > Log/Events and select Anti Malware to check the logs.

Category  Anti Malware - V Filter v (5 Refresh & Clear Log Q m
#3 Time & Category + Message % Source & Desfination Note
Virus infected $SIIN Type:Cloud Query Virus:i
s . dlicious.Trojan.44d88612fea8a8f38de82e1278
1 2023-03-14 09:31:17 anfi-malware Abb0%f Fle:sicar.com bt ProtocolHTTP mds-4 89.238.73.97 192.168.168.36 FILE DESTROY
4dB8612feaBasf36dede1278abb02f

Go to Sec urity Statistics > Anti-Malware to check summary of all events.

Last 24 Hours Summary Topenfryby | ViusNome -
Virus Name: Hit Count
B Malicious.Trojan bSeffb69654705687452¢0. .. 1011.11%)
B Maiicious Trojan.c8d4c] 5ee5113567215M08... 1 (11.11%)
Maiicious Trojan.b9d517e51d56ck48d5eb. . 1011.11%)
B Malicious.Trojanbac7921 ee245495729902... 1(11.11%)
B Malicious.Trojan.4f100dccée3bdécaibaza... 1011.11%)
W Others 4(44.45%)
Anti-Malware Statisfics Events
Q m
Time $ +Allow List & Virus Name & Hash & Source IP & Destinafion IP %
2023-02-09 08:51:51 Malicious Trojan.b9efibé9654705e87482c0ffdB073ade b9efio69654705687482c0fd8...  192.168.107.23 192.168.168.34
2023-02-09 08:51:43 Malicious Trojen.dBd4c 15651 135672f5fb86e 1761 fos dBdldc] See5113567215M086e ... 192.148.107.23 192.148.168.34
20230209 08:51:42 Malicieus Trojan b9d5 17651 d3sck £48d5eb3d0700ac 2420 £9d517e51d56ch48056b3d07...  192.168.107.23 192.168.168.34
2023-02-09 08:51:40 Malicious Trojon baa7 921 ee 245495729902 480903c 262 bO079216245495729902048...  192.168.107.23 192.168.168.34
2023-02-09 08:51:39 Malicious Trojen.4f1 00dccéelbdéc3b32a8046137589% 4F100dccéedbdécaibl2aBiss...  192.148.107.23 192.148.168.34
2023-02-09 08:51:37 Malicious.Trojan.3dcc36e71 64d4d] d2d2c8cdb93iBabas 3dcc3se7164ded 1d2d208ed...  192.168.107.23 192.168.168.34
2028-02-09 08:51:36 Malicious.Virus $306182a6ci464550CF 1 1294, 192.168.107.23 192.168.168.34
2023-02-09 08:51:34 Malicious Trojen.c7d7bab 1b1d627dd32d4b42a72dbb02 c7d7bab] bld627dd30d4bs2...  192.148.107.23 192.148.168.34
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How to Detect and Prevent TCP Port Scanning with DoS
Prevention
This is an example of using a USG Flex H DoS Prevention Profile to protect against

anomalies based on violations of protocol standards (RFCs Requests for Comments)

and abnormal traffic flows such as port scans.

0

Anomaly Attacks
(Port scan - Flood ~ Sweep attacks)

‘Q’Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
1.10).
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Set Up the DoSPrevention

In the USG Flex H go to Security Policy > Dos Prevention
Name for you to identify the
Detection

detected.

and Flood Detection

profile s uc h

as

> Add a profile . Configure a

0 Do S _ Fonéigure the i $cano .

to block when the Dos prevention events were

)
&

General sefing

Scan Detection

0O OD OO0 0D
i

O

(€)  secume

3

Flood Detection

Block Period

O

o O O

Name ¥

(flood) ICMP Fload

[floed) IP Flood

[flood) TCP Flood

[flood) UDP Floed

o9

og

og

og

Acfion %

block

block

block

block

Threshold %

1000

1000

1000

1000
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Set Up the DoS Prevention Policy

In the USG Flex H go to Security Policy > Dos Prevention > DoS Prevention P olicy
Configure a Name for you to identify the policy such as o0DoS_FEonBgurenti ono.

the From and Anomaly Profile to block when the DoS prevention events were detected.
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