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Chapter 1- VPN

How to Configure Site -to-site IPSec VPN Where the Peer has a
Static IP Address

This example shows how to use the VPN Setup Wizard to create a site  -to-site VPN with the
Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed sec

urely.

HQ
100.100.100.254

i NI TTTT I
VPN Tunnel

192.168.168.0/24

VPN Tunnel

2YXEL

Branch
100.100.200.254

192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site  -to-
Site. Click Next.

Q e VPN v > SitetoSte VPN v
1 Scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
IKE Version O Kevl @ Kkev2
7] 5
O Custom
Behind NAT @ None
O Localsite
@ Licensing v O remote site
@ Network
@ w

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 6
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click  Next.

VPN v > StetoSite VPN v
scenaic ————— 2 Network 3 Authentication 4 Policy & Routing 5 Summary

My Address Domain Name / IP 100.100.100.254

Peer Goteway Address Domain Mame / IP 100.100.200.254)

e I—WI ------ U

Local Site Remote Site

100.100.100.254 100.100.200.254

m

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 7
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre -Shared Key. Click Next

VPN w > SitetoSte VAN w

Scenarioc ———— Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Pre-sharedkey | meeereer
O Cerlificate ceteun

m
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VPN > Site to Site VPN > Scenario > Network >  Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

VPN v > SitetoSite VPN w
Scenario —— Network ————— Authentication ————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local Subnet 192.168.168.0/24

Remote Subnet

P N ———

Local Site Remote Site
192.168.168.0/24 192.168.160.0/24
100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VPN « > SitetoSie VPN

Scenario ———— Network ———— Authentication ——— Policy & Routing ————— 5 Summary

Configuration

Name H@toBranch
IKE Version 2
Scenario wizard
Type Policy
& Edit
Network
Local site 100.100.100.254
Remote Site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.168.0/24

Remote Subnet 192.168.160.0/24

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 10
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\'I

"Y' Note: Beginning with uOS 1.37, IKEv2 supports AES -GCM encryption.

Phase 1 Settings - When AES-GCM is selected, PRF algorithm is used for key derivation.

Authentication is not used.

Phase 1 Settings
SA Life Time 86400 (180 - 2000000 Seconds)

+ Add Remove

Proposal O Authentication/PRF *

O AES128-GCM v PRF-SHA1 -
DES =
30ES Diffie-Hellman Groups DHZ2E® DHL O ~ PRF=-MD5
AESIZ8 I | pRE-sHA1
AES192 PRF-SHA256
AES258 PRE-SHA384
AES128GCM PRF-SHAS512

AES192GCM

AES256GCM

Phase 2 Settings - AES-GCM handles both encryption and authentication internally, so

there is no additional integrity algorithm.

Phase 2 Settings

Initiation ® Auto O Nailed-up QO Responder Only
+ Add Remove Reference
Palicy O Name 2 Local ¢ Remote ¢ Protocol ¥ Refe
O testspl 182.168.168.0/24 192.168.1.0/24 Any v o
SA Life Time 28800 {180 - 3000000 Seconds)

+ Add Remove

Proposal DES O |Encryption # Authentication *

e O AES128GCM - Built-in

AES12B

AES192 Perfect Forward Secrecy (PFS) CH2 @ DHI4 @ -
| aeszse

AES12B6CM

AES192GCM

AES256GCM

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 11
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site  -to-
Site. Click Next.

Q =« VPN w > SitetoSite VPN v

82 Dashboard - 1 scenario 2 Network 3 Authentication 4 Policy & Rouiing 5 summary

BranchtoHa]

IKE Version O Kkev ® Kev2

Type @® site-to-Site

Q custom

Behind NAT ® None

Q Localsite
S Licensing v QO Rremote site

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 12
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click  Next.

www.zyxel.com

VPN w > SitetoSite VPN v

Scenaio —— 2 Network 3 Authentication 4 Policy & Routing

Peer Goteway Address Domain Name / IP 100.100.100.254

e I—WI ------ I

Local Site: Remote Site

100.100.200.254 100.100.100.254

5 summary

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre -Shared Key. Click Next.

VPN w > SitetoSite VPN -

Scenarioc ————— Network —————— 3 Authentication 4 Policy & Routing 5 summary
fueaten @ Freshersd Key
QO ceriificate R

Canes! m

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 14
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VPN > Site to Site VPN > Scenario > Network >  Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

VAN v > SieloSits VPN w
Scenaro ———— Network ———— Authentication ————————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local Subnet 192.168.160.0/24

Remote Subnet 192.168.168.0/24

SR ———

Local Site Remole Site
192.168.160.0/24 192.168.168.0/24
100.100.200.254 100.100.100.254

m
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VPN > Site to Site VPN > Scenario > Network >  Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VPN v > SitetoSite VPN v

Scenaric ——— Network ————————— Authentication ——— Policy & Routhng ——————— 5 Summary

Configuration

Name BranchtoHQ
IKE Version 2
Scenario wizard
Type Policy
& Edit
Network
Local site 100.100.200.254
Remate Site 100.100.100.254

Authentication

Authentication pre-snared-key

Policy & Routing

Local subnet 192.168.160.0/24

Remote Subnet 192.168.168.0/24

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 16
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

B Administrator: Command Prompt

ion 10.0.22000.1455]
All rights reserved.

Value

Intel(R) Ethernet Connect]
8C-16-45

Yes
192.168.168.33
255.255.255.0 3 -
Friday, February 3, 2023 \SIY from 192
Saturday, February 4, 20 Rep 1\ from 192
192.168.168.1

es of data:
t ime=1ms
t ime=1ms
t ime<lms
t ime=7ms

,160,1,
.160.1:
.160.1:

.168
.168

byte
bytes

192.168.168.1 ing statistics for 192.168.160.1:

88838 Packets: Sent = 4, Received = 4, Lost = O (0% loss)
v Approximate round trip times in milli-seco

es

Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::e

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

S \WINDOWS\system32>,

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

(€) venstatus v > PSec VPN = 3 SitetoSite VPN =
Site fo Site VPN Remote Access VPN

Connectivity Check

%) Disconnect (% Refresh | @ Connectivity Check

#% Name * Policy Route ¥ Remote Gateway ¥ My Address ¥
~ Custom
1 HQioBranch 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254 100.100.100.254

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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How to Configure Site -to-site IPSec VPN Where the Peer has a

Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site  -to-site VPN with the
Peer has a Dynamic IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HQ
100.100.100.254

Branch
Dynamic Address

2YXEL

192.168.168.0/24

VPN Tunnel

NI T T T T I
VPN Tunnel :

192.168.160.0/24

Copyright ©

2026 Zyxel and/or its affiliates. All rights reserved.
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Custom.
Click Next.

Q e VPN w > SitetoSte VPN ¥
7 1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
IKE Version O Kkew ® Kevz
8 oy af -

Type Q site-to-site

P L -
@ nefwork v
@ ven ~
@ security Policy v

B togereport v m

VPN > Site to Site VPN
Type My Address and select Peer Gateway Address as Dynamic Address. Type a secure

Pre-shared key.

Genera I Sefting:
a»
QO Ken ® Kev2
Type O Foute-Based ® FPolicy-Based
Network
Q oo

Authentication

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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Scroll down to find the Phase2 setting. Type Local and Remote Subnet and select

Responder Only. Then click save change.

Phase 2 Settings
Inifiation O avie (O Nalledup | (®) Responder Only
Policy
+ Add m
[J tocal = Remote & Prolocol & Active Protocol % Encapsulafion %
192.168.168.0/24 192.168.160.0/24 Any - ESP - Tunnel - X
Rowsperpogs: 50 + Tofl 1
SA Life Time 28800 80 - 3000000 Seconds)
Proposal
+ Add m
[ Encryption & Authenfication %
[ ces128-cbe hmac-shal
Rowsperpogs: 50 w Tofl 1
Diffie-Hellman Groups DH2 -

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 20
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Custom.

Click Next.

= 1 scenario
M "Name
KE Version
’ Type
S Licensing v
@ Networ >
@ w A

Site fo Site VPN
(@ Security Policy v

[ Log & Report 7

Q ze VRN v = StetoSte VRN v

2 Network 3 Authentication 4 Policy & Roufing 5 summary|

O Kevi @® Kev2

Q site-tossite

VPN > Site to Site VPN

Type My Address as 0.0.0.0 and type Peer Gateway Address. Type a secure Pre

key.

VPN v > StetoSite VRN v

General Seffings

Authentication

Authentication @ Preshared Key

QO cerfificate

@ Policy-Based

Enable »

Name BranchtoHQ

IKE Version O Kevi ® IKEv2
Type O Route-based
Network

My Address Domain Mame / IP

Peer Gateway Address @ Domain Name /1P

O oynamic Address

0.

100.100.100.254

Copyright ©

2026 Zyxel and/or its affiliates. All rights reserved.
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Scroll down to find the Phase2 setting,

type Local and Remote Subnet. Then click save

Phase 2 Seftings
Inifiotion ® svo O Naiedup () Responder Cnly
Policy
+ Add m
[J loca # Remole % Protocol & Active Prolocol Encapsulation $
192.148.160.0/24 192.168.168.0/24 Any - 37 - Tunnel - X
Rowsperpoge: 30 Tof1 1
A Life Time 26800 {180 - 3000000 Second:
Proposal
+ Add m
[J Encryption & Authentication &
[0 aesi28-cbe hrmae-shal
Rowsperpoge: 50 v Tofl 1
Diffie-Hellman Groups DH2 -

Copyright © 2026

Zyxel and/or its affiliates. All rights reserved.
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details:

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

B Administrator: Command Prompt

ion 10.0.22000.1455]
All rights reserved.

Value

Intel(R) Ethernet Connect]
8C-16-45

Yes
192.168.168.33
255.255.255.0 3 -
Friday, February 3, 2023 \SIY from 192
Saturday, February 4, 20 Rep 1\ from 192
192.168.168.1

es of data:
t ime=1ms
t ime=1ms
t ime<lms
t ime=7ms

,160,1,
.160.1:
.160.1:

.168
.168

byte
bytes

192.168.168.1 ing statistics for 192.168.160.1:

88838 Packets: Sent = 4, Received = 4, Lost = O (0% loss)
v Approximate round trip times in milli-seco

es

Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::e

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

S \WINDOWS\system32>,

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

(€) venstatus v > PSec VPN = 3 SitetoSite VPN =
Site fo Site VPN Remote Access VPN

Connectivity Check

%) Disconnect (% Refresh | @ Connectivity Check

#% Name * Policy Route ¥ Remote Gateway ¥ My Address ¥
~ Custom
1 HQioBranch 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254 100.100.100.254

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to Site VPN
tunnel between USG FLEX H devices. The example instructs how to configure the VPN
tunnel between each site while one Site is behind a NAT router. When the IPSec Siteto S ite

VPN tunnel is configured, each site can be accessed securely.

HQ Branch
100.100.100.254 100.100.200.254

VPN Tunnel

£ 192.168.1.100

192.168.168.0/24

192.168.160.0/24

‘Q’Note: Please ensure that you have NAT mapping UDP port 4500 to USG FLEX H
device.

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Remote Site. Click Next.

Q Ze« @ VRN v > SitetoSite VPN v
80 Dashboard - 1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
IKE Version QO kew ® Kke2
config ype
Q cusiom
Behind NAT QO None
QO LocalSite
@ rework
© ven
...... P Jpe—
G Sscury Foicy B Local Site Router Remote Site
B obisc
@ se
8o User & Authent
B3 syster
o =3

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 25
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VPN > Site to Site VPN > Scenario > Network
Configure My Address. Click Next.

www.zyxel.com

° VPN » > SitetoSite VPN

Scenario 2 Network 3 Authentication
My Address Domain Name / IP 100.100.100.254

Peer Cateway Address Dynarmic Address

Local Site Remote Site

Router

100.100.100.254 Dynarmic Addrass

Cancel

DA— m-- |

4 Policy & Routing

5 summar

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

www.zyxel.com

@ VPN - > Site to Site VPN w
Scenario Network 3 Authenfication 4  Policy & Routing
Authentication @ Pre-SharedKey | wessssan Q

o Certificate default

5 summary

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and Remote

Subnet to be the IP address of the network connected to the peer gateway.

@ VPN w > SitetoSite VPN v

Scenario — Network ———— Authentication ——————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based
Local Subnet 192.168.168.0/24

Remote Subnet 192.168.160.0/24

A — - —@78— ------ — @mm

Local Site Remote Site
192.168.168.0/24 Router 192.168.160.0/24
100.100.100.254 Dynamic Address

Geneel m

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 28
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edititif  you want to modify.

@ VPN w > Site fo Site VPN w

Scenario — Network ——— Authentication —— Policy & Routing —— 5 Summary
Configuration
Narme HQtoBranch
IKE Version 2

Type Policy-based

Proposal

& Edit

Network

Local site 100.100.100.254
Remote Site
Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.168.0/24

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 29
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Set up IPSec VPN Tunnel for Branch

VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the Behind NAT to the
Local Site. Click Next.

QRIETe @ VAN v > SieteSte VPN v

80 Dashboard o 1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary

Name BranchicH@

IKE Version O kev1 @ Kew2
ConfigType
QO custom
@ Networkstatus
Behind NAT QO None
O Lizening . QO Remote Site
@ Network
@ v o
------ .
G . ; Local Site Router Remote Site
B ox
@ s=

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 30
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click  Next.

www.zyxel.com

° VPN > Site fo Site VPN
Scenaio ———————— 2 Network 3 Authentication 4  Policy & Routing
Peer Gateway Address Domain Name / IP

Local Site Remote Site

192.148.1.100 100.100.100.254

Cancel

5 summary

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to the gateway and

Remote Subnet to be the IP address of the network connected to the peer gateway.

@ VPN + > SileloSteVPN =

Scenaric ———— Network ————— Authentication ————— 4 Policy & Routing 5 summary
Type o Route-Based @ Policy-Based
Local Subnet 192.168.160.0/24

Remote subnet 192.165.168.0/24

R NER——

192.168.160.0/24 Router 192.168.168.0/24
192.168.1.100 100.100.100.254
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre -Shared Key. Click Next

@ VPN w > Siteto Site VPN v

Scenarioc ————————— Network —————— 3 Authenfication 4 Policy & Routing 5 summary

Authentication @ Pre-SharedKey || seeseees Q

O Certfificate default

m
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VPN > Site to Site VPN > Scenario > Network

Summary

> Authentication

> Policy & Routing >

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

© =

v > jSitetoSite VPN =

Scenario Netwark Authentication
Configuration
Narne BranchtoHQ
IKE Version 2
Type Policy-based
Proposal
v

Network

Local Site 192.168.1.100

Remote Site 100.100.100.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local Subnet 192.168.160.0/24

Policy & Routing

5 Summary

& Edit
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Test IPSec VPN Tunnel

Ping the PC in Branch Office
Win 11 >cmd > ping 192.168.160.1

Network Connection Details:

Property
Connection-specific DNS...
Description

Physical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tcpip Ena...
IPv6 Address

Lease Obtained

Lease Expires

Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Sarvar

B Administrator: Command Prompt

ion 10.0.22000.1455]
All rights reserved.

Value

Intel(R) Ethernet Connect]
8C-16-45

Yes
192.168.168.33
255.255.255.0 3 -
Friday, February 3, 2023 \SIY from 192
Saturday, February 4, 20 Rep 1\ from 192
192.168.168.1

es of data:
t ime=1ms
t ime=1ms
t ime<lms
t ime=7ms

,160,1,
.160.1:
.160.1:

.168
.168

byte
bytes

192.168.168.1 ing statistics for 192.168.160.1:

88838 Packets: Sent = 4, Received = 4, Lost = O (0% loss)
v Approximate round trip times in milli-seco

es

Minimum = Oms, Maximum = 7ms, Average

2001:b030:7036:1::e

Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

S \WINDOWS\system32>,

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the Connectivity Check

(€) venstatus v > PSec VPN = 3 SitetoSite VPN =
Site fo Site VPN Remote Access VPN

Connectivity Check

%) Disconnect (% Refresh | @ Connectivity Check

#% Name * Policy Route ¥ Remote Gateway ¥ My Address ¥
~ Custom
1 HQioBranch 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254 100.100.100.254
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How to Configure Remote Access VPN with Zyxel VPN Client

This example shows how to setup Remote Access VPN on USG FLEX H and Zyxel VPN

Client. The example instructs how to implement Remote Access VPN by SSL VPN and
IPSec VPN.
Remote User i & .
L Ja 0 [— P - EETECTTTTIE PR P =
* HQ Gateway 5
@ e} Server
a intemet 192.168.100.0/24
Work From Home
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Before Begin

User & Authentication > User/Group > User

Create local user for remote access authentication.

www.zyxel.com

Q) e v o UG v —_
@ retworstatus - 9
+ Add
B lcenng
O tome® User Iype & Description & Creoted Dale ¥
@ io -
0O somn admin Buitin
9 v -
User
+ add
® ] Home = User Type & Descripfion & Creoled Dale &
O aveeluser - 20230707 0318
Sy Ussr2 Authentication
[r==— oo o -
ser Authanfioation O reopuen exd-user Buitn
@ syt v O oduen et-user Buit

Password Changed Dae

20230321 01:01

@ User & Authenficafion = = User/Group

Frofile Management

User Mome ryxel_vpn

User Type User -
Passward meme

Retype reres

Diescription

Email 1

Email 2

Aokile Mumber

Authenticaotion Timeout Setings @ Use Default Setfings

lecse Time 1440

Reauthenficotion Timea 1440

O Use Manual Settings

minutes

minutes
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Download and install the new TGB Client

Set up SSL VPN
VPN > SSL VPN

Select the incoming interface, the default port is 10443. And up to your requirement to
select Full Tunnel or Split Tunnel. And we now support OpenVPN config file.

For example: We pick up Split Tunnel and allows to access  192.168.100.0/24

Q ¢ (O - s -

General Seffings

82 d
Iyxel Remote VPN works with the SecuExtender VPN client and i also compatitle with the OpenVPN Connect client.
7 ae
. S—
@ s Incoming g Interface
@ re
8 v
B e

&
O

S ]
Pssc Ve [® wee e soriome ]

Local Netwerks

@& security Poicy = + Add

[0 Nehwork &
0O r192.1680000/24

Client Network.
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The default Address Pool is 192.168.51.0/24 and select the User who can access SSL VPN.

Client Network
IP Address Pool 192.168.51.0/24
First DMS Server @ IyWALL

O Custom Defined

Second DNS Server

Avthentication

Primary Server local b

Secondary Server none b

User zyxel_vpn AN )
i

Set up IKEv2 VPN
VPN > IPSec VPN > Remote Access VPN

Select the incoming interface. And up to your requirement to select Full Tunnel or Split
Tunnel.

For example: We pick up Split Tunnel and allows to access 192.168.100.0/24

KEV2 [EAF-MSCHAPVZ) encryphion, supparted by SecuBxisnder VE Client. You can alss use nafive clents bull it Windews, Andreid, maeOS ond 05,

Incaming Inferface

JE—_—
(S —

¥ © 0 & D B % D & £ & B B
£ g 5 ¢ 5 3 5§ £ £ @ %
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The default Address Pool is 192.168.50.0/24 and select the User who can access IKEv2
VPN,

Q Security stafistics 4 Client Networl
@ Network Stafus ~ IP Address Pool
@ venstatus v First DNS Server ® zwaL
O Custom Defined
W@ Licensing v
Second DNS Server
@ Network ~
Authentication
@ ven -
Primary Server lacal -
IPSec VPN
Secondary Server nene A
S5L VPN
QE Security Policy v User ‘ zyxelvpn é
Advanced Settings
B object ~
~

Set up Remote Access on TGB Client

The new TGB Client merge SSLVPN @ 3 A46| CsAEZUz AU, 2A3. ' | ¢ A" d&3d33 AP3 3. @

each other.

W' Zyxel IPSec VPN Client
Configuration Toocls 7

Save Ctrl+5

Import
Export

Get from Server
Wizard...
Quit

55L

U] ™ o imr gy gsmemdh s my m
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www.zyxel.com

Input the Gateway Address, Username and password to fetch configuration file.

W' VPN Configuration Server Wizard

Step 1: Authentication

What are the parameters of the YPM Server Connection ?

11370

You are going to download your VPN Corfiguration from the WYPN Configuration Server.
Erter below the authentication information required for the connection to the server.

it

Gateway Address; |TJaT 88D @ Port: |443
Authertication: | Login + Password v |
Login: |zwel_vpn |
Password: |"‘“'“| |
Mext = Cancel

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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You will obtain IKEv2 as well as SSLVPN settings.
W Zyxel IPSec VPN Client — O x

Configuration Teols 7

E| VPN Configuration
EIE? IKEV2
E||:| RemoteAccess

secpolicyl RemoteAcced  SSL Configuration

Thiz folder enables the creation of 551 tunnels. It is possible to create
as many TLS as required. The contextual menu (right dick on 55L)
enables to create, copy or paste TLS.

S5L tunnel creation wizard

& Export all 551 tunnels
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Test SSLVPN Tunnel on TGB Client
.07 @AL, Lt AQT BAGP, vV, BA@ ZAMI Od AU T &5, WA IA,
You will see the profile being green and can access internal resource now.

E¥ Command Prompt

[E] VPN Configuration

= IKE V2

! -1 RemoteAccess
b sec_policy1_Remoted

inimum
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Test IKEv2 Tunnel on TGB Client
.07 @AL, Lt AQT BAGP, vV, BA@ ZAMI Od AU T &5, WA IA,
You will see the profile being green and can access internal resource now.

E¥ Command Prompt

[E] vPN Configuration

-7 KEV2
|5} sec_policy1_Remote{SuatNatas adapter
= sl

L SSLVEN

No Tunnel

Test IKEv2 Tunnel on Windows Client

Download Windows VPN configuration script

@ VPN v > PSscVWPN w > Remofe AccsssVPN v

Site to Site VPN Remote Access VPN

General Seftings

Iyxel's remote VPN solution uses leading IPSec/IKEv2 (EAP-MSCHAPV2) encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Andreid, macOS$ and iOS.

Enable [ o]

et SecuBstender VPN Cient software m m
VPN configuration script download § i0S/macOs § Android (sirongSwan)
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Perform the windows bat file and input credentials.

== Windows Security X
S, . Connect ~
Iign in
zyxel_vpn
yxeve Connect w
Connect “

The username or password Is incorrect.

L

Connect

@ Remotefccess 10.214.48.28

Action needed

~

Cancel
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VPN is connected and can access internal resource.

@ Remotefccess_10.214.48.28 .
Disconnect R

Connected

BN Select Command Prompt

1
1
1
1

from

Test IKEv2 Tunnel on 10S Client

Download iOS/macOS VPN configuration script.

@ VPN v > PSscVWPN w > Remofe AccsssVPN v

Site o Site VPN Remote Access VPN
General Seffings

Encble o)

ot SscuBcendar VP ient Sofcre m m
VPN configuration seript download 8 i0s/macos & Android (strongSwan)

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android, macOS and iOS.

Send the script to Device.

Profile Downloaded
Review the profile in Settings app if

you want to install it.

Close

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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Settings > Profile Downloaded

Settings

Q_ Search

iCloud Storage Almost Full

Profile Downloaded

. Airplane Mode .

Wi-Fi ZyXEL_€CSO. 56

Bluetooth On
Cellular
Personal Hotspot Off

VPN Not Connected
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Press Install.

Install Profile

From Zyxel: RemoteAccess_Wiz_1...

VPN Settings
Certificate

More Details

Enter Username and Password.

r

Cancel Enter Username Next

ENTER YOUR USERNAME FOR THE VPN PROFILE
HVPN"

zyxel_vpn

Requested by the "From Zyxel:
RemoteAccess_Wiz_10.214.48.28" profile
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IIVPNH

Cancel Enter Password

Requested by the "From Zyxel:
RemoteAccess_Wiz_10.214.48.28" profile

Next

ENTER YOUR PASSWORD FOR THE VPN PROFILE

Now, it can connect.

Type
Server
Account
Address

Connect Time

£ RemoteAccess_Wiz_10.214.48.28 Edit

IKEV2
10.214.48.28
zyxel_vpn
192.168.50.1

0:09

www.zyxel.com

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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Test IKEv2 Tunnel on Android Client

Download Android(strongSwan) VPN configuration script.

@ VPN v > PlscVPN v > Remote Access VPN v

Site to Site VPN Remote Access VPN

General Seffings

Zyxel's remote VPN solufion uses leading IPSec/IKEv2 (EAP-MSCHAPV2] encryption, supported by SecuExtender VPN Client. You can also use native clients built into Windows, Android. macQS and iOS.

Enable [ o]

ot SecuBdender VPN Sient Sofwore m m
—_—
VPN configuration script download § i0s/macos § Android (strongSwan)

Download strongSwan from Google Play Store.

“11T-Star =, VPN 7 @ .

0 C )
®0 *0©

Facebook Game Center Hot Apps Hot Games

strongSwan

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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Send the script to device then Install and Import strongSwan profile.

15:51 2 @ I

Import VPN profile IMPORT

Profile name
RemoteAccess_10.214.48.28
Server

10.214.48.28

VPN Type

IKEv2 EAP (Username/Password)

Username

zyer_vpnl

CA certificate

10.214.48.28
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VPN is connected.

||ﬂ|| @ [ N

E ADD VPN PROFILE

Status: Connected
Profile; RemoteAccess_10.214.48.2:

DISCONNECT

RemoteAccess_10.214.48.28
Server: 10.214.48.28
Username: zyxel_vpn

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 52



ZYXEL

NETWORKS

Test OpenVPN

VPN > SSL VPN
We now support OpenVPN config file, Click Download to obtain the ovpn file.

www.zyxel.com

@ VPN - > SSLVPN

General Settings

Zyxel Remote VPN warks with the SecuExtender VPN client and is also compatible with the OpenVPN Connect client.

Enable Q o

SSL VPN Configuration Download l & Download ]

Incoming Interface

Interface gel (WAN) -
DNS Name (Optional)
Server Port 10443

Clients will use VPN to access

O Infernet and Local Networks (Full Tunnel)

@ Local Networks Only [Split Tunnel)
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Import the config file.

Import .ovpn profile?

Do you want to import .ovpn profile from
C:\Users\s8011\Downloads\SSLVPN_client_confi
g.ovpn?

VPN is connected.

= Profiles 1=l
CONNECTED

@ 10.214.48.34 [client]
DISCONNECTED v

CONNECTION STATS

5.1KB/s

0B/s

533B/S

r5Q

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.




ZYXEL

NETWORKS
How to Configure Site -to-site IPSec VPN between ZLD and uOS
device

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN with the
Peer gateway is ZLD device. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

Branch-ZLD
100.100.200.254

HQ-uOS

zzzzz B zvxeL

192.168.168.0/24

VPN Tunnel

VPN Tunnel

192.168.2.0/24

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.
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Set up IPSec VPN Tunnel for uOS

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site  -to-
Site. Click Next.

Q =z« @ VPN v > SifetoSite VPN w

1 scenario 2 Network 3 Authentication 4 Policy & Routing 5 summary
v reme
~ IKE Version Q Ken ® Kev2
@ vensiatus v Q Custom
Bahind NAT ® None
#2 Licensing ~
O Localsite
@ network ~
O remote Site

Site fo Site VPN

(@ Sscurity Policy v M
B ooect v Local Site Remole Sile

() Security service ~

@ maintenance ~
Cancel
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click  Next.

@ VPN ~ > SiteloSiteVPN

scenaio ——————— 2 Network 3 Authenfication 4 Policy & Routing 5 summary

My Address Domain Name / IP 00.100.100.254

Peer Gateway Address Domain Name [ IP 100.100.200.254

e I—WI ------ I

Local Site Remote Site

100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

VPN w > SitetoSte VAN w

Scenarioc ———— Network ———— 3 Authentication 4 Policy & Routing 5 summary
Authentication @ Pre-sharedkey | meeereer
O Certificate celeun

m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Local Subnet to be the IP address of the network connected to USG FLEX H and Remote
Subnet to be the IP address of the network connected to the peer ZyWALL.

@ VPN = > SitetoSite VPN

Scenario —— Network —————— Authenticaton ——————— 4 Policy & Routing 5 summary

Type O Route-Based @ Policy-Based

Local subnet 192.1658.168.0/24

Remote Subnet 192.168.2.0/24

NI N —

Remole Site

192.168.168.0/24 192.168.2.0/24
100.100.100.254 100.100.200.254

[
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

@ VPN » > SitetoSite VPN v

Scenaric ————— Network ————— Authentication ————— Policy & Routing ———— 5 Summary

Configuration

Name HQfoFLEX
IKE Version 2
Type Policy-based
Proposal
v
& Edit

Network

Local site 100.100.100.254

Remote site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Local subnet 192.168.168.0/24
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Set up IPSec VPN Tunnel for ZLD

VPN > IPSec VPN > VPN Gateway

www.zyxel.com

Select the WAN interface and type the Peer Gateway Address.
€ Add VPN Gateway
Show Advanced Settings 8] Create Mew Object¥
General Settings
Enable
WPN Gateway Name: FLEXtouOS§
IKE Version
O IKEVT
@ IKEv2
Gateway Settings
My Address
@ Interface wan v | Stafic -- 100.100.200.254/255.255.0.0
© Domain Name / IPv4
Peer Gateway Address
@ Static Addrass (D Primary 100.100.100.254 |
Secondary |0.0.0.0
[[] Fall back to Primary Peer Gateway when possible
Fall Back Check Interval: | 300 (60-86400 seconds)
© Dynamic Address (D
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Type Pre-e ~ P 33 A0 &i3r 2 AU~ BAZ BY P, 9 AOP. O, ¢ @, AX~ .t~ At PBpe B33 AR
20" & .t .. ®NR vz AR AEP, 200 qRswz AU~ & SA@P &3AQ "~ d&3’Ae «

) Add VPN Gateway

Show Advanced Settings 3 Create New Object¥
Authentication

@ Pre-SharedKey ~ [[eeeveses
[l unmasked
D Certificate My Certificates
[4] Advance
Local ID Type: P v
Content: 0.0.0.0
Peer D Type: Ay w

Phasze 1 Settings

5A Life Time: 856400 (180 - 3000000 Seconds)
[+] Advance
Proposal © Add & [ |
1 AESIZ8 SHAT
Key Group: -
DHZ x
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VPN > IPSec VPN > VPN Connection

Select VPN Gateway and set Local Subnet to be the IP address of the network connected
to be ZyWALL and Remote Subnet to be the IP address of the network connected to the
peer USG FLEX H.

# Edit VPN Connection FLEXtouOS_P2
Show Advanced Settings 18 Creafe New Object¥

General Settings
Enable

Connection Mame: FLEXtouOS_P2
[*] Advance

VPN Gateway
Application Scenario
@ Site-to-site
O Site-to-site with Dynamic Peer
O Remote Access (Server Role)
O Remote Access (Client Role)

© VPN Tunnel Inferface

VPN Gateway: FLEXtouQS ¥ wan 100.100.100.254, 0.0.0.0
Policy
Local Policy: LANZ_SUBNET ¥ | INTERFACE SUBNET, 192.168.2.0/24
Remote Policy: uOS_subnet ¥ SUBNET, 192.168.168.0/24 .
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U A3 BV @D, 9 AOP, O ¢, AX~ .t~ At P i3 dyuthenticstion; SiHalP 3 'A. € Am | ' { |
o d3r AEP, 200 AqRswz AU~ . ¢ BA@PP d&3AQ "~ d3Ae . d3’Ape Al Njz

&> Add VPN Connection
E Hide Advanced Settings 18 Crecte New Object¥
Phase 2 Setting o

SA Life Time: 28800 [180 - 3000000 Seconds|
(4] Actvance

Active Protocal: ESP A

Encapsulation: Tunnel v

Proposal Q@ add & [ |

1 AESI28 SHAT
Perfect Forward Secrecy [PF3): o

Related Settings
lone: IPSec_VPN v O]

Connectivity Check
[[] Enable Connectivity Check (D
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Test IPSec VPN Tunnel

Ping the PC that is connected to ZLD device

Win 11 > cmd > ping 192.168.2.34

Connection-specific DNS Suffix

IPv4 Address

Subnet Mask

IPv4 Address

Subnet Mask B

IPv4 Address 1 192.168.1.4
Subnet Mask : 255.255.255.0
IPv4 Address : 192.168.168.54
Subnet Mask : 255.255.255.0
Default Gateway

Ethernet adapter B B B B 4:

VPN Status > IPSec VPN
Verify the IPSec VPN status and do the

@ VPNStatus v > IPSec VPN = ) SiletoSite VPN =

Site to Site VPN Remote Ac

% Disconnect ¢ Refresh |@ Connectivity Check

C:\Windows\system32>ping 192.168.2.34

Pinging 192.168.2.34 with 32 bytes of data:

Reply from 192.168.2.34: bytes=32 time=21ms TTL=125
Reply from 192.168.2.34: bytes=32 time=3ms TTL=125
Reply from 192.168.2.34: bytes=32 time=3ms TTL=125
Reply from 192.168.2.34: bytes=32 time=3ms TTL=125

Ping statistics for 192.168.2.34:

Packets: Sent = 4, Received = 4, Lost = 8 (6% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 21ms, Average = 7ms

Connectivity Check

Connectivity Check

» Address 92168160 [ tes |

ectivity Check PASS on
cy1_HQtoFLEX

B #°% Nome* Policy Route ¥ Remote Gateway ¥ My Address # u
~ Custom
1 HQtoFLEX 192.168.168.0/24 <> 192.168.160.0/24 100.100.200.254
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How to Configure Route -Based VPN

This example shows how to use the VPN Setup Wizard to create a site

-to-site VPN with the

Peer has a Static IP Address. The example instructs how to configure the VPN tunnel

between each site. When the VPN tunnel is configured, each site can be accessed securely.

HQ
100.100.100.254

192.168.168.0/24

- el LTl I

VPN Tunnel
VTI

VPN Tunnel

Branch
100.100.200.254

E¥XEL

VTI

192.168.160.0/24
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Set up IPSec VPN Tunnel for HQ

VPN > Site to Site VPN > Scenario
Type the VPN name used to identify this VPN connection. Select the type to the Site  -to-Site.
Click Next.

Q c+
8 o= 1 s 2 3 4 5
o My
@ sec
@
® n
@ v
O Locals
B i O Remots site
@ e
& o
@ sec
B o
©
& v
& -
o = =]
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click  Next.

WPN v > StetoSte VPN w
Scenaio ——————— 2 Network 3 Authentication 4 Policy & Routing 5 summany
My Address Domain Name / 1P 100.100.100.254

Peer Goteway Address Domain Name / 1P 100.100.200.254

______ Y SE—

Local Site Remote Site

100.100.100.254 100.100.200.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication

Type a secure Pre -Shared Key. Click Next

VPN v > SitetoSite VPN =

Scenario Network 3 Authentication 4 Policy & Routing 5 summany
lauthentication @ reshaearey [ e
Q ceriicate default
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing

Set Type to Route -Based and configure the Remote Subnet.

VAN v > SietoSie VPN v

Network ———————— Authentication ——————— 4 Policy & Routing 5 summary

Type ® RouvieBased | (O Policy-Based
Femete Subnet

Scenario

Local Site
Any 192.168.160.0/24
100.100.100.254 100.100.200.254

Caneel m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary

The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VPN - > SitetoSite VPN ~

Scenario — Network ——— Authentication ——— Policy & Routing ——— 5 Summary

Cenfiguration

Name HQtoBranch
IKE Version 2
Scenario wizard
Type Route
& Edit
Network
Local Site 100.100.100.254
Remote Site 100.100.200.254

Authentication

Authentication pre-shared-key

Policy & Routing

Remote Subnet 192.168.160.0/24
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Set up IPSec VPN Tunnel for Branch
VPN > Site to Site VPN > Scenario

Type the VPN name used to identify this VPN connection. Select the type to the Site
Click Next.
Q )z« % > SitefoSte VRN ¥
83 Dos o 1 scenario 2 Neiwork 3 Authentication 4 Policy & Routing 5 summary
e erts N “Name gronchtord|
IKE Version O kev ® Kev2
" Q custom
| e
Behind NAT @® None
g w
Q Local site
S Licensing O Remote Site
® -
&3 syste

-to-Site.
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VPN > Site to Site VPN > Scenario > Network
Configure My Address and Peer Gateway Address. Click  Next.

VPN + > SitetolSite VPN =

Scenaio ———————— 2 Network 3 Authentication 4 Policy & Routing 5 summan
My Address Domain Name / P 100.100.200.254
Peer Gateway Address Domain Name / IP 100.100.100.254

e I—WI ------ i

Local Site Remote Site

100.100.200.254 100.100.100.254

m
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VPN > Site to Site VPN > Scenario > Network > Authentication
Type a secure Pre -Shared Key. Click Next

VPN w > Sitetolite VPN v

Scenario Network 3  Authentication 4 Policy & Routing 5 summary
R @ Fresharsdcay
QO certificate defout

ﬂ
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing
Set Type to Route -Based and Remote Subnet.

VAN v = StetoSite VAN

Scenario ——— Network ——— Authentication ——————— 4 Policy & Routing 5 summary

Type ® routeBasec | () Policy-Based

remote subnet 192.168.168.0/24

SIS N —

Remote Site
Any 192.168.168.0/24
100.100.200.254 100.100.100.254

Cancel m
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VPN > Site to Site VPN > Scenario > Network > Authentication > Policy & Routing >
Summary
The screen provides a summary of the VPN tunnel. You can Edit it if you want to modify.

VEN v > SitetoSie VPN =
Scenario Network Authentication Policy & Routing 5 Summary
Configuration
Name BranchtoHQ
IKE Version 2
Scenaric wizard
Type Route
& Edit
Network
Local site 100.100.200.254
Remote Site 100.100.100.254
Authentication
Authentication pre-shared-key
Policy & Routing
Remote subnet 192.168.168.0/24
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Test IPSec VPN Tunnel

VPN Status > IPSec VPN
Verify the IPSec VPN status.

—~
() venstatus v > IPSec VPN > SitetoSte VPN

Site to Site VPN

Q H m

*, Refresh
O ##= Name # Policy Route # Remote Gateway ¥ My Address Uptime # Rekey #  Inbound (Bytes) # Outbound (Bytes) #
~ Custom
o HQtoBranch 0.0.0.0/0 <> 0.0.0.0/0 100.100.200.254 00.100.100.254 83 25962 6 (240 bytes) 00 bytes )

Ping the PC in Branch Office
Win 11 > cmd > ping 192.168.160.1

Network Connection Details: =

B Administrator: Command Prompt

[Version 10.0.22000.1455]

licrosoft Wi ‘
(¢) Microsoft Corporation. All rights reserved.

Property

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

IPv6 Address

Lease Obtained

Lease Expires
Link-local IPv6 Address

IPv6 Default Gateway
IPuA NNS Qaruar

Connection-specific DNS...

NetBIOS over Tcpip Ena...

Value
C: \WINDOWS\system32>ping 192.168.160.1

Intel(R) Ethernet Connect]

8C-16-45

Yes

192.168.168.33

255.255.255.0

.160.1 with 32 bytes of data:
)8.160.1: byte time=1ms
8.160.1: byte time=1ms

.160.1: byte time<lms

192.168.168.1
192.168.168.1
88838

Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 7ms, Average =

Yes
2001:b030:7036:1::e
Friday, February 3, 2023
Monday, March 12, 2159
fe80::4d88:8466:20e1:11

C: \WINDOWS\system32>a
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How to Use Tailscale

~

I "ol e AUp, . et o, ot

Tailscale is a secure, peer -to-peer VPN solution that simplifies connecting devices over the
internet. Unlike traditional VPNs, Tailscale establishes direct connections between devices
without requiring complex firewall configurations or static IP addresses. It uses a mesh
network topology, allowing every device to communicate directly with every other device

securely.

Start to Tailscale and implement on Firewall

1. Please refer TailScale KB to create an account and start.
2. UpC. : po iBAQ ->RerdhdapSettings € BAO o&3r € WA 3 AMEd BP e BAPIQ~ A’ r

+se zyxel.com.tw Trial 14 days left Download Support Docs o
S Machines & Apps & Services 2, Users (& Accesscontrols [J Logs @ DNS {8 Settings Get started
[@ Tailnet Settings
‘ Keys
General

View and manage your Auth keys and AP access tokens.

User management Your private device keys are not included here: they are always private, stay on your device, and are never
shared with Tailscale. Learn more 7

Device management

OAuth clients

Webhooks Auth k_eys ) ) ) Generate auth key...
Authenticate devices without an interactive login. Learn more 2

Contact preferences

Billing You don't have any valid auth keys

Personal Settings 1 recently invalidated auth key

Jo

Keys
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3. Give a Descriptio’” AUm. d3Ame Ar . 2AX®P @AM 3A3. € PR, BBAMSE dBIe PR, BUY A;
t. .1 AMEd &P@edA dr w2
Generate auth key X

Description
Add an optional description for the key.

‘ Zyxel

Reusable

Use this key to authenticate more than one device.

Expiration
Number of days until this auth key expires. This will not affect the node
key expiry of any machine authenticated with this auth key.

90 - + days

Must be between 1and 90 days.

DEVICE SETTINGS
These settings will apply to any devices authenticated using this key.

Ephemeral

Devices authenticated by this key will be automatically removed
after going offline. Learn more

Tags
Devices authenticated by this key will be automatically tagged.
This will also disable node key expiry for the device. Learn more 2

Cancel Generate key
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Copy the key.

Generated new key X

Be sure to copy your new key below. It won't be shown in full
again.

tskey—-auth-kc5HbhKcQQ11CNTRL- )

® This key will expire on Jun 2, 2025. If you'll then want to
continue using an auth key, you'll need to generate a new one.

Done

r.:. AC, P&BX® , Ag 3 MUNC . @y 2 Aoz pAsAQ. A~ GAD e~ ‘Al

- VPN + > Taiscale -
Q| ze @
General Settings

[8 Network Status v
Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS. Android. and iOS, and can be managed

[ VPN Status e through the Tailscale Portal.

Enable - )
# tcersing : o TN
@ Network ¥ server Port 41641 [1-65535)
@ VPN Zone Tailscale 2 ) |
IPSec VPN Routing
SSL VPN
As an Exit Node ape
Tailscale

When you want to change the key, please click Logout.

You can choose the zone by yourself. We recommend using Tailscale zone for

some predefined rules.
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+3+ zyxel.com.tw Trial 14 days left

8 Machines & Apps

Machines

2 Users

Manage the devices connected to your tailnet. Learn more 2

2 machines

MACHINE

twnbnt123234-01

Kevin.Wud@zyxel.com.tw

usgflex500h
Kevin.Wud@zyxel.com.tw

ADDRESSES O

100.95.

100ms;

fo .1’ Amg, e pr, @A d3r

usgflex500h
Kevin.Wud@zyxel.com.tw

Subnets  Exit Node

client-a
Kevin.Wud@zyxel.com.tw

iphone-15
Kevin.Wud@zyxel.com.tw

100.115120.97 v

100951123 ~

100.78.218.72 v~

&) Accesscontrols [0 Logs @ DNS {& Settings

Y Filters v~

VERSION

1.80.2
Windows 11 22H2

1.7516
Linux 4.14.207-10.3.7.0-2

ABI0O . Pr WAV

17516
Linux 4.14.207-10.3.7.0-2

1.80.2
Windows 11 22H2

180.2
10518.31

www.zyxel.com

5. Go back to the Tailscale admin page. You will see the Firewall device.

Download Support Docs °

W Get started

Add device v

LAST SEEN

® Connected

& Connected

&

PAp, expite, , & ¢Ag,

@ Connected Share...

Mar 5, 4:50 PM GMT+8

Edit machine name...
Edit machine IPv4...

Share...

Mar 5, 2:48 PM GMT+8 .
o i Disable key expiry
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Scenario

We have two subnets, 192.168.168.0/24 and 192.168.160.0/24, which are located behind
firewalls. Both the firewalls and the Client A are part of the Tailscale VPN network. The

objectives are as follows:

Firewall A

E g Clier.‘“‘t A

192.168.168.0/24 “~.._

Firewall B.

\\\ ZZZZZ m

192.168.160.0/24
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Casel: Allow Client A to access the 192.168.168.0/24 and 192.168.160.0/24 subnets

1. Advertised 192.168.168.0/24 in Firewall A.

(© ven v > Tdiscale ~

General Settings

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS, Android, and iOS, and can be managed
through the Tailscale Portal.

Enable Q

o
Server Port 41641 (1-65535)
Zone Tailscale s 0
Routing
As an Exit Node a» e

Advertised Networks
+ Add

[J Network *

O N_192_148_168

2. Advertised 192.168.160.0/24 in Firewall B.

(© ven + > Taiscale ~

General Settings

Lyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built info Windows, macOS, Android, and i0S, and can be managed
through the Tailscale Portal.

Enable [ o)

o
Server Port 41641 (1-65535)
Zone Tailscale 128K )
Routing
As an Exit Node amo

Advertised Networks
+ Add

[J Network *

O N_192_168_160
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3. Ensure Both subnets have been approved from Tailscale portal.

sse zyxel.com.tw Trial 14 days left

& Machines & Apps = Services Edit route settings of firewall-b X ing

Subnet routes

MaChIneS Connect to devices you can't install Tailscale on by advertising
Manage the devices connected to your tai P ranges as subnet routes. Learn more 7

192.168.160.0/24

4 machines Exit node
Allow your network to route internet traffic through this
machine. Learn more 7
MACHINE
Use as exit node
firewall-a

Kevin.Wud4@zyxel.com.tw

Subnets Exit Node Cancel Save

firewall-b IUU.J0.£00.1U0 ¥ 1./ V.0

Kevin.Wud@zyxel.com.tw Linux 4.14.207-10.3.7.0-2
Subnets @ Exit Node ©®

Test the Result
Now, Client A know how to route traffic and able to access 192.168.168.1 and 192.168.160.1.

C:\Users\NT0323U\Downloads>route print | findstr "192.168.168.0 192.168.160.0"
192.168.160.0 255.255.255.0 100.100.100.1600 100.95.1.123 (0]
192.168.168.0 255.255.255.0 100.100.100.100 100.95.1.123 e

C:\Users\NT0323u\Downloads>ping -n 2 192.168.168.1

Pinging 192.168.168.1 with 32 bytes of data:
Reply from 192.168.168.1: bytes=32 time=86ms TTL=6U
Reply from 192.168.168.1: bytes=32 time=2ms TTL=6U

Ping statistics for 192.168.168.1:

Packets: Sent = 2, Received = 2, Lost = 0 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 8Oms, Average = Ulms

C:\Users\NT03234\Downloads>ping -n 2 192.168.160.1

Pinging 192.168.160.1 with 32 bytes of data:
Reply from 192.168.160.1: bytes=32 time=258ms TTL=64
Reply from 192.168.160.1: bytes=32 time=3ms TTL=64

Ping statistics for 192.168.160.1:

Packets: Sent = 2, Received = 2, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 258ms, Average = 130ms
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Case 2: Allow Client A to access internet through Firewall

1. U &BBAC, PdBXm, . A Ame ABOp. O, &3z A| ' ®rR, @AM | 10, ¢ AU, 3 B A 37
@ VPN w > Talscale ~

General Seftings

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS, Android, and iOS, and can be managed
through the Tailscale Portal.

Enable @

o
Server Port 41641 (1-65535)
Zone Tailscale PZ2N )
Routing
As an Exit Node ao

Advertised Networks
-+ Add
[J Network *
O N_192_148_1468
Advanced Seftings ~

Accept routes

Default SNAT

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 85



Z Y >< E L www.zyxel.com

NETWORKS

2. Ensure the Exit-Node have been enabled from Tailscale portal.

Edit route settings of firewall-a X

/N Key expiry is enabled

If this machine’s key expires, your relayed traffic may be
interrupted until you reauthenticate.

Subnet routes

Connect to devices you can't install Tailscale on by advertising
IP ranges as subnet routes. Learn more 7

192.168.168.0/24

Exit node

Allow your network to route internet traffic through this
machine. Learn more 7

Use as exit node

Cancel Save
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3. Client A need to select Firewall A as exit node.

Tailscale
Connected - Using exit node

v
None

Recommended: firewall-a (usgflex500h)
Kevin.Wu4@zyxel.com.tw

zyxel.com.tw
* firewall-a (usgflex500h)

This device: client-a (twnbnt123234-01) (100.95.1.123)

Network devices >
v Allow local network access
Exit nodes >
|
Preferences >
About...

Test the Result

The internet traffic will send to Firewall A.

:\Users\NT0323U>route print
0.0.0.0 0.
0.0.0. 0]

| findstr "0.0.0.0"
0
a .0.
224.0.0. 240.0.
0]
0
0]

f
[¢) 192.168.1.1 192.168.1.40
0.0 100.100.100.100 100.95.1.123
0.0 On-link 127.0.0.1
224.0.0. 2U0.0.0.0 On-link 192.168.56.1
224.0.0. 2040.0.0.0
0.0

224.0.0. 240.

On-link 169.254.122.18
On-link 192.168.1.40

:\Users\NT@3234>tracert -d 8.8.8.8

racing route to 8.8.8.8 over a maximum of 30 hops

1lms 100.115.120.97
2 ms 10.214.48.254
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Case3: The devices within the 192.168.168.0/24 and 192.168.160.0/24 subnets can
communicate with each other

Once you completed advertised Networks, you can communicate each other.

Test the Result

The ping test from Firewall A

kevin@wujiaxuandeMacBook-Air 8219 % ifconfig enb

enb: flags=8863<UP,BROADCAST, SMART,RUNNING, SIMPLEX,MULTICAST> mtu 1500
options=4@4<VLAN_MTU, CHANNEL_IO>
ether 20:7b:d2:5f:c9:d5
ineté feB80::10:9bda:e5fd:a6c7%en5 prefixlen 64 secured scopeid @x16
inet 192.168.168.4 netmask @xffffff@@ broadcast 192.168.168.255
ndé options=201<PERFORMNUD, DAD>
media: autoselect (10@@baseT <full-duplex>)
status: active

kevin@wujiaxuandeMacBook—-Air 8219 % ping 192.168.160.33

PING 192.168.160.33 (192.168.160.33): 56 data bytes

64 bytes from 192.168.160.33: icmp_seq=0 ttl=126 time=3.301 ms

64 bytes from 192.168.160.33: icmp_seq=1 ttl=126 time=3.267 ms

The ping test from Firewall B

IPvl Address. . . . . . . . . . . : 192.168.160.33

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . . . . . . . . . : feB80::daec:e5ff:fe62:a7b9%23
192.168.160.1

Wireless LAN adapter Wi-Fi:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Ethernet adapter 25 Zf #REE 4R :

Media State . . . . . : Media disconnected

Connection-specific DNS Suffix

C:\Users\NT03234\Downloads>ping 192.168.168.4 —-n 2

Pinging 192.168.168.4 with 32 bytes of data:
Reply from 192.168.168.4: bytes=32 time=3ms TTL=62
Reply from 192.168.168.4: bytes=32 time=3ms TTL=62

Ping statistics for 192.168.168.4:

Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = 3ms, Average = 3ms
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How to use Ext -group user to connect Remote Access VPN

Remote Access VPN n ow supports using external user groups for VPN accounts. This article

will guide you through the setup process

Before Begin

U, 2Am@, Pdp3zr Av, . . XB3z AU, ©.t AmB, XA@. At.  V.:3P®BAS B . ¢ &BA
aswellasm BB, XAp, Ace BPQI30A qAPI2I2e~ & o, mpo,. AX, e  AT.t P, e, VOA
and Authentication server settings.

User & Authentication > User/Group > User
Create a user and select User type as ext -group -user. At this point, the group identifier will
Auto matically populate with the CN that has the group attribute.

@ User & Authentication ~ » User/Group ~ » User ~

Profile Management

User Name VPN
User Type ext-group-user
Authentication Server AD [ AD -

Group ldentifier pngroup,ou=Croup.dc=cso.dc=col -

Description

Authentication Timeout Settings ® Use Default Settings O Use Manual Settings
Lease Time 1440 minutes
Reauthentication Time 1440 minutes

Configuration Validation

Flease enter an existing user account in this server to validate the above settings.

User Name
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VPN > SSL VPN

Taking SSL VPN as an example, User select the ext -group user you just created. And

choosing AD authentication.

(O ven o+ > ssLven -

General Settings

Iyxel Remote VPN works with the SecuBxtender VPN client and is also compafible with the OpenVPN Connect client.

Enable ao

55L VPN Configuration Download ¥ Download

Incoming Interface

Interface ge2 (WAN) -

DMNS Name (Optional)
Server Port 10443

Ione SSL_VPM g 0

Clients will use VPN to access

@ Internet and Local Networks (Full Tunnel)

Auto SNAT ao
O Local Networks Cnly [Split Tunnel)
Client Networlk
IP Address Pool 192.168.4.0/24
First DNS Server ® IyWALL

QO Custom Defined

Second DNS Server

Authentication @

Primary Server AD / AD -
Secondary Server local -
User VPN & (i)
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Test the Result

VPN Status > SSL VPN > Remote Access VPN

User within the group can successfully connect

Remote Access VPN

@ Refresh Q H o
o #s Username ¥ Assigned IP # Remote IP Up Time & Reauth/Lease Time # Inbound (Bytes) & Outbound (Bytes) &
o vpritest 192.168.4.2 10.214.48.46 0:00:10 23:59:50 / 23:59:50 13014 bytes 7426 bytes
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How to Configure SSL VPN Access Profile

With multiple SSL VPN client profiles, you can create one or more profiles to apply its own
settings such as IP pool, DNS and tunnel type to specific users . This example illustrates

how to create multiple SSL VPN client profiles for different groups.

Remote User MIS
IP 192.168.51.8/29
Gel
Remote User Sales
IP 192.168.51.16/32

‘Q’Note: This feature is supported from firmware version uOS 1.38.

Client-Sales
IP 192.168.169.0/24

Client-MIS
IP 192.168.168.0/24
192.168.169.0/24
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Add Client Profiles

1. Go to VPN > SSL VPN > Advanced Settings > Client Profile and click +Add to add a

client profile for MIS.
192.168.168.0/24 and 168.168.169.0/24 after establishing SSL VPN.

Add/Edit Client Profile

Clients will use VPN to access

O Internet and Local Networks (Full Tunnel)

Auto SNAT

@® Local Metworks Only (Split Tunnel)

Local Networks

In this example, users in group_MIS can access the network

O If no local network is specified, the profile inherits Local Network settings from Global SSL VPN.

+ Add Remove

[0 MNetwork =

O
O

192.168.169.0/24

192.168.168.0/24

Client Network

IP Address Pool

DNS Server

DNS Domain Suffix

Members

User

192.168.51.8/29

@

ZyWALL

group_MIS
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Add another Client Profile for Sales. In this example , users in group_Sales can access
the network 168.168.169.0/24 only after establishing SSL VPN.

Add/Edit Client Profile

Clients will use VPN to access

O Internet and Local Networks (Full Tunnel)

Auto SNAT (i )

@® Local Networks Only (Split Tunnel)

Local Networks

© I no local network is specified, the profile inherits Local Network settings from Global SSL VPN.

+ Add Remove

0 Network *

O

192.168.169.0/24

Client Network

IP Address Pool 192.168.51.16/32 |0

DNS Server ZyWALL -

DMNS Domain Suffix

Members

User

‘o
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3. Check the client profiles.

The IP Address Pool of a client profile must be within the global SSL VPN IP
Address P ool range. In this example, the global IP address Pool is 192.168.51.0/24,
and the IP address Pool of client profiles are 192.168.51.16/29 and 192.168.51.8/29.
The IP Address Pool of a client profile should be an IPv4 CIDR notation. For
example,
192.168.51.8/29 for IP range 192.168.51.8 ~ 192.168.51.15
192.168.51.1632 for single IP 192.168.51.16

(® wen v > ssLwen ~

Client Network

IP Address Pool 192.168.51.0/24
DNS Server ZyWALL v

DNS Domain Suffix
Advanced Settings ~
Client Profile

+ Add Edit Remove Move to

Search insights Q =
O #*= IP Address Pool ¥ DNS Server ¥ Tunnel Type + User #
Split Tunnel
5116/
a 192168.51.16/32 ZyWALL 192.168160.0/24 group_Sales
Split Tunnel
2 192.168.51.8/29 ZyWALL MIS
o Ul Y 192.168.168.0/24, 192.168169.0/24 2"°1P-
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Verification

1. Go to VPN > SSL VPN. Download SSL VPN configuration file and import the file to
OpenVPN client.

2.1 9BPAQ” BSAZe P . BHOTEANBIA@ ARe™ BBt ¢ ANNif AEZ02 AU™ o’

receives the | P address 192.168.51.10 and can access both 192.168.168.0/24 and
192.168.169.0/24.

=X

[s] Command Prompt

Profiles E C:\Users>

C:\Users>ping 192.168.169.1

i/ Pinging 192.168.169.1 with 32 bytes of data:
OB/s Reply from 192.168.169.1: bytes=32 time=1lms TTL=6U
Reply from 192.168.169.1: bytes=32 time=lms TTL=6U

A Reply from 192.168.169.1: bytes=32 time=1lms TTL=6U

332B/S | 8a0B/s Reply from 192.168.169.1: bytes=32 time=2ms TTL=6U

Ping statistics for 192.168.169.1:

Packets: Sent = U, Received = U4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = lms

00:00:40 2 sec ago

C:\Users>ping 192.168.168.1
MIs1 =l

Pinging 192.168.168.1 with 32 bytes of data:

Reply from 192.168.168.1: bytes=32 time=1lms TTL=6U
Reply from 192.168.168.1: bytes=32 time=2ms TTL=64
Reply from 192.168.168.1: bytes=32 time=1lms TTL=6U

<
o
(==

192.168.51.10

SERVER Reply from 192.168.168.1: bytes=32 time=lms TTL=64
10.214.48.38 Ping statistics for 192.168.168.1:
Packets: Sent = U, Received = U4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
10.214.48.38 Minimum = 1ms, Maximum = 2ms, Average = lms
C:\Users>
10443 TCP C:\Users>

Verify the SSL VPN status in Log & Report > System .

2 2026-04-28 19:18:55 User User MIS1 from sslvpn has logged out Device 10.214.48.36 127.0.01 0 Account: MIST
3 2026-04-2819:17:39 | SSL VPN SSL VPN client IP assigned 1921685110 [profile2]  10.214.48.36 0.00.0 0 account MIST
4 2026-04-2819:17:39  SSLVPN SSL VPN Tunnel established 10.214.48.36 0.00.0 0 account MIST
5 2026-04-2819:17:38  User User MIS1IMAC=04: ) from ssivpn has | 45 314 48 36 127004 0 Aceount: MIST

ogged in Device
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3. | oBBPAQ” d3ADe BPAqP. IRMP e dpA ERp ) £ X3t Pqg BANGNjIrAA E Z ddlesmOA d3A e 5P A M
receives the | P address 192.168.51.16 and can access 192.168.169.0/24 only.

[a] Command Prompt

Profiles C:\Users>

C:\Users>ping 192.168.169.1

Pinging 192.168.169.1 with 32 bytes of data:

0B/s Reply from 192.168.169.1: bytes=32 time=lms
Reply from 192.168.169.1: bytes=32 time=2ms

A\ Reply from 192.168.169.1: bytes=32 time=2ms

3.96 KB/S | e32B/s Reply from 192.168.169.1: bytes=32 time=2ms

Ping statistics for 192.168.169.1:
Packets: Sent = U, Received = U, Lost = 0 (0% loss)
:01: : b g i 1l '
apie 4 secago Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = 2ms, Average = 1lms

C:\Users>ping 192.168.168.1
sales1

192.168.51.16

Pinging 192.168.168.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.

<
o
c

SERVER Request timed out.
10.214.48.38 Ping statistics for 192.168.168.1:
Packets: Sent = U4, Received = 0, Lost = 4 (100% loss),
10.214.48.38
10443 TCP

Verify the SSL VPN status in Log & Report > System .

3 2026-04-2819:71:04  User User sales1 from sslvpn has logged out Device 10.214.48.36 127.0.01 0 Account: sales]
4 2026-04-2819:08:21 | SSL VPN SSL VPN client IP assigned 192168.5116 [profilel]  10.214.48.36 0.0.0.0 0 account sales]
5 2026-04-2819:08:21  SSL VPN SSL VPN Tunnel established 10.212.48.36 0.0.0.0 0 account sales]
6 2026-04-2819:08:20  User el ez from ssiven has 16 514 48.36 127.0.01 0 Account: sales

logged in Device
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Chapter 2 - Security Service

How to Block HTTPS Websites Using Content Filtering and SSL

Inspection

This is an example of using a FLEX Content Filtering, SSL Inspection and Security Policy to

block access to malicious or not business -related websites.

Zvxel cloud server

3. Query cloud 4. Reply result
@crrrrmrnrarasasasnnannnn - m Prrrrrrmrrarnsnsasnnann 9
Mfrrssssnsnsnnsansnnnnnnnnn Go’rewoy s srssnsnsnnsnsnnnnnnnn -
Infemet 5. Take action 1. Access to Facebook
block (redirect) Check FRDN
5. Take action HTTP check URL

pass / block /wamn HTTPS check SN

‘Q‘Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG FLEX 200H (Firmware Version: uOS 1.10).

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved.

98



ZYXEL

NETWORKS

Set Up Content Filter

Go to Security Service > Content Filtering. Click Add to create a content filtering profile in
Profile Management.
Profile Management
2 @

D Name % Descriplion % Reference %
[ epp ]
O e ]

Type profile name and enable log for block action in General Settings.

General Seffings

MName Black_routube

Description

Action block

Log

Log allowed fraffic

gII I

SSL V3 or previous version Connection  Drop [ o)

Drop Log no hd

Tick Streaming Media category in Managed Categories, and click Apply.

[ shareware Freeware

[ sperts

[ technical Business Forums
[ 1ext Translators

[ usenet Mews

[ social Networking

[ stock Trading

[ technical Information

[ tebacce

[ wiolence

[ software Hardware

sireaming Media

[ Text spoken Only
Some changes were made

0 mavel What do you want fo do then?

[ wisual search Engine
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Set Up SSL Inspection

In the FLEX, go to Security Service > SSL inspec tion > profile > Profile Management, and

click Add to create profile

Profile Manugement

2| m

Name % Description % CA Cerlificate & Reference

Type profile Name, and select the CA Certificate to be the certificate used in this profile.

Leave other actions as default settings.

@ Security Services v > S5l nspection w

Configuration

Name SSL-inspection

Description

CA Cerfificate default v

SSL/TLS version Minimum Support tis1_0 v
Log no -

Unsupported suit Action pass b
Log no v

Unfrusted cert chain Action inspect >
Log log ~

Click Apply to add SSL Inspection profile.

Some chonges were made

bt o you want te do then 2
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Set Up the Security Policy
Go to Security Policy > Policy control. Edit LAN_Outgoing, and scroll down to profile

section.
Select Content Filtering, and SSL Inspection. Click Apply to save.

Profile

Application Patrol none v

Content Filter Block_voutube - Log by profile v
S5L Inspection SSl-inspection - Log by profile v

Export Certificate from FLEX and Import it to Windows

When SSL inspection is enabled and an access website does not trust the FLEX certificate,
the browser will display a warning page of security certificate problems.

Go to System > Certificate > My Certificates to export default certificate from FLEX.

@ Systerm = = Cerlificate = = My Certificates -

iy Cedificutes Trusted Certificates

PKI Storage Sprce

Usage 0%
+ Add 7 Edit [] Reference [ Import| [E Export Q I
Home = Type = Subject = m«a = Valid from = ValidTo = Refer... &
clafault SELF CH=USG_FLEX_200HP_DE... CMN=USG_FLEX_200HP_DGE... Macry 22 03:43:22 ... May 26 0343:22 ... 2

Click Export Certificate to export certificate file, and Save default certificate as default.crt

file to Windows OS.

Export Cerfificate X

Fassword

Leava the password fiekd blark to expent cerfiicata enly o filin passwerd to
export cetificate with private key.

Export Cerfificate
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In Windows Start Menu > Search Box, type MMC and press Enter.

O @ Filters ~/
Best match
mmc
Run command
Search suggestions
£ mme - see web results >

E Cansolel - [Cansole Root]

E File = Action ‘iew Favorites  Window  Help
& Mews Ctrl+l
[= Open... Ctrl+0
] Save Cirl+5
Save &5,
Add/Rermawve Snap-in... Ctrl +h4

Options...

1 dewmgrntimsc
2 services.msc
3 lusrmgr.msc

4 Cilsersh, hDesktophcer.msc

Exit

In the mmc console window, click File > Add/Remove Snap

-in...

In the Available snap-ins, select the Certificates and click Add button. Select Computer

account > Local Computer. Then, click Finished and OK to close the Snap  -ins window.

Available snap-ins: Selected snap-ins:

Snap-in Vendor & [l Console Root [ Edit Extensions... l
«'1 ActiveX Control Microsoft Cor... | | | Gl Certificates (Local Computer) I

[T3 Authorization Manager Microsoft Cor... (R
Microsoft Cor...

#: Component Services  Microsoft Cor... = Move Up

A Computer Managem... Microsoft Cor...

:E'ﬂDe\.rice Manager Microsoft Cor... Move Down

=f Disk Management Microsoft and...

2] Event Viewer Microsoft Cor... |

I Folder Microsoft Cor...

g IF Security Monitor Microsoft Cor...

&, 1P Security Policy Ma... Microsoft Cor...

|| Link to Web Address  Microsoft Cor...

&\ ocal Users and Gro... Microsoft Cor...

2| NAP Client Configura... Microsoft Cor... Advanced...
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In the mmc console window, open the Certificates (Local Computer) > Trusted Root

Certification ¢~ . P, ¢, Bez AP, : ~@At. .t Af BPo. V. t{ poBA° A . AUpe’
@ File Action View Favorites Window Help
e=|5EF 0l o= BE
4 5 Certificates (Local Computer || Object Type
» . Personal l_‘ "I Certificates
b |_| Trusted Root Certificatinnl
i (2] Enterprise Tru Find Certificates...
» = Intermediate [ o)) Tasks v Find Certificates...
i [l Trusted Publis
i [ Untrusted Cer View D Import...
i [ Third-Party Re New Window from Here
’ _I Trusted Peopl New Taskpad View...
i 2] Other People
i [l Homegroup b Refresh
i [ McAfee Trust Export List...
L [ PC-Nnrtar Tn Hel
< | n | elp _ n
Click Next. Then, Browse..., and locate the default.crt file you downloaded earlier. Then,
click Next.
File to Import

Spedfy the file you want to impaort.

File name:
C:\Jsers\USER \Downloads\default.ort Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7B)

Microsoft Seriglized Certificate Store (LS5T)
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Select Place all certificates in the following store and then click Browse and find Trusted

Root Certification Authorities. Click Next, then click Finish.

& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.,

Windows can automatically select a certificate store, or wou can specify a location for
the certificate,

() Aukomatically select the certificate store based on the type of certificate

(®)Place all certificates in the Following store!

Certificate store:

|Trusted Rook Certification autharities Browse. ..
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Test the Result

Using Web Browser to access the YouTube. The gateway will redirect you to a blocked

page.

Content Filtering

Access Restricted

Web access is restricted. Please contact the administrator.

Categary Block Web Sites
Blocked URL hitps: ZAsana youtube . com. bl

Go to Log & Report > Log/Events and select Content Filtering  to check the logs.

@ Log & Repert v > Log/Events ~
Category  Content Filter - Y Fiter v & Refresh  Q Clearlog you X m
ne Time & Calegory & Mossage & Source & Desfinafion & Nole &
il 2023-0529 19:11:15  conleni-fiter www.youlube.com:Streaming Media, Rule_name:LAN_Cuigoing, SSEN (Content Filler)  192.148.148.34 34.20685.242
103 2023-05-27 19:11:02 content-filter youtube-uil.google.com: Intemet Services, rule_name: LAN_Outgoing 192.168.168.33 192.168.168.1 DNS REDIRECT
154 20230527 19:10:42  content-filter www.youlube.comstreaming Media, Rule_name:LAN_Gutgoing, SSEN (Content Filter]  192.168.1 68,34 34.20685.242 WEB BLOCK
258 20230527 190933 confeni-filler Wi youtube.com: Streaming Media, rule_nare: LAN_Outgoing 192.168.168.34 168.95.1.1 DNS REDIRECT
259 20230529 190933 conleni-filler i youtube.com: Streaming Media, rule_narme: LAN_Outgaing 192.168.148.34 16895.1.1 DN BLOCK
260 20230520 190933 contentfilter i youtube.com: Strearming Media, rule_narme: LAN_Outgsing 192.168.148.34 168.95.1.1 DS BLOCK
Rowsperpage: 50~ ots 1

Copyright © 2026 Zyxel and/or its affiliates. All rights reserved. 105




ZYXEL

NETWORKS

Go to Security Statistics > SSL Inspection > Summary. Traffic is

inspection.

www.zyxel.com

inspected by SSL

@ Security Statistics = = SSllnspection + > Summary -

Summary Cerfificate Cache List

General Seltings

Status

Wicimurm Concurrent Sessions 1000

Concurrent Saessions

Summary

351 Sessions Total 3553
Inspected 3430 (76.547%)
Decrypted 48.24 Mhytes
Encrypted 48.05 Mhytes
Blocked 0
Passed 123

Go to Security Statistics > Content Filter to check summary of all events.

@ Secunty Stalistics ~ > ContentFiller =
Last 24 Hours Summeary Top entry by | Blocked Category =
Click the pie char 1o switch o the item events

Blocked Calegory Hit Coumt
| ® Streaming Medla 18 (100%)
Content Filter Events
Time & Acion & URL/Bomain & Profls & Catagory Sowca P & Dostingtion IP &
2023-05-29 18:25:10 l BLOCK www youtube, com.bw Block_Youtube Streaming Media 192.168.168.34 62.6.26387
20230529 16:25:09 BLOCK wwwyoulubs.comtw  Block Youlube  Streaming Media  192.168.168.34 52.6.253.87
2023-05-29 18:25:08 BLOCK wwwyoulubs.combw  Block Youlubs  Sheaming Media  192.168168.34 52.6.265.87

=N
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How to Configure Content Filter with HTTPs Domain Filter

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service. The filtering feature is based on over 100 categories that is built in USG

Flex H such as pornography, gambling, hacking, etc.

When the user makes an HTTPS request, the information contains a Server Name
Indication (SNI) extension fields in server FQDN. Using the SNI to query category from
local cache then the cloud database, then take action when it matches the block category

in the Conte nt Filter profile.

Lyxel cloud server

3. Query cloud 4, Reply result
@ nnmrrrreererrnnnnannnrens Y EETETTTTI [CRIEERER Py
‘ ............................. GOfeWC]y 4‘ ......................... PC
Infernet 5 Tqke action 1. Access to Facebook
block (redirect) Check FQDN
>. Take action HTTP check URL

pass / block / warn HTTPS check SNI

‘Q‘Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS
110).
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Set Up the Content Filter

Go to Security Service > Content Filtering > Profile Management
profile . Configure a Name for you to identify the
m N, t . o EUdd&@ofigie the ActiopA  block when the Content Filter detects events.

Content Filter profile

> Add a Content Filter

such as

General Settings

Name

Description

Action

S5L W3 or previous

@ Secunty Service w = Content Filtering -

Social_Metworking

block

log clert

Log allowed traffic ‘:)

version Connacfion  Drop

Drop Log

@

log alert

Navigate to Test Web Site Category and type URL to test the category and click Query .

Test Web Site Category

URL to test

hitps:/fwww.focebook.com

If you think the category is incorrect, click thiz link to submit a request to review it.

=
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U, 2AX, .

Ae BBAQ™ BAL PO a3 |

HTTP and HTTPS Domain you specified.

Pr AP d3t .

Mezzage

domain category result: social-networking
url category result: social-networking

Scroll to the Managed Categories

access to specific types of Internet content.

section, and select categories in this

P3d3z A’

section to control

AQ” BABIOY BP’ @ At

O Major Clobal Religions
O Mebile Phone
[0 online shopping

[0 PersonclPages

[ professional Netwerking
O religion Ideclogy

[0 Restaurants

Social Networking

[ technical Business Forums
O rwave

O web ads

O sormimes = -

[ Potenticl Criminal Activities

Content Filtering  +

O Marketing Merchandising

O Moderated
[ PzrrFile sharing

O Phermacy

[ Potential Hacking Computer Crime

O Provocative Attire

O remote Access

[ school Chegiing Infermation

O software Hardware
[ Technical Information
[ usenet News

O web Mail

O Mecdic Downleads
O Moter venhicles
[ epues

Politics Opinion

Potential llegal Software

0O 0 Do

Public Information
[ reserved

O search engines
0O sports

[ 1ext spoken Ony
O viclence

O web Mestings

O media sharing

O won Profit Advocacy NGO
O Perked Domain

O pPemography

[ Frivote IP Addresse

[ reclEstate

[ residential IP Addresses
O sexual materials

O stock Trading

[ Text Transiators

[ visual search Engine

O web Phone

O Messaging

O nusity

[0 Personal Network storage:
O Portal sites

O rrofanity

O Rrecreafion Hobbies
O Rresource Sharing
O shareware Freeware
O streaming Medic
O rtoboces

O wecpons

O unrated
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Set Up the Security Policy

Go to Security Policy > Policy Control

to configure a Name for you to identify the Security

Policy profile. For From and To policies, select the direction of travel of packets to which

the policy applies and apply the

security policy.

Profile > Content Filter

mSocial_Networking w A | '

@ SecurityFoiicy » > Policy Confrel v

Configurafion

Enable ()
cme Block_Sociol Netwarkir
Description

Destination

Content Fitter Social Metwerking Log

S5LInspection none -

enice any &
er any 4

Schedule none 4

Action allows -

og no -

Profile

Application Patrol none -

by profile -
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Test Result

Type the URL http:// www.facebook.com / or https:// www. facebook.com / onto the browser

and cannot browse facebook.

M  Privagyerror x —+

< C m A Not secure | https//www.facebook.com

A

Your connection isn't private

Attackers might be trying te steal your informaticn from www. com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Navigate to Log & Report > Log / Events , you will see [alert] log of blocked messages.
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How to Block Facebook Using a Content Filter Block List

This is an example of using USG Flex H UTM Profile in a Security Policy to block access to
a specific social network service. You can use Content Filter and Policy Control to make

sure that a certain web page cannot be accessed through both HTTP and HTTPS

protocols.
Block list
4 ;
3. Query : ! 4. Reply result
2. Responder 5. Inspected file
: v
L O 11 sannn JOrn Y
n Gateway PC
Internet 1. Initiator

‘Q‘Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 500H (Firmware Version: uOS 1.10).
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Set Up the Content Filter

In the USG Flex H, go to Security Service > Content Filtering > Profile Management >
Add a Content Filter profile . Configure a Name for you to identify the Content Filter profile

€ 9t 7 Ame Am C it dzRonfigurdcthe Action utc: black when the Content Filter detects
events.

@ Secunty Service ~ = Content Filtering ~

General Seftings

Name Focebook _Block

Descripfion

Action block -

og og alert -

Log allowsd traffic C’
SSL V3 or previous version Connection  DT0P ()

Drop Log log alert -

Goto Block List @’ 3 A@r Od3AGS r 'Am E 2 v adg therURL thdf yoy want to'Blgck A
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Set Up the Security Policy

Go to Security Policy > Policy Control  to configure a Name for you to identify the Security

Policy profile. For From and To policies, select the direction of travel of packets to which

the policy applies and apply the Profile > Content Filter ™Facebook Blockw A ' A@~ . ¢ Ae &3t 3P, or
policy.

Configuration

Enable

Mome

om '
- I
kkkk a &
Dest o 4
i @ &

r an &
hedul none ra

Action allow

Profile

Application Patrol none
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Test the Result

Type the URL http:// www.facebook.com / or https:// www. facebook.com / onto the browser

and cannot browse facebook.

M  Privagyerror x —+

< C m A Not secure | https//www.facebook.com

A

Your connection isn't private

Attackers might be trying te steal your informaticn from www. com (for example,

passwords, messages, or credit cards).

NET:ERR_CERT_COMMON_NAME_INVALID

Go to Log & Report > Log / Events , you will see [alert] log of blocked messages.

3 Time & Category ¢ Message & Source # Destination & Note &

92.148.165.38 52.28.2485 WEB BLOCK
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How to block YouTube access by Schedule

This is an example of using the USG Flex H to block access YouTube access by schedule.
You can use Application Patrol and security policy with schedule settings to make sure
that YouTube cannot be accessed in your network at a specific prohibited time. Thi S

article will guide you on how to deploy it.

Prohibited time

Allowed time

3 YouTube

‘Q'Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet
masks. This example was tested using USG FLEX 5 OOH (Firmware Version: uOS
1.10).
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Set Up the Schedule

Go to Object > Schedule > Recurring > Add Schedule Recurring Rule . Configure a Name
for you to identify the Schedule Recurring Rule . Specify the Day Time hour and minute

when the schedule begins and ends each day.

@ Object + = Schedule

Configuration

Name Youtube_Block_Time

Description

Day Time

Start Time 09:00 am © Monday -
Stop Time 05.00 pm © Monday -
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Create the Application Patrol profile

S

In the USG Flex H, go to Security Service > App Patrol > General Settings > Application

Management . To add an App Patrol profile, configure

¢~ BAOP,

V,, ®A ggeafA @ 3 Ae &3, Bl ¢

Application Wz AU~ &8 Adg @BPA @~ d&3ZA’ di3r X. P 3 A nmrelacdgB3wtsianth ¢ . A e &3Pt ~

select all YouTube -related apps and click Add.

Add Application

Category and

Q=

Applicaticn o youtube

Audio/Video (1/205)
YouTube TV

Web (6/2568)
Youtube.com
youtube Audio/Video
youtube Upload
Youtube HD
YouTube Kids

Youtube Music
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Set Up the Security Policy

Go to Object > Service to add a UDP 443 service objec t.

@ Object -+ = Zervice w

Configuration

MName
Descrption
P Protocol
Starting Port

Ending Fort

QUIC_UDP_443

UDr hd
443 [1..655335)
443 (1..655335)
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Go to Security Policy > Policy Control

to configure a Name for you to identify the Security

Policy profile. For From and To policies, select the direction of travel of packets to which

the policy applies. Select the service QUIC_UDP443 and select the Schedule that defines

when the policy would be applied.

&’ A@” . e ABIOp. O, &3z Aeds, &3t 9 AM U, J9IRBE", .

Configurafion

Enchkle

Name

Descripfion

From

Source

Destination

Jervice

Jser

Schedule

Action

Log

@ Sscurty Policy = >  Policy Confrol

@

Block_QUIC_UDP443

LANT_SUBNET

any

QUIC_UDP_443

Youtube_Block_Time

deny -

og alert A

t’ B3EU0, .
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Add another security policy to block YouTube by schedule. To configure a Name and the

From, To traffic direction. S elect the Schedule that defines when the policy would be

applied. Finally, to scroll down the Profile , check Application Patrol and select a profile

from the list box. In this example, Schedule : Youtube Block Time; Application Patrol

Youtube.

Configurafion

Enakle

Hame

Source

Destination

User

Schedule

Action

Log

Profile

Application Patrol

Content Filter

35L Inspection

y * = Policy Confrol -
@
Block_Youtube
A &

WA '
LANT_SUBNET &
any &
any &
any &
Youtube_Block_Time &
allow e
og alert v
Youtube - Log oy profile N
nons v
nons -
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U~ o5 ) MAR ot * A@. A9~ d8Ae &3t PP, or AO, . . {1 AOp: &BA® 3 A . CBAQ~ &gAt
JEAT LT BPAGT @ AR, .t AU, JUZIRBART Act " B3 D, dBZ

[0 stanse Prioty & Nme From & o source & Desfination & senvice & User ¢ Schedule & Action ¢ log & profile
o ¢ 1 Block QUIC_UDP... LAN WAN LANI_SUBNET any QUIC_UDP_443 any Youtube_Block_T... deny log-olert
o ¢ 2 Block_Youtubs LAN waN LANI_SUBNET any any any Youtube_Block_T... allow log-clert 2%
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Test the Result

Type the URL http:// www.youtube.com / or https:// www.youtube.com / onto the browser

and cannot browse YouTube.

Open the YouTube APP on the phone and cannot access to YouTube.
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