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IMPORTANT!

READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

Graphics in this book may differ slightly from the product due to differences in operating systems,
operating system versions, or if you installed updated firmware/software for your device. Every
effort has been made to ensure that the information in this manual is accurate.

Related Documentation

= Download software and documentation (User’s Guide, Quick Start Guide, Datasheet, Support
Notes) from one of the FTP sites:

Europe: ftp://ftp.zyxel.dk/Vantage_Report

Rest of World: ftp://ftp.zyxel.com/Vantage_ Report
= Vantage Report Online Help

Embedded web help for descriptions of individual screens and supplementary information.
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1

Introducing Vantage Report

Please see the Quick Start Guide for Vantage Report setup requirements, installation, and access.
This chapter introduces Vantage Report.

1.1 Introduction

Vantage Report is a cost-effective, browser-based global management solution that allows an
administrator from any location to easily manage, monitor and gather statistics on ZyXEL devices
located worldwide. With Vantage Report, you can monitor network access, enhance security, and
anticipate future bandwidth needs. A typical application is illustrated in Figure 1.

Figure 1 Typical Vantage Report Application

-
A - «—( Internet )T\ C

-

-
B =

{0

In this example, you use the web configurator (A) to set up the Vantage Report server (B).
You also configure the ZyXEL devices (C) to send their logs and traffic statistics to the Vantage
Report Server. The Vantage Report server collects this information. Then, you can

< monitor the whole network
= look at historical reports about network performance and events

= examine device logs
The Vantage Report server can also send statistical reports to you by e-mail.

Table 1 Supported ZyXEL Devices
VANTAGE REPORT VERSION SUPPORTED MODELS
Vantage Report 3.8 ZyWALL 110, ZyWALL 310, and ZyWALL 11004,

A. Models supported at the time of writing do not support anti-spam, anti-virus, content filtering, IDP, and ADP
functions.
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1.2 License Versions

1.3 Hardware Requirements

This is independent from the version number, 3.8 for example. When you first install Vantage
Report you get the trial version with full management authority for one device for 30 days. After the
trial version expires you have a basic version with only limited management authority for one

device.

Note: This User’s Guide discusses the features in the full version.

Purchase license keys to use the full version with full management authority for more devices. See
Section 14.5 on page 466 for more information.

Minimum hardware requirements:

= Intel Pentium 4 processor 1 GHz

= 512 Mb RAM

= 8 GB free hard disk space

The following table shows the recommended hardware specification
computer, the more devices you can manage.

Table 2 Hardware Specification Recommendations

s. The more powerful your

NUMBER OF |LOG HANDLING CPU SPEC MEMORY | LOG SPACE REQUIRED
DEVICES CAPABILITY (LOGS/SEC) | (GHZ) SPEC (GB/DAY)

0-5 0-75 Intel P4 2.6 GHz | 512 MB 0-1

5-50 75 - 750 Intel P4 2.6 GHz | 1 GB 1-12

50 - 100 750 - 1500 Intel P4 3.2 GHz | 1 GB 12 - 24

18
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2

The Vantage Report Server

This chapter explains several characteristics of the Vantage Report server.

2.1 Starting and Stopping the Vantage Report Server

Note: Make sure the port Vantage Report uses for web services is not used by other
applications, especially web servers.

The Vantage Report server runs as a service on the Vantage Report server. By default, this service
starts automatically when you log in to the Vantage Report server. You can use the services
management screen to start, stop, or configure this service. To open this screen:

1 In Windows 2000, click Start > Settings > Control Panel > Administrative Tools > Services.
The Services screen opens.

2 In Windows XP, click Start > Control Panel > Performance and Maintenance >
Administrative Tools > Services. The Services screen opens.

3  In Windows Vista or Windows 7, click Start > Control Panel > Administrative Tools >
Services. The Services screen opens.

Zervices (Local)
Yantage Report Description Status Startup Type LogOn&s  *
Wantage CM..

Start the service R
“:Mantage Repl SRl Autormatic

Description: SdMirtual Disk Stop fanual Local Syste..,

Wantage Report EhVolume Shay Pause hanual Lacal Syste..
SWebClient Resume fted Autornatic Local Service
(,;";Wmdnws AL. Restart ted Automatic Local Service
S Mindowes S fted Autornatic Local Syste..
ShWindows Ba| All Tasks ’ Manual Lacal Syste..,
- Windouvs Cal Refresh banual Local Syste..,
EhWindows Cg Manual Local Service
ShMindaows Cq Properties fdanual Local Service
-.'_\";.Wmdows Dg Help fted Autornatic Local Syste..
ShWindows Drl - J Manual Local Syste..,
SgWindaws Error Re., Allows error.,  Started Autornatic Local Syste..,
“ShMindows Bvent .. This service .. tanual Metwark 5. |&
SxMWiindowes Bvent Log  This service .. Started Autornatic Local Service |
EhWindows Firewall  Windows Fi..  Started Autormnatic Local Service
“ShWindows Image &, Provides im..,  Started fanual Local Service
SeWindows Installer  Adds, modi.., Manual Local Syste.,
; \..w- . L S P £ o] e . :

ALY R

4 Right-click on Vantage Report. A menu appears.

5 Select Start or Stop to start or stop the Vantage Report service. Select Properties to configure
the service.
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2.2 E-Mail in the Vantage Report Server

Note: Before the Vantage Report server can send e-mail to anyone, you have to configure

the SMTP mail server. See Section 14.2 on page 461 for more information.

The Vantage Report server can use e-mail to send information in several situations. In some
situations, it sends e-mail to the e-mail address that is associated with a specific user (see Section
14.3 on page 463). In other situations, it sends e-mail to any valid e-mail address.

= scheduled report - The Vantage Report server can send one or more statistical reports regularly

or one-time to any valid e-mail address. See Chapter 12 on page 423 for more information.

system notifications - When certain system parameters cross a threshold (minimum or
maximum) value, the Vantage Report server sends e-mail to the Vantage Report administrator
(the e-mail address associated with the root account). Some of these messages are warnings; in
some situations, however, the Vantage Report server starts or stops receive logs. One of the
threshold values can be configured. See Section 14.1 on page 457.

forgotten password - A user clicks Forget Password? in the Login screen. In this case, the
Vantage Report server sends the account information to the e-mail address associated with the
specified user name. See Section 3.2 on page 27 for an example of the Login screen.

test message - The Vantage Report administrator tests the SMTP mail server settings. The
Vantage Report server sends an e-mail message to the e-mail address associated with the root
account. See Section 14.2 on page 461 for more information.

2.3 Time in the Vantage Report Server

= In Vantage Report, clock time is the time the Vantage Report server receives information (log

entries or traffic statistics) from the ZyXEL devices, not the time the device puts in the entry. As
soon as the Vantage Report server receives information, it replaces device times with the current
time in the Vantage Report server.

The Vantage Report server processes log entries and traffic statistics before the information is
available in any screen (including log viewers). For performance reasons, the Vantage Report
server does not process this information right away. Instead, the processing time depends on the
way the information is used in Vantage Report. See the following table for processing times for
each menu item.

Table 3 Processing Times by Menu Item

MENU ITEM TIME (MIN)
Monitor 5

Report (Network Traffic, Secure Remote Access, Network Security, E-Mail Security, Web 5

Security, Security Policy Enforcement, Authentication)

Logs (Log Viewer) 5

2.4 Common Terms

20

The following table describes the terms that appear frequently in this document.
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Table 4 Common Terms

TERM DESCRIPTION
ZLD-based ZyXEL | ZLD (ZyXEL Linux Distribution) is ZyXEL's platform based on Linux. ZLD models include
Devices the ZyWALL products.

Drill-down Report

Click a link in a report to display details in another screen. For example, click Secure
Remote Access > Client-to-Site (IPSec) > User Status, then click a user’s link to
display a report of the services for which the user sent the most traffic.

Host

A host represents a computer with an IP address.

Remote User

A user login the device with a legal user’s account.

Figure 2 Remote User

( Internet ‘E__
s N

g1

Remote VPN User

A VPN user is a user who is allowed to send traffic through VPN tunnel.

Figure 3 Remote VPN User

i ( Internet ;’?
\ - s ==
NS

Incoming VPN
Traffic

A diagram is referred to in following figure. In this example, incoming VPN traffic is
encrypted data that the ZyXEL Device receives from VPN tunnels (A) and the traffic sent
back (B).

Figure 4 Incoming VPN Traffic

A
\ { I/ Internet

. sEma . - —

\

B

Outgoing VPN
Traffic

A diagram is referred to in following figure. In this example, outgoing VPN traffic is
encrypted data that the ZyXEL Device forwards through VPN tunnels (A) and the returned
traffic (B).

Figure 5 Outgoing VPN Traffic

A
\EEI<
B\.../

Internet
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2.5 Common Icons

The following table describes common icons.

Table 5 Common lcons
ICON DESCRIPTION

The View Detail icon (in the Dashboard) lets you focus on an individual monitor report.

“«
= The Settings icons open a screen where you can modify the report display settings.
St
= The Print icon opens a screen for printing the screen.
— The Pie View icon displays the statistical report in a pie chart.
)

— The Bar View icon displays the statistical report in a bar chart.

The Refresh icon updates the information in the screen.

2.6 ZyXEL Device Configuration and Source Data

The following table identifies the configuration required in ZyXEL devices for each screen in Vantage

Report.
Table 6 ZyWALL Products Configuration Requirements by Menu Item
ZYWALL PRODUCTS
VANTAGE REPORT MENU ITEM(S) SOURCE
LOG SETTINGS* ADDITIONAL
DATA
Monitor > Hardware Status > CPU Usage log entries System Monitoring --
Monitor > Hardware Status > Memory Usage log entries System Monitoring --
Monitor > Network Traffic > Session Usage log entries System Monitoring --
Monitor > Network Traffic > Bandwidth > Port log entries INTERFACE --
Usage STATISTICS
Monitor > Network Traffic > Bandwidth > log entries INTERFACE --
Interface Usage STATISTICS
Monitor > Network Traffic > Web log entries Traffic Log -
Monitor > Network Traffic > FTP log entries Traffic Log --
Monitor > Network Traffic > Mail log entries Traffic Log --
Monitor > Secure Remote Access > Site-to-Site | log entries Traffic Log --
(IPSec)
Monitor > Secure Remote Access > Client-to- log entries Traffic Log --
Site (SSL)
Monitor > Network Security > Firewall Access log entries Firewall --
Control
Monitor > Network Security > Attack log entries Attack (ADP) -
Monitor > Network Security > Intrusion Hits log entries IDP --
Monitor > Network Security > AntiVirus log entries Anti-Virus -

22
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Table 6 ZyWALL Products Configuration Requirements by Menu Item

ZYWALL PRODUCTS

VANTAGE REPORT MENU ITEM(S) SOURCE
LOG SETTINGS* ADDITIONAL

DATA
Monitor > E-mail Security > Virus Found log entries Anti-Virus --
Monitor > E-mail Security > Spam log entries Anti-Spam --
Monitor > E-mail Security > Intrusion Hits log entries IDP --
Monitor > Web Security > Security Threat log entries Blocked web sites --
Monitor > Web Security > Virus Found log entries Anti-Virus --
Monitor > Web Security > Intrusion Hits log entries IDP --
Monitor > Security Policy Enforcement > Blocked web sites, --
Content Filter Forward web sites,

Warning web sites

Monitor > Security Policy Enforcement > App Application Patrol --
Patrol
Monitor > Event > DHCP Leasing log entries Traffic Log -
Report > Network Traffic > Bandwidth log entries Traffic Log --
Report > Network Traffic > FTP log entries Traffic Log --
Report > Network Traffic > Mail log entries Traffic Log --
Report > Network Traffic > Customization log entries Traffic Log --
Report > Secure Remote Access > Site-to-Site | log entries IPSec, User --
(IPSec)
Report > Secure Remote Access > Client-to-Site | log entries IPSec, User --
(IPSec)
Report > Secure Remote Access > Client-to-Site | log entries SSL VPN, User --
(SSL)
Report > Secure Remote Access > Xauth log entries IPSec, User --
Report > Network Security > Firewall Access log entries Firewall --
Control
Report > Network Security > Attack log entries Attack (ADP) --
Report > Network Security > Intrusion Hits log entries IDP --
Report > Network Security > AntiVirus log entries Anti-Virus --
Report > E-mail Security > Virus Found log entries Anti-Virus --
Report > E-mail Security > Spam > Summary log entries Anti-Spam --
Report > E-Mail Security > Spam > Top Sender | log entries Anti-Spam --
Ips
Report > E-Mail Security > Spam > Top log entries Anti-Spam --
Subjects
Report > E-Mail Security > Spam > By Category | log entries Anti-Spam --
Report > E-mail Security > Intrusion Hits log entries IDP --
Report > Web Security > Security Threat > log entries Blocked web sites --
Summary
Report > Web Security > Security Threat > Top | log entries Blocked web sites --
Sites
Report > Web Security > Security Threat > Top | log entries Blocked web sites --
Users
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Table 6 ZyWALL Products Configuration Requirements by Menu Item

VANTAGE REPORT MENU ITEM(S)

ZYWALL PRODUCTS

SOURCE

*
DATA LOG SETTINGS ADDITIONAL
Report > Web Security > Security Threat > Top | log entries Blocked web sites --
Hosts
Report > Web Security > Security Threat > By | log entries Blocked web sites --
Category
Report > Web Security > Virus Found log entries Anti-Virus --
Report > Web Security > Intrusion Hits log entries IDP --
Report > Security Policy Enforcement > EPS log entries EPS --
Report > Security Policy Enforcement > Content | log entries Blocked web sites, --
Filter (All) > Summary Forward web sites,
Warning web sites
Report > Security Policy Enforcement > Content | log entries Blocked web sites, --
Filter (All) > Top Sites Forward web sites,
Warning web sites
Report > Security Policy Enforcement > Content | log entries Blocked web sites, --
Filter (All) > Top Users Forward web sites,
Warning web sites
Report > Security Policy Enforcement > Content | log entries Blocked web sites, --
Filter (All) > Top Hosts Forward web sites,
Warning web sites
Report > Security Policy Enforcement > Content | log entries Blocked web sites, --
Filter (All) > By Category Forward web sites,
Warning web sites
Report > Security Policy Enforcement > Content | log entries Blocked web sites --
Filter (Blocked) > Summary
Report > Security Policy Enforcement > Content | log entries Blocked web sites --
Filter (Blocked) > Top Sites
Report > Security Policy Enforcement > Content | log entries Blocked web sites --
Filter (Blocked) > Top Users
Report > Security Policy Enforcement > Content | log entries Blocked web sites --
Filter (Blocked) > Top Hosts
Report > Security Policy Enforcement > Content | log entries Blocked web sites --
Filter (Blocked) > By Category
Report > Security Policy Enforcement > log entries Application Patrol --
Application Access Control
Report > Event > DHCP Leasing > Summary log entries Traffic Log -
Report > Event > DHCP Leasing > Top Host log entries Traffic Log -
Logs > Log Viewer log entries *x *x
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* - The names of categories may be different for different devices. Use the category that is appropriate for each device.

** - The log viewers display whatever log entries the ZyXEL devices record, including log entries that may not be used in

other reports.

* - The names of categories may be different for different devices. Use the category that is appropriate for each device.

** - The log viewers display whatever log entries the ZyXEL devices record, including log entries that may not be used in

other reports.

= Source Data - Some screens use log entries; some screens use traffic statistics. Some ZyXEL
devices do not track traffic statistics. If Vantage Report does not get one of these, the screens
are empty. See the Quick Start Guide for detailed instructions.
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= Log Settings - If ZyXEL devices do not record some categories of log entries, Vantage Report
does not have any information to display either. For example, if you want to look at VPN traffic for
a particular device, the device has to record log entries for IPSec.

For most devices, go to the Logs > Log Settings screen, and select the appropriate categories.
You may also use the command-line interface.

= Additional - In some cases, it is possible to control what log entries are recorded in even more
detail. For example, in some ZyXEL devices, it is possible to control what attack types are logged.

For most devices, go to the screen indicated to select the appropriate log entries. You may also
use the command-line interface.
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The Web Configurator

This chapter provides the minimum requirements to use the web configurator, describes how to
access the web configurator, and explains each part of the main screen in the web configurator.

3.1 Web Configurator Requirements

The web configurator is a browser-based interface that you can use to set up, manage, and use
Vantage Report. You can run it on the Vantage Report server or on a different computer. Your web
browser should meet the following requirements:

= Internet Explorer 6.0 or later, Firefox 1.0.7 or later, Google Chrome 23.0.1271.95 or later (local
or remote)

= JavaScript enabled

= Macromedia Flash Player 11 or later

» Recommended screen resolution: 1024 x 768 pixels

3.2 Web Configurator Access

To access the web configurator, follow these steps:

1 Make sure Vantage Report is installed and running properly. (See the Quick Start Guide.)

2 Open a browser window, and go to http://a.b.c.d:xxxxx/vrpt, where

e a.b.c.d is the IP address of the Vantage Report server. If you open the web configurator on the
same computer on which you installed Vantage Report, enter localhost.

= XXXXX is the port number you entered during installation (default is 8080).
For example, you might enter http://localhost:8080/vrpt or http://212.100.9.161:9090/vrpt.
In either case, the web configurator Login screen displays.

Figure 6 Web Configurator Login Screen

Enter User Name/Password (default: root/ root) and click te

User Name: I
Password: I
Forget Passwiord?
=)
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5

Note: If you forget your password, enter your user name, and click Forget Password?.
Vantage Report sends your password to the e-mail address (if any) for your User
Name. See Section 2.2 on page 20 for more information about e-mail in Vantage
Report and Section 14.3 on page 463 for more information about SMTP
configuration.

Enter the User Name (default: root) and Password (default: root).

Note: See Section 14.3 on page 463 to change the password.

Click the Login button. The System Dashboard screen displays Vantage Report system and
device information in widgets that you can re-arrange to suit your needs. You can also select what

information the device monitor widgets display. See Section 3.6 on page 43 for details on the
dashboard.

Figure 7 System Dashboard
ZyXEL vrr13s
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Copyright
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System Settings AT X
Alive Log Days 30 days E Monitor 3
SMTP Server
NfA & Device Name:  MjA Device MAC: NfA
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Manually add a device to Vantage Report. See Table 8 on page 31 for how to add a device.

Vantage Report 3.8 User’s Guide




Chapter 3 The Web Configurator

6 Select the device from the device list on the left of the screen and click a menu (for example,
Monitor) on the top of the screen. The main screen in Vantage Report appears.

Figure 8 Web Configurator Main Screen

ZyXEL vrr13.s [y

Dashboard

iy ot " ‘ _MONITOR r Device Path : 00AOCS000001 5 &
R 00A0CS00000 \J/ MAC : 00A0CS5000001 U
gy 00ADC500000
—wyn  ooaccsocoor IR s ¥ pevice Information
Lo 8-CC5D i

| System Name: ZyWALL 110 Model Name: ZYWALL 110
System Up Time: N/A Firmware Version: 1050_2.20_DailyBuild

i CFl.Iquge Monitor | | Memuryl.hage Monitor

Tt Trra sosonent s Tirm. st e Marey e Tt Trre sevnercaten e Trrm e caren

The main screen is divided into four parts:

= The main menu bar (A) - contains main menus and some links that are useful anytime.

« The device window (B) - displays and organizes the ZyXEL devices that can provide information
to Vantage Report.

= The submenu window (C) - lists the reports you can generate and organizes these reports into
categories. It also lists the configuration menus used to manage and maintain the Vantage
Report.

« The report and setting window (D) - shows the selected report for the selected device(s) or
the related setting screens.

Note: For security reasons, Vantage Report automatically times out after fifteen minutes
of inactivity. Log in again if this happens.

The rest of this section discusses each part of the main screen in more detail.

3.3 Main Menu Bar

The main menu bar links are explained in the table below.

Table 7 Main Menu Bar Links
LABEL DESCRIPTION

Help Help opens the help page for the current screen in Vantage Report.
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Table 7 Main Menu Bar Links

LABEL

DESCRIPTION

About

About opens a screen with the version of Vantage Report.

Logout

Logout logs you out of Vantage Report.

3.3.1 The About Screen

Use this screen to view Vantage Report release and copyright information.

Figure 9 About

Vantage Report

Software Version: . -

(C) Copyright 2012 by ZyXEL Communications Corp.
Did you check www.zyxel.com today?

3.4 Device

Window

Use the device window to select which device(s) you want to include in a report, add devices to
Vantage Report, and remove devices from Vantage Report.

Note: You have to add the device to the device window if you want Vantage Report to
store log or traffic information from this device. If the Vantage Report server
receives logs or traffic information from a device that is not in this list, it discards

the logs.

In the device window, you can also look at basic information about each device, edit the
information about the device, and search for devices in Vantage Report using this information. This

chapter explains how to do these things.

30
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The device window is located on the left side of the main screen in the web configurator. Figure 10
shows an example.

Figure 10 Device Window

m

4C D

Each numbered section above is described in the following table.

Table 8 Device Window

SECTION | DESCRIPTION

1 To add a device to Vantage Report,

= right click on root, and select Add Device. The Add Device screen appears in the device
window. (See Figure 11.)

To add a folder to Vantage Report,

= right click on root, and select Add Folder. The Add Folder screen appears in the device
window. (See Figure 11.)

2 To update the device window,

* click the Refresh button.
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Table 8 Device Window

SECTION

DESCRIPTION

3 To

To

To

To

To

To

To

move a device in the device tree,

right-click on the device, and select Cut it. Then right-click the destination folder and select
Paste to.

select which device is included in a report,

click on the device.

look at the basic information about a device,

click on the device. The Device Information screen appears in the report and setting
window. (See Figure 11.)

edit the basic information about a device,

right-click on the device, and select Edit Device. The Edit Device screen appears in the
device window. (See Figure 11.)

edit the basic information about a folder,

right-click on the folder, and select Edit Folder. The Edit Folder screen appears in the device
window. (See Figure 11.)

remove a device from Vantage Report,

right-click on the device, and select Delete Device. Vantage Report confirms you want to
delete it before doing so.

remove a folder from Vantage Report,

right-click on the folder, and select Delete Folder. Vantage Report confirms you want to delete
it before doing so.

4 To

search for a device,

type any part of the name, MAC address, or note and click the magnifying glass. If a match is
found, Vantage Report highlights the device in the device window, but the report and setting
window does not change. If a match is not found, you get a message. You can click the
magnifying glass again to look for another match.

When you add a device to Vantage Report, you can specify the name, MAC address, type, and any
notes for the device. When you click on the device, this information is displayed in the report and

setting window (see Section 3.7.1 on page 47). When you edit a device, however, you can only edit
the name and the notes. If you want to update the MAC address or device type, you have to delete
the current device and add it again. These screens are discussed in more detail together in Figure
11 on page 32.

Figure 11 Add/Edit Device and Add/Edit Folder Screens

Add Device
Maime

MAC

Type ZyWaLL 110

Note

Add

X Edit Device X Add Folder x Edit Fu[%er x
i Name z|d » Name . MName| H .
Note Note Note
Save Al Save
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Each field is explained in the following table.

Table 9 Add/Edit Device and Add/Edit Folder Screen Fields

LABEL

DESCRIPTION

Name

Enter the name of the device or folder you want to add to Vantage Report. The device name can
consist of alphanumeric characters, underscores(_), periods(.), or dashes(-), and it must be 1-28
characters long. This name is used to refer to the device (or folder) in Vantage Report, and it has to
be different than other device (or folder) names in Vantage Report. You can use the system name of
a device as the name for that device.

MAC

This field is not available in the Edit Device screen. Enter the LAN MAC address of the device you
want to add. Once you add the device, you cannot change the MAC address anymore.

Type

This field is not available in the Edit Device screen. Select the model type of the device you want to
add. See Table 1 on page 17 for a list of the supported ZyXEL devices.

Not all reports (and fields in reports) are available with all models.

Note

Enter any additional notes you want to make for the device or folder here.

Add

This field is available in the Add Device screen. Click this to add the device to Vantage Report. It
takes time before Vantage Report displays information received from this device.

Save

This field is available in the Edit Device screen. Click this to save your changes to Vantage Report.

You can also right-click in the device window. If you do not right-click on a device or folder, the
following menu appears. If you right-click on a device or folder, you can see the following menu
items at the end of the menu.

Figure 12 Device Window Right-Click Menu

sethings.

About Adobe Flash Player

Click About Adobe Flash Player ... to get information about the current version of Flash.

3.5 Menu Panel

Use the menu panel to select which monitor, statistical report, or screen you want to open.

Note: You have to select a device before you can open a monitor or statistical report.

These screens are organized into menus. Click on each top-level menu item to look at the second-
level menu items. If a small triangle appears on the right side next to the menu item, then click on
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the second-level menu item to look at the third-level menu items. Otherwise, click on the monitor,
statistical report, or screen you want to open. This is demonstrated in Figure 13.

Figure 13 Menu Panel
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Note: You can only open one second-level and one third-level menu at one time. If you

open another one, the first one automatically closes.

The following table expands the menu panel and introduces each monitor, statistical report, and
screen. In addition, it also indicates if you can drill down into each statistical report.

Note: Not every report (or fields in a report) is available with every model of device and

firmware version.

Table 10 Menu Panel

LEVEL 1/2 LEVEL 3 FUNCTION
Dashboard Displays server information and device monitor summaries.
Monitor Use monitors to check the status of ZyXEL devices.
Dashboard The dashboard gives a quick top level summary of activity across devices that
you pre-configured. The dashboard is available with the full version of Vantage
Report.
Hardware
Status
CPU Usage Use this report to monitor the CPU usage on the selected device.

Memory Usage

Use this report to monitor the memory usage on the selected device.

Network Traffic

Session Usage

Use this report to monitor the number of sessions change status on the selected
device.

Bandwidth

34
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Table 10 Menu Panel

LEVEL 1/2

LEVEL 3

FUNCTION

Port Usage

Use this report to monitor the throughput statistics on a selected device’s port.

Interface Usage

Use this report to monitor the throughput statistics on a selected device’s
interface.

Web Use this report to monitor the amount of traffic generated by web services in the
selected device.

FTP Use this report to monitor the amount of traffic generated by FTP services in
the selected device.

Mail Use this report to monitor the amount of traffic generated by mail services in

the selected device.

Secure Remote

Access
Site-to-site (IPSec) | Use this report to monitor the amount of traffic generated by site-to-site IPSec
VPN services in the selected device.
Client-to-site Use this report to monitor the amount of traffic generated by client-to-site IPSec
(IPSec) VPN services in the selected device.
Client-to-site (SSL) | Use this report to monitor the amount of traffic generated by SSL VPN services
in the selected device.
Network
Security

Firewall Access
Control

Use this report to monitor the number of occurrences of firewall access
attempts.

Attack

Use this report to monitor the number of Denial-of-Service (DoS) attacks
detected by the selected device’s firewall.

Intrusion Hits

Use this report to monitor the number of intrusions detected by the selected
device’s IDP feature.

Antivirus

Use this report to monitor the number of virus occurrences prevented by the
selected device.

E-Mail Security

Virus Found

Use this report to monitor the number of email virus occurrences prevented by
the selected device.

Spam

Use this report to monitor the number of spam messages stopped by the
selected device.

Intrusion Hits

Use this report to monitor the number of email intrusions detected by the
selected device’s IDP feature.

Web Security

Security Threat

Use this report to monitor the number of occurrences of web security related
access attempts to web sites specified in the content filter.

Virus Found

Use this report to monitor the number of web virus occurrences prevented by
the selected device.

Intrusion Hits

Use this report to monitor the number of web intrusions detected by the
selected device’s IDP feature.

Security Policy

Enforcement
Content Filter Use this report to monitor the number of occurrences of all access attempts to
web sites specified in the content filter.
App Patrol Use this report to monitor the number of occurrences of applications allowed
and blocked.
Event
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Table 10 Menu Panel

LEVEL 1/2 LEVEL 3 FUNCTION
DHCP Leasing Use this screen to monitor the number of DHCP requests over a time period.
Report Use reports to view various and detailed statistic report of ZyXEL devices.

Network Traffic

Bandwidth

Summary

Use this report to look at the amount of traffic handled by the selected device by
time interval. You can also use this report to look at the top services in a specific
time interval.

Top Protocols

Use this report to look at the top services generating traffic through the selected
device. You can also use this report to look at the top sources of traffic for any
top service.

Top Hosts Use this report to look at the top sources of traffic in the selected device. You
can also use this report to look at the top services for any top source.

Top Users Use this report to look at the top users generating traffic through the selected
device. You can also use this report to look at the top services used by any top
bandwidth user.

Top Use this report to look at the top destinations of traffic in the selected device.

Destinations

You can also use this report to look at the services that were used the most to
access the top destination IP addresses.

WEB
Top Sites Use this report to look at the top destinations of web traffic. You can also use
this report to look at the top sources of web traffic for any top destination.
Top Hosts Use this report to look at the top sources of web traffic. You can also use this
report to look at the top destinations of web traffic for any top source.
Top Users Use this report to look at the top sources of web traffic by user. You can also use
this report to look at the top destinations of web traffic for any top user.
FTP
Top Sites Use this report to look at the top destinations of FTP traffic. You can also use this
report to look at the top sources of FTP traffic for any top destination.
Top Hosts Use this report to look at the top sources of FTP traffic. You can also use this
report to look at the top destinations of FTP traffic for any top source.
Top Users Use this report to look at the top sources of FTP traffic by user. You can also use
this report to look at the top destinations of FTP traffic for any top user.
MAIL
Top Sites Use this report to look at the top destinations of mail traffic. You can also use
this report to look at the top sources of mail traffic for any top destination.
Top Hosts Use this report to look at the top sources of mail traffic. You can also use this
report to look at the top destinations of mail traffic for any top source.
Top Users Use this report to look at the top sources of mail traffic by user. You can also use

this report to look at the top destinations of mail traffic for any top user.

Customization

Customization

Use this screen to select the ZyXEL firmware platform that the device uses.

Top

Destinations

Use this report to look at the top destinations of traffic for other services. You
can also use this report to look at the top sources of traffic for other services for
any top destination.

Top Sources

Use this report to look at the top sources of traffic for other services. You can
also use this report to look at the top destinations of traffic for other services for
any top source.
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Table 10 Menu Panel

LEVEL 1/2 LEVEL 3

FUNCTION

Top Users

Use this report to look at the top sources of traffic for other services. You can
also use this report to look at the top destinations of other services’ traffic for
any top user. The service is selected in the main report.

Secure Remote
Access

Site-to-Site (IPSec)

Link Status

Use this report to see which of the device’s VPN tunnels are connected.

Traffic Monitor

Use this report to monitor the total amount of traffic handled by a device’s VPN
tunnels.

Top Sites

Use this report to look at the peer IPSec routers with the most VPN traffic. You
can also use this report to look at the top sources of VPN traffic for any top
destination.

Top Tunnels

Use this report to look at the VPN tunnels with the most VPN traffic. You can also
use this report to look at the top senders or receivers of VPN traffic for a top
VPN tunnel.

Top Protocols

Use this report to look at the top services generating VPN traffic through the
selected device. You can also use this report to look at the top senders or
receivers of any top service through VPN.

Top Hosts

Use this report to look at the top sources of VPN traffic. You can also use this
report to look at the top destinations of VPN traffic for any top source.

Top Users

Use this report to look at the users that send or receive the most VPN traffic.
You can also use this report to look at the services sent through VPN from or to
a top user.

Top
Destinations

Use this report to see to where the device sent the most VPN traffic. You can
also use this report to look at the services sent through VPN from or to a top
destination.

Client-to-Site
(IPSec)

User Status

Use this report to see which of the device’s remote access users are connected.

Top Protocols

Use this report to display which services the remote access users used the most.
You can also use this report to look at the top remote access senders or
receivers of any top service.

Top
Destinations

Use this report to look at where the remote VPN users sent the most traffic. You
can also use this report to look at the remote access hosts that sent the most
traffic to the selected top destination.

Top Users

Use this report to look at the remote VPN users who sent the most VPN traffic.
You can also use this report to look at the services sent through VPN from or to
a top user.

Client-to-Site (SSL)
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Table 10 Menu Panel

LEVEL 1/2

LEVEL 3

FUNCTION

User Status

Use this report to see which of the device’'s remote access users are connected.

Top Protocols

Use this report to display which services the remote access users used the most.
You can also use this report to look at the top remote access senders or
receivers of any top service.

Top
Destinations

Use this report to look at where the remote SSL VPN users sent the most traffic.
You can also use this report to look at the remote access hosts that sent the
most traffic to the selected top destination.

Top Applications

Use this report to display which SSL VPN applications the remote access users
accessed the most. You can also use this report to look at the top remote access
senders or receivers of any top application.

Top Users Use this report to look at the users that send or receive the most VPN traffic.
You can also use this report to look at the services sent through VPN from or to
a top user.
Xauth
Successful Use this report to monitor the total number of users that have successfully
Login logged in to use one of the device’s VPN tunnels.
Failed Login Use this report to monitor the total number of users that have made
unsuccessful attempts to log in to use one of the device’s VPN tunnels.
Network
Security
Firewall Access
Control
Top Users Use this report to look at the users from which the device blocked the most
Blocked traffic.
Top Packets Use this report to look at the firewall rule that blocked the most packets.
Blocked
Attack Use these reports to look at Denial-of-Service (DoS) attacks that were detected
by the ZyXEL device’s firewall.
Summary Use this report to look at the number of DoS attacks by time interval. You can

also use this report to look at the top categories of DoS attacks in a specific time
interval.

Top Attacks

Use this report to look at the top kinds of DoS attacks by number of attacks. You
can also use this report to look at the top categories of DoS attacks for any top
source.

Top Sources

Use this report to look at the top sources of DoS attacks by number of attacks.
You can also use this report to look at the top categories of DoS attacks for any
top source.

By Type

Use this report to look at the top categories of DoS attacks by number of
attacks. You can also use this report to look at the top sources of DoS attacks
for any top category.

Intrusion Hits

Summary

Use this report to look at the number of intrusions by time interval. You can also
use this report to look at the top intrusion signatures in a specific time interval.

Top Intrusions

Use this report to look at the top intrusion signatures by number of intrusions.
You can also use this report to look at the top sources of intrusions for any top
signature.

Top Sources

Use this report to look at the top sources of intrusions by number of intrusions.
You can also use this report to look at the top intrusion signatures for any top
source.
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Table 10 Menu Panel

LEVEL 1/2

LEVEL 3

FUNCTION

Top
Destinations

Use this report to look at the top destinations of intrusions by number of
intrusions. You can also use this report to look at the top intrusion signatures for
any top destination.

By Severity Use this report to look at the top severities (significance) of intrusions by
number of intrusions. The levels of severity, in decreasing order of significance,
are Emergency (system is unusable), Alert (immediate action is required),
Critical, Error, Warning, Notice, Informational, and Debug. You can also use this
report to look at the top intrusion signatures for any severity.

Antivirus

Summary Use this report to look at the number of virus occurrences by time interval. You
can also use this report to look at the top viruses in a specific time interval.

Top Viruses Use this report to look at the top viruses by number of occurrences. You can also

use this report to look at the top sources of any top virus.

Top Sources

Use this report to look at the top sources of virus occurrences by number of
occurrences. You can also use this report to look at the top viruses for any top
source.

Top Destination

Use this report to look at the top destinations of virus occurrences by number of
occurrences. You can also use this report to look at the top viruses for any top
destination.

E-Mail Security

Virus Found

Summary Use this report to look at the number of virus occurrences by time interval. You
can also use this report to look at the top viruses in a specific time interval.
Top Viruses Use this report to look at the top viruses by number of occurrences. You can also

use this report to look at the top sources of any top virus.

Top Sources

Use this report to look at the top sources of virus occurrences by number of
occurrences. You can also use this report to look at the top viruses for any top
source.

Top Destination

Use this report to look at the top destinations of virus occurrences by number of
occurrences. You can also use this report to look at the top viruses for any top
destination.

Spam

Summary

Use this report to look at the number of spam messages by time interval. You
can also use this report to look at the top combinations of senders and first
SMTP servers to which the spam was sent in a specific time interval.

Top Senders

Use this drill-down report to look at the top combinations of senders and first
SMTP servers to which the spam was sent by number of messages.

Top Sources

Use this drill-down report to look at the top sources (last mail relay) of spam
messages by number of messages.

Top Senders

Use this report to look at the e-mail addresses of the top senders of spam
messages and how many spam e-mails they sent.

Top Sender IPs

Use this report to look at the IP addresses of the top senders of spam messages
and how many spam e-mails they sent.

Top Subjects

Use this report to look at the subject lines of the most common spam e-mails.

By Category

Use this report to look at the most common spam categories.

Intrusion Hits

Summary

Use this report to look at the number of intrusions by time interval. You can also
use this report to look at the top intrusion signatures in a specific time interval.
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Table 10 Menu Panel

LEVEL 1/2

LEVEL 3

FUNCTION

Top Intrusions

Use this report to look at the top intrusion signatures by number of intrusions.
You can also use this report to look at the top sources of intrusions for any top
signature.

Top Sources

Use this report to look at the top sources of intrusions by number of intrusions.
You can also use this report to look at the top intrusion signatures for any top
source.

Top
Destinations

Use this report to look at the top destinations of intrusions by number of
intrusions. You can also use this report to look at the top intrusion signatures for
any top destination.

By Severity

Use this report to look at the top severities (significance) of intrusions by
number of intrusions. The levels of severity, in decreasing order of significance,
are Emergency (system is unusable), Alert (immediate action is required),
Critical, Error, Warning, Notice, Informational, and Debug. You can also use this
report to look at the top intrusion signatures for any severity.

Web Security

Security Threat

Summary

Use this report to look at the number of attempts to access unsafe web sites by
time interval. You can also use this report to look at the top sources of attempts
to access unsafe web sites in a specific time interval.

Top Sites

Use this report to look at the top destinations of attempts to access unsafe web
sites by number of attempts. You can also use this report to look at the top
sources of attempts to access unsafe web sites for any top destination.

Top Users

Use this report to look at the top users accessing unsafe web traffic. You can
also use this report to look at the top destinations for any top source of unsafe
web traffic.

Top Hosts

Use this report to look at the top sources of attempts to access unsafe web sites
by number of attempts. You can also use this report to look at the top
destinations in attempts to access unsafe web sites for any top source.

By Category

Use this report to look at the top categories of destinations in attempts to
access unsafe web sites by number of attempts. You can also use this report to
look at the top destinations in attempts to access unsafe web sites for any top
category.

Virus Found

Summary Use this report to look at the number of virus occurrences by time interval. You
can also use this report to look at the top viruses in a specific time interval.
Top Viruses Use this report to look at the top viruses by number of occurrences. You can also

use this report to look at the top sources of any top virus.

Top Dangerous
URLs

Use this report to to look at the top dangerous URLs the device blocked by
number of occurrences. You can also use this report to look at the top sources of
attempts to access dangerous URLs.

Top Sources

Use this report to look at the top sources of virus occurrences by number of
occurrences. You can also use this report to look at the top viruses for any top
source.

Top Destination

Use this report to look at the top destinations of virus occurrences by number of
occurrences. You can also use this report to look at the top viruses for any top
destination.

Intrusion Hits

Summary

Use this report to look at the number of intrusions by time interval. You can also
use this report to look at the top intrusion signatures in a specific time interval.

Top Intrusions

Use this report to look at the top intrusion signatures by number of intrusions.
You can also use this report to look at the top sources of intrusions for any top
signature.
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Table 10 Menu Panel

LEVEL 1/2

LEVEL 3

FUNCTION

Top Sources

Use this report to look at the top sources of intrusions by number of intrusions.
You can also use this report to look at the top intrusion signatures for any top
source.

Top
Destinations

Use this report to look at the top destinations of intrusions by number of
intrusions. You can also use this report to look at the top intrusion signatures for
any top destination.

By Severity

Use this report to look at the top severities (significance) of intrusions by
number of intrusions. The levels of severity, in decreasing order of significance,
are Emergency (system is unusable), Alert (immediate action is required),
Critical, Error, Warning, Notice, Informational, and Debug. You can also use this
report to look at the top intrusion signatures for any severity.

Enforcement

Security Policy

EPS

EPS

Use this screen to see which users’ computers complied or failed to comply with
defined corporate policies before they can access the network.

Content Filter (All)

Summary

Use this report to look at the number of attempts to access allowed and blocked
web sites by time interval. You can also use this report to look at the top sources
of attempts to access allowed and blocked web sites in a specific time interval.

Top Sites

Use this report to look at the top destinations of attempts to access allowed and
blocked web sites by number of attempts. You can also use this report to look at
the top sources of attempts to access allowed and blocked web sites for any top
destination.

Top Users

Use this report to look at the top users for which the device forwarded or
blocked web traffic. You can also use this report to look at the top destinations
for any top source of allowed and blocked web traffic.

Top Hosts

Use this report to look at the top sources of attempts to access allowed and
blocked web sites by number of attempts. You can also use this report to look at
the top destinations in attempts to access allowed and blocked web sites for any
top source.

By Category

Use this report to look at the top categories of destinations in attempts to
access allowed and blocked web sites by number of attempts. You can also use
this report to look at the top destinations in attempts to access allowed and
blocked web sites for any top category.

Content Filter

(Blocked)

Summary Use this report to look at the number of attempts to access blocked web sites by
time interval. You can also use this report to look at the top sources of attempts
to access blocked web sites in a specific time interval.

Top Sites Use this report to look at the top destinations in attempts to access blocked web
sites by number of attempts. You can also use this report to look at the top
sources of attempts to access blocked web sites for any top destination.

Top Users Use this report to look at the users for which the device blocked the most web
site access attempts. You can also look at the top destinations for any user for
which the device blocked the most web site access attempts.

Top Hosts Use this report to look at the top sources of attempts to access blocked web

sites by number of attempts. You can also use this report to look at the top
destinations in attempts to access blocked web sites for any top source.

By Category

Use this report to look at the top categories of destinations in attempts to
access blocked web sites by number of attempts. You can also use this report to
look at the top destinations in attempts to access blocked web sites for any top
category.
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Table 10 Menu Panel

LEVEL 1/2 LEVEL 3 FUNCTION
Application Access
Control
Top Applications | Use this report to look at the applications for which the device blocked the most
Blocked connections.
Top Users Use this report to look at the users for which the device blocked the most
Blocked connections.
Top Applications | Use this report to look at the applications for which the device allowed the most
Allowed connections.
Event
Login
Successful Use this screen to look at who successfully logged into the ZyXEL device (for
Login management or monitoring purposes).
Failed Login Use this screen to look at who tried to log in into the ZyXEL device (for
management or monitoring purposes) but failed.
Session Per Host A device can limit a user’s maximum number of NAT sessions. Use these screens
to see who has exceeded the maximum number of NAT sessions the most often.
Top Hosts Use this screen to see which hosts have most frequently gone over the
maximum number of NAT sessions per host.
Top Users Use this screen to see which users have most frequently gone over the
maximum number of NAT sessions per host.
Successful Use this screen to look at who successfully logged into the ZyXEL device (for
Login management or monitoring purposes).
DHCP Leasing
Summary Use this screen to monitor the number of DHCP requests over a time period.
Use this screen to monitor the number of DHCP requests from individual
computers.
Schedule
Report
Summary Use this screen to set up and maintain daily, weekly, and overtime (one-time)
reports that Vantage Report sends by e-mail.
Configure Template | Use this screen to add and edit report templates.
Logo Template Use this screen to configure the title name and logo shown on all reports.
Log
Log Viewer Use this screen to query and look at log entries for the selected ZyXEL device.

Log Receiver

Use these screens to look at the total number of logs that Vantage Report has
received per day or per device.

VRPT System
Logs

Use this screen to look at the Vantage Report’s system logs.

Log Archiving

Use these screens to archive historical logs regularly and store in a preferred
location. The location includes local directory in the Vantage Report server, an
FTP server or a NAS (Network Archived Storage) device.

Log Remove

Use this screen to remove historical logs collected within a specified period.

System Setting

The root account can use all of the following screens. Other users can use the
About screen and some features in User Management.

General
Configuration

Use this screen to maintain global reporting settings, such as how many days of
logs to keep and default chart type.
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Table 10 Menu Panel

LEVEL 1/2

LEVEL 3

FUNCTION

Server

Configuration

Use this screen to set up the SMTP mail server that Vantage Report uses for
notifications and scheduled reports.

Data

Maintenance

Configuration

You can use this screen to backup or restore the settings in the General
Configuration, and Server Configuration screens. (The format is XML.)

Device List

You can use this screen to export the current device window to an XML file, or
you can add devices stored in XML format to Vantage Report.

Support New
Models

Use this screen to add support for new device models.

Upgrade

Use this screen to install new releases of Vantage Report. Do not use this screen
to upgrade to the full version.

Registration

Use this screen to upgrade to the full version, or increase the number of devices
Vantage Report supports.

Notification Use this screen to allow the administrator or user to receive SMS notifications of
rule based alerts and VRPT system alarms.

Rule-based Use this screen to monitor device behavior in real time according to customized

Alert conditions.

User Management

The Vantage Report supports multiple groups and users.

Group Use this screen to manage (create, delete, edit) groups. You can also specify
folders and devices this group users are allowed to view and manage.
Account Use this screen to manage (create, delete, edit) user accounts.

You can also right-click in the menu panel. The following menu appears.

Figure 14 Menu Panel Right-Click Menu

Sethings.. .

About Adobe Flash Playe

Click About Adobe Flash Player ... to get information about the current version of Flash.

3.6 System Dashboard

The System Dashboard screen summarizes the Vantage Report system, license, log received and
system settings information in widgets. It also displays configurable device monitor widgets with
the device information you select. You can re-arrange the widgets to suit your needs. Click the
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Dashboard menu at the top to open this screen when you are in another screen. See Section 3.6.1
on page 46 for details on the device monitor widgets.

Figure 15 System Dashboard
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Each field is described in the following table.

Table 11 System Dashboard

LABEL

DESCRIPTION

Widget Setting (A)

Use this link to open or close widgets by selecting/clearing the associated checkbox.

Collapse (B)

Click this to collapse a widget. It then becomes a down arrow. Click it again to
enlarge the widget again.

Edit Widget (C)

Click this to select the information a device monitor widget displays.

Refresh Widget (D)

Click this to update the widget’s information immediately.

Close Widget (E)

Click this to close the widget. Use Widget Setting to re-open it.

View Detail (F)

Click this to go to the monitor or summary report’s related Monitor screen.

Server Information

Software Version

This field displays the Vantage Report version.

Release Date

This field displays the date the Vantage Report software version is released.

Free Disk Space

This field displays the available disk space in the computer your Vantage Report is
installed.

Max JVM Memory Size

This field displays the maximum memory size the Vantage Report’s Java Virtual
Machine (JVM) can allocate on the computer where the Vantage Report is installed.
You can configure the memory size according to the computer’s RAM (Random
Access Memory) size. Java applications request memory to the computer through
the JVM.
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Table 11 System Dashboard

LABEL

DESCRIPTION

Total JVM Memory Size

This field displays the total amount of memory the computer has allocated for the
Vantage Report’s JVM.

Used JVM Memory Size

This field displays the amount of memory size the Java applications are using.

Free JVM Memory Size

This field displays the amount of memory size available for Java applications.

Log Receiver Information

Total Log Number

This field displays the total number of log entries the Vantage Report stores.

Total Number of Today

This field displays the total number of log entries the Vantage Report has received
today.

Max Log Number of
Single Device

This field displays the number of a device’s log entries and the device’s name which
sends the most number of logs to the Vantage Report.

Average Speed of
Receiver

This field displays the average time in seconds the Vantage Report received a log
entry since it is last started.

License Information

Status This field displays the type of Vantage Report license: Trial Version (and the days
remaining), Full Version, or Basic Version.
Click the hyperlink to view more information about the license status in the System
Setting > Registration screen.

Account on This field displays the user account you used to register your Vantage Report to the

myzyxel.com

www.zyxel.com website. Click the myzyxel.com hyperlink to take you to the
website. www.myzyxel.com is a central product registration website owned by
ZyXEL.

Authentication Code

This field displays the string generated during the registration of your Vantage
Report to www.zyxel.com.

Max Supported Devices

This field displays the maximum number of ZyXEL devices your Vantage Report
version supports.

License Allowed
Devices

This field displays the maximum ZyXEL devices you are allowed to manage in the
Vantage Report. The number depends on the license you have entered in the
System Setting > Registration. See Section 14.5.1 on page 467.

Managed Devices

This field displays the number of ZyXEL devices you can manage in the Vantage
Report. Click the Add Device icon to add more devices in the Vantage Report.

Copyright

This field displays the copyright of the Vantage Report.

System Settings

Alive Log Days

This field displays the number of days the Vantage Report stores logs. The Vantage
Report automatically deletes logs over this configured days.

SMTP Server

This field displays the mail server you configured for the Vantage Report to send
reports through emails. Click the edit icon to take you to the System Setting >
Server Configuration screen where you can configure the related settings.

Web Port

This field displays the port number the Vantage Report listens for user’s web
interface access. Click the edit icon to take you to the System Setting > Server
Configuration screen where you can change the setting.

Archived Log Location

This field displays the location where the Vantage Report stores its archived logs
currently. Click the edit icon to take you to the Logs > Log Archiving > File
Archiving Settings screen where you can configure the related settings.
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3.6.1 Device Monitor Widget Settings

In the System Dashboard, click a device monitor widget’s Edit Widget icon to open a screen like

where you can

configure it's settings.

Figure 16 Edit Widget Screen

Monitor Setting
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System Up

Time: N/A

Interface Usage
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Firmware

; 1050_2., 20_DailyBuild
Version:

oK Cancel

Each field is explained in the following table.

Table 12 Device Information Screen Fields

LABEL

DESCRIPTION

Device Name

Select the device for which to display information.

Device MAC

This is the LAN MAC address of the device.

System Name

This is the name of the device you configured.

Model Name

This is the model type of the device.

System Up This is the total amount of time the ZyXEL device has been running since it last restarted.
Time

Firmware This is the firmware version the ZyXEL device currently uses.

Version

Monitor & Select the monitor or summary report information to display for the device. See Section 3.7.2
Summary on page 48 for more on monitors and reports.

Report

3.7 Report and Setting Window

46

The report and setting window displays the monitor, statistical report, or screen that you select in
the device window and the menu panel.
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3.7.1 Device Information Screen

When you first click on a device in the device window, the information you configured for the device
displays in the report and setting window. See Section 3.4 on page 30 for how to add and edit
device information.

Figure 17 Device Information Screen
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Each field is explained in the following table.

Table 13 Device Information Screen Fields

LABEL DESCRIPTION

Device Path You can create multiple layers of folders for devices. This field displays the name used to refer
to the device in Vantage Report and the folders that the device is in. For example, if the
device path is “folderl/folder2/myzZyWALL”, “folderl” is in the root folder, “folder2” is in
folderl and “myZyWALL” is the name of the device and it is in folder2.

MAC This is the LAN MAC address of the device.

System Name | This is the name of the device you configured.

System Up This is the total amount of time the ZyXEL device has been running since it last restarted.
Time

Model Name This is the model type of the device.

Firmware This is the firmware version the ZyXEL device currently uses.
Version
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3.7.2 Monitors and Statistical Reports

The layout in the report and setting window is similar for all monitors. Similarly, the layout is similar
for all statistical reports. For other screens, the layout is different for each one. Typical examples of

monitors and statistical reports are shown in Figure 18.

Figure 18 Report and Setting Window: Monitor and Statistical Report Examples
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3.7.2.1 Monitor Layout

A typical monitor is shown in Figure 10.

Figure 19 Typical Monitor Layout
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Each numbered section above is described in the following table.

Table 14 Typical Monitor Features

SECTION

DESCRIPTION

1

Device Path, MAC: These fields display the path you added the ZyXEL device in the Vantage
Report and the device’s MAC address.

Print icon: Click this icon to print the current screen.

This field shows the menu items you selected to open this monitor.

This field displays the title of the monitor.

al s w|N

Start Time: the time of the earliest traffic information in the graph
End Time: the time of the latest traffic information in the graph.

Refresh icon: Click this icon to update the screen immediately.

The graph shows how the status changes over time. The X-axis (horizontal) is time. See Section
2.3 on page 20 for more information about clock time in Vantage Report. The Y-axis (vertical)
depends on the type of monitor you select. In Figure 19, the Y-axis is the amount of traffic in
kilobytes the gel Ethernet interface has transmitted and received in the past one hour. See
Section 2.6 on page 22 for more information about the source data used by the monitor.
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You can also right-click on monitors. In some places, you see the standard browser menu. In other

places (especially on graphs), the following menu appears.

Figure 20 Report and Setting Window Right-Click Menu

Settings...
About Adobe Flash Player

Click Settings... if you want to change the Flash settings on the Vantage Report server. In most
cases, this is unnecessary. Click About Adobe Flash Player ... to get information about the

current version of Flash.

3.7.2.2 Statistical Report Layout

A typical statistical report is shown in Figure 21.

Figure 21 Typical Statistical Report Layout

Device Path : ZLD_200
/ MAC : DDDDAATE5206

& Report > Network Traffic > Bandwidth > Summary 3

Summary from 03-30 11:00 to 03-31 10:00 4

Interface:lgel(NfA) 'I Direction:lBi-dirLI Last|24 hoursLI |T]

2
0 VY LV
Hour
7 Hour  Color Sessions % of Sessions MBytes Transferred % of MBytes Transferred  View Logs
03310000 i 648 6.1% 19.350 6.1% e}
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Each numbered section above is described in the following table.
Table 15 Typical Statistical Report Features
SECTION | DESCRIPTION
1 Device Path, MAC: These fields display the path you added the ZyXEL device in the Vantage

Report and the device’s MAC address.

2 Print icon: Click this icon to print the current screen.
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Table 15 Typical Statistical Report Features
SECTION | DESCRIPTION

3 This field shows the menu items you selected to open this statistical report.

4 This field displays the title of the statistical report. The title includes the date(s) you specified in
section 5.

5 Last, Settings icon: Use one of these fields to specify what historical information is included in
the report.

e Select how many days, ending (and including today), in the Last field.

« Click the Settings icon, the Report Display Settings screen appears. The date range can
be up to 30 days long. You can select custom.. in the Last field and then select a specific
Start Date and End Date.

When you change any of these fields, the report updates automatically.Both the Last and
Settings fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). They do not reset when you open or close drill-
down reports.

These fields are not available in drill-down reports because these reports use the same historical
information as the main report.

See Section 2.3 on page 20 for more information about time in Report screens.

6 The graph displays the specified report visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System Setting > General Configuration. See Section 14.1 on page 457.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

See Section 2.6 on page 22 for more information about the source data used by the statistical
report.

7 In the table,

* Click on a link to drill down into the report. The current report is replaced by a detailed report
for the selected record. The detailed report uses the same historical information you select in
#5.

« If DNS Reverse is enabled in System Setting > General Configuration, the table
displays the domain name, if identifiable, with IP addresses (for example, “www.yahoo.com/
200.100.20.10"). See Section 14.1 on page 457.

= Some reports provide extra information (for example, number of traffic events) in the table.
See each report for more information.

= Click a view logs icon to display the logs related to the individual record.

See Section 2.6 on page 22 for more information about the source data used by the statistical
report.

You can also right-click on statistical reports. In some places, you see the standard browser menu.
In other places (especially on graphs), the following menu appears.

Figure 22 Report and Setting Window Right-Click Menu
Settings. ..
About Adobe Flash Player

Click Settings... if you want to change the Flash settings on the Vantage Report server. In most
cases, this is unnecessary. Click About Adobe Flash Player ... to get information about the
current version of Flash.
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3.7.3 View Logs

The Logs > Log Viewer screen displays the logs related to an individual record in a statistical
report. See Appendix A on page 491 for information on the logs.

Figure 23 View Logs

Time Source:Port Destination:Port User Severity | Category | Message Note

file sharing my_cifsl is accessed. sent
2011-03-31 10:55:54 0.0.0.0:0 0.0.0.0:0 unknown  Info SSLVPN 5029 rovd=0 User: garyl
= rovd=

web application owa9 is accessed. sen
2011-03-31 10:55:54 0.0.0.0:0 0.0.0.0:0 unknown Info SSLVPH User: gary9
t=233508 rovd=430

Warnin
2011-03-31 10:55:54 192.168.1.31:3434 218.104.52.178:80 userl Info T S'tg sitel4: Trusted Web site ‘WEEB FORWARD
(= ies
web application owa8 is accessed. sen
2011-03-31 10:55:54 0.0.0.0:0 0.0.0.0:0 unknown  Info SSLVPH User: gary8
=325 revd=0
Warning 3
2011-03-31 10:55:54 192.168.1.31:3434 218.104.52.178:80 userl Info N—— site13: Trusted Web site 'WEB FORWARD
eh Sites

web application owa? is accessed. sen
2011-03-31 10:55:54 0.0.0.0:0 0.0.0.0:0 unknown Info SSLVPN User: gary7?
t=2308 revd=220

Warnin
2011-03-31 10:55:54 192.168.1.31:3434 218.104.52.178:80 userl Info Kok Stg site12: Trusted Web site WEB FORWARD
eb Sites
web application owab is accessed. sen
2011-03-31 10:55:54 0.0.0.0:0 0.0.0.0:0 unknown Info S5L VPN User: gary6
t=3245 revd=2220
Warning
2011-03-31 10:55:53 192.168.1.31:3434 218.104.52.178:80 userl Info Web Sit. sitell: Trusted Web site 'WEB FORWARD
eb Sites

web application owa5 is accessed. sen
2011-03-31 10:55:53 0.0.0.0:0 0.0.0.0:0 unknown  Info SSLVPH User: garys
t=2308 rovd=50

Total Count:461,812 Total Page:46,182 First 123456789 10 Last Go

See Table 234 on page 442 for the description of each field in this screen.
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Monitor

Use monitor screens to check the status of ZyXEL devices. See Section 2.3 on page 20 for a related
discussion about time.

Note: The available Monitor sub-menus may vary depending on your selected ZyXEL
device model.

4.1 Monitor (Folder)

Click a folder ) in the device window to open this screen. This screen provides a summary
table to monitor the current CPU and memory usage, the number of sessions, total amount of
traffic handled by each device under the folder.

Figure 24 Monitor (Folder)

Summary

Refresh Interval: INone hd Refresh Nowl

Device CPU Memory Session

zld 1] 0 0

Each field is described in the following table.

Table 16 Monitor (Folder)

LABEL DESCRIPTION

Refresh Select how often (1 Minute, 5 Minutes, 10 Minutes) the Vantage Report updates the

Interval information in this screen. Select None to not to update this screen. Click Refresh Now to
update the screen immediately.

Device This field displays the name of a device under the selected folder configured when the device was
registered in the Vantage Report.

CPU This field displays the current CPU usage in percentage on the device.

Memory This field displays the current memory usage in percentage on the device.

Session This field displays the number of sessions the device is currently handling.

4.1.1 Customize the Column Fields

Click a folder and then click the Setting () icon at the top-right corner of the screen to open
this screen. Use this screen to customize the column fields in the Monitor (Folder) screen (see
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Figure 24 on page 55). Vantage Report monitors the CPU usage, memory usage and the number of
concurrent sessions by default for devices under a folder.

Figure 25 Customize the Column Fields

Monitor: |Bandwidth Maonitor _*
| Addl

* Monitor Name:

# Monitor Name Monitor Farameter
1 cPU CPU Usage N/A i PN
2 Memary Memory Usage NfA W PN
3 Session Session Usage N/A W PN

aci

Each field is described in the following table.

Table 17 Customize the Column Fields

LABEL DESCRIPTION

Monitor Select a category to monitor device(s) under the folder.

Port This field is available when you select Port Usage in the Monitor field. Select a port to
monitor.

Direction This field is available when you select Port Usage or Interface Usage in the Monitor

field. Select transmission (TX), receiving (Rx) or both (Tx+Rx) for the traffic direction to
monitor.

Interface Type

This field is available when you select Interface Usage in the Monitor field. Select the
type of the interface to monitor.

Interface This field is available when you select Interface Usage in the Monitor field. The available
options in this field may vary depending on the Interface Type you select. Select an
interface to monitor.

Service This field is available when you select Service Monitor in the Monitor field. Select a

service type to monitor.

Monitor Name

Type up to 29 alphanumeric characters for the name of the monitor item. Underscore () is
allowed.

Add Click this to add the monitor item to the list table below and save the changes to the
Vantage Report.
# This field displays the index number of the monitor item.

Monitor Name

This field displays the name of the monitor item.

56

Monitor This field displays the category of the monitor item.

Parameter This field displays the additional parameters of the monitor item. N/A displays if no
additional parameters for the monitor item.

Back Click this to go back to the previous screen.

Vantage Report 3.8 User’s Guide




Chapter 4 Monitor

4.2 Dashboard

The dashboard gives a quick top level summary of activity for each device. Click a device and then
click the Monitor menu to open the screen for the device. You get to pre-configure a list of reports
or monitors you want the Vantage Report to display first. The dashboard is available with the full
version of Vantage Report.

Click the here link the first time you configure the dashboard for a device.

Figure 26 Dashboard Initial View
Dashboard

Click here to configure dashboard.

Then it takes you to the following screen where you can configure up to 4 monitors and/or reports
shown in the device dashboard at one time.

Figure 27 Dashboard Configuration

4 Device Path : 00ADC5000001
“-J,f’ MAC : 00ADCS000001

System Name: Model Mame:

Systemn Up Time: MN/A Firmware Version:

Monitor & Surnmary Report: Monitor & Summary Report:

CPU Usage - Memory Usage -
Period: 1 hour - Period: 1 hour -

Footnotes: Foolmotes:

Monitor & Summary Report:
Monitor & Summary Repaort: Port Usage -

Session Usage -
Port: Portl -

Period: 1 hour - Direction: Tx+Rx -

Period: 1 hour -

Footnotes:
potnotes Fooilnotes:

Select a monitor or summary report to display for each.
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Figure 28 Dashboard Select Device and Monitor or Summary

Monitor & Summary Report.

CPU Usage

Memory Usage
Session Usage

Port Usage

Interface Usage
Service Monitar
Attack Monitor
Intrusion Monitor
AntiVirus Monitor
AntiSpam Monitor
VPN Site-to-Site Traffic Monitor
Bandwidth Summary
Attack Summary
Intrusion Summary
AntiVirus Summary
AntiSpam Summary

[Select a ReEm‘t]

Period:] 1 hour =]

4.3 Dashboard

58

The dashboard looks as follows when you finish configuring it.

Note: The available monitor and summary report options shown in the list box may vary
depending on the selected ZyXEL device.
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Click the magnifying glass icon at the right bottom of each monitor or report to go to the
corresponding monitor screen. The dashboard is available with the full version of Vantage Report.
See Section 3.7.1 on page 47 for the field descriptions shown in the screen.

Figure 29 Dashboard Configured

Device Path : 00A0OC5000002
MAC : 00A0C5000002

System Mame:
System Up Time: MfA

<

Model Name:

Firmware Version: =

=

¥ pevice Information

CPU Usage Monitor Memory Usage Monitor
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0 4l

w0 W

& Tum o Turm
[ il i [ [T Rl [ [o]:] Rl=- [ [T} R[]

Y Y
Session Usage Monitor Port Usage Monitor
2 s e Shart T 50 50108 CHST G T g0 5t -4 105T e Shart Thrm gt g0 -0 LGST B T gt 0S4 OST
RAHIEH BN I NI H B
] -
" "
=0
Rx
H E3
& s o Turm
fead Lald Rl il et Rl fead Lald Rl il et Rl
._-i-l ._-i-l
N A

If you want to change a dashboard monitor or report, click the @ icon at the top right corn. See

Figure 27 on page 57.

If you want to print the screen, click the icon.
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4.4 CPU Usage Monitor

Click Monitor > Hardware Status > CPU Usage to open this screen. Use this screen to monitor
CPU usage in the selected device.

Figure 30 Monitor > Hardware Status > CPU Usage

CPU Usage Monitor
Period: | 24 hours =
CPU Usage Start Time: 2011-02-28 20:00 End Time; 2011-03-28 18:00 il
100
80 = - S
60
40
20 -
0 J Time
20:00 23:00 02:00 05:00 08:00 11:00 14:00 17:00 20:00
Each field is described in the following table.
Table 18 Monitor > Hardware Status > CPU Usage
LABEL DESCRIPTION
Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. The Vantage
Report automatically calculates the start time depending on the period you selected in the
Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

" The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.
Y-axis (vertical): displays the percentage of CPU usage on the selected device at various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.5 Memory Usage Monitor

Click Monitor > Hardware Status > Memory Usage to open this screen. Use this screen to
monitor memory usage in the selected device.

Figure 31 Monitor > Hardware Status > Memory Usage

Memory Usage Monitor

Period: I 1 hour vi

Memory Usage Start Time: 2011-03-28 18:06 End Time; 2011-03-28 18:08 L]

100

&0
IE L. B R G S (D SR R G

el B 1 O O e R [} AR i ] FE 1 R I 1B

|
J1l.1 1] Time

Each field is described in the following table.

Table 19 Monitor > Hardware Status > Memory Usage
LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. The Vantage
Report automatically calculates the start time depending on the period you selected in the

Period field.
End Time This field displays the date and time of the latest traffic statistics in the graph.
a The Refresh icon updates the information in the screen.
graph The graph shows how the status changes over time.

Y-axis (vertical): displays the percentage of memory usage on the selected device at various
times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.6 Session Usage Monitor

Click Monitor > Network Traffic > Session Usage to open this screen. Use this screen to

monitor the number of sessions change at various times through the selected ZyXEL device. A
session is a TCP/IP connection through the selected ZyXEL device.

Figure 32 Monitor > Network Traffic > Session Usage

Session Usage Monitor

Period: I 1 hour vi

Occurrences Start Time: 2011-03-28 18:10 End Time; 2011-03-29 15:10 u
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Each field is described in the following table.

Table 20 Monitor > Network Traffic > Session Usage

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage
Report automatically calculates the start time depending on the period you selected in the
Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.
graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of sessions at a specific time or date.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.7 Port Usage Monitor

Click Monitor > Network Traffic > Bandwidth > Port Usage to open this screen. Use this
screen to monitor the throughput statistics on a selected device’s port.

Figure 33 Monitor > Network Traffic > Bandwidth > Port Usage
Port Usage Monitor

Port: |P0rt1 VI Direction: ITx-i—Rx vi Period: I 1 hour VI

KBytesis Start Time: 2011-03-28 18:15 End Time: 2011-03-28 18:15 i
3000
o S RV i g )
(I R R
R 1 01 iy | | e |
S e
1200 H f f R N
800
0 | Time
18:20 18:30 18:40 18:50 18:00 18:10
Each field is described in the following table.
Table 21 Monitor > Network Traffic > Bandwidth > Port Usage
LABEL DESCRIPTION
Port Select a port to display the throughput statistics of the corresponding port.
Direction Select the direction of the traffic for which you want to show throughput statistics in this
graph.

Select Tx to display transmitted traffic throughput statistics and select Rx to display received
traffic throughput statistics in KBytes per second. Alternatively, select Tx-Rx to display both.

Period Select the length of time for which Vantage Report should display statistics.
Start Time This field displays the date and time of the earliest traffic statistics in the graph. The Vantage
Report automatically calculates the start time depending on the period you selected in the
Period field.
End Time This field displays the date and time of the latest traffic statistics in the graph.
a The Refresh icon updates the information in the screen.
graph The graph shows how the status changes over time.

Y-axis (vertical): the amount of traffic through the selected port.

X-axis (horizontal): The X-axis displays a date or time depending on the length of time you
choose in the Period field.
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4.8 Interface Usage Monitor

64

Click Monitor > Network Traffic > Bandwidth > Interface Usage to open this screen. Use this
screen to monitor the throughput statistics on a selected device’s interface.

Figure 34 Monitor > Network Traffic > Bandwidth > Interface Usage

Interface Usage Monitor

Interface Type: IEthernet 'I Interface Mame: Igel 'I Direction: |T><+RX 'I Period: |1 hour =
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Each field is described in the following table.

Table 22 Monitor > Network Traffic > Bandwidth > Interface Usage

LABEL

DESCRIPTION

Interface

Select a type of interfaces to display the throughput statistics of the corresponding interface
type. The available options may vary depending on the selected device.

The possible options are Ethernet, VLAN, PPP, bridge, dial-backup, 3G, Wireless.

Interface
Name

Select an interface for which you want to display the throughput statistics of the
corresponding interface. The available options of this field vary depending on the type of
interface you selected in the Interface field. See the corresponding device’s User’s Guide for
more information.

Direction

Select the direction of the traffic you want to show throughput statistics in this graph.

Select Tx to display transmitted traffic throughput statistics and select Rx to display received
traffic throughput statistics in KBytes per second. Alternatively, select Tx-Rx to display both.

Period

Select the length of time for which Vantage Report should display statistics.

Start Time

This field displays the date and time of the earliest traffic statistics in the graph. The Vantage
Report automatically calculates the start time depending on the period you selected in the
Period field.

End Time

This field displays the date and time of the latest traffic statistics in the graph.

t

The Refresh icon updates the information in the screen.

graph

The graph shows how the status changes over time.
Y-axis (vertical): displays the amount of traffic through the selected interface.

X-axis (horizontal): displays a date or time depending on the length of time you choose in
the Period field.
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4.9 Web Monitor

Click Monitor > Network Traffic > Web to open this screen. Use this screen to monitor the
amount of traffic generated by web services in the selected device.

Figure 35 Monitor > Network Traffic > Web
WEB Monitor

Period: |1h0ur ‘I

KBytes Start Time: 2011-03-31 10:25 End Time: 2011-03-31 1125 1]
20000

Time

10:30 10:40 10:50 11:00 11:10 11:20

Each field is described in the following table.

Table 23 Monitor > Network Traffic > Web
LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the amount of the selected service traffic that is handled by the
selected device at various time.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.10 FTP Monitor

Click Monitor > Network Traffic > FTP to open this screen. Use this screen to monitor the
amount of traffic generated by FTP services in the selected device.

Figure 36 Monitor > Network Traffic > FTP
FITP Monitor
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Each field is described in the following table.

Table 24 Monitor > Network Traffic > FTP

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.
Y-axis (vertical): displays the amount of the selected service traffic that is handled by the
selected device at various time.
X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.11 E-Mail Monitor

Click Monitor > Network Traffic > Mail to open this screen. Use this screen to monitor the
amount of traffic generated by E-Mail services in the selected device.

Figure 37 Monitor > Network Traffic > Mail
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Each field is described in the following table.

Table 25 Monitor > Network Traffic > Mail

LABEL

DESCRIPTION

Period

Select the length of time for which Vantage Report should display statistics.

Start Time

This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time

This field displays the date and time of the latest traffic statistics in the graph.

o

The Refresh icon updates the information in the screen.

graph

The graph shows how the status changes over time.

Y-axis (vertical): displays the amount of the selected service traffic that is handled by the
selected device at various time.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.12 Site to Site (IPSec) VPN Monitor

Click Monitor > Secure Remote Access > Site-to-Site(IPSec) to open this screen. Use this
screen to monitor the amount of traffic generated by IPSec Secure Remote Access Site to Site

services. in the selected device.

Figure 38 Monitor > Secure Remote Access > Site-to-Site(IPSec)
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Each field is described in the following table.

Table 26 Monitor > Secure Remote Access > Site-to-Site(IPSec)

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage
Report automatically calculates the start time depending on the period you selected in the
Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.
Y-axis (vertical): displays the amount of the selected service traffic that is handled by the
selected device at various time.
X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.13 Client to Site (IPSec) VPN Monitor

Click Monitor > Secure Remote Access > Client-to-Site(IPSec) to open this screen. Use this
screen to monitor the amount of traffic generated by IPSec Secure Remote Access Client to Site in
the selected device.

Figure 39 Monitor > Secure Remote Access > Client-to-Site(IPSec)
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Each field is described in the following table.

Table 27 Monitor > Secure Remote Access > Client-to-Site(IPSec)

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period
field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

" The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the amount of the selected service traffic that is handled by the
selected device at various time.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.14 Client to Site (SSL) VPN Monitor

Click Monitor > Secure Remote Access > Client-to-Site(SSL) to open this screen. Use this
screen to monitor the amount of traffic generated by SSL Secure Remote Access in the selected

device.

Figure 40 Monitor > Secure Remote Access > Client-to-Site(SSL)
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Each field is described in the following table.

Table 28 Monitor > Secure Remote Access > Client-to-Site(SSL)

LABEL DESCRIPTION
Period Select the length of time for which Vantage Report should display statistics.
Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.
End Time This field displays the date and time of the latest traffic statistics in the graph.
a The Refresh icon updates the information in the screen.
graph The graph shows how the status changes over time.

Y-axis (vertical): displays the amount of the selected service traffic that is handled by the
selected device at various time.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.15 Firewall Access Control Monitor

Click Monitor > Network Security > Firewall Access Control to open this screen. Use this
screen to monitor the number of access attempts detected by the selected device’s firewall feature.

Figure 41 Monitor > Network Security > Firewall Access Control
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Each field is described in the following table.

Table 29 Monitor > Network Security > Firewall Access Control
LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report

automatically calculates the start time depending on the period you selected in the Period
field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of intrusions detected by the selected device’s firewall
feature at various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.16 Attack Monitor

Click Monitor > Network Security > Attack to open this screen. Use this screen to monitor the
number of Denial-of-Service (DoS) attacks detected by the selected device’s firewall.

Figure 42 Monitor > Network Security > Attack
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Each field is described in the following table.

Table 30 Monitor > Network Security > Attack

72

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.
Y-axis (vertical): displays the number of Denial-of-Service (DoS) attacks detected by the
selected device’s firewall at various times.
X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.17 Intrusion Hits

Click Monitor > Network Security > Intrusion Hits to open this screen. Use this screen to
monitor the number of intrusions detected by the selected device’s IDP feature.

Figure 43 Monitor > Network Security > Intrusion Hits
Intrusion Hits Monitor
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Each field is described in the following table.

Table 31 Monitor > Network Security > Intrusion Hits

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of intrusions detected by the selected device’s IDP
feature at various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.18 Anti-Virus Monitor

Click Monitor > Network Security > AntiVirus to open this screen. Use this screen to monitor
the number of virus occurrences prevented by the selected device.

Figure 44 Monitor > Network Security > AntiVirus

AntiVirus Monitor
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Each field is described in the following table.

Table 32 Monitor > Network Security > AntiVirus

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period
field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of virus occurrences prevented by the selected device at
various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.19 E-Mail Virus Found Monitor

Click Monitor > E-Mail Security > Virus Found to open this screen. Use this screen to monitor
the number of E-Mail virus occurrences prevented by the selected device.

Figure 45 Monitor > E-Mail Security > Virus Found
Virus Found Monitor
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Each field is described in the following table.

Table 33 Monitor > E-Mail Security > Virus Found

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of virus occurrences prevented by the selected device at
various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.20 Spam Monitor

Click Monitor > E-Mail Security > Spam to open this screen. Use this screen to monitor the
number of spam messages stopped and recorded by the selected device.

Figure 46 Monitor > E-Mail Security > Spam

Spam Monitor
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Each field is described in the following table.

Table 34 Monitor > E-Mail Security > Spam

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage
Report automatically calculates the start time depending on the period you selected in the

Period field.
End Time This field displays the date and time of the latest traffic statistics in the graph.
a The Refresh icon updates the information in the screen.
graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of spam messages stopped by the selected device at
various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.21 E-Mail Intrusion Hits Monitor

Click Monitor > E-Mail Security > Intrusion Hits to open this screen. Use this screen to monitor
the number of E-Mail intrusions detected by the selected device’s IDP feature.

Figure 47 Monitor > E-Mail Security > Intrusion Hits
Intrusion Hits Monitor

Period: | 1hour | =

Intrusions Start Time; 2011-05-16 10:28 End Time: 2011-05-16 11:28 1]

30

&

—
————

—

-—

|
0 . I i ‘ 2 i V, Time
10:30 10:40 10:50 11:00 11:20
Each field is described in the following table.
Table 35 Monitor > E-Mail Security > Intrusion Hits
LABEL DESCRIPTION
Period Select the length of time for which Vantage Report should display statistics.

Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time | This field displays the date and time of the latest traffic statistics in the graph.

" The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of intrusions detected by the selected device’s IDP feature
at various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.22 Web Security - Security Threat Monitor

Click Monitor > Web Security > Security Threat to open this screen. Use this screen to monitor
the number of web security related access attempts to web sites specified in the device’s content
filter feature.

Figure 48 Monitor > Web Security > Security Threat
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Each field is described in the following table.
Table 36 Monitor > Web Security > Security Threat
LABEL DESCRIPTION
BlueCoat/ Select the content filtering provider the device uses.
Commtouch
Period Select the length of time for which Vantage Report should display statistics.
Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage
Report automatically calculates the start time depending on the period you selected in the
Period field.
End Time This field displays the date and time of the latest traffic statistics in the graph.
a The Refresh icon updates the information in the screen.
graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of web security related access attempts to specified
web sites at various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.23 Web Security Virus Found Monitor

Click Monitor > Web Security > Virus Found to open this screen. Use this screen to monitor the
number of Web related virus or dangerous URL occurrences prevented by the selected device.

Figure 49 Monitor > Web Security > Virus Found

Virus Found Monitor
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Each field is described in the following table.

Table 37 Monitor > Web Security > Virus Found

LABEL DESCRIPTION

Virus Select this to view the number of virus occurrences prevented by the selected device.
Dangerous | A dangerous URL is a web page in which the selected device detected a virus. Select this to view
URL the number of dangerous URLs the device prevented users from accessing.

Period Select the length of time for which Vantage Report should display statistics.

Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

" The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of virus or virus-infected URL occurrences prevented by
the selected device at various times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.24 Web Security Intrusion Hits Monitor

80

Click Monitor > Web Security > Intrusion Hits to open this screen. Use this screen to monitor
the number of web security related intrusions detected by the selected device’s IDP feature.

Figure 50 Monitor > Web Security > Intrusion Hits
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Each field is described in the following table.

Table 38 Monitor > Web Security > Intrusion Hits

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.
Y-axis (vertical): displays the number of intrusions detected by the selected device’s IDP
feature at various times.
X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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4.25 Content Filter Monitor

Click Monitor > Security Policy Enforcement > Content Filter to open this screen. Use this
screen to monitor the number of access attempts to web sites specified in the device’s content filter

feature.

Figure 51 Monitor > Security Policy Enforcement > Content Filter
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Each field is described in the following table.

Table 39 Monitor > Security Policy Enforcement > Content Filter

LABEL

DESCRIPTION

BlueCoat/Commtouch

Select the content filtering provider the device uses.

Period Select the length of time for which Vantage Report should display statistics.

Start Time This field displays the date and time of the earliest traffic statistics in the graph.
Vantage Report automatically calculates the start time depending on the period you
selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.
graph The graph shows how the status changes over time.

Y-axis (vertical): displays the number of access attempts to specified web sites at
various times.

X-axis (horizontal): displays a date or time depending on the length of time you
choose in the Period field.
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4.26 Application Patrol Monitor

Click Monitor > Security Policy Enforcement > App Patrol to open this screen. Use this screen
to monitor the number of application access attempts detected by the selected device’s App Patrol

feature.

Figure 52 Monitor > Security Policy Enforcement > App Patrol
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Each field is described in the following table.

Table 40 Monitor > Security Policy Enforcement > App Patrol

LABEL DESCRIPTION

Period Select the length of time for which Vantage Report should display statistics.

Start Time | This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time This field displays the date and time of the latest traffic statistics in the graph.

a The Refresh icon updates the information in the screen.

graph The graph shows how the status changes over time.
Y-axis (vertical): displays the number of access attempts detected by the selected device’s App
Patrol feature at various times.
X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.

4.27 DHCP Leasing Monitor

82

Click Monito

r > Event > DHCP Leasing to open this screen. Use this screen to monitor the

number of DHCP requests over a time period. For a given working day, it should normally appear
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as many DHCP requests in the morning, and fewer throughout the day.

If not (if requests are

erratic) it may indicate a virus infection.

Figure 53 Monitor > Event > DHCP Leasing
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Each field is described in the following table.

Table 41 Monitor > Event > DHCP Leasing

LABEL

DESCRIPTION

Period

Select the length of time for which Vantage Report should display statistics.

Start Time

This field displays the date and time of the earliest traffic statistics in the graph. Vantage Report
automatically calculates the start time depending on the period you selected in the Period field.

End Time

This field displays the date and time of the latest traffic statistics in the graph.

o

The Refresh icon updates the information in the screen.

graph

The graph shows how the status changes over time.

Y-axis (vertical): displays the number of DHCP requests detected by the device at various
times.

X-axis (horizontal): displays a date or time depending on the length of time you choose in the
Period field.
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5

Network Traffic

This chapter discusses how you can check the reports for the top sources and destinations of traffic
for web, FTP, POP3/SMTP, and other protocols.

5.1 Bandwidth

These reports look at how much traffic was handled by ZyXEL devices, who used the most
bandwidth in a ZyXEL device, and which protocols were used. You can also look at traffic in various
directions.

5.1.1 Bandwidth Summary

Use this report to look at the amount of traffic handled by the selected device by time interval.
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Click Report > Network Traffic > Bandwidth > Summary to open this screen.

Figure 54 Report > Network Traffic > Bandwidth > Summary
Summary from 2011-03-28 to 2011-04-01

[nterface:lethﬂ[NfA) vl Direction:lEi-dird LastlSdays j [I]

MBytes
9560
8604
7648

0110331 | 33.7% 9554.321 33.7% 3

011-03-30 | 669092 33.1% 9367.854 33.1% 3

011-04-00 | 383925 19% 5367.679 19% 3

2011-03-29 | 286637 14.2% 4024.458 14.2% 3
Total 2022045 100% 28314.311 100%
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Each field is described in the following table.

Table 42 Report > Network Traffic > Bandwidth > Summary

LABEL

DESCRIPTION

Interface

Select the logical interface for which you want to view bandwidth usage. This field is not
available with all models.

Direction

Select which kind of traffic, by direction, you want to look at.
Bi-dir - all traffic, regardless of direction

Rx - all traffic received on the device

Tx - all traffic sent from the device

For models where no Interface field displays, there are options for traffic going to and from
specific device interfaces. In addition, the following options may appear.

All - all traffic, regardless of direction
INBOUND - all traffic routed from the WAN

OUTBOUND - all traffic routed to the WAN

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields or Last to specify what historical information is included in the report. Click
the settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [+ hours =]
Start Date: @
End Date: |—. )|
Interface: IWI
Direction: m

Sorting By: lm

Applyi Cance\l

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

The Interface and Direction fields are the same as in the main screen.

You can display the report sorting by the MBytes Transferred, Sessions or Date/Time
fields selected from the Sorting By field.

These fields reset to their default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph

The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

< Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.
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Table 42 Report > Network Traffic > Bandwidth > Summary

LABEL DESCRIPTION

Hour (Day) This field displays the time intervals sorting by the amount of traffic transmitted in the period
accordingly. If you select one day of historical information or less (in the Last or Settings
field) and it is in the last seven days (today is day one), the time interval is hours (in 24-hour
format). Otherwise, the time interval is days.
Click on a time interval to look at the top services by amount of traffic in the selected time
interval.

Color This field displays what color represents each record (time interval) in the graph.

Sessions This field displays the number of traffic events in each interval.

% of Sessions

This field displays what percentage each record’s number of traffic events makes out of the
total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled in each time interval.
Transferred

% of MBytes | This field displays what percentage each record’s amount of traffic makes out of the total
Transferred amount of traffic that matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the records above.

5.1.2 Bandwidth Summary Drill-Down

88

Use this report to look at the top services in a specific time interval.
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Click on a specific time interval in Report = Network Traffic = Bandwidth = Summary to open
this screen.

Figure 55 Report > Network Traffic > Bandwidth > Summary > Drill-Down
Top Protocols from 2011-03-28 to 2011-04-01 by Day 2011-03-31

E

MBytes

http | 115288 19.7% 3142.425 35.4% 3
ftp | 62104 10.6% 1562.234 17.6% 3
https | 229102 39.1% 1344,946 15.1% 3
pop3 | 46751 8% 1050.470 11.8% 3
domain | 35528 6.1% 702.624 7.9% 3
smtp 33779 5.8% 625.367 7% it}
ftp-data | 16628 2.8% 147.911 1.7% 3
echo | 16181 2.8% 133.442 1.5% 3
nntp | 15749 2.7% 91.542 1% 3
link | 14420 2.5% 81.142 0.9% 3
Total 585530 100% 8882.101 100%

Bac]

Each field is described in the following table.

Table 43 Report > Network Traffic > Bandwidth > Summary > Drill-Down
LABEL DESCRIPTION

graph The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Protocol This field displays the top services in the selected time interval, sorted by the amount of traffic
attributed to each one. These services may be different than the ones you manage in the
Service Settings screen.

Color This field displays what color represents each service in the graph.

Sessions This field displays the number of traffic events for each service in the selected time interval.
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Table 43 Report > Network Traffic > Bandwidth > Summary > Drill-Down

LABEL DESCRIPTION

% of This field displays what percentage each service’s number of traffic events makes out of the

Sessions time interval’s total number of traffic events.

MBytes This field displays how much traffic (in megabytes) the device handled for each service in the

Transferred | selected time interval.

% of MBytes | This field displays what percentage of the time interval’s total traffic belonged to each service.

Transferred

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the services above. If the number of services in the selected
time interval is greater than the maximum number of records displayed in this table, this total
might be a little lower than the total in the main report.

Back Click this to return to the main report.

5.1.3 Bandwidth Top Protocols

90

Use this report to look at the top services generating traffic through the selected device.
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Click Report = Network Traffic > Bandwidth > Top Protocols to open this screen.

Figure 56 Report > Network Traffic > Bandwidth > Top Protocols
Top Protocols from 03-31 16:00 to 04-01 15:00

Interface:lethD(Nj’A} vI Direction:lBi—dirLI Last|24 hoursll |ﬁ

F)

MBytes

http | 102373 19.6% 2790.302 35.3% 3
ftp | 55263 10.6% 1380.639 17.6% 3
https | 204395 39.2% 1200.134 15.2% 3
pop3 | 41602 8% 934,108 11.8% 3
domain | 31639 6.1% 625.058 7.9% 3
smtp 30026 5.8% 555.416 7% 3
fip-data I 14835 2.8% 132.022 1.7% 3
echo | 14444 2.8% 118.940 1.5% 3
nntp | 14046 2.7% 81.647 1% 3
link | 12834 2.5% 72.242 0.9% 3
Total 521457 100% 7899.509 100%
Each field is described in the following table.
Table 44 Report > Network Traffic > Bandwidth > Top Protocols
LABEL DESCRIPTION
Interface Select the logical interface for which you want to view bandwidth usage. This field is not

available with all models.

Direction Select which kind of traffic, by direction, you want to look at.
Bi-dir - all traffic, regardless of direction

Rx - all traffic received on the device

Tx - all traffic sent from the device

For models where no Interface field displays, there are options for traffic going to and from
specific device interfaces. In addition, the following options may appear.

All - all traffic, regardless of direction
INBOUND - all traffic routed from the WAN

OUTBOUND - all traffic routed to the WAN
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Table 44 Report > Network Traffic > Bandwidth > Top Protocols

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields or Last to specify what historical information is included in the report. Click
the settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [24 hours =]

Start Date: @&
End Date: I—. &
Interface: ethO{N/A) =
Direction: Im

Sorting By: m

TopN: 10 =

Keyword: I
Apply! Cancell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

The Interface and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.

Keyword: Enter part or all of any value you want to look for in the Protocol field. You can
use any printable ASCII characters except the * and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Protocol

This field displays the top services generating traffic through the selected device, sorted by
the amount of traffic for each one. If the number of services is less than the maximum
number of records displayed in this table, every service is displayed. These services may be
different than the ones you manage in the Service Settings screen.

Click on a service to look at the top sources of traffic for the selected service.

Color

This field displays what color represents each service in the graph.

Sessions

This field displays the number of traffic events for each service.
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Table 44 Report > Network Traffic > Bandwidth > Top Protocols

LABEL

DESCRIPTION

% of Sessions

This field displays what percentage each service’s number of traffic events makes out of the
total number of traffic events that match the settings you displayed in this report.

MBytes
Transferred

This field displays how much traffic (in megabytes) each service generated through the
selected device.

% of MBytes

This field displays what percentage each record’s amount of traffic makes out of the total

Transferred amount of traffic that matches the settings you displayed in this report.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the services above.

5.1.4 Bandwidth Top Protocols Drill-Down

Use this report to look at the top sources of traffic for any top service.
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Click on a specific service in Report = Network Traffic = Bandwidth > Top Protocols to open
this screen.

Figure 57 Report > Network Traffic > Bandwidth > Top Protocol > Drill-Down
Top Hosts from 03-31 16:00 to 04-01 15:00 by Protocol htip

MBytes o

192.168.1.33 || 16443 37.9% 407.612 32.6% 2

192.168.1.1 |l 13267 30.6% 386.519 30.9% 2
192.168.1.233 || 2403 5.5% 103.154 8.2% 3
192.168.1.11 || 1607 3.7% 50.665 4.1% 3
192.168.1.19 [ 1606 3.7% 50.567 4% 3
102.168.1.14 1606 3.7% 50.556 4% 3
192.168.1.30 ] 1606 3.7% 50.441 4% 3
192.168.1.18 || 1604 3.7% 50.436 4% 3
192.168.1.13 [ 1607 3.7% 50.334 4% 3
192168112 |l 1599 3.7% 50,109 45 3

Total 43348 100% 1250.393 100%

Baci

Each field is described in the following table.

Table 45 Report > Network Traffic > Bandwidth > Top Protocol > Drill-Down
LABEL DESCRIPTION

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Host This field displays the top sources of traffic for the selected service, sorted by the amount of
traffic generated by each one.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
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Table 45 Report > Network Traffic > Bandwidth > Top Protocol > Drill-Down

LABEL DESCRIPTION

Color This field displays what color represents each source in the graph.

Sessions This field displays the number of traffic events each source generated using the selected
service.

% of Sessions | This field displays what percentage of the selected service’s total number of traffic events
came from each source.

MBytes This field displays how much traffic (in megabytes) each source generated using the selected
Transferred service.

% of MBytes | This field displays what percentage of the selected service’s total traffic came from each

Transferred source.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the sources above. If the number of sources generating

traffic using the selected service is greater than the maximum number of records displayed in
this table, this total might be a little lower than the total in the main report.

Back Click this to return to the main report.

5.1.5 Top Bandwidth Hosts

Use this report to look at the top sources of traffic in the selected device.
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Click Report > Network Traffic > Bandwidth > Top Hosts to open this screen.

Figure 58 Report > Network Traffic > Bandwidth > Top Hosts

Top Hosts from 2011-03-28 to 2011-04-01

MBytes

192.168.1.1 I 207956 25%

192.168.1.33 I 136960 16.5%
192.168.1.20 I 119234 14.4%
! 192.168.1.3 I 68432 8.2%
192.168.1.31 I 56392 6.8%
192.168.1.30 B 48365 5.8%
.192.168.1.11 I 48238 5.8%
192.168.1.19 I 48214 5.8%
192.168.1.18 I 48229 5.8%
192.168.1.14 I 48204 5.8%
Total - 830224 100%
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Interface: [ethO(N/A) =] Direction: [Bi-dir v] Last|[5 days =] &

5245.742

1975.105
860.835
818.904
682.376
519.501
518.861
518.850
518.458
518.306

12185.938

43%
16.2%
7.1%
6.7%
5.6%
4.3%
4.3%
4.3%
4.3%
4.3%
100%
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Each field is described in the following table.

Table 46 Report > Network Traffic > Bandwidth > Top Hosts

LABEL

DESCRIPTION

Interface

Select the logical interface for which you want to view bandwidth usage. This field is not
available with all models.

Direction

Select which kind of traffic, by direction, you want to look at.
Bi-dir - all traffic, regardless of direction

Rx - all traffic received on the device

Tx - all traffic sent from the device

For models where no Interface field displays, there are options for traffic going to and from
specific device interfaces. In addition, the following options may appear.

All - all traffic, regardless of direction
INBOUND - all traffic routed from the WAN

OUTBOUND - all traffic routed to the WAN

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.
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Table 46 Report > Network Traffic > Bandwidth > Top Hosts

LABEL DESCRIPTION

Settings Use these fields or Last to specify what historical information is included in the report. Click
the settings icon. The Report Display Settings screen appears.

Report Display Settings

Last |5 days vi

Start Date: [ &

End Date: | &

Interface: |ethD(NM) vl

Direction: IEifdir -

Sorting By: IMBytesTransferred T

Toph: 10 =

Keyword: I

Apply! Cancell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
The Interface and Direction fields are the same as in the main screen.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.
Keyword: Enter part or all of any value you want to look for in the Host field. You can use
any printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Host This field displays the top sources of traffic in the selected device, sorted by the amount of
traffic for each one. If the number of sources is less than the maximum number of records
displayed in this table, every source is displayed.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP
address.

Click on a source to look at the top services by amount of traffic for the selected source.

Color This field displays what color represents each source in the graph.

Sessions This field displays the number of traffic events for each source.

% of Sessions

This field displays what percentage each source’s number of traffic events makes out of the
total number of traffic events that match the settings you displayed in this report.
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MBytes This field displays how much traffic (in megabytes) each source generated through the
Transferred selected device.

% of MBytes This field displays what percentage each record’s amount of traffic makes out of the total
Transferred amount of traffic that matches the settings you displayed in this report.
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Table 46 Report > Network Traffic > Bandwidth > Top Hosts

LABEL DESCRIPTION
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the sources above.

5.1.6 Top Bandwidth Hosts Drill-Down

Use this report to look at the top services used by any top source.

Click on a specific source in Report = Network Traffic = Bandwidth > Top Hosts to open this
screen.

Figure 59 Report > Network Traffic > Bandwidth > Top Hosts > Drill-Down

Top Protocols from 2011-03-28 to 2011-04-01 by Host 192.168.1.1

m

MBytes o
| 2452.345 47.1% f&)
| 1289.964 24.8% f&)
pop3 | 42906 21.3% 1249.210 24% 3
https | 21475 10.7% 126.875 2.4% 3
smtp i 2689 1.3% 48.152 0.9% 3
pop2 1345 0.7% 7.946 0.2% j&)
ntp | 1343 0.7% 7.934 0.2% 3
sftp | 1342 0.7% 7.929 0.2% 3
link | 1342 0.7% 7.929 0.2% 3
nntp | 1341 0.7% 7.923 0.2% 3

Total 201264 100% 5206.205 100%
Back]
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Each field is described in the following table.

Table 47 Report > Network Traffic > Bandwidth > Top Hosts > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

e Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Protocol This field displays the top services used by the selected source, sorted by the amount of
traffic attributed to each one. These services may be different than the ones you manage in
the Service Settings screen.

Color This field displays what color represents each service in the graph.

Sessions This field displays the number of traffic events the selected source generated using each

service.

% of Sessions

This field displays what percentage of the selected source’s total number of traffic events
belong to each service.

MBytes This field displays how much traffic (in megabytes) the selected source generated using each

Transferred service.

% of MBytes This field displays what percentage of the selected source’s total traffic belongs to each

Transferred service.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the services above. If the number of services used by the
selected source is greater than the maximum number of records displayed in this table, this
total might be a little lower than the total in the main report.

Back Click this to return to the main report.

5.1.7 Top Bandwidth Users

100

Use this report to look at the selected device’s logged-in users with the most traffic.
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Click Report > Network Traffic > Bandwidth > Top Users to open this screen.

Figure 60 Report > Network Traffic > Bandwidth > Top Users
Top Users from 03-31 17:00 to 04-01 16:00

Interface:lethO[N{A) 'I Direction:IBi—dirLI Last|24 hoursLl [i]

MBytes

lam | 381245 79% 2221.815 40.1% Jik|
admini I 38628 8% 1153.488 20.8% 3
userl | 22438 4.7% 963.454 17.4% 2
adming I 6930 1.4% 206.940 3.7% 3
adminz I 6560 1.4% 195.891 3.5% 3
admins | 6155 1.3% 183.797 3.3% 32
adming [l 5804 1.2% 173.316 3.1% a2
admin3 [l 5410 1.1% 161.550 2.9% 3
adminii  [| 4634 1% 138.378 2.5% Ji|
adming I 4626 1% 138.139 2.5% a2
Total 482430 100% 5536.769 100%

Each field is described in the following table.

Table 48 Report > Network Traffic > Bandwidth > Top Users

LABEL DESCRIPTION
Interface Select the logical interface for which you want to view bandwidth usage.
Direction Select which kind of traffic, by direction, you want to look at.

Bi-dir - all traffic, regardless of direction
Rx - all traffic received on the device

Tx - all traffic sent from the device
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Table 48 Report > Network Traffic > Bandwidth > Top Users

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last | 5 days vI
Start Date:
| &

etho(N/A) =
IB\—d\r 'I
IMBytesTransFerred 'I

Toph: 10 >

Ii
_Ap_ply_l Cancell

End Date:
Interface:
Direction:

Sorting By:

Keyword:

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

The Interface and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.

Keyword: Enter part or all of any value you want to look for in the User field. You can use
any printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

User

This field displays the users with the most traffic in the selected device, sorted by the amount
of traffic for each one. If the number of users is less than the maximum number of records
displayed in this table, every user is displayed.

Each user is identified by user name.

Click a user name to look at the top services by amount of traffic for the selected user.

Color

This field displays what color represents each user in the graph.

Sessions

This field displays the number of traffic events for each user.
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Table 48 Report > Network Traffic > Bandwidth > Top Users

LABEL

DESCRIPTION

% of Sessions

This field displays what percentage each user’s number of traffic events makes out of the total
number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) each user generated through the selected
Transferred device.

% of MBytes | This field displays what percentage each user’s amount of traffic makes out of the total
Transferred amount of traffic that matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the users above.

5.1.8 Top Bandwidth Users Drill-Down

Use this report to look at the top services used by any top bandwidth user.

Click on a specific user in Report = Network Traffic > Bandwidth > Top Users to open this

screen.

Figure 61 Report > Network Traffic > Bandwidth > Top Users > Drill-Down

Top Protocols from 03-31 17:00 to 04-01 16:00 by User lam

https
http
nntp
ftp
pop3
domain
smtp
ftp-data
link
ssh

Total

MBytes

196081 1113.985 63.2% @
14711 78.989 4.5% @
12809 74.382 4.2% @
12418 405 73.261 4,259 @
12414 405 72.736 4.1% @
12407 4%, 70.650 4% @
12428 405 70.504 405 @
12416 4% 69,993 4% @
12411 4% 69.851 4% @
12422 405 69.428 3.9% @

310517 100% 1763.779 100%

e

Vantage Report 3.8 User's Guide 103




Chapter 5 Network Traffic

Each field is described in the following table.

Table 49 Report > Network Traffic > Bandwidth > Top Users > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
e Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
« Click on a slice in the pie chart to move it away from the pie chart a little.
Protocol This field displays the top services used by the selected user, sorted by the amount of traffic
attributed to each one. These services may be different than the ones you manage in the
Service Settings screen.
Color This field displays what color represents each service in the graph.
Sessions This field displays the number of traffic events the selected user generated using each

service.

% of Sessions

This field displays what percentage of the selected user’s total number of traffic events was
generated using each service.

MBytes This field displays how much traffic (in megabytes) the selected user generated using each

Transferred service.

% of MBytes This field displays what percentage of the selected user’s total traffic belonged to each

Transferred service.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the services above. If the number of services used by the
selected user is greater than the maximum number of records displayed in this table, this
total might be a little lower than the total in the main report.

Back Click this to return to the main report.

5.1.9 Top Bandwidth Destinations
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Use this report to look at the destination IP addresses to which the selected device sent the most

traffic.
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Click Report = Network Traffic > Bandwidth > Top Destinations to open this screen.

Figure 62 Report > Network Traffic > Bandwidth > Top Destinations
Top Hosts from 03-31 17:00 to 04-01 16:00 by Destination 172.25.5.3

MBytes o

192.168.1.1 I 1564 36.3% 46.703 36.3%

3
192.168.1.3 || 785 18.2% 23.441 18.2% 2
192.168.1.47 || 393 9.1% 11.736 9.1% 3
192.168.1.46 || 393 9.1% 11.736 9.1% 3
192.168.1.48 || 392 9.1% 11.706 9.1% 3
192.168.1.45 392 9.1% 11.706 9.1% 3
192.168.1.48 || 390 9.1% 11.646 9.1% 3
Total 4309 100% 128.673 100%
Backl
Each field is described in the following table.
Table 50 Report > Network Traffic > Bandwidth > Top Destinations
LABEL DESCRIPTION
Interface Select the logical interface for which you want to view bandwidth usage. This field is not

available with all models.

Direction Select which kind of traffic, by direction, you want to look at.
Bi-dir - all traffic, regardless of direction

Rx - all traffic received on the device

Tx - all traffic sent from the device

For models where no Interface field displays, there are options for traffic going to and from
specific device interfaces. In addition, the following options may appear.

All - all traffic, regardless of direction
INBOUND - all traffic routed from the WAN

OUTBOUND - all traffic routed to the WAN
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Table 50 Report > Network Traffic > Bandwidth > Top Destinations

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last |24 hours vl

Start Date: &
End Date: l— &
Interface: ethO(M/A) =
Direction: m

Sorting By: IW
Tophi: 10

Keyword: |—

Canceli

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days older than Store Log Days in System > General Configuration.
Click Apply to update the report immediately, or click Cancel to close this screen without
any changes.

The Interface and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.

Keyword: Enter part or all of any value you want to look for in the Destination field. You
can use any printable ASCII characters except the ’* and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

< Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Destination

This field displays the destinations to which the selected device sent the most traffic, sorted
by the amount of traffic for each one. If the number of destinations is less than the
maximum number of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Click on a destination to look at the top sources of web traffic for the selected destination.

Color

This field displays what color represents each destination in the graph.
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Table 50 Report > Network Traffic > Bandwidth > Top Destinations
LABEL DESCRIPTION

Sessions This field displays the number of traffic events for each destination.

% of Sessions | This field displays what percentage each destination’s number of traffic events makes out of
the total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the selected device handled for each
Transferred destination.

% of MBytes This field displays what percentage of the traffic went to each destination out of the total

Transferred amount of traffic that matches the settings you displayed in this report.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the users above.

5.1.10 Top Bandwidth Destinations Drill-Down

Use this report to look at the services that were used the most (on the selected device) to access
the top destination IP addresses.

Click on the link in an entry in Report = Network Traffic = Bandwidth > Top Destinations to
open this screen.

Figure 63 Report > Network Traffic > Bandwidth > Top Destinations > Drill-Down
Top Hosts from 03-31 17:00 to 04-01 16:00 by Destination 172.25.5.3

3

MBytes

192.168.1.1 [ 1568 36.3% 46.823 36.3% 2
192.168.1.3 | 787 18.2% 23.501 18.2% 2
192.168.1.47 || 394 9.1% 11.765 9.1% 3
192.168.1.46 || 394 9.1% 11.765 9.1% 3
192.168.1.48 | 393 9.1% 11.736 9.1% 3
192.168.1.45 303 9.1% 11.736 9.1% 3
192.168.1.48 || 391 9.1% 11.676 9.1% 3
Total 4320 100% 129.001 100%

saci

Vantage Report 3.8 User's Guide 107




Chapter 5 Network Traffic

Each field is described in the following table.

Table 51 Report > Network Traffic > Bandwidth > Top Destinations > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top sources that sent traffic to the selected destination, sorted by the
amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each source in the graph.
Sessions This field displays the number of traffic events from each source to the selected destination.

% of Sessions

This field displays what percentage of the selected destination’s total number of traffic events
was sent from each source.

MBytes
Transferred

This field displays how much traffic (in megabytes) there was for the selected destination from
each source.

% of MBytes

This field displays what percentage of a destination’s traffic came from each source.

Transferred

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the services above. If the number of services used by the
selected user is greater than the maximum number of records displayed in this table, this
total might be a little lower than the total in the main report.

Back Click this to return to the main report.

5.2 Web Traffic

These reports look at the top destinations and sources of web traffic.

5.2.1 Top Web Sites
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Use this report to look at the top destinations of web traffic.
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Click Report = Network Traffic > WEB > Top Sites to open this screen.

Figure 64 Report > Network Traffic > WEB > Top Sites
Top Sites from 03-31 18:00 to 04-01 17:00

Last|2_4 hours v'l @

MBytes

192170.1.1 I 15925 31.4% 702.204 33.6% 3
172.25.5.1 | 11801 23.3% 352.395 16.9% 3
192170.1.2 || 5546 10.9% 269.937 12.9% 3
172.25.5.3 | 4438 8.8% 132.525 6.3% 3
192170.1.3 | 1854 3.7% 111.759 5.3% 3
192.170.1.20 | 1854 3.7% 111.759 5.3% o)
1722552 | 3685 7.3% 110.039 5.3% a2
192.170.1.27 | 1853 3.7% 107.456 5.1% 2
192.170.1.26 [l 1852 3.7% 101.678 4.9% 3
192.170.1.28 i 1853 3.7% 90.785 4.3% 2
Total ' 50661 100% 2000.626 100%
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Each field is described in the following table.

Table 52 Report > Network Traffic > WEB > Top Sites
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LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last |24 hours vi

Start Date; [ )|

End Date: I &

Sorting By: |MByte5 Transferred =

Toph: 10 -

Keyword: I

Applyl Cancell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.
Keyword: Enter part or all of any value you want to look for in the Site field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Site This field displays the top destinations of web traffic in the selected device, sorted by the
amount of traffic for each one. If the number of destinations is less than the maximum
number of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Click on a destination to look at the top sources of web traffic for the selected destination.

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events for each destination.
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Table 52 Report > Network Traffic > WEB > Top Sites
LABEL DESCRIPTION

% of Sessions | This field displays what percentage each destination’s number of traffic events makes out of
the total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each destination.
Transferred

% of MBytes | This field displays what percentage of the traffic went to each destination out of the total
Transferred amount of traffic that matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the destinations above.

5.2.2 Top Web Sites Drill-Down

Use this report to look at the top sources of web traffic for any top destination.

Click on a specific destination in Report > Network Traffic > WEB > Top Sites to open this
screen.

Figure 65 Report > Network Traffic > WEB > Top Sites > Drill-Down

Top Hosts from 05-11 15:00 to 05-12 14:00 by Site 192.170.1.1
(i
MBytes
‘User  Color Sessi %% of Sessi MBytes Transferred % of MBytes Transferred  View Logs
192,168.1.33 | 1837 25% 110,149 24.4% 3
192.168..28 1 629 8.3% 37.976 8.4% )
192.168.1.11 I 629 8.3% 37.916 3.4% )
192.168.1.38 I 629 8.3% 37.916 8.4% 3
192.168.1.25 [ 629 8.3% 37.916 3.4% 3
192.168.1.30 629 8.3% 37.916 8.4% 3
192.168.1.23 I 629 8.3% 37.9156 3.4% i3
192.168.1.14 I 629 8.3% 37.9156 8.4% 3
192.168.1.24 I 629 8.3% 37.916 8.4% )
192.163.1.19 I 829 8.3% 37.916 8.4% 3
Total 7548 100% 451.453 100%
ack]
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Each field is described in the following table.

Table 53 Report > Traffic > WEB > Top Sites > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top sources of web traffic to the selected destination, sorted by the
amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each source in the graph.
Sessions This field displays the number of traffic events from each source to the selected destination.

% of Sessions

This field displays what percentage of the selected destination’s total number of traffic events
was sent from each source.

MBytes
Transferred

This field displays how much traffic (in megabytes) was generated from each source to the
selected destination.

% of MBytes

This field displays what percentage of the selected destination’s traffic was generated from

Transferred each source.

Total This entry displays the totals for the sources above. If the number of sources of web traffic to
the selected destination is greater than the maximum number of records displayed in this
table, this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.2.3 Top Web Hosts
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Use this report to look at the top sources of web traffic.
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Click Report = Network Traffic = WEB > Top Hosts to open this screen.

Figure 66 Report > Network Traffic > WEB > Top Hosts
Top Hosts from 03-31 18:00 to 04-01 17:00

Lastlz_fc- hours vI [E

MBytes

192.168.1.33 || 59713 42.7% 1588.788 52.7% JiE
192.168.1.1 | 18524 13.2% 399.348 13.2% 2
192.168.1.233 | 6062 4.3% 287.173 9.5% 3
192.168.1.133 | 3774 2.7% 223.180 7.4% &S]
192.168.1.20 | 13974 10% 102.048 3.4% 2
192.168.1.11 | 7578 5.4% 83.580 2.8% fe)
192.168.1.18 | 7552 5.4% 83.357 2.8% 2
192.168.1.19 || 7543 5.4% 83.352 2.8% a2
192.168.1.30 || 7575 5.4% 83.336 2.8% 2
192.168.1.14 || 7558 5.4% 83.297 2.8% 2
Total 139853 100% 3017.478 100%
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Each field is described in the following table.

Table 54 Report > Network Traffic > WEB > Top Hosts

114

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last |24 hours =

Start Date: | =)

End Date: I &

Sorting By: |MEy’tes Transferred vI

Toph: 10 =

Keyword: I

Applyl Cancell
Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.
Keyword: Enter part or all of any value you want to look for in the Host field. You can use
any printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Host This field displays the top sources of web traffic in the selected device, sorted by the amount
of traffic for each one. If the number of sources is less than the maximum number of records
displayed in this table, every source is displayed.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP
address.

Click on a source to look at the top destinations of web traffic for the selected source.

Color This field displays what color represents each source in the graph.

Sessions This field displays the number of web traffic events for each source.

Vantage Report 3.8 User’s Guide



Chapter 5 Network Traffic

Table 54 Report > Network Traffic > WEB > Top Hosts

LABEL

DESCRIPTION

% of Sessions

This field displays what percentage each source’s number of traffic events makes out of the
total number of web traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each source.
Transferred

% of MBytes | This field displays what percentage each source’s traffic makes out of the total traffic that
Transferred matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.

5.2.4 Top Web Hosts Drill-Down

Use this report to look at the top destinations of web traffic for any top source.

Click on a specific source in Report > Network Traffic = WEB > Top Hosts to open this screen.

Figure 67 Report > Network Traffic > WEB > Top Hosts > Drill-Down

MBytes

192,170.2.26
192.170.2.28
192.170.2.25
192.170.2.27
192.170.2.24
192,170.2.21
192.170.2.20
192.170.2.29
192,170.2.23
192.170.2.30
Total

Top Sites from 03-31 18:00 to 04-01 17:00 by Host 192.168.1.133

Site  Color Sessions % of Sessions MBytes Transferred % of MBytes Transferred  View Logs

E)

| 381 10.1% 23.014 10.3% 2
| 381 10.1% 22.967 10.3% j:|
| 380 10% 22.906 10.2% it
| 379 10% 22.846 10.2% 3
i 377 10% 22.726 10.2% 2
377 10% 22.726 10.2% 2
| 375 9.9% 22.605 10.1% 3
| 380 10% 21.964 9.8% 3
| 377 10% 21.460 9.6% 3
| 377 10% 20.568 9.2% 3
3784 100% 223.781 100%
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Each field is described in the following table.

Table 55 Report > Network Traffic > WEB > Top Hosts > Drill-Down

LABEL

DESCRIPTION

graph

The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Site

This field displays the top destinations of web traffic from the selected source, sorted by the
amount of traffic attributed to each one.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Color

This field displays what color represents each destination in the graph.

Sessions

This field displays the number of traffic events from the selected source to each destination.

% of Sessions

This field displays what percentage of the selected source’s total number of traffic events was
sent to each destination.

MBytes This field displays how much traffic (in megabytes) was generated from the selected source to

Transferred each destination.

% of MBytes | This field displays what percentage of the selected source’s traffic was sent to each

Transferred destination.

Total This entry displays the totals for the destinations above. If the number of destinations of web
traffic from the selected source is greater than the maximum number of records displayed in
this table, this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.2.5 Top Web Users

116

Use this report to look at the users that send the most web traffic.

Vantage Report 3.8 User’s Guide




Chapter 5 Network Traffic

Click Report = Network Traffic = WEB > Top Users to open this screen.

Figure 68 Report > Network Traffic > WEB > Top Users
Top Users from 03-31 19:00 to 04-01 18:00

Last|2_4 haurs v'l @

MBytes

lam | 192232 79.1% 1087.826 34.4% 3
userl | 19866 8.2% 874.447 27.7% ;|
admint || 11349 1.7% 338.808 10.7% 3
garyz |l 4971 2% 148.441 4.7% 3
user29 | 2129 0.9% 127.453 4% 3
user27 | 2130 0.9% 124.333 3.9% 3
user26 I 2131 0.9% 119.066 3.8% J)
adming || 3008 1.6% 116.699 3.7% @
users |l 2135 0.9% 113.046 3.6% 3
userzs I 2133 0.9% 108.511 3.4% Jib|
Total 242984 100% 3158.720 100%
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Each field is described in the following table.

Table 56 Report > Network Traffic > WEB > Top Users

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last 24 hours vi

Start Date: &

End Date: =

Sorting By: MBytes Transferred vI

Tophi: 10 -

Keyword:

Applyl Cancell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.
Keyword: Enter part or all of any value you want to look for in the User field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

< Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

User This field displays the users that send the most web traffic in the selected device, sorted by the
amount of traffic for each one. If the number of users is less than the maximum number of
records displayed in this table, every user is displayed.

Each user is identified by user name. Click on a user name to look at the top destinations of
web traffic for the selected source.

Color This field displays what color represents each user in the graph.

Sessions This field displays the number of traffic events for each user.

% of This field displays what percentage each user’s number of traffic events makes out of the total

Sessions number of traffic events that match the settings you displayed in this report.
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Table 56 Report > Network Traffic > WEB > Top Users

LABEL DESCRIPTION
MBytes This field displays how much traffic (in megabytes) the device handled for each user.
Transferred

% of MBytes | This field displays what percentage each user’s traffic makes out of the total traffic that
Transferred matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.

5.2.6 Top Web Users Drill-Down

Use this report to look at the top destinations of web traffic for any top user.
Click on a specific source in Report = Network Traffic = WEB > Top Users to open this screen.

Figure 69 Report > Network Traffic > WEB > Top Users > Drill-Down
Top Sites from 2011-03-31 to 2011-04-06 by User gary2

MBytes o

1723553 || 3754 35.8% 112.100 32
1723552 | 2988 28.5% 89.226 28.5% 3
172.25.5.6 || 755 7.2% 22.545 7.2% 3
172.2557 | 752 7.2% 22.456 7.2% 3
172.25.5.8 || 750 7.1% 22.396 7.1% 3
172.35.5.5 | 747 7.1% 22.307 7.1% 3
172.2554 | 746 7.1% 22.277 7.1% 3
Total 10492 100% 313.306 100%

Back]
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Each field is described in the following table.

Table 57 Report > Network Traffic > WEB > Top Users > Drill-Down

LABEL

DESCRIPTION

graph

The graph displays the information in the table visually.

e Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Site

This field displays the top destinations of web traffic from the selected user, sorted by the
amount of traffic attributed to each one.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Color

This field displays what color represents each destination in the graph.

Sessions

This field displays the number of traffic events from the selected user to each destination.

% of Sessions

This field displays what percentage of the selected user’s total number of traffic events went
to each destination.

MBytes This field displays how much traffic (in megabytes) was generated from the selected user to

Transferred each destination.

% of MBytes This field displays what percentage of the selected user’s total traffic was sent to each

Transferred destination.

Total This entry displays the totals for the destinations above. If the number of destinations of
traffic from the selected source is greater than the maximum number of records displayed in
this table, this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.3 FTP Traffic

These reports look at the top destinations and sources of FTP traffic.

5.3.1 Top FTP Sites
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Use this report to look at the top destinations of FTP traffic.
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Click Report = Network Traffic = FTP = Top Sites to open this screen.

Figure 70 Report > Network Traffic > FTP > Top Sites
Top Sites from 2011-03-31 to 2011-04-06

Last| 7 days '=| EI

MBytes

172.25.5.1 | 23370 7.5% TI5T7 45.3% 3
im0z 24030 7.6% 141,757 2.1% 3
R i S | 24005 7.6% 135,238 E.7% 3
iz | 2251 2.5% 133.11% E.5% @
152.170.L5 | 2258 5% 57,784 £.3% 3
i;ssan | 2537 34% £5.435 5.7% 3
i;zssaz 2533 3.4% B3.375 5.7% A
i AR | 2245 2.5% £7.039 4.3% 3
152.170..5 | 751 0.5% 45,270 2.5% a
172.25.5,25 | 1506 1.7% 44,571 2.5% 3

Total 87006 10006 1559.878 10086
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Each field is described in the following table.

Table 58 Report > Network Traffic > FTP > Top Sites

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [24 howrs =]

Start Date: =

End Date: @

Sorting By [ MBytes Transferred =]

Toph: 10 =

Kem,rword: ,7

Apphy] Cancell
Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.
Keyword: Enter part or all of any value you want to look for in the Site field. You can use
any printable ASCII characters except the * and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Site This field displays the top destinations of FTP traffic in the selected device, sorted by the
amount of traffic for each one. If the number of destinations is less than the maximum
number of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10”).

Click on a destination to look at the top sources of FTP traffic for the selected destination.

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events for each destination.

% of Sessions

This field displays what percentage each destination’s number of traffic events makes out of
the total number of traffic events that match the settings you displayed in this report.
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Table 58 Report > Network Traffic > FTP > Top Sites

LABEL DESCRIPTION
MBytes This field displays how much traffic (in megabytes) the device handled for each destination.
Transferred

% of MBytes This field displays what percentage each destination’s traffic makes out of the total traffic that

Transferred matches the settings you displayed in this report.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the destinations above.

5.3.2 Top FTP Sites Drill-Down

Use this report to look at the top sources of FTP traffic for any top destination.

Click on a specific destination in Report > Network Traffic > FTP > Top Sites to open this
screen.

Figure 71 Report > Network Traffic > FTP > Top Sites > Drill-Down
Top Hosts from 05-11 15:00 to 05-12 14:00 by Site 172.25.5.1

MBytes

192,168, 1.1 [ | 1890 255 56,433 258, 3
192.168.2.10 I 630 8.3% 18.813 8.3% e
192,168.1.27 || 630 5.3% 18.813 8.3% 3
192.168.1.19 I 630 8.3% 18.813 8.3% e
192.168.1.3 [ | 630 5.3% 18.813 8.3% |
192.168.1.13 630 8.3% 13.813 8.3% eS|
192.168.1.22 || 530 5.3% 18.813 8.3% 3
192.168.1.24 || 630 8.3% 18.813 8.3% )
192,168.1.28 | 630 5.3% 18.513 8.3% 3
192.168.1.2 I 630 8.3% 18.813 8.3% e
Total 7560 100% 225.753 100%
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Each field is described in the following table.

Table 59 Report > Network Traffic > FTP > Top Sites > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top sources of FTP traffic to the selected destination, sorted by the
amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each source in the graph.
Sessions This field displays the number of traffic events from each source to the selected destination.

% of Sessions

This field displays what percentage of the selected destination’s total number of traffic events
came from each source.

MBytes
Transferred

This field displays how much traffic (in megabytes) was generated from each source to the
selected destination.

% of MBytes

This field displays what percentage of the selected destination’s FTP traffic came from each

Transferred source.

Total This entry displays the totals for the sources above. If the number of sources of traffic to the
selected destination is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.3.3 Top FTP Hosts
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Use this report to look at the top sources of FTP traffic.

Vantage Report 3.8 User’s Guide



Chapter 5 Network Traffic

Click Report = Network Traffic = FTP > Top Hosts to open this screen.

Figure 72 Report > Network Traffic > FTP > Top Hosts
Top Hosts from 2011-03-31 to 2011-04-06

e

MBytes

192,168.1.1 [ ] 47221 63.6% 1374.253 £9% b}
192,168,133 B £555 12.1% 269,804 145% ﬂ
192,168.1,34 [ ] 2988 4% 53,344 7% fl
192,168.1.35 | 2997 4% 50,361 2.5% ﬂ

192.166.1.233 B 751 1% 45270 23% ﬁl
1592,168.1,133 1 744 1% 44,848 23% ﬁ}
192,166.1.20 [ ] 3758 Si% 40,215 % ﬂ'
R R | 259 3% 31383 1.5% a3

192.168.1.2 [ ] 258 3% 31377 1.6% ﬂ

192168111 [ | 2?_54 3% 31354 15% ﬁ
Total 74235 100% 1952.210 100%
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Each field is described in the following table.

Table 60 Report > Network Traffic > FTP > Top Hosts
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LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [24 hows =]

Start Dater &

End Date; I

Sarting By [ MBytes Transferred =

TopM: 10 'I

Keyrwnond!

Apphy Cancel
Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.
Keyword: Enter part or all of any value you want to look for in the Host field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Host This field displays the top sources of FTP traffic in the selected device, sorted by the amount of
traffic for each one. If the number of sources is less than the maximum number of records
displayed in this table, every source is displayed.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Click on a source to look at the top destinations of FTP traffic for the selected source.

Color This field displays what color represents each source in the graph.

Sessions This field displays the number of traffic events for each source.

% of This field displays what percentage each source’s number of traffic events makes out of the

Sessions total number of traffic events that match the settings you displayed in this report.
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Table 60 Report > Network Traffic > FTP > Top Hosts

LABEL DESCRIPTION

MBytes This field displays how much traffic (in megabytes) the device handled for each source.
Transferred

% of MBytes | This field displays what percentage each source’s traffic makes out of the total traffic that
Transferred | matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.

5.3.4 Top FTP Hosts Drill-Down

Use this report to look at the top destinations of FTP traffic for any top source.

Click on a specific source in Report = Network Traffic = FTP > Top Hosts to open this screen.

Figure 73 Report > Network Traffic > FTP > Top Hosts > Drill-Down

MBytes

172.25.5.1
172.25.5.16

172.25.5.3
172.25.5.24
172.25.5.25
172.25.5.17
172.25.5.14
172.25.5.13
172.25.5.29
172.25.5.26

Total

Top Sites from 05-11 15:00 to 05-12 14:00 by Host 192.168.1.1

™

[ | 1893 14.3% 56,528 14.3% 3
[ | 1262 9.5% 37.685 9.5% e
[ | 1762 2,5% 37.685 2.5% 3
[ | 1262 9,5%, 37.685 9.5% e
[ | 1762 2,5% 37.685 9.5% |
1262 9.5% 37.685 9.5% eS|
[ | 1762 9,5% 37.685 2,5% 3
[ | 1262 9.5%, 37.685 9.5% )
[ | 1262 9,5% 37.685 9,5% 3
[ | 1262 9.5% 37.685 9.5% e
13251 100% 395.694 100%
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Each field is described in the following table.

Table 61 Report > Network Traffic > FTP > Top Hosts > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Site This field displays the top destinations of FTP traffic from the selected source, sorted by the
amount of traffic attributed to each one.
Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").
Color This field displays what color represents each destination in the graph.
Sessions This field displays the number of traffic events from the selected source to each destination.
% of This field displays what percentage of the selected source’s total number of traffic events went
Sessions to each destination.
MBytes This field displays how much traffic (in megabytes) was generated from the selected source to
Transferred | each destination.
% of MBytes | This field displays what percentage of the selected source’s traffic was sent to each destination.
Transferred
Total This entry displays the totals for the destinations above. If the number of destinations of traffic
from the selected source is greater than the maximum number of records displayed in this
table, this total might be a little lower than the total in the main report.
View Logs Click this icon to see the logs that go with the record.
Back Click this to return to the main report.

5.3.5 Top FTP Users
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Use this report to look at the users that send the most FTP traffic.
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Click Report = Network Traffic = FTP = Top Users to open this screen.

Figure 74 Report > Network Traffic > FTP > Top Users
Top Users from 2011-03-31 to 2011-04-06

e

MBytes

adminl i 24004 24.4% 716,734 37.4% 3
Bm [ ] 48035 48.5% 277065 14.4% fo)
user?? |' 2855 3% 177,967 2,3% o
i i 3009 3.1% 143.035 7.5% o
dminG [ ] 4495 4,6% 134277 T &3
admin7 1 4488 4,6% 134,018 7% ﬁ[
2dming i 3734 3.8% 111.503 £E% ﬂ
dmintd | 2989 % B9.256 4.7% i)
=Emin30 [ ] 2253 23% £7.275 3.5% |
ad.rl.ﬂnB [ ] 2?513 '2.3% 67, ms '3.5% ﬂ
Total 98252 100% 1918.332 100%
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Each field is described in the following table.

Table 62 Report > Network Traffic > FTP > Top Users

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [24 howrs =]

Start Datet &

End Date: |— E

Serting By [ MBytes Trandfemed 7]

Toph: 10 'I

ey word: |

Apphy Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.
Keyword: Enter part or all of any value you want to look for in the User field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

User This field displays the users that sent the most FTP traffic in the selected device, sorted by the
amount of traffic for each one. If the number of users is less than the maximum number of
records displayed in this table, every user is displayed.

Each user is identified by user name. Click a user name to look at the top destinations of FTP
traffic for the selected user.

Color This field displays what color represents each user in the graph.

Sessions This field displays the number of traffic events for each user.

% of This field displays what percentage each user’s number of traffic events makes out of the total

Sessions number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each user.

Transferred
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Table 62 Report > Network Traffic > FTP > Top Users

LABEL DESCRIPTION

% of MBytes | This field displays what percentage each user’s traffic makes out of the total traffic that
Transferred matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.

5.3.6 Top FTP Users Drill-Down

Use this report to look at the top destinations of FTP traffic for any top user.
Click on a specific source in Report = Network Traffic > FTP > Top Users to open this screen.

Figure 75 Report > Network Traffic > FTP > Top Users > Drill-Down

Top Sites from 2011-03-31 to 2011-04-06 by User admin30
|
MBytes
Site Color Sessions % of Sessions MBytes Transferred %% of MBytes Transferred View Logs
172.25.5.1 [ ] 752 13.4% 22,456 33.4% Jik|
172.35.5.116 [ ] 751 33.3% 22,426 33.3% 3
172,25.5.30 1 750 13.3% 22,386 33.3% 3
Total 3253 100% 67.278 100%
=

Each field is described in the following table.

Table 63 Report > Network Traffic > FTP > Top Users > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Site This field displays the top destinations of FTP traffic from the selected user, sorted by the
amount of traffic attributed to each one.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").
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Table 63 Report > Network Traffic > FTP > Top Users > Drill-Down

LABEL DESCRIPTION

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events from the selected user to each destination.

% of This field displays what percentage of the selected user’s total number of traffic events went to

Sessions each destination.

MBytes This field displays how much traffic (in megabytes) was generated from the selected user to

Transferred each destination.

% of MBytes | This field displays what percentage of the selected user’s total traffic was sent to each

Transferred destination.

Total This entry displays the totals for the destinations above. If the number of destinations of traffic
from the selected user is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.4 Mail Traffic

These reports look at the top destinations and sources of mail traffic.

5.4.1 Top Mail Sites
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Use this report to look at the top destinations and sources of mail traffic.
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Click Report = Network Traffic > MAIL > Top Sites to open this screen.

Figure 76 Report > Network Traffic > MAIL > Top Sites
Top Sites from 2011-03-31 to 2011-04-06

e

MBytes

172,25.5.1 i 671.017 £3.4% Jit}
152.170.0.33 [ | 24810 42.9% 139361 132% .ﬁ'.ﬁ
172.25.5.4 [ | ' 2253 3.5% €7.278 X f}
182,170.1.19 i 2250 3.9% 47,442 4,55 2
17225511 [ ] 1500 2% 4479 43% ;1
172.25.5.10 1 1489 .88 44,484 4,79 3
172,25.5.12 i 745 1.3% 22,247 2.1% Q
192170035 752 13% 7.889 0.7% a3
192,170.1.36 [ | 753 1.3% 7.181 0.7% 3
182.170,1.37 [ ] 752 1.3% 5,454 0.6% 3
Total 57775 100% , 1058.124 100%
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Each field is described in the following table.

Table 64 Report > Traffic > MAIL > Top Sites

134

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [24 howrs =]

Start Date &

End Date: =

Sorting By [ MBytes Trandfemed 7]

Toph: 10 'I

Keryrwond:

Apphy Cancel
Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.
Keyword: Enter part or all of any value you want to look for in the Site field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Site This field displays the top destinations of mail traffic in the selected device, sorted by the
amount of traffic for each one. If the number of destinations is less than the maximum number
of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Click on a destination to look at the top sources of mail traffic for the selected destination.

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events for each destination.

% of This field displays what percentage each destination’s number of traffic events makes out of the

Sessions total number of traffic events that match the settings you displayed in this report.
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Table 64 Report > Traffic > MAIL > Top Sites

LABEL DESCRIPTION
MBytes This field displays how much traffic (in megabytes) the device handled for each destination.
Transferred

% of MBytes | This field displays what percentage each destination’s traffic makes out of the total traffic that
Transferred | matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the destinations above.

5.4.2 Top Mail Sites Drill-Down

Use this report to look at the top sources of mail traffic for any top destination.

Click on a specific destination in Report > Network Traffic > MAIL > Top Sites to open this
screen.

Figure 77 Report > Network Traffic > MAIL > Top Sites > Drill-Down
Top Hosts from 05-11 15:00 to 05-12 14:00 by Site 172.25.5.1

MBytes

User  Color ‘Seasions Seof Sessions  Mbytes Transferred % of Hiytes Transferred  View Logs

192,168.1.15 || 631 10% 18.843 10% 3
192,168.1.3 || 631 10% 18.843 10% e
192,168.1.23 || 631 10% 18.343 10% 3
192.168.1.14 I 631 10% 18.843 10% e
192.168.1.24 || 631 10% 18.843 10% JiE|
192.168.1.1 631 10% 13.343 10% eS|
192,168.1.29 || 631 10%: 18.843 10% 3
192.168.1.27 | 631 10% 18.843 10% )
192.168.1.7 [ | 631 10% 18.843 10% 3
192,168.1.9 [ | 631 10% 18.843 10% e
Total 6310 100% 188.426 100%
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Each field is described in the following table.

Table 65 Report > Network Traffic > MAIL > Top Sites > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top sources of mail traffic to the selected destination, sorted by the
amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each source in the graph.
Sessions This field displays the number of traffic events from each source to the selected destination.
% of This field displays what percentage of the selected destination’s total number of traffic events
Sessions came from each source.
MBytes This field displays how much traffic (in megabytes) came from each source to the selected
Transferred destination.

% of MBytes

This field displays what percentage of the selected destination’s mail traffic came from each

Transferred source.

Total This entry displays the totals for the sources above. If the number of sources of traffic to the
selected destination is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.4.3 Top Mail Hosts
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Use this report to look at the top sources of mail traffic.
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Click Report = Network Traffic = MAIL = Top Hosts to open this screen.

Figure 78 Report > Network Traffic > MAIL > Top Hosts
Top Hosts from 2011-03-31 to 2011-04-06

e

MBytes

182,188.1.1 [ ] 23950 60.3% £87.241 £7.8% b}
192,168,133 B 3751 5.4% 23,775 5.1% ﬂ
152.168.1.233 | 752 15% 45,330 4.4% Q
152,168.1.20 [ ] 2351 5% 31,288 3% a
192,168,113 B 1505 38% %976 2.6% ﬁl

182,188,1.5 [ ] 1504 3.8% 26,523 2.8% @

182.188.1.9 [ ] 1503 3E8% 26517 28% ﬂ'

19216815 I 1501 38 26,905 2.6% a
152,168.1,11 [ ] 1502 38% 26,887 2.8% ﬂ
Ly | 1500 38% 26875 2.6% P

Total 35719 100% 1029.118  100%
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Each field is described in the following table.

Table 66 Report > Network Traffic > MAIL > Top Hosts

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last [24 hows =]

Start Date! =
End Date: @
Sarting By: [MBytes Transferred =]
Toph: ,1_3

Keyword:

Apply|  Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.

Keyword: Enter part or all of any value you want to look for in the Host field. You can use
any printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Host

This field displays the top sources of mail traffic in the selected device, sorted by the amount
of traffic for each one. If the number of sources is less than the maximum number of records
displayed in this table, every source is displayed.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP
address.

Click on a source to look at the top destinations of mail traffic for the selected source.

Color

This field displays what color represents each source in the graph.

Sessions

This field displays the number of traffic events for each source.

% of Sessions
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This field displays what percentage each source’s number of traffic events makes out of the
total number of traffic events that match the settings you displayed in this report.
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Table 66 Report > Network Traffic > MAIL > Top Hosts

LABEL DESCRIPTION
MBytes This field displays how much traffic (in megabytes) the device handled for each source.
Transferred

% of MBytes

This field displays what percentage each source’s traffic makes out of the total traffic that

Transferred matches the settings you displayed in this report.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the sources above.

5.4.4 Top Mail Hosts Drill-Down

Use this report to look at the top destinations of mail traffic for any top source.

Click on a specific source in Report > Network Traffic = MAIL > Top Hosts to open this screen.

Figure 79 Report > Network Traffic > MAIL > Top Hosts > Drill-Down

MBytes

172.25.5.1
172.25.5.14
172.25.5.4
172.25.5.13
172.25.5.28
172.25.5.27
172.25.5.11
172.25.5.30
172.25.5.2
172.25.5.7
Total

Top Sites from 05-11 15:00 to 05-12 14:00 by Host 192.168.1.1

L}

L__ B B8 BN |

™

1264 18.2% 37.745 18.2% 3
632 9.1% 18.872 9.1% e
632 9.1% 15.872 9.1% Jies|
532 9.1% 18.872 9.1% e
632 9.1% 18.872 9.1% 3
532 9.1% 18.872 9.1% |
532 9.1% 18.872 9.1% 3
532 9.1% 18.872 9.1% |
632 9.1% 18.672 9.1% 3
632 9.1% 18.872 9.1% e
6952 100% 207.597 100%
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Each field is described in the following table.

Table 67 Report > Network Traffic > MAIL > Top Hosts > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Site This field displays the top destinations of mail traffic from the selected source, sorted by the
amount of traffic attributed to each one.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events from the selected source to each destination.

% of This field displays what percentage of the selected source’s total number of traffic events went

Sessions to each destination.

MBytes This field displays how much traffic (in megabytes) was generated from the selected source to

Transferred | each destination.

% of MBytes | This field displays what percentage of the selected source’s total traffic was sent to each

Transferred | destination.

Total This entry displays the totals for the destinations above. If the number of destinations of traffic
from the selected source is greater than the maximum number of records displayed in this
table, this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.4.5 Top Mail Users
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Use this report to look at the users that send the most mail traffic.
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Click Report = Network Traffic = MAIL = Top Users to open this screen.

Figure 80 Report > Network Traffic > MAIL > Top Users
Top Users from 2011-03-31 to 2011-04-06

e

MBytes

=dminl i 2338 35% £83,532 48,5% bt
admine [ ] w571 5.3% 178.303 12.8% fo)

lam |' 24011 37.3% 140,685 10.1% o
userld i 3005 4.7% 131,559 3.5% o
dminl? [ ] 247 3.5% £7.099 4.5% &3
adminlg 1 1495 2.3% 44,673 31.2% ﬁ[
2dmin20 i 1455 23% 44,643 3.2% ﬂ
dminis | 1454 2.3% 44613 32% i)
=dmin7 [ ] 754 1.2% 22,516 1.6% |
e.idrln'mlB [ ] ' 752 1'.2% 22:455' 15% ﬂ
Total 64450 100% 1390.089 100%
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Each field is described in the following table.

Table 68 Report > Network Traffic > MAIL > Top Users

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last [24 howrs =]
Start Date &

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.

Keyword: Enter part or all of any value you want to look for in the User field. You can use
any printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

User

This field displays the users that send the most mail traffic in the selected device, sorted by
the amount of traffic for each one. If the number of users is less than the maximum number
of records displayed in this table, every user is displayed.

Each user is identified by user name. Click on a user name to look at the top destinations of
mail traffic for the selected source.

Color

This field displays what color represents each user in the graph.

Sessions

This field displays the number of traffic events for each user.

% of Sessions

This field displays what percentage each user’s number of traffic events makes out of the total
number of traffic events that match the settings you displayed in this report.

MBytes
Transferred
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This field displays how much traffic (in megabytes) the device handled for each user.
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Table 68 Report > Network Traffic > MAIL > Top Users

LABEL DESCRIPTION

% of MBytes | This field displays what percentage each user’s traffic makes out of the total traffic that
Transferred matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.

5.4.6 Top Mail Users Drill-Down

Use this report to look at the top destinations of mail traffic for any top user.
Click on a specific source in Report > Network Traffic > MAIL > Top Users to open this screen.

Figure 81 Report > Network Traffic = MAIL > Top Users > Drill-Down
Top Sites from 05-11 15:00 to 05-12 14:00 by User adminl

MBytes

172.25.5.1 [ | 1264 18.2% 37.745 18.2% 3
17225510 | 632 9.1% 18.872 9,1% &S|
172.25.5.25 | 532 9.1% 18.872 9.1% 3
172.75.5.6 [ | 632 9,1% 18.872 2,1% 3
172.25.5.3 [ | 832 9.1% 18.872 9.1% )
172.25.5.7 632 9.1% 18.872 9.1% |
172.25.524 |l 532 9.1% 18.872 9.1% )
17225521 || 632 9.1% 18.872 9.1% 3
172.25.525 |l 532 9.1% 18.872 9.1% 3
17225529 | 632 9.1% 18.872 9,1% |
Total 6952 100% 207.597 100%
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Each field is described in the following table.

Table 69 Report > Network Traffic > MAIL > Top Users > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Site This field displays the top destinations of mail traffic from the selected user, sorted by the
amount of traffic attributed to each one.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events from the selected user to each destination.

% of This field displays what percentage of the selected user’s total number of traffic events went to

Sessions each destination.

MBytes This field displays how much traffic (in megabytes) was generated from the selected user to

Transferred | each destination.

% of MBytes | This field displays what percentage of the selected user’s total traffic was sent to each

Transferred | destination.

Total This entry displays the totals for the destinations above. If the number of destinations of traffic
from the selected source is greater than the maximum number of records displayed in this
table, this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.5 Other Traffic

These reports look at the top sources and destinations of any kind of traffic.

5.5.1 Service Settings

144

The following screen displays after you select the ZyXEL firmware platform. Use this screen to add,
edit, or remove services that you can view in Other Traffic reports. These services appear in the
Customized Services drop-down box.
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You can use services that are pre-defined in Vantage Report, or you can create new services. If you
create new services, you have to specify the protocol and port number(s) for the service.

Figure 82 Report > Network Traffic > Customization > Customization (Service Settings)

Service Settings

Add a Known Service:
o

Add & Customized Service
Name:

Port Range {1-65535);

Protocal;

;l Customized Service!

I:&smrmac Service]

Each field is described in the following table.

Table 70 Report > Network Traffic > Customization > Customization (Service Settings)

LABEL DESCRIPTION
Add a Known Use this drop-down box to add a service to the Customized Service drop-down box.
Service

e Select a pre-defined service from the drop-down list box, and click the Add button; or

e Select [Customized Service], fill in the Add a Customized Service section, and
click the Add button.

This drop-down box does not include web, mail, or FTP services.

Add a Customized
Service

Use this section to create new TCP/UDP services that are not in the pre-defined list. You
cannot edit pre-defined services.

Name Enter a name to identify the new customized service. It does not have to be unique. This
name is used when the service is displayed in the Customized Service drop-down box.

Port Range Enter a port range (start port to end port, in ascending order) that is not already in use to
define your service. Use the same start and end port if the service is only defined by one
port.

Protocol Select the protocol used by the service. Choices are tcp, udp and tcp/udp.

Customized
Service

This list box lists all the services that appear in the Customized Service drop-down box.
You can use this list box to remove services from the drop-down box or to edit services
you create.

To remove a service from the Customized Service drop-down box, click on the service in
this list box, and click the Delete button.

To edit any service you created, click on the service in the list box, edit the settings in the
Add a Customized Service section, and click the Apply button.

Add

Click this button to add the pre-defined service (in the Add a Known Service drop-down
box) or new service (in the Add a Customized Service section) the Customized
Service drop-down box.

Delete

Click this button to remove the selected service (in the Customized Service list box)
from the Customized Service drop-down box. If you delete a service you created, you
have to create the service again later, if you need it.
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5.5.2 Top Destinations of Other Traffic

Use this report to look at the top destinations of other services’ traffic.

Click Report > Network Traffic > Customization > Top Destinations to open this screen.

Figure 83 Report > Network Traffic > Customization > Top Destinations
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Top Destinations from 04-17 09:00 to 04-18 08:00

MBytes
Destination Color
92170160 51793
192.170.1.48 i 54488
192170145 | S4495
192.170.1.59 52753
192170158 49387
192,170.1.47 44278
192170.1.57 0 37468
192,170.1.8 1 5105

172.25.5.4 [ €812

192170148 i 32357

Total 3289987

13.5%
149%
14%

13.5%

12.7%

11.4%

9.6%
13%
1.7%

8.3%

100%

Customized Service: | Fﬂpg{'ncp,kadp:%]);l I_ast|24 hc‘“;l l..__‘_._}

309.575
309.238
306,092
303.154
282,695
244.958
226,659
221246
03.416
178,200
2585.928

Sessions % of Sessions  MBytes Transferred % of MBytes Transferred  View Logs

1%
1%
11.5%
11.7%
10.9%
9.5%
B.8%
B.6%
79%
6.9%
100%

RRkbhbbhbbbR

Each field is described in the following table.

Table 71 Report > Network Traffic > Customization > Top Destinations

LABEL DESCRIPTION

Customized | Select the service whose traffic you want to view. You can add, edit, or remove the services in
Service this drop-down list in the Service Settings screen.

Last Use this field or Settings to specify what historical information is included in the report. Select

how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down

reports.
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Table 71 Report > Network Traffic > Customization > Top Destinations

LABEL

DESCRIPTION

Settings

Use these fields to specify what historical information is included in the report. Click the settings
icon. The Report Display Settings screen appears.
Report Display Settings

Last [24 howrs =]

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: Enter part or all of any value you want to look for in the Destination field. You can
use any printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Destination

This field displays the top destinations of the selected service’s traffic in the selected device,
sorted by the amount of traffic for each one. If the number of destinations is less than the
maximum number of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. Click on a destination to look at the top sources
of the selected service’s traffic for the selected destination.

Color

This field displays what color represents each destination in the graph.

Sessions

This field displays the number of traffic events for each destination.

% of
Sessions

This field displays what percentage each destination’s number of traffic events makes out of the
total number of traffic events that match the settings you displayed in this report.

MBytes
Transferred

This field displays how much traffic (in megabytes) the device handled for each destination.

% of MBytes
Transferred

This field displays what percentage each destination’s traffic makes out of the total traffic that
matches the settings you displayed in this report.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the destinations above.
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5.5.3 Top Destinations of Other Traffic Drill-Down

Use this report to look at the top sources of other services’ traffic for any top destination. The

service is selected in the main report.

Click on a specific destination in Report > Network Traffic > Customization > Top

Destinations to open this screen.

Figure 84 Report > Network Traffic > Customization > Top Destinations > Drill-Down

Top Sources from 04-17 09:00 to 04-18 08:00 by Destination 192.170.1.60
IR
MBytes
Source  Color Sessions % of Sessi MBytes Transferred %o of MBytes Transferred
152.168.1.20 i 3410 18.2%. 20,146 18.2%
192.168.1.37 [ | 1708 9.1% 10.079 5.1%
152.168.1.38 1 1706 9.1% 10.079 9.1%
192.168.1.36 [ | 1708 9.1% 10.079 9.1%
152.168.1.34 1706 9.1% 10.079 9.1%
1592.168.1.35 1706 9.1% 10.079 9.1%
152.168.1.3 [ ] 1705 9.1% 10.073 9.1%
152.168.1.5 [ | 1705 9.1% 10.073 5.1%
192.168.1.19 | 1705 9.1% 10.073 9.1%
152.168.1.10 [ ] 1705 9.1% 10.073 9.1%
Total 18760 100% 110.824 100%0
Badk]

BEDBDQBBBDE

Each field is described in the following table.

Table 72 Report > Network Traffic > Customization > Top Destinations > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

System > General Configuration.

identification.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its

« Click on a slice in the pie chart to move it away from the pie chart a little.

sorted by the amount of traffic attributed to each one.

Source This field displays the top senders of the selected service’s traffic to the selected destination,

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.

Color This field displays what color represents each source in the graph.
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Table 72 Report > Network Traffic > Customization > Top Destinations > Drill-Down

LABEL DESCRIPTION

Sessions This field displays the number of traffic events from each source to the selected destination.

% of This field displays what percentage each source’s number of traffic events makes out of the

Sessions total number of traffic events for the selected destination.

MBytes This field displays how much traffic (in megabytes) was sent from each source to the selected

Transferred destination.

% of MBytes | This field displays what percentage of the selected destination’s traffic came from each source.

Transferred

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above. If the number of sources of traffic to the
selected destination is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

Back Click this to return to the main report.

5.5.4 Top Sources of Other Traffic

Use this report to look at the top sources of other services’ traffic.

Click Report = Network Traffic > Customization > Top Sources to open this screen.

Figure 85 Report > Network Traffic > Customization > Top Sources

MBytes

152.168.1.33
152,168,150
152.166.1.4
152,168,114
157.188.1.8
152.168.1.16
152.188.1.7
152.168.1.12
152.168.1.13
152.168.1.11
Total

Top Sources from 04-17 09:00 to 04-18 08:00

Customized Service: | hpsfecpludpiaad) =] test[24bous =] [

Source  Color Sessions %o of Sessions  MBytes Transferred %o of MBytes Transferred  View Logs

N e .

E|

47768 17.3% 318,500 16.6% 3
10236 3.7% 305.662 169 ;|
7155 2.5% 161265 B.4% 2
27296 9.9% 151,265 B.4% 3
17296 9.9% 151,265 B.4% 3
7156 2.5% 161,265 B.4% 3
7296 9.9% 151,255 B.4% 3
755 5,5% 161,265 5.4% fi
7% 9,5% 161,265 B.4% 3
7255 2.5% 161265 B.4% 3
276372 100% 1914.283 100%
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Each field is described in the following table.

Table 73 Report > Network Traffic > Customization > Top Sources

LABEL

DESCRIPTION

Customized
Service

Select the service whose traffic you want to view. You can add, edit, or remove the services in
this drop-down list in the Service Settings screen.

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: Enter part or all of any value you want to look for in the Source field. You can use
any printable ASCII characters except the * and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Source

This field displays the top senders of the selected service’s traffic in the selected device, sorted
by the amount of traffic for each one. If the number of sources is less than the maximum
number of records displayed in this table, every source is displayed.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.

Click on a source to look at the top destinations of the selected service’s traffic for the selected
source.

Color

This field displays what color represents each source in the graph.

Sessions

This field displays the number of traffic events for each source.
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Table 73 Report > Network Traffic > Customization > Top Sources

LABEL DESCRIPTION

% of This field displays what percentage each source’s number of traffic events makes out of the
Sessions total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each source.
Transferred

% of MBytes | This field displays what percentage each source’s traffic makes out of the total traffic that
Transferred matches the settings you displayed in this report.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.

5.5.5 Top Sources of Other Traffic Drill-Down

Use this report to look at the top destinations of other services’ traffic for any top source. The

service is selected in the main report.

Click on a specific source in Report = Network Traffic > Customization > Top Sources to open

this screen.

Figure 86 Report > Network Traffic > Customization > Top Sources > Drill-Down

MBytes

192.170.1.8
192.170.1.52
192,170.1.57
192,170.1.49
192.170.1.55
192,170.1.48
192.170.1.60
152.170.1.46
192,170.1.45
192.170.1.47
Taotal

51
3414
1707
3414
1707
344
1707
3414
3414
3414
30726

Destination Color Sessions % of Sessions  MBiytas Tr

16.7%
11.1%
L6%
11.1%
Le%
11.1%
L6%
114%
11.1%
11.1%
100%

Top Destinations from 04-17 09:00 to 04-18 08:00 by Source 192.168.1.33

221.765
i6.015
15407
14,749
10.575

T.876
F.757
F.684
4.262
3494
203.984

F1.5%:
E2%

4,50
3.5%
2,509
2.5%,
2.5%
1.4%
1.1%
100%

bbb
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Each field is described in the following table.

Table 74 Report > Network Traffic > Customization > Top Sources > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

e Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Destination This field displays the top destinations of the selected service’s traffic from the selected
source, sorted by the amount of traffic attributed to each one.
Each destination is identified by its IP address.

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events from the selected source to each destination.

% of This field displays what percentage each destination’s number of traffic events makes out of

Sessions the total number of traffic events for the selected source.

MBytes This field displays how much traffic (in megabytes) was generated from the selected source to

Transferred each destination.

% of MBytes | This field displays what percentage of the selected source’s traffic using the selected service

Transferred was sent to each destination.

Total This entry displays the totals for the destinations above. If the number of destinations of traffic
from the selected source is greater than the maximum number of records displayed in this
table, this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.

5.5.6 Top Other Traffic Users
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Use this report to look at the users that send the most other services’ traffic.
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Click Report = Network Traffic = Customization > Top Users to open this screen.

Figure 87 Report > Network Traffic > Customization > Top Users

Top Users from 04-17 10:00 to 04-18 09:00

MBytes

Customized Service: | hipsfucpfudp:d43) 7] Last|24 hows 7] &

 User Color Sessions % ofSessions  MBytes Transferred
lam i SETT04 98,79 3318829
freed [ | 8552 1.1% 311.540
gany2 1 SE2E 1.8% 293,478
=dmins i 4914 0.8% 145,739
admind ] 1838 0.3% 48,513

Total 610636 100% 4117.499

S oF S e Ly | ; \‘[#'

80.6%
?.6";&
7%
3.6%
1.2%

100%

effel el

Each field is described in the following table.

Table 75 Report > Network Traffic > Customization > Top Users

LABEL

DESCRIPTION

Service

Customized

Select the service whose traffic you want to view. You can add, edit, or remove the services in
this drop-down list in the Service Settings screen.

Last

range in the title.

reports.

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
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Table 75 Report > Network Traffic > Customization > Top Users

LABEL

DESCRIPTION

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last T34 howrs 2]
Start Date: — | =
End Date; — &
Sorting By ,ﬁmﬂ
Toph: ’EI

Keywond: [

Apply]  Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: Enter part or all of any value you want to look for in the User field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close drill-
down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

User

This field displays the users that sent the most of the selected service’s traffic in the selected
device, sorted by the amount of traffic for each one. If the number of users is less than the
maximum number of records displayed in this table, every user is displayed.

Each user is identified by user name. Click on a user name to look at the top destinations of the
selected service’s traffic for the selected source.

Color

This field displays what color represents each user in the graph.

Sessions

This field displays the number of traffic events for each user.

% of
Sessions

This field displays what percentage each user’s number of traffic events makes out of the total
number of traffic events for the time range of the report.

MBytes
Transferred

This field displays how much traffic (in megabytes) the device handled for each user.

% of MBytes
Transferred

This field displays what percentage each user’s amount of traffic makes out of the total amount
of traffic that matches the settings you displayed in this report.

View Logs

Click this icon to see the logs that go with the record.

154

Total

This entry displays the totals for the sources above.
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5.5.7 Top Users of Other Traffic Drill-Down

Use this report to look at the top destinations of other services’ traffic for any top user. The service
is selected in the main report.

Click on a specific user in Report > Network Traffic > Customization > Top Users to open this
screen.

Figure 88 Report > Network Traffic > Customization > Top Users > Drill-Down
Top Sites from 04-17 10:00 to 04-18 09:00 by User lam

MBytes o

192,170,160
192,170,146
192,170,145
192,170,1.55
192,170.1,58

152.170.1.47

152,170, 1.57
152.170.1.48
192.170.1.49

31122 7.3% 172072 7.1%

bbLLRRDDBRD L

192.170.1.56 31122 7.3% 1e8.3%8 T

Total 424243 100% 2416.172 100%
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Each field is described in the following table.

Table 76 Report > Network Traffic > Customization > Top Users > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Site This field displays the top destinations of the selected service’s traffic from the selected user,
sorted by the amount of traffic attributed to each one.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events from the selected user to each destination.

% of This field displays what percentage of the selected user’s total number of traffic events went to

Sessions each destination.

MBytes This field displays how much traffic (in megabytes) was generated from the selected user to

Transferred | each destination.

% of MBytes | This field displays what percentage of the selected user’s mail traffic was sent to each

Transferred | destination.

Total This entry displays the totals for the destinations above. If the number of destinations of traffic
from the selected source is greater than the maximum number of records displayed in this
table, this total might be a little lower than the total in the main report.

View Logs Click this icon to see the logs that go with the record.

Back Click this to return to the main report.
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6.1 Secure Remote Access - Site-to-Site (IPSec)

This chapter discusses how you can check the reports to look at the top sources and destinations of
traffic in Secure Remote Access tunnels. Site-to-site refers to static Secure Remote Access tunnels
between two IPSec devices. Each end must be identified by an IP address, domain name or

dynamic domain name. More detailed site-to-site Secure Remote Access analysis is also available.

Note: To look at Secure Remote Access usage reports, each ZyXEL device must record
forwarded IPSec Secure Remote Access traffic in its log. See the User’s Guide for
each ZyXEL device for more information. In most devices, go to Logs > Log
Settings, and make sure IPSec is enabled.

6.1.1 Secure Remote Access Link Status

Use this report to see which of the device’s Secure Remote Access tunnels are connected.

Click Report = Secure Remote Access > Site-to-Site (IPSec) > Link Status to open this
screen.

Figure 89 Report > Secure Remote Access > Site-to-Site (IPSec) > Link Status
Link Status

Number per Page: [10 7]
Site Tunnel
@ IKE_1 r
¢ IKE_10
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@ IKE_12 =
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°] IKE_15
] IKE_15
) IKE_17 ®
@ IKE_18 -~

otal Count:31 Total Pagerd Fest 123 4 .E;t| Go
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Each field is described in the following table.

Table 77 Report > Secure Remote Access > Site-to-Site (IPSec) > Link Status

LABEL DESCRIPTION

Site This column displays the names of peer IPSec routers.
Each IPSec router is identified by the name of the phase 1 IKE SA (also known as the gateway
policy).
A site’s status icon is green when all of the configured Secure Remote Access tunnels between
the device and the peer IPSec router are connected.
A site’s status icon is yellow when some of the configured Secure Remote Access tunnels
between the device and the peer IPSec router are connected.
A site’s status icon is red when none of the configured Secure Remote Access tunnels between
the device and the peer IPSec router are connected.

Tunnel This column displays the names of the device’s Secure Remote Access tunnels.
A tunnel’s status icon is green when the Secure Remote Access tunnel is connected.
A tunnel’s status icon is red when the Secure Remote Access tunnel is not connected.

Total Count | This field displays how many sites are recorded.

Total Page This field displays how many screens it takes to display all the sites.

First .. Last | Click First, Last, or a specific page number to look at the sites on that page. Some choices are
not available, depending on the number of pages.s

Go Enter the page number you want to see, and click Go.

6.1.2 Secure Remote Access Traffic Monitor
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Use this report to monitor the total amount of traffic handled by a device’s Secure Remote Access

tunnels.
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Click Report > Secure Remote Access > Site-to-Site (IPSec) > Traffic Monitor to open this
screen.

Figure 90 Report > Secure Remote Access > Site-to-Site (IPSec) > Traffic Monitor

Traffic Monitor
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Each field is described in the following table.

Table 78 Report > Secure Remote Access > Site-to-Site (IPSec) > Traffic Monitor

LABEL DESCRIPTION
Site Select a peer IPSec router.
Tunnel Select a Secure Remote Access tunnel.

Select All to display the total traffic for the device’s Secure Remote Access tunnels with the
selected site.

Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.

Period Choose the time interval you want to view in this field.

Start Time | This field displays the clock time (in 24-hour format) of the earliest traffic statistics in the graph.

End Time This field displays the clock time (in 24-hour format) of the latest traffic statistics in the graph.

refresh Click this to update the screen immediately.

graph The graph shows how the status changes over time.
Y-axis (vertical): how much traffic is handled by the device each minute

X-axis (horizontal): clock time, minutes only. These minutes represent clock times between the
Start Time and End Time.

6.1.3 Top Secure Remote Access Sites

Use this report to look at the peer IPSec routers with the most Secure Remote Access traffic.

Vantage Report 3.8 User’s Guide 159




Chapter 6 Secure Remote Access

Click Report > Secure Remote Access > Site-to-Site (IPSec) > Top Sites to open this screen.

Figure 91 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Sites

Top Sites from 2011-03-31 to 2011-04-06
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Each field is described in the following table.

Table 79 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Sites

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings
Last [ 24 howrs =]
Start Dats: &l
End Date: @
SovmgBy  [Mves Traniened ]
Toph: 10 =
Keyword:

Apphy Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Site field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Site

This field displays the peer IPSec routers with the most Secure Remote Access traffic, sorted by
the amount of traffic for each one. If the number of peer IPSec routers is less than the
maximum number of records displayed in this table, every peer IPSec router is displayed.

Each peer IPSec router is identified by the name of the phase 1 IKE SA (also known as the
gateway policy). Click on a hame to look at the top sources of Secure Remote Access traffic for
the selected site.

Color

This field displays what color represents each site in the graph.

Sessions

This field displays the number of traffic events for each site.

% of
Sessions

This field displays what percentage each site’s number of traffic events makes out of the total
number of traffic events that match the settings you displayed in this report.
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Table 79 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Sites

LABEL DESCRIPTION

MBytes This field displays how much traffic (in megabytes) the device handled for each site.
Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred | site.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the destinations above.

6.1.4 Top Secure Remote Access Sites Drill-Down
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Use this report to look at the top sources of Secure Remote Access traffic for any top destination.

Click on a specific destination in Report > Secure Remote Access > Site-to-Site (IPSec) >
Top Sites to open this screen.

Figure 92 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Sites > Drill-Down
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Each field is described in the following table.

Table 80 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Sites > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top sources of Secure Remote Access traffic to the selected peer IPSec
router, sorted by the amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each source in the graph.
Sessions This field displays the number of traffic events from each source to the selected destination.
% of This field displays what percentage each source’s number of traffic events makes out of the
Sessions total number of traffic events for the selected destination.
MBytes This field displays how much traffic (in megabytes) was generated from each source to the
Transferred selected destination.

% of MBytes

This field displays what percentage of the selected destination’s Secure Remote Access traffic

Transferred | was generated from each source.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above. If the number of sources of traffic to the
selected destination is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

Back Click this to return to the main report.

6.1.5 Top Secure Remote Access Tunnels

Use this report to look at the Secure Remote Access tunnels with the most Secure Remote Access

traffic.
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Click Report = Secure Remote Access = Site-to-Site (IPSec) = Top Tunnels to open this

screen.

Figure 93 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Tunnels

Top Tunnels from 04-17 10:00 to 04-18 09:00
Site: [ALL =] Diection: [Both =] Last[24 hours (=] =
Incoming -
i
MBytes o
IPSeci [ | 1E7416 £2% 731081 EE%c it}
IPSec2 1 38456 139% 78,762 7.3% 2
o ] 15440 549 51,425 4.8% it
Psec1 2 | 11508 3.8% 47.286 4,49 a2
Psec 1 ] 11508 3.8% 42,333 3% =
fa SEE4 3.3% 36,459 34% 3
mypnl 1 SEE4 3.3% 32,552 I it |
mypnd 1 £576 2.7% 24,333 2.3% 3
IPSec 15 3288 1.1% 16,555 1.5% 3
i 1 6576 2.3% 14,526 1.4% it |
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Each field is described in the following table.

Table 81 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Tunnels

LABEL DESCRIPTION
Site Select a peer IPSec router.
Select All to display the device’s Secure Remote Access tunnels with the most traffic,
regardless of which peer IPSec router they use.
Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.
Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
Last Use this field or Settings to specify what historical information is included in the report. Select

how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.
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Table 81 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Tunnels

LABEL DESCRIPTION

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [7days =]

Start Date: &

End Date: — @&

= [an =]

Direction: Incoming vI

Sorting Byt MBytes Transfered =

TopN: |F_'j

Keywoord: [

Apphy Cancell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.
The Site and Direction fields are the same as in the main screen.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.
Keyword: enter part or all of any value you want to look for in the Tunnel field. You can use
any printable ASCII characters except the ' and %. The search is case-insensitive.
Click Apply to update the report immediately, or click Cancel to close this screen.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Tunnel This field displays the phase 2 IPSec tunnels with the most Secure Remote Access traffic,
sorted by the amount of traffic for each one. If the number of tunnels is less than the
maximum number of records displayed in this table, every tunnel is displayed.

Each tunnel is identified by the name of the phase 2 IPSec SA (also known as the network
policy). Click on a name to look at the top sources of Secure Remote Access traffic for the
selected tunnel.

Color This field displays what color represents each tunnel in the graph.

Sessions This field displays the number of traffic events for each tunnel.

% of This field displays what percentage each tunnel’s number of traffic events makes out of the

Sessions total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each tunnel.

Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each

Transferred tunnel.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the destinations above.
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6.1.6 Top Secure Remote Access Tunnels Drill-Down

Use this report to look at the top senders or receivers of Secure Remote Access traffic for a top

Secure Remote Access tunnel.

Click on a specific destination in Report > Secure Remote Access > Site-to-Site (IPSec) >

Top Tunnels to open this screen.

Figure 94 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Tunnels > Drill-Down

Top Hosts from 04-17 10:00 to 04-18 09:00 by Tunnel IPSecl
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Each field is described in the following table.

Table 82 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Tunnels > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top senders or receivers of Secure Remote Access traffic for the selected
Secure Remote Access tunnel, sorted by the amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each host in the graph.
Sessions This field displays the number of traffic events from each host to the selected Secure Remote
Access tunnel.
% of This field displays what percentage each host’s number of traffic events makes out of the total
Sessions number of traffic events for the selected Secure Remote Access tunnel.
MBytes This field displays how much traffic (in megabytes) went through the Secure Remote Access
Transferred tunnel for each host.
% of MBytes | This field displays what percentage of the selected Secure Remote Access tunnel’s traffic was
Transferred for each host.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the hosts above. By default, only the top 10 hosts are
displayed. You can change the number of hosts to be displayed through the TopN setting in
Settings.
Back Click this to return to the main report.

6.1.7 Top Secure Remote Access Protocols

Use this report to look at the top services generating Secure Remote Access traffic through the
selected device.
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Click Report = Secure Remote Access > Site-to-Site (IPSec) > Top Protocols to open this
screen.

Figure 95 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Protocols
| Top Protocols from 2011-03-31 to 2011-04-06

Sne (AL [=]| Tunnel [AlL =] Diection:[Both 7] Law|7davs x| &

ke

MBytes
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Protacol  Color Sessions % of Sessions  MBytes Transferred View Logs
hitp 1 145792 3
fip [] 6004 36% 19,645 34% 2
Fitps [ | 3000 1.8% 11,101 1.5% 2
smtp [ | 2957 1.5% 6.804 1.2% &
systat B 1505 0.9% EE15 1.1% 3
mtp 1505 0.5% £515 1.1% Jik 3
aim ] 1504 0.5% 6511 1.1% 3
firmatmanf [ | 1500 0.9% £.593 1.1% 3
zh [] 1500 0.5% 6533 1.1% 3
news [ ] 1500 0.5% £.551 1.1% i)
Total 167807 100% 581.614 100%

Each field is described in the following table.

Table 83 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Protocols
LABEL DESCRIPTION

Site Select a peer IPSec router.

Select All to display the device’s Secure Remote Access tunnels with the most traffic,
regardless of which peer IPSec router they use.

Tunnel Select a Secure Remote Access tunnel.

Select All to display the total traffic for the device’s Secure Remote Access tunnels with the
selected site (or all sites).

Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.

Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
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Table 83 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Protocols

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last [24 howrs =]

Start Dater &
End Date: =
S =

Tunnel: FAE

Direction: | Both -

Sarting By: [ MBytes Transfared »|
Toph: |_1_El?_’

Kenyword: |

=

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The Site, Tunnel and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Protocol field. You can use
any printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Protocol

This field displays the services most used by Secure Remote Access traffic in the selected
device, sorted by the amount of traffic for each one. If the number of protocols is less than the
maximum number of records displayed in this table, every protocol is displayed.

Each protocol is identified by its name. Click on a protocol to look at the top senders or
receivers of the service through Secure Remote Access.

Color

This field displays what color represents each protocol in the graph.

Sessions

This field displays the number of traffic events for each protocol.
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Table 83 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Protocols

LABEL DESCRIPTION

% of This field displays what percentage each protocol’s number of traffic events makes out of the
Sessions total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each protocol.
Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred | protocol.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the protocols above.

6.1.8 Top Secure Remote Access Protocols Drill-Down
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Use this report to look at the top senders or receivers of any top service through Secure Remote

Access.

Click on a specific service in Report > Secure Remote Access > Site-to-Site (IPSec) > Top
Protocols to open this screen.

Figure 96 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Protocols > Drill-Down
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Each field is described in the following table.

Table 84 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Protocols > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top senders or receivers of Secure Remote Access traffic using the
selected service, sorted by the amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each host in the graph.
Sessions This field displays the number of traffic events for each host.
% of This field displays what percentage each host’s number of traffic events makes out of the total
Sessions number of traffic events for the selected Secure Remote Access traffic.
MBytes This field displays how much traffic (in megabytes) went through Secure Remote Access for
Transferred each host.

% of MBytes

This field displays what percentage of the selected Secure Remote Access traffic was for each

Transferred host.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the hosts above. By default, only the top 10 hosts are
displayed. You can change the number of hosts to be displayed through the TopN setting in
Settings.

Back Click this to return to the main report.

6.1.9 Top Secure Remote Access Hosts

Use this report to look at the top senders or receivers of Secure Remote Access traffic.
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Click Report = Secure Remote Access > Site-to-Site (IPSec) > Top Hosts to open this

screen.

Figure 97 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Hosts

Top Hosts from 2011-03-31 to 2011-04-06
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192,166.1.33 1 100280 £8.3% 320,804 £5.7% 3
192,168.1.233 [] 13523 9.2% 55,267 11.3% 2
182,168,120 1 9725 £.6% 42237 B.E% 3
192,168.1,133 [] 8578 £.1% 28,848 5.9% &2
192,166.1.3 [ ] 9770 £.7% 16,254 1.7% 3
192,168,317 751 0.5% 7.07% L4% a3
192,168,320 [ ] 1500 1% 6072 L2% |
152,168,820 [] 757 0.5% 3317 0.7% 3
192,166.5.20 [ 754 0.5% 3314 0.7% i}
152,168.2.20 [] 754 0.5% 3314 0.7% 3
Total 146792 100% 488,504 100%

El

Each field is described in the following table.

Table 85 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Hosts

LABEL DESCRIPTION

Site Select a peer IPSec router.
Select All to display the device’s Secure Remote Access tunnels with the most traffic,
regardless of which peer IPSec router they use.
This field is not available with all models.

Tunnel Select a Secure Remote Access tunnel.
Select All to display the total traffic for the device’s Secure Remote Access tunnels with the
selected site (or all sites).
This field is not available with all models.

Direction Select which direction of traffic, you want to view statistics. This field is not available with all
models.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.
Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
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Table 85 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Hosts

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last [ 24 howrs =]

Start Dater &
End Date: — &
S [an =]
Tunnel: FHE

Direction: Both - I
Sorting By: MBytes Transfered YI

Toph: rl_ﬂl?_!
Keyward: |
Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The Site, Tunnel and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Host field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Host

This field displays the top senders or receivers of Secure Remote Access traffic in the selected
device, sorted by the amount of traffic for each one. If the number of hosts is less than the
maximum number of records displayed in this table, every host is displayed.

Each source is identified by its IP address. If Hosthname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.

Click on a host to look at the top protocols of Secure Remote Access traffic for the selected
host.

Color

This field displays what color represents each host in the graph.
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Table 85 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Hosts

LABEL DESCRIPTION

Sessions This field displays the number of traffic events for each host.

% of This field displays what percentage each host’s number of traffic events makes out of the total
Sessions number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each host.
Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred | host.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the hosts above.

6.1.10 Top Secure Remote Access Hosts Drill-Down

174

Use this report to look at the services sent through Secure Remote Access from a top sender or to
a top receiver.

Click on a specific source in Report > Secure Remote Access > Site-to-Site (IPSec) > Top
Hosts to open this screen.

Figure 98 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Hosts > Drill-Down

Top Protocols from 04-17 10:00 to 04-18 09:00 by Host 192.168.1.33
e

MBytes

hip ] 52.2% a3

fip ] 8255 4,1% 24.909 3.7% 3
https [ ] 4553 2.4% 18,327 2.6% il
smitp | 3302 1.6%% 7.455 1.1% 3
pop3 [ | 3302 1,69 1,208 0.2% 3
Total 202897 100% 664.864 100%

Bag]
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Each field is described in the following table.

Table 86 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Hosts > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Protocol This field displays the top services of Secure Remote Access traffic from the selected host,
sorted by the amount of traffic attributed to each one.
Each service is identified by its IP address.
Color This field displays what color represents each protocol in the graph.
Sessions This field displays the number of traffic events of each protocol.
% of This field displays what percentage each protocol’s number of traffic events makes out of the
Sessions total number of traffic events for the selected Secure Remote Access traffic.
MBytes This field displays how much traffic (in megabytes) was handled through the Secure Remote
Transferred Access tunnels for each protocol.
% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic belonged to
Transferred each protocol.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the services above. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.
Back Click this to return to the main report.

6.1.11 Top Secure Remote Access Users

Use this report to look at the users that send or receive the most Secure Remote Access traffic.
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Click Report = Secure Remote Access > Site-to-Site (IPSec) > Top Users to open this

screen.

Figure 99 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Users

Top Users from 2011-03-31 to 2011-04-06
Siei[AL =] Tunnel[AL[E] Diecon:[Both x| Lam[7dsys [z @
MBytes

Incoming
User Color Sessions % of Sessions MBytes Transferred % of MBytes Transferred View Logs
wser] [ ] 43831 3.3% 153,588 3.5% ji|

unknown i 16505 13.5% 72,547 15,8% 2
useriZ [ ] 14753 11.5% S1ETL 11.3% 2
sarld ] 12753 10.6% 41,452 % fit
userlé [ ] 4454 17% 35,234 7% &3
useril 10525 BE% RT3 7.2% o3
userl i 4264 36% 1477 4.7% i
userds [ ] 4507 18% 16677 15% |
user2B [] 4502 3E5% 16,855 15% a3
users [ 4513 15% 15,582 3.5% 3
Total 119847 100% 458,330 100%

Each field is described in the following table.

Table 87 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Users

LABEL DESCRIPTION

Site Select a peer IPSec router.
Select All to display the device’s Secure Remote Access tunnels with the most traffic,
regardless of which peer IPSec router they use.

Tunnel Select a Secure Remote Access tunnel.
Select All to display the total traffic for the device’s Secure Remote Access tunnels with the
selected site (or all sites).

Direction Select which direction of traffic, you want to view statistics.

Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
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Table 87 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Users

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last [ 24 howrs =]

Start Dater &
End Date: — &
S [an =]
Tunnel: FHE

Direction: Both - I
Sorting By: MBytes Transfered YI

Toph: rl_ﬂlj
Keyward: |
Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The Site, Tunnel and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the User field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

User

This field displays the top senders or receivers of Secure Remote Access traffic in the selected
device, sorted by the amount of traffic for each one. If the number of users is less than the
maximum number of records displayed in this table, every user is displayed.

Each user is identified by user name. Click on a user to look at where the user sent the most
Secure Remote Access traffic.

Color

This field displays what color represents each user in the graph.

Sessions

This field displays the number of traffic events for each user.
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Table 87 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Users

LABEL DESCRIPTION

% of This field displays what percentage each user’'s number of traffic events makes out of the total
Sessions number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each user.
Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred user.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the users above.

6.1.12 Top Secure Remote Access Users Drill-Down

178

Use this report to look at the services sent through Secure Remote Access from or to a top user.

Click on a specific source in Report > Secure Remote Access > Site-to-Site (IPSec) > Top
Users to open this screen.

Figure 100 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Users > Drill-Down

Top Protocols from 2011-03-31 to 2011-04-06 by User userl
m
MBytes o
[ i 42003 96.5% 148.008 96.4% 53
g | 1508 3.5% 558D R |
Total 43531 100% 153.588 100%
Bad
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Each field is described in the following table.

Table 88 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Users > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Protocol This field displays the top services of Secure Remote Access traffic from the selected user,
sorted by the amount of traffic attributed to each one.
Color This field displays what color represents each protocol in the graph.
Sessions This field displays the number of traffic events of each protocol.
% of This field displays what percentage each protocol’s number of traffic events makes out of the
Sessions total number of traffic events for the selected Secure Remote Access traffic.
MBytes This field displays how much traffic (in megabytes) was handled through the Secure Remote
Transferred | Access tunnels for each protocol.
% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic belonged to
Transferred | each protocol.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the services above. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.
Back Click this to return to the main report.

6.1.13 Top Secure Remote Access Destinations

Use this report to look at the destinations with the most Secure Remote Access traffic.
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Click Report > Secure Remote Access > Site-to-Site (IPSec) > Top Destinations to open

this screen.

Figure 101 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Destinations

Top Destinations from 2011-03-31 to 2011-04-06
Ste:[AlL =] Tunnel[ALL[Z] Diecton:[Bath 7] Lam([7days 7] @
MBytes o
Incoming
Destination Color Sessions % of MBytes Transferred %'nf.mwsrrmr&-.mﬂ View Logs
192,170,1.1 1 33773 6% 118,316 33.2% 3
192,170.1,12 [ ] 12746 13.1% 48,803 13.7% 2
192.170.1.13 1 12008 12.3% 38,706 10.9% 2
192,170.1.2 E 12011 12.3% 35606 10% 2
192,170.1.26 [ ] 3743 1.8% 32,515 9.1% 2
192.170.1.11 o014 9.2% 29699 8.3% 3
192,170,125 i 7% 1.8% 13.858 19% 3
192,170.1.29 [ ] 3752 1.8% 13.883 31.9% 3
192,170.1.28 i 3749 3.8% 13.872 35% 3
192,170.1.5 [ ] 3007 31% 10.770 % it
Total 97559 100% 356.067 100%

Each field is described in the following table.

Table 89 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Destinations

LABEL DESCRIPTION

Site Select a peer IPSec router.

regardless of which peer IPSec router they use.

Tunnel Select a Secure Remote Access tunnel.

selected site (or all sites).

Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.

Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
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Table 89 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Destinations

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Lest [24 howrs =]

Start Dates &
End Date! =
= [an =]
Tunnel: FAE

Direction: Both - I
Sorting By MBytes Transfered + I

Toph: |_1_{2'?_!
Kenywond: |
Carcel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The Site, Tunnel and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Destination field. You can
use any printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Destination | This field displays the where the device sent the most Secure Remote Access traffic, sorted by
the amount of traffic for each one. If the number of destinations is less than the maximum
number of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. Click on a destination to look at the sender
hosts that sent the most Secure Remote Access traffic to the selected host.

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events for each destination.
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Table 89 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Destinations

LABEL DESCRIPTION

% of This field displays what percentage each destination’s number of traffic events makes out of the
Sessions total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each destination.
Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred | destination.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the destinations above.

6.1.14 Top Secure Remote Access Destinations Drill-Down

Use this report to look at the services sent through Secure Remote Access from or to a top

destination.

Click on a specific destination in Report > Secure Remote Access > Site-to-Site (IPSec) >
Top Destinations to open this screen.

Figure 102 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Destinations > Drill-Down

Top Hosts from 2011-03-31 to 2011-04-06 by Destination TP 192.170.1.1
il
MBytes )

Host Color Sessions % of Sessions MBytes Transferred %% of MBytes Transferred View Logs
182,168,317 [ ] 751 £3% 7.076 21.2% |
192,158,133 [ ] pris) 24.5% 4,038 12.1% 3
152,168,123 1 757 8.4% 2.801 E4%5 Jik |
192,168,123 [] FEE £.4% 2797 E4% 3
182.168.1.11 [] i £4% 2734 E.4% 3
192,168,124 754 £.3% 2,750 £.3% 3
192,168,411 [ ] 754 £.3% 2,790 8.3% 2
192,168,139 [] 754 £.3% 2730 8.3% 2
192,188,537 [ | 753 B.3% 1788 B.3% 3
192,168.1,15 [ | 753 £.3% 2,785 B.3% =3

Total 90329 100% 33.447 100%

Bad
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Each field is described in the following table.

Table 90 Report > Secure Remote Access > Site-to-Site (IPSec) > Top Destinations > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Host This field displays the top senders or receivers of Secure Remote Access traffic using the
selected service, sorted by the amount of traffic attributed to each one.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.

Color This field displays what color represents each host in the graph.

Sessions This field displays the number of traffic events of each host.

% of This field displays what percentage each host’s number of traffic events makes out of the total
Sessions number of traffic events for the selected Secure Remote Access traffic.

MBytes This field displays how much traffic (in megabytes) was handled through the Secure Remote

Transferred | Access tunnels for each host.

% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic belonged to
Transferred | each host.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the services above. By default, only the top hosts are
displayed. You can change the number of hosts to be displayed through the TopN setting in
Settings.

Back Click this to return to the main report.

6.2 Secure Remote Access - Client-to-Site (IPSec)

Secure Remote Access tunnels with the remote gateway set as any are called dynamic tunnels (only
the remote device can initiate a dynamic IPSec Secure Remote Access tunnel). Devices can use
xauth to authenticate remote users (by username and password) when they try to initiate a
dynamic Secure Remote Access tunnel. The Secure Remote Access remote access screens display
statistics for remote users that use dynamic Secure Remote Access tunnels and have been
authenticated by xauth.

6.2.1 Secure Remote Access User Status

Use this report to see statistics about the device’s remote Secure Remote Access users.
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Click Report = Secure Remote Access > Client-to-Site (IPSec) > User Status to open this

screen.

Figure 103 Report > Secure Remote Access > Client-to-Site (IPSec) > User Status
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Each field is described in the following table.

Table 91 Report > Secure Remote Access > Client-to-Site (IPSec) > User Status

LABEL

DESCRIPTION

User Status

Select which status of users, you want to view statistics.

Online - to display information for connected users.

Offline - to display information for disconnected users.

ALL - to display for both connected and disconnected users.

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel
(including the menu item for the same report). The field does not reset when you open or
close drill-down reports.
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Table 91 Report > Secure Remote Access > Client-to-Site (IPSec) > User Status
LABEL DESCRIPTION

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last 24 hours |
Start Date: ]
Erd Date: 3

gy | Conce

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or
close drill-down reports.

User Name This field displays the top remote access senders or receivers of Secure Remote Access
traffic in the selected device.

Click the title of this column to sort the list of users in alphabetical or reverse-alphabetical
order.

If the number of users is less than the maximum number of records displayed in this table,
every user is displayed.

Each user is identified by user name.

Status This column displays the current status of users who have logged in.
A user’s status icon is green when the user is currently connected.

A user’s status icon is red when the user has already logged out.

Login Time This column displays when the remote access user last logged in.

Click the title of this column to sort the list of users by the time they last logged in.

Logout Time This column displays when the remote access user last logged out. The field is empty if the
remote access user is still logged in.

Click the title of this column to sort the list of users by the time they last logged out.

Duration This field displays current length (duration) of the login if the remote access user is still
logged in.

Click the title of this column to sort the list of users by how long they have been logged in.

IP This field displays the user's IP address.

Click the title of this column to sort the list of users by IP address.

Incoming Traffic | This field displays the amount of traffic received by the user through the device.

(MBytes) . . . . .
Click the title of this column to sort the list of users by the amount of traffic routed through

the device.

Qutgoing Traffic | This field displays the amount of traffic sent by the user through the device.

(MBytes) . . . . .
Click the title of this column to sort the list of users by the amount of traffic routed from the
device.

Total This entry displays the total number of users on each page of the report.
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6.2.2 Secure Remote Access User Status Drill-Down

Use this report to look at the services transferred through the device by any top users.

Click on a specific user in Report > Secure Remote Access > Client-to-Site (IPSec) > User

Status to open this screen.

Figure 104 Report > Secure Remote Access > Client-to-Site (IPSec) > User Status > Drill-Down

Top Protocols By User Handy

Display: IBY Protocol - I Direction: IBoﬂ'l - I

Incoming

—

MBytes

smitp [ | 361 68.6% 0,340 68.6%
http [ ] 165 31.4% 0.155 31.4%
Total 526 100% 0.495 100%

A
A

Each field is described in the following table.

Table 92 Report > Secure Remote Access > Client-to-Site (IPSec) > User Status > Drill-Down

LABEL DESCRIPTION

Display Select how you want the report to show statistics.
By Protocol - all services sent or received by the specific user.

By Destination - all destination hosts the user sent traffic to.

Direction Select which direction of traffic, you want to view statistics.

Both - all Secure Remote Access traffic the devices sent or received.

Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

* Click on a slice in the pie chart to move it away from the pie chart a little.
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Table 92 Report > Secure Remote Access > Client-to-Site (IPSec) > User Status > Drill-Down

LABEL DESCRIPTION

Protocol This field displays the services most used by the selected user, sorted by the amount of traffic
for each one. By default, only the top 10 services are displayed. You can change the number of
services to be displayed through the TopN setting in Settings.
Each protocol is identified by its service type name.

Color This field displays what color represents each service in the graph.

Sessions This field displays the number of traffic events for each service.

% of This field displays what percentage each service’s number of traffic events makes out of the

Sessions total number of traffic events for the selected Secure Remote Access traffic.

MBytes This field displays how much traffic (in megabytes) went through Secure Remote Access for

Transferred | each service.

% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic was for each

Transferred | service.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the services above. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.

Back Click this to return to the main report.

6.2.3 Top Secure Remote Access Protocols

Use this report to display which services the remote access users sent or received the most.
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Click Report = Secure Remote Access > Client-to-Site (IPSec) = Top Protocols to open this
screen.

Figure 105 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Protocols

Top Protocols from 2011-03-31 to 2011-04-06
User:[AlL [z] Diection: [Both  [z] Lest[7davs 2] [
i
MBytes o
Ircoming
Protocol  Color  Sessions % of Sessions MBytes Transferred %4 of MBytes Transferrad View Logs
hitps 1 378071 £0.1% 1803.425 &0.8% 3
htp 1 45702 7.2% 146,622 5.6% 2
smtp ] 30819 4,9% 133.493 5% )
domain [ ] 30752 4,5% 133415 5% it |
nntp [ ] 24775 3.5% 108,612 4.1% 2
fip 24030 1LE% 107.046 41% 3
pop3 [ ] 24011 3.8% 105.540 45 a3
fink B 24022 1.8% 100,281 18% a
ssh ] 24012 3.8% 100,108 38% i
echo ] 3575 1.5% S5.015 37% it ]
Total 631170 100% 2636.562 100%

Each field is described in the following table.

Table 93 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Protocols

LABEL DESCRIPTION

User Select a remote access user.

Select ALL to display the protocols with the most traffic sent through the remote access Secure
Remote Access tunnels.

Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.
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Table 93 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Protocols

LABEL DESCRIPTION

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [24 howrs =]

Start Date: @

End Date: =

Sier [aw =]

Turnel; |—.'H.L 'i

Direction: | Both -

Sorting By MBytes Transfemred 'I

Toph: |_1_€'___'_!

Kenyweoed: [

Cance
Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.
The User and Direction fields are the same as in the main screen.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.
Keyword: enter part or all of any value you want to look for in the Protocol field. You can use
any printable ASCII characters except the * and %. The search is case-insensitive.
Click Apply to update the report immediately, or click Cancel to close this screen.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Protocol This field displays the services most used by remote access Secure Remote Access traffic in the
selected device, sorted by the amount of traffic for each one. If the number of protocols is less
than the maximum number of records displayed in this table, every protocol is displayed.
Each protocol is identified by its name. Click on a protocol to look at the top senders or
receivers of the service through Secure Remote Access.

Color This field displays what color represents each protocol in the graph.

Sessions This field displays the number of traffic events for each protocol.

% of This field displays what percentage each protocol’s number of traffic events makes out of the

Sessions total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each protocol.

Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each

Transferred protocol.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.
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6.2.4 Top Secure Remote Access Protocols Drill-Down

Use this report to look at the top remote access senders or receivers of any top service.

Click on a specific service in Report > Secure Remote Access > Client-to-Site (IPSec) > Top

Protocols to open this screen.

Figure 106 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Protocols > Drill-Down

Top Hosts from 2011-03-31 to 2011-04-06 by Protocol https
m
MBytes -

Host Color  Sessions % of Sessions. MBytes Transferred % of MBytes Transferrad View Logs
192,168,120 [ ] 23574 18.1% 105,377 18.1% a3
192,168,112 [ ] 12048 2.1% 52,857 2.1% 3
192,168.1.13 [ ] 13045 2.1% 52,844 2.1% 3
192.168.1.30 [ ] 12033 8.1% 52,891 2.1% |
192,168,131 12028 2.1% 52,869 2.1% i |
192.168.1.37 12025 3.1% 52,856 3.1% 2
192,168,115 [ ] 12022 2.1% 52,843 2.1% ;|
192.168.1.15 [ ] 12020 2.1% 52,834 2.1% 3
192,168.1.8 | 12020 3.1% 51,834 3.1% |
152,168,138 [ | 12020 9.1% 52,834 9.1% 2

Total 132235 100% 581,237 100%

B

Each field is described in the following table.

Table 94 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Protocols > Drill-Down

LABEL

DESCRIPTION

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Host

This field displays the top senders or receivers of Secure Remote Access traffic using the
selected service, sorted by the amount of traffic attributed to each one.

Each source is identified by its IP address. If Hostname Reverse is enabled in System >

General Configuration, the table displays the host name, if identifiable, with the IP address.
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Table 94 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Protocols > Drill-Down

LABEL DESCRIPTION

Color This field displays what color represents each host in the graph.

Sessions This field displays the number of traffic events for each host.

% of This field displays what percentage each host’s number of traffic events makes out of the total

Sessions number of traffic events for the selected Secure Remote Access traffic.

MBytes This field displays how much traffic (in megabytes) went through Secure Remote Access for

Transferred | each host.

% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic was for each

Transferred | host.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the hosts above. By default, only the top 10 hosts are
displayed. You can change the number of hosts to be displayed through the TopN setting in
Settings.

Back Click this to return to the main report.

6.2.5 Top Secure Remote Access Destinations

Use this report to look at the destinations with the most remote access Secure Remote Access

traffic.
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Click Report = Secure Remote Access > Client-to-Site (IPSec) > Top Destinations to open

this screen.

Figure 107 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Destinations

Incoming

P
192,170,131
192,170.1.35
182,170.1.57
192,170,160
192,170.1.55
152,170,138
192,170,137
1592,170.1.36
152,170,139
152,170,152

Total

Top Destinations from 2011-03-31 to 2011-04-06

Usen[AIL =] Dietom[Both [5] Lest[7deys =] [

MBytes

Color Sessions % of Sessions MBytes Transferred % of MBytes Transferred  View Logs
1 42668 15.8% 137,557 12.2% 3
[ | 25535 9.5% 119,964 10.6% 32
1 24784 %.2% 113.620 10.1% 3
i 24762 9,2% 108,841 2.6% a2

24768 9.2% 108,823 9.5% e

25514 %.5% 108,703 %.5% Jies)

] 25478 9,5% 108,042 2.6% i

] 25511 5.5% 108,009 9.6% 3

I 25538 9,5% 107,462 2.5% vy

(| 24775 9,2% 107.067 2.5% 3
269324 100% 1128.490 100%

Each field is described in the following table.

Table 95 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Destinations

LABEL DESCRIPTION
User Select a remote access user.
Select ALL to display the destinations with the most traffic sent through the remote access
Secure Remote Access tunnels.
Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.
Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
Last Use this field or Settings to specify what historical information is included in the report. Select

how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.
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Table 95 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Destinations

LABEL DESCRIPTION

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last [24 howrs =]

Start Date: @&

End Date: =

Sier [aw =]

Tunnel: |—.qu. 'i

Direction: | Both -

Sorting By MBytes Transfemed 'I

Toph: |_1_{2'?_!

Kenyweoed: |

Cance
Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.
The User and Direction fields are the same as in the main screen.
Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.
TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.
Keyword: enter part or all of any value you want to look for in the Destination field. You can
use any printable ASCII characters except the ' and %. The search is case-insensitive.
Click Apply to update the report immediately, or click Cancel to close this screen.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Destination | This field displays the IP addresses to which the selected device sent the most remote access
Secure Remote Access traffic, sorted by the amount of traffic for each one. If the number of
destinations is less than the maximum number of records displayed in this table, every
destination is displayed.

Each destination is identified by its IP address. Click on a destination to look at the sender
hosts that send the most Secure Remote Access traffic to the selected host.

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events for each destination.

% of This field displays what percentage each destination’s number of traffic events makes out of the

Sessions total number of traffic events that match the settings you displayed in this report.

MBytes This field displays how much traffic (in megabytes) the device handled for each destination.

Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each

Transferred destination.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the destinations above.
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6.2.6 Top Secure Remote Access Destinations Drill-Down

194

Use this report to look at the remote access hosts that sent the most traffic to the selected top

destination.

Click on a specific destination in Report > Secure Remote Access > Client-to-Site (IPSec) >

Top Destinations to open this screen.

Figure 108 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Destinations > Drill-

Down

Top Hosts from 2011-03-31 to 2011-04-06 by Destination 192.170.1.31

MBytes

192,168.1.34 [ ] 2590 19% 11.551
192168136 || 1454 9.5% 7.276
1168120 | 1458 8,59 £.584
192.168.1.35 I 1455 5.5% 6.576
ozi68132 |l 1458 9.5% 5154
192.168,1.31 1504 9.6% 4,454
192168138 I 1458 5.5% 3.882
12168138 |l 1494 8,59 3721
192168137 |l 1489 5.5% 71
192168117 N 755 4.8% 3318
Total 15717 100% 56,237
Bk

20.6%
12.9%
11.7%
11.7%
2.2%
7.9%
£.59%
6.6%
£.6%
5.9%
100%

bbb
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Each field is described in the following table.

Table 96 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Destinations > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Host This field displays the top sources that sent remote access Secure Remote Access traffic to the
selected destination, sorted by the amount of traffic attributed to each one.
Each source is identified by its IP address. If Hostname Reverse is enabled in System >
General Configuration, the table displays the host name, if identifiable, with the IP address.
Color This field displays what color represents each host in the graph.
Sessions This field displays the number of traffic events of each host.
% of This field displays what percentage each host’s number of traffic events makes out of the total
Sessions number of traffic events for the selected Secure Remote Access traffic.
MBytes This field displays how much traffic (in megabytes) was handled through the Secure Remote
Transferred | Access tunnels for each host.
% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic belonged to
Transferred | each host.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the hosts above. By default, only the top 10 hosts are
displayed. You can change the number of hosts to be displayed through the TopN setting in
Settings.
Back Click this to return to the main report.

6.2.7 Secure Remote Access Top Users

Use this report to look at the users that send or receive the most Secure Remote Access traffic.

Vantage Report 3.8 User’s Guide

195




Chapter 6 Secure Remote Access

Click Report = Secure Remote Access > Client-to-Site (IPSec) > Top Users to open this

screen.

Figure 109 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Users

Top Users from 2011-03-31 to 2011-04-06
Diection: [ Both =] Last[7days [=] @
[
MBytes o
Irvooming
lam '] 7ITEIT 57.2% 074,585 57.2% il
Windy ] 8264 1.1% 34,737 1.1% 2
Ping [] 7526 1% 13,464 1.19% fis|
iji ] 744 0.1% 3,980 0.1% 2
Rain B T43 0.1% 3285 0.1% =3
Ben 745 0.1% 3157 0.1% =3
May [ ] 47 0.1% 3141 0.1% 3
Sausniny [ ] 745 0.1% 2.554 0.1% 3
Siting [ ] 747 0.1% 2.374 0.1% 3
Mark (] 747 0.1% 1.670 0.1% 3
Total 758845 100% 3163.339 100%

Each field is described in the following table.

Table 97 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Users

196

LABEL DESCRIPTION
Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.
Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
Last Use this field or Settings to specify what historical information is included in the report. Select

how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.
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Table 97 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Users

LABEL

DESCRIPTION

Settings

Use these fields to specify what historical information is included in the report. Click the
Settings icon. The Report Display Settings screen appears.
Report Display Settings

Lat [7days =]
Start Date: T
End Dizte:

@

[Boh  [=]

Sorting By Wa_rsfa"ec—_'_i
oph: m

Keyword: E—

[Apohd Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The Direction field is the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the User field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

User

This field displays the users who sent the most remote access Secure Remote Access traffic.

Click on a user to look at the services of Secure Remote Access traffic sent or received the most
by the selected user.

Color

This field displays what color represents each destination in the graph.

Sessions

This field displays the number of traffic events for each destination.

% of
Sessions

This field displays what percentage each destination’s number of traffic events makes out of the
total number of traffic events that match the settings you displayed in this report.

MBytes
Transferred

This field displays how much traffic (in megabytes) the device handled for each destination.

% of MBytes
Transferred

This field displays what percentage of Secure Remote Access traffic the device handled for each
destination.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the destinations above.
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6.2.8 Secure Remote Access Top Users Drill-Down

Use this report to look at the services transferred the most through Secure Remote Access remote
access by any top users.

Click on a specific user in Report > Secure Remote Access > Client-to-Site (IPSec) > Top
Users to open this screen.

Figure 110 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Users > Drill-Down
| Top Protocols from 2011-03-31 to 2011-04-06 by User lam

Displsy: [By Protocol =]
I
MBytes o

s | 2
hitp | 2
L B £
fip i 2
popd | it
swn 8 3
domain [ | 3
fink | 2
ssh [ ]
echo | )
Tatal 600448 100% 255!1.895 1?&%
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Each field is described in the following table.

Table 98 Report > Secure Remote Access > Client-to-Site (IPSec) > Top Users > Drill-Down

LABEL DESCRIPTION

Display Select how you want the report to show statistics.

By Protocol - all services sent or received by the specific user.
By Destination - all destination hosts the user sent traffic to.

graph The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Protocol This field displays the services most used by the selected user, sorted by the amount of traffic
for each one. By default, only the top 10 services are displayed. You can change the number of
hosts to be displayed through the TopN setting in Settings.

Each protocol is identified by its name.

Color This field displays what color represents each host in the graph.

Sessions This field displays the number of traffic events for each host.

% of This field displays what percentage each host’s number of traffic events makes out of the total

Sessions number of traffic events for the selected Secure Remote Access traffic.

MBytes This field displays how much traffic (in megabytes) went through Secure Remote Access for

Transferred each host.

% of MBytes

This field displays what percentage of the selected Secure Remote Access traffic was for each

Transferred | host.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the services above. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.

Back Click this to return to the main report.

6.3 Secure Remote Access - Client-to-Site (SSL)

SSL Secure Remote Access tunnels are HTTPS connections via the ZyXEL devices. Only remote
hosts can initiate SSL Secure Remote Access tunnels. Devices authenticates remote users (by
username and password) when they try to initiate a SSL Secure Remote Access tunnel. The Secure
Remote Access remote access screens display statistics for remote users that use SSL Secure
Remote Access tunnels and have been authenticated.

6.3.1 Secure Remote Access User Status

Use this report to see statistics about the device’s remote Secure Remote Access users.
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Click Report > Secure Remote Access > Client-to-Site (SSL) > User Status to open this
screen.

Figure 111 Report > Secure Remote Access > Client-to-Site (SSL) > User Status
User Status from 2011-03-15 to 2011-04-13

L.s:er5tat_s:|.ﬂ.u. vi Nhr'l:erperpege:!lﬂl_v_' lest!mca\,fs_vJ '_‘{

User Name  Status| Login Time. Logout Time | Duration P Incoming Traffic{MBytes) | Ctgoing TraffidMBytes)
2011-03-29 15 days

garyl 0.0.0.0 0 0

o ¢ 050857 2 hows

Total Count:1 Total Page:l Frst 1 |.,=:| Go

Each field is described in the following table.

Table 99 Report > Secure Remote Access > Client-to-Site (SSL) > User Status
LABEL DESCRIPTION

User Status Select which status of users, you want to view statistics.

ALL - to display for both connected and disconnected users.
Online - to display information for connected users.

Offline - to display information for disconnected users.

Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-
down reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last I Ipoays - I
Start Date: | |
End Diate: | A

Apphy | Can:ell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen.

User Name This field displays the top remote access senders or receivers of Secure Remote Access
traffic in the selected device.

Click the title of this column to sort the list of users in alphabetical or reverse-alphabetical
order.

If the number of users is less than the maximum number of records displayed in this table,
every user is displayed.

Each user is identified by user name.
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Table 99 Report > Secure Remote Access > Client-to-Site (SSL) > User Status
LABEL DESCRIPTION

Status This column displays the current status of users who have logged in.
A user’s status icon is green when the user is currently connected.

A user’s status icon is red when the user has already logged out.

Login Time This column displays when the remote access user last logged in.

Click the title of this column to sort the list of users by the time they last logged in.

Logout Time This column displays when the remote access user last logged out. The field is empty if the
remote access user is still logged in.

Click the title of this column to sort the list of users by the time they last logged out.

Duration This field displays current length (duration) of the login if the remote access user is still
logged in.

Click the title of this column to sort the list of users by how long they have been logged in.

1P This field displays the user's IP address.

Click the title of this column to sort the list of users by IP address.

Incoming This field displays the amount of Secure Remote Access traffic sent or received by the user
Traffic and routed through the device.
(MBytes)
Click the title of this column to sort the list of users by the amount of traffic routed through
the device.
Outgoing This field displays the amount of Secure Remote Access traffic sent or received by the user
Traffic and routed by the device.
(MBytes) _ . . : )
Click the title of this column to sort the list of users by the amount of traffic routed from the
device.
Total This entry displays the total number of users on each page of the report.

6.3.2 Secure Remote Access User Status Drill-Down

Use this report to look at the services transferred through the device by any top users.
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Click on a specific user in Report = Secure Remote Access > Client-to-Site (SSL) = User
Status to open this screen.

Figure 112 Report > Secure Remote Access > Client-to-Site (SSL) > User Status > Drill-Down
Top Protocols By User gary2

Display: | By Protocol TI Direction: | Both TI

Incoming

MBytes =

domain | 7500 41,7% 148,144 55.3% a2
hitp 1 5554 33.3% &0,553 23.5% 3
hittpes 1 4458 25% 45,470 17.5% 3
Total 17992 100% 254,207 100%

Each field is described in the following table.

Table 100 Report > Secure Remote Access > Client-to-Site (SSL) > User Status > Drill-Down
LABEL DESCRIPTION

Display Select how you want the report to show statistics.
By Protocol - all services sent or received by the specific user.
By Destination - all destination hosts the user sent traffic to.

By Application - all internal services the user accessed to.

Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

* Click on a slice in the pie chart to move it away from the pie chart a little.
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Table 100 Report > Secure Remote Access > Client-to-Site (SSL) > User Status > Drill-Down

LABEL DESCRIPTION

Protocol This field displays the services most used by the selected user, sorted by the amount of traffic
for each one. If the number of protocols is less than the maximum number of records displayed
in this table, every protocol is displayed.
Each protocol is identified by its name.

Color This field displays what color represents each service in the graph.

Sessions This field displays the number of traffic events for each service.

% of This field displays what percentage each protocol’s number of traffic events makes out of the

Sessions total number of traffic events for the selected user.

MBytes This field displays how much traffic (in megabytes) went through Secure Remote Access for

Transferred | each service.

% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic was for each

Transferred | service.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the service above. The entry is just for top 10 services for the
selected user.

Back Click this to return to the main report.

6.3.3 Top Secure Remote Access Protocols

Use this report to display which services the remote access users used the most.

Vantage Report 3.8 User’s Guide

203




Chapter 6 Secure Remote Access

204

Click Report = Secure Remote Access > Client-to-Site (SSL) > Top Protocols to open this

screen.

Figure 113 Report > Secure Remote Access > Client-to-Site (SSL) > Top Protocols

domain

Top Protocols from 2011-03-31 to 2011-04-06

User:[ALL [=] Direcbon: [Both 7] Lest[Tdays =] (&

MBytes

Pratocol Color Sessions % of Sessions  MBytes Transferred % of MBytes Transferred  View Lags.

Inooiming

i 7500 41.7% 148,144 55.3% 3

1 5554 33.3% 60,553 23.8% 2

| 4458 plo S 45,470 17.9% it}
17992 100% 254.207 100%

Each field is described in the following table.

Table 101

Report > Secure Remote Access > Client-to-Site (SSL) > Top Protocols

LABEL

DESCRIPTION

User

Select a remote access user.

Select ALL to display the protocols with the most traffic sent through the remote access Secure
Remote Access tunnels.

Direction

Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.
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Table 101 Report > Secure Remote Access > Client-to-Site (SSL) > Top Protocols

LABEL

DESCRIPTION

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last [7dzys =]

Start Date! &
End Date: =
Uses: [a =]

Diirection: WZ’

Sorting By: [MBytes Transferred + |
Toph: |_1_{l3

Keywond: Ii

Apphy| Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The User and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Protocol field. You can use
any printable ASCII characters except the * and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Protocol

This field displays the services most transferred through SSL Secure Remote Access tunnel in
the selected device, sorted by the amount of traffic for each one. If the number of protocols is
less than the maximum number of records displayed in this table, every protocol is displayed.

Each protocol is identified by its name. Click on a protocol to look at the top senders or
receivers of the service through Secure Remote Access.

Color

This field displays what color represents each protocol in the graph.

Sessions

This field displays the number of traffic events for each protocol.

% of
Sessions

This field displays what percentage each protocol’s number of traffic events makes out of the
total number of traffic events that match the settings you displayed in this report.

MBytes
Transferred

This field displays how much traffic (in megabytes) the device handled for each protocol.

% of MBytes
Transferred

This field displays what percentage of Secure Remote Access traffic the device handled for each
protocol.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the sources above.
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6.3.4 Top Secure Remote Access Protocols Drill-Down

206

Use this report to look at the remote access senders or receivers who sent the most traffic for a
specific service.

Click on a specific service in Report > Secure Remote Access > Client-to-Site (SSL) > Top
Protocols to open this screen.

Figure 114 Report > Secure Remote Access > Client-to-Site (SSL) > Top Protocols > Drill-Down

Top Users from 05-12 11:00 to 05-13 10:00 by Protocol domain
[l

MBytes
User Color Sessi % of Sessi miesTransﬁyrul % of MBytes Transferred  View Logs
gary2z |1 2932 55,556 58,902 55,5% i

aaa [ | 1194 22,28 23.584 22,39 i

bbb [ | 11924 22,28, 23,584 22,2% i
Total 5370 100% 106.071 100%

Backl

Each field is described in the following table.

Table 102 Report > Secure Remote Access > Client-to-Site (SSL) > Top Protocols > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
« Click on a slice in the pie chart to move it away from the pie chart a little.
User This field displays the users who sent the most Secure Remote Access traffic using the selected
service.
Color This field displays what color represents each user in the graph.
Sessions This field displays the number of traffic events for each user.
% of This field displays what percentage each user’s number of traffic events makes out of the total
Sessions number of traffic events that match the settings you displayed in this report.
MBytes This field displays how much traffic (in megabytes) the device handled for each user.
Transferred
% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred user.
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Table 102 Report > Secure Remote Access > Client-to-Site (SSL) > Top Protocols > Drill-Down

LABEL DESCRIPTION

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the users above. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.

Back Click this to return to the main report.

6.3.5 Top Secure Remote Access Destinations

Use this report to look at the destinations with the most remote access Secure Remote Access

traffic.

Click Report > Secure Remote Access > Client-to-Site (SSL) > Top Destinations to open

this screen.

Figure 115 Report > Secure Remote Access > Client-to-Site (SSL) > Top Destinations

Top Destinations from 2011-03-31 to 2011-04-06
User:[AlL =] Diwection: [Both =] Lest[7days =] &

Imooimuing e

S

MBytes o

Destination Color Sessions % of Sessions MBytes Transferred % of MBytes Transferred  View Logs

172.25.5.1 ] 5585 3w 115,455 46.8% |
172.25.5.2 1 4488 24.5% 55,554 23.5% 3
1722553 ] 3754 0.5% 37,545 14.5% 3
172,25.5.6 | 755 4,2%, 7632 £ 32
172.35.5.7 1 752 4.2% 7.602 3% |
172.25.5.5 750 4.2% 7.582 % a3
172.25.5.5 i 747 429% 7.551 % 3
172.35.5.4 1 745 4.1% 7.541 3% ik

Total 17992 100% 354,207 100%
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Each field is described in the following table.

Table 103

Report > Secure Remote Access > Client-to-Site (SSL) > Top Destinations

LABEL

DESCRIPTION

User

Select a remote access user.

Select ALL to display the destinations with the most traffic sent through the remote access
Secure Remote Access tunnels.

Direction

Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Lest [7dzys =]

Start Date! =
End Date: =
Uses: [an =]

Diirection: |W3

Sarting By: [MByr=s Transferred = |
Toph: |_1_{l?_!

Kenyrword: |

Apply| Cance]

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The User and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Destination field. You can
use any printable ASCII characters except the * and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.
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Table 103 Report > Secure Remote Access > Client-to-Site (SSL) > Top Destinations
LABEL DESCRIPTION

Destination This field displays where the remote user sent the most Secure Remote Access traffic, sorted
by the amount of traffic for each destination. If the number of destinations is less than the
maximum number of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. Click on a destination to look at the sender
hosts that sent the most SSL Secure Remote Access traffic to the selected host.

Color This field displays what color represents each destination in the graph.

Sessions This field displays the number of traffic events for each destination.

% of This field displays what percentage each destination’s number of traffic events makes out of
Sessions the total number of traffic events that match the settings you displayed in this report.
MBytes This field displays how much traffic (in megabytes) the device handled for each destination.
Transferred

% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred destination.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the traffic summary for the destination hosts.

6.3.6 Top Secure Remote Access Destinations Drill-Down

Use this report to look at the remote access hosts that sent the most traffic to the selected top
destination.

Click on a specific destination in Report > Secure Remote Access > Client-to-Site (SSL) > Top
Destinations to open this screen.

Figure 116 Report > Secure Remote Access > Client-to-Site (SSL) > Top Destinations > Drill-Down

Top Users from 05-12 11:00 to 05-13 10:00 by Destination 172.25.5.1
rm

MBytes

User Color Sessi o of Sessi melsfﬂ'rul % of MBytes Transferred  View Logs
garyz I 2712 62.9% 53,569 62.9% i3
aaa [ | 1200 27.8% 23.703 27.8% i3

bbb [ ] 400 9.3% 7.901 9.3% i3
Total 4312 100% 85.173 100%

Backl

Vantage Report 3.8 User's Guide 209




Chapter 6 Secure Remote Access

Each field is described in the following table.

Table 104 Report > Secure Remote Access > Client-to-Site (SSL) > Top Destinations > Drill-Down
LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
User This field displays the users who sent the most Secure Remote Access traffic to the selected
destination host.
Color This field displays what color represents each user in the graph.
Sessions This field displays the number of traffic events for each user.
% of This field displays what percentage each user’s number of traffic events makes out of the total
Sessions number of traffic events that match the settings you displayed in this report.
MBytes This field displays how much traffic (in megabytes) the device handled for each user.
Transferred
% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred user.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the users above. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.
Back Click this to return to the main report.

6.3.7 Top Secure Remote Access Applications
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Use this report to look at the applications with the most remote access Secure Remote Access

traffic.
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Click Report = Secure Remote Access = Client-to-Site (SSL) > Top Applications to open this
screen.

Figure 117 Report > Secure Remote Access > Client-to-Site (SSL) > Top Applications

Top Applications from 2011-03-31 to 2011-04-06
User: | ALL "I Direction: | Both =l est[7rdays =] |'-i-__|
Enooning .
JITH
MBytes
; THE CERAREEE T ol Tm Transferred Logs
wizb
awal bt ] 752 5,69 47.806 42% gk
vy cifsh) file sharing ] &749 S0 34,553 30.49% f ]
weh
awad ol 1 751 5.5% 23,543 21% 32
Troye_cifsd file sharing 1 751 5.5% 3,266 2.3% 2
= wieb
owa2 i [] 745 5,59 1,663 1.5% =
web
owat — . 745 5.5%% 1.57% 1.4% 3
iy cifs7 file sharing 1 745 5.5% 0321 0.3% 3
web
owad sl 1 745 5.5%% 0,305 0.3% 32
myy_cifsh file sharing 1 750 5.5% 0,243 0.2% 3
my_cifs3 file: shasing 1 750 5.5% 0,155 0.1% 3
Total 13488 100% 113.854 100%

Each field is described in the following table.

Table 105 Report > Secure Remote Access > Client-to-Site (SSL) > Top Applications
LABEL DESCRIPTION

User Select a remote access user.

Select ALL to display the applications with the most traffic sent through the remote access
Secure Remote Access tunnels.

Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.
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Table 105 Report > Secure Remote Access > Client-to-Site (SSL) > Top Applications

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings
Last [7dzys =]
Start Date! &
End Date: =
User: [a =]
Direction: |W3
Sorting By: [ MBytes Transfared = |
Toph: |_1_El___'_!
Keyrwond: |
Apph|  Caneel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The User and Direction fields are the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Application field. You can
use any printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

* Click on a slice in the pie chart to move it away from the pie chart a little.

Application This field displays the internal services the remote users access the most through SSL Secure
Remote Access, sorted by the amount of traffic for each one. If the number of applications is
less than the maximum number of records displayed in this table, every application is
displayed.

Each application is identified by its name. Click on an application to look at the top remote
user’s hosts of Secure Remote Access traffic for the selected application.

Type This field displays what kind of service the internal server provides.
Color This field displays what color represents each application in the graph.
Sessions This field displays the number of traffic events for each application.
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Table 105 Report > Secure Remote Access > Client-to-Site (SSL) > Top Applications
LABEL DESCRIPTION
% of This field displays what percentage each application’s number of traffic events makes out of the
Sessions total number of traffic events that match the settings you displayed in this report.
MBytes This field displays how much traffic (in megabytes) the device handled for each application.
Transferred

% of MBytes

This field displays what percentage of Secure Remote Access traffic the device handled for each

Transferred | application.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the traffic summary for the application servers. By default, only the top 10

application servers are displayed. You can change the number of application servers to be

displayed through the TopN setting in Settings.

6.3.8 Top Secure Remote Access Applications Drill-Down

Use this report to look at the remote access hosts that sent the most traffic to the selected Secure
Remote Access application.

Click on a specific application in Report = Secure Remote Access > Client-to-Site (SSL) > Top
Applications to open this screen.

Figure 118 Report > Secure Remote Access > Client-to-Site (SSL) > Top Applications > Drill-Down

MByte

Top Users from 2011-03-31 to 2011-04-06 by Application my_ cifs0

750 33.5% 32,501 4% 3
745 33.2% 1.663 4.8% 3
747 33.3% 0,359 1.2% 3
2242 100% 34.563 100%:
Back]

s
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Each field is described in the following table.

Table 106 Report > Secure Remote Access > Client-to-Site (SSL) > Top Applications > Drill-Down
LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
User This field displays the users who sent the most Secure Remote Access traffic to access the
selected application service.
Color This field displays what color represents each user in the graph.
Sessions This field displays the number of traffic events for each user.
% of This field displays what percentage each user’s number of traffic events makes out of the total
Sessions number of traffic events that match the settings you displayed in this report.
MBytes This field displays how much traffic (in megabytes) the device handled for each user.
Transferred
% of MBytes | This field displays what percentage of Secure Remote Access traffic the device handled for each
Transferred | user.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the users above. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.
Back Click this to return to the main report.

6.3.9 Secure Remote Access Top Users
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Use this report to look at the users that send or receive the most Secure Remote Access traffic.
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Click Report = Secure Remote Access > Client-to-Site (SSL) > Top Users to open this
screen.

Figure 119 Report > Secure Remote Access > Client-to-Site (SSL) > Top Users

Top Users from 2011-03-31 to 2011-04-06
Direction: [Both |7  Lamt|[7days =] &
Invooming
=
MBytes o
gany?z i &
garyl | a2
gt | 2750 £.3% 17205 7.4% ik |
P S | 2246 6.2% 1.968 0.5% 2
garys 2246 £.2% 1.579 0.4% 3
gany3 § 2247 £.2% 0.585 0.2% 3
aary? N 2153 £.3% 0,479 0.1% 3
canys | 2253 £.3% 0.27% 0.1% 3
Total 35993 100% 368.276 100%

Each field is described in the following table.

Table 107 Report > Secure Remote Access > Client-to-Site (SSL) > Top Users

LABEL DESCRIPTION

Direction Select which direction of traffic, you want to view statistics.
Both - all Secure Remote Access traffic the devices sent or received.
Incoming - all traffic the devices received through Secure Remote Access tunnel.

Outgoing - all traffic the devices sent out through Secure Remote Access tunnel.

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-down
reports.
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Table 107 Re

port > Secure Remote Access > Client-to-Site (SSL) > Top Users

LABEL

DESCRIPTION

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

Last |7 days =
Start Date: T
End Diate:

Direction: rﬁ\ﬁ

Sorting By Wa_rs?eﬁ
oph: @

Keyword; [E—

[apphd Cancell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration.

The Direction field is the same as in the main screen.

Select MBytes Transferred to sort the records by the amount of traffic. Select Sessions to
sort by the number of sessions.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the User field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

Click Apply to update the report immediately, or click Cancel to close this screen.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). The fields do not reset when you open or close
drill-down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

User

This field displays the users who sent the most Secure Remote Access traffic.

Click on a user to look at the services of Secure Remote Access traffic sent or received the
most by the selected user.

Color

This field displays what color represents each user in the graph.

Sessions

This field displays the number of traffic events for each user.

% of
Sessions

This field displays what percentage each user’s number of traffic events makes out of the total
number of traffic events that match the settings you displayed in this report.

MBytes
Transferred

This field displays how much traffic (in megabytes) the device handled for each user.

% of MBytes

This field displays what percentage of Secure Remote Access traffic the device handled for each
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Transferred user.
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the users above. By default, only the top 10 services are

displayed. You can change the number of services to be displayed through the TopN setting in

Settings.
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6.3.10 Secure Remote Access Top Users Drill-Down

Use this report to look at the services sent the most through Secure Remote Access by the selected

user.

Click on a specific user in Report > Secure Remote Access > Client-to-Site (SSL) > Top
Users to open this screen.

Figure 120 Report > Secure Remote Access > Client-to-Site (SSL) > Top Users > Drill-Down

Top Protocols from 2011-03-31 to 2011-04-06 by User gary2

Displany: | By Protoool - I

MBytes

Protocol Color Sessions % of Sessions  MBytes Transferred % of MBytes Transferred  View Logs

donmiain 1
hep |
hrtps 1

Total

IE]

7500 41.7% 148,144 55.3% 2
5554 33,3% 60,593 23.8% 3
4458 259 45,470 17.9% 3
175992 100% 254,207 100%:
Bad]

Each field is described in the following table.

Table 108 Report > Secure Remote Access > Client-to-Site (SSL) > Top Users > Drill-Down
LABEL DESCRIPTION
Display Select how you want the report to show statistics.
By Protocol - all services sent or received by the specific user.
By Destination - all destination hosts the user sent traffic to.
By Application - all internal services the user accessed to.
graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

* Click on a slice in the pie chart to move it away from the pie chart a little.
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Table 108 Re

port > Secure Remote Access > Client-to-Site (SSL) > Top Users > Drill-Down

LABEL DESCRIPTION

Protocol This field displays the services for which the selected user sent or received the most traffic,
sorted by the amount of traffic for each one. If the number of protocols is less than the
maximum number of records displayed in this table, every protocol is displayed.
Each protocol is identified by its name.

Color This field displays what color represents each host in the graph.

Sessions This field displays the number of traffic events for each host.

% of This field displays what percentage each host’s number of traffic events makes out of the total

Sessions number of traffic events for the selected Secure Remote Access traffic.

MBytes This field displays how much traffic (in megabytes) went through Secure Remote Access for

Transferred | each host.

% of MBytes | This field displays what percentage of the selected Secure Remote Access traffic was for each

Transferred host.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the traffic summary for the services. By default, only the top 10 services are
displayed. You can change the number of services to be displayed through the TopN setting in
Settings.

Back Click this to return to the main report.

6.4 Xauth

Devices can use xauth to authenticate remote users (by username and password) when they try to
initiate a dynamic IPSec Secure Remote Access tunnel. Use these screens to display records of
successful and unsuccessful logins to the device’s IPSec Secure Remote Access tunnels.

6.4.1 Secure Remote Access Successful Login
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Use this report to monitor the total number of users that have successfully logged in to use one of
the device’s Secure Remote Access tunnels.
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Click Report = Secure Remote Access > Xauth > Successful Login to open this screen.

Figure 121 Report > Secure Remote Access > Xauth> Successful Login

Successful Login from 2011-03-31 to 2011-04-06
Logs per Pager [10 =] Last[7days =] E

Time Login User Source [P
2011-04-01 18:47:16 Sting 172.35.21.7
20110401 18:47:15 Adz 172.25.21.7
2011-04-01 18:47:15 Do 17225217
2011-04-01 1847115 Ben 17225.21.7
2011-04-01 1847115 Pong 172.25.21.7
2011-04-01 18:47:15 Handhy 172 25.21.7
20110401 18:47:14 Mark 172.35.21.7
2011-04-01 18:47:14 Senddy 172.25.21.7
2011-04-01 1847114 '3y 172235217
2011-04-01 18:47:14 Hen 172.25.21.7

Totsl Count:37416 Totsl Page:3742 Fist 1 23456789 101=st| Go

Each field is described in the following table.

Table 109 Report > Secure Remote Access > Xauth> Successful Login
LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). The field does not reset when you open or close drill-
down reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings
Last |Tdays =
Start Date! @
End Diate: I &
Apphy Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this

screen.
Time This column displays when the user last logged in. The entries are sorted in chronological
order.
Login User This field displays the user name of a user that logged into one of the device’s Secure Remote

Access tunnels.

Each user is identified by user name.

Source IP This is the IP address from which the user logged into one of the device’s Secure Remote
Access tunnels.

Total This entry displays the total number of users on the current page of the report. If you want to
see a different page of the report, type the number of the page in the field.
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6.4.2 Secure Remote Access Failed Login

Use this report to monitor the total number of users that have made unsuccessful attempts to log in
to use one of the device’s Secure Remote Access tunnels.

Click Report > Secure Remote Access > Xauth> Failed Login to open this screen.

Figure 122 Report > Secure Remote Access > Xauth> Failed Login

Failed Login from 2011-03-31 to 2011-04-06
Logs per Pags: iﬁz Last m T

Time Login User Source IP
2011-04-01 18:47:17 ¥od 172.25.21.7
2011-04-01 18:47:17 Husznhwan 172.25.21.7
2011-04-01 18:47:17F CuiCus 17225217
20110401 18:47:17 Wingying 172.25.21.7
2011-04-01 18:47:17 Lirsgling 172.25.21.7
2011-04-01 18:47:16 Cingging 225217
20110401 18:47:16 Weiwei 172.25.21.7
2011-04-01 18:47:16 Pangpang 17225217
2011-D4-01 18:47:16 De=ngdeng 172.25.21.7
2011-04-01 18:47:16 Wangwang 172.25.21.7

Totz| Count: 17993 Tots! Poge:1800 Fest 1 234567 89 10 Last l_ Go

Each field is described in the following table.

Table 110 Report > Secure Remote Access > Xauth> Failed Login
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LABEL DESCRIPTION
Last Use this field or Settings to specify what historical information is included in the report. Select how
many days, ending (and including) today, you want to include.
When you change this field, the report updates automatically. You can see the current date range in
the title.
This field resets to its default value when you click a menu item in the menu panel (including the
menu item for the same report). The field does not reset when you open or close drill-down
reports.
Settings | Use these fields to specify what historical information is included in the report. Click the settings
icon. The Report Display Settings screen appears.
Report Display Settings
Last |Tdays =
Start Date: &
End Date! @&
Apphy Canczl
Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General Configuration.
Click Apply to update the report immediately, or click Cancel to close this screen.
Time This column displays when the user last failed to log in. The entries are sorted in chronological
order.
Login This field displays the user name of a user that failed to log into one of the device’s Secure Remote
User Access tunnels. Each user is identified by user name.
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Table 110 Report > Secure Remote Access > Xauth> Failed Login

LABEL DESCRIPTION

Source This is the IP address from which the user attempted to log into one of the device’s Secure Remote
IP Access tunnels.

Total This entry displays the total number of users on the current page of the report. If you want to see
a different page of the report, type the number of the page in the field.
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Network Security

This chapter discusses how to use reports to look at Denial-of-Service (DoS) attacks that were
detected by the ZyXEL device’s firewall.

7.1 Firewall Access Control

These screens display which users and packets were blocked based on the firewall configuration.
Note: To look at firewall access control reports, each ZyXEL device must record blocked
packets and users in its log. See the User’s Guide for each ZyXEL device for more

information. In most devices, go to Logs > Log Settings, and make sure Access
Control is enabled.

7.1.1 Top Users Blocked

Use this report to look at the users from which the device blocked the most traffic.
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Click Report = Network Security > Firewall Access Control > Top Users Blocked to open

this screen.

Figure 123 Report > Network Security > Firewall Access Control > Top Users Blocked

Top Users Blocked from 2011-04-01 to 2011-04-07
usf7amn B [
Packets

User Color Packets
userl m 1130
user? m B34
userd = 598
usen2? m 302
uzerls o 302
userl? 1
user2D M kil
wser7 = 01
userld =] 01
userll m w1
Total 4791

% of Packets
24.8%

18.7%
12.5%
6.3%
6.3%
&.3%
6.3%
6.3%
€3%
6.3%
100%

]
g

Rk R

Each field is described in the following table.

Table 111 Report > Network Security > Firewall Access Control > Top Users Blocked

LABEL DESCRIPTION

title This field displays the title of the statistical report. The title includes the date(s) you specified in
the Last Days or Settings fields. It does not include the Direction you select.

Last Use this field or Settings to specify what historical information is included in the report. Select

how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date range

in the title.

This field resets to its default value when you click a menu item in the menu panel (including the
menu item for the same report). It does not reset when you open or close drill-down reports.
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Table 111 Report > Network Security > Firewall Access Control > Top Users Blocked

LABEL

DESCRIPTION

Settings

Use these fields to specify what historical information is included in the report. Click the settings
icon. The Report Display Settings screen appears.

Report Display Settings
Last |_F days _ﬂ
Start Daste: &
End Date: |
Toph: rﬂ)iv_-'
Keyword:
Apphy ‘Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General Configuration.
Click Apply to update the report immediately, or click Cancel to close this screen without any
changes.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the User field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in System
> General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

User

This field displays the users from which the selected device blocked the most traffic, sorted by the
amount of traffic for each one. If the number of users is less than the maximum number of
records displayed in this table, every user is displayed.

Each user is identified by user name.

Color

This field displays what color represents each user in the graph.

Packets

This field displays the number of packets the device blocked from each user.

% of
Packets

This field displays what percentage each user’s number of blocked packets makes out of the total
number of blocked packets that match the settings you displayed in this report.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the users above.

7.1.2 Top Packets Blocked

Use this report to look at the firewall rule that blocked the most packets.

Note: To look at firewall access control reports, each ZyXEL device must record blocked
packets and users in its log. See the User’s Guide for each ZyXEL device for more
information. In most devices, go to Logs > Log Settings, and make sure Access
Control is enabled.
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Click Report = Network Security > Firewall Access Control > Top Packets Blocked to open

this screen.
Figure 124 Report > Network Security > Firewall Access Control > Top Packets Blocked
Top Packets Blocked from 2011-04-01 to 2011-04-07
Last|Fdays = |_~'l-_!
lly
Packets =
Firewall Rule Color  Packets %% of Packets View Logs
pricriny:0, from WAN to ZyWALL B 1180 14,8% 3
priority: 1, from LAN to WAN [ ] 554 18.7% 3
pricriny:2, from LAN 1o WAN [ ] 558 12.5% 3
pricrityi14, from LANM to WAN [ | wz £.3% o}
peiority:26, from LAN to WAN B 302 £.3% it |
priority:6, from LAN to WAN 301 £.3% 2
prioeity:19, from LAN to WAN [ | 01 £.3% 2
priority: 22, from LAM to WAN B 301 £.3% 3
priceity117, from LANM to WAN [ ] 01 £.3% 3
pricrityi21, from LA to WAN [ | 301 £.3% o
Total 4791 100%s

Each field is described in the following table.

Table 112 Report > Network Security > Firewall Access Control > Top Packets Blocked

LABEL DESCRIPTION

title This field displays the title of the statistical report. The title includes the date(s) you specified in
the Last Days or Settings fields. It does not include the Direction you select.

Last Use this field or Settings to specify what historical information is included in the report. Select

how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including the
menu item for the same report). It does not reset when you open or close drill-down reports.
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Table 112 Report > Network Security > Firewall Access Control > Top Packets Blocked

LABEL

DESCRIPTION

Settings

Use these fields to specify what historical information is included in the report. Click the settings
icon. The Report Display Settings screen appears.

Report Display Settings
Last rF days _ﬂ
Start Daste: B
End Date: &
Toph: ﬁ;}?ﬂ
Keyword:
Apphy| Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General Configuration.
Click Apply to update the report immediately, or click Cancel to close this screen without any
changes.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Firewall Rule field. You can
use any printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Firewall
Rule

This field displays the name of the firewall rule on the selected device that blocked packets,
sorted by the number of packets for each one.

Each firewall rule is identified by priority in the firewall rule list and the traffic direction to which
it applies.

Color

This field displays what color represents each firewall rule in the graph.

Packets

This field displays the number of packets the firewall rule blocked from each user.

% of
Packets

This field displays what percentage each firewall rule’s number of blocked packets makes out of
the total number of blocked packets that match the settings you displayed in this report.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the firewall rules above.

7.2 Attack

These reports look at the number of DoS attacks by time interval, top sources and by category.

7.2.1 Attack Summary

Use this report to look at the number of DoS attacks by time interval.
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Note: To look at attack reports, each ZyXEL device must record DoS attacks in its log.
See the User’s Guide for each ZyXEL device for more information. In most devices,
go to Logs > Log Settings, and make sure Attacks is enabled.

Click Report = Network Security > Attack = Summary to open this screen.

Figure 125 Report > Network Security > Attack > Summary

Summary from 2011-04-14 to 2011-04-18
Last[5days =] )
(3
Attacks -

58110

52299

45488

40677

34365

L et e e e R R

23244

17433

11622

5811
o
Day
Day Color Attacks % of Attacks View Logs
2011-04-14 iil] 2312 1.4% 3
2011-04-15 B 33425 14.2% 3
20110416 B SE106 35,29 32
2110417 | 5BO72 35.2% it
2011-04-18 5] 23154 14%% 3
Total 165070 100%
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Each field is described in the following table.

Table 113 Report > Network Security > Attack > Summary

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date range
in the title.

This field resets to its default value when you click a menu item in the menu panel (including the
menu item for the same report). It does not reset when you open or close drill-down reports.

Settings

Use these fields to specify what historical information is included in the report. Click the settings
icon. The Report Display Settings screen appears.

Report Display Settings

La=t |7days .=

Start Date: |

End Date: &
Apphy| Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General Configuration.
Click Apply to update the report immediately, or click Cancel to close this screen without any
changes.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Hour
(Day)

This field displays each time interval in chronological order. If you select one day of historical
information or less (in the Last or Settings field) and it is in the last seven days (today is day
one), the time interval is hours (in 24-hour format). Otherwise, the time interval is days.

Click on a time interval to look at the top categories of attacks in the selected time interval.

Color

This field displays what color represents each time interval in the graph.

Attacks

This field displays the number of DoS attacks in the selected time interval.

% of
Attacks

This field displays what percentage of all DoS attacks was handled in each time interval.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the time intervals above.

7.2.2 Attack Summary Drill-Down

Use this report to look at the top categories of DoS attacks in a specific time interval.
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Click on a specific time interval in Report = Network Security > Attack = Summary to open
this screen.

Figure 126 Report > Network Security > Attack > Summary > Drill-Down

Top Attacks from 2011-03-31 to 2011-04-06 by Day 2011-03-31
JiR
Attacks o
Artack Color  Amacks  “cofAmacks  View Logs
U-ENCODING ATTACK [ | 4863 54,59 @

DIRECTORY-TRAVERSAL ATTACK [ | 453 5% 3
UDP Filtered Distributed Portscan [ ] 453 9% 3
TCP Filtered Distributed Portscan [ ] 453 9% il
UDP Fikered Portscan | 452 5% 2
UTF-8-EMCODING ATTACK 452 g9 &
TCP Floc B 452 5% &
IP Protocol Scan [ | 452 T a2
TCP Fikered Decoy Portscan [ | 451 50 &3
TCMP Filtered Sweep B 451 59% 3

Total 9032 100%

Bac

Each field is described in the following table.

Table 114 Report > Network Security > Attack > Summary > Drill-Down
LABEL DESCRIPTION
graph The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in System
> General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Attack This field displays the top categories of DoS attacks in the selected time interval, sorted by the
number of attacks by each one.

Color This field displays what color represents each category in the graph.

Attacks This field displays how many DoS attacks by each category occurred in the selected time interval.

% of This field displays what percentage of all DoS attacks in the selected time interval comes from

Attacks each category.

View Logs | Click this icon to see the logs that go with the record.
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Table 114 Report > Network Security > Attack > Summary > Drill-Down

LABEL

DESCRIPTION

Total

This entry displays the totals for the categories above. If the number of categories in the selected
time interval is greater than the maximum number of records displayed in this table, this total
might be a little lower than the total in the main report.

Back

Click this to return to the main report.

7.2.3 Top Attacks

Use this report to look at the top kinds of DoS attacks by number of attacks.

Note: To look at attack reports, each ZyXEL device must record DoS attacks in its log.
See the User’s Guide for each ZyXEL device for more information. In most devices,
go to Logs > Log Settings, and make sure Attacks is enabled.

Click Report > Network Security > Attack > Top Attacks to open this screen.

Figure 127 Report > Network Security > Attack > Top Attacks

Top Attacks from 2011-03-31 to 2011-04-06
=f7days = (]
|y
Attacks R
Attack Color  Attacks % of Attacks View Logs
L-ENCODING ATTACK [ | 8243 55% |
UDP Filtered Distributed Portscan [ ] 751 5% 3
TCP Fitered Distibuted Portscan [ | 752 = 3
ICMP Fikerad Sweap [ ] 751 % 3
UDP Decoy Portscan [ ] 751 5% il
UDP Filtered Portscan 751 5% 3
LIDP Filered Port Swesp m 750 % |
UTF-8-ENCODING ATTACK B 750 59 3
UDP Port Swesp [ ] 749 5og 3
TCP Port Swesp m 749 5% 3
Total 14999 100%
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Each field is described in the following table.

Table 115 Report > Network Security > Attack > Top Attacks

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date range
in the title.

This field resets to its default value when you click a menu item in the menu panel (including the
menu item for the same report). It does not reset when you open or close drill-down reports.

Settings

Use these fields to specify what historical information is included in the report. Click the settings
icon. The Report Display Settings screen appears.
Report Display Settings

Last [7eavs =]

Start Dates @&
End Date: @&
Top: rl;)jﬂ

Keywiord: —

Apphy|  Cancell

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General Configuration.
Click Apply to update the report immediately, or click Cancel to close this screen without any
changes.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Attack field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down reports.

graph

The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in System
> General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Attack

This field displays the top categories of DoS attacks in the selected time interval, sorted by the
number of attacks by each one.

Color

This field displays what color represents each category in the graph.

Attacks

This field displays how many DoS attacks from each category occurred in the selected time
interval.

% of
Attacks

This field displays what percentage of all DoS attacks in the selected time interval comes from
each category.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the categories above. If the number of categories in the selected
time interval is greater than the maximum number of records displayed in this table, this total
might be a little lower than the total in the main report.

7.2.4 Top Attacks Drill-Down
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Use this report to look at the top categories of DoS attacks for any top source.
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Click on a specific source in Report > Network Security > Attack = Top Attacks to open this
screen.

Figure 128 Report > Network Security > Attack > Top Attacks > Drill-Down

Top Sources from 2011-03-31 to 2011-04-06 by Attack U-ENCODING ATTACK
Im
Attacks o
Source color Attacks % of Arracks View Logs
152.168.1.31 B 1500 18.2% 3
152.168.1.33 [ | 1480 18.1% 3
192,168.1,38 [ | 754 9.1% 3
152,168,136 | 753 2.1% 3
192,168,1,34 | 752 9.1% i)
192.168.1.37 750 9.1% ;|
192,168,1,32 [ | 749 9.1% Jits3|
192,168.1.35 [ | 749 9.1% 3
1%2,168.1,35 | 746 9.1% Jiis;|
Total 8243 100%
Baai]

Each field is described in the following table.

Table 116 Report > Network Security > Attack > Top Attacks > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in System
> General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Source This field displays the top senders of the selected category of DoS attacks.

Color This field displays what color represents each source in the graph.

Attacks This field displays the number of DoS attacks in the selected category that came from each
source.

% of This field displays what percentage of all DoS attacks in the selected category came from each

Attacks source.

View Logs | Click this icon to see the logs that go with the record.
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Table 116 Report > Network Security > Attack > Top Attacks > Drill-Down

LABEL DESCRIPTION

Total This entry displays the totals for the sources above. If the number of sources of the selected
category of DoS attacks is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

Back Click this to return to the main report.

7.2.5 Top Attack Sources

Use this report to look at the top sources of DoS attacks by number of attacks.

Note: To look at attack reports, each ZyXEL device must record DoS attacks in its log.
See the User’s Guide for each ZyXEL device for more information. In most devices,

go to Logs > Log Settings, and make sure Attacks is enabled.

Figure 129 Report > Network Security > Attack > Top Sources

Click Report > Network Security > Attack > Top Sources to open this screen.

Top Sources from 2011-03-31 to 2011-04-06
et7das E [

-~

Attacks o
152,166,133 [ ] 3
192.168.1.31 | 3
152,168,138 B 754 %% 3
192,168,136 [ ] 753 %% 3
152,168,134 B 752 3% 3
192.168.1.37 750 2.9% a3
152,188,132 B 749 2.5% 2
192,168.1.35 B 749 1.9% i |
192,168.1.38 B Ta6 2.9% a3

Total 25458 100%

234

Vantage Report 3.8 User's Guide



Chapter 7 Network Security

Each field is described in the following table.

Table 117 Report > Network Security > Attack > Top Sources

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date range
in the title.

This field resets to its default value when you click a menu item in the menu panel (including the
menu item for the same report). It does not reset when you open or close drill-down reports.

Settings

Use these fields to specify what historical information is included in the report. Click the settings
icon. The Report Display Settings screen appears.

Report Display Settings
Last |—? days _ﬂ
Start Dster @
End Date: ]
Toph: rﬁ)jﬂ
Keyword:
Apphy Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General Configuration.
Click Apply to update the report immediately, or click Cancel to close this screen without any
changes.

TopN: select the number of records that you want to display. For example, select 10 to display
the first 10 records.

Keyword: enter part or all of any value you want to look for in the Source field. You can use any
printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down reports.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in System
> General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Source

This field displays the top sources of DoS attacks in the selected device, sorted by the number of
attacks by each one. If the number of sources is less than the maximum number of records
displayed in this table, every source is displayed.

Each source is identified by its IP address. If DNS Reverse is enabled in System > General
Configuration, the table displays the domain name, if identifiable, with the IP address (for
example, “www.yahoo.com/200.100.20.10").

Click on a source to look at the top categories of DoS attacks by the selected source.

Color

This field displays what color represents each source in the graph.

Attacks

This field displays the number of DoS attacks by each source.

% of
Attacks

This field displays what percentage of all DoS attacks was made by each source.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the sources above.
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7.2.6 Top Attack Sources Drill-Down

236

Use this report to look at the top categories of DoS attacks for any top source.

Click on a specific source in Report > Network Security > Attack > Top Sources to open this

screen.

Figure 130 Report > Network Security > Attack > Top Sources > Drill-Down

Attacks
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Each field is described in the following table.

Table 118 Report > Network Security > Attack > Top Sources > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in System
> General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Attack This field displays the top categories of DoS attacks from the selected source, sorted by the
number of attacks by each one.
Color This field displays what color represents each category in the graph.
Attacks This field displays the number of DoS attacks from each category that occurred from the selected
source.
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Table 118 Report > Network Security > Attack > Top Sources > Drill-Down

LABEL

DESCRIPTION

% of
Attacks

This field displays what percentage of all DoS attacks from the selected source comes from each
category.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the categories above. If the number of categories of DoS attacks
from the selected source is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

Back

Click this to return to the main report.

7.2.7 Attack Types

Use this report to look at the categories of DoS attacks by number of attacks.

Note: To look at attack reports, each ZyXEL device must record DoS attacks in its log.
See the User’s Guide for each ZyXEL device for more information. In most devices,
go to Logs > Log Settings, and make sure Attacks is enabled.

Click Report > Network Security > Attack > By Type to open this screen.

Figure 131 Report > Network Security > Attack > By Type

By Type from 2011-03-31 to 2011-04-06
Lest[Tdays =] K7
.
Attacks
http-inspection [ | 11580 47.1% 3
scan-detection [ | 10477 41,29 3
top-decodar [ | 753 3% 3
udp~decoder [ | 750 2.9% 3
flood-detection =] 745 2.9% 3
icmp-decoder 749 2.5% 3
Total 25458 100%
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Each field is described in the following table.

Table 119 Report > Network Security > Attack > By Type

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report. Select
how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings

La=t |Tdays =
Start Date: @
End Date: I =

Apphy| Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but you
cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

graph

The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Type

This field displays the categories of DoS attacks in the selected device, sorted by the number of
attacks by each one.

Click on a category to look at the DoS attacks in the selected category.

Color

This field displays what color represents each category in the graph.

Attacks

This field displays how many DoS attacks from each category the device stopped.

% of Attacks

This field displays what percentage of all DoS attacks come from each category.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the categories above.

7.2.8 Attack Types Drill-Down
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Use this report to look at the sources of DoS attacks for any top category.
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Click on a specific category in Report = Network Security > Attack > By Type to open this
screen.

Figure 132 Report > Network Security > Attack > By Type > Drill-Down

Top Attacks from 2011-03-31 to 2011-04-06 by Type scan-detection
.
Attacks -
Arrack Color  Artacks' 5% of Artacks Viiew Logs
TCP Fihered Distributed Portscan B 752 10% 3
UDP Fikered Partscan [ | 751 10% 3
ICMP Filtered Swesp m 751 10% 3
UDP Decoy Portscan | 751 10% 3
UDP Distributed Portscan 1 749 10% 3
TCP Fikered Decoy Portscan 749 10% =2
UDP Port Swesp [ | 749 10% =3
TCP Port Sweep [ ] 749 10% Ji 3
TCP Portscan | 748 10% =
UDP Fikered Decoy Portscan H 747 10% o3
Total 7496 100%
Baci]

Each field is described in the following table.

Table 120 Report > Network Security > Attack > By Type > Drill-Down
LABEL DESCRIPTION

graph The graph displays the information in the table visually.

= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Attack This field displays the DoS attacks in the selected category, sorted by the number of each.

Each source is identified by its IP address.

Color This field displays what color represents each attack in the graph.

Attacks This field displays the number of each DoS attack type.

% of Attacks | This field displays what percentage of all DoS attacks in the selected category belonged to
each type.

View Logs Click this icon to see the logs that go with the record.
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Table 120 Report > Network Security > Attack > By Type > Drill-Down

LABEL DESCRIPTION
Total This entry displays the totals for the attacks above.
Back Click this to return to the main report.

7.3 Intrusion Hits

These reports look at intrusion signatures, types of intrusions, severity of intrusions, and the top
sources and destinations of intrusions that are logged on the selected ZyXEL device. Intrusions
are caused by malicious or suspicious packets sent with the intent of causing harm, illegally
accessing resources or interrupting service. They are detected by the selected device’s IDP feature.

Note: To look at intrusion reports, each ZyXEL device must record intrusions in its log.
See the User’s Guide for each ZyXEL device for more information. In most devices,
go to Logs > Log Settings, and make sure IDP is enabled. Then, go to IDP >
Signature, and make sure the ZyXEL device logs each Attack Type you want to
see in Vantage Report.

7.3.1 Intrusion Hits Summary

Use this report to look at the number of intrusions by time interval.

Click Report > Network Security > Intrusion Hits > Summary to open this screen.

Figure 133 Report > Network Security > Intrusion Hits > Summary

Summary from 2011-04-14 to 2011-04-18

Last | 5 days 'i -l-
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Each field is described in the following table.

Table 121 Report > Network Security > Intrusion Hits > Summary

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last |7days =

Start Dates

End Date: I il

Apphy Cancal

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Hour (Day) This field displays each time interval in chronological order. If you select one day of historical
information or less (in the Last or Settings field) and it is in the last seven days (today is
day one), the time interval is hours (in 24-hour format). Otherwise, the time interval is
days.

Click on a time interval to look at the intrusion signatures in the selected time interval.

Color This field displays what color represents each time interval in the graph.

Intrusions This field displays the number of intrusions in the selected time interval.

% of Intrusions | This field displays what percentage of all intrusions was made in each time interval.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the time intervals above.

7.3.2 Intrusion Hits Summary Drill-Down

Use this report to look at the intrusion signatures in a specific time interval.
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Click on a specific time interval in Report > Network Security > Intrusion Hits > Summary to
open this screen.

Figure 134 Report > Network Security > Intrusion Hits > Summary > Drill-Down

Top Intrusions from 2011-03-31 to 2011-04-06 by Day 2011-03-31

Intrusions

IntrusionD® [ ] severs VirusWorm 23427 T3.2% =
ICMP PING Windowsl [ | sevens VinssWorm 1788 5.5% 3
ICMP PING WindowsS [ | severs VirusiWorm 205 2.8% 3

IntrusionDZ [ | high VinesWorm 305 2.5% 3

IntrusionD1 [ ] high VirusWaorm 03 2.8% 3

Intrusion07 sevene VirnusWorm 203 2.8% 3
ICMP PING Windowsd [ | sevens VirustWorm 00 2.8% 2

IntrsionD4 [ ] low VinsWorm 599 2.5% 3

Intrusian(é B sevene VinsWorm 859 2.8% 3
ICMP PING WindowsE B severe VinssWorm B5% 2.8% 3

Total 32429 100%
B
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Each field is described in the following table.

Table 122 Report > Network Security > Intrusion Hits > Summary > Drill-Down
LABEL DESCRIPTION
graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

« Click on a slice in the pie chart to move it away from the pie chart a little.

Intrusion This field displays the categories of intrusions in the selected time interval, sorted by the
Signature number of attempts by each one.

Clicking on the entries in this column will open a new window with a description of this security
issue (see Figure 135 on page 243).

Color This field displays what color represents each intrusion signature in the graph.
Severity This field displays the severity of each intrusion signature.
Type This field displays what kind of intrusion each intrusion signature is. This corresponds to IDP >

Signature > Attack Type in most ZyXEL devices.
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Table 122 Report > Network Security > Intrusion Hits > Summary > Drill-Down

LABEL DESCRIPTION

Intrusions This field displays how many intrusions occurred in the selected time interval.

Intrusions each intrusion signature.

% of This field displays what percentage of all intrusions in the selected time interval was made by

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the intrusion signatures above.

Back Click this to return to the main report.

Note: Clicking on some linked entries in the Intrusion screen will open a new window that
provides details on the security issue encountered by the devices. The following

screen is displayed.

Figure 135 Security Issue Details

2010-04-29:NETBIOS SMB-DS umpnpmgr PNP_QueryResConflList unicode little endian attempt

Policy ID:
BOU3066

Policy Type:
Wirus Worm

Atteck Marme;
METEIOS SMEB-DS umpnpmgr PNF_QueryResConllist unicodes litte endisn sttempt

Atteck Irmpact:
Sericus, Execution of code is possible leading to full system
compromise.

Attack Descriptions
This swart is gerersied whers an aftempt = made 1o =xpis
wlr=rability is the Micresoft Flug and Pley subsyst=m on =

-
U

False Positive:

Nore kinow .

Faloe Megative:

Nons known.

Recommendation Action:
Bpply the appropriste vendor supplied patches.

z=== tz ports 132 2nd 445 from sswroes =xt=rmal b the
retwork.

r dizabling the use of thoss ports completely on Windows bas=d

o5
WINDOWS_ 3000 NF

Support Model:
ZyWALL USG Series/Zy\WALL 1050

First Signature Release:
ZLD:W2.026

Latest Modified Signature:
ZLD:WE. 025

7.3.3 Top Intrusion Hits Signatures

Use this report to look at the top intrusion signatures by number of intrusions.
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Click Report = Network Security > Intrusion Hits > Top Intrusions to open this screen.

Figure 136 Report > Network Security > Intrusion Hits > Top Intrusions

Top Intrusions from 2011-03-31 to 2011-04-06
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Each field is described in the following table.

Table 123 Report > Network Security > Intrusion Hits > Top Intrusions

LABEL DESCRIPTION
Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.
When you change this field, the report updates automatically. You can see the current date
range in the title.
This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.
Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings
Last ﬁ‘ceys _ﬂ
Start Dates @
End Date: @
TopM: rliiltﬂ
Keyword:
Apphy] Cancel
Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.
Keyword: enter part or all of any value you want to look for in the Intrusion Signature
field. You can use any printable ASCII characters except the ' and %. The search is case-
insensitive.
These fields reset to the default values when you click a menu item in the (including the
menu item for the same report). It does not reset when you open or close drill-down
reports.
graph The graph displays the information in the table visually.
« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
e Click on a slice in the pie chart to move it away from the pie chart a little.
Intrusion This field displays the top intrusion signatures in the selected device, sorted by the nhumber
Signature of intrusions by each one.
Click on an intrusion signature to look at the top sources for the selected signature.
Color This field displays what color represents each intrusion signature in the graph.
Severity This field displays the severity of each intrusion signature.
Type This field displays what kind of intrusion each intrusion signature is. This corresponds to IDP
> Signature > Attack Type in most ZyXEL devices.
Intrusions This field displays the number of intrusions by each intrusion signature.

% of Intrusions

This field displays what percentage of all intrusions was made by each intrusion signature.

signature id

This is the security issue identification number. Clicking on the entries in this column will
open a new window with a description of this security issue (see Figure 135 on page 243).
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Table 123 Report > Network Security > Intrusion Hits > Top Intrusions

LABEL DESCRIPTION
View Logs Click this icon to see the logs that go with the record.
Total This entry displays the totals for the intrusion signatures above.

7.3.4 Top Intrusion Hits Signatures Drill-Down

Use this report to look at the top sources of intrusions for any top signature.

Click on a specific intrusion signature in Report > Network Security > Intrusion Hits > Top

Intrusions to open this screen.

Figure 137 Report > Network Security > Intrusion Hits > Top Intrusions > Drill-Down

Top Sources from 2011-03-31 to 2011-04-06 by Intrusion Signature Intrusion09
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Each field is described in the following table.

Table 124 Report > Network Security > Intrusion Hits > Top Intrusions > Drill-Down

LABEL DESCRIPTION

graph The graph displays the information in the table visually.

e Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Source This field displays the top sources of the selected intrusion signature, sorted by the number
of intrusions by each one. If the number of sources is less than the maximum number of
records displayed in this table, every source is displayed.

Each source is identified by its IP address. If DNS Reverse is enabled in System > General
Configuration, the table displays the domain name, if identifiable, with the IP address (for
example, “www.yahoo.com/200.100.20.107).

Color This field displays what color represents each source in the graph.

Intrusions This field displays the number of intrusions by each source.

% of Intrusions | This field displays what percentage of all intrusions using the selected intrusion signature
was made by each source.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above. If the number of sources of the selected
intrusion signature is greater than the maximum number of records displayed in this table,
this total might be a little lower than the total in the main report.

Back Click this to return to the main report.

7.3.5 Top Intrusion Hits Sources

Use this report to look at the top sources of intrusions by number of intrusions.
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Click Report = Network Security > Intrusion Hits > Top Sources to open this screen.

Figure 138 Report > Network Security > Intrusion Hits > Top Sources

Top Sources from 2011-03-31 to 2011-04-06
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Each field is described in the following table.

Table 125 Report > Network Security > Intrusion Hits > Top Sources

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last ﬁ‘ceys _ﬂ

Start Date @

End Date: @

Toph: rl?)?ﬂ

Keyrwiond:

Apphy Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.
TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.
Keyword: enter part or all of any value you want to look for in the Source field. You can
use any printable ASCII characters except the ' and %. The search is case-insensitive.
These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close
drill-down reports.

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Source This field displays the top sources of intrusions in the selected device, sorted by the number
of intrusions by each one. If the number of sources is less than the maximum number of
records displayed in this table, every source is displayed.

Each source is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.107).

Click on a source to look at the top intrusion signatures for the selected source.

Color This field displays what color represents each source in the graph.

Intrusions This field displays the number of intrusions by each source.

% of Intrusions | This field displays what percentage of all intrusions was made by each source.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the sources above.
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7.3.6 Top Intrusion Hits Sources Drill-Down

Use this report to look at the top intrusion signatures for any top source.

Click on a specific source in Report > Network Security > Intrusion Hits > Top Sources to
open this screen.

Figure 139 Report > Network Security > Intrusion Hits > Top Sources > Drill-Down

Top Intrusions from 2011-03-31 to 2011-04-06 by Source IP 192.168.1.33
e
Intrusions o
Intrusion Signature  Color  Sewerity  Type Intrusions % of Intrusions  View Logs
Tnitrussian(g [ ] severs ViresiWorm 25519 £3% it |
ICMP PING Windowsl [ | severe VirusWorm 2583 A% 3
ICMP PING Windowss [ | severs VirusWorm 1508 3.7% 3
IntrusionD2 [ ] high VirusiWorm 1504 1,7% ik |
IntrusionD? [ ] sevens ViresWorm 1501 1,7% 3
Irtrusianl high WirusWorm 1501 3,7% 2
ICMP PING Windowsd g severe ViresWorm 1500 3.7% 2
ICMP PING Windows? [ | sevens VirusWorm 1455 7% 2
IntrusionDs [ | sevens WinesWorm 1498 3,7% =3
ICMP PING Windows2 [ | sEvEE VinsWorm 1498 3.7% 3
Total 40509 100%
Back]

Each field is described in the following table.

Table 126 Report > Network Security > Intrusion Hits > Top Sources > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
= Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
= Click on a slice in the pie chart to move it away from the pie chart a little.
Intrusion This field displays the top intrusion signatures from the selected source, sorted by the
Signature number of intrusions by each one.
Color This field displays what color represents each intrusion signature in the graph.
Severity This field displays the severity of each intrusion signature.
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Table 126 Report > Network Security > Intrusion Hits > Top Sources > Drill-Down

LABEL DESCRIPTION

Type This field displays what kind of intrusion each intrusion signature is. This corresponds to IDP
> Signature > Attack Type in most ZyXEL devices.

Intrusions This field displays the number of intrusions by the selected source using each intrusion
signature.

% of This field displays what percentage of all intrusions by the selected source was made by each

Intrusions intrusion signature.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the intrusion signatures above. If the number of intrusion
signatures from the selected source is greater than the maximum number of records
displayed in this table, this total might be a little lower than the total in the main report.

Back Click this to return to the main report.

7.3.7 Top Intrusion Hits Destinations

Use this report to look at the top destinations of intrusions by number of intrusions.

Click Report = Network Security > Intrusion Hits > Top Destinations to open this screen.

Figure 140 Report > Network Security > Intrusion Hits > Top Destinations

Top Destinations from 2011-03-31 to 2011-04-06
e=f7ders T (]
m
Intrusions o
Destination Color Intrusions % of Intrusions
1?1.153.1 [ | 45633 6:9.3%
172.25.5.7 m 2255 3.4%
1722558 i} 2754 3.4%
172.25.5.6 [ | 2354 34%
172.25.5.4 m 2753 31.4%
172,25.5.5 2252 3.4%
172.25.5.10 [ ] 2351 3.4%
1722558 [ | 250 31.4%
172.25.5.2 =] 2249 3.4%
172.25.5.3 B 247 345
Total 65948 100%

DBBBDDBBBQE
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Each field is described in the following table.

Table 127 Report > Network Security > Intrusion Hits > Top Destinations

LABEL DESCRIPTION

Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings
Last ﬁ‘ days |[x I
Start Dater @
End Date: =
ToaN: [103=]
Keyword:
Apphy| Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

TopN: select the number of records that you want to display. For example, select 10 to
display the first 10 records.

Keyword: enter part or all of any value you want to look for in the Destination field. You
can use any printable ASCII characters except the ' and %. The search is case-insensitive.

These fields reset to the default values when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close
drill-down reports.

graph The graph displays the information in the table visually.

« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

e Click on a slice in the pie chart to move it away from the pie chart a little.

Destination This field displays the top destinations of intrusions in the selected device, sorted by the
number of intrusions destined for each one. If the number of destinations is less than the
maximum number of records displayed in this table, every destination is displayed.

Each destination is identified by its IP address. If DNS Reverse is enabled in System >
General Configuration, the table displays the domain name, if identifiable, with the IP
address (for example, “www.yahoo.com/200.100.20.10").

Click on a destination to look at the top intrusion signatures for the selected destination.

Color This field displays what color represents each destination in the graph.

Intrusions This field displays the number of intrusions sent to each destination.

% of Intrusions | This field displays what percentage of all intrusions that were sent to each destination.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the destinations above.
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7.3.8 Top Intrusion Hits Destinations Drill-Down

Use this report to look at the top intrusion signatures for any top destination.

Click on a specific destination in Report > Network Security > Intrusion Hits > Top
Destinations to open this screen.

Figure 141 Report > Network Security > Intrusion Hits > Top Destinations > Drill-Down

Top Intrusions from 2011-03-31 to 2011-04-06 by Destination IP 172.25.5.1

[

Intrusions N
IntrisionDd B sevens VirusWaorm 18737 55,5% ik |
ICMP PING Windowsl [ | severe VirusWorm 2583 BE% 3
1CMP PING Windowsg | severs VinsWorm 1506 4.5% 3
Intrusion(2 B high VinsWorm 1504 4,59 it
TnitrusionDy [ ] severs VinusWorm 1501 4.5% ik |
IntrusionOlL High VirusWarm 1501 4,5% 2
ICMP PING Windows4 [ | sevena VinssWorm 1500 44% 2
ICMP PING Windows7 | severs VinsWorm 1459 4.4% 2
Intrusion06 [ | severs VirisWorm 1488 4.4% s
ICMP PING Windows2 [ | sevens VinusWorm 1488 4.4% 3

Total 33727 100%
Back]

Each field is described in the following table.

Table 128 Report > Network Security > Intrusion Hits > Top Destinations > Drill-Down
LABEL DESCRIPTION

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Intrusion This field displays the top intrusion signatures sent to the selected destination, sorted by the
Signature number of intrusions at each one.

Color This field displays what color represents each intrusion signature in the graph.

Severity This field displays the severity of each intrusion signature.
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Table 128 Report > Network Security > Intrusion Hits > Top Destinations > Drill-Down

LABEL DESCRIPTION

Type This field displays what kind of intrusion each intrusion signature is. This corresponds to IDP
> Signhature > Attack Type in most ZyXEL devices.

Intrusions This field displays the number of intrusions of each intrusion signature sent to the selected

destination.

% of Intrusions

This field displays what percentage of all intrusions sent to the selected destination belong to
each intrusion signature.

View Logs Click this icon to see the logs that go with the record.

Total This entry displays the totals for the intrusion signatures above. If the number of intrusion
signatures sent to the selected destination is greater than the maximum number of records
displayed in this table, this total might be a little lower than the total in the main report.

Back Click this to return to the main report.

7.3.9 Intrusion Hits Severities

Use this report to look at the severity (significance) of intrusions by number of intrusions. The
levels of severity, in decreasing order of significance, are Emergency (system is unusable), Alert
(immediate action is required), Critical, Error, Warning, Notice, Informational, and Debug.

Click Report > Network Security > Intrusion Hits > By Severity to open this screen.

Figure 142 Report > Network Security > Intrusion Hits > By Severity

By Severity from 2011-03-31 to 2011-04-06
Last |7 days = & 3
. o
Intrusions
severe m 55454 B8.7% 3
high B 3005 4,69 |
low B 1485 2.3% |
veny Jow m 1493 2.3% i}
mediem = 1481 2.3% i
Total 65948 100%
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Each field is described in the following table.

Table 129 Report > Network Security > Intrusion Hits > By Severity

LABEL

DESCRIPTION

Last

Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.

When you change this field, the report updates automatically. You can see the current date
range in the title.

This field resets to its default value when you click a menu item in the menu panel (including
the menu item for the same report). It does not reset when you open or close drill-down
reports.

Settings

Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.

Report Display Settings

Last |7days =
Start Date: | E
End Date: I |

Apphy Cancel

Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close this
screen without any changes.

graph

The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Severity

This field displays the severity of intrusions in the selected device, sorted by the number of
intrusions of each level.

Click on a severity to look at the intrusion signatures for the selected severity.

Color

This field displays what color represents each level of severity in the graph.

Intrusions

This field displays the number of intrusions of each level of severity.

% of Intrusions

This field displays what percentage of all intrusions are at each level of severity.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the severities above.

7.3.10 Intrusion Hits Severities Drill-Down

Use this report to look at the intrusion signatures for any severity.
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Click on a specific severity in Report = Network Security = Intrusion Hits > By Severity to
open this screen.

Figure 143 Report > Network Security > Intrusion Hits > By Severity > Drill-Down

Top Intrusions from 2011-03-31 to 2011-04-06 by Severity severe

|l

Intrusions o
snmﬁiarm [ ] severa WirusWorm 39002 72.3% J:I
ICMP PING Windows1 [ ] savere WinusWorm 2983 5.5% 3
ICMP PING Windowsd [ ] severs WirusWorm 1508 2.8% Jik |
Intrusiand7 [ | severs WirusWorm 1501 2.8% b |
ICMP PING Windows4 [ ] sevens WinssWorm 1500 1.8% 3
ICMP PING Windows7 severs WinusWorm 1453 2.8% |
Intrusions [} severe VirusWorm 1458 1.8% 2
ICMP PING Windows2 [ ] savere WinusWorm 1458 28% 2
ICMP PING Windowsé B severs WinusWorm 1495 2.8% 3
ICMP PING WindowsE B severe WirusWorm 1485 1.8% 32

Total 53979 100%
Bach]

Each field is described in the following table.

Table 130 Report > Network Security > Intrusion Hits > By Severity > Drill-Down

LABEL DESCRIPTION
graph The graph displays the information in the table visually.
* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
* Click on a slice in the pie chart to move it away from the pie chart a little.
Intrusion This field displays the intrusion signatures of the selected severity, sorted by the number of
Signature intrusions by each one.
Color This field displays what color represents each intrusion signature in the graph.
Severity This field displays the severity of each intrusion signature.
Type This field displays what kind of intrusion each intrusion signature is. This corresponds to IDP >
Signature > Attack Type in most ZyXEL devices.
Intrusions | This field displays the number of intrusions of the selected severity using each intrusion
signature.
% of This field displays what percentage of all intrusions of the selected severity was made by each
Intrusions | intrusion signature.
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Table 130 Report > Network Security > Intrusion Hits > By Severity > Drill-Down

LABEL DESCRIPTION

View Logs | Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the intrusion signatures above.

Back

Click this to return to the main report.

7.4 Antivi

rus

These reports look at viruses that were detected by the ZyXEL device’s anti-virus feature.

Note: To look at anti-virus reports, each ZyXEL device must record anti-virus messages in

ts log. See the User’s Guide for each ZyXEL device for more information. In most

devices, go to Logs > Log Settings, and make sure Anti-Virus is enabled. Then,
go to Anti-Virus > General. ZyXEL devices can log viruses based on the Service
the virus was using. Make sure the ZyXEL device logs viruses you want to include in
Vantage Report.

7.4.1 Antivirus Summary

Use this report to look at the number of virus occurrences by time interval.

Click Report = Network Security > AntiVirus > Summary to open this screen.

Figure 144 Report > Network Security > AntiVirus > Summary

Summary from 2011-04-14 to 2011-04-18
L=[Sdays =] [F
Occurrences

97350

8765

7FR12

83173

53434

435595 R e S e R

33956

25217

19478

5739
0 _._r='..!'l_ il
Day
Day Color Occurrences &4 of Occurrences View Logs
2011-04-14 il IE7E 1.4% 3
2011-04-15 [ ] 35213 14.29% 3
2011-04-16 [ ] S73IE3 35.2% Ji&|
2011-04-17 1 97356 35,29 3
2011-D4-15 35504 14.1% 3
Total IFE7ID 100%:
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Each field is described in the following table.

Table 131 Report > Network Security > AntiVirus > Summary

LABEL DESCRIPTION
Last Use this field or Settings to specify what historical information is included in the report.
Select how many days, ending (and including) today, you want to include.
When you change this field, the report updates automatically. You can see the current date
range in the title.
This field resets to its default value when you click a menu item in the menu panel
(including the menu item for the same report). It does not reset when you open or close
drill-down reports.
Settings Use these fields to specify what historical information is included in the report. Click the
settings icon. The Report Display Settings screen appears.
Report Display Settings
La=t |Tdays =
Start Dats: @
End Date: I =
Apphy Cancel
Select a specific Start Date and End Date. The date range can be up to 30 days long, but
you cannot include days that are older than Store Log Days in System > General
Configuration. Click Apply to update the report immediately, or click Cancel to close
this screen without any changes.
graph The graph displays the information in the table visually.
« Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.
= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.
e Click on a slice in the pie chart to move it away from the pie chart a little.
Hour (Day) This field displays each time interval in chronological order. If you select one day of
historical information or less (in the Last or Settings field) and it is in the last seven days
(today is day one), the time interval is hours (in 24-hour format). Otherwise, the time
interval is days.
Click on a time interval to look at the viruses in the selected time interval.
Color This field displays what color represents each time interval in the graph.
Occurrences This field displays the number of occurrences in the selected time interval.

% of Occurrences

This field displays what percentage of all occurrences was made in each time interval.

View Logs

Click this icon to see the logs that go with the record.

Total

This entry displays the totals for the time intervals above.

7.4.2 Virus Summary Drill-Down
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Use this report to look at the viruses in a specific time interval.
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Click on a specific time interval in Report > Network Security > AntiVirus = Summary to open
this screen.

Figure 145 Report > Network Security > AntiVirus > Summary > Drill-Down

Top Viruses from 2011-03-31 to 2011-04-06 by Day 2011-03-31

e

Occurrences o
Gaohot, 34 B 8103 35,3% 3
Gaobot 4 [ | 3607 17% 3
Gaohot.314 m 2250 10:8% 3
Gaobot.3 | 1753 8.5% 3
Gaobor®, 34 [ ] 208 4,3% 3
Gaohatg. 34 203 43% 2
Gachots. 24 B 202 4,3% ik
GaobotS, 34 [ | 00 4.3% 3
Gaobot2.34 [ ] 00 4.3% 2
Gaohot7.34 [ ] 899 4.2% ik ;|

Total 21165 100%:
Baci|

Each field is described in the following table.

Table 132 Report > Network Security > AntiVirus > Summary > Drill-Down
LABEL DESCRIPTION

graph The graph displays the information in the table visually.

* Click the Pie View or the Bar View icon. You can specify the Default Chart Type in
System > General Configuration.

= Move your mouse over a slice in the pie chart or a bar in the bar chart to display its
identification.

= Click on a slice in the pie chart to move it away from the pie chart a little.

Virus This field displays the viruses stopped in the selected time interval, sorted by the number of
Blocked occurrences of each one.
Color This field displays what color represents each virus in the graph.

Occurrences | This field displays the number of occurrences of each virus in the selected time interval.

% of This field displays what percentage of all occurrences in the selected time interval was made by
Occurrences | each virus.

View Logs Click this icon to see the logs that go with the record.
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Table 132 Report > Network Security > AntiVirus > Summary > Drill-Down

LABEL DESCRIPTION

Total This entry displays the totals for the viruses above. If the number of viruses in the selected
time interval is greater than the maximum number of records displayed in this table, this total
might be a little lower than the total in the main report.

Back Click this to return to the main report.

7.4.3 Top Viruses

Use this report to look at the top viruses by number of occurrences.

Click Report > Network Security > AntiVirus > Top Viruses to open this screen.

Figure 146 Report > Network Security > AntiVirus > Top Viruses

Top Viruses from 2011-03-31 to 2011-04-06
=(7days [F ()
Occurrences
Gaobot, 34 [ | 13469
Gaobot4 = 5957
Gaobot, 314 [ | 741
Gaobat.3 m 2555
Gaobot®, 34 iH 1507
Gaobot?, 34 1501
Gaabot, 354 m 1455
Gaohoté, 34 & 1459
Gaohots, 34 [ ] 1498
GaobotB, 34 m 1496
Total 35204

3B.3%
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4.3%
4.3%
4.3%
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4.3%
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