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Scenario 1 — How to Activate a Paid Access Hotspot

1.1 Application scenario

In the hotspot, there are various customer need access Internet, we can use UAG to effective control the
customer access for Internet. If we want customer use payment service to access Internet, there are two
main ways can be used on UAG: one is use Printer, and another one is PayPal payment service. For Printer,
customer can buy ticket from reception desk, which generated by thermal printer. And for PayPal payment

service, customer can pay with their PayPal account to access Internet by browser on smart phone or

laptop.
Internet

Method1: Method2:
Login with ticket by Pay with PayPal
Printer to get the payment service to get
access for Internet / the access for Internet

- ] 4

- PayPal

="

Network conditions:

SP350E:

Default IP address (DHCP): 172.16.0.200/16
User Name: admin

Password: 1234

Port Number: 9100

Goals to achieve:
1) Easier control customer access Internet with payment service.

2) Customer can pay with PayPal or buy ticket from reception, then they can get access for Internet

promptly.
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1.2 Login with ticket by Printer to get the access for Internet

UAG configuration:
Step 1: Setting Printer Manager GUI
(1) Configuration > Printer Manager > check General > Edit Port with printer: 9100.

T¥ Quick Setup
@ Licensing Printer Settings

—— @ Wireless | Port: o100 |
{:tk @ Network

- Web Authentication [C] Encryption
+ Firewall

Printout

Mumber of Copies: 1 e

Printer List

[ note:

Ifyou want to configure printer button, please go to Billing Profile

@add [ ] 3
#a Status  IPv4 Address Description
Page 1 |of1| k Ul | Show|50 | |items No data to display

Printer Firmware Information

Current Version: SP350E-V1.02

(2) Add a printer with the printer’s IP address in the GUI.
.3 Add Rule 2|

Enable Printer Manager
| IPv4 Address: 1172.16.0.200]

Description: new create (Optional)

oK H Cancel ]

Step 2: Configuration > Monitor > Printer Status > check the Status with “ sync success “.

Back to Table of Content
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Printer Status
Printer List
+] & Discover Printer 2 Refresh
# . | Registration IPv4 Address | Update Time  Status Description Firmware \ersion
1 Ignt Printer 172.16.0.200  2014/0410 . new create SP350E-V1.02
I4 4 |page(l |of1| b Pl | Show|50 |»|items Displaying 1 -1 of 1
IPMMAC Binding g Sl

UPnP Port Status
USB Storage
Guest

+ VPN 1-1 Mapping
& VPN Monitor
- Log

Step 3: Select Configuration > Printer Manager > check Printout Configuration > you can choose Use
Customized Printout Configuration to upload a customized printout configuration. Then you can
customize the ticket information by downloading the example and modifying the ticket.

'T¥ Quick Setup

General Settings
——— & Wireles
Metwork
. Web Authentication | @ Use Customized Printout Configuration
-+ Firewall

~ Rillina [ Note:
Rl Printer blanager To upload a customized printout configuration, browse the location and then click Upload

- Free Time Motice: 1. The filename you chose should be “printout bt
2. The file format should be ‘UTF-8'

@ Use Default Printout Configuration

Preview:
File Name OO
File Path: Select a File Path
@ Log & Report Restore Customized File to Default:

Download the customized printout configuration example.
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Step 4: Configuration > Printer Manager > check Printout Configuration > you can choose Use Default or
Customized Printout Configuration > Preview: press Printout Preview > pop out the Default printout

configuration or the Customized printout configuration ticket format for preview.

>tscot|momnlacco' S | Default l zamp internet access senvice customized

Usemame: Usemame
Password: Password

Password: Password

Billing: Billing Billing: Billing
Service: Profile Service: Profile
Unit Unit Unit Unit

Time Period: Time Time Period: Time
Total: Total Total: Total

Tax Tax Tax Tax

Grand Total: Grang

Grand Total: Grand

Wian1 )
ESSID: ESSID1 Wian1

Security: Security1 ESSID: ESSID1
Key Key1 Security. Security1
Wian2 Key: Key1

ESSID: ESSID2 Wilan2

Security. Security2 ESSID ESSID2
Key. Key2 Security: Security2

Printout time: Printout-ime

gase activate your account before Activate-time Printout time: Printout-time

gase activate your account before Activate-time

- e illand e ala alese Salk - S R Y. .

Key. Key2

1.3 Pay with PayPal payment service to get the access for

Internet

Create and Set test account on the PayPal server:
About Register an account on the PayPal server, we have registered a test account for test the function on

this, please refer to the Appendix part.

Back to Table of Content
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UAG configuration:
Step 1: Configuration > Billing > Payment Service > Enable Payment Service > Enter the seller Account
and Identity Token.

CONFIGURATION General ] Biling Profile ] Discount Payment Service

T¥ Quick Setup General Custom Service
@ Licensing
[ Wir General Setting
L © Metwork
+ Web Authentication Enable Payment Service
+ Firewall
B Eilling Payment Provider Selection
+ Printer Manager
. Free Time Account: seller-aaa@gmail.com
+ SMS Currency: Euro(EUR) ha
@ VPN )
. BWM Identity Token: jnogIPWVMOIWIMEPIGCFZOEQ1cHEWQd2McUS5e38e;
[ Object Payment Gateway: wwrw . sandbox.paypal.com/

Account Delivery Method

Delivery Method: Qn-Screen w7

(1) You can use Seller account Login to www.sandbox.paypal.com and go to profile > Website

payments preferences to check the identity token.

Payment Data Transfer (optional)

Payment Data Transfer allows you to receive notification of successful payments as they are made. The use of Payment Data Transfer
depends on your system configuration and your Return URL. Please note that in order to use Payment Data Transfer, you must turn on
Auto Return.

Payment Data Transfer: @ On
© off

ldentity TokenxnS25wofWOWIIGTnGlyyglzKQZ0-1f5KdK g0z-AMNSp]H1FUgQGE0mvDH 8

(2) Enter the Payment Gateway with - https://www.sandbox.paypal.com/cgi-bin/webscr

Since it’s the test web site so the payment gateway should setup as
https://www.sandbox.paypal.com/cgi-bin/webscr

But not default https://www.paypal.com/cgi-bin/webscr

Back to Table of Content
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Step 2: Test the dynamic account to pay the bill by payment function
(1) Open the Login page, after enable the payment function, then you will saw the link on the
login page.

ZyXEL

UAG5100

Window Blockin browser.
3. Tumn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

(2) Click the link on the screen > then the page will redirected to billing profile page.

Welcome
Please choose the service plan from the following profile table.

‘Service MNama Service Time Charge

biling_1hr 1 hour

@ biling_2hr 2 hours

@ biling_3hr 3 hours

Back to Table of Content
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(3) As the test, you can Select 3 hour billing profile > click ok > then the device will redirect to
PayPal authentication page.
HongSong Chen's Test Store

Choose a way to pay
Your order summary

Descriptions Amount . -
E Pay with my PayPal account PayPal a
180 minutes £€3.00 Log in to your account to complete the purchase
Item price: €3.00
Quantity: 1 Email
buyer-a@amail.com
ltem total €3.00 ver-a@g

PayPal password

|
Lagin

Forgot email or password?

Total €3.00 EUR

Don't have a PayPal account?
(Optional) Join PayPal for faster future checkout

Cancel and return to HongSong Chen's Test Store

(4) After login to PayPal page, you can make sure your order.

HongSong Chen's Test Store

Your order summary

Descriptions Amount PayPal Electronic Communications Delivery Policy Consent PayPal’ a

18 £3.00 This will justtake a minute and then you can complete your transaction
Ite

Quantity: 1

We've updated our Electronic Communications Delivery Policy. Please read it and consent
s0we can send your account infarmation electronically, including your payment confirmation.

Item total £€3.00 Please confirm that

Total £3.00 EUR [[]¥es, I've read and agree to the Electronic Communications Delivery Policy. | understand
that PayPal will provide me with information about my account electronically. | confirm
that | can access emails, web pages, and POF files.

Agree and Continue

Can | decline?

Cancel and return to HongSong Chen's Test Stare

Back to Table of Content




ZyXEL - UAG Application Note

(5) After click the Agree and Continue button > then you can click Pay Now button to pay the bill.

HongSong Chen's Test Store

Your order summary

Descriptions Amount
180 minutes €3.00
Item price: €3.00

Cluantity: 1

Item total €3.00

Total €3.00 EUR

Review your information

PayPal &

FPay Mow
Shipping address Change

HongSong Chen

1 Main St

San Jose, CA 95131

United States

Use as preferred shipping address

Mote to seller Add
Payment methods 7Change
PayPal Balance 5420 USD

PayPal Conversion Rate as of Jun 3, 2013: 1.5, Dollar=
0.714485 Euros

PayPal gift card, certificate, reward, or other discount Redeem
iew PayPal policies and your payment method rights.

Contact information
buyer-a@gmail.com

(6) After click Pay Now button > PayPal will pop out following web page > then redirect the login

information to you after 10 seconds.

HongSong Chen's Test Store

Thanks for your order

Your payment of £3.00 EUR is complete.

You'e now going back to Hong Song Chen's Test Store.

If you are not redirected within 10 seconds, click here.

PayPal. The safer, easierway to pay.

PayPal &

For more information, read our User Agreement and Privacy Policy.

Test Site

10
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(7) You can see the login username and password on the screen.

Welcome

You may now use the internet,

IMPORTANT! MAKE a note for your case-sensitive username and password for logging
later. This will be your only opportunity to do so.

This is your account information, please keep this for your intemet service.

Your username is j4ibmr
Your password is tesbvu
Your time period is 0day,03hours

Please activate your account before 04/06/2013 11:52

00 day, 00:26:51

11
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Step 3: Check the balance in buyer and seller account.
(1) Login to Buyer account to check on sandbox web site.

LogOut | | Security and Protection Search

PayPal Endlish -

My Account Send Money I RequestMoney I Merchant Services I Products & Services

-
Overview  Add Money  Withdraw History Statements  Resolution Center  Profile

Welcome, HongSong Chen

Account Type: Personal Upgrade | Status: Verified | Account Limits: View Limits Lastlogin June 3, 2013 4:47 AM PDT
PayPal balance: $995.80 USD Notifications
+ Add a mobile phone number
Iy recent activity | Payments received | Payments sent View all of my transactions
+ Add 3 home phone number
My recent activity - Last 7 days (May 27, 2013-Jun 3, 2013)
» Policy Updates
Archive | VWhats this Payment status glossary
[ Date Type Mame/Email  Payment Details  Order Gross My account tools
status status/Actions » PayPal Mobile
[ Jun3z 2013 PaymentTo  HengSong Completed  Details -€3.00EUR
Chen's Test
Store
[ Jun3,2013 Transfer From PayPal Completed  Details $1,000.00 USD

- My Account Send Money Request Money Mel

ant Services Auction Tools Products and

Overview  AddFunds  Withdraw History Resolution Center  Reports Profile

Welcome HongSong Chen Help with this page

4

Business: HongSong Chen's Test Store (seller-a@gmail.com) | Account status: Verified | Application status: Appi

Account actions

Search transactions Search

# My Business Setup
PayPal balance Options~ » Verify a credit card
Currency

Quick links
U.8. Dollar (Primary) $2400U8

* Policy updates
Total in USD $3.40USD Policy upaates

» TaxDocuments
View transactions Tools = Refund Tutorial
= All account activity (5] Invoicing (s4) My Saved Buttons
» Pavments received ¥ Gift certificates (23 Multi-order shipping
» Payments sent leggl Virtual Terminal Ij) Recurring Payments
» Accountwithdrawals (1) Eraud Management o Manage Multiple Users

» Advanced search

12
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Scenario 2 — How to Activate a Free Access Hotspot

2.1 Application Scenario

Some hotels need to provide free Internet services to hundreds of guests on a daily basis, and managing
Internet access for so many people can be very complicated without the right equipment. With web
authentication such as user agreement and web portal, hotel guests are redirected to the web-based
authentication portal upon the first attempt to access the network. In some countries, the law requires to
identify and track users who use public internet access. UAG can authenticate people by forcing them to
receive an authentication code via SMS to their phone. In this way, UAG can authorize user Internet access
via their mobile phone number and keep log on the device in case of illegal activities in the hotspot.
Guests can get free access to the Internet in a matter of seconds simply by entering all required personal
contact information and agreeing to the policy of user agreement without a guest account, or browse the
Internet free of charge for a specified period of time by entering his or her mobile phone number to
receive guest account information by SMS.

(Note: UAG2100 SMS ticketing function is license optional.)

3. Internet access

1. Redirected to the user
agreement page. Provide
= =) required information.

Users

User Agreement 2. Click OK and access granted

Free Time

13
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1. Guest selects the “Free Time” 5. Internet access

service plan and enters his/her
mobile phone number

>
/ 3. Enter login information > /
‘ 4. Validation and access granted .
Guest < ViaNett ‘

| 2. Deliver login information to the mobile phone

2.2 Configuration Guide

Network conditions:

WAN: 10.59.3.54

LAN 1: 172.16.0.1/255.255.0.0
User’s laptop: 172.16.2.0
Goals to achieve:

(1) Users must fill in personal information and accept the service usage agreement before they can access
the Internet. After the form is submitted, the advertisement web site is pop up in a new window.

(2) Allow any user to get account information by SMS and use the Internet for a limited free time.

USG configuration:

Task 1. Configure User Agreement to let users access the Internet without a guest account by agreeing to
the policy of user agreement. Add advertisement web page as the first page when an
authenticated user is attempts to access the Internet.

Step 1: Configuration > Web Authentication > check “User Agreement”

(1) Enable Idle Detection. The default value of idle timeout is 3 minutes.
(2) Select “Internal User Agreement”

(3) Add authentication policy for every source.

14
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Web Authentication || \/sled Garden Advertisement

General Settings
Authentication: © None © Web Portal © User Agreement
Enable Idle Detection
Idle timeout: 3 (1-60 minutes)
Reauthentication Time: 0

[7] Use Customized Web Pages
[ note:
To upload customized user agreement pages, browse to the location of the ua.zip file and then click upload.

‘You can preview ua_agree.html and ua_welcome.html within the ua.zip file. (Please keep ua_agree.html,
ua_welcome.htm, ua.css file name and location.)

(0-1440 minutes, 0 is unlimited)

Preview: [ UA Agree ] [ UA Welcome ]

File Path: Select a file path

Restore Customized File to Default:

Download the ized internal user example.

© External User Agreement

Agreement URL:

Welcome LURL: (optional)
Downlosd the external user agreement example.

Exceptional Services

@Aadd 1

#  Exceptional Services ~

1 DNS

I4 4 |Page 1 of1| » V| Show 50 |vitems Displaying 1- 10f 1
Web Authentication Policy Summary

QAdd [Jed | G y N

Status  Priority  Source Destination Schedule Authentication Description
I @ 1 any any none force

Default  any any none unnecessary nia
4 4 Page 1 of1| » Pl |Show|50 |v litems Displaying 1-20of 2
< m ] »
Apply Reset

Step 2: Configuration > Advertisement
(1) Enable Advertisement
(2) Add the URL of the website

Ny T

General Settings

Enable Advertisement

Advertisement Summary

@add [ | §
# Name URL
1 [ ZEL

hitp:/iwaw.zyxel.com

(4 4 |Page 1 ofi F bl |Show|50 v |items Displaying 1 - 10f 1

15

Back to Table of Content




Verification:
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1. When the user opens the browser, he/she will be redirected to the user agreement page. Fill in all

required information and click “Agree”.

ZyXEL

Internet Access Policy

(We will provide example for customer within htmi
comment tag)

Name zyxel
Phone: 0912345678
Address hsinchu

E-Mail cso@zyxel.com.tw

Other. (Optional)

2. Click “OK” and then the user can access the Internet.

ZyXEL

Welcome

Your Internet is safer, faster, and smarter because
you are using portal. Thank you

@

16
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3. The advertisement web page will be displayed in a new frame as the first page whenever the user

connects to the Internet.

& Velcome to ZyXEL Worldwide - Make the World Connect - Windows Internet Explorer =] eS|
W IZ"‘Ti: www.zyxel.com -—{_I - v\ u)¢,|,\”-" Google FRd
Google v ES . FGLE ESEE» BA A -

& Snagit E =y
 BHIRE | Z Welcome to ZyXEL V... BB -0 @~ BEP) - X260 IEO-@- 2 P A& 7

ZyXEL

Select Your Region

L BERZES- @ EREE | 2REES BE a4y W100% ~

Task 2. Enable SMS service on UAG and select SMS as the delivery method in Free Time.
Step 1: Get an account from ViaNett at http://www.vianett.com. You can register a trial account to test the
SMS function.

LOGIN or REGISTER

PRODUCTS PRICES SMS API SUPPORT COMPAEV

“Z ViaNett High Quality SMS Gateways

ONLINE MONITORING

100% in control

High Quality SMS Gateways

17
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Step 2: After ViaNett account is ready, go to Configuration > SMS
(1) Enable SMS.
(2) Fill in your local phone country code as the default country code.

(3) Add authentication policy for every source.

CONAIGURATION SMSs
T¥ Quick Setup

General Settings

L R Enable SIS
X F Metwork .
. Web Authentication Default country code for phone number: ase (1-4) digit
+ Firewall
+ Billing ViaNett Configuration
+ Printer Manager
+ Free Time User Name: cso@zyxel.com.tw
- Password: sese
VPN
-~ BWM Retype to Confirm: —

= Object
istem
@ Log & Report

Step 3: Configuration > Free Time
(1) Enable Free Time and set up the free time period. By default, the Reset time
will be at AM 00:00. You can also setup how many times a MAC address can access the internet.
(2) Select “SMS” to deliver login information to the mobile phone.

CONFIGURATION

T¥ Quick Setup
General Settings

Enable Free Time

E Network ) ) .
+ Web Authentication Free Time Period: 30 (5-1440 minutes)
+ Firewall Reset Time: 00:00 O]
- Billing
g ) N . 15
+ Printer Manager Maximum Registration Number Before Reset Time: 1 (1-5)
- Delivery Method: SMS v
- SMS
& VPN
e Gl Mote:

If you want to configure ssid profile settings of the account, please go to Billing.

= Object

ystem
# Log & Report

Step 4: Configuration > Web Authentication > check “Web Portal”
(1) Select Internal Web Portal

18
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(2) Add authentication policy for every source.
[Lweb authentication | viaes sacen | _sivericencei |

General Settings

@ Internal Web Portal

©) External Web Portal

Authentication © None @ Web Portal

@) User Agreement

ZyXEL - UAG Application Note

Login URL:
Logout URL: Optional
wielcome URL: Cptionl
Session URL: Optional
Error URL: Optionsl
Cownload the externsl web portal example.
Exceptional Services
@add [T
# Exceptional Services =
1 DNE
Page 1 of1l » Pl | Show 50 |~ items Displaying 1- 1of 1
Web Authentication Policy Summary
Qadd [AEde T @ N
Status  Priority  Source Destination Schedule
| @ 1 any any none
Default  anv anv none

<

.

19
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Verification:
1. Users will be redirected to the login page before being permitted to access the Internet. Click on the

link to get a free account.

ZyXEL

UAG5100

2. Select the “Free Time” on the screen and submit your mobile phone number.

Weloome
Plakih chostde the dhivde pla Lo the fulowng oofle tiblk.

20
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3. The account and password is sent to your mobile phone.

Welcome

Please check your mobile phone for the account information,

4. Check your account information.

Jun 28, 2013, 5:44 PM

Username:p9nzss
Password:0rw3pf
(1)SSID:Guest/Mode:none/
Key:

@c pLSeRa

21
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5. Fill in the account information received on your mobile phone and click “Login”.

ZyXEL

UAG5100

4. Allow Gears if you are using Google Chrome.

6. You can start to access the Internet.

00 day, 00:29:52

22

Back to Table of Content




ZyXEL - UAG Application Note

Scenario 3 - Use BWM to control trial user and billing user

3.1 Application scenario

In the hotel network hotspot applications, UAG can support different bandwidth control by different SSID,
we can use this design like NXC, SSID mapping to a VLAN. Then VLAN can mapping to an IP address subnet.
In this scenario, we add 2 SSIDs and enable Free Time function on the device, and also add the Billing
profiles on the device. After add the policy to limit the user bandwidth via BWM function, we can login to

device via trial-user or billing-user to check the speed controlled by UAG.

SSID: Billing SSID: Free
Speed: 2M Speed: 1M

) ‘ U ﬁ =
4
VIP room Guest room

N

3.2 Configuration Guide

Network conditions:
UAG:

WAN1: 10.59.3.54
LAN2:172.17.0.1

Goal to achieve:
UAG can support add the rules on the device to control different user type by BWM function for control

the bandwidth with user account.

23
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Task 1: Add the AP profiles on the device
Step 1: Go to Configuration > Object > AP Profile > SSID > SSID list
(1) Modify the default SSID name as “Free”.

|+ Edit SSID Profile default

i=]Create new Object-

Profile Mame: default

ssID: [Fee ||

Security Profile: default

MAC Filcering Profile: disable

Qas: WM

WLAN ID: 1 (1~4094)
Hidden 331D

Enable Intra-BSS Traffic blocking

(2) Add the other SSID for Billing user

() Add SSID Profile
{i=]Create new Object~

Profile Name: For_Biling

SSID: | Biling

Security Profile: | default

MAC Filtering Profile: disable

Qos: WHMM

WLAN ID: 1 (1~4084)
Hidden SSID

Enable Intra-BSS Traffic blocking

(3) Go to Configuration > Object > AP Profile > Radio to Broadcast these two SSIDs in 2.4 G and 5
G Radios.

24
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|+ Edit Radio Profile default
[EH Show Advanced Settings {i=]Create new Object+

General Settings
Activate
Profile Mame:
802.11 Band:
Made:

Channel:

MBSSID Settings

2 Edt
#  SsDPrfle
1 default

disable
digable
disable
disable
disable

disable

G

' Edit Radio Profile default2
[ Show Advanced Settings (S Create new Objectw

General Settings
Activate
Profile Name:
802.11 Band: 5G
Mode: an

Channel: 36 - indoor use only

MBS SID Settings

ZEdt
#  ssDPuile
1 default

disable
disable
disable
disable
disable

disable

(4) Go to Configuration > Wireless > AP Management to apply the AP profile to AP.

1«7 Edit AP List
=)Create new Object~

Configuration

MAC:
Model:

Description:
Radio 1 OP Mode

50:67:F0:37:89:99
NWA3560-N
AP-5067F037B999
AP Mode

 Radio 1 Profile:
Radio 2 OP Mode

Radio 2 Profie:

| default
AP Mode

defautt2

VLAN Settings

[ Farce Querwrite VLAN Config

Task 2: Enable Free Time function on the device

25
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Step 1: Go to Configuration > Free time page to enable the Free time function.

(You can setup how long time and how many times that user can access for free.)

CONFIGURATION Free Time
'T¥ Quick Setup

General Settings

Ve Enable Free Time
{%} @ Metwork

- Web Authentication Free Time Period: 30 (5-1440 minutes)
+ Firewall Reset Time: oo:00 (@
- Billing

g ) _ i 15
T Maximum Registration Number Before Reset Time: 1 (1-5)
+ Delivery Method: SMS v
@ VPN
o T [ Note:
O Object Ifyou want to configure ssid profile settings of the account, please go to Billing.

+ UseriGroup

+ AP Profile
Address
Service
Schedule
AAA Server
Auth. Method
Certificate

Task 3: Add the Billing profiles on the device

Step 1: Go to Configuration > Billing > Billing profile page to add the billing profile.
Ex: 1 hour = 1€, 2 hours = 2€, 3 hours= 3€

|+ Billing Profile HE:
Settings
Enable billing profile
Name: Biling_1_hour
Unit: 1
Time Period Unit: hour v
Prica: 1

oK ] [ Cancel

26
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'T¥ Quick Setup
® Licensing Account Generator Settings
& Wirel Button A: Biling_1_hour >
& Network
- Web Authentication Button B: Biling_2_haur h
- Firewall Button C: Biling_3_hour ¥
+ Billing
- Printer Manager
+ Free Time
. sMS Billing Profile
D Add [ | g
# Status HName Time Period Price
o] Billing_1_hour 1 hour €100
7 Log & Report
) A 2 @ Billing_2_hour 2 haur €200
3 Q Billing_3_hour 3 hour € 3,00
Page |1 |of1| ¥ ki | Show|50 |+ items Displaying 1 - 3 of 3

Step 2:

Go to Configuration > Billing> General page to check the general setting in billing function.
(1) Make sure the accounting method type, currency, setting is correct

(2) Add the SSID profile in the general setting
CONFIGURATION General [ Biling Profile I Discount I Payment Service _

T¥ Quick Setup

General Settings
r—— @ Wirele:
L & Network

+ Web Authentication

Unused account. will be deleted after the time: 24 hour hd

Accounting Method

+ Firewall © Time to Finish
g Eiling @ Accumulation
- Printer Manager .
. Free Time User idle timeout: 3 (1-60 minutas)
- SMS Accumulation account will be deleted after the time: =li] day >
= VPN
+ BWM . -
@ Object Billing User Logon Settings

Maximurn number per biling account: 1 (1-10)

Reach maximum number per biling account: @ Block @ Kick previous user and login

Currency
Currency (@
@ Currency symbaol 13 7

@ Currency code

Number of decimals places: 2
Decimal symbal: comma w7
[F] Tax

SSID Profile Settings

Selectable SSID Profiles Selected SSID Profiles
=== Object ===

default

or_Biling

*E)

Task 4: Configuring the Payment service page
Make sure the Payment service already configured correct.
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'TH Quick Setup General Custom Servica

‘General Setting

+ Web Authentication Enable Payment Service
+ Firewall

Payment Provider Selection

Account: seller-aza@amail.com

currency: Eura(EUR) b

Identity Token: ineglPVWWMOIVWIMERIGCTZZOEOL cHEWQd2MclS5e38e
Payment Gateway: www.sandbox.paypal.com/

L Report
g po Account Delivery Method

Delvery Method: 0on-Screen e

Task 5: Add the policy to limit the user bandwidth via BWM function
Step 1: Go to Configuration > BWM > Add the policy to limit the Bandwidth by user type.
(1) User: Trail-Users, Inbound=1000Kbps, Out bound=1000Kbps, Priority =7

') Add Policy
(=] Create new Object~

|
User: trial-users o

Schedule: none >
Incoming Interface: any 7
Outgoing Interface: any 7
Source: any .-
Destination: any 7
DSCP Code: any 7
Service Object: any B

DSCP Marking
DSCP Marking Inbound Marking: preserve |V

Outbound Marking: preserve 7

Bandwidth Shaping

2%

Guaranteed Bandwidth Inbound: 1000 kbps (0 - disabled)

[C] Waximize Bandwidth Usage

Qutbound: 1000 kbps (0 : disabled)

[C] Waximize Bandwidth Usage

Priority:

Maximum:

Priarity:

Maximurm:

7
0

7
0

kbps

kbps

httos://172.16.0.1/ext-is/web-paaes/index/index htmk#

(2) Billing-Users, Inbound=2000Kbps, Out bound=2000Kbps, Priority =1

o
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) Add Policy 7%
(=] Create new Object~

User: biling-users

Schedule: none v
Incoming Interface: any BV
Qutgoing Interface: any v -
Source: any v
Destination: any .-
DSCP Code: any BV
Service Object: any v

DSCP Marking
DSCP Marking Inbound Marking: preserve |V

Outbound Marking: preserve R

Bandwidth Shaping

Guaranteed Bandwidth Inbound: 2000 kbps (0 : disabled) Priority: 1
[C] Maximize Bandwidth Usage Maximurm: |0 kbps =
Outbound: 2000 kbps (0 disabled) Priority:
[T] Maximize Bandwidth Usage Maximurm: |0 kbps -

0K Cancel

(3) Enable BWM function.

CONFIGURATION BWM

'T¥ Quick Setup
BWM Global Setting

z Enasls BWM
@ Network

+ Web Authentication
Configuration

- Firewall
+ Billing @ add n -
- Printer Manager = -
- Free Time S...|P.. | Desc.. | BWMType | User Sche... | Incomin... Qutgein... Source Desti.. DS.. Semnice BWMIn/P.. DSCP.

S Q 1 shared Billin. none any any any any any Objany 2000/1/2. presen.
= o @ 2 shared trial-u... none any any any any any Objiany 1000/7M... presenv...

W
@ Object @ 3 per-user any none alan2 aSYST.. any any any Objany 512/4/512/4 presern.
d.. shared any none any any any any any Objany no/fnol7 presenv...

£ Log &Report Page |l |of1| k Pl | Show|50 |+ items Displaying 1 - 4 of 4

Task 6: Enable the Web authentication policy on the device
Go to Configuration > Web Authentication > Web Authentication > Web Portal.
Enable Web authentication policy to force LAN2 user must authentication with device.
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7Y Quick Setup

Web Authentication Type
Type: © MNone
General Settings
Logout IP:
Enable Terms of Senice ([
©@ Internal Web Portal
Welcome URL:
Preview:
File Name:

File Path:

Restore File to Default:

© External Web Portal

@ Web Portal

1141 a

(© User Agreement

(Optional)

Terms of Service

terms_of_senice.html

Select a File Path

Downlozd the internal web portal terms of service example.

|
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o T T I

Login URL:
Logout URL: (Optional)
Welcome URL: (Optional)
Session URL: (Optional)
Error URL: (Optional)
Downlozd the external web portal example.
Exceptional Services
@Add 1 Remove
# | Services «
1 DNS
4 4 | Page of 1] b bl | Show|50 | items Displaying 1 -1 of 1
Web Authentication Policy Summary
@ Add [J Edit [lf Remove @ Activate (' Inactivate gNMove
Status | Priority | Incoming Interface  Source | Destination Schedule Authentication | Description
—_— —_—
@ 1 =lan2 any any none force I
—
Default any any any none unnecessary nia
4 4 | Page of 1| b bl | Show(50 | items Displaying 1 -2 of 2

Task 7: Login to device via trial user
Step 1: Click the link to get a dynamic user account.

ZyXEL

UAG5100

) Note: :

1. Turn on Javascript and Cookie setting in your web browser.

2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Step 2: After click the link on the login page, the device will redirect the billing profile to you.
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Then you can select the “Free Time” on the screen, and click “OK” Button.

Welcome

Please choose the service plan from the following profile table.

|# ‘ ‘SENI(E Hame Service Time Charge |Unrt
r 1 @ Frae Tima 30 minutes Frae 1 :]
2 @  Biing_1_hour 1 hour €1.00 1=l
3 @ Biing_2_hour 2 hours €2.00 1[=] 1
4 ® Biling_3_hour 3 hours €3.00 ﬂ o
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Step 3: Then device will pop out the user name and password to you.

Or you can click “Login Now” Button to login to device directly.

Welcome

You may now use the internet.

IMPORTANT! MAKE & note for your case-sensitive username and password for logging
later. This wil be your only opportunity to do so.

This is your account information, please keep this for your intemet service.

‘Your username is xot6z9
Your password is azmmam
Your time period is 30 minutes

Step 4: Use browser to “http://www.speedtest.net/” to test the Speed.

The test result is around 1 Mbps. It’s the same as our setup.

@ PING 0 DOWNLOAD SPEED @ @ UPLOAD SPEED

093 Mbps

20 ms 095 Mbps

SHARE | HIS RESUL L

OMPARE CONTRIBUTE
YOUR RESULT 70 NET INDEX

Get more speed in Taipei

faster broadband deals

. — ===
/ 1: Taipei
TEST AGAIN NEW SERV ) ey
. = Taiwan Fixed Network
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Task 7: Login to device via billing-user, and test the speed.

Step 1: Click the link to get a dynamic account to access the internet.

ZyXEL

UAGS5100

3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Step 2: Select 1 hour profile to test this.

Welcome

Please choose the service plan from the following profile table.

|Servicellane |Sen|iceTme |Cha'ge |Unit |

.

Free Time 30 minutes Free

1
[
2 o mwoitow  ther et ]

& Biling_2_hour 2 hours

Biling_3_hour 3 hours
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Step 3: Then device will pop out the PayPal page to you.
Please enter the correct user name and password in the check box. And click “Log in” button on the
browser.

HongSong Chen's Test Store

Choose a way to pay
Your order summary

Descriptions Amount Pay with my PayPal account PayPal &
60 minutes £1.00 Log in to your account to complete the purchase

ltemn price: €1.00

Quantity: 1 Email

puyer-a@gmail.com
Item total £1.00
PayPal password
Total €1.00 EUR |

Lagln

Forgot your email address or password?

Don't have a PayPal account?
(Optional) Join PayPal for faster future checkout

Cancel and return to HongSong Chen's Test Stare

And PayPal will help you balance your bill. Then you can click “Pay Now” button.

Review your information
Your order summary

Descriptions Amount PayPal &
) Pay Mow
50 minutes €1.00
Item price: €1.00
Cluantity: 1 Shipping address 7 Change
Item total £1.00 HongSong Chen
1 Main 5t
Total £1.00 EUR San Jose, CA 95131

United States

Mote to seller: Add

Payment methods +” Change

FayPal Balance $1.40 USD

PayPal Conversion Rate as of Jun 24, 2013 1 U.S. Dollar = 0.714485 Euros

PayPal gift card, certificate, reward, or other discount Redeem
iew PayPal policies and your payment methaod rights

Contact information
buyer-ag@gmail.com

Pay Mow

Cancel and return to HongSong Chen's Test Store.
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Step 4: After you click Pay Now button, the PayPal will redirected the user name and password to you. And

you can click “Login now” to access the internet directly.

Welcome

You may now use the internet.

IMPORTANT! MAKE a note for your case-sensitive username and password for logging
later. This will be your only opportunity to do so.

This is your account information, please keep this for your internet service.

Your username is ssu42p
Your password is rbk54z
Your time period is 0day,01hour

Please activate your account before 25/06/2013 10:19

Step 5: Use browser to “http://www.speedtest.net/” to test the Speed.

The test result is around 2 Mbps. It’s the same as our setup.

-

DOWNLOAD SPEED @ UPLOAD SPEED
S 22, O 1.97 e ® 186 weoe

W SHARETHIS RESULT

CONTRIB
TO NET INDEX

= Get more speed in Taipei

i faster broadband deals arch |

/ =T Taipei
TEST AGAIN Hosted by
P, = Taiwan Fixed Network
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Scenario 4 - Using Function of Layer 2 Isolation and White List

4.1 Application scenario

In the hotel network hotspot applications, if you want to easily control and manage that Clients will be
unable to connect to each other, you can enable the Layer2 Isolation function to block which interface
unable to connect to each other. In this scenario, we have set two Client laptops, and an online printer for
Client use, after enable the Layer2 Isolation, we can control that Clients side can’t access each other

laptop. And by using White list, we also can manage Client side also can access online printer.

S / WAN: 10.59.3.25
/ LAN 1: 172.16.0.1/255.255.0.0

SSID: Default &
White list
‘/@\ 5
\

N i
: : Printer IP
172.16.2.0 172.16.1.2 172.16.1.1

4.2 Configuration Guide

Network conditions:

UAG:

LAN 1: 172.16.0.1/255.255.0.0

Printer IP: 172.16.1.1

Client 1's laptop: 172.16.1.2

Client 2’s laptop: 172.16.2.0

Goals to achieve:

1) With enable the Layer2 Isolation function, it can easily control and manage to block which interface

unable to connect to each other.

2) Using White list, it can manage which server that Client side also can access.
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USG configuration:

Task 1. Using enable “Layer2 Isolation” function to manage internal unable to connect to each other.
Stepl: Connect Printer on UAG Lan1, and make sure the Client’s laptop is also in the same Lan1 subnet.
Printer IP:

Microsoft Niﬁdows tVersion 6.i7i6513-
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:N\Users~\CS0>ipconfig

lindows IP Configuration

Connectlon 5B901F10 DNS Sufflx .o
Link-local ddress - Fe8: 1 £592: dab7: 7aéb: 3b@8x11
IPv4 Address T 172 16 1_1

Subnet Mask . . . . . . . . . . . T Z52.Z55.0.
Default Gateway . . . . 1 172.16.0. 1

Tunnel adapter isatap.{8E4806B7-8351-4AFA-8557-1DA78CBASDZE}:

Media State . . . ! Media disconnected
Connection- 5p901F10 DNS Suffix . :

Connectlon spec1f1c DNS Suffix . :

IPv6 Addre e e . . . i 2001:0:9d38:6ab8:2c16:3f 96: 8ddd: 832
Link- local IPV6 Address v s v . . 1 feB80::2cl6:3F96:8ddd: 832420

Default Gateway . . P

C:\Users\CS0>

Client2’s laptop IP:

Connection—=specific DNS Suffix
IF Address. . . . . 172.16.2.8

Subnet Mask . . . . 255 _255.8.08
Default Gateway . . 172.16.8.1
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Step2: Since the Layer2 Isolation function only takes effect if the firewall is enabled, so you have to enable
firewall first.

Configuration > Network > Firewall > Enable Firewall

CONFIGURATION Firewall Session Control

"I Quick Setup

@ Licensing Global Setting

r—— B Wirel Enable Firewall
t:}_.* -+ Controller

- AP Management IPv4 Rule Summary

& Metwork

- Web Authentication [ Allow Asymmetrical Route

) From Zone: |all hd To Zone: all 7
@ add [ 1§ ® N
St Priority « From To Schedule User IPv4 Source | IPv4 Dest...  Semvice Access Log
Q 1 aWAN Device none any any any aDefault...  allow no
o] 2 aWAN Device none any any any any deny log
Q 3 aWAN any (Excl... none any any any any deny log
g 4 aDMZ Device none any any any aDefault... —allow noe
Q@ 5 aDMZ Device none any any any any deny log
g & aDMZ AN none any any any any allow noe
Q 7 aDMZ any (Excl none any any any any deny log

Default any any none any any any any allow no
Page of 1| b Bl | Show|50 |»|items Displaying 1 - 8 of 8

Step3. Configuration > Network > Layer 2 Isolation

(1) Enable Layer 2 Isolation

(2) Move the lanl interface to the Member list to let all lan1 internal unable to connect to each other.

pe—— o T

'T¥ Quick Setup

General Setting

Enable Layer2 Isolation [{

Interfac:e Member List

Routing

e Available _’“‘-‘“‘“‘ber
DDNS dme —

NAT lan2

VPN 1-1 Mapping
HTTP Redirect
SMTP Redirect
ALG
UPnP
IPMAC Bindina
IFnH
Web Authentication
Firewall
Billing

®E
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Verification:
Client2’s laptop can’t connect to online printer (172.16.1.1), and Client1’s laptop (172.16.1.2).

C:~Documents and Settings*wuseriping 172.16.1.1
Pinging 172.16.1.1 with 32 bhytesz of data:

Reply from 172.16.8A.1: Destination host unreachahle.
Reply from 172.16.8.1: Destination host wunreachahle.
Reply from 172.16.8.1: Destination host unreachahle.
Reply from 172.16.8.1: Destination host unreachahle.

Ping statistics for 172.16.1.1:

Packet=z: Sent = 4. Received = 4, Lost = B (@x loss),
Approximate round trip times in milli—seconds:

Hinimum = Bmsz,. Maximum = Bmz, Average = Bms

C:“Documents and Settings*wuseriping 172.16.1.2
Pinging 172.16.1.2 with 32 bhytesz of data:

Reply from 172.16.8.1: Destination hoszt unwreachable.
Reply from 172.16.8.1: Destination host unreachable.
Reply from 172.16.8.1: Destination host unreachable.
Reply from 172.16.8.1: Destination host unreachable.

Ping statistics for 172.16.1.2:

Packet=z: Sent = 4. Received = 4, Lost = B (@x loss),
Approximate round trip times in milli-—seconds:

Hinimum = Bmsz,. Maximum = Bmz, Average = Bms
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Task 2. Using “White list” function to manage Client side also can access online printer.
Stepl. Using IP/MAC Binding to make sure the Printer IP is correct host.

Configuration > Network > IP/MAC Binding > lan1

(1) Enable IP/MAC Binding

(2) Insert the Printer IP binding with the correct MAC Address

'+ Edit IP/MAC Binding

IP/MAC Binding Settings

Interface Name: lan1(172.16.0.1/255.255.0.0)

| [¥] Enable IPMMAC Binding|

Enable Logs for IP/MAC Binding Violation

Static DHCP Bindings

@ Add [# Edit Tl Remove
‘ IP Address MAC Address | Description
[T 172.18.1.1 50.67.F0.37.89.99
1 ‘Pageofl‘ b bl | Show|50 [ [items Displaying 1 -1 of 1

Gl

Step2. Configuration > Network > Layer2 Isolation > White List

(1) Enable White List

(2) Add the White List Rule with Host IP Address: 172.16.1.1 to let Client’s laptop can connect to the
Printer

|7 Edit White List Rule

Settings

Enable
| Host P Address: | 172.16.1.1

Description: | {Optional)

Verification:
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Client2’s laptop can connect to online Printer (172.16.1.1) which in White List, but still can’t connect to
Client1’s laptop (172.16.1.2).

C:“Documents and Settings“wuserPping 172.16.1.1
Pinging 172.16.1.1 with 32 bytesz of data:

Reply from 172.16.1.1: bytes=32 time=Sms TTL=12%
Reply from 172.16.1.1: hytes=32 time=Ym=z TTL=12%
Reply from 172.16.1.1: bytes=32 time=8ms TTL=12%
Reply from 172.16.1.1: bytes=32 time=11ims TTL=127

Ping statistics for 172.16.1.1:

Packetzs: Sent = 4, Received = 4, Lost = @ {Bx loss).
Approximate round trip times in milli—seconds:

Minimum = 5mz, Maximum = 1ims,. Average = 7ms

C:“Documents and Settings“wuserliping 172.16.1.2

Pinging 172.16.1.2 with 32 bytesz of data:

Reply from 172.16.8.1: Destination host unreachable.
Reply from 172.16.8.1: Destination hozt unreachable.
Reply from 172.16.8.1: Destination host wnreachable.
Reply from 172.16.8.1: Destination host wunreachable.

Ping statistics for 172.16.1.2:

Packetzs: Sent = 4, Received = 4, Lost = @ {Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bms, Average = Bms
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Scenario 5 — Sending the system log to a remote syslog server

and the USB device

5.1 Application Scenario

For the management purposes, administrators can easily monitor events occurring on UAG by reading
syslog. The syslog is very useful for administrators; especially, when the administrator receives complaints
from the users regarding slow or unstable Internet connection. The administrator can use these reports as
a troubleshooting reference. In this scenario, we are showing how the UAG exports system logs to a Kiwi

syslog server and a USB device connected to UAG.

o WAN: 10.59.3.54
Kiwi Syslog Server LAN 1: 172.16.0.1/255.255.0.0

172.16.2.0

5.2 Configuration Guide

Network conditions:

WAN: 10.59.3.54

Kiwi Syslog Server: 172.16.2.0

Goals to achieve:

The administrator will be able to see system logs on the Kiwi syslog server and a USB storage.
USG configuration:

Task 1. Install Kiwi syslog server on the PC and send log information to Kiwi syslog server.
Step 1: Install Kiwi syslog server on the PC and connect this PC to LAN of UAG.

Here is the website for Kiwi syslog server.

http://www.kiwisyslog.com/products/kiwi-syslog-server/product-overview.aspx
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SOLARWINDS

KIWI} PRODUCTS | DOWNLOADS | CUSTOMERS | HOW TOBUY | COMMUNITY | GONTAGT US

solarwin ds

PRODUCTS
Home = Products = KiwiSyslog Server > Product Overview
KIWI Syslog Server
Product Overvi H— .
et Orenew Kiwi Syslog Server for Windows

Product Features

System Requirements Managing Syslog, SNMP Traps, and Windows Event Log Messages Has Never Been

Easier.
FAQ
What's New Kiwi Syslog Server is one of the most frusted and affordable syslog servers on the market. Easy to setup and
Editions configure, it offers a feature-rich solution for receiving, logging, displaying, alerting, and forwarding syslog,

SNMP trap, and Windows event log messages from devices such as routers, switches, Linux and Unix
hosts, Windows servers, and more.

Only $295.00

S BUY NOW 3, FREE TRIAL
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Step 2: Configuration > Log & Report > Log Settings and click on “Remote Server 1” to edit log on Kiwi

syslog server.

CONFIGURATION Log Settings
'I¥ Quick Setup

Log Settings

[ Edt @ Activate @ Inactivate

- Web Authentication # Status  MName Log Format Summary
- Firewall 1 @ System Log Internal E-mail Server 1
- Billing Mail Server.
" Wail Subject:
- Printer Manager Send From-
- Free Time Send Log to:
. sus Send Alertio:
~ Schedule: Send lag when full.
= VPN 2 @ System L It | E. il 5 2
ystem Log nterna -mail Server
o B Wall Server
[ Object Mail Subject:
Send From:
Send Log to:
= Log & Report Send Asitto:
- Email Daily Report Schedule: Send log when full
Rl Log Settings 3 @ USE Storage Internal USE Status: none
I
5 @ Remote Server 2 VRPT/Syslog Server Address:
Log Facility: Local 1
B @ Remote Server 3 VRPT/Syslog Server Address:
Log Facility: Local 1
7 ] Remote Server 4 VRPT/Syslog Server Address:
Log Facility: Local 1
Pace |l lof1! b Pkl | Show!50 |w|items Displaving 1 -7 of 7

[Log Category Settings | [__Apply__|

Step 3: Type the server name or the IP address of the Kiwi syslog server and check “Active” to send log
information to the server. Select what information you want to log from each log category. You can simply

enable normal logs to send all normal logs to Kiwi syslog server.

|+ Edit Remote Server 1 2 1%

|

Log Settings for Remote Server

Active
Log Format: VRPT/Syslog | v 1
Server Address: 172.18.2.0 (Server Name or IP Address)
Log Facility: Local 1 hd

Active Log (AC)

|[™ Selection |

disable all logs

| enable normal logs

enable normal logs and debug logs
Ea Advertizement

3 Auth. Policy

4 Authentication Server o @ ©

5 Built-in Service O @ ©

[ BN ® ® ©

7 CAPWAP C]

8 Connectivity Check 0 @ © -

OK ] [ Cancel
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Verification:

1. Open Kiwi syslog server console and click Manage > Start the Sysogd service to start syslog service.

?fﬁ‘l{iwi Syslog Service Manaﬁ (14 Day evaluation - mg.a) LE et G
i File Edit View |Mﬁnﬁge Help
oM A } | Display 00 [Default] - 12 Daws leftin evaluation

Date Time Priority Hostname Message -

07-01-2013 14:01:15 Locall . Notice 172.16.0.1 Jul 1 14:01:15 2013 uag4100 src="10.59.3.40:137" dst="10.59.3.255:137" mso="Match
default rule, DROP" note="ACCESS BLOCK" user="admin" devlD="b0b2dc6f47ae™
cat="Firewall" class="Access Control” ob="0" ob_mac="000000000000" dir="ANY:ANY"

07-01-2013 14:01:14 Locall.Notice 172.16.0.1 Jul 1 14:01:15 2013 uag4100 src="10.59.3.40:137" dsl—"1l] 59.3.255:137" msg="Match
default rule. DROP" note="ACCESS BLOCK"™ " devlD="b0b2dc6f47ae"
cat="Firewall" clazs="Access Control" ob="0" ob_mac="000000000000" dir="ANY-ANY"

07-01-2013 14:01:14 Locall.Notice 172.16.0.1 Jul 1 14:01:14 2013 uag4100 src="10.59.3.40:137" dst="10.59.3.255:137" msg="Match
default rule, DROP" note="ACCESS BLOCK" user="admin" dev|D="b0b2dcbi47ae"
cat="Firewall" class="Access Control" ob="0" ob_mac="000000000000" dir="ANY-ANY"

07-01-2013 14:01:13 Locall.Motice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 src="0.0.0.0:0" dst="0.0.0.0:0"
msg="name=lan2, status=Down,TxPkts=5727 RxPkts=4593 Colli.=0.TxB/s=0AxB/s=0"
note="INTERFACE STATISTICS" user="unknown" de¥ID="b0b2dc6i47ae" cat="INTERFACE

07-01-2013 14:01:13 Locall.Motice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 src="0.0.0.0:0" dst="0.0.0.0:0"
msg="name=lanl status=Up TxzPkts=477491 RxPkts=216775.Colli.=0,TxB /s=752 AxB /s=0"
note="INTERFACE STATISTICS" user="unknown" dele*"bl]bchBH?ae" cat="INTERFACE
07-01-2013 14:01:13 Locall.Notice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 src="0.0.0.0:0" dst="0.0.0.0:
msg="name=wan] _status=1000M/Full. TxPkts=89339 | Hkals—487209 Colli.=0,TxB/s=0,RxB /5=
2?4" note="INTERFACE STATISTICS" user="unknown" devID="b0b2dc6f47ae"

07-01-2013 14:01:13 Locall Motice 172.16.0.1 Jul 1 14:01:13 2013 uagd100 sre="0.0.0.0:0" dst="0.0.0.0:0"
meg="name=Porth, status=D own_TxPkts=0 RxPkts=0,Colli=0,TxBfs=0.RxB /s=0,UpTime=00:00:
00" note="INTERFACE STATISTICS" user="unknown" devID="b0b2dcEf47ae"
07-01-2013 14:01:13 Locall Motice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 sre="0.0.0.0:0" dst="0.0.0.0:
meg="name=Port4, status=Down_TxPkts=28 RxPkts=594, Coll TxB fs=0,RxB /=0 UpTime=00
:00:00" note="INTERFACE STATISTICS" user="unknown" devlD="b0b2dc6f47ae™
07-01-2013 14:01:13 Locall Motice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 sre="0.0.0.0:0" dst="0.0.0.0:0"
meg="name=Port3. status=Down_TxPkts=7797 AxPktz=9813_Colli.=0.TxB /2=0_RxB /z=0_UpTime
=00:00:00" note="INTERFACE STATISTICS" user="unknown" devlD="b0b2dcEf47ae"
07-01-2013 14:01:13 Locall Notice 172.16.0.1 Jul 1 14:01:13 2013 uag4100 src="0.0.0.0:0" dst="0.0.0.0:0"
msg— "nami —PollZ.slalus=1 D00M /Full. TxPkts=471846_RxP|

T

m

i.=0.TxB/3=752 RxB -

100% 3892 MPH 1420 07M-2013

2. Go to File > Setup and click to “Log to file” to edit the path and file name of log file.
In this example, we select “ISO Date (YYYY-MM-DD)” as the log file name. Select the log file format in

the list.
|#| Kiwi Syslog Server Setup -— -— - =
I XOD HDB QO @  Action: [Log to file v]
= Rules - =
=¥ Default Path and file name of log file: |nsert AutaSplit valul | Date »
Filters C:\Program Files\Syslogd\Logs'%DatelS0O -
S Time »
= Actions .
] Display Example of actual path and file nam Priority »
5 Input Source »
Schedules
= Formatting Log file format: Host IP »
Custom file formats IComma Separated Values UTC yyyy-mm-dd (CSY) I Hostname »
i Custom DB formats | ] . Message Text >
= DNS Resolution E Log File Rotation
DNS Setu - :
2 || Enable Log File Rotation Custom fields k
BhS Pachid Global Script field »
Modifiers Total number of log files: |12 Sl G
Scripting Yggbiep
Display awimum log file size: | 100 B [Bytes)
Appearance — 0"
E-mail Maimurm log file age: |100 Minute(s) FIRFACE
= Alarms
Min message count
Max message count LRxB/s=
Disk space monitor
Message queue monitor
= Inputs 1 e=00:00:
Ubp - Test
P
[ Help H 0K H Cancel H Apply l ([Time=00 ~
—_— = nm 272
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3. Go to the path where you save the log file and view the log.

@ Q ‘ ZyXEL(C) » ProgramFiles » Syslogd » Logs - EZ=logs -
ESEE v MAZEBE v ZHIE - FREHE = > [l @
,. a2 A — e =
W EANEE — =® St =] -
B T ’ [ [ 2013-07-01 2013/07/01 5 .. 8= 369448 |
W =E

Task 2. Store the system log to the USB device.
Step 1: Plug in an external USB storage device and activate USB storage service to store system log. USB
storage devices with FAT16, FAT32, EXT2, or EXT3 file systems are supported for connection to the
USB port of UAG. Also, you have to set a disk full warning limit once the storage space is less than
this criterion.
CONFIGURATION Settings

'I¥ Quick Setup
General

Activate LUSE storage senice
= MNetwork -

. Web Authentication Digk full warning when remaining space i less than: 100 MB |v

- Firewall

- Billing

- Printer Manager
+ Free Time

Storage Information

Information

Device Description: Generic USB Flash Disk

Usage: 2.8MB [ 493.0MB (0.6 %)

Fila System: FAT1G

Speed: USE 2.0 480Mbps

Status: Ready
Detail: none

- Dynamic Guest
= Wire
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Step 3: Configuration > Log & Report > Log Settings and click on “USB storage” to edit log on USB storage

setting.
CONFIGURATION Log Settings
Dashboard Y Re0E et
= Licensing Log Settings
—— @ Wirel
& Network =
- Web Authentication # Status Name Log Format Summary
-~ Firewall 1 @ System Log Internal E-mail Server 1
- Billing Mail Server:
. Mail Subject:
+ Printer Manager Send From:
+ Free Time Send Log to:
~ SMS Send Alert to:
Schedule: Send log when full.
@ VP 2 ] System L Inte | E-mail 5 2
ystem Log nterna -mail Server
v B lail Server:
@ Object Mail Subject:
Syst Send From:
_ Send Log to:
= Log & Report Send Alert to:
+ Email Daily Report Schedule: Send log when full.
- Log Settings | E Q 1USB Storage Internal USE Status: Ready
1% Q Remote Server 1 WRPT/Syslog Server Address:
Log Facility: Local 1
5 @ Remote Server 2 WRPT/Syslog Server Address:
Log Facility: Local 1
(] @ Remote Server 3 YRPT/Syslog Server Address:
Log Facility: Local 1
7 @ Remote Server 4 YRPT/Syslog Server Address:

Page |l lof1! b ki | Show!/50 |wlitems

Log Facility: Local 1

Displavino 1 -7 of 7

T e e e eyl W W

ang Category Semngs] l Apply I

Step 4: Check “Duplicate logs to USB storage” and select what information you want to log from each log

category. You can simply enable normal logs to save all normal logs to USB device.

|+ Edit Log on USB Storage Setting

USB Storage

| Duplicate logs to USE storage ﬁfready}l a8

Log Keep duration

Enable log keep duration
Keep duration: 365

Active Log

|[™ Selection» |

disable all logs

| enable normal logs

eniable normal logs and debug logs
Fs Advertizement

3 Auth. Policy

4 Authentication Server
5 Buit-in Service
6 BWHM

7 CAPWAP

8 Connectivity Check

(1-365 days)

2%
-
Selection
@@
@

Ok ] [ Cancel
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Verification:

Go to Maintenance > Diagnostics > System Log and click “Download” to view the log.

MAINTENANCE Diagnostics Packet Capture Core Dump System Log

+ File Manager System Log Archives in USB Storage

i Diacnostics |

+ Packet Flow Explore L) =]
—— = Reboot # File Name Size
- Shutdown [ ~2014-04-1010g ] 404
2 2014-04-10_trafficlog 0
Page |1 [of1| k kL | Show 50 |w items

Last Modified
2014-04-10 11.05:34
2014-04-10 11:05:34

Displaying 1 - 2 of 2
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Scenario 6 — Manage multiple APs by AP profile

6.1 Application scenario

In the company, since there are several conference room might in different VLAN, and also far distance

from each other, thus you can use AP profile to manage and control other APs in different VLAN. In this

scenario, we use UAG to control and manage the AP of NWA3560N which connect to LAN2, and set up

two SSID in different VLAN. By using function of AP profile, we can control and manage the AP to provide

access Internet in different VLAN.

WAN: 10.59.3.25
LAN 2:172.17.0.1/255.255.0.0

6.2 Configuration Guide

Network conditions:

UAG:

WAN: 10.59.3.25
LAN2:172.17.0.1/255.255.0.0
NWA3560-N IP: 172.17.1.1
VIan101P: 172.88.10.1/24
VIan20 IP: 172.88.20.1/24

Goals to achieve:

Vlan10: 172.88.10.1/24
(VID:10)

i

SSID: VIP

NWA356-N
IP:172.17.1.1

SSID: Client

Vlan20: 172.88.20.1/24
(VID:20)

S
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2) Manage the AP to provide access Internet in different VLAN

USG configuration:

Task 1. Configure VLAN interface to let two SSID can belong to different VLAN first.
Step 1: Configuration > Network > Interface > VLAN

CONFIGURATION Port Grouping Ethernet PPP
T Quick Setup
Configuration
D Add [ 1
= Network @ L] =
- # Status | Name «
+ Routing 1 Q vlan10
+ Zone
2 vlanz0
+ DDNS g
- NAT I Page 1 |of1

- VPN 1-1 Mapping
- HTTP Redirect
- SMTP Redirect
+ ALG
+ UPnP
+ IPMAC Binding
+ Layer 2 Isolation
+ IPnP
+ Web Authentication
-~ Firewall

Bridge Trunk

+ ]
IP Address Mask
static -172.88.10.1 255 256.255.0

static -172.88.201 255.255.255.0

bl | sShow 50 | iterns

(1) Add internal VLAN base on lan2 port, and set VLAN ID: 10
(2) Set the VLAN interface IP Address with 172.88.10.1/24

|7 Edit VLAN
=l Hide Advanced Settings

General Settings

Enable Interface

Interface Properties

Interface Type: internal
Interface Name: vlania
Zone: LAN2
Base Port: lan2
VLAN ID: 10
Description: |

IP Address Assignment
IP Address: 172.88.10.1

Subnet Mask:

Interface Parameters

Egress Bandwidth: 1048576

Inaress Bandwidth: 1048576

[(1—4—094}

255.255.255.0

(Optional)

Kbps
Kbps

Displaying 1 - 2 of 2

»

m

oK

] [ Cancel
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(3) Set DHCP Server with IP Pool Start Address from 172.88.10.2

UAG Application Note

+ Edit VLAN 2%
= Hide Advanced Settings
DHCP Setting o
DHCP: DHCP Server i
IP Pool Start Address (Optional): 172.88.10.2 Pool Size: 200
First DNS Server (Optional): Device i
Second DMNS Server (Optional): Custom Defined v
Third DMS Server (Optional): Custom Defined i3
First WINS Server {Optional):
Second WINS Server (Optional):
Default Router (Optional): vianlo IP i
Lease Time: @ infinite
© days hours (Optional) minutes (Optional)
Extended Options @ add 7 =
# Mame Code Type Value
Page |1 |of1 Show|50 | |items Mo data to display
[7] Enable IP/MAC Binding i
[7] Enable Logs for IPAMAC Binding Vialation
Static DHCP Table @ Add I B
0K ] [ Cancel
Step 2: Configuration > Network > Interface > VLAN
(1) Add internal VLAN base on lan2 port, and set VLAN ID: 20
(2) Set the VLAN interface IP Address with 172.88.20.1/24
+ Edit VLAN  ES
[E Hide Advanced Settings
General Settings m
Enable Interface
Interface Properties
Interface Type: internal ¥ @8 =
Interface Mame: vlan20
Zone: LAN2 ¥ B8
Base Port: lan2 R
VLAN ID: 20 (1-4084) M
Description: (Optional}
IP Address Assignment
IP Address: 172.88.20.1
Subnet Mask: 255.255.255.0
Interface Parameters
Egress Bandwidth: 1048576 Kbps
Ingress Bandwidth: 1048576 Kops
0K ] [ Cancel
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(3) Set DHCP Server with IP Pool Start Address from 172.88.20.2

|+ Edit VLAN 2%
[E Hide Advanced Settings

DHCP Setting
DHCP: | DHCP Server =l
IP Pool Start Address (Optional): 172.88.20.2 Pool Size: 200
First DNS Server (Optional): Device 3
Second DNS Server (Optional): Custom Defined 7
Third DNS Server (Optional): Custom Defined i

First WINS Server (Optional):
Second WINS Server (Optional):

Default Router (Optional): vian20 IP w7
Lease Time: @ infinite
o days hours (Optional) minutes (Optional)
Extended Options @ Add | i
# Mame Code Type Value
Page |1 |of1| kPl | Show|50 | items Mo data to display

[7] Enable IPMAC Binding |

[] Enable Logs for IPIMAC Binding Violation
Static DHCP Table A add - -

0K H Cancel ]

Task 2. Control AP by AP Profile to provide SSID for access.
Step 1: Configuration > Object > AP Profile > SSID > Add

CONFIGURATION Radio m

T¥ Quick Setup SSID List | Security List MAC Filcer List

® Licensing
SSID Summary

® Network
+ Web Authentication E m =]
. ;;:nwua” # Profile Name = | S5ID Seaurity Profile QoS WAC Fillering Prefile | VLAN ID
. Prlme-.rManaqer 1 default Guest default WK disable 1
+ Free Time 4 4 |page|t |of1| Fk Pkl | Show|50 | items Displaying 1 - 1 of 1

- SMS

@ VPN

- BWM
= Object

- EEEE

- Address

+ Senice

+ Schedule

+ AAA Senver

+ Auth. Method
Cerlificate

(1) Add the SSID of VIP for VIP use
(2) Select the VLAN ID: 10 to connect with VLAN10
(3) Choose VLAN Support with On
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|+ Edit SSID Profile for_VIP
{i=] Create new Object~

Profile Name: for_vIP
[50! |

Security Profile: |def3u|t

MAC Fittering Profile: | disable

QaS: [wimm

[van 10 f~s004)

Hidden 551D
Enable Intra-BSS Traffic blocking

Local VAP Setting

VLAM Support:

Step 2: Configuration > Object > AP Profile > SSID > Add another SSID
(1) Add the SSID of Client for Client use
(2) Select the VLAN ID: 20 to connect with VLAN20
(3) Choose VLAN Support with On

| Edit SSID Profile for_client
[iS] Create new Object

Profile Name: for_client

SSID: Client

Security Profile: default

MAC Fittering Profile: disable

Qos: VMM
VLAN I: 20 |i1-2004

Hidden 551D
Enable Intra-BS5S Traffic blocking

Local VAP Setting

VLAN Support:
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Step 3: Configuration > Object > AP Profile > Ratio > you can select default 2.4G or default2 5G by device

ratio.

Welcome admin

THelp ZAbout ¥ Site Map (2Object Reference & Console

ZyXEL uaca100
CONFIGURATION ‘

T¥ Quick Setup

_ oons Radio Summary

- Nar @ Add [ Edit [if Remove @ Activate @ Inactivate [ Object Reference
~ VPN 1-1 Mapping
- TR #  status Profile Name Frequency Band Channel ID
- SMTP Redirect
) gefaul2 ES E

- IPMAC Binding I4 4 [Page[t Jof1| b bl | Show/50 |w|items Displaying 1 - 2 of 2
~ Layer2Isolation
- IPnP
+ Web Authentication
- Firewall

~ Billing
- Printer Manager
~ Free Time

(1) Set SSID Profile with “for_VIP” which we configured AP Profile
(2) Set SSID Profile with “for_client” which we configured AP Profile

|+ Edit Radio Profile default

[FE Show Advanced Settings (=] Create new Objectw

General Settings
Activate
Profile Name:
802.11 Band:
Mode:

Channel:

MBSSID Settings

SR Edit

a

S8ID Profile
For_VIP
For_Client
disanle
disable

disable
disable

disable

® - o o s e

disable
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Verification:
1. Connect NWA3560-N AP directly under UAG Lan2 and check Configuration > Wireless > AP
Management

(1) Check UAG has manage and control the model of NWA3560-N
(2) And NWA3560-N AP has get the IP with 172.17.1.1 under Lan2

CONFIGURATION Mgnt. AP List

'I¥ Quick Setup

& Licensing
= Wireless

- Controller

o # IP Address MAC Address lodsl R1Mode/Profile R2 Mode /Profile Mgnt.V... Mgnt V.. Description «
& Network i 1721711 BO:67FO37:B... NWA3560-N AP [ default AP | default2 1 1 AP-B067F037.. l
+ Web Authentication
- Firewall
- Billing
-+ Printer Manager
+ Free Time

Mant. AP List

Page |1 |ofl Show |50 |~ |items Displaying 1 -1 of 1

@ Object
@ System
@ Log & Report

2. You can also double confirm Monitor > Wireless > AP Information
(1) Check UAG has manage and control the model of NWA3560-N
(2) And NWA3560-N AP has get the IP with 172.17.1.1 under Lan2

Radio List

MONITOR AP List

@ System Status AP List

B Wireless

BN AP Information

- Station Info # Status | Registra..  IP Address MAC Address  Model Mgnt. Description » | Station | Recen . LastO.
- Printer Status l_‘l - Mgnt AP 1721711 S067:F0:A7... NWA3SE0-N 111 AP-5067F03... 0 15 1114 l
+ VPN 1-1 Mapping
@ VPN Monitor
+ Log

Page 1 |of1l Show 50 |+ items Displaying 1 - 1 of 1

3. Connect laptop with SSID VIP, and you can get the IP Address of 172.88.10.3 under VLAN10 from AP.

E STRETTT p— v - C=2Cen X
— RN

Microsoft Windows [Version 6.1.76811]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\CS0>ipconfig

m | »

Hindows IP Configuration

Media State . . . ! Media disconnected

Connection-specific DNS Suffix .

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix :
Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . :1172.88.18.3

Subnet Mask . . . . . . . . . . . 255.255.255.0
Default Gateway . . . . . . . . .  172.88.18.1

4. Connect laptop with SSID Client, and you can get the IP Address of 172.88.20.3 under VLAN20 from AP.
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@ STETRER = | E )

Microsoft Hindows [Version &.1.7601]
Copyright (c) 2809 Microsoft Corporation. All rights reserved.

C:\Users\CS0>ipconfig

Windows IP Configuration

Media State . . . ! Media disconnected

Connection-specific DNS Suffix . :

Media State . . . . . . . . . . . : Media disconnected
Connect ion-specific DNS Suffix H
Connection-specific DNS Suffix . :

IPv4 Address. . . . . . . . . . . :1172.858.720.3

Subnet Mask . . . . . . . . . . . 1 255.255.255.0
Default Gateway . . . . . . . . . : 172.88.20.1
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Appendix

Create and Set test account on the PayPal server:

Step 1: Register a personal account on the PayPal server.

(1) Go to https://www.paypal.com and Click “Sign up” button to start the registration process.
Personal  Business [ Login JECITY

PayPaI Sell ~ Grow ~ Manage ~ Other Solutions

Four free
account upgrades.

See All

Sell anywhere Grow your business Easy fundraising

Take credit card orders on your website, in an Already accept credit cards online? Add PayPal to Take credit card donations on your site, on
invoice and on the go your site and boost sales Facebook and in parson

More about selling More about growing More about fundraising

(2) Click Personal type to Get Started register a PayPal account.
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Login | Help | Security Center

Create your PayPal account
Your country or region
Taiwan

Yourlanguage

English [+]

Personal

Forindividual who shop online

Get Started

+ Freetoregister. The perfect
account for buyers who want to
shop online.

Learn about PayPal fees.

[~ =

Secure 6

Already have a PayPal account? Upgrade now.

Premier

Forindividual who buy and sell
online

Get Started

+ Free toregister. Low fees
charged for receiving payments.

+ The perfect account for casual
sellers who make occasional
sales and purchases online.

Business

For merchants who use a
company or group name

Get Started

Free to register. Low fees
charged for receiving payments.

The account for business
merchants who use a company
or group name with high
transaction volumes.

You can accept all payment
types for low fees, even from
customers without PayPal
accounts.

(3) Register your account information in the check box and click “Agree and Create account”. And

then enter the Security code in the check box and enter the Security question to submit the

registration.

58

Back to Table of Content



http://tw.rd.yahoo.com/_ylt=A3eg.8.vtb5RVigAYYbhbB4J/SIG=12uacr4t0/EXP=1371481647/**http%3a/tw.dictionary.yahoo.com/dictionary%3fp=registration%26docid=1084910

ZyXEL - UAG Application Note

PayPal

Enter your information secure (&) *

Please fill in all fields

Email address
You will use this to log in to PayPal

jerry751016@hotmail.com

Choose a password

Last name
(Please enter your name as shown on your bank account. If it is Chinese, enter Chinese characters.)
Chen

First name (Given name)
HongSong

Date of birth
yyyy mm  dd
1986 10 16

Nationality
Taiwan [-]

I

City / County
Taipei County B

Township / District
Wugu Dist.

Postal code (optional)
248

Address line 1
No.3, Sec. 3, Lingyun Rd., Wugu Dist

Address line 2 (optional)

0988268681

Consumer advisory - The PayPal™ payment service is regarded as a stored value facility under Singapore law. PayPal Pte.
Ltd., the Holder of the PayPal™ stored value facility, does not require the approval of the Monetary Authority of Singapore
Consumers (users) are advised to read the terms and conditions carefully.

By clicking the button, | agree to the PayPal User Agreement

Agree and Create Account |

Contact Us

(4) Since we just register an account to test the PayPal function, so you can choose to ignore the

Credit card information at this part.
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LogQut | Helo | Security Center

PayPal

Congratulations! You've signed up for a PayPal account secure (B)

There are a couple of things you'll need to do to get started using your account.

Confirm your email address jerry751016@hotmail.com to activate your PayPal account.
Add your credit card to start buying with PayPal right away.

Credit card number

Pay with my
credit card

Expiration date
—Month— E —Year— E

Billing address: MNo.3, Sec. 3, Lingyun Rd.,
fugu Dist

Wugu Dist

Taipei County, 248

Change

Pay without revealing your card infermation to merchants.
Mo need to retype your credit card infermation.

Your purchase is protected with “PayPal Buyer Protection”

Continug

Go to My Account

ContactUs

Step 2: Login to PayPal and register the test account on developer web site, first create a Seller account in
developer web site.
(1) Access to https://developer.paypal.com web site and login the PayPal account.

PayPal |

Documentation ~ Applications = Dashboard Support

// REST APIs
// Native SDKs
// Built for developers

Get Started

New! Try the RESTful Log In with PayPal . Looking for Sandbox? Continue testing using Sandbox test accounts

%
% 3

N

Mobile SDKs 25T

that use our new REST APls

Download mobile SDKs

Copyright © 1999 - 2013 PayPal. All rights reserved

REST APIs BETA

le payments using
cards. More REST

Great for simp
PayPal or ¢
APls on the way

See our REST APIs

Privacy policy Legal agreements

Continued upc

See our Classic APIs

(2) Click Applications> Sandbox accounts button to create the account on developer web site.
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W, woer
PayPaf Developer HongSong Chen  Log out

Documentation Dashboard | Support

Applications Sandbox test accounts

Wy apps
Sandbox accounts Import your existing Sandoox test accounts using the email address and password you used previously with the Sandbox.
Tools Make sure you impart to the PayPal account that you want to use for development. You can impart only ence. Import data

\PN simulator Questions? Check outthe Testing Guide. Non-US developers should read our FAQL

Total re 1 Enter Sandbox site

[7] Email address Type Country Date created
F jerry751016-facilitator@hotmail.com BUSINESS US 03Jun 2013

Copyright @ 1999 - 2013 PayPal. All rights reserved. | Privacy policy Legal agreements

(3) Click Create Account button to create a “Seller” account on developer web site.
PayPal" | Developer *™ HongSong Chen  Log out

Documentation = Applications = Dashboard = Support

Applications Sandbox test accounts
My apps
Sandbox accounts Import your existing Sandbox test accounts using the email address and password you used previously with the Sandbox.

Tools Wake sure you import to the PayPal account that you want to use for development. You can import only once. Import data

|PN simulator Questions? Check outthe Testing Guide. Non-US developers should read our FAC,

Total re Enter Sandbox site @
1
[[]  Email address Type Country Date created
F jerry751016-facilitator@hotmail.com BUSINESS US 03 Jun 2013
Delete 3 1

Copyright ® 1998 - 2013 PayPal. All rights reserved. | Privacy policy Leqgal agreements

(4) Enter the Seller e-mail and password. And the account type should select as “Business”.
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PayPal | Developer ®=™

HongSong Chen  Log out

D i icati Support
Applications Create test account
(o Create a personal or business test account, you can also create accounts on sandbox paypal.com. and theyll appear here
My

Sandbox accounts )
Account details
Tools Gountry

IPN simulator United States [=]

Account type
Persona

Email address

seller-a@gmail.com Available

Password (8-20 characters;

First name (opfional

Last name

Payment methods
PayPal balance

00 USD

Bank verified account
@ Yes @ No

Credit card type

None [=]

Log In with PayPal

Your customers can log in to your site with their PayPal login
Provide the details below to get your Log In with PayPal credentials

[] | want to add Log In with PayPal to my site

Notes (optional

Create Account SIS

Copyright® 1999 - 2013 PayPal. Allrights reserved. | Privacy policy  Legal agreements

(5) Use Seller’s account to login to Sandbox web site to modified profile information.

(https://www.sandbox.paypal.com/)

PayPal | Developer =™

HongSong Chen  Log out

Documentation  Applications ~ Dashboard  Support
Applications Sandbox test accounts Create Account
My apps
Sandbox accounts. Import your existing Sandbox test accounts using the email address and password you used previously with the Sandbox. Make sure you import to the
i PayPal account that you want to use for development. You can import only once. Import data

Questions? Check out the Testing Guide. Non-US developers should read our FAQ
IPN simulator

L Email address Type Country Date created

] seller-a@gmail com BUSINESS  US 03 Jun 2013
Profile | MNofifications

Jerry751016-facilitator@hotmail com BUSINESS  US 03 Jun 2013

a. Go to Profile > Website payments preferences to enable Auto Return for Website Payments.
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PayPal ...

Test Site

PayPal

(YT send Money | RequestMoney I Merchant Services

Overview  Add Funds  Withdraw  History  Resolution Center  Reports

Profile

Business: HongSong Chen's Test Stere(seller-a@gmail.com)
Secure Merchant ID: HUNVCVFQTLAKS

View and edit your account settings, and check the status of your products and services

Senices Status

PayPal Payments Pro Live

Virtual Terminal Lve

Fraud Management Live

Recurring Payments Live

PayPal Express Checkout Live
Account information Security and risk settings

+ Emall » Payment receiving preferences

+ Street address

* Phones and mobile payments Report settings

+ Password + Manage Report subscriptions

> TaxID number + Secure FTP server settings

+ Security key
* Notification/information sharing
* Language preference

Selling preferences
* Auctions
+ Customer service message

+ Time zone
» PayPal shops website registration
+ Manage Users
_ * Invoice templates
* R APl cry ntiak

+ Instant Paymant Noti
Language Encading
Create New Bution

+ Business information
* Close Account
» |dentification Preference

Financial information
» Bank accounts
» Credit cards
* PayPal-branded debiVATM cards
» Manage currency balances
* Redemption codes
* Ldonthly Account Statements
» Preapproved Payments
* Recurring ments hit 10

Hosted payment settings
* Website payment cerifficates
» Custom page styles
* VAT
+ Postal preferences
» Shipping calculator

AboutUs | Fees | Prvacy | ContactUs | Legal Agreements

s | Privacy | Security Center | Contact Us | User Agreeme:

n preferances

logged in as Jey751016@hotmail.com
S Engish +

LogOuwt | Help | Secunly Center

Products and Services

My Business Setup

Your guide to getting
paid. Start Now o+

Billing

» Manage monthly billing

Copyright © 1999-2013 PayPal All rights reserved

Information abo

ZyXEL - UAG Application Note

Notice that setting Website Payment Preferences with Turn on “Auto Return”, and Enter Return URL:

http://1.1.1.1, and also Turn on “Payment Data Transfer”.
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ZyXEL - UAG Application Note

LogOul | Help | SecuityCenter |

PayPal

My Account
-

5 Auction Tools Products and Services
Overview  Add Funds  Withdraw  History  Resolution Center  Reports  Profile

Website Payment Preferences Back to My Profile

Auto Return for Website Payments
Auto Return for Website Payments brings your buyers back to your website immediately after payment completion. Autc Return applies to
PayPal Website Payments, including Buy Now, Donations, Subscriptions, and Shopping Cart. Leam Mora
Auto Return # On
off

Return URL: Enter the URL that will be used to redirect your customers upon payment completion. This URL must meet the guidelines detailed bedow Leam
Mars

‘ Retum URL: | hiip:/t.1.1.1

Return URL Requirements: The following items are required in order to st up Auto Retum
« Perthe user agreement, you must provide verblage on the page displayed by the Retum URL that will help the buyer understand that
the payment has been made and that the transacticn has been completed.

o You must provide verbiage on the page displayed by the Return URL that explains that payment transaction details will be emailed to the
buyer

« Example: Thank you for your payment. Your transaction has been complated, and & recaipt for your purchase has been emalled to you
You may log into your account at www.sandbox paypal com/us to view Getalls of this transaction

Payment Data Transfer (optional)

Payment Data Transfer allows you o receive notification of successful payments as they are made. The use of Payment Data Transfer
depends on your system configuration end your Retum URL. Please note that in order to use Payment Data Transfer. you must turn on Auto
Retumn.

Payment Data Transfer: # On
off

Encrypted Website Payments

Using encryption enhances the security of website payments by decreasing the possibiity that a 3rd party could menipulate the data in your
button code. If you plan on only using encrypted buttons you can biock payments from non-encrypted ones.

rn me o Wi

Note: If you enable Encrypted Website Payments, all of your Buy Now, Donations, and Subscriptions buttons must be encrypted via one of
the following methods:

« Using the Button Factory with the security seftings enabled.

+ Using your own code, you encrypt all website payments befors sending them to PayPal.

By enabling this feature, any Buy Now, Donation. or Subscription button that is not encrypted will be rejected by PayPal.

Block Non-encrypted Website on
Payment  Off

PayPal Account Optional

When this featurs Is turned on, your customers will go through an optimized checkout experience. This featurs s avallable for Buy Now,
Donations, and Shopping Cart buttons, but not for Subscription buttans. Leam hore

PayPal Account Optional: & On
off

Contact Telephone Number

When you activate this option, your customers will be asked to include a Contact Telephone Number with their payment information. Learn
More

Note: Selecting On (Required Field) could have a negative effect on buyer conversion

Contact Telephone On (Cptional Field)
On (Required Fieid)
» Off (PayPal racommends this option)

Express Checkout Settings

With this satting you detarmina if you technically support the German funding methods glropay and bank transfer in your Express Chackout
Implementation

Support giropay and bank Yes
transfer payments: & No

b. Go to Payment receiving preferences to modify allow different currency to my account.
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Paypa’w Sandbox

Test Site

PayPa

- My Account Send Money Request Money Merchant Services
Overview  Add Funds  Withdraw History Resolution Center Reports
Profile

Business: HongSong Chen's Test Store(seller-a@gmail.com)
Secure Merchant ID: HLNVCVTQTLAK4

View and edit your account settings, and check the status of your products and services

Senices Status

PayPal Payments Pro Live

Virtual Terminal Live

Fraud Management Live

Recurring Payments Live

PayPal Express Checkout Live
Account information Security and risk settings

> Email * Payment receiving preferences

» Street address

» Phones and mobile payments Report settings

» Password * Manage Report subscriptions

B FTP 1 setfin

Tax ID number

Security key
Notification/information sharing
Language prefersnce

Selling preferences
» Auctions
* Customer service message

» Time zone

.M u * PayPal shops website registration
anage. Lsars + Invoice tsmplates

» Reguest AP credentials

Business information
Close Account
* Identification Preference

» Language Encoding

Financial information
» Bank accounts
» Credit cards
» PayPal-branded debit/ATM cards
» Manage currency balances
» Redemption codes
» Monthly Account Statements
* Preapproved Payments
» Recurring payments dashboard

Hosted payment settings
» Website payments preferences
* Website payment certificates
» Custom page styles
» VAT
» Postal preferences
» Shipping calculator

AboutUs | Fees | Privacy | ContactUs

@=

About SSI Cedificates

Fees | Privacy | Security Center | Contact Us | User Agreement

Copyright © 1999.2013 PayPal. Al ights reserved

o IC pass insu

Auction Tools

Leqgal Agreements

ZyXEL - UAG Application Note

logged in as jerry751016@hotmail.com.

LS English «

Products and Services

Profile

Help with this page

My Business Setup

Your guide to getting
paid. Start Now

Billing
R -

* Instant Payment Notification preferences

Site Feedback s]

Notice that to select “No, accept them and convert them to U.S. Dollars”.
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ut | Help | Security Center

PayPal

‘oducts and Services

My Account Send Money Request Money Merchant Services Auction Tools
-

Overview  Add Funds  Withdraw History  Resolution Center  Reports  Profile

Payment Receiving Preferences Back to My Profile

Block Payments for the items not scld on eBay from U.S. users who do not provide a confirmed address
Yes
@ No
Ask Me

Block payments sent to me in a currency | do not hold:
Yes
& No. accept them and convert them {o U.S. Dollars |
sk e

Block accidental payments:
You may prevent accidental payments by blocking duplicate invoice IDs
@ Yes, block multiple payments perinvoice ID
No, allow multiple payments perinvoice ID

Block payments from users who:
Have non-U.S. PayPal accounts
Initiate payments from the Pay Anyone subtab of the Send Money tab
(If checked, you may enter an Alternate Payment URL for your buyers.)
Alternate Payment URL: . 2]

(optional)
Block the following payments:

Pay with eCheck or German bank transfer for all website payments except eBay. NOTE: You may not block eCheck payments on eBay.
Payment by

Block payments from Student account users under 18 years old:
Yes
@ No, allow payments from all Student account users

Display "Add Instructions to Seller" text input field:
@ Yes
Ne

The Credit Card Statement Name is the name that will appear on your customers’ credit card statements.
The name can be 11 alpha-numeric characters in length, including spaces.

For some payments, the name can be extended to 19 alpha-numeric characters in length, including spaces. Learn More

Credit Card Statement Name: HONGSONGCHE (11 Character Maximum)

Extended Credit Card Statement Name: |4ONGSONGCHE (19 Character Maximum)

Save Cancel

Step 3: Login to PayPal and register the test account on developer web site, second create a Buyer
account in developer web site.
(1) Click Create Account button to create a “Buyer” account on developer web site.
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. BETA
PayPal" | Developer HongSong Chen  Log out

Documentation = Applications = Dashboard = Support

Applications Sandbox test accounts
My apps
Sandbox accounts Import your existing Sandbox test accounts using the email address and password you used previously with the Sandbox.

Tools Wake sure you import to the PayPal account that you want to use for development. You can import only once. Import data

|PN simulator Questions? Check outthe Testing Guide. Non-US developers should read our FAQ.

Total rec

Enter Sandbox site @

[[]  Email address Type Country Date created
F jerry751016-facilitator@hotmail.com BUSINESS US 03 Jun 2013
Delete 3 1

Copyright ® 1998 - 2013 PayPal. All rights reserved. | Privacy policy Leqgal agreements

(2) Enter the Buyer e-mail and password. And the account type should select as “Personal”, and
also you can setup this user has 1000 USD in this account.
PayPaI | Developer &

Applications Create test account

Create a personal or busine:

e t account, you can also create accounts on sandbox paypal com, and they'llappear here.

Sandbox accounts »
Account details

20w Country

s United States g

Account type

# Personal (0 3

Business
Email address

buyer-a@gmail.com Available

Password (

First name

Last name

Payment methods

PayPal balance

1000 00USD

Bank verified account
@ Yes o No

Select payment card
® Discover « PayPal

Credit card type

None -

Notes

Create Account

Copyright © 1999 - 2013 PayPal. Al nights

Prvacypolcy  Legalagreements
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