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How to Configure Site -to-site IPSec VPN with Amazon VPC

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN
between a ZyWALL/USG and an  Amazon VPC platform . The example instructs
how to configure the VPN tunnel between each site. When the VPN tunnel is

configured, each site can be accessed se curely.

Local Network
Network 192.168.1.0 :
Netmask 255.255.255.0:

Local Network
Network 172.18.0.0
i Netmask 255.255.0.0

VPN Tunnel VPN Tunnel e

ZyWALL USG Amazon VPC
WAN IP 61.230.249.133 Gateway IP 52.39.135.203
LAN IP 192.168.1.1

............................................

ZYyWALL/USG Siteto -site IPSec VPN with Amazon VPC

nNote:

All network IP addresses and subnet masks are used as examples in this article.

Please re place them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and  Amazon

VPC (June, 2016).
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SetUp the IPSec VPN Tunnel on the Amazon VPC

1 Signinto the Amazon AWS Management Console. Go to Networking > VPC .

Amazon AWS Management Console > Networking > VPC

i‘i AWS ~ Services

Quick Starts

Build a web app Launch a virtual machine - Back.uppyour files
Learn More Learn More
. Build a backend far your Host a static website c_,D/j Analyze big data
o mobile app Learn More DD Learn More

AWS Services

C‘%}f Networking

Direct Connect

Route 53

2 Inthe upper left -hand of the screen, click  Start VPC Wizard.

Amazon VPC Management Console > Networking > VPC > Start VPC Wizard
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ii AWS ~ Services v

VPC Dashboard Resources <&
4

Filter by VPC:
None ! CEL ARV Launch EC2 Instances
Virtual Private Cloud Note: Your Instances will launch in the US \West (Oregon) region.

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware VPN

Access, and then click Select.

Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN
Access

ﬁ AWS ~ Services v

Step 1: Select a VPC Configuration
;Pé: v:\th DR IR Your instances run in a private, isolated section of the AWS cloud with a Amazaon Virtual Private Cloud
ubne private subnet whose instances are not addressable from the Internet. Subnet
You can connect this private subnet to your corporate data center via an
VPC with Public and IPsec Virtual Private Network (VPN) tunnel
Private Subnets
Creates:
VPC with Public and A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
Private Subnets and between your Amazon VPC and your corporate network. (VPN charges
Hardware VPN Access apply.)
VPC with a Private p. \
Subnet Only and | 1
Hardware VPN Access i i
Corporate Data Center
4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block and Private

subnet . Click Next.
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VPC with a Private Subnet Only and Hardware VPN

ﬁ AWS ~ Services v

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* [ 172.18.0.0/16 | (65531 IP addresses available)
VPC name:
Private subnet* [ 172.18.0.0/24 ] (251 IP addresses available)

Availability Zone:®  No Preference v
Private subnet name: Private subnet

You can add more subnets after AWS creates the VPC.

Add endpoints for 53 to your subnets

Subnet:  None v

Enable DNS hostnames:* ® Yes ' No

Hardware tenancy:*  Default v

Cancel and Exit Back m

5 Configure your VP N, add your ZyWALL/USG public IP address into  Customer Gateway IP
Name your Customer Gateway name and VPN Connection name . Click Create VPC at the

bottom of the blade.

Configure your VPN
ii AWS v  Services v

Step 3: Configure your VPN

Specify the public IP Address of your VPN router (Customer Gateway)
Customer Gateway IP: |61.230.245.133 |

Customer Gateway name: | GW_to_ZyWALL/USG |

VPN Connection name: [CN to ZyWALL/USG ]

Note: VPN Connection rates apply.

Specify the routing for the VPN Connection (Help me choose)

Routing Type:* = Dynamic (requires BGP) v

Cancel and Exit Back Create VPC
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A7%
Creating VPN (This may take a few minutes)._.

i

6 Inthe VPC Dashboard, go to VPN Connections. Select Download Con figuration from the

upper bar. Select Vendor and Platform to be Generic. Click Yes, Download

VPC Dashboard > VPN Connections

Download Configuration

Please choose the configuration to download based on your type of customer gateway

Vonder
Piatom
Soware

Cancel Yes, Download
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7  Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and Gateway IP

address. Please makesureall t he settings match
Configuration txt. File
IPSec Tunnel #1
#1: Internet Key Exchange Configuration
Configure the IEE 54 as follows:
— Authentication Method : Pre-Shared Eey
— Pre-Shared Eey : 2EHrEASWT6&QFMEBaaPZT1bBmnoUaCLhW
- Authentication Algorithm : shal
— Encryption Algorithm : aes-128-chbc
- Lifetime : 28800 seconds
— Phase 1 Negotiation Mode : main
— Perfect Forward Secrecy : Diffie-Hellman Group 2
$2: IPSec Configuration
Configure the IPSec S5A as follows:
— Protocol 1 esp
— Authentication Algorithm : hmac-shal-96
— Encryption Algorithm : aes-128-cbc
- Lifetime : 3600 seconds
- Mode : tunnel
— Perfect Forward Secrecy : Diffie-Hellman Group 2
IPSec Dead Peer Detection (DPD) will be enabkled on the AWS Endpoint. We
recommend configuring DPD on your endpoint as follows:
— DFD Interval Ha ]
— DPFD Retries : 3
#3: Tunnel Interface Configuration
Cutside IP Addresses:
— Customer Gateway 1 61.230.249.133
— Virtual Private Gateway : 52.39.135.203

SetUp the IPSec VPN Tunnel on the ZyWALL/USG

your

ZyWALL/ USG6s

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to ¢ reate a VPN rule that can be used with the Amazon VPC. Click

Quick Setup > VPN Setup Wizard > Welcome

Next .
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- WPM Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed

: 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

D Express

@ Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select

the rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizaord Completed
1 3
2

Advanced Settings

IKE Verzion

@ IKEvI
O IKEv2

Scenadrio

Rule Mame: | VPM_to_VPC

|@ Site-to-site I

© Site-to-site with Dynamic Peer

© Remote Access [Server Role)

© Remote Access [Client Role)

Then, configure the SecureGateway | P as the peer Amazon VPC3s
address (in the example, 52.39.135.203); select My Address to be the interface

connected to the Internet.

Set the Negotiatio n, Encryption , Authentication , Key Group and SA Life Time

which Amazon VPC supports. Type a secure  Pre-Shared Key .

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1
Setting)
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VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
1 3
2

Advanced Settings

Phase 1 Setting

Secure Gateway: 52.39.135.203 [IP or FQIDM]

My Address (interface): gel ¥

Negotiation Mode: Main v

Encryptfion Algorithm: AES128 i

Authentication Algorithm:| |[SHAT ¥

Key Group: bH2 v

SA Life Time: 86400 {1580 - 3000000 seconds)

NAT Traversal

| Dead Peer Detection [DF’D]l

Avuthentication Method

(12345678
defoult

@ Pre-Shared Key

O Certificate

Continue to Phase 2 Settings to select the  Encapsulation , Encryption ,

Authentication , and SA Life Time settings which Amazon VPC supports.

Set Local Policy to be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy to be the IP address range of the network connected

to th e Amazon VPC. Click OK.

25/751



ZYXEL

www.zyxel.com

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

2 Setting)

VPN Setup Wizard

Advanced Seftings
Phasze 2 Sefting

Active Protocol:
Encapsulation:
Encryption Algorithm:
Authentication Algorithm:
54 Life Time:

FPerfect Forward Secrecy
(PFS):

Policy Setting
Local Policy {IP/Mask):
Remote Policy [IP/Mask]:

Property

Nailed-Up

Wizard Type * VPN Setfings * Wizard Completed

|

ESP
Tunnel
AES128
SHAT
36400

None

(180 - 3000000 seconds)

[192.168.1.0

A255.255.255.0

| 172.18.0.0

J'|255.255.D.0
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizard Type > VPN Selings > Wioord Completed

1

2
Advanced Settings
Summary
Rule Norme:

Secure Goteway:
Pre-Shared Key:

Local Policy [IP/hask):
Remote Policy (IP/Mask):
Phasze 1

Megotliation Mode:
Encryption Algorthm:

Authentication Algorithm:

Key Group:
Phase 2

Active Proftocol:
Encapsulation:

Encrypfion Algorithm:

Authentication Algorithrm:

3

VPN_to VPO
52.30.135.203

12345678

192.168.1.0/ 255.255.255.0
172.18.0.0/ 255.255.255.0

main
aes128
sha

DH2

esp
Tunimel
aes12s

sha

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear inthe VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

www.zyxel.com
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Setting: > Wizard Completed

1 2 3

Advanced Seffings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: VPN_to_VPC

Secure Geteway: 5239.135.203

My Address (interfcce): get

Pre-Shcred Key: 12345678

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click
Connect on the upper bar. The Status connecticon is litw hen the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

QArdd | 2

1 2 VPN_to_Azure  VPN_to_Azure [Pwd aVPMN_to_VPC_LOCALfWPN_to_VPC_REMOTE

Page |1 of 1 Show |50 || items Displaying 1-1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up
Time and the Inbound(Bytes)/Outbound(Bytes) traffic.
MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_VPC  192.148.1.0/24<>172.18.0.0/24 41.230.249.133  P:52.39.135.203:4500 28 76292 0[0 bytes) 0[0 bytes)

Page |1 of 1 Show |50 |»|iterms Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private

Subnet for verification. Ensure that both computers have Internet access.
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Ping from Local LAN to AWS VPC private Subnet for verific  ation:

C:“\Documents and Settings“ZyXEL>ping 172.18.8.15
Pinging 172.18.08.15 with 32 bytes of data:

Reply from 172.18.8.15
Reply from 172.18.0.15
Reply from 172.18.8.15
Reply from 172.18.8.15

bytes=32 time=27ms
bytes=32 time=32ms
hytes=32 time=26ms
hytes=32 time=27ms

Ping statistics for 172.18.8.15 =
Packets: Sent = 4, Received = 4, Lost = 8 (B« loss>.

Approximate round trip times in milli-seconds:
Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase

2 Settings are supported in the Amazon VPC IKE Phase 2 setup list.

MONITOR > Log
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