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Chapter 1 - VPN 

How to Configure Site -to-site IPSec VPN with Amazon VPC  

 

This example shows how to use the VPN Setup Wizard to create a site -to -site 

VPN between a ZyWALL/USG and an Amazon VPC platform . The example 

instructs how to configure the VPN tunnel between each site. When the VPN 

tunnel is configured, each site can be accessed securely.  

 

   ZyWALL/USG Site-to -site IPSec VPN with Amazon VPC  

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your act ual network IP addresses and subnet masks. 

This example was tested using USG110 (Firmware Version: ZLD 4.25) and Amazon 

VPC (June, 2016).  
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Set Up the IPSec VPN Tunnel on the Amazon VPC  

 

1 Sign into the Amazon AWS Management Console. Go to Networking > VPC .  

 

  Amazon AWS Management Console  > Networking > VPC  

 

 

2 In the upper left -hand of the screen, click Start VPC Wizard .  

 

 Amazon VPC Management Console  > Networking > VPC > Start VPC Wizard  

 

 

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware 

VPN Access, and then click Select.  
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 Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN 

Access  

 

 

 

4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block  and 

Private  subnet . Click Next . 

 VPC with a Private Subnet Only and Hardware VPN 
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5 Configure your VPN, add your ZyWALL/USG public IP address into Customer 

Gateway IP . Name your Customer Gateway name  and VPN Connection name . 

Click Create VPC  at the bottom of the blade.  

Configure your VPN

 

 

6 In the VPC Dashboard, go to VPN Connections. Select Download Configuration 

from the upper bar. Select Vendor and Platform to be Generic. Click Yes, 

Download . 
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 VPC Dashboard > VPN Connections  

 

 

7 Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and 

Gateway IP address. Please make sure all the settings match your ZyWALL/USGõs 

setting.  

 

 Configuration txt. File  
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG  

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the Amazon VPC. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome  
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Choose Advanced  to create a VPN rule with the customize phase 1, phase 2 

settings and authentication method. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type  

  

 

Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select 

the rule to be Site-to-site. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  

  

 

Then, configure the Secure Gateway  IP as the peer Amazon VPCõs Gateway IP 

address (in the example, 52.39.135.203); select My Address  to be the interface 

connected to the Internet.  
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Set the Negotiation , Encryption , Authentication , Key Group and  SA Life Time 

which Amazon VPC supports. Type a secure Pre-Shared Key . 

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1 

Setting)  

  

Continue to Phase 2 Settings to select the Encapsulation , Encryption , 

Authentication , and  SA Life Time settings which Amazon VPC supports.  

Set Local Policy  to be the IP add ress range of the network connected to the 

ZyWALL/USG and Remote Policy to be the IP address range of the network 

connected to the Amazon VPC. Click OK. 
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Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Phase 2 Setting)   
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Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Summary)  

  

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear 

in the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings 

appear in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the 

wizard.  
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Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  

   

Test the  IPSec VPN Tunnel  

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit w hen the interface is 

connected.  

 CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up 

Time and the Inbound(Bytes)/Outbound(Bytes)  traffic.  

 MONITOR > VPN Monitor > IPSec  
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To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private 

Subnet for verification. Ensure that both computers have Internet access.  

 Ping from Local LAN to AWS VPC private Subnet for verification:  

 

What Could  Go Wrong?  
 

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 

1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the 

Amazon VPC IKE Phase 1 setup list.  

 MONITOR > Log  

 

If you see that Phase 1 IKE SA process done but still get below [info] log 

message, please check ZyWALL/USG Phase 2 Settings. Make sure your 

ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2 

setup list.  

 MONITOR > Log  
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How to Configure Site -to-site IPSec VPN with Microsoft (MS) 

Azure  
 

This example shows how to use the VPN Setup Wizard to create a site -to -site VPN 

between a ZyWALL/USG and a Microsoft (MS) Azure platform . The example 

instructs how to configure the VPN tunn el between each site. When the VPN 

tunnel is configured, each site can be accessed securely.  

 

 

ZyWALL Site-to -site IPSec VPN with Microsoft (MS) Azure  

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Set Up the IPSec VPN Tunnel on the ZyWALL/USG  

Note:  

1. All network IP addresses and subnet masks are used as examples in this article. Please 

replace them with your actual network IP addresses and subnet masks. This example was 

tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).  
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































