ZYXEL S——

ATH USG FLEXYPN Series

ATP200/ ATPS00/ ATP800

USG FLEX 100/ USG FLEX00OW / USG FLEX 200 /
USG FLEX 500 / USG FLEX 700

VPN50 / VPN100 /VPN300 /VPN1000

USG20-VPN/ USG20W-VPN

Security Firewalls

Fimw are Version 5.10
Edition 1, 10/2021

LAN Port IP Ad dress https//192.168.1.1
User Name admin
Password 1234

copyright © 2018 ZyXELCommuni cations Corpo ration
1/849



ZYXEL

Table of Content

(@ g F=T o] (= g A N 7
How to Configure Site -to-site IPSec VPN with Amazon VPC .................... 7
How to Configure Site -to-site IPSec VPN with Microsoft (MS) Azure ...... 20
How to Configure GRE over IPSec VPN Tunnel .......ccccoiviiiiiiiiiiiiiiiieeeeee. 37
How to Configure Site -to-site IPSec VPN Where the Peer has a Static IP
o [0 | 5SS RSRPRPRR 50
How to Configure Site -to-site IPSec VPN Where the Peer has a Dynamic
[P AQAIESS ... 62
How to Configure IPSec Site to Site VPN while one Site is behind a NAT
(0101 (= PP PPPPPPTTPRPPPPR 74
How to Configure Hub -and -Spoke IPSeC VPN..........ccovvviiiiiiieeeeeeeeeeee 87
How to Use Dual -WAN to Perform Fail -Over on VPN Using the VPN
(0] [o7=] o1 7= 1o ] (APPSR 128
How to Configure IPSec VPN with ZyWALL IPSec VPN Client ............... 147
How to Configure Site -to-site IPSec VPN with FortiGate ....................... 159
How to Configure Site -to-site IPSec VPN with WatchGuard ................ 171
How to Configure Site -to-site IPSec VPN with CiSCO ........ccceeeeevvvirnnnnnn. 184
How to Configure Site -to-site IPSec VPN with a SonicWALL router ...... 198
How to Configure IPSec VPN Failove I ........ccovviiiiiiiiiiiiiiiiiiiicceeeeeeeeeeeee, 214
How to Configure L2TP over IPSec VPN while the ZyWALL/USG is behind

B NAT TOULBT ottt e et e e e e e eaa e ees 229
How to Configure L2TP VPN with Android 5.0 Mobile Devices  ............ 242
How to Configure L2TP VPN with iOS 8.4 Mobile Devices ...........c......... 254
How to Import ZyWALL/USG Certificate for L2TP over IPsec in Wi ndows
P PPPPPPP 265
How to Import ZyWALL/USG Certificate for L2TP over IPsec in iOS mobile
PRONE e 283
How to Configure 2 factor for VPN connection?  .....iiiiiie e 294



ZYXEL

How to Import ZyWALL/USG Certificate for L2TP over IPsec in Android

MODIIE PRONE e 310
How to Configure the L2TP VPN with Apple MAC OS X 10.11 Operating

) 2] (=] 1 PP PRPPR 323
How to configure if | want user can only see SSL VPN Login button in

web portal [0gin PAgE .o 335
How to Deploy SSL VPN with Apple Mac OS X 10.10 Operating System
.................................................................................................................... 342
How To Configure SSL VPN for Remote Access Mobile Devices  ......... 355
How to Configure an SSLVPN Tunnel (with SecuExtender version 4.0.0.1)
on the Windows 10 Operating System  ......cccooiiiiiiiiiiiiee e 362
How to redirect multiple LAN interface traffic to the VPN tunnel ... 368
How to Create VTI and Configure VPN Failover with VTI  ..................... 381
Remote access VPN Wizard .........ooooviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee 397
Remote access VPN Wizard -IKEV2 Client..........coovvviiiiiiiiiiiiiiiiiiiieiiieeeee, 405
VPN Configuration Provisioning with Upload Bandwidth Limit  ............. 418
Chapter 2 - SECUNLY SEIVICE ......uvuiiiiieieeeiiie et 424
How to block HTTPS websites by Domain Filter without applying SSL
10Ty o= ox 1o o [P SPPPP 424
How to Configure Content Filter 2.0 with Geo IP Blocking — ................... 431
How to Configure Content Filter 2.0 with HTTPs Domain Filter .............. 435
How to block the client accessing to certain country using Geo IP and

(©0] 011 0|0 |1 (] TP P TP PP 441
How To Schedule YOUTUDE ACCESS  ...ooeviiiiiiiiiiiiiiiiiiiiiiiee e 448
How to Detect and Prevent TCP Port Scanning with ADP  ................... 458
How to Block Facebook ..o 464
How to Exempt Specific Users from a Blocked Website — ....................... 474
How to Control Access To Google Drive  ....ooovvveeiii e 482



ZYXEL

How to Block HTTPS Websites Using Content Filtering and SSL Inspection

.................................................................................................................... 490
How to Block the Spotify Music Streaming Service — ......ccccoeevveeevvveiinnnnnn. 501
How does Anti -Malware WOrK ..........iiiieiiiiiiiiiee e 505

How to Configure an Email Security Policy with Mail Sc ~ an and DNSBL 509

How to Configure Botnet  Filter on ATP SeriesS?.......covvvvviviiiieeeeieeeiieeenns 514
How to Use Sandboxing to Detect Unknown Malware — ............cccoeeee. 520
How to configure Email Security for Phishing mail?  ...........ccoooooiiiiinnnnnn. 527
How to Use IP Reputation to Detect Threats  ...........ccccvvvviiiiiiieeiieecceennns 531
How to Configure Reputation Filter - DNS Filter..........ccccooiiviiiiiiiinnnne. 537
How to customize external block list in Reputation Filter — ...........cc....e 541
How to Configure DNS Content Filter (On  -Premises) ..............uvvvvveeennnee 547
How to Configure DNS Content Filter (On  -Cloud) .......ccccoeeiieeiiiiiiinnnnnn. 552
How to configure Collaborative Detection & Response to identify and
guarantine compromised devices from your network ... 556
Chapter 3 - Authentication ..........cccooieiiiiiiiii e 565
How to Activate Hotspot Free Time Service  .......ooovvvviiviviiiiiiiiiiiiieeeeeeee. 565
How to setup Two -Factor Authentication for admin login -~ ... 571
How to setup Email t0 SMS .. ..o 578
How to Use Two Factor with Google Authenticator for Admin Access?
.................................................................................................................... 584
Chapter 4 - Device HA .. ..o 593
How to Configure Device HAPIO .o 593
How to Configure Schedule Reboot in Device HA ..o, 602
CRAPLEI 5 = IPVB ...ttt eeneennnee 605
How to set up 6to4 on the WAN and autoconf on the LAN ... 605
How to set up 6to4 on the WAN and DHCPv6 on the LAN  .................. 610

4/849



ZYXEL

How to set up Static IPv6 on WAN and auto  -configuration on the LAN

.................................................................................................................... 615
How to set up Static IPv6 on WAN and DHCPv 6 on the LAN ............... 620
How to Set Up DHCPvV6 without prefix delegation on the WAN and

autocoNnf ON the LAN et 625
How to Set Up DHCPvV6 with prefix delegation on the WAN and DHCPv6

(0] 1 1= N 0 630
How to Set Up Autoconf on the WAN and DHCPv6 on the LAN ... 636
How to Set Up 6rd on the WAN and autoconf on the LAN  .................. 641
How to Set Up IPv6 over PPPOE onthe WAN ..., 647
Chapter 6 - WIFEIESS .....uiiieeeeieeie e 652
How to Set Up a WiFi Network with ZyXEL APS .......ccovvviiiiiiiiiiiiiiiiiiieeeeee, 652
How to Set Up Guest WiFi Network ACCOUNtS  .....oovvviviiiiiiiiiiiiiiiiiiiieeeeee 657
How to create a Wi -Fi VLAN interfaces to separate staff network and

GUESTE NELWOIK ... e e e e 666
How to Set Up WiFi Networks with Microsoft Active Directory

AULNENLICAtION .o 681

How to Configure Secure Wi -Fi to Secure the Wireless Environment? 689

Chapter 7 - MaintENaN CE ........cvvvuiiiiieieeeece e 694
How to Manage ZyWALL/USG Configuration Files  ...........cccccevvviiviinnnnns 694
How to Manage ZyWALL/USG Firmware ..........cceevvvviveiriveiiiiiieeeeeeeeeeeeene. 700
How to Automatically Reboot the ZyWALL/USG by Schedule — ............ 706
How to continuously run a ZySH SCHPt  ....coooiiiiiiiie e, 711
How to Update Firmware Automatically from a USB Storage  ............. 715
Chapter 8 - Others ........o i 722
How to Get Started Using the WizardS .........coovvviiiiiiiiiiiiiiiiieiiieeeeeeeeeeeee, 722
How to Restrict Web Portal access from the Internet  ............oooinnne. 737
How to Setup and Configure Daily Report — .....cccooiiiiiiiici e 741



ZYXEL

How to Setup and Configure Email LOgS  ...oovvviiiiiii e 747
How to Setup and send logs to a Syslog Server — ......ccccviiiieeeeeeeeeiiiinns 751
How to Setup and send logs to the USB storage  ........ooevvviiiiieeeieeeeiinnnns 757
How to Perform and Use the Packet Capture Feature on the

ZYWALLIUSG. ...ttt et e e e e e 761
How to Exempt Specific Users from Security Control .............cccevvvvnnnnnn. 766

How to Configure Bandwidth Management for FTP and HTTP Traffic 773
How to Limit BitTorrent or Other Peer -to-Peer Traffic .........ccccceevvvvinnnnnnn. 780

How to Configure a Trunk for WAN Load Balancing with a Static or

DyNamicC IP AAAIESS ...covvviiiii e e e e e e eanaae 786
How to Configure DNS Inbound Load  Balancing to balance DNS

Queries AMONG INTEIMACES  .....uiiieeee i 791
How to Manage Voice TraffiC  .....oooiiiiiiiiiiiiiiiiiiiieiieee e 796
How to Configure the 3G/LTE Interface on the ZyWALL/USG as a WAN
BaACKUD it 803
How to Configure Two Different WAN Interfaces with Different IP

Addresses inthe Same VLAN ...ttt 808
How to Let a Server Use the Same Public IP Address as the WAN

Interface Using the Bridge Interface ..o 813
How to Allow Public Accesst o0 a Server Behind ZyWALL/USG ............. 816
How to Configure DHCP Option 60 & Vendor Class Identifier .............. 820
How to set up Link Aggregation Group (LAG)  .iiiiiiiiiiiiiiiiiiiiiieeieiieee 824
How to configure Device INSIGNt  ...oooiiiiiiiiiiiiiieei e 832
Chapter 9 - Nebula Mode ... 835
How to Deploy with Nebula Native Mode for Gateway obtained

ZTP CertifilCAB? ..o 835
Change Site and Organization without Doing ZTP ..o, 847

6/849



ZYXEL

Chapter 1 - VPN
How to Configure Site -to-site IPSec VPN with Amazon VPC

This example shows how to use the VPN Setup Wizard to create a site -to -site
VPN between a ZyWALL/USG and an  Amazon VPC platform . The example
instructs how to configure the VPN tunnel between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network  Local Network
Network 192.168.1.0 i  Network 172.18.0.0

Netmask 255.255.255.0 ; | Netmask 255.255.0.0

VPN Tunnel VPN Tunnel e

ZyWALL USG Amazon VPC
WAN IP 61.230.249.133 Gateway IP 52.39.135.203
LAN IP 192.168.1.1

............................................

ZyWALL/USG Siteto -site IPSec VPN with Amazon VPC

nNote:

All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your act  ual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and Amazon

VPC (June, 2016).
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Set Up the IPSec VPN Tunnel on the Amazon VPC

1 Sign into the Amazon AWS Management Console. Go to Networking > VPC .

Amazon AWS Management Console > Networking > VPC

i‘i AWS ~ Services

Quick Starts

Build a web app Launch a virtual machine - Back up your files
Learn More Learn More
I Build a backend far your Host a static website c_,D/j Analyze big data
o mobile app Learn More DDD Learn More

AWS Services

C%?f Networking

VPC Direct Connect

Route 53

2 Inthe upper left -hand of the screen, click  Start VPC Wizard.

Amazon VPC Management Console > Networking > VPC > Start VPC Wizard
ﬁ AWS ~ Services v

VPC Dashboard Resources <
4

Filter by VPC:
None " Start VPC Wizard Launch EC2 Instances
Virtual Private Cloud Maote: Your Instances will launch in the US West (Cregon) region.

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware

VPN Access, and then click Select.
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Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN
Access

ﬁ AWS ~  Services v
Step 1: Select a VPC Configuration

\;PE wt'\th D& B FILTE Your instances run in a private, isolated section of the AWS cloud with a Amazon Virtual Private Cloud
ubnet

private subnet whose instances are not addressable from the Internet Subnet
You can connect this private subnet to your corporate data center via an

VPC with Public and IPsec Virtual Private Network (VPN) tunnel

Private Subnets

Creates:
VPC with Public and
Private Subnets and

A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
between your Amazon VPC and your corporate network. (VPN charges

Hardware VPN Access apply.)

VPC with a Private P \

Subnet Only and | |

Hardware VPN Access | |
Corporate Data Center

4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block and

Private subnet . Click Next.

VPC with a Private Subnet Only and Hardware VPN

AWS ~ Services v

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* [172.18.0.0/16 | (55531 IP addresses available)
VPC name:
Private subnet* | 172.18.0.0/24 | (251 IP addresses available)

Availability Zone:* = No Preference v
Private subnet name: Private subnet
You can add more subnets after AWS creates the VPC

Add endpoints for 33 to your subnets

Subnet:  None v

Enable DNS hostnames:” ® Yes ' No

Hardware tenancy:* = Default v

Cancel and Exit Back m
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5 Configure your VPN, add your ZyWALL/USG public IP address into Customer
Gateway IP . Name your Customer Gateway name and VPN Connection name

Click Create VPC at the bottom of the blade.

Configure your VPN

AWS ~ Services ~

Step 3: Configure your VPN

Specify the public [P Address of your VPN router (Customer Gateway)
Customer Gateway IP:* [51.230.249.133 |

Customer Gateway name: | GW_to_ZyWALL/USG |

VPN Connection name: [CN to ZyWALL/USG ]

Note: VPN Connection rates apply.
Specify the routing for the VPN Connection (Help me choose)

Routing Type:™ = Dynamic (requires BGP) ¥

Canceland Exit | Back |G

A7%
Creating VPN (This may take a few minutes)...

i

6 Inthe VPC Dashboard, go to VPN Connections. Select Download Configuration
from the upper bar. Select Vendor and Platform to be Generic. Click Yes,

Download .
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VPC Dashboard > VPN Connections

Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Vendor
Piatorm
Softmaro

Cancel Yes, Download

7  Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and
Gateway | P address. Please make sure all the setti

setting.

Configuration txt. File
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IPSec Tunnel #1

#1: Internet Key Exchange Configuration
Configure the IEE 54 as follows:

— Authentication Method : Pre-Shared Eey

— Pre-Shared Eey : 2EHrEASWT6&QFMEBaaPZT1bBmnoUaCLhW
— Authentication Rlgorithm : shal

— Encryption Algorithm : aes-128-chkbc

- Lifetime : 28800 seconds

— Phase 1 Negotiation Mode : main
— Perfect Forward Secrecy : Diffie-Hellman Group 2

$2: IPSec Configuration
Configure the IPSec S5A as follows:

— Protocol 1 esp

— Authentication Algorithm : hmac-shal-96

— Encryption Algorithm : aes-128-chkbc

- Lifetime : 3600 seconds

- Mode : tunnel

— Perfect Forward Secrecy : Diffie-Hellman Group 2

recommend configuring DPD on your endpoint as follows:
— DFD Interval Ha ]
— DPFD Retries : 3

#3: Tunnel Interface Configuration

Cutside IF Addresses:
— Customer Gateway 1 61.230.249.133
— Virtual Private Gateway : 52.39.135.203

IPSec Dead Peer Detection (DPD) will be enabkled on the AWS Endpoint.

We

Set Up the IPSec VPN Tunnel on the ZyWALL/USG

www.zyxel.com

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the Amazon VPC. Click

Quick Setup > VPN Setup Wizard > Welcome

Next.

VPN Setup Wizard

Wizard Type * VPHM Settings * Wizard Completed
1 2 3

Welcome

® PN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPM Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed
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Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 |
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

© Express

@ Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select

the rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type > VPN Setfings > Wizard Completed
1 3
2

Advanced Settings

IKE Version

IKEv1
O IKEv2

Scenario

Rule Name: | VPN_to_VPC

| Site-to-site |

@ Site-to-site with Dynamic Peer

© Remote Access [Servaer Rolg)

O remote Access (Client Role)

Then, configure the SecureGateway | P as the peer Amazon VPC3s

address (in the example, 52.39.135.203); select My Address to be the interface

connected to the Internet.

13/849
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Set the Negotiation , Encryption , Authentication , Key Group and SA Life Time

which Amazon VPC supports. Type a secure  Pre-Shared Key .

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1

Setting)
VPN Setup Wizard
Wizard Type * VPN Settings *» Wizard Completed
1 2 3
Advanced Settings
Phaze 1 Setting
Secure Goteway: 52,39.135.203 [IP or FQDM]
My Address (inferface): gel A
Negotiation Mode: Main v
Encryptfion Algorithm: AES128 7
Authentication Algorithm:| [SHAT w7
Key Group: DH2 ¥
SA Life Time: 86400 (180 - 2000000 seconds)
| Dead Peer Daetection [DF’D]l
Authentication Method
® Pre-ShareciKey | 12345678
@ Certificate default v

Continue to Phase 2 Settings to selectthe  Encapsulation , Encryption ,
Authentication , and SA Life Time settings which Amazon VPC supports.

Set Local Policy to be the IP add ress range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the Amazon VPC. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Phase 2 Setting)

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 P, 3

Advanced Seftings
Phasze 2 Sefting

Active Protocol: ESP v

Encapsulation: Tunnel ¥

Encrypfion Algorithm: AES128 ¥

Authentication Algorithm: SHAIT i

SA Life Time: 86400 [180 - 3000000 seconds)
Perfect Forward Secrecy None -

(FFS):

Policy Setting

Local Policy (IP/Mask): [192.168.1.0 |  4255.255.255.0 |
Remote Palicy (IP/Mask): | 172.18.0.0 | .f|255.255.0.0 |
Property

Nailed-Up
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizard Type > VPN Setlings > Wiard Completed

1 2 5
Advanced Seltings
Summary
Fule Mome: VPN_to_VPC
Secure Gateway: 52 38135203

Pre-Shored Key:
Local Policy (IP/Mask):
Remote Policy (IP/Mask):

Phasze 1

12345678
192.168.1.0 4 255.255.255.0
172.18.0.0/ 255.255.255.0

MNegotiation Mode: main
Encryption Algorthm: aesl2s
Authenficafion Algorithrn: sha
Key Group: DH2
Phaze 2
Active Protocol: BED
Encapsulation: tunnel
aes128

Encrypfion Algorithm:

Authentication Algorithrm:

sha

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear inthe VPN >[PSec VPN > VPN Connection screen. Click Close to exit the

wizard.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Setings > Wizard Completed
2

1 2 s

Advanced Seftings
Congratulations. The VPN Access wizard is completed
Summory

Rule Name: VPN_to_VPC

Secure Goteway: 5239.135.203

My Address (interfcce): get

Pre-Shared Key: 12345878

Test the IPSec VPN Tunnel
Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click

Connect on the upper bar. The Status connecticon is litw hen the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

© Add B Edit B Remove @ Activate @ Inactivate @ Connect @ Disconnect Mg Object References
1 2 VPN_to_Azure  VPN_to_Azure IPvd aVPN_to VPC_LOCALfWVPN to VPC_REMOTE
Page El of 1 Show items Displaying 1-1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up
Time and the Inbound(Bytes)/Outbound(Bytes) traffic.
MONITOR > VPN Monitor > IPSec

A Disconnect @ Connection Check
it
# Nameas Policy My Address Secure Gateway Up Time Timeout Inbound(B... Outbound..,|
1 WIZ_VPN_VPC  192.168.1.0/24<>172.18.0.0/24 61.230.24%.133  P:52.39.135.203:4500 28 76292 0(0 bytes) 0(0 bytes)
Page EI of 1 Show items Displaying 1-1 of 1
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To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private

Subnet for verification. Ensure that both computers have Internet access.

Ping from Local LAN to AWS VPC private Subnet for verification:
C:\Documents and Settings“ZyXEL>ping 172.18.8.15
Pinging 172.18.6.15 with 32 hytes of data:
Reply from 172.18.0.15 bytes=32 time=2Y7ms
Reply from 172.18.0.15 bytes=32 time=32ms

Reply from 172.18.8.15 hytes=32 time=26ms
Reply from 172.18.8.15 bhytes=32 time=27ms

Ping statistics for 172.18.08.15

Packets: Sent = 4, Received = 4, Lost = 8 {(Bx loss
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms,. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

-

Friarity Category | Message Mote

info IKE Recv [NOTIFY: INYALID_COOKIE] IKE_LOG
info IKE Send:(IDHASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Friority  Category | Message Mote
error IFSec SPI:0=0 (0) SECQ 0x0 (0) Mo rule found, Dropping TCP packet IFSec
error IPSec SPI: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friority  Category | Message Mote

info IKE Recv: [HASHINCOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but  still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2
setup list.

MONITOR > Log
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123 2017-09-11 10:1... _info KE Recv:[HASH|[SA] [NONCE][ID][ID] KE_LOG
127 2017-09-11 10:1... info KE Phase 1 IKE SA process done KE_LOG
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How to Configure Site -to-site IPSec VPN with Microsoft (MS)
Azure

This example shows how to use the VPN Setup Wizard to create a site -to -site VPN
between a ZyWALL/USG and a  Microsoft (MS) Azure platform . The example
instructs how to configure the VPN tunn el between each site. When the VPN

tunnel is configured, each site can be accessed securely.

ZyWALL Siteto-site IPSec VPN with Microsoft (MS) Azure

nNote:

1. All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example was
tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).

Set Up the IPSec VPN Tunnel on the ZyWALL/USG
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