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Chapter 1 - VPN
How to Configure Site -to-site IPSec VPN with Amazon VPC

This example shows how to use the VPN Setup Wizard to create a site -to -site
VPN between a ZyWALL/USG and an  Amazon VPC platform . The example
instructs how to configure the VPN tunnel between each site. When the VPN

tunnel is configured, each site can be ac cessed securely.

Local Network  Local Network
Network 192.168.1.0 i  Network 172.18.0.0

Netmask 255.255.255.0 ; | Netmask 255.255.0.0

VPN Tunnel VPN Tunnel e

ZyWALL USG Amazon VPC
WAN IP 61.230.249.133 Gateway IP 52.39.135.203
LAN IP 192.168.1.1

............................................

ZyWALL/USG Siteto -site IPSec VPN with Amazon VPC

nNote:

All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and Amazon

VPC (June, 2016).
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Set Up the IPSec VPN Tunnel on the Amazon VPC

1 Sign into the Amazon AWS Management Console. Go to Networking > VPC .

Amazon AWS Management Console > Networking > VPC

i‘i AWS ~ Services

Quick Starts

Build a web app Launch a virtual machine - Back up your files
Learn More Learn More
I Build a backend far your Host a static website c_,D/j Analyze big data
o mobile app Learn More DDD Learn More

AWS Services

C%?f Networking

VPC Direct Connect

Route 53

2 Inthe upper left -hand of the screen, click  Start VPC Wizard.

Amazon VPC Management Console > Networking > VPC > Start VPC Wizard
ﬁ AWS ~ Services v

VPC Dashboard Resources <
4

Filter by VPC:
None " Start VPC Wizard Launch EC2 Instances
Virtual Private Cloud Maote: Your Instances will launch in the US West (Cregon) region.

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware

VPN Access, and then click Select.
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Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN
Access

ﬁ AWS ~  Services v
Step 1: Select a VPC Configuration

\;PE wt'\th D& B FILTE Your instances run in a private, isolated section of the AWS cloud with a Amazon Virtual Private Cloud
ubnet

private subnet whose instances are not addressable from the Internet Subnet
You can connect this private subnet to your corporate data center via an

VPC with Public and IPsec Virtual Private Network (VPN) tunnel

Private Subnets

Creates:
VPC with Public and
Private Subnets and

A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
between your Amazon VPC and your corporate network. (VPN charges

Hardware VPN Access apply.)

VPC with a Private P \

Subnet Only and | |

Hardware VPN Access | |
Corporate Data Center

4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block and

Private subnet . Click Next.

VPC with a Private Subnet Only and Hardware VPN

AWS ~ Services v

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* [172.18.0.0/16 | (55531 IP addresses available)
VPC name:
Private subnet* | 172.18.0.0/24 | (251 IP addresses available)

Availability Zone:* = No Preference v
Private subnet name: Private subnet
You can add more subnets after AWS creates the VPC

Add endpoints for 33 to your subnets

Subnet:  None v

Enable DNS hostnames:” ® Yes ' No

Hardware tenancy:* = Default v

Cancel and Exit Back m
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5 Configure your VPN, add your ZyWALL/USG public IP address into Customer
Gateway IP . Name your Customer Gateway name and VPN Connection name

Click Create VPC at the bottom of the blade.

Configure your VPN

AWS ~ Services ~

Step 3: Configure your VPN

Specify the public [P Address of your VPN router (Customer Gateway)
Customer Gateway IP:* [51.230.249.133 |

Customer Gateway name: | GW_to_ZyWALL/USG |

VPN Connection name: [CN to ZyWALL/USG ]

Note: VPN Connection rates apply.
Specify the routing for the VPN Connection (Help me choose)

Routing Type:™ = Dynamic (requires BGP) ¥

Canceland Exit | Back |G

A7%
Creating VPN (This may take a few minutes)...

i

6 Inthe VPC Dashboard, go to VPN  Connections. Select Download Configuration
from the upper bar. Select Vendor and Platform to be Generic. Click Yes,

Download .
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VPC Dashboard > VPN Connections

Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Vendor
Piatorm
Softmaro

Cancel Yes, Download

7  Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and
Gateway | P address. Please make sure all the settings

setting.

Configuration txt. File
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IPSec Tunnel #1

#1: Internet Key Exchange Configuration
Configure the IEE 54 as follows:

— Authentication Method : Pre-Shared Eey

— Pre-Shared Eey : 2EHrEASWT6&QFMEBaaPZT1bBmnoUaCLhW
— Authentication Rlgorithm : shal

— Encryption Algorithm : aes-128-chkbc

- Lifetime : 28800 seconds

— Phase 1 Negotiation Mode : main
— Perfect Forward Secrecy : Diffie-Hellman Group 2

$2: IPSec Configuration
Configure the IPSec S5A as follows:

— Protocol 1 esp

— Authentication Algorithm : hmac-shal-96

— Encryption Algorithm : aes-128-chkbc

- Lifetime : 3600 seconds

- Mode : tunnel

— Perfect Forward Secrecy : Diffie-Hellman Group 2

recommend configuring DPD on your endpoint as follows:
— DFD Interval Ha ]
— DPFD Retries : 3

#3: Tunnel Interface Configuration

Cutside IF Addresses:
— Customer Gateway 1 61.230.249.133
— Virtual Private Gateway : 52.39.135.203

IPSec Dead Peer Detection (DPD) will be enabkled on the AWS Endpoint.

We

Set Up the IPSec VPN Tunnel on the ZyWALL/USG

www.zyxel.com

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the Amazon VPC. Click

Quick Setup > VPN Setup Wizard > Welcome

Next.

VPN Setup Wizard

Wizard Type * VPHM Settings * Wizard Completed
1 2 3

Welcome

® PN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPM Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed
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Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 |
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

© Express

@ Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select

the rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type > VPN Setfings > Wizard Completed
1 3
2

Advanced Settings

IKE Version

IKEv1
O IKEv2

Scenario

Rule Name: | VPN_to_VPC

| Site-to-site |

@ Site-to-site with Dynamic Peer

© Remote Access [Servaer Rolg)

O remote Access (Client Role)

Then, configure the SecureGateway | P as the peer Amazon VPC3s

address (in the example, 52.39.135.203); select My Address to be the interface

connected to the Internet.

13/865
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Set the Negotiation , Encryption , Authentication , Key Group and SA Life Time

which Amazon VPC supports. Type a secure  Pre-Shared Key .

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1

Setting)
VPN Setup Wizard
Wizard Type * VPN Settings *» Wizard Completed
1 2 3
Advanced Settings
Phaze 1 Setting
Secure Goteway: 52,39.135.203 [IP or FQDM]
My Address (inferface): gel A
Negotiation Mode: Main v
Encryptfion Algorithm: AES128 7
Authentication Algorithm:| [SHAT w7
Key Group: DH2 ¥
SA Life Time: 86400 (180 - 2000000 seconds)
| Dead Peer Daetection [DF’D]l
Authentication Method
® Pre-ShareciKey | 12345678
@ Certificate default v

Continue to Phase 2 Settings to selectthe  Encapsulation , Encryption ,
Authentication , and SA Life Time settings which Amazon VPC supports.

Set Local Policy to be the IP add ress range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the Amazon VPC. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Phase 2 Setting)

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 P, 3

Advanced Seftings
Phasze 2 Sefting

Active Protocol: ESP v

Encapsulation: Tunnel ¥

Encrypfion Algorithm: AES128 ¥

Authentication Algorithm: SHAIT i

SA Life Time: 86400 [180 - 3000000 seconds)
Perfect Forward Secrecy None -

(FFS):

Policy Setting

Local Policy (IP/Mask): [192.168.1.0 |  4255.255.255.0 |
Remote Palicy (IP/Mask): | 172.18.0.0 | .f|255.255.0.0 |
Property

Nailed-Up
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizard Type > VPN Setlings > Wiard Completed

1 2 5
Advanced Seltings
Summary
Fule Mome: VPN_to_VPC
Secure Gateway: 52 38135203

Pre-Shored Key:
Local Policy (IP/Mask):
Remote Policy (IP/Mask):

Phasze 1

12345678
192.168.1.0 4 255.255.255.0
172.18.0.0/ 255.255.255.0

MNegotiation Mode: main
Encryption Algorthm: aesl2s
Authenficafion Algorithrn: sha
Key Group: DH2
Phaze 2
Active Protocol: BED
Encapsulation: tunnel
aes128

Encrypfion Algorithm:

Authentication Algorithrm:

sha

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear inthe VPN >[PSec VPN > VPN Connection screen. Click Close to exit the

wizard.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Setings > Wizard Completed
2

1 2 s

Advanced Seftings
Congratulations. The VPN Access wizard is completed
Summory

Rule Name: VPN_to_VPC

Secure Goteway: 5239.135.203

My Address (interfcce): get

Pre-Shared Key: 12345878

Test the IPSec VPN Tunnel
Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click

Connect on the upper bar. The Status connecticon is litw hen the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

© Add B Edit B Remove @ Activate @ Inactivate @ Connect @ Disconnect Mg Object References
1 2 VPN_to_Azure  VPN_to_Azure IPvd aVPN_to VPC_LOCALfWVPN to VPC_REMOTE
Page El of 1 Show items Displaying 1-1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up
Time and the Inbound(Bytes)/Outbound(Bytes) traffic.
MONITOR > VPN Monitor > IPSec

A Disconnect @ Connection Check
it
# Nameas Policy My Address Secure Gateway Up Time Timeout Inbound(B... Outbound..,|
1 WIZ_VPN_VPC  192.168.1.0/24<>172.18.0.0/24 61.230.24%.133  P:52.39.135.203:4500 28 76292 0(0 bytes) 0(0 bytes)
Page EI of 1 Show items Displaying 1-1 of 1
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To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private

Subnet for verification. Ensure that both computers have Internet access.

Ping from Local LAN to AWS VPC private Subnet for verification:
C:\Documents and Settings“ZyXEL>ping 172.18.8.15
Pinging 172.18.6.15 with 32 hytes of data:
Reply from 172.18.0.15 bytes=32 time=2Y7ms
Reply from 172.18.0.15 bytes=32 time=32ms

Reply from 172.18.8.15 hytes=32 time=26ms
Reply from 172.18.8.15 bhytes=32 time=27ms

Ping statistics for 172.18.08.15

Packets: Sent = 4, Received = 4, Lost = 8 {(Bx loss
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms,. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

-

Friarity Category | Message Mote

info IKE Recv [NOTIFY: INYALID_COOKIE] IKE_LOG
info IKE Send:(IDHASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Friority  Category | Message Mote
error IFSec SPI:0=0 (0) SECQ 0x0 (0) Mo rule found, Dropping TCP packet IFSec
error IPSec SPI: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friority  Category | Message Mote

info IKE Recv: [HASHINCOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but  still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2
setup list.

MONITOR > Log
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123 2017-09-11 10:1... _info KE Recv:[HASH|[SA] [NONCE][ID][ID] KE_LOG
127 2017-09-11 10:1... info KE Phase 1 IKE SA process done KE_LOG
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How to Configure Site -to-site IPSec VPN with Microsoft (MS)
Azure

This example shows how to use the VPN Setup Wizard to create a site -to -site VPN
between a ZyWALL/USG and a  Microsoft (MS) Azure platform . The example
instructs how to configure the VPN tunn el between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network ; Local Network
Network 192.77.1.0 ! i Network 10.1.0.0
Netmask 255.255.255.0 : Netmask 255.255.0.0
e — ) a
il > i = A
VPN Tunnel VPN Tunnel S
ZyWALL USG MS Azure
WAN IP 59.124.163.151 Gateway IP 13.75.42.148
LAN 1P 192.77.1.1

ZyWALL Siteto-site IPSec VPN with Microsoft (MS) Azure

O Note:
1. All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example was

tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).

Set Up the IPSec VPN Tunnel on the ZyWALL/USG
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the MS Azure. Click

Quick Setup > VPN Setup Wizard > Welcome

Next.

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Setfings
- Wizard Type
- VPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
- VPM Settings
- Wizard Completed

D VPN Settings for L2TP VPN Settings

- VPM Settings
- General Settings
- Wizard Completed

Choose Advanced

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

to create a VPN rule with the customize phase 1, phase 2

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express

Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1 -31 alphanumeric characters. This value is case

rule to be Site-to-site. Click Next.

-sensitive. Select the

Quick Set up > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

21/865



ZYXEL

www.zyxel.com

VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Advanced Seftings

IKE Version

@ |KEw]
O IKBEv2

Scenario

Rule Name: | VPN_to_Azure

|© Site-to-site |
O Site-to-site with Dynamic Peer

© Remote Access [Server Rolg)

© Remote Access (Client Role)

Then, configure the Secure Gateway

address (in the example, 13.75.42.148); select

connected to the Internet.

MS Azur eds

My Address to be the interface

Set the Negotiation , Encryption , Authentication , Key Group and SA Life Time which

MS Azure supports. Please make sure you disable

which is not supported in the MS Azure IKEv1 Policy

Shared Key .

Dead Peer Detection (DPD)

-based. Type a secure Pre-

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

1 Setting)

22/865
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VPN Setup Wizard
Wizard Tyee * VPN Seftings * Wezard Completed
1 2 3
Advanced Settings
Phase 1 Sefting
Secure Gateway: 13.75.42.148 (IP or FQDN)
My Address (interface): gel A
Negotiation Mode: Main ¥
Encrypticn Algorithm: AES256 v
Authentication Algorithm: || SHAT v
Key Group: DH2 v
SA Life Time: 36400 (180 - 3000000 seconds)
[l Dead Peer Detection [DPD)
Authentication Method
@ Pre-Shared Key | 12345678
© Certificate default v

nNote: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway
connections.

Continue to Phase 2 Settings to selectthe  Encapsulation , Encryption ,

Authenticat ion, and SA Life Time settings which MS Azure supports.
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Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the MS Azure. Click OK.

Quick Setup >V PN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase
2 Setting)

VPN Setup Wizard

Wizard Type * VPN 3Seffings * Wizard Completed

1 2 3
Advanced Settings
Phasze 2 Selting
Active Profocol: ESP "
Encapsulation: Tunnel >
Encryption Algorithm: AES128 ¥
Authentication Algorithm: SHAT ¥
SA Life Time: 56400 [180 - 2000000 seconds)
Parfect Forward Secrecy Mone =
(PFS):
Policy Setting
Local Policy (IP/Mask): | 192.77.1.0 | 1255.255.255.0 |
Remote Policy (IP/Mask): | 10.1.0.0 | 1255.255.0.0 |
Property

| MNailed-Up |

nNote: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gate way

connections.

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

24/865



https://azure.microsoft.com/en-us/documentation/articles/vpn-gateway-about-vpn-devices/
https://azure.microsoft.com/en-us/documentation/articles/vpn-gateway-about-vpn-devices/

ZYXEL ——

Wizard Type > VPN Selfings > Wiord Completed

1 P 3
Advanced Seffings

Summary
Rule Name: WPN_to_Azure
Secure Gateway: 13.75.42.148
Pre-Shared Key: 12345673
Local Folicy [IP/Mask): 192.77.1.0/235.255.255.0
Remote Policy {IP/Mask):  10.1.00/255255.0.0
Fhase 1
Megotiation Mode: main
Encryplion Algorithm: aes128
Authenfication Algorithm: sha
Eey Group: DH2
Fhase 2
Active Protocol: e5p
Encapsulation: tunnal
Encryplion Algorithem: aes128

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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VPN Setup Wizrard

Waard Type > VPN Seffings > Wizard Completed
1 2 s

Advanced Settings
Congratulations. The VPN Access wizard is completed
Summary

Aule Mame: WPM_to_Azure

Secure Gateway: 13.75.42.148

My Address (interface): Qe

Pre-Shared Key: el

Set Up the IPSec VPN Tunnel onthe MS Azure

Sign into the  Windows Azure Management Portal . In the upper left -hand corner of

the screen, click +New > Networking > Vi rtual Network .

Azure portal > New > Networking > Virtual Network

“~ New » Networking

New Networking

Resource groups
MARKETPLACE FEATURED APPS

All resources
Virtual Machines ) Virtual Network

Recent ) (.“> Create i olated section in
Web + Mobile Micros securely

connect it outward.
App Services
Data + Storage

Virtual machines (classic) Data + Analytics

Traffic Manager profile
Traffic

Virtual machines Internet of Things

SQL databases Networking ExpressRoute

Cloud services (classic) Media + CDN

Huhrid Intasratinn

Near the bottom of the  Virtual Network blade, from the Select a deployment

model list, select Resource Manager , and then click Create .

New > Networking > Virtual Network > Select a deployment model
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v New » Networking > Virtual Network

Virtual Network

>

Resource groups

All resources Create a logically isolated section in Microsoft Azure with this networking service. You can securely

connect it to your on-premises datacenter or a single client machine using an IPsec connection.
Recent Virtual Networks make it easy for you to take advantage of the scalable, on-demand infrastructure of
Azure while providing connectivity to data and applications on-premises, including systems running
on Windows Server, mainframes, and UNIX.

App Services ' ! i
Use Virtual Network to:

Virtual machines (classic)

* Extend your datacenter

- - » Build distributed applications
Virtual machines PR .
* Remotely debug your applications

SQL databases n n m E
8

Cloud services (classic)

PUBLISHER Microsoft
Security Center
f Subscriptions Select a deployment model @
| Resource Manager v

Browse >

On the Create virtual network page, enterthe NAME for the VPN network. For
example, VPN_Vnet to USG. Add your Address Space , Subnet name and a single

Subnet address range

Click Resource group and either select an existing resource gr  oup, or create a

new one by typing a name for your new resource group. For example, RG_USG

LOCATION is directly related to the physical location (region) where the virtual
machines (VMs) reside. The region associated with the virtual network cannot be

ch anged after it has been created.

Then, click the Create button. After clicking Create, you will see a tile on your
dashboard that will reflect the progress of your VNet. The tile will change as the

VNet is being created.
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New > Networking > Virtual Network >

A

Resource groups

& All resources
Recent
App Services
Virtual machines (classic)
Virtual machines
SQL databases
Cloud services (classic)
Security Center
Subscriptions

Browse >

New » Networking » Virtual Network ) Create virtual network

Create virtual network

* Name

VPN_Vnet_to_USG

* Address space @
10.1.0.0/16 v
10.1.0.0 - 10.1.255.255 (65536 addresses)
* Subnet name

Azure_local_Policy

* Subnet address range @
10.1.0.0/24 v
10.1.0.0 - 10.1.0.255 (256 addresses)
Subscription

Create virtual network

| Free Trial

* Resource group

| +New

Mew resource group name

RG_USG

Location

East Asia

Pin to dashboard

www.zyxel.com

In the portal, navigate to the virtual network to which you just created. On the

blade for your virtual network, click the

expand the Setting blade to

Settings icon at the top of the blade to

Subnets > Add > Add Subnet . Name your subnet

GatewaySubnet . You should not name it anything else, or the gateway will not

work. Add the IP  Address range for your gateway. Click

blade to create the subnet.

VPN Vnet_to_USG > Settings > Subnet > Add subnet

OK at the bottom of the
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“ VPN_VnettoUSG > Seitings > Subnets > Add subnet 5 E? VA

ngs Subnets Add subnet

New

+ +

%) Resource groups Subnet  Gateway
subnet

£ All resources * Name

[cat

@ Recent NAME “ ADDRESSRANGE ~  AVAILABLEADDR.. ™ SECURITYGROUP
DRT + TROUBLESHOOTING

ge (CIDR block) @
Azure_Local_Policy 1.0.0/2 25 -
@ App services it logs N ure_Local Poliey 10100724 51 [ovioz ]

10.1.1.0- 10.1.1.255 (256 addresses)
B3 virtual machines (classic) New support request

B virtual machines Network security group

None
R soL databases

Route table
@ dloud services (classic) pac None
@ Ssecurity Center

% subscriptions

Browse >

In the portal, goto  New, then Networking. Select  Virtual network gateway  from
the list. On the Create virtual network gateway blade Name field, name your
gateway. Next, choose the  Virtual network that you want to deploy this gateway

to.

Click the arrow (>) to open the Choose public IP address blade. Then click Create
New to open the Create public IP address blade. Inputa Name for your public IP
address. Note that this is not asking for an IP address. The IP address will be

assigned dynamically. Rather, this is the name of the IP address object that the

address will be assigned to. Click OK to save your changes.

For Gateway type , select VPN. For VPN type, select Policy -based . For Resource
Group , the resource group is determined by the Virtual Network that you select.
For Location , make sure it's showing the location that both your Resource Group

and VNet exist in.
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New > Networking > Create virtual network gateway > Choose public IP address >

Create public IP address

«  Choose public IP address » Create public IP address se @y %00

Create virtual network gateway Choose public IP address Create public IP address
New g g

Resource groups

£ Al resources

* Name * Name
Create new
© fecent VPN_GW_to_USG «| | VPN_GW to_USG_Public_IP v
ecent
. No results
@ App seniices * Virtual network @ N
VPN_Vnet_to_USG

B virtual machines (classic)

[* Public IP address @ 3
B virtual machines Choose a public IP address

R sOL databases

# Cloud services (classic)
VPN type @

@ Security Center Route-based

¥ Ssubscriptions. Subscription

Browse >

[ Eastasiz v

[ Pin o dashboard

In the Azure Portal, navigate to New > Networking > Local network gateway . The
local network gateway refers to your ZyWALL/USG public IP and local subnet

settings.

On the Create local network gateway blade, specify a Name for your
ZyWALL/USG gateway obiject.

Specify public IP address of your ZyWALL/USG. It cannot be behind NAT and has

to be reachable by Azure.  Address space refers to the address ranges on your
ZyWALL/USG local network. For Resource Group , select the resour ce group that
you created before. For  Location , if you are creating a new local network

gateway, you can use the same location as the virtual network gateway. But, this

is not required. The local network gateway can be in a different location.

Click Create to create the local network gateway.
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New > Networking > Local network gateway

“~ New » Networking > Create local network gateway

Create local network gateway

Resource groups

-
% All resources

* Name

[ vPN_Connection_to_UsG

Recent

* |P address @

[ 59.124.162.151

App Services

Virtual machines (classic) Address space @

Virtual machines 192.77.1.0/24

SQL databases

Subscription

| Free Trial

Cloud services (classic)

Secunty Center
* Resource group @

[ Re_use

Subscriptions

Location

| East Asia

Browse »

Pin to dashbeoard

I

Locate your virtual network gateway (VPN_Connection_to_USG in this example)

and click Settings > Connection > Add connection , Name your connection. For
Connection type , select Site-to-site (IPSec). For Virtual network gateway , the
value is fixed because yo u are connecting from this gateway (VPN_GW_to _USG in

this example).
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For Local network gateway , select the local network gateway that you want to

use (VPN_Connection_to_USG in this example).

For Shared Key (PSK), the value here must match the value that y ou are using for
your ZyWALL/USG device. For Resource Group , select the resource group that you

created before . Click OK to create your connection.

VPN_Connection_to_USG > Settings > Connections > Add connection

VPN_Connection_to USG » Settings » Connections » Add connection

Connections Add connection

-+

Resource groups Add

All resources * Name

| Azure Vnet_USG Jl

Recent NAME “ STATUS “ CONNECTION TYPE 4% VIRTUAL NETWO...
Connection type @

App Services No results | |

Virtual machines (classic) [* Virtual network gateway @

VPN_GW_to_USG

Virtual machines

[* Local network gateway @
SQL databases a
VPN_Connection_to_USG

Cloud services (classic)
* Shared key (PSK) @

Security Center [ 2yrenzsa V]

Subscription @

Resource group @
RG_USG a

Subscriptions

Browse >

Location @

When the connection is complete, you'll see it appear in the Connections blade

for your Gateway.

VPN_Connection_to_USG > Settings > Connections
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VPN_Connection_to_USG >

Settings » Connections

www.zyxel.com

Connections
Add
u
HH
e MAME . STATUS “*  COMMECTION TYPE “ VIRTUAL NETWO... ™
.. Azure_Vnet_USG Unknown Site-to-zite [IPsec) VPN_GW _to_USG

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

@ Add & Edit @ Remove @ Activate @ Inactivate @ Connect @ Disconnect O@ Object References

WPN_to_Azure IPvd4 a VPN _to_Azure |OCALMR VPN to_Azure REM

1 e

WPN_to_Azure

Page |1 of 1 Show |50 |v | items Displaying 1 -1

of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time

and the Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec
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1 WIZ_VPN_Azure 192.77.1.0/24<>10.1.0,0/16 59124163151 Pi13.75.42.148:4500 14 86406 0(0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 |¥ | items Displaying 1 - 1 of

Goto Azure_Vnet USG > Settings to check the tunnel DATA INand DATA OUT

VPN > VPN Settings > Currently Active VPN Tunnels

“  Azure Vnet USG » Settings

Azure Vnet USG

i Essentials A el ;ﬁ; <}
a Resource ur Data

RG_USG 0B
. Status Data out

Connected 5768
m East Asia _
. ” " e
- Subscription ID ) _:_:a stworkgatewsy -
s 23a31ce5-c9fa-4da3-958b-8bb1befeB790 VPMN_Connection_to_USG (59.124.163.15

H e 15 =F

o

To test whether or not a tunnel is working,  ping from a computer at one site to a

computer at the other. Ensure that both computers have Internet access.

PC behind ZyWALL/USG > Window 7 > cmd > ping 10.1.0.33
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C:“Documents and Settings»ZyREL>ping 10.1.0.33

Pinging 18.1.8.33 with 32 hytes of data:

Reply from bytes=32 time=18ms TTL=54
Reply from - i bytes=32 time=17ms TTL=54
Reply from - bytes=32 time=17ms TTL=54

Reply from 1.8, bytes=32 time=16ms TTL=54

Ping statistics for 18.1.8.33:
Packets: Sent = 4. Received = 4, Lost = 8 <8
Approximate round trip times in milli—seconds:
Minimum = 16ms, Maximum = 18ms. Average = 17 ns

PC behind MS Azure> Window 7 > cmd > ping 192.77.1.33

C:~Documents and SettingssEyHEL>ping 192 _77.1.33
Pinging 192.77.1.33 with 32 bytes of data:

Reply from 1922.77.1.33 = bhytes=32 time=27ms
Reply from 1922.77.1.33 : bhytes=32 time=32ms

Reply from 192.77.1.33 = hytes=32 time=26ms
Reply from 192.77.1.33 = hytes=32 time=27ms

Ping statistics for 192.977.1.33

Packetsz: Sent = 4, Received 4, Lost = @ (@x lossz).
Approximate round trip timeszs in milli-=seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the MS

Azure IKE Phase 1 setup list.

MONITOR > Log
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Friority | Category | Message Mote

info IKE Recv[NOTIFY INVALID_COCKIE] IKE_LGG
info IKE Send[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message MNaote
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
errar IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNote

info IKE RecvHASHIMOTIFY:NG_PRCOPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase 2

Settings are supported in the MS Azure IKE Phase 2 setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
kil 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG
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How to Configure GRE over IPSec VPN Tunnel

This example shows how to use the VPN Setup Wizard to create a GRE over
IPSec VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site. When the GRE over IPSec VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 : i Network 19216820
Netmask 255.255.255.0 i Netmask 255.255.255.0 ;
GRE Tunnel GRE Tunnel {
iy
VPN Tunnel VPN Tunnel

ZyWALL USG (HQ) ZyWALL USG (Branch)

WAN IP 61.228.245.247 WAN IP 111.250.184.80

LAN IP 192.168.1.1 LAN IP 192.168.2.1

ZyWALL/USG GRE over IPSec VPN

‘\Q"Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL 310
(Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of Corporate Network
(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 >

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gatew ay). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
1 3
2

Express Settings

IKE Verszion

IKEv]
© IKEV2

Scenario

Bule Name: | WIZ_VPN_HG

Site-to-site

O Site-to-site with Dynamic Peer

0 Remote Access [Server Role]
O remote Access (Client Role)

Configure Secure Gateway | P as t he Br anddrdsd(is thé\ekadhple, P a

111.250.184.80). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connecte d to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seftings * Wezard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: 111.250.184.80 [IP or FQDN|
Pre-Shared Key: 12345678
Local Policy [IP/Mask): 192,168.1.0 2552552550
Remote Policy (IP/Mask): |192.165.2.0 255.255.255.0
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This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wiord Type » VPN Setings » Woord Completed

1 3

Express Seftings
Summary
Rule Mome: WIZ_VPN_HQ
Secure Gateway: 111.250.134.30
Pre-Shored Eey: 12345678
Local Polcy [IPfhMask): 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.188.2.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear inthe VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPH Seffings > Wizard Completed

1 )

= 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Fule Mame: WILZ_VPN_HG

Secure Gateway: 111.250.184.80

Fre-Shared Key: 12345878

Local Policy [IP/hask): 192,168.1.0/ 255.255.255.0

Rermote Policy (IP/Mask): 192168.20/ 255.235.255.0
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Authentication

©@ Pre-Shared Key serrees

[ unmasked

O Certificate My Certificates
© User Based PSK i ]
[+] Advance
Local ID Type: [Pwa ~
Content: 0.0.0.0
Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Settings > Policy . Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

Palicy
Local poksy: WII_WPN_HG_LOC »  SUBNET, 192.168.1.0/24
Femate policy: WIZ_WPN_HG_REM |~ SUBNET, 150.168.2.024
| Advonce

mF-—:: i GRE aver IPiec ﬂ

Policy Enforcermant

The GRE tunnel runs between the IPsec public inte  rface on the HQ unit and the
Branch unit. Goto CONFIGURATION > Network > Interface > Tunnel > Add . Enter
the Interface Name (The formatis tunnelx, where x is O - 3.). Enter the IP Address
and Subnet Mask for this interface. Specify My Address to be the i nterface or IP
address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel traffic.
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CONFIGURATION > Network > Inte rface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name:
lone:

Tunnel Mode:

IP Addressz Azsignment

IP Address:
Subnet Mask:

Metric:
Gateway Settings
Iy Address

@ |nterface
@ IP Address

Eemote Gatewaoy Addrass:

tunnell

TUNMNEL
GRE

|10.0.D.l

[255.255.255.0

0 [0-135)

111.250.184.80

Static -- 61.226.245.247/255.255.255.255
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of Corporate Network
(Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication me thod. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 >

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Express Settings

IKE Verzion

[KEv]
© IKEv2

Scenario

Rule Name: | WIZ_VPN_Branch

| SHe-fo-sHeI

@ Site-to-site with Dynamic Peer

O Remote Access (Server Role)

O Remote Access (Client Role)

Configure Secure Gateway | P as the HQ&6s WAN | P address
61.228.245.247). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (Branch) and Remote Policy to be the IP address range of the

network connected to the ZyWALL/USG (HQ).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Tyee * VPN Seftings * Wezard Completed

1 > 3
Express Settings
Cenfiguration
Secure Gateway: [61.228.245.247 | (Porraoy
Pre-Shared Key: [ 12345678 |
Local Policy (IP/Mask): | 192.168.2.0 | [255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.1.0 | r 255.255.255.0 |
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This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Selfings > Wiord Completed
1 - 3
Express Settings
Summary
Fule Mams: WIZ_WPN_Branch
Secure Gateway: 61.228.245.247
Pre-Shored Key: 12345678
Local Poiicy [IP/Mask): 192.165.2.0/ 255.255.255.0
Remote Policy (IP/Mask):  182.188.1.0/235.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear inthe VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPN Setings > Wizard Curnplel'ed
1 2
3

Express Seflings

Congratulaiions, The VPN Access wizard s completed

Summary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 61.228.245.247
Fre-Shored Key: 12345678
Local Policy (IP/Mask): 102 168207 255 255 2550

Remote Policy (IP/Mask):  192.168.0.0/ 2352352550
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the ide  ntity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication
@ Prg-Sharad Key sescenes
[l unmasked
O Certificate My Cartificatas
© User Based PSK i
[+] Advance
Local ID Type: [Pwa w7
Content: 0.0.0.0
Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Settings > Policy . Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

Policy
Local pokey: WII_WVP™_Bramch_L ¥ SUBMET, 192.168.2.0/24
Remaole policy: WIZ_\VPH_Brancih_Fl» CUBMET, 192.168.0.0/24
& Adhvance
Ekrcoie GrEover Piee B
Palicy Bnlore émant

The GRE tunnel runs between the IPsec public interface on the Branch unit and

the HQ unit. Goto CONFIGURATION > Network > Interface > Tunnel > Add . Enter
the Interface Name (The formatis tunnelx, where x is O - 3.). Enter the IP Address
and Subnet Mask for this interface. Specify My Address to be the interface or IP
address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to b e the IP address or

domain name of the remote gateway to this tunnel traffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name: tunnel2 |
Ione: TUNMNEL ~ O
Tunnel Mode: GEE ¥

IP Address Aszsignment

IP Address: 10.0.0.2
Subnet Mask: 255.255.255.0
Metric: 0 [0-15)

Gateway Settings

My Address

@ |nterface gel hd Static -- 111.250.184.80/255.255.255.255
O IP Address
Remote Gateway Address: 61.228.245.247

Test the GRE over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click

Connect onthe upper bar. The Status connecticon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

Q Add F

1 @ WIZ_VPN_HQ WIZ_VPN_HG IPvd s WIZ

Page |1 of 1 Show |50 |¥ items
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up

Time and Inbound (Bytes)/Outbound (Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_HG 192.168.1.0/24=>192.168.2.0/24 61.225.245.247 P 111.250.184.80 86360 0[0 bytes)

Page |1 of 1 Show |50 |» | items

0(0 bytes)

Displaying 1-1 of

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase

1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

Friarity | Category | Message Mote

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID[HASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message Note
error IPSec SPI: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IPSec
arrar IPSec SPI: 0x0 (0) SEC: 0x0 {0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Friority | Category | Message Mote

infa IKE RecvHASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2

setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONGCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG
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How to Configure Site -to-site IPSec VPN Where the Peer has
a Static IP Address

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN
with the Peer has a Static IP Address . The example instructs how to configure the
VPN tunnel between each site. When the VPN tunnel is configured, each site can

be accessed securely.

Local Network Local Network i
Network 192.168.1.0 i i Network 192.168.10.0
Netmask 255.255.255.0; i Netmask 255.255.255.0 ;
Hj—il' ) E'I-_E;I'
f - L TR V) = H I -
) A Sy _|
VPN Tunnel VPN Tunnel R
ZyWALL USG ZyWALL USG
WAN IP 172.101.30.68 WAN IP 172.100.30.54
LAN IP 192.168.1.1 LAN IP 192.168.10.1

ZyWALL Siteto -site IPSec VPN with a Static IP Address Peer

‘Q‘Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ) In the
ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings wizard

to create a VPN rule that can be used with the remote ZyWALL/USG. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed

. 2 3

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify th is VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffingz » Wizard Completed
1 3
2

Express Seltings

IKE Version

IKEv1
© IKEv2

Scenario

Bule Name: | WIZ_VPN_HG

Site-to-site

© Site-to-site with Dynamic Peer

0 Remote Access [Server Role)
© remote Access (Client Role]
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Configure Secure Gateway | P as the peer ZyWALL/ USGds WAN | P

example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed

1 " 3
Express Settings
Configuration
Secure Gateway: [172.100.30.54 | 1P orFaDN)
Pre-Shared Key: | 12345678 |
Local Policy (IP/Mask]: [192.168.1.0 | 4255.255.255.0 |
Remote Policy (IP/Mask): [192.168.10.0 | /|255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizard Type > VPN Seflings > Wiord Completed
1 2 3
Express Settings
summary
Rule Mame: WIZ_VPN_HO
Secure Gateway: 172.100.30.54
Pre-Shored Key: 12345678
Local Pokcy (IP/Mask): 192.168.1.0/ 255.285.255.0
Remote Policy [IP/Mask):  192.168.10.0/2535.235.235.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Seftings > Wizard Completed

1 2 s
Express Seftings
Congratulations. The VPN Access wizard is completed
Summary
Rule Ncme: WIZ_VPN_HQ
Secure Geteway: 172.100.30.54
Pre-Shored Key: 12345678

Local Policy (IP/Mask): 192.188.1.0/255.255.255.0

Remote Policy (IP/Mosk):  192.168.10.0/255.255.255.0

Goto CONFIGURATION > VPN > IPSec VPN >VPN Gateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Set tings >
Authentication > Peer ID Type

Authentication
© Pre-Shared Key tesssass
[l unmasked
© Certificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Feer D Type: | Any vl

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (Branch)
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and to use a pre -shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Click

Next .

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seftingzs * Wizard Completed
1 n 3

Express Settings

IKE Verzion

[KEvI
© IkEvZ

Scenario

Rule Name: | WIZ_VPN_Branch

Site-to-site

O Site-to-site with Dynamic Peer

0 Remote Access [Server Role)

D Remote Access (Client Rale)

Configure Secure Gateway | P as the peer ZyWALL/ USGds WAN | P
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).
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Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN 3Seffings * Wizard Completed
1 3
2

Express Seftings
Cenfiguration
Secure Goteway: | 172.101.30.68 | (IP or FQDN]
Pre-Shared Key: | 12345678 |
Local Policy (IF/Mask): 192.168.1.0 /[255.255.255.0

-

£55.255.255.0

Remote Policy (IP/Mask): [192.168.10.0

This sreen provides aread -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizord Type > VPN Seffings > Wiord Completed
1 2 3
Express Seftings
Summary
Rule Marnea: WIZ_VPN_Branch
Secure Gateway: 172.101.30.68
Pre-Shored Key: 12343678
Local Policy [IPfWask): 192,168.1.0/ 255.255.255.0
Remote Policy (IP/Mask):  192.168.10.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.
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Quick Setup > VP N Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type * VPM Settings * Wizard Completed

1 2 3

Express Seftings

Congratulafions. The VPN Access wizard is completed

summary
Fule Mame: W1Z_VPMN_Branch
Secure Gateway: 172.101.3068
Pra-Shared Key: 12345678
Local Policy (IF/Mask): 192 188.1.0 / 255 255 255 0

Rermote Policy (IP/Mask): 1921681000 1 255.255.255.0

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type  as Any to let the

ZyWALL/USG does not require to check t he identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication

@ Pre-shared Key trsssese
[l unmasked
O Certificate My Cortficates
© User Based PSK (i ]
[+] advance
Local ID Type: [Pwd w7
Content: 0.0.0.0
Peer D Type: | Any w7

Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPNConnection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.
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CONFIGURATION > VPN > IPSec VPN > VPN Connection

Add

ge of 1 Show |50 |¥ | items Dis

1 @ WPN_to_Azure WPN_to_Azure IPva a fa

]
o
=
0
=]

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time

and Inbound(Bytes)/Outbound(Bytes)  Traffic.

MONITOR > VPN Monitor > IPSec

1 Hub_HQ-to-Branch_A 192.1468.1.0/24<>192.168.10.0/24 172.101.30.68 P:172.100.30.54 01 86319 0[0 bytes] 0[O0 bytes)

Page of 1 Show [50 || items splaying 1-1 of 1

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:“Documents and Settings“ZyXEL>ping 192 _.168.18.33
Pinging 192.168.18.33 with 32 hytes of data:

Reply from 192.168.18.33: bytes=32 time=18ms TTL=5H4

Reply from 192.168.18.33: bytes=32 time=17ms TTL=54
Reply from 192.168.18.33: bytes=32 time=17ms TTL=5H4

Reply from 192.168.18.33: bhytes=32 time=16ms TTL=5H4

Ping statistics for 192.168.160.33:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17ns

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
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C:~Documents and Settings“ZyHEL>»ping 192.168.1.33
Pinging 192.168.1.33 with 32 bytesz of data:
Reply from 192.168.1.33: butes=32 time=27ns

Reply from 192.168.1.33: butes=32 time=32ns
Reply from 192.168.1.33: bytes=32 time=26mns

Reply from 192_168_1_.33: bytes=32 time=27ms

Ping statistics for 192_168.1.33:

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 26ms. Maximum = 32ms. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre -
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

Friarity | Category | Message Mate

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID]HASHINCTIFY:INITIAL_CONTACT] IKE_LCG
Friarity | Category | Message Maote
errar IFSec SPI 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cooakie, no sa found IKE_LOG
Friority | Category | Message MNote

infa IKE Recv[HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log
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19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... infe KE Send:[HASH][SA] [NOMCE] [ID][ID] KE LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG

Make sure the both  ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on  ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.

61/865



ZYXEL

www.zyxel.com

How to Configure Site -to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site -to-site VPN

with the Peer has a Dynamic IP Address . The example instructs how to configure

the VPN tunnel between each site. When the VPN tunnel is configured, each site
can be accessed securely.

Local Network i Local Network i
Network 192.168.1.0 i Network 192.168.10.0
Netmask 255.255.255.0 | i Netmask 255.255.255.0;

o e iy S
{l’}‘l _ﬁl—[\{

ZyWALL USG ZyWALL USG
WAN IP 172.101.30.68

WAN IP Dynamic
LAN [P 192.168.1.1 LAN 1P 192.168.10.1

ZyWALL Siteto -site IPSec VPN with a Dynamic IP Address Peer

‘Q’Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example
was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre -shared key to be the aut hentication method. Click  Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN 3effings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

@ Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the

rule to be Site-to-site with Dynamic Peer . Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Settings * Wiard Completed
1 3
2

Express Settings

IKE Version

@ |KEv]
O IKEv2

Scenario

Bule Name: | WIZ_VPN_HG
O Site-to-site
|@ Site-to-site with Dynamic F’eerl

O Remote Access (Server Role)

© Remote Access [Clisnt Role)

Type a secure Pre-Shared Key (8-32 characters). Then, set Local Policy to be the
IP address range of the network connected to the ZyWALL/US G and Remote
Policy to be the IP address range of the network connected to the peer

ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard

Wizard Type * VPN 3Seftings * Wizard Completed

1 > a
Express Settings
Configuration
Secure Goteway: Any
Pre-Shared Key: (12345678 |
Local Policy (P/Mask): [ 192.168.1.0 |  4{255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.10.0 | 4255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizord Type > VPN Selfings > Weord Completed
1 3
2

Express Seftings
Summary
Rule Namea: WIZ VPN_HG
Secure Gaoteway: Any
Pre-Shared Key: 12245678
Lacal Palicy (IP/hask): 192.168.1.07 255.255.255.0

Remote Policy (IP/Mask):  192.16810.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed
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VPN Setup Wizard

Wizard Type > VPN Saffings > Wizard Completed
)

. 3

Express Setfings
Congratulations. The WYPN Access wizard s completed
summany

Fule Name: WIZ_VPH_HQ

secure Goteway: Ay

Pre-Shored Key: 12345578

Lecal Palicy [IP/Mask): 182.168.1.0 7 255.255.255.0

Remote Policy (IP/Mask): 192168 10.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPNGateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Setting s>
Authentication > Peer ID Type

Authentication

@ Pre-Sharad Key tesscasse
[l unmasked
© Cerfficate My Certificates
© User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Peer 1D Type: Any -

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (Branch has
a Dynamic IP Address)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings to

create a Site-to-site VPN Rule Name.
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Quick Setup > VPN Setup Wizard > Welcome Quick Setup > VPN Setup Wizard >

Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and to use a pre -shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed

. 2 3

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphan umeric characters. This value is case -sensitive. Click

Next .

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Setfingz * Wizard Completed
1 3
2

Express Seftings

IKE Version

@ |KEv]
@ |KEv2

Scenario

Rule Name: | wiz_vPN_Branch_Dynamic

@ Site-to-site

© Site-to-site with Dynamic Peer

O Remote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway | P as the peer ZyWALL/ USGds WAN | P

example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the ZyWALL/USG local IP address that can use the VPN
tunnel and set Remote Policy to the peer ZyWALL/USG lo cal IP address that can
use the VPN tunnel. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard
Wizard Type * VPN Seftings * Weard Completed
1 P 3
Express Settings
Configuration
Secure Gateway: 172.101.30.58 [IP or FQIDM]
Pre-Shared Key: 123455678
Local Policy (IP/Mask): | 192.168.10.0 |  l255.255.255.0 |
Remote Policy (IP/Mask]: I 192.165.1.0 I }255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wizard Type > VPN Selfings > Wrzaord Complated
1 3
2

Express Seltings
Summary
Fule Nome: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shared Key: 12345678
Local Policy (IP/hask): 192.168.10,0 7 255,255 255.0

Pemaote Policy [IP/Mask): 19216210/ 2853552550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 2
3

Express Setfings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shared Key: 12345678
Local Palicy (IP/Mask): 0.0.0.0/255.255.255.0

Remote Policy (IP/Mask): Ay

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings . Configure Authentication > Peer ID Type  as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPNGateway > Show Advanced Settings >

Authentication > Peer ID Type

Avuthentication

@ Prg-Sharsd Key tesscasse
[l unmasked
© Cerfificate My Certificates
O User Based PSK i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Peer D Type: |Any v

Test the IPSec VPN Tunnel

The Site-to -site VPN with Dynamic Peer can only initiate the VPN tunnel from the
peer has a dynamic IP Address. Goto  CONFIGURATION > VPN > IPSec VPN > VPN
Connect ion, click Connect on the upper bar. The Status connect icon is lit when

the interface is connected.
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CONFIGURATION > VPN > IPSec VPN > VPN Connection

Adld

1 9@ WIZ_VPN_Bra... WIZ_VPN_Branc... IPv4 a /n
Page |1 of 1 Show (50 || items Displaying 1 o]
Goto MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time and
Inbound(Bytes)/Outbound(Bytes)  Traffic.
MONITOR > VPN Monitor > IPSec
1 72.101.30.68 D:172.100.30.54 18 85402 0{0 bytes) 0[0 bytes)
Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 >cmd >  ping 192.168.10.33

C:~Documents and Settings*“ZyHEL»ping 192_.168.1.33
Pinging 192.168.1.33 with 32 bytes of data:
Reply from 122.168.1.33: hytes=32 time=2"ms

Reply from 192.168.1.33: bytes=32 time=32ms
Reply from 192.168.1.33: bytes=32 time=26ms

Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 172.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 8 (B loss)>,
Approximate round trip times in milli—seconds:

Hinimum = 26ms,. Maximum = 32ms. Average = 28ms

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
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C:“Documents and Settings“EyHEL>»ping 192 _168.18_.33
Pinging 192.168.18.33 with 32 hytes of data:
Reply from 192_168.18.33: bytes=32 time=18ms

Reply from 192_168.18.33: bytes=32 time=17ms
Reply from 192_168.18.33: bytes=32 time=17ms

Reply from 192_168.18.33: bytes=32 time=16ms

Ping statistics for 192.168.168_.33:

Packetz: Sent = 4. Received = 4, Lost = 8 (@ loss),
Approximate wound trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same P re-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

Friority | Category | Message Mote

info IKE Recv[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message Mote
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority | Category | Message Mote

infa IKE Recv[HASH]NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/ USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log
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19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... infe KE Send:[HASH][SA] [NOMCE] [ID][ID] KE LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG

Make sure the both  ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to
Site VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site while one Site is behind a NAT
router. When the IPSec Site to Site VPN tunnel is configured, each site can be

accessed securely.

NAT Router
WAN IP 1?2'100'20'30 ............................................
........................................... LAN P 19216811 : :
Local Network : Local Network
Network 10.10.10.0 | Network 192.168.20.0 :
Netmask 255.255.255.0 f (& : Netmask 255.255.255.0 ¢
T — a1 e g
— B e p—iH i
X R \ :
ZyWALL USG_HQ ZyWALL USG_Branch
WAN |P 192.168.1.33 WAN P 172.100.30.40
LAN [P 10.10.10.1 LAN IP 192.168.20.1
ZyWALL/USG Site to Site VPN while one Site is behind a NAT router
UNot e
All network I P addressascecandesiuhseexmmpk
Pl ease replace them with your actual net.W

ThiesxampWwas testedSeG&aid0g (Firmwar 2L Me r)dsHi an
ZYWALL310( Fi r mwar e ¥ & s.i205n :

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ)
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed

- 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule to
be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Express Settings

IKE Verzion
[KEV]
@ IKEv2

Scenario

Bule Name: |W|E_VF’N_HQ

Site-to-site

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© Remote Access (Client Role]

Configure Secure Gateway | P as the Branchoés WAN I P address

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network

connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 3
2

Express Settings
Configuration
Secure Gateway: [ 172.101.30.40 | P orraDny
Pre-Shared Key: | 12345678 |
Local Policy (IF/Mask): (1010100 [ f255.255.255.0 [
Remote Policy (IP/Mask]: | 192.168.20.0 | [ 255.255.255.0 [

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard
Wizard Type > VPN Sellings > Wizard Completed
1 - 3
Express Settings
Summary
Rule Name: WIZ_VFN_HQ
Secure Gateway: 172.100.30.40
Pre-Shared Key: 12345678
Local Policy (IPfMask): 10.10.10.0 F 255.255.255.0
Remote Policy (IP/Mask):  192.168.20.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
inthe VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear inthe VPN > |PSec VPN >VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type 3 VPN Seffings > Wizard Completed
1 > 1

Express Seltings

Congratulations. The VPN Access wizard is completed

Summary
Rule Mame: WIZ_VPN_HQ
Secure Gateway: 172.100.30.40
Pre-Shared Key: 123455678
Local Policy (IPYMaosk): 10.10.10.0 / 255.255.255.0

Remote Policy (IP/Mask): 192168 20.0/255.255.255.0

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

77/865



ZYXEL

www.zyxel.com

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced

Settings > Authentication > Peer ID Type

Authentication
® Pre-Shared Key
[l unrmaskad
© Certificate
© User Based PSK
Advance

Local ID Typs:
Content:

Peer ID Type:

i
[Pwd w7
0.0.0.0
Any w7

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre -shared key to be the authentication m ethod. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizord Completed
1 3
2

Express Seltings

IKE Verzion

[KEv]
D KEv2

Scenario

Rule Name: | WIZ_VPN_Branch

Site-to-site
© Site-to-site with Dynamic Peer

D pemote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway | P as the Branchoés WAN I P address

172.100.20.30). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 3
2

Express Seltings
Configuration
Secure Gateway: 172.100.20.30 (IP or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask]: 192.168.20.0 | 4255.255.255.0 |
Remote Policy [IP/Mask): |10.10.10.0 | [255255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard
Wizard Type > VPMN Seltings > Wieard Completed
1 2 3
Express Seftings
Summany
Fule Mame: WiZ_VPHN_Branch
Secure Gateway: 172.100.20.30
Pre-Shored Key: 12343678
Local Policy (IF/hask): 192.168.20.0 F 255 255 255.0
Remaote Policy [IP/Mask):  10.10.10.0/ 255,255 255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear inthe VPN > |PSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Seffings * Wizard Completed
1 2
3

Express Seltings
Congratulations. The VPN Access wizard is complated
Surnmary

FEule Mame: WIZ_WPN_Branch

Secure Gateway: 172.100.20.30

Fre-Shored Key: 12345675

Lecal Policy (IP/Mask): 192,168 20.0 / 255.255.255.0

Ramote Policy (IF/Mask): 101001007 255.255.255.0

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check th e identity content of the remote IPSec router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced

Settings > Authentication > Peer ID Type

Authentication
® Pre-Shared Key
[l unrmaskad
© Certificate
© User Based PSK
Advance

Local ID Typs:
Content:

Peer ID Type:

i
[Pwd w7
0.0.0.0
Ay i

Set Up the NAT Router (Using ZyWALL USG device in this example)

Go to CONFIGURATION > Network > NAT > Add . Select the Incoming Interface

on which packets for the NAT rule must be received. Specified the User-
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Defined Original IP field and Type the translated destination IP address that this

NAT rule supports.

CONFIGURATION >Network > NAT > Add

General Settings
Enable Rule
Rule Mame: WPMN_NAT |
Port Mapping Type
Classification: O Virtual Server | @ 1:1 NAT © Many 1:1 NAT
Mapping Rule
Inceming Interface: | gel vl
Original IP: User Defined "
User-Defined Original IP: | 172.100.20.30 | (IP Address]
Maopped IP: User Defined v
User-Defined Mapped IP: | 192.148.1.33 | (IP Address]
Fort Mapping Type: any

Go to CONFIGURATION > Security Policy > Policy Control . IP forwarding must be

enabled at the firewall for the following IP protocols and UDP ports:

IPprotocol = 50 b Used by data path (ESP)
IP protocol = 5 1Usddl by data path (AH)
UDP Port Number = 500 B Used by I KE (I PSec control

UDP Port Number 4 5D(PsebNAT awettisalby NAT
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CONFIGURATION > Security Policy > Policy Control

General Seffings

[¥] Encible Policy Control

IPv4 Configuration

[ Allow Asymmetrical Route

@ Add
1 9 LAN_Quigoing =LA any (Exc... any any any any none
2 9 DMI_fo_WAN . a WA any any any any none
3 9 Piec_WVPMN_Ou... any (Exc... any any any any none
4 9 SSL_VPN_Outg... any (Exc... any any any any none
5 9 TUNMEL_Outg... any (Exc... any any any any none
& 9 LAN_to_Device TyWALL any any any any none
7 9 DMI_to_Device TyWALL any any = Default_Allow DMZ_To ZyWALL any none
8 9 WAN_to_Device IyWALL any any a Default_Allow_WaAMN_To_ZyWALL any none
E 9 PSec_WPM_to_.. IyWALL any any any
— Default_Allow_WAN_To_TyWALL
10 ? S5L_WPMN_to_D... TyWALL any any any
1 @  TUNNEL_to_De... IyWALL any any ony Description:
- System Default Allow From WAN To ZyWALL
D.. any any any any Members:
Page |1 | of1 ~| items AH

ESP

IKE

NATT

GRE

ooy | ke, M

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION >VPN > IPSec VPN > VPN Connection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

@ add ¢

1 9@ WII_VPN_HG  WIZ_VPN_HG Pva aWIZ_VPN_HQ LOCAL/aWIZ_VPN_HQ_REMOTE

Page |1 of 1 Show |50 |v | items Displaying 1 -1 of

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up

Time and Inbound (Bytes)/Outbound (Bytes)  Traffic.

MONITOR > VPN Monitor > IPSec
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1 WIZ_VPN_HQ 0.10.10.0/24<+192.168.20.0/24 92.168.1.33  P:172.700.230.40:4500 14 86408 0(0 bytes) 00 bytes)

92
Page of 1 Show [50 || ite

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG (HQ) > Window 7 > cmd > ping 192.168.20.33
C:*Documents and Settings>ZyHEL>ping 1922_.168_.20.33
Pinging192_168_20_33 with 32 hytes of data:

Reply from192_168_.20.33: hytes=32 time=27ms
Reply from192_168.28.33: hytes=32 time=32nms
Reply from192_168.28.33: hytes=32 time=26bms
Reply from192.168.20.33: bytes=32 time=27ms

Ping statistics for 192.168.28.33:

Packets: Sent = 4. Received = 4, Lost = @ <(Bx loss).
fipproximate round trip times in milli-seconds:

Hinimum = 2Z6ms. Maximum = 32ms. Average = 28ms

PC behind ZyWALL/USG (Branch) > Window 7 > cmd > ping 10.10.10.33
C:“Documents and Settings“ZyREL>ping 18.18.18.33

Pinging 1A.1A.18.33 with 32 bhytes of data:

Reply from 1A.18.18.33: hytes=32 time=18ms TTL=54

Reply from 1A8.18.18.33: hytes=32 time=1Yms TTL=54
Reply from 1A.18.18.33: hytes=32 time=1Yms TTL=54

Reply from 1A.18.18.33: hytes=32 time=16ms TTL=54

Ping statistics for 18.18.108.33:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:

Minimum = lbms, Maximum = 18ms. Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre -
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log
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Friority | Category | Message Mote

info IKE Recv[NOTIFY INVALID_COCKIE] IKE_LGG
info IKE Send[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message MNaote
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
errar IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNote

info IKE RecvHASHIMOTIFY:NG_PRCOPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log

message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the

HQ and Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.
MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
kil 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies

allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on  ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Hub -and -Spoke IPSec VPN

This is an example of a hub -and -spoke VPN with the HQ ZyWALL/USG as the hub
and spoke VPNSs to Branches A and B.  When the VPN tunnel is configured, traffic
passes between branches via the hub (HQ). Traffic can also pass between
spoke -and -spoke through the hub. Here are two methods to set up hub -and -
spoke VPN connections: 1. With VPN Concentrator 2. Without VPN Concen trator.
With just two branch offices, you could just manually set up VPN tunnels between

HQ and the branches. With many branches it's best to use the VPN Concentrator

to set up branch -HQ tunnels automatically.

ZyWALL/USG Hub-and -Spoke VPN Example

Local Network
i Network 192.168.168.0 :
i Netmask 255.255.255.0

) .

Local Network H
Network 192.168.167.0
Netmask 255.255.255.0 ;

Ry
a7
\r/ !

Spoke_Branch A

ZyWALL USG
WAN IP 172.16.20.1
LAN IP 192.168.167.1

Hub_HQ

ZyWALL USG
WAN IP 172.16.10.1
LAN IP 192.168.168.1

Local Network
Network 192.168.169.0;
: Netmask 255.255.255.0:

Spoke_BranchB
ZyWALL USG
WAN IP 172.16.30.1
LAN [P 192.168.169.1

nNote: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG by Using VPN Concentrator
Hub_HQ-to-Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type *» VPN Setfings * Wizard Completed

- 2 3

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings ( Scenario)

VPN Setup Wizard

Wizard Type * VPN Setlings * Wizard Completed
1 3
2

Express Settings

IKE Verzion

[KEv1
O Ikev2

Scenario

Rule Name: [Hub_HG-to-8ranch_a
Site-fo-site
D Site-to-site with Dynamic Peer
D pemote Access (Server Rele)

@ Remote Access [Client Role]
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Then, configure the Secure Gateway I[P asthe BranchA6s Gat eway | P address
the example, 172.16.20.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Branch A6 s -8Bhared Key.

Set Local Policy to be the IP address range of the network connected to the
Hub_HQ and Remote Policy to be the IP address range of the network connected

to the Branch A . Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seftingz * Wizard Completed

1 5 3
Express Settings
Configuration
Secure Gateway: 172.16.20.1 [IF or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask]: | 192.168.168.0 | 4255.255.255.0 |
Remote Poliey (IP/Mask): [192.168.167.0 |  f255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wzard Type > VPN Seflings * Woord Completed

1 3

Express Setfings

Summary

Rule Mame: Hub_HO-1o-Branch_A,
Secure Gateway: 172.16.201

Pre-3hared Key: 12345678

Local Policy (IPfMask): 182.168.168.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.168.167.0/ 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Wizord Type > WPH Setfings > Wizard Completed
1 2

3

Express Seftings
Congratulations. The VPN Access wizrard Is completed
Summary

Rule Nome: Hub_HO-o-Branch_A

Sacure Goteway: 172.16.201

Pre-Shored Key: 12345578

Local Policy (IP/Mask): 182 168.168.0 7 255.255.255.0

Remote Policy (IP/Mask):  192.165.167.07 255 25525510

Hub_HQ-to-Branch_B
In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed

- 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (an  d VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 ]
2

Express Settings
IKE Version

|[KEv]
O IKEv2

Scenario

Rule Mame:
| Site-to-site |

D Site-to-site with Dynamic Peer

| Hub_HQ-to-Branch_B

D Remote Access [Server Role)
D Remote Access (Client Role)

Then, configure the Secure Gateway IP asthe BranchBd s Gat eway | P

the example, 172.16.30.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your -Bhared Key.

Branch Bd s

Set Local Policy to be the IP address range of the ne  twork connected to the

Hub_HQ and Remote Policy to be the IP address range of the network connected
to the Branch B. Click OK.
93/865
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Setlingz * Wiard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: 172.16.30.1 [IP or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.168.168.0 255.255.255.0
Remote Policy (IP/Mask): [ 192.168.169.0 255.255.255.0

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)
VPN Setup Wizard

Wizard Type > VPN Seltings > Weord Completed
1 3
2

Express SeHings
Summary
Rule Narmea: Hub_HG-to-Branch_B
Secure Gateway: 172.16.30.1
Pre-3hored Key: 12345678
Local Policy (IF/Mask): 192.168.188.0 / 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizord Type > VPM Sethngs
1 2

Express Seffings

Summary

Fule Mame:

secure Goteway:
Pre-Shared Key:

Local Policy (IP/Mask):

* Wirard Completed
3

Congratulations. The VPN Access wizard is completed

Hub_HQ-to-Branch_B
172.16.30.1

12345678

192 168.165.0 / 255 255 255.0

Rermote Policy [IP/Mask):  192.168.169.0 7 255.255.255.0

Hub_HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator ,
add a VPN Concentrator rule. Select VPN tunnels to be in the same member

group and click Save.
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Name: Hub-cnd-Spoke

Available

VPN_to_VWPC
VPN_to_Azure
Spoke_Branch_A
Spoke_Branch_B
WIZ_VPMN_Branch
Hub_HG_to_Branch_A
Hubk_HG_to_Branch_B

ENOOER

# Edit VPN Concentrator Hub-and-Spoke [21x]

MName: |Hub-and-Spcke |

VPN_to_Azure - B

Spoke_Branch_A .

Spoke_Branch_B

WIZ_VPN_Branch

_HQ-to-Branch_A .
Hub_HQ_to_Branch_A .
Hub_HG _to_Branch_B =
[ ok |

¥ Edit VPN Concentrator Hub-and-Spoke

Spoke_Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setu p Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre -shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftingz > Wizard Completed
1 3
2

Express Settings

IKE Verzion

IKEwv1
O IKEV?

Scenario

Rule Name: Spoke_Branch_A

| @ Site-to-site |

@ Site-to-site with Dynamic Peer

@ Remote Access [Servar Role)

O Remote Access (Client Role)

Then, configure the Secure Gateway IP asthe Hub_HQ6 s Gat eway | P
the example, 172.16.10.1). Type a secure  Pre-Shared Key (8-32 characters) which
must match your Hub_HQ®& s -Bhared Key.

Set Local Policy to be the IP address range of  the network connected to the
Spoke_Branch_A and Remote Policy to be the IP address range of the network

connected to the  Hub_HQ. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Tyee * VPN Setfingz * Wizard Completed

1 o 3
Express Settings
Configuration
Secure Gateway: 172141001 [IP or FQDM]
Pre-Shared Key: 12345678
Local Policy (IP/Mask]:  |192.168.167.0 | [255.255.255.0 |
Remote Policy (IP/Mask): [ 192.168.168.0 | [/255.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Selings > Woord Completed
1 . 3
Express Setlings
Summary
Rule Mame: Spoke_Branch_A
Secure Gateway: 172.16.10.1
Pre-Shared Key: 12345678
Local Policy (IPfMask): 162.168.167.0 1 255.255.255.0
Remote Policy (IP/Mask): 1921881620/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VP N Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wozard Type > WPH Sethings > Wizard Completed
1 2 3

Express Setfings
Congratulations. The VPN Access wizard s completed
Surmnmary

Rule Name: Spoke_Branth_A

Secure Gateway: 172.16.10.1

Pre-Shared Key: 12345678

Lecal Palicy (IP/MMask): 192 168.167.0 / 255.255.255.0

Remote Policy [IP/Mask): 162 168.168.0 / 255.255.255.0

Goto Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_A to Spoke_ Branch_B.

Click Create new Object and set Address to be the local network behind the

Spoke_Branch_B . Select Source Address to be the local network behind the
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Spoke_Branch_A . Then, scroll down the Destination Address list to choose the

newly created Spoke Branch_B_LOCAL address. Click OK.

Network > Routi ng > Policy Route

&» Add Policy Route
show Advanced Seftings  f Create new CQbject ¥
Criteria
User: any b
Incoming: any [{Excluding ZyV| v
Source Address: |5pDCk_BrGr‘|ch_ﬁ‘x_L Vl
Destination Address: |5pock_5rdﬂch_B_L Vl
DSCP Code: any ¥
schedule: nons b
Service: any v
Next-Hop
Type: |VF'N Tunnel Vl
YWPN Tunnel: |5poke_Banch_A Vl

Spoke_Branch_B
In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next .

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre -shared key to be the authentic  ation method. Click  Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1 -31 alphanumeric characters. This value is case  -sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN 3Seffings * Wizard Completed
1 3
2

Express Seftings

IKE Verzion
[KEw]
@ IKEv2

Scenario

Rule Mame: |Spoke_Banch_B

Site-to-site

@ Site-to-site with Dynamic Peer
© remote Access (Server Role)

© Remote Access (Client Role]

Then, configure the Secure Gateway IP asthe Hub_HQ6 s Gat eway | P

the example, 172.16.10.1). Type a secure  Pre-Shared Key (8-32 characters) which
must match your Hub_HQ®& s -Bhared Key.

Set Local Policy to be the IP address range of  the network connected to the

Spoke_Branch_B and Remote Policy to be the IP address range of the network
connected to the  Hub_HQ. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed

1 > 5
Express Seftings
Configuration
Secure Goteway: | 172,168,10,1 | {IP or FQDMN]
Pre-Shared Key: 12345678 |
Local Palicy (IF/Mask]: 192.168.162.0 | 4255.255.255.0 |
Remate Policy (IP/Mask): | 192.168.168.0 |  {2s5.255.255.0 |

This screen provides a read -only summary of the VPN tunnel. Click  Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type * VPN Seffings > Wiard Complated
1 o 3

Express Seftings

Summary

Fule Mame: Spoke_Branth_B

Secure Gateway: 172.16.10.1

Pre-Shored Key: 12343678

Local Policy (IF/Mask): 192.168.169.0 / 255 255.255.0

Remaote Policy (IP/Mask): 192.168.1688.0 7 255 255 255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Fa

Express Seftings

Summarny
Rule Mame:
Jacure Goteway:
Pre-Shared Key:
Local Policy (IF/Mask):
Remote Policy [IP/Mask):

Wizand Type > VP Satling: > Wirard Completed
1 -

Congratulations. The VPN Access wizard is completed

Spoke_Branch_B8

172.16.10.1

123455878

192.168.189.0 / 255.255,255.0
192.168.168.0 / 255.255.255.0

Goto Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke Branch_A .

Click Create new Object and set Address to be the local network behind the

Spoke_Branch_A . Select Source Address to be the local network behind the
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Spoke Branch_B. Then, scroll down the Destination Address list to choose the

newly created Spoke Branch_A LOCAL address. Click OK.

Network > Routing > Policy Route

&» Add Policy Route
show Advanced Seffings 18 Crecfe new Object¥
Criteria
User: any v
Incoming: any (Excluding IyV| ¥
Source Address: Spock_Branch_B_L|v
Destination Addrass: spock_Branch_A_L|v
CSCF Code: any b
Schedule: none b
service: any b
Next-Hop
Type: VPN Tunnel hd
VPN Tunnel: Spoke Branch B |»

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN >VPN Connection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.
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Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

of 2

IPv4 Configuration
© Add ¢
1 e Hub_HG-to-Branch_A Hub_HG-to-Branch_A aHub HQ-to-Branch_A LOCAL/aH H: Branc
2 9% Hub_HQ-to-Branch_B Huk_HQ-to-Branch_B aHub HQ-to-Branch B LOCAL/aHub _HQ-to-Branch_B
Page |1 of 1 Show |50 || items Displaying 1-2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPva4 Configuration
@ Add
1 @ % Spoke-Branch_»A Spoke-Branch_A aSooke-Branch A LOCAL/MmSpoke-Branch A REMOTE
Page |1 of 1 Show |80 || items Displaying 1 ol

Spoke_Branch_B > CONFIGURATION > VPN > [PSec VPN > VPN Connection

IPv4 Configuration
@Aadd
1 @ @ Spoke-Branch_B Spoke-Branch_B aSpoke-Branch_B_LOCAL/a Spoke-Branch_B_REMOTE
Page |1 of 1 Show 50 |»|items Displaying 1 of

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_A
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@, Disconnect Q, Connection Check

My Address Secure Gatew... Up Time Timeout Inbound(... Qutboun...
1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 233 86167 0(0 bytes) 0[0 bytes)
2 Hub_HQ-to-Branch_ B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 &8 86352 1{78 bytes] 0[O bytes)
Page El of 1 Show iterms Displaying 1-2of 2
Connectivity Check [7][x]
Connectivity Check
P Adiciress: 1192.148.167.1 |

Ok ]| Cancel |

Result (%]

® [ChAP Connectivity Check PASS on Hul HE-to-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B
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@) Disconnect Q Connection Check

1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1

My Address Secure Gatew...

P:172.16.20.1

Up Time
253

861

Timeout

Outboun...
0[0 bytes]

Inbound(...

&7 0[0 bytes)

2  Hub_HQ-to-Branch_B

Page El of 1

192.168.168.0/24<>192.168.169.0/24 172.16.10.1

Show items

P:172.16.30.1

86352

1{78 bytes] 0[O bytes)

Displaying 1 -2 of 2

Connectivity Check

Connectivity Check

2]

P Address: 1192.168.169.1 |

ok | cancel |

Result

]

@ ICMP Connecfivity Check PASS on Hub_HG-to-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

@, Disconnect @ Connecfion Check
Secure Gat...
P:172.16.10.1

My Address
172.16.20.1

1 Spoke_Branch_A 192.168.167.0/24<>192.168.148.0/24

Page D of 1 Show items

Up Time
-1

Timeout
86354

Inbound(B...
0(0 bytes)

OCutbound]...
0[0 bytes)
Displaying 1-1 of 1

Connectivity Check

Connectivity Check

2]

P Address: | 192.168.168.] |

"ok ] cancel |
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Result

® |[CMP Connecfivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

1 Spoke_Branch_ B 192.158.169.0/24<>192.168.168.0/24  172.16.30.1 P:172.14.10.1 8 86412 0[0 bytes) 0(0 bytes)
Page |1 of 1 Show |80 |¥| items Displaying 1- 1 of |
Connedctivity Check

Connectivity Check
IP Address: 192.168.168.1

Result

® [ChMP Connecfivity Check PASS on Spoke-Branch_B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key,
Encryption, Authentication = method, DH key group and ID Type to establish the
IKE SA.
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Priority | Category | Message MNote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to esta blish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG

20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG

Ell 2017-09-11 ... info KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG

32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG
Make sure the all ZyWALL/ USG tsd® security

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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Set Up the IPSec VPN Tunnel of ZyWALL/USG without Using VPN Concentrator
Hub_HQ-to-Branch_A

Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway and select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP asthe BranchAds Gat eway | P address (i
example, 172.16.20.1). Type a secure Pre-Shared Key (8-32 characters) which must

match your Branch Ad s -Bhared Key and click OK.

CONFIGURATION > VPN > |IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hulb_HGQ-to-Branch_~

IKE Version

Gateway Settings

My Address
@ |nterfiace ge2 7 DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address

@ Static Primary 172.14.20.1
Address

Secondary 0.0.0.0

[Cl Fall back to Primary Peer Gateway when possible

O Dynamic Address @
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Authentication

@ Pre-Shared Key teeesnan

O unmasked
O Certificate My Ceriificates
© User Based PSK i
Advance

Phaze 1 Seftings

54 Life Time: 856400 [180 - 3000000 Seconds)
MNegotiation Mode: Main b
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_A
[] Advance

VPN Gateway

Application Scenaric
| @ ;I;-;;-ci;

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HG-to-Branchk | v ge2 172.16.20.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the local
network behind Hub_HQ to Branch_B and an address of local network behind

Branch A .

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE ¥
Starting IP Address: 192.168.168.0
End IP Address: 192.168.16%9.0
Remote Policy
&) Add Address Rule
Name: Branch_A
Address Type: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0)

Set Local Policy to be HQ-to-Branch_Band Remote Policy to Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: HQ-to-Branch_B  |»|  RANGE, 192.168.168.0-192.168.169.0
Remote policy: Branch_A w7 SUBMET, 192.168.167.0/24

[¥] Advance

Phaze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
[] Advance

Related Settings
Ilone: IPSec_VPN LA ]
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Hub_HQ-to-Branch_B
Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name

used to identify this VPN gateway.

Then, configure the Secure Gateway

the example, 172.16.30.1). Type a secure

IP asthe BranchBd s Gat eway | P

Pre-Shared Key (8-32 characters) which

must match your Branch Bd s -8hared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

addr ess

General Settings

Encble

VPN Gateway Name:

Hub_HG-to-Branch_B

IKE Verzion

Gateway Settings

My Address

@ |nterface ge2 e DHCP dlient -- 172.16,10.1/255.255.255.

© Domain Name / IPv4
Peer Gateway Addresz

@ Static
Address

Primary 172.16.30.1

Secondary| 0.0.0.0

[O Fall back to Primary Peer Gateway when possible

© Dynamic Address @

Authentication

@ Pre-Shared Key

[l unrmasked
O Cerificate My Certificates
© User Based PSK o
[] Advance
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Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

Advance

VPN Gateway
Application Scenario
@ site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branck v ge? 172.16.30.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the local

network behind Hub_HQ to Branch_A and an address of local network behind

Branch B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€ Add Address Rule
Naome: H@-to-Branch_A
Address Type: RANGE v
Starting IP Address: 192.168.167.0
End IF Address: 192.168.168.0
Remote Policy
& Add Addres: Rule
Name: Branch_B
Address Type: SUBNET b
MNetwork: 192.165.16%.0
MNetmask: 255.255.255.0

Set Local Policy to be HQ-to-Branch_B and Remote Policy to Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy

Local policy: HG-to-Branch_A | ¥] RANGE, 192.168.167.0-192.168.168.0

Remote policy: Hub HG-to-Branch ¥ SUBNET, 192.168.169.0/24

[] Advance

Phasze 2 Setfting

SA Life Time: 86400 {180 - 2000000 Seconds)

[] Advance

Related Settings
lone: IPSec_VPN >~ 0

Spoke_Branch_A
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP asthe Hub HQ6 s Gat eway | P address (
the example, 172.16.10.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Hub_HQO s -Bhared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable

VPN Gateway Name: Spoke_Branch_A

IKE Version

Gateway Settings

My Address
@ |nterface ge2 e DHCP client -- 172.16.20.1/255.255.255.
© Domain Name / IPv4

Peer Gateway Address

@ Static Primary 172.16.10.1
Address

Secondary 0.0.0.0

[T Fall back to Primary Peer Gateway when possible

© Dynamic Address @

Avuthentication
@ Pre-Shared Key sesssnas
[ unmaskad
O Certificate My Certificates
© User Based PSK o
[] Advance

Phase 1 Setftings

5A Life Time: 85400 {180 - 3000000 S=conds)
Negotiation Mode: Main b
Advance
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Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Connection Name: Spoke_Branch_A

Advance

VPN Gateway

Application Scenario

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: Spoke_Branch_A v ge2 172.16.10.1, 0.0.0.0

Click Create new Object on the upper barto add the address of the local
network behind Branch A and the address range of the local network behind

Hub_HQ to Branch_B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€ Add Address Rule
Name: Branch_A
Address Type: SUBNET v
MNetwork: 192.168.167.0
Netmask: 255.255.255.0)
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Remote Policy

€ Add Address Rule
Name: HG-to-Branch_B
Address Type: RANGE v
Starting P Address: 192.168.168.0
End IP Address: 192,168.16%.0

Set Local Policy to be Branch_A and Remote Policy to HQ-to-Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: Branch_A R SUBNET, 192.168.167.0/24
Remote policy: H@-fo-Branch_B | ¥ | RANGE, 192.168.168.0-192.168.169.0
[*] Advance

Phasze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
Zone: IPSec_VPN LA ]

Spoke_Branch_B
Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP asthe Hub HQ6s Gat eway | P address (
the example, 172.16.10.1). Type a secure  Pre-Shared Key (8-32 characters) which

must match your Hub_HQO s -Bhared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway
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General Settings

Encble

VPN Gateway Nome: Spoke_Branch_B

IKE Version

Gateway Settings

My Address
@ |nterface ge? 23 DHCP client -- 172.16.30.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address

@ Stotic Primary 172.14.10.1
Address

Secondary 0.0.0.0
[Cl Fall back to Primary Peer Gataway whan possible

© Dynamic Address @

Authentication

@ Pre-Shared Key | il

O unmasked
© Certificate My Certificates
© User Based PSK i ]
Advance

Phaze 1 Settings

3A Life Time: 35400 {180 - 3000000 Seconds)
Negotiation Mode: hain b
Advance

Goto CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway
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General Settings

Ernable

Connection Name: Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© site-to-site with Dynamic Peer
© remote Access [Server Role)
© Remote Access (Client Role)

© vVpn Tunnel Interface

VPN Gateway: Spoke_Branch_B

R ge2 172.16.10.1, 0.0.0.0

Click Create new Object on the upper bar to add the address of local network

behind Branch B and address range of local network behind Hub_HQ to

Branch_A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
& Add Addresz Rule
Name: Branch_B
Address Type: SUBNET ~
MNetwork: 192.168.16%.0
Netmask: 255.255.255.0

Remote Policy

122/865




ZYXEL

& Add Address Rule
Name: HQ-to-Branch_A|
Address Type: RANGE ¥
Starting IP Address: 192.168.167.0
End IP Address: 192.168.168.0

www.zyxel.com

Set Local Policy to be Branch_B and Remote Policy to HQ-to-Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy

Local policy:

Branch_B

R SUBNET, 192.168.169.0/24

Remote policy:

HG-to-Branch_A

R RANGE, 192.168.167.0-192.168.168.0

[] advance

Phasze 2 Setting

SA Life Time:
[] advance

Related Settings

Ions:

86400

IPSec_VPN

{150 - 3000000 Seconds)

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , clic k

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
Qadd F
1 9@ Huk_HGQ-to-Branch_A
2 & Hub_HQ-to-Branch_B
Page |1 of 1

Hub_HG-to-Branch_A
Hub_HQ-to-Branch_B
Show |50 | items

Displaying 1 -2

of

-
2

123/865




ZYXEL

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

www.zyxel.com

IPv4 Configuration
Q Add F
1 @% Spoke_Branch_A Spoke_Branch_A aBranch_AfaHQ-to-Branch_B
Page |1 of 1 Show |50 |y| items

Displaying | - 1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add [
1 Q@ Spoke_Branch_B Spoke_Branch_B aBranch BfaHQ-to-Branch A
Page |1 of 1 Show |50 |~ |items

Displaying 1-1 of

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.
Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_A
1 Hub_HG-to-Branch_A 192.168.168.0-192.168.169.0=>192.148.167.0/24 172.16.10.1 P:172.16.20.1 584 85836 0(0 by... 0[0by...
2  Hub_HG-to-Branch_B 192.168.167.0-192.168.168.0<>192.168.169.0/24 172.16.10.1 P:172.1630.1 23 86397 0(0 by... 0[0by...
Page |1 of 1 Show |50 || iterms Displaying 1-2 of 2

Connectivity Check

Connectivity Check

IP Address: 192.168.1

&7.1
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Result x|

@ ICMP Conneciivity Check PASS on Hub_HG-o-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B

@& Disconnect @ Connection Check

My Address  Secure Gat... UpTime Timeout Inbou... Outb...

1 Hub_HGQ-to-Branch_A 192.168.168.0-192.168.169.0<>192.168.167.0/24 172.18.10.1 P:172.16.20.1 384 83836 00 by... DO{0by...
2 Hub_HG-to-Branch_B 192.168.167.0-192.168.168.0<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 23 86397 00 by... 0(0by...
Page El of 1 Show items Displaying 1-20f2
Connectivity Check |Z|
Connectivity Check
IP Address: 192.188.14%.1

Result [X]

@ ICIP Connectivity Check PASS on Hulb HG-to-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

@ Disconnect @, Connection Check
# Name Policy My Address  Secure Gateway UpTime Timeout Inbou... Outb...
1 3poke_Branch_A 192.168.167.0/24=>192.168.168.0-192.148.16%.0 172.16.20.1 F:172.16.10.1 30 73410 0[0by... 0[0by...
Page El of 1 Show items Displaying 1-1 of 1
Connectivity Check IE
Connectivity Check

IP Address: 192.168.168.1

[ ok ] concel |
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Result

[x]

@ TP Connectivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

My Address

1 Spoke_Branch_B

Secure Gatew... 4« Up Ti...

Time... Inbo... Outb...
192.168.169.0/24<>192.168.167.0-192.168.168.0

172.16.30.1 P:172.16.10.0 115 86305 0{0b... 00b...
Page EI of 1 Show iterns Displaying 1 -1 of 1
Connectivity Check lz‘
Connectivity Check
IP Address: 192.148.168.1
Result

[X]

® |ChiP Connectivity Check PASS on Spoke-Bronch B
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What Could Go Wrong?
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If you see [info] or [error] log message such as below, please check ZyWALL/USG

Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key,

Encryption, Authentication method, DH key group and ID Type to establish the

IKESA.

Priority | Category | Message Mote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send:[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
arrar IPSec SPIL: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

infa IKE RecvHASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to esta

blish the IKE SA.

19
20

2017-09-11 ...
2017-09-11 ...

info
info

KE
KE

[SA] : Mo proposal chosen
[ID] : Tunnel [Server] Phase 2 Local policy mismatch

KE_LOG
KE_LOG

31
32

2017-09-11 ...
2017-09-11 ...

info
info

KE
IKE

Send:[HASH] [SA] [NOMCE] [ID][ID]
Phase 1 IKE SA process done

KE_LOG
KE_LOG

Ma k e

sur e t

he

all ZyWALL/ USG

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.

tsd security
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How to Use Dual -WAN to Perform Fail -Over on VPN Using the

VPN Concentrator

This is an example of using Dual -WAN to perform fail -over on a hub -and -spoke
VPN with the HQ ZyWALL/USG as the hub and sp oke VPNSs to Branches A and B.

When the VPN tunnel is configured, traffic passes between branches via the hub

(HQ). Traffic can also pass between spoke

primary WAN interface is unavailable, the backup WAN interface will be

-and -spoke through the hub. If the

used.

When the primary WAN interface is available again, traffic will use that interface

again.

Local Network :
Network 192.168.167.0 i
Netmask 255.255.255. 0

Local Network
Network 192.168.168. 0
Netmask 255.255.255. 0

ZyWALL USG

WAN_1 IP 172.16.10.1
WAN_2 IP 172.100.110.1
LAN IP 192.168.168. 1

Local Network
! Network 192.168.169. 0
H i Netmask 255.255.255.0 H

:I_I %,/3

Spoke_BranchA

ZyWALL USG

WAN_1 IP 172.16.20.1
WAN_2 IP 172.100.120.1
LAN IP 192.168.167.1

Spoke_BranchB

ZyWALL USG

WAN_1 IP 172.16.30.1
WAN_2 P 172.100.130.1
LAN IP 192.168.169.1

Hub & Spoken VPN Using the VPN Concentrator with Backup

AA/ANI

"O"Note: All network IP addresses and subnet masks
Please replace them with your actual network IP addresses and

are used as examples in this article.

was tested using USG310 (Firmware Version: ZLD4.25).

subnet masks . Thisexample
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Set Up the IPSec VPN Tunnel onthe ZyWALL/USG Hub_HQ -to-Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch A 6 sanl IP address (in the
example, 17 2.16.20.1) and Secondary Gateway IP asthe Branch A 6 wan2 IP
address (in the example, 172.100.120.1). Select  Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

Ab s -Bhared Key and click OK.

CONFIGURATION > VPN > |[PSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Hule_HGQ-to-Branch_2

IKE Version

Gateway Settings

My Address
@ |nterface ge2 3 DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ Static Primary 172.16.20.1

Address Secondary| 172.100.120.1

| Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:

© Dynamic Address @
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Avuthentication

® Pre-Shared Key seveenes

[ unmasked
@ Certificate My Certificates
O User Based PSK L

BAdvcnce

Phaze 1 Settings

54 Life Time: 85400 {180 - 2000000 Seconds)
Megaotiation Mode: Main »
[] Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HQ-to-Branch_A
Advance

VPN Gateway

Application Scenario
@ Site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© Remote Access [Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HGQ-to-Branck | v ge2 172.16.20.1, 172.100.120.1
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Click Create new Object
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to add the address of local network behind Hub_HQ and

an address of local network behind Branch A .

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule
Name: Hub_HG
Address Type: SUBMET ~
Network: 192.168.168.0
Netmask: 255.255.255.0

Remote Policy

@ Add Address Rule
Name: Spoke_Branch_A_LOr
Address Type: SUBMNET v
MNetwork: 192.168.167.0
Matmask: 255,255.255.0]

Set Local Policy to be Hub_HQ and Remote Policy to Branch_A which are

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

newly

Policy
Local policy:

Remote policy:
[ Advance

Phaze 2 Sefting

SA Life Time:
[] Advance

Related Settings

Ione:

I Hub_HG "I SUBNET, 192.168.168.0/24

| Spock_Branch_a_Liv|  SUBNET, 192.168.167.0/24

856400 {150 - 3000000 Seconds)

IPSec_VPN v O

Hub_HQ-to-Branch_B
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch Bd wanl IP address (in the
example, 172.16.30.1) and Secondary Gateway IP asthe Branch B& wan2 IP
address (in the example, 172.100.130.1). Select  Fall back to Prim ary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A0 s -Bhared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Version

Gateway Seltings

My Address
@ |nterface ge2 Vl DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Addreszs
@ Static Primary | 172.16.30.1 |

Address Secondary| 172.100.130.1 |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:
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Avuthentication

© Pre-Shared Key sesesses

[ unmasked
© Certificate My Certificates
O User Based PSK i

[*] Advance

Phaze 1 SeHtings

54 Life Time: 856400 {1580 - 3003000 Seconds)
Megotiation Mode: Main v
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection to enable VPN
Connection. Select scenario as  Site-to-site and VPN Gateway which is configured

in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

[] advance

VPN Gateway

Application Scenaric

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branctk v ge2 172.16.30.1, 172.100.130.1
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Click Create new Object

an address of local network behind

to add an address of local network behind

www.zyxel.com

Branch B.

Hub_HQ and

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

) Add Addresz Rule

MNarne:
Address Type:
Metwork:

Netmask:

Hub_HGQ

SUBNET ~
192,168.168.0
255.255.255.0]

Remote Policy

€ Add Address Rule

Name:
Address Type:
Network:

Netmask:

Spoke_Branch_B_LOC

SUBNET v
192.168.169.0
255.255.255.0

Set Local Policy tobe Hub_HQ and Remote Policy to Branch_B which are

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

newly

Policy
Local policy:

Remote policy:
[ Advance

Phaze 2 Sefting

SA Life Time:
[] Advance

Related Settings

Ione:

Hub_HQ V|

Spock Branch B | ¥

86400

IPSec_VPN ¥

SUBNET, 192.168.168.0/24

SUBNET, 192.168.169.0/24

{150 - 3000000 Seconds|

Hub_HQ Concentrator
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In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator ,
add a VPN Concentra tor rule. Select VPN tunnels to the same member group and

click Save.

&y Add VPN Concenfrator

Mame: Hub-and-Spoke

VPM_to VPC
VPM_to_Azure
WII_VPMN_HG
WIZ_VPM_Branch
fo_Branch_A
=1 o

EEDOEE

&» Add VPN Concentrator

Name: 'Hub-and-Spoke |

Avaloble Member |
VPMN_te VPC Hub_HQ-to-Branch_A
VPN_fo_Azure b H@-to-Bran :
Hub_HQ to Branch_B
WIZ_VPMN_Branch
Spoke_Branch_A

Spoke_Branch_B
Hub_HGQ _to_Branch_A

Spoke_Branch_A
Goto CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
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Then, configure the Primary Gateway IP asthe Hub_HQ®& sanl IP address (in the
example, 172.16.10.1) and Secondary Gateway IP asthe Hub_HQ®6 wan2 IP
address (in the example, 172.100.110.1). Select  Fall back to Primar y Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQJ s

Pre-Shared Key and click OK.

CONFIGURATION > VPN > |IPSec VPN > VPN Gateway

General Settings

i

VPN Gateway Name: Spoke_Branch_A

IKE Version

Gateway Seftings

My Address
@ |nterface ge2 "l DHCP dient -- 172.16.20.1/255.255.255.

© Domain Name / IPvd

Peer Gateway Address
@ stafic Primary  [172.16.10.] |

Address Secondary[172.100.110.] |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-84400 seconds)
Interval:

© Dynamic Address @
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Avuthentication

® Pra-Sharad Key

[l unmasked
O Certificate
© User Based PSK
[] Advance

Phasze 1 Settings

S5A Life Time: 86400
Negotiation Mode: Main
Advance

My Certificates

[180 - 3000000 Seconds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name

used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Cmnection > General Settings and

VPN Gateway

General Settings

Enable

Connection Name: Spoke_Branch_A

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_A

w

ge?

172.16.10.1, 172.100.110.1
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Click Create new Object to add the address of local network behind Branch A

and an address of local network behind Hub_HQ

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule
Name: Spoke_Branch_A_LOH
Address Typs: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0]

Remote Policy

€ Add Address Rule
Name: Hulb_HQ
Address Type: SUBNET ~
Network: 192.168.148.0
Netmask: 255.255.255.0

Set Local Policy to be Spoke Branch_A LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: Spoke_Branch_A_L v SUBMET, 192.168.167.0/24
Remote policy: Hub _HG 7 SUBMET, 192.168.168.0/24
[ Advance

Phase 2 Setting
SA Life Time: 86400 (180 - 2000000 Seconds)
[ Advance

Related Settings
lone: IPSec_VPN v~ @
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Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_A to Spoke Branch B.

Click Create new Object and set the address to be the local network behind the
Spoke_Branch_B . Select Source Address to be the local network behind the
Spoke_Branch_A . Then, scroll down the Destination Address list to choose the

newly created Spoke_ Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any s
Incoming: any [Excluding ZyV|¥
Source Address: |5poke_B'chh_.ﬁ._l VI
Destination Addrass: ISpOkE_B'GnCh_B_L "l
DSCP Code: any v
Schedulse: nons v
Service: any v
Next-Hep
Type: |'v'F'N Tunnel "I
WPN Tunnel: |Spoke_B'cnch_.ﬁ. VI

Spoke_Branch_B
Goto CONFIGURATION > VPN >IPSec VPN > VPN Gateway , select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP asthe Hub_HQ®& wanl IP address (in the
example, 172.16.10.1) and Secondary Gateway IP asthe Hub_HQ®6 wan2 IP
address (in the example, 172.100.110.1). Select  Fall back to Primary Peer Gateway
when possible and set desired Fall Back Check Interval time.
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Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ®J s

Pre-Shared Key and click OK.

CONFIGURATION > VPN > |IPSec VPN > VPN Gateway

General Settings

VPN Gateway Nome: Spoke_Branch B |

IKE Version

Gateway Settings

My Address
@ |nterface ge2 Ed DHCP client -- 172.16.30.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ Stotic Frimary 172.146.10.1

Addiress Secondary| 172.100.110.1

Fall back to Primary Peer Gateway when possible

Fall Bock Check | 300
Interval:

O Dynamic Address @

[80-84400 seconds)

Avuthentication

® Pre-Shared Key |""""

[ unrmasked
O Certificate My Certificates
© User Based PSK i
Advance

Phaze 1 Settings

34 Life Time: 86400 [180 - 3000000 Seconds)
Negeotiation Mode: hMain b4
[*] Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.
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CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Connection Name: Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
O Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway: Spoke_Branch_B v ge2 172.16.10.1, 172.100.110.1

Click Create new Object to add the address of local network behind  Branch B

and an address of local network behind Hub_HQ.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
& Add Address Rule
Name: Spoke_Branch_B_LOC
Address Type: SUBNET v
Network: 192.168.16%.0
Metmask: 255.255.255.0
Remote Policy
&) Add Address Rule
Name: Hub_HGQ@
Adldress Type: SUBMNET ~
Metwork: 192.168.168.0
Metmask: 255.255.255.0]

Set Local Policy to be Spoke Branch B _LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy
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Policy
Local policy: |spoke Branch B_LIv|  suBNET, 192.168.160.0/24
Remote policy: |Hub_Ha ~|  SUBNET, 192.168.168.0/24
[*] Advance

Phaze 2 Sefting
5A Life Time: 86400 (180 - 3000000 Seconds]
[] Advance

Related Settings
Ilone: IPSec_VPN v (i ]

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke_Branch_A

Click Create new Object and set the address to be the local network behind the
Spoke_Branch_A . Select Source Address to be the local network behind the
Spoke_Branch_B . Then, scroll down the Destination Address list to choose the

newly created Spoke Branch_A LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any >
Incoming: any {Excluding ZyV| v
Scurce Address: ISpoke_Brcmch_B_L VI
Destination Address: ISpoke_Brcmch_A_L VI
DSCF Code: arny >
Schedule: nons b
Service: any ¥
Next-Hep
Type: |VF'N Tunnel "l
VPM Tunnel: ISpoke_Brdnch_B VI

Test the IPSec VPN Tunnel
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Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 @% Hub_HG-to-Branch_A Hub_HQ-to-Branch_A aHub HQ)/aSpoke Branch_ A LOCA
2 9@ Hub_HGQ-to-Branch_B Hub_HQ-to-Branch_B aHub HQ/aSpoke Branch B LOCA
Page |1 of 1 Show |50 |y items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

O Add

1 9@

Page |1

Spoke-Branch_A Spoke-Branch_A mnipoke-Branch_A LOCA

of 1 Show |50 || items Displaying 1 -1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 @% Spoke-Branch_B Spoke-Branch_B nipoke-Branch B LOCAL/faHub HG
Page |1 of 1 Show |80 || items Displaying 1 - 1 of
Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel  Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A
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@ Disconnect @& Connection Check

My Addr... 4 Secure Gatew...

Up Time Timeout

Inbound(... Outboun...

2  Hub_HQ-to-Branch_B

Page El of 1

1 Hub_HGQ-to-Branch_A 192.168.168.0/24<>192.168.167.0/24
192.168.168.0/24<>192.168.16%9.0/24

172.156.10.1
172.16.10.1

P 172.16.20.1
P:172.16.30.1

690
505

85730
85915

Show items

1{4& bytes)
1({78 bytes)

160 bytes)
0[0 byles)
Displaying 1 -2 of 2

Connectivity Check

Connectivity Check

B

IP Address:

192.168.167.1

o] cance

Result

[x]

@ ICMP Connectivity Check PASS on Hub_HG-to-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B

Timeout

QOutboun...

1 Hub_HG-to-Branch_aA
2 Hub_HGQ-to-Branch_B

Page El of 1

192,168,168.0/24<=192,168.167.0/24
192.168.168.0/24<>192,168.169.0/24

My Addr... 4 Secure Gatew...

Up Time
6%0
505

172,16.10.1
172.16.10.1

P 172.16.2000
P:172.16.30.1

85730
85915

Show iterns

Inbound]...
1(46 bytes)
1(78 bytes)

1{60 bytes)
0(0 bytes)
Displaying 1 -2 of 2

Connectivity Check

EIxl

Connectivity Check

192.168.16%.1

IP Address:

" ox_] canco |

]

® ICMP Connectivity Check PASS on Hub_HG-o-Branch_B

Result

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec
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Result

@ [CMP Connectivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

www.zyxel.com

1 Spoke_Branch_B  192.168.169.0/24<>192.168.168.0/24

Page |1 of 1 Show |50 |v | items

172.16.30.1

F: 172146100 4

73436

0[0 bytes)

Displaying 1- 1

00 bytes)

of 1

Connectivity Check

Connectivity Check

IP Address: 192.168.168.1

Result

(D [CHWP Connectivity Check PASS on Spoke-Bronch_B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG

Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key,

Encryption, Authentication method, DH key group and ID Type to establish the

IKE SA.
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Priority | Category | Message MNote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see tha t Phase 1 IKE SA process done but still get [info] log message as

below, please check ZyWALL/USG Phase 2 Settings. All ZyWALL/USG units must

use the same Protocol, Encapsulation, Encryption, Authentication method and

PFS to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG

20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG

Ell 2017-09-11 ... info KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG

32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG
Make sure the all ZyWALL/ USG tsd® security

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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Remote Access VPN Wizard for SecuExtender IPSec and Non -
SecuExtender IPSec VPN Clients

With USG FLEX/ ATP you are able to provision predefined settings on your device to
SecuExtender IPSec as well as non -SecuExtender IPSec VPN clients. This article will
show you how to use Remote Access VPN Setup Wizard to quick setup VPN tunnel

using IKEv2 with EAP & Certification authentication

Wan: 10.214.48.70
Secubxtender IPSec VPN Clier. h an: 1U.214.40.
R e B
— LANT 192.168.1.1
Non-Secukxfender IPSec VPN Client
192.168.50.1

Set up VPN Tunnel on ATP/USG FLEX
1.Log in to the Web GUI of your USG -FLEX/ATP, click Quick Setup , then select Remote
Access VPN Setup to build up VPN tunnel with the Wizard.

Cigg

WAN Infedface Remote Access VPN
Q 5 Setup.
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2.Select Remote Access VPN Setup, and choose

| Remote Access VPN Setup - Zyxel VPN Client (SecuExtender IPSec)

Select a scenario to start...

Zyxel VPN Client (SecuExtender IPSec)

Use the Iyxel VPN Client (IKEv2) scenario if the
WPN client has SecuBxtender IPSec and you want to
create a Full Tunnel or Split Tunnel VPN rule.

www.zyxel.com

Zyxel VPN Client (SecuExtender IPSec) .

b

L2TP over IPSec Client (iCS, Windows, Android)

Use the L2TP over IPSec Client scenario if the VPN
client has a supported mobile device and you want
to create a Full Tunnel VPN rule only.

.
® sprTunnel ’ .

Infemet Intemnet
ﬁ L= ;;;:;;:;;:‘ ﬁ """""" | w0 EE
Office Gateway #yxel Client Office Gateway 00D
. 7

User Avthticaton

3.Configure the VPN Authentication Method
(1) Choose Incoming Interface
(2) Choose Certificate for VPN Validation

(3) Select the tunnel type  Full Tunnel and e nable the check box of

Traffic Through WAN .

Y] Remote Acces:z VPN Setup - Zyxel VPN Client (SecuExtender IPSec)

o VPN Configuration

Office Gateway
10.214.48.70/255.255.255.0

VPN Authentication Method
Extensible Authentication Protocol (EAP)

Incoming Interface (i)

°© Interface ge2 v

© Domain Name / IPv4

10.214.48.70/255.255.255.0

Certificate for VPN Validation
@ Auto

© Manual
Local Network  (7)

e Full Tunnel

Allow Client VPN Traiffic Through WAN
@ split Tunnel

[ ciose | <sock | tew> | uaer auhentcanon]

Allow Client VPN

2] X

<
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4.Configure the IP Address Pool for the client

The IP add ress pool will auto select non -used subnet on the device to avoid setting up
the same subnet on the device. The IP address Pool will begin at 192.168.50.1

If the subnet 192.168.50.1 exists in the gateway settings, the IP address pool will
automatically change to 192.168.51.1 subnet.

nNote: The gateway only checks overlapped subnets in /24, not check the other
subnet mask.

] Remote Access VPN Setup - L2TP over IPSec Client (iOS, Windows, Android)

=1 B

o VPN Configuration EE

200

192.168.50.1-192.168.50.250

Client Netweork (i)

I Adldress Pool : © 192.168.50.1-192.168.50.250

© Custom Defined

First DNS Server : @ TyWALL
© Custom Defined

Second DNS Server:

[ close ] <sack ] next~ |

5. Allow local user to access the  device via VPN tunnel

If you have not created the local users for remote VPN access, you can set up the local

user here to allow the user to access the network through the VPN tunnel.
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VPN Configuration

| Remote Access VPN Setup - Zyxel VPN Client (SecuExiender IPSec) E

Allowed Local User (1)

Select user from the available user list and move it to the member list,

@Add New User o

User Authentication 9 kevin

www.zyxel.com

=== Object ===

(3] o

6. After done all the steps in the wizard, you can choose using either SecuExtender

IPSec or non - SecuExtender IPSec VPN clients (i0S/MacOS, Windows, Strongswan -

Android) to provision the VPN se ttings

- SecuExtender IPSec VPN client: Click Save button to complete the Wizard

Y1 Remote Access VPN Setup - Zyxel VPN Client (Secubxtender IPSec)

o VPN Configuration

o User Authentication

o Summary

MNon Secubxdender VPN Clients

Bl =

Summary

Review the summary of the VPN rule settings and click Save if they are comrect,

Flecse Run the VPN Configuration by going through SecuExtender IPSec WPN Client menu =
Configuration = Get from Server.

Note: You can rerun the wizard, but it will overwrite previous settings.

RemoteAccess_Wiz

EAP

Certificate CN 10.214.48.70

Interface ge2( 10.214.48.70/255.255.255.0)
Full Tunnel

IP Address Pool 192.168.50.1-192.168.50.250

First DNS Server IyWALL (192.168.1.1)

Second DNS Server

Bandwidth
kevin
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Non -SecuExtender IPSec VPN client: Click to Non

the | eft

www.zyxel.com

hand si de, then choose whi

download the scriptto install on.

te Access VPN Setup - Zyxel VPN Clien

o VPN Configuration

o User Authentication

o Summary

Neon Secubxtender VPN Clients

cuExtender IPSec)

Summary

Review the summary of the WPN rule settings and click Save if they are correct.

Please Run the VPN Configuration by going through SecuExdender IPSec VPN Client menu >
Configuration > Get from Server.

Note: You can rerun the wizard, but it will ovenwrite previous setfings.

RemoteAccess_ Wiz

EAP

Certificate CN 10.214.48.57

Interface wan( 10.214.48.57/255.255.255.0)
Full Tunnel

IP Address Pool 192.168.50.1-192.168.50.250

First DNS Server ZyWALL (192.148.1.1)

Second DNS Server

Bandwidth
kevin

| ciose | <ock | sove |

-SecuExtender VPN Client at

ch

devi

1| Remote Access VPN Setup - Zyxel VPN Client (Non-SecuBxdender IPSec VPN Clients)

VPN Configuration

User Authentication

Summary

Config Provision

Download Script

Pleass download and install the scrist files on Windows, MacOs, i0S, or Android devices to
automatically configure VPN settings.

Note

The VPN settings for Mon-SecuExtender IPSec VPN Clients do not suppert following features:
-Upload Bandwidth Limit

-Spilt Tunnel

-Twe-factor Authentication (Google Authentficator)

O For i08/MacOs -'v
d
e For Windows &‘

o For Android lv
[StrongSwan) d

Bl =
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7. (Optional) Since ZLD5.10, Remote Access VPN Setup Wizard uses DH gro  up 14 for
VPN phase 1 setting. | f you are using perpetual SecuExtender IPSec VPN client wi th
default DH group 2, you can also manually add more DH group on ATP/USG FLEX to
avoid re -provisioning. You can add maximum of 3 DH groups.
1 On ATP/USG FLEX Web GUI, go to CONFIGURATION > VPN > IPSec VPN > VPN
Gateway, edit the  RemoteAccess_Wiz. In Phase 1 Settings, you can add more
Key Group (DH)

Z Edit VPN Gateway RemoteAccess Wiz

E Hide Advanced Settings 8 Create New Object¥
Peer D Type: Any b -

Phaze 1 Seltings

SA Life Time: 86400 (180 - 3000000 Seconds)
(] Advance
Proposal © Add &
1 AESTZ28 SHAZ56

Key Group:

Extended Authentication Protocol
Enable Extended Authentication Protocol (@
Allowed Auth Methodh: mschapv2
@ Server Mode

ALA Method: RemoteAccess_Wi v

nNote:

- IKEv2 Remote Access VPN using IKEv2 only supports single proposal

(Authentication + Encryption)

- Remote Access VPN client using IKEv2 + EAP/MSCHAPV2 does not support using
local -id to differentiate multiple rules. For multiple remote VPN rule, user must to

choose different proposal (phase 2 proposal is suggested) to separate.

152/865




ZYXEL ——

Test the result
For Windows SecuExtender IPSec VPN client

1. Goto C onfiguration tab, andclick 0 Get fearowe rSo

W ZyWALL IPSec VPN Client — O x
¥

Conﬁéuralicm '.s 7

Save Ctrl+5

Import
Export

Get from Server
Move to USB Drive

Wizardls IKE V2 Configuration
Quit

This folder enables the creation of IKE V2 tunnels. Itis possible to
create as many IKE Auth SA and Child 5A as required. The contextual
menu (right dick on IKE v2) enables to create, copy or paste IKE Auth
SA and Child 5A.

IKE V2 tunnel creation wizard

L Export all IKE V2 tunnels

@ VPN Client ready
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2. Enter gateway IP and credential to get provision file from gateway.

%" VPN Configuration Server Wizard

*

Step 1: Authentication
What are the parameters of the WPN Server Connection? @ O

You are going to download your VPN Configuration fram the VPM Configuration Server.
Enter below the authentication infarmation required for the connection to the server.

Gatewa,,Md,ﬂm.zu.m.?ﬂ | Por: ‘443 |

Authentication: | Login + Passward

- |

Logir: Ikevin

|©

Password: I sencs

[3]

Cancel

Click o0OK6 to finish.

W' VPN Configuration Server Wizard

Configuration successful

The VPN Configuration is successfully retrieved from the VPN server.

33450

www.zyxel.com
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3.Click 00Open tunnel 6 to build up VPN connection.
W' ZyWALL IPSec VPN Client — [m| X
Configuration Tools 7
VPN CLIENT
[E] vPN Configuration Child SA  Advanced Automation Remote Sharing IP\”
--[£] IKE V1Parameters )
= KEV2 Traffic
= RemoteAccess Wiz VPN Clientaddress | 0 . 0 . 0 0
Open tunnel Ctrl+O
dress type | Subnet address ~
Export
A\ address o .0 .0 0
Copy Ctr+C
o .0 .0 0
Rename F2 bret mask
Delete Del [F1Request configuration from the gateway
Cryptography
-
-
Extended Sequence Mumber
Lifetime
Child SA Lifetime | 23300 sec,
@ VPN Client ready
Enter credential and click 0O0KO.
%" RemoteAccess Wiz Authentication >

T Enter Authentication login and password to open the

“{[!“' tunnel.

Login: Jkevin

Password: I senns

QK Cancel
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4. The remote user can ping the internal network now.

C:\Windows\system32>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: bytes=32 time=2ms

Reply from 192.168.1.1: bytes=32 time=4ms

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 4ms, Average = 2ms

For Windows native IKEv2 client :

1. Extract the Script File, perform the scrip as Administrator.

Readme. bd
| RemoteAccess Win_16.bat

p Remotefccess Win_16.crt

2. VPN for Native IKEV2 iscreate d successfully.

.: RemoteAccess 10.214.48.70

-

- RemoteAccess 10.214.48.70
<7 WAN Miniport (IKEvZ2)
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3. Enter the VPN credential to complete the connect ion.

OZJ RemoteAccess_10.214.48.70
Action needed

[

Cancel

Windows Security X

Sign in

kevin

YIIIIIL o

Domain:

The user name or password is incorrect.

OK Cancel

4. The remote user can ping the internal network now.
C:\Windows\system32>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: bytes=32 time=2ms
Reply from 192.168.1.1: bytes=32 time=4ms

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 4ms, Average = 2ms
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For i0OS/MacOS:

1.Send the Script to Device via email in example, then download the file

Profile Downloaded
Review the profile in Settings app if

you want to install it.

2.Settings->Profile Downloaded
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