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Chapter 1 - VPN 

How to Configure Site -to-site IPSec VPN with Amazon VPC  

 

This example shows how to use the VPN Setup Wizard to create a site -to -site 

VPN between a ZyWALL/USG and an Amazon VPC platform . The example 

instructs how to configure the VPN tunnel between each site. When the VPN 

tunnel is configured, each site can be ac cessed securely.  

 

   ZyWALL/USG Site-to -site IPSec VPN with Amazon VPC  

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. 

This example was tested using USG110 (Firmware Version: ZLD 4.25) and Amazon 

VPC (June, 2016).  
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Set Up the IPSec VPN Tunnel on the Amazon VPC  

 

1 Sign into the Amazon AWS Management Console. Go to Networking > VPC .  

 

  Amazon AWS Management Console  > Networking > VPC  

 

 

2 In the upper left -hand of the screen, click Start VPC Wizard .  

 

 Amazon VPC Management Console  > Networking > VPC > Start VPC Wizard  

 

 

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware 

VPN Access, and then click Select.  
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 Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN 

Access  

 

 

 

4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block  and 

Private  subnet . Click Next . 

 VPC with a Private Subnet Only and Hardware  VPN 
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5 Configure your VPN, add your ZyWALL/USG public IP address into Customer 

Gateway IP . Name your Customer Gateway name  and VPN Connection name . 

Click Create VPC  at the bottom of the blade.  

Configure your VPN

 

 

6 In the VPC Dashboard, go to VPN Connections. Select Download Configuration 

from the upper bar. Select Vendor and Platform to be Generic. Click Yes, 

Download . 
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 VPC Dashboard > VPN Connections  

 

 

7 Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and 

Gateway IP address. Please make sure all the settings match your ZyWALL/USGõs 

setting.  

 

 Configuration txt. File  
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG  

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the Amazon VPC. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome  
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Choose Advanced  to create a VPN rule with the customize phase 1, phase 2 

settings and authentication method. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type  

  

 

Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select 

the rule to be Site-to-site. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  

  

 

Then, configure the Secure Gateway  IP as the peer Amazon VPCõs Gateway IP 

address (in the example, 52.39.135.203); select My Address  to be the interface 

connected to the Internet.  



 
 

 

14/ 865 

 

 

 

www.zyxel.com  

Set the Negotiation , Encryption , Authentication , Key Group and  SA Life Time 

which Amazon VPC supports. Type a secure Pre-Shared Key . 

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1 

Setting)  

  

Continue to Phase 2 Settings to select the Encapsulation , Encryption , 

Authentication , and  SA Life Time settings which Amazon VPC supports.  

Set Local Policy  to be the IP add ress range of the network connected to the 

ZyWALL/USG and Remote Policy to be the IP address range of the network 

connected to the Amazon VPC. Click OK. 
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Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Phase 2 Setting)   
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Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Summary)  

  

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear 

in the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings 

appear in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the 

wizard.  
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Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  

   

Test the  IPSec VPN Tunnel  

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit w hen the interface is 

connected.  

 CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up 

Time and the Inbound(Bytes)/Outbound(Bytes)  traffic.  

 MONITOR > VPN Monitor > IPSec  
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To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private 

Subnet for verification. Ensure that both computers have Internet access.  

 Ping from Local LAN to AWS VPC private Subnet for verification:  

 

What Could  Go Wrong?  
 

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 

1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the 

Amazon VPC IKE Phase 1 setup list.  

 MONITOR > Log  

 

If you see that Phase 1 IKE SA process done but still get below [info] log 

message, please check ZyWALL/USG Phase 2 Settings. Make sure your 

ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2 

setup list.  

 MONITOR > Log  



 
 

 

19/ 865 

 

 

 

www.zyxel.com  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

20/ 865 

 

 

 

www.zyxel.com  

How to Configure Site -to-site IPSec VPN with Microsoft (MS) 

Azure  
 

This example shows how to use the VPN Setup Wizard to create a site -to -site VPN 

between a ZyWALL/USG and a Microsoft (MS) Azure platform . The example 

instructs how to configure the VPN tunn el between each site. When the VPN 

tunnel is configured, each site can be accessed securely.  

 

 

ZyWALL Site-to -site IPSec VPN with Microsoft (MS) Azure  

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Set Up the IPSec VPN Tunnel on the ZyWALL/USG  

Note:  

1. All network IP addresses and subnet masks are used as examples in this article. Please 

replace them with your actual network IP addresses and subnet masks. This example was 

tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).  



 
 

 

21/ 865 

 

 

 

www.zyxel.com  

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the MS Azure. Click Next . 

Quick Setup > VPN Setup Wizard > Welcome  

 

 

Choose Advanced  to create a VPN rule with the customize phase 1, phase 2 

settings and authentication method. Click Next . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type  

 

Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the 

rule to be Site-to-site. Click Next . 

Quick Set up > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  
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Then, configure the Secure Gateway  IP as the peer MS Azureõs Gateway IP 

address (in the example, 13.75.42.148); select My Address  to be the interface 

connected to the Internet.  

 

Set the Negotiation , Encryption , Authentication , Key Group and  SA Life Time which 

MS Azure supports. Please make sure you disable Dead Peer Detection  (DPD) 

which is not supported in the MS Azure IKEv1 Policy -based. Type a secure Pre-

Shared Key . 

 

 

 

 

 

 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 

1 Setting)  
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Continue to Phase 2 Settings to select the Encapsulation , Encryption , 

Authenticat ion , and  SA Life Time settings which MS Azure supports.  

Note: For more information about the IPsec Parameters supported in MS Azure, see the 

Microsoft Azure Documentation About VPN devices  for Site-to -Site VPN Gateway 

connections.  

https://azure.microsoft.com/en-us/documentation/articles/vpn-gateway-about-vpn-devices/
https://azure.microsoft.com/en-us/documentation/articles/vpn-gateway-about-vpn-devices/
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Set Local Policy  to be the IP address range of the network connected to the 

ZyWALL/USG and Remote Policy to be the IP address range of the network 

connected to the MS Azure. Click OK. 

Quick Setup > V PN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 

2 Setting)  

 

 

 

 

 

 

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Summary)  

 

Note: For more information about the IPsec Parameters supported in MS Azure, see the 

Microsoft Azure Documentation About VPN devices  for Site-to -Site VPN Gate way 

connections.  

https://azure.microsoft.com/en-us/documentation/articles/vpn-gateway-about-vpn-devices/
https://azure.microsoft.com/en-us/documentation/articles/vpn-gateway-about-vpn-devices/
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

 

 

 

 

 

 

 

 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  
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Set Up the IPSec VPN Tunnel on the MS Azure  

 

Sign into the Windows Azure Management Portal . In the upper left -hand corner of 

the screen, click +New > Networking > Vi rtual Network .  

 

Azure portal > New > Networking > Virtual Network  

 

 

 

Near the bottom of the Virtual Network  blade, from the Select a deployment 

model  list, select Resource Manager , and then click Create . 

New > Networking > Virtual Network > Select a deployment model  
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On the Create  virtual network page, enter the NAME for the VPN network. For 

example, VPN_Vnet_to_USG. Add your Address Space , Subnet name  and a single 

Subnet address range .  

 

Click Resource group  and either select an existing resource gr oup, or create a 

new one by typing a name for your new resource group. For example, RG_USG. 

 

LOCATION is directly related to the physical location (region) where the virtual 

machines (VMs) reside. The region associated with the virtual network cannot be 

ch anged after it has been created.  

 

Then, click the Create  button. After clicking Create, you will see a tile on your 

dashboard that will reflect the progress of your VNet. The tile will change as the 

VNet is being created.  

 



 
 

 

28/ 865 

 

 

 

www.zyxel.com  

New > Networking > Virtual Network > Create virtual network

 

 

In the portal, navigate to the virtual network to which you just created. On the 

blade for your virtual network, click the Settings  icon at the top of the blade to 

expand the Setting blade to Subnets > Add > Add Subnet . Name  your subnet 

GatewaySubnet . You should not name it anything else, or the gateway will not 

work. Add the IP Address range  for your gateway. Click OK at the bottom of the 

blade to create the subnet.  

 

VPN Vnet_to_USG > Settings > Subnet > Add subnet  
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In the portal, go to New , then Networking. Select Virtual network gateway  from 

the list. On the Create virtual network gateway  blade Name  field, name your 

gateway. Next, choose the Virtual network that you want to deploy this gateway 

to.  

 

Click the arrow (>) to open the Choose public IP address  blade. Then click Create 

New  to open the Create public IP address  blade. Input a Name  for your public IP 

address. Note that this is not asking for an IP address. The IP address will be 

assigned  dynamically. Rather, this is the name of the IP address object that the 

address will be assigned to. Click OK to save your changes.  

 

For Gateway type , select VPN. For VPN type , select Policy -based . For Resource 

Group , the resource group is determined by the Virtual Network that you select. 

For Location , make sure it's showing the location that both your Resource Group 

and VNet exist in.  
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New > Networking > Create virtual network gateway > Choose public IP address > 

Create public IP address  

 

 

In the Azure Portal, navigate to New > Networking > Local network gateway . The 

local network gateway refers to your ZyWALL/USG public IP and local subnet 

settings.  

On the Create local network gateway  blade, specify a Name  for your 

ZyWALL/USG gateway object.  

 

Specify public IP address of your ZyWALL/USG. It cannot be behind NAT and has 

to be reachable by Azure. Address space  refers to the address ranges on your 

ZyWALL/USG local network. For Resource Group , select the resour ce group that 

you created before. For Location , if you are creating a new local network 

gateway, you can use the same location as the virtual network gateway.  But, this 

is not required. The local network gateway can be in a different location.  

 

Click Crea te  to create the local network gateway.  
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New > Networking > Local network gateway   

 

 

Locate your virtual network gateway (VPN_Connection_to_USG in this example) 

and click Settings > Connection > Add connection , Name  your connection. For 

Connection type , select Site-to-site (IPSec) . For Virtual network gateway , the 

value is fixed because yo u are connecting from this gateway (VPN_GW_to_USG in 

this example).  
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For Local network gateway , select the local network gateway that you want to 

use (VPN_Connection_to_USG in this example).  

 

For Shared Key (PSK) , the value here must match the value that y ou are using for 

your ZyWALL/USG device. For Resource Group , select the resource group that you 

created before . Click OK to create your connection.  

VPN_Connection_to_USG > Settings > Connections > Add connection  

 

 

 

When the connection is complete, you'll see it appear in the Connections  blade 

for your Gateway.  

VPN_Connection_to_USG > Settings > Connections  
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Test the  IPSec VPN Tunnel  
 
 

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit when the interface is 

connected.  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

 

 

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up Time 

and the Inbound(Bytes)/Outbound(Bytes)  traffic.  

 

MONITOR > VPN Monitor > IPSec  
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Go to Azure_Vnet_USG > Settings  to check the tunnel DATA IN and DATA OUT. 

VPN > VPN Settings > Currently Active VPN Tunnels  

 

 

 

 

 

 

 

To test whether or not a tunnel is working, ping from a computer at one site to a 

computer at the other. Ensure that both computers have Internet access.  

PC behind ZyWALL/USG > Window 7 > cmd > ping 10.1.0.33  
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PC behind MS Azure> Window 7 > cmd > ping 192.77.1.33  

 

 

 

 

 

 

 

What Could Go Wrong?  
 

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1 

Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the MS 

Azure IKE Phase 1 setup list.  

 

MONITOR > Log  
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If you see that Phase 1 IKE SA process done but still get below [info] log message, 

please check ZyWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase 2 

Settings are supported in the MS Azure IKE Phase 2 setup list.  

 

MONITOR > Log  
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How to Configure GRE over IPSec VPN Tunnel 
 

This example shows how to use the VPN Setup Wizard to create a GRE over 

IPSec VPN tunnel between ZyWALL/USG devices. The example instructs how to 

configure the VPN tunnel between each site. When the GRE over IPSec VPN 

tunnel is configured, each site can be accessed securely.  

 

 

     ZyWALL/USG GRE over IPSec VPN  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This 

example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL 310 

(Firmware Version: ZLD 4.25).  
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of Corporate Network 

(HQ) 

 

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the FortiGate. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome  

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings 

and use a pre -shared key to be the authentication method. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type  
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Type the Rule Name  used to identify this VPN connection (and VPN gatew ay). You 

may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the rule to 

be Site-to-site. Click Next . 

   Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  

 

Configure Secure Gateway  IP as the Branchõs WAN IP address (in the example, 

111.250.184.80). Then, type a secure Pre-Shared Key  (8-32 characters).  

 

Set Local Policy  to be the IP address range of the network connected to the 

ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network 

connecte d to the ZyWALL/USG (Branch).  

   Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 



 
 

 

40/ 865 

 

 

 

www.zyxel.com  

This screen provides a read -only summary of the VPN tunnel. Click Save . 

   Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Summary)  

 

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear 

in the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings 

appear in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the 

wizard.  

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  > Show Advanced 

Settings . Configure  Authentication > Peer ID Type  as Any to let the ZyWALL/USG 

does not require to check the identity content of the remote IPSec router.  

 CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced 

Settings > Authentication > Peer ID Type  

 

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  > Show Advanced 

Settings > Policy . Select Enable GRE over IPSec . 

 CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced 

Settings > Policy  

 

The GRE tunnel runs between the IPsec public inte rface on the HQ unit and the 

Branch unit. Go to CONFIGURATION > Network > Interface > Tunnel > Add . Enter 

the Interface Name  (The format is tunnelx , where x is 0 - 3.). Enter the IP Address  

and Subnet Mask  for this interface. Specify My Address  to be the i nterface or IP 

address to use as the source address for the packets this interface tunnels to the 

remote gateway. Enter Remote Gateway Address  to be the IP address or 

domain name of the remote gateway to this tunnel traffic.  



 
 

 

42/ 865 

 

 

 

www.zyxel.com  

 CONFIGURATION > Network > Inte rface > Tunnel > Add  
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of Corporate Network 

(Branch)  

 

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the FortiGate. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome  

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings 

and use a pre -shared key to be the authentication me thod. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type  
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Type the Rule Name  used to identify this VPN connection (and VPN gateway). You 

may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the rule to 

be Site-to-site. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  

 

Con figure Secure Gateway  IP as the HQõs WAN IP address (in the example, 

61.228.245.247). Then, type a secure Pre-Shared Key  (8-32 characters).  

 

Set Local Policy  to be the IP address range of the network connected to the 

ZyWALL/USG (Branch) and Remote Policy to be the IP address range of the 

network connected to the ZyWALL/USG (HQ).  

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  
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This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)  

 

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear 

in the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings 

appear in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the 

wizard.  

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  

  



 
 

 

46/ 865 

 

 

 

www.zyxel.com  

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  > Show Advanced 

Settings . Configure  Authentication > Peer ID Type  as Any to let the ZyWALL/USG 

does not require to check the ide ntity content of the remote IPSec router.  

 CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced 

Settings > Authentication > Peer ID Type  

 

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  > Show Advanced 

Settings > Policy . Select Enable GRE over IPSec . 

 CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced 

Settings > Policy  

 

The GRE tunnel runs between the IPsec public interface on the Branch unit and 

the HQ unit. Go to CONFIGURATION > Network > Interface > Tunnel > Add . Enter 

the Interface Name  (The format is tunnelx , where x is 0 - 3.). Enter the IP Address  

and Subnet Mask  for this interface. Specify My Address  to be the interface or IP 

address to use as the source address for the packets this interface tunnels to the 

remote gateway. Enter Remote Gateway Address  to b e the IP address or 

domain name of the remote gateway to this tunnel traffic.  



 
 

 

47/ 865 

 

 

 

www.zyxel.com  

 CONFIGURATION > Network > Interface > Tunnel > Add  

 

 

Test the  GRE over IPSec VPN Tunnel  
 
 

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit when the interface is 

connected.  

 CONFIGURATION > VPN > IPSec VPN > VPN Connection  
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up 

Time and Inbound (Bytes)/Outbound (Bytes)  Traffic.  

 

  MONITOR > VPN Monitor > IPSec  

 

What Could  Go Wrong?  
 

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 

1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the 

Amazon VPC  IKE Phase 1 setup list.  

 

 MONITOR > Log  

 

If you see that Phase 1 IKE SA process done but still get below [info] log 

message, please check ZyWALL/USG Phase 2 Settings. Make sure your 

ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2 

setup list.  

 

 MONITOR > Log  
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How to Configure Site -to-site IPSec VPN Where the Peer has 

a Static  IP Address  
 

This example shows how to use the VPN Setup Wizard to create a site -to -site VPN 

with the Peer has a Static IP Address . The example instructs how to configure the 

VPN tunnel between each site. When the VPN tunnel is configured, each site can 

be accessed securely.  

 

 

 

ZyWALL Site-to -site IPSec VPN with a Static IP Address Peer  

 

 

 

 

 

 

 

 

Set  Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ) In the 

ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings wizard 

to create a VPN rule that can be used with the remote ZyWALL/USG. Click Next . 

Note: All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This example 

was tested using USG310 (Firmware Version: ZLD 4.25). 
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Quick Setup > VPN Setup Wizard > Welcome  

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and use a pre -shared key to be the authentication method. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type  
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Type the Rule Name  used to identify th is VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the 

rule to be Site-to-site. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  
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Configure Secure Gateway  IP as the peer ZyWALL/USGõs WAN IP address (in the 

example, 172.100.30.54). Type a secure Pre-Shared Key  (8-32 characters).  

 

Set Local Policy  to be the IP address range of the network connected to the 

ZyWALL/USG and Remote Policy to be the IP address range of the network 

connected to the peer ZyWALL/USG.  

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Summary)  
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  

 

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  and click Show 

Advanced Settings . Configure  Authentication > Peer ID Type  as Any to let the 

ZyWALL/USG does not require to check the identity content of the remote IPSec router.  

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Set tings > 

Authentication > Peer ID Type

 

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (Branch)  
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click 

Next . 

Quick Setup > VPN Setup Wizard > Welcome  

 

 

 

 

 

 

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and to use a pre -shared key. Click Nex t. 

Quick Setup > VPN Setup Wizard > Wizard Type  
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Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Click 

Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  

 

 

 

 

 

 

Configure Secure Gateway  IP as the peer ZyWALL/USGõs WAN IP address (in the 

example, 172.101.30.68). Type a secure Pre-Shared Key  (8-32 characters).  
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Set Local Policy  to be the IP address range of the network connected to the 

ZyWALL/USG and Remote Policy to be the IP address range of the network 

connected to the peer ZYWALL/USG.  

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Summary)  

 

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  
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Quick Setup > VP N Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed

 

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  and click Show 

Advanced Settings . Configure Authentication > Peer ID Type  as Any to let the 

ZyWALL/USG does not require to check t he identity content of the remote IPSec router.  

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings > 

Authentication > Peer ID Type  

 

Test the  IPSec VPN Tunnel  
 
 

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit when the interface is 

connected.  
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CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up Time 

and Inbound(Bytes)/Outbound(Bytes)  Traffic.  

 

MONITOR > VPN Monitor > IPSec  

 

To test whether or not a tunnel is working, ping from a computer at one site to a 

computer at the other. Ensure that both computers have Internet access (via the 

IPSec devices).  

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33  

 

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33  
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What Could Go Wrong?  
 
 

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1 

Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre -

Shared Key, Encryption, Authentication method, DH key group and ID Type to 

establish the IKE SA. 

 

MONITOR > Log  

 

If you see that Phase 1 IKE SA process done but still get below [info] log message, 

please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and 

Branch sites must use the same Protocol, Encapsulation, Encryption, 

Authentication method and PFS to  establish the IKE SA.  

 

MONITOR > Log  
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Make sure the both ZyWALL/USG at the HQ and Branch sites security policies 

allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP 

uses IP protocol 50.  

 

Default NAT traversal is enable on  ZyWALL/USG, please make sure the remote 

IPSec device must also have NAT traversal enabled.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

62/ 865 

 

 

 

www.zyxel.com  

How to Configure Site -to-site IPSec VPN Where the Peer has a 

Dynamic  IP Address  
 

This example shows how to use the VPN Setup Wizard to create a site -to -site VPN 

with the Peer has a Dynamic IP Address . The example instructs how to configure 

the VPN tunnel between each site. When the VPN tunnel is configured, each site 

can be accessed securely.  

 

 

 

ZyWALL Site-to -site IPSec VPN with a Dynamic IP Address Peer  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ)  

 

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click 

Next . 

Note: All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This example 

was tested using USG310 (Firmware Version: ZLD 4.25). 
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Quick Setup > VPN Setup Wizard > Welcome  

 

 

 

 

 

 

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and use a pre -shared key to be the aut hentication method. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type  

 

 



 
 

 

64/ 865 

 

 

 

www.zyxel.com  

Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the 

rule to be Site-to-site with Dynamic Peer . Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  

 

 

 

 

 

Type a secure Pre-Shared Key  (8-32 characters). Then, set Local Policy  to be the 

IP address range of the network connected to the ZyWALL/US G and Remote 

Policy  to be the IP address range of the network connected to the peer 

ZYWALL/USG. 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  
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This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)  

 

 

 

 

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  and click Show 

Advanced Settings . Configure  Authentication > Peer ID Type  as Any to let the 

ZyWALL/USG does not require to check the identity content of the remote IPSec router.  

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Setting s > 

Authentication > Peer ID Type

 

 

 

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (Branch has 

a Dynamic IP Address)  

 

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the  VPN Settings to 

create a Site-to-site VPN Rule Name.  
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Quick Setup > VPN Setup Wizard > Welcome Quick Setup  > VPN Setup Wizard > 

Welcome  

 

 

 

 

 

 

 

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and to use a pre -shared key. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type  

 

 



 
 

 

68/ 865 

 

 

 

www.zyxel.com  

Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphan umeric characters. This value is case -sensitive. Click 

Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  

 

 

 

 

 

 

Configure Secure Gateway  IP as the peer ZyWALL/USGõs WAN IP address (in the 

example, 172.101.30.68). Type a secure Pre-Shared Key  (8-32 characters).  

 

Set Local Policy  to be the ZyWALL/USG local IP address that can use the VPN 

tunnel and set Remote Policy to the peer ZyWALL/USG lo cal IP address that can 

use the VPN tunnel. Click OK. 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  
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This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings 

(Summary)  

 

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  and click Show 

Advanced Settings . Configure Authentication > Peer ID Type  as Any to let the 

ZyWALL/USG does not require to check the identity content of the remote IPSec router.  

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings > 

Authentication > Peer ID Type

 

Test the  IPSec VPN Tunnel  

 

The Site-to -site VPN with Dynamic Peer can only initiate the VPN tunnel from the 

peer has a dynamic IP Address. Go to CONFIGURATION > VPN > IPSec VPN > VPN 

Connect ion , click Connect  on the upper bar. The Status connect icon is lit when 

the interface is connected.  



 
 

 

71/ 865 

 

 

 

www.zyxel.com  

CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

Go to MONITOR > VPN Monitor > IPSec  and verify the tunnel Up Time and 

Inbound(Bytes)/Outbound(Bytes)  Traffic.  

 

MONITOR > VPN Monitor > IPSec  

 

To test whether or not a tunnel is working, ping from a computer at one site to a 

computer at the other. Ensure that both computers have Internet access (via the 

IPSec devices).  

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33  

 

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33  
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What Could Go Wrong?  

 

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1 

Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same P re-

Shared Key, Encryption, Authentication method, DH key group and ID Type to 

establish the IKE SA. 

 

MONITOR > Log  

 

If you see that Phase 1 IKE SA process done but still get below [info] log message, 

please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/ USG at the HQ and 

Branch sites must use the same Protocol, Encapsulation, Encryption, 

Authentication method and PFS to establish the IKE SA.  

 

MONITOR > Log  
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Make sure the both ZyWALL/USG at the HQ and Branch sites security policies 

allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP 

uses IP protocol 50.  

 

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote 

IPSec device must also have NAT traversal enabled.  
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How to Configure IPSec Site to Site VPN while one Site is 

behind a NAT router  

 

This example shows how to use the VPN Setup Wizard to create a IPSec Site to 

Site VPN tunnel between ZyWALL/USG devices. The example instructs how to 

configure the VPN tunnel between each site  while one Site is behind a NAT 

router. When the IPSec Site to Site VPN tunnel is configured, each site can be 

accessed securely.  

 

 

    ZyWALL/USG Site to Site VPN while one Site is behind a NAT router  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ)  

 

Note:  

All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. 

This example was tested using USG110 (Firmware Version: ZLD 4.25) and 

ZyWALL 310 (Firmware Version: ZLD 4.25). 
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the FortiGate. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome  

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings 

and use a pre -shared key to be the authentication method. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type  

 

Type the Rule Name  used to identify this VPN connection (and VPN gateway). You 

may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the rule to 

be Site-to-site. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  
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Con figure Secure Gateway  IP as the Branchõs WAN IP address (in the example, 

172.100.30.40). Then, type a secure Pre-Shared Key  (8-32 characters).  

 

Set Local Policy  to be the IP address range of the network connected to the 

ZyWALL/USG (HQ) and Remote Policy to  be the IP address range of the network 

connected to the ZyWALL/USG (Branch).  

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

 

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)  
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear 

in the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings 

appear in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the 

wizard.  

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  

  

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  > Show Advanced 

Settings . Configure  Authentication > Peer ID Type  as Any to let the ZyWALL/USG 

does not require to check the identity content of the remote IPSec router.  
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 CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced 

Settings > Authentication > Peer ID Type  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (Branch)  

 

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the FortiGate. Click Next . 

Quick Setup  > VPN Setup Wizard > Welcome  
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Choose Express to create a VPN rule with the default phase 1 and phase 2 settings 

and use a pre -shared key to be the authentication m ethod. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type  

 

Type the Rule Name  used to identify this VPN connection (and VPN gateway). You 

may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the rule to 

be Site-to-site. Click Next . 

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  
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Con figure Secure Gateway  IP as the Branchõs WAN IP address (in the example, 

172.100.20.30). Then, type a secure Pre-Shared Key  (8-32 characters).  

 

Set Local Policy  to be the IP address range of the network connected to the 

ZyWALL/USG (HQ) and Remote Policy to  be the IP address range of the network 

connected to the ZyWALL/USG (Branch).  

Quick Setup  > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)  
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear 

in the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings 

appear in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the 

wizard.  

Quick Setup  > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > 

Wizard Completed  

  

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  > Show Advanced 

Settings . Configure  Authentication > Peer ID Type  as Any to let the ZyWALL/USG 

does not require to check th e identity content of the remote IPSec router.  
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 CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced 

Settings > Authentication > Peer ID Type  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Set Up the NAT Router (Using ZyWALL USG device in this example)  

 

Go to CONFIGURATION > Network > NAT > Add . Select the Incoming Interface 

on which packets for the NAT rule must be received. Specified the  User-
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Defined  Original IP  field and Type the translated destination IP address that this 

NAT rule supports.  

 CONFIGURATION > Network > NAT > Add  

 

 

 

 

 

 

 

 

 

 

 

Go to CONFIGURATION > Security Policy > Policy Control . IP forwarding must be 

enabled at the firewall for the following IP protocols and UDP ports:  

IP protocol = 50 Ƃ Used by data path (ESP) 

IP protocol = 51 Ƃ Used by data path (AH)  

UDP Port Number = 500 Ƃ Used by IKE (IPSec control path) 

UDP Port Number = 4500 Ƃ Used by NAT-T (IPsec NAT traversal) 
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 CONFIGURATION > Security Policy > Policy Control  

 

 

 

Test the  IPSec VPN Tunnel  
 
 

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit when the interface is 

connected.  

 CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up 

Time and Inbound (Bytes)/Outbound (Bytes)  Traffic.  

 

  MONITOR > VPN Monitor > IPSec  
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To test whether or not a tunnel is working, ping from a computer at one site to a 

computer at the other. Ensure that both computers have Internet access (via the 

IPSec devices).  

 PC behind ZyWALL/USG (HQ) > Window 7 > cmd > ping 192.168.20.33  

 

 

 PC behind ZyWALL/USG (Branch) > Window 7 > cmd > ping 10.10.10.33  

 

 

What Could  Go Wrong?  

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 

1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre -

Shared Key, Encryption, Authentication method, DH key group and ID Type to 

establish the IKE SA. 

 

 MONITOR > Log  
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If you see that Phase 1 IKE SA process done but still get below [info] log 

message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the 

HQ and Branch sites must use the same Protocol, Encapsulation, Encryption, 

Authentication method and PFS to  establish the IKE SA.  

 MONITOR > Log  

 

 

 

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies 

allow IPSec VPN traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP 

uses IP protocol 50.  

 

Default NAT traversal is enable on  ZyWALL/USG, please make sure the remote 

IPSec device must also have NAT traversal enabled.  
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How to Configure Hub -and -Spoke IPSec VPN   

This is an example of a hub -and -spoke VPN with the HQ ZyWALL/USG as the hub 

and spoke VPNs to Branches A and B. When the VPN tunnel is configured, traffic 

passes between branches via the hub (HQ). Traffic can also pass between 

spoke -and -spoke through the hub. Here are two methods to set up hub -and -

spoke VPN connections: 1. With VPN Concentrator 2. Without VPN Concen trator. 

With just two branch offices, you could just manually set up VPN tunnels between 

HQ and the branches. With many branches it's best to use the VPN Concentrator 

to set up branch -HQ tunnels automatically.  

ZyWALL/USG Hub-and -Spoke VPN Example  

 

               

 

 

 

 

 

 

Not e: All network IP addresses and subnet masks are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks. This example 

was tested using USG310 (Firmware Version: ZLD 4.25). 
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG by Using VPN Concentrator 

Hub_HQ-to-Branch_A  

 

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click 

Next . 

Quick Setup > VPN Setup Wizard > Welcome  

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and use a pre -shared key to be the authentication method. Click Next . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type  
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Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the 

rule to be Site-to-site. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings ( Scenario)  
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Then, configure the Secure Gateway  IP as the Branch A õs Gateway IP address (in 

the example, 172.16.20.1). Type a secure Pre-Shared Key  (8-32 characters) which 

must match your Branch A õs Pre-Shared Key.  

 

Set Local Policy to be the IP address range of the network connected to the  

Hub_HQ and Remote Policy  to be the IP address range of the network connected 

to the  Branch A . Click OK. 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)  
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard 

Completed  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Hub_HQ-to-Branch_B  

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click 

Next . 
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Quick Setup > VPN Setup Wizard > Welcome  

 

 

Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and use a pre -shared key to be the authentication method. Click Next . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type  

  

Type the Rule Name  used to identify this VPN connection (an d VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the 

rule to be Site-to-site. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  
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Then, configure the Secure Gateway  IP as the Branch Bõs Gateway IP address (in 

the example, 172.16.30.1). Type a secure Pre-Shared Key  (8-32 characters) which 

must match your Branch Bõs Pre-Shared Key.  

 

Set Local Policy  to be the IP address range of the ne twork connected to the 

Hub_HQ and Remote Policy  to be the IP address range of the network connected 

to the Branch B . Click OK. 
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)  

 

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gate way  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard 

Completed  
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Hub_HQ Concentrator  

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator , 

add a VPN Concentrator rule. Select VPN tunnels to be in the same member 

group and click Save . 
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Spoke_Branch_A  

In the ZyWALL/USG, go to Quick Setup > VPN Setu p Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click 

Next . 

Quick Setup > VPN Setup Wizard > Welcome  
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Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and use a pre -shared key to be the authentication method. Click Next . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type  

  

 

Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the 

rule to be Site-to-site. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  
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Then, configure the Secure Gateway  IP as the Hub_HQõs Gateway IP address (in 

the example, 172.16.10.1). Type a secure Pre-Shared Key  (8-32 characters) which 

must match your Hub_HQõs Pre-Shared Key.  

 

Set Local Policy  to be the IP address range of the network connected to the 

Spoke_Branch_A  and Remote Policy  to be the IP address range of the network 

connected to the Hub_HQ. Click OK. 
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

 

 

This screen provides a read -onl y summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)  

 

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

Quick Setup > VP N Setup Wizard > Wizard Type > VPN Settings > Wizard 

Completed  
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Go to Network > Routing  > Policy Route to add a Policy Route  to allow traffic from 

Spoke_Branch_A  to Spoke_Branch_B .  

 

Click Create new Object  and set Address  to be the local network behind the 

Spoke_Branch_B . Select Source Address  to be the local network behind the 
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Spoke_Branch_A . Then, scroll down the Destination Address  list to choose the 

newly created Spoke_Branch_B_LOCAL address. Click OK.  

Network > Routi ng > Policy Route  

 

 

 

 

 

 

 

 

Spoke_Branch_B  

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard , use the VPN Settings 

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click 

Next . 

Quick Setup > VPN Setup Wizard > Welcome  
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Choose Express to create a VPN rule with the default phase 1 and phase 2 

settings and use a pre -shared key to be the authentic ation method. Click Next . 

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type  

 

 

Type the Rule Name  used to identify this VPN connection (and VPN gateway). 

You may use 1 -31 alphanumeric characters. This value is case -sensitive. Select the 

rule to be Site-to-site. Click Next . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)  
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Then, configure the Secure Gateway  IP as the Hub_HQõs Gateway IP address (in 

the example, 172.16.10.1). Type a secure Pre-Shared Key  (8-32 characters) which 

must match your Hub_HQõs Pre-Shared Key.  

 

Set Local Policy  to be the IP address range of the network connected to the 

Spoke_Branch_B  and Remote Policy  to be the IP address range of the network 

connected to the Hub_HQ. Click OK. 
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)  

 

 

 

This screen provides a read -only summary of the VPN tunnel. Click Save . 

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)  

  

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in 

the VPN > IPSec VPN > VPN Gateway  screen and the Phase 2 rule settings appear 

in the VPN > IPSec VPN > VPN Connection  screen. Click Close  to exit the wizard.  

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard 

Completed  
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Go to Network > Routing  > Policy Route to add a Policy Route to allow traffic from 

Spoke_Branch_B  to Spoke_Branch_A .  

 

Click Create new Object  and set Address  to be the local network behind the 

Spoke_Branch_A . Select Source Address  to be the local network behind the 



 
 

 

106/ 865 

 

 

 

www.zyxel.com  

Spoke _Branch_B. Then, scroll down the Destination Address  list to choose the 

newly created Spoke_Branch_A_LOCAL address. Click OK. 

Network > Routing > Policy Route  

 

  

 

 

 

 

 

 

Test the  IPSec VPN Tunnel  
 
 

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit when the interface is 

connected.  
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Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

 

 

 

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up Time 

and the Inbound(Bytes)/Outbound(Bytes)  traffic. Click Connectivity Check  to 

verify the result of ICMP Connectivity.  

 

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_A  
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Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B 
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Spoke_Branch_A > MONITOR > VPN Monitor > IPSec  
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Spoke_Branch_B > MONITOR > VPN Monitor > IPSec  

 

 

 

What Could Go Wrong?  

 

If you see [info] or [error] log message such as below, please check ZyWALL/USG 

Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key, 

Encryption, Authentication method, DH key group and ID Type to establish the 

IKE SA.  
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If you see that Phase 1 IKE SA process done but still get [info] log message as 

below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All 

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption, 

Authentication method and PFS to esta blish the IKE SA.  

 

 

 

 

Make sure the all ZyWALL/USG unitsõ security policies allow IPSec VPN traffic. IKE 

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.  

 

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the  

remote IPSec device also has NAT traversal enabled.  
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Set Up the IPSec VPN Tunnel of ZyWALL/USG without Using VPN Concentrator 

Hub_HQ-to-Branch_A  

 

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway  and select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.   

 

Then, configure the Secure Gateway  IP as the Branch A õs Gateway IP address (in the 

example, 172.16.20.1). Type a secure Pre-Shared Key  (8-32 characters) which must 

match your Branch A õs Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  and select Enable . 

Type the Connection Name  used to identify this VPN connection. Select scenario 

as Site-to-site and VPN Gateway which is configured in Step 1.  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  
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Click Create new Object  on the upper bar to add the address range of the local 

network behind Hub_HQ to Branch_B  and an address of local network behind 

Branch A .  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

 

Local Policy  

   

Remote Policy  

 

 

Set Local Policy  to be HQ-to-Branch_ B and Remote Policy  to Branch_A which are  

newly  created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  
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Hub_HQ-to-Branch_B  

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.   

 

Then, configure the Secure Gateway  IP as the Branch Bõs Gateway IP address (in 

the example, 172.16.30.1). Type a secure Pre-Shared Key  (8-32 characters) which 

must match your Branch Bõs Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  and select Enable . 

Type the Connection Name  used to identify this VPN connection. Select scenario 

as Site-to-site and VPN Gateway which is configured in Step 1.  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  
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Click Create new Object  on the upper bar to add the address range of the local 

network behind Hub_HQ to Branch_A  and an address of local network behind 

Branch B .  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

Local Policy  

   

Remote Policy  

 

 

Set Local Policy  to be HQ-to-Branch_B  and Remote Policy  to Branch_B which are  

newly  created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  

   

Spoke_Branch_A  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.   

 

Then, configure the Secure Gateway  IP as the Hub_HQõs Gateway IP address (in 

the example, 172.16.10.1). Type a secure Pre-Shared Key  (8-32 characters) which 

must match your Hub_HQõs Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  and select Enable . 

Type the Connection Name  used to identify this VPN connection. Select scenario 

as Site-to-site and VPN Gateway which is configured in Step 1.  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  

  

 

 

 

Click Create new Object  on the upper bar to add the address of the local 

network behind Branch A and  the address range of the local network behind 

Hub_HQ to Branch_B .  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

Local Policy  
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Remote Policy  

 

 

 

Set Local Policy  to be Branch_A  and Remote Policy  to HQ-to-Branch_B which are  

newly  created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  

 

 

 

Spoke_Branch_B  

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.   

 

Then, configure the Secure Gateway  IP as the Hub_HQõs Gateway IP address (in 

the example, 172.16.10.1). Type a secure Pre-Shared Key  (8-32 characters) which 

must match your Hub_HQõs Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  and select Enable . 

Type the Connection Name  used to identify this VPN connection. Select scenario 

as Site-to-site and VPN Gateway which is configured in Step 1.  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  
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Click Create new Object on the upper bar to add the address of local network 

behind Branch B and  address range of local network behind Hub_HQ to 

Branch_A .  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

Local Policy  

 

Remote Policy  
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Set Local Policy  to be Branch_B  and Remote Policy  to HQ-to-Branch_A which are  

newly  created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  

 

 

 

Test the  IPSec VPN Tunnel  
 
 

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , clic k 

Connect  on the upper bar. The Status connect icon is lit when the interface is 

connected.  

 

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection  
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Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

 

 

 

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up Time 

and the Inbound(Bytes)/Outbound(Bytes)  traffic. Click Connectivity Check  to 

verify the result of ICMP Connectivity.  

 

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_A  
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Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B

 

 

 

 

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec  
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Spoke_Branch_B > MONITOR > VPN Monitor > IPSec  

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

127/ 865 

 

 

 

www.zyxel.com  

 

 

What Could Go Wrong?  

 

If you see [info] or [error] log message such as below, please check ZyWALL/USG 

Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key, 

Encryption, Authentication method, DH key group and ID Type to establish the 

IKE SA.  

 

 

If you see that Phase 1 IKE SA process done but still get [info] log message as 

below, please check ZyWALL/USG and SonicWALL Phase 2 Settings. All 

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption, 

Authentication method and PFS to esta blish the IKE SA.  

 

 

 

 

Make sure the all ZyWALL/USG unitsõ security policies allow IPSec VPN traffic. IKE 

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.  

 

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the 

remote IPSec device also has NAT traversal enabled.  
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How to Use Dual -WAN to Perform Fail -Over on VPN Using the 

VPN Concentrator   

This is an example of using Dual -WAN to perform fail -over on a hub -and -spoke 

VPN with the HQ ZyWALL/USG as the hub and sp oke VPNs to Branches A and B. 

When the VPN tunnel is configured, traffic passes between branches via the hub 

(HQ). Traffic can also pass between spoke -and -spoke through the hub. If the 

primary WAN interface is unavailable, the backup WAN interface will be used.  

When the primary WAN interface is available again, traffic will use that interface 

again.  

 

                   Hub & Spoken VPN Using the VPN Concentrator with Backup 

WAN 

 

 

 

 

 

 

Note: All network IP addresses and subnet masks  are used as examples in this article. 

Please replace them with your actual network IP addresses and subnet masks . This example  

was tested using  USG310 (Firmware Version: ZLD 4.25). 
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG Hub_HQ -to-Branch_A  

 

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.   

 

Then, configure the Primary Gateway IP as the Branch A õs wan1  IP address (in the 

example, 17 2.16.20.1) and Secondary Gateway IP as the  Branch A õs wan2  IP 

address (in the example, 172.100.120.1). Select  Fall back to Primary Peer Gateway 

when possible and set desired Fall Back  Check Interval  time.    

 

Type a secure Pre-Shared Key  (8-32 characters) which must match your Branch 

Aõs Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  and select Enable . 

Type the Connection Name  used to identify this VPN connection. Select scenario 

as Site-to-site and VPN Gateway which is configured in Step 1.  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  
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Click Create new Object  to add the address of local network behind Hub_HQ and 

an address of local network behind Branch A .  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

Local Policy  

 

Remote  Policy  

 

 

Set Local Policy  to be Hub_HQ and Remote Policy  to Branch_A which are  newly  

created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  

 

 

 

Hub_HQ-to-Branch_B  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.  

 

Then, configure the Primary Gateway IP as the Branch Bõs wan1  IP address (in the 

example, 172.16.30.1) and Secondary Gateway IP as the  Branch Bõs wan2  IP 

address (in the example, 172.100.130.1). Select  Fall back to Prim ary Peer Gateway 

when possible and set desired Fall Back  Check Interval  time.    

 

Type a secure Pre-Shared Key  (8-32 characters) which must match your Branch 

Aõs Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  to enable VPN 

Connection. Select scenario as Site-to-site and VPN Gateway which is configured 

in Step 1.  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  
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Click Create new Object  to add an address of local network behind Hub_HQ and 

an address of local network behind Branch B .  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

 

Local Policy  

 

Remote Policy  

 

 

Set Local Policy  to be Hub_HQ and Remote Policy  to Branch_B which are  newly  

created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  

 

 

 

Hub_HQ Concentrator  
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In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator , 

add a VPN Concentra tor rule. Select VPN tunnels to the same member group and 

click Save . 

 

 

     

 

 

 

 

 

Spoke_Branch_A  

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.   
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Then, configure the Primary Gateway IP as the Hub_HQõs wan1  IP address (in the 

example, 172.16.10.1) and Secondary Gateway IP as the  Hub_HQõs wan2  IP 

address (in the example, 172.100.110.1). Select  Fall back to Primar y Peer Gateway 

when possible and set desired Fall Back  Check Interval  time.    

 

Type a secure Pre-Shared Key  (8-32 characters) which must match your Hub_HQõs 

Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  and select Enable . 

Type the Connection Name  used to identify this VPN connection. Select scenario 

as Site-to-site and VPN Gateway which is configured in Step 1.  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  
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Click Create new Object  to add the address of local network behind Branch A 

and  an address of local network behind Hub_HQ  

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

Local Policy  

 

Remote  Policy  

 

 

Set Local Policy  to be Spoke_Branch_A_LOCAL  and Remote Policy  to Hub_HQ 

which are  newly  created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  
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Go to Network > Routing > Policy Route  to add a Policy Route  to allow traffic from 

Spoke_Branch_A  to Spoke_Branch_B .  

 

Click Create new Object  and set the address to be the local network behind the 

Spoke_Branch_B . Select Source Address  to be the local network behind the 

Spoke_Branch_A . Then, scroll down the Destination Address  list to choose the 

newly created Spoke_Branch_B_LOCAL address. Click OK.  

Network > Routing > Policy Route  

 

 

 

 

 

 

 

Spoke_Branch_B  

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway , select Enable . Type 

the VPN Gateway Name  used to identify this VPN gateway.   

 

Then, configure the Primary Gateway IP as the Hub_HQõs wan1  IP address (in the 

example, 172.16.10.1) and Secondary Gateway IP as the  Hub_HQõs wan2  IP 

address (in the example, 172.100.110.1). Select  Fall back to Primary Peer Gateway 

when possible and set desired Fall Back  Check Interval  time.    
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Type a secure Pre-Shared Key  (8-32 characters) which must match your Hub_HQõs 

Pre-Shared Key and click OK. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Gateway  

   

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection  and select Enable . 

Type the Connection Name  used to identify this VPN connection. Select scenario 

as Site-to-site and VPN Gateway which is configured in Step 1.  



 
 

 

141/ 865 

 

 

 

www.zyxel.com  

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and 

VPN Gateway  

  

 

Click Create new Object  to add the address of local network behind Branch B 

and  an address of local network behind Hub_HQ. 

 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object   

Local Policy  

 

Remote  Policy  

 

Set Local Policy  to be Spoke_Branch_B_LOCAL  and Remote Policy  to Hub_HQ 

which are  newly  created. Click OK. 

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy  
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Go to Network > Routing > Policy Route  to add a Policy Route to allow traffic from 

Spoke_Branch_B to Spoke_Branch_A .  

 

Click Create new Object  and set the address to be the local network behind the 

Spoke_Branch_A . Select Source Address  to be the local network behind the 

Spoke_Branch_B . Then, scroll down the Destination Address  list to choose the 

newly created Spoke_Branch_A_LOCAL address. Click OK. 

Network > Routing > Policy Route  

 

 

Test the  IPSec VPN Tunnel  
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Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection , click 

Connect  on the upper bar. The Status connect icon is lit when the interface is 

connected.  

 

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection  

 

 

 

 

 

 

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec  and verify the tunnel Up Time 

and the Inbound(Bytes)/Outbound(Bytes)  traffic. Click Connectivity Check  to 

verify the result of ICMP Connectivity.  

 

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A  
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Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ -to-Branch_B 

 

 

 

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec  
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Spoke_Branch_B > MONITOR > VPN Monitor > IPSec  

 

 

 

 

 

What Could Go Wrong?  

 

If you see [info] or [error] log message such as below, please check ZyWALL/USG 

Phase 1 Settings. All ZyWALL/USG units must use the same Pre -Shared Key, 

Encryption, Authentication method, DH key group and ID Type to establish the 

IKE SA.  
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If you see tha t Phase 1 IKE SA process done but still get [info] log message as 

below, please check ZyWALL/USG Phase 2 Settings. All ZyWALL/USG units must 

use the same Protocol, Encapsulation, Encryption, Authentication method and 

PFS to establish the IKE SA.  

 

 

 

 

Make sure the all ZyWALL/USG unitsõ security policies allow IPSec VPN traffic. IKE 

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.  

 

By default, NAT traversal is enabled on ZyWALL/USG, so please make sure the 

remote IPSec device also  has NAT traversal enabled.  
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Remote Access VPN Wizard for SecuExtender IPSec and Non -

SecuExtender IPSec VPN Clients  
 
With USG FLEX/ ATP you are able to provision predefined settings on your device to 

SecuExtender IPSec as well as non -SecuExtender IPSec VPN clients. This article will 

show you how to use Remote Access VPN Setup  Wizard to quick setup VPN tunnel 

using IKEv2 with EAP & Certification authentication . 

 

Set up VPN Tunnel on ATP/USG FLEX 

1.Log in to the Web GUI of your USG -FLEX/ATP, click Quick Setup , then select Remote 

Access VPN Setup  to build up VPN tunnel with the Wizard.  
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2.Select Remote Access VPN Setup, and choose Zyxel VPN Client (SecuExtender IPSec) . 

 

3.Configure the VPN Authentication Method  

(1) Choose Incoming Interface  

(2) Choose Certificate for VPN Validation  

(3) Select the tunnel type  Full Tunnel and e nable the check box of Allow Client VPN 

Traffic Through WAN .  
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4.Configure the IP Address Pool for the client  

The IP add ress pool will auto select non -used  subnet on the device to avoid setting  up 

the same subnet on the device.  The IP address Pool will begin at 192.168.50.1  

If the subnet 192.168.50.1 exists in the gateway settings, the IP address pool will 

automatically  change to 192.168.51.1 subnet.  

 

 

 

 

5. Allow local user to access the device via VPN tunnel  

If you have not created the local users for remote VPN access, you can set up the local 

user here to allow the user to access the network through the VPN tunnel.  

Note: The gateway only checks overlapped subnets in /24, not check the other 

subnet mask.  
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6. After done all the steps in the wizard, you can choose using either SecuExtender 

IPSec or non - SecuExtender IPSec VPN clients (iOS/MacOS, Windows, Strongswan -

Android) to provision the VPN se ttings  

- SecuExtender IPSec VPN client: Click Save button to complete the Wizard  
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- Non -SecuExtender IPSec VPN client: Click to Non -SecuExtender VPN Client at 

the left hand side, then choose which deviceõs operating system you want to 

download the script to install on.  
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7. (Optional) Since ZLD5.10, Remote Access VPN Setup Wizard uses DH gro up 14 for 

VPN phase 1 setting. I f you are using perpetual SecuExtender IPSec VPN client wi th 

default DH group 2, you can also manually add more DH group on ATP/USG FLEX to 

avoid re -provisioning. You can add maximum of 3 DH groups.  

¶ On ATP/USG FLEX Web GUI, go to CONFIGURATION > VPN > IPSec VPN > VPN 

Gateway, edit the RemoteAccess_Wiz. In Phase 1 Settings , you can add more 

Key Group  (DH)  

 

 

 

 

 
 

 

 

 

 

 

 

 

 

Note:  

- IKEv2 Remote Access VPN using IKEv2 only supports single proposal 

(Authentication + Encryption)  

- Remote Access VPN client using IKEv2 + EAP/MSCHAPv2 does not support using 

local -id to differentiate multiple rules. For multiple remote VPN rule,  user must t o 

choose different proposal (phase 2 proposal is suggested) to separate.  
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Test the result  

For Windows SecuExtender IPSec VPN client :  

1. Go to C onfiguration tab, and click òGet from Serveró 
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2. Enter gateway IP and credential to get provision file from gateway.  

 

Click òOKó to finish. 
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3. Click òOpen tunneló to build up VPN connection. 

 

 

Enter credential and click òOKó. 
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4. The remote user can ping the internal network now.  

 

 

For Windows native IKEv2 client :  

1. Extract the Script File, perform the scrip as Administrator.  

 

2. VPN for Native IKEV2 is create d  successfully.  
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3. Enter the VPN credential to complete the connect ion.  

 

4. The remote user can ping the internal network now.  
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For iOS/MacOS:  

1.Send the Script to Device  via email in example, then download the file  

 

2.Settings->Profile Downloaded  

 

 

 




































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































