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Basic principles for network management

1.1 How to change the switch management IP address to
avoid accessing the wrong device

This example shows administrators how to use the Web GUI to manage
the IP addresses of the switches and avoid administrators from
unintentionally accessing the wrong devices. As shown below, there are
two switches in the environment. Both default IP addresses of the two
switches are 192.168.1.1.

PC Switch-2 Switch-1
IP: 192.148.1.100 Default IP: 192.148.1.1 Default IP; 192.188.1.1

—

Figure 1  Two switches are using the same default IP address

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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1.1.1 Configuration in the Switch-2
1 Disconnect the link between Switch-1 and Switch-2.

2 Setthe PC’'s IP address on to the same subnet as the switches.
For example, set the PC IP address as 192.168.1.100.
Internet Protocol Version 4£|'EP.’IPV4) _F'roperties M

General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,168 . 1 . 100
Subnet mask: 255 .255.255. 0
Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DNS server:

[ validate settings upon exit

[ OK ][ Cancel l

3 Open a browser (IE, Chrome, Safari, Firefox, etfc....). Go to
website hitp://192.168.1.1 (default management IP address).
Key in “username: admin; password: 1234" and log in.

X
Authentication Required

http:/#192.168.1.1 requires a username and password.

Your connection to this site is not private,

User Mame:

Passward:

Log In Cancel
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4 Enter the webpage and go to Menu > Basic Setting > IP Setup
> IP Configuration. Set the IP address you prefer, for example
192.168.1.2. Then click Add.

IP Interface

IP Address DHCP Client

® Static IP Address

IP Address 192.1468.1.2

|P 3ubnet Mask 255.255.255.0

ViD 1
[#cc | Conee!

5 Logbackinusing the new IP address 192.168.1.2. After logging
in again, remember to click the Save icon to save the new
configurations.

0 Refresh @ jave @ Stotus @ Logout Help
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1.1.2 Test the Result

1 Log in via the web GUI and go to Menu > Basic Setting >
IP Setup > IP Configuration. Check if the IP address is
already configured as 192.168.1.2.

IP Status IF Configuration

192.168.1.2 255.255.255.0 1 Static
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1.2 How to configure the switch with a device name to avoid
accessing the wrong device

This example shows administrators how to use the Web GUI to manage
device name and avoid accessing the wrong devices. As shown below,
the PC connects with Switch-1 in the environment. In the default setting,
device name (System Name) will be the model name (XGS4600 in this
example).

PC Switch-1
[P:192.148.1.100 Default P: 192.148.1.1
Hostname: XG54400

Figure 2 Change the device name of the switch

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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1.2.1 Configuration in Switch-1
1 Enter the web GUI and go fo Menu > Basic Setting > General
Setup. Change the System Name (Switch-1 in this example)
and click Apply.

System Mame Switch-1

Location

Contact Person's Name

2 Click "Save” to save the configuration.

@ Refresh @ Save @ Status @ Logout Help
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1.2.2 Test the Result
Enter the web GUI and you will see the page of the switch
information. Check if the System Name is the name you
configured (Switch-1 in this example) or not.

System Name

Product Mecdel X554400-22
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1.3 How to configure the switch to update the time from an
NTP server

This example shows administrators how to use the NTP server to update
the system fime of the switch. As shown below, the PC connects with
Switch and Switch connects with the USG in the environment.

NP Server __|
IP:216.239.35.12

PC Switch UsG
IP:192.168.1.100 VLANT, IP:192.168.1.2 LAN IP:192.188.1.1

Figure 3  Set up Switch to get time from NTP Server

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50). We use google
free public NTP server (216.239.35.12) to be our NTP server. You can also choose
another available NTP server. Furthermore, due to there is routing set up in this
configuration, the user interface might be some difference for other models.
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1.3.1 Configuration in Switch

1

Enter the web GUI and go to Menu > Basic Setting > IP Setup
> IP Configuration. Set the default Gateway as USG IP:
192.168.1.1. Then click “Apply”.

IP Status

Default Gateway

192.1468.1.1

Default Management * |n-band Cut-of-band

Aopl

2 Go to Menu > Basic Setting > General Setup. Select “Use Time

Server when Bootup” to NTP(RFC-1305) and set the “Time
Server IP Address”. In this scenario, we use the google free
public NTP server (216.239.35.12) as an example. Also, select
the “Time Zone" in your location. Finally, remember to click

HAppIy”.

NTP(RFC-1305) ¥ |
216.239.35.12 |

Use Time Server when Bootup

Time Server IP Address

Cumrent Time 00 (|34 |:|29 |UTC

Mew Time [hh:mm:ss) 0o [:|34 |29

Current Date 2016 -0 -7

New Date (yyyy-mm-dd] 2014 |-|01 |-|O1

Time Ione

Daylight Saving Time (]

Start Date First ¥ | |sunday ¥ | of | January Y |af (000 T
End Date First v | |Sunday ¥ | of | January v |at|0:00 ¥

It will take 60 seconds if fime server is unreachable.

3 Click Save to save the configuration.

@ Refrazh @ iave @ Status @ Logout Help
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1 Go to Menu > Basic Setting > General Setup. Both the Current
Time and Current Date should be the current time in your
location. If the current fime is not updated as the correct time,

click “Refresh”.

Use Time Server when Bootup NTP{RFC-1305) r
Time Server P Address 216.239.35.12 |
| Current Time 14 |:|18 |:|44 UTC+E6:OO|
Mew Time {hh:mm:ss} 14 |:[16 |:|44
[ curent Date 2017 |-los |-|20 |
MNew Date (yyyy-mm-dd) 2017 |- K - E
Time Zone UTC+0800 v o
Daylight Saving Time O
Start Date [ First v | [sunday v|of [January | ot |00 v
End Dote [First v ||Sunday v|of |January  v| ot |00 v

It will take 40 seconds if time server is unreachable.

@ Refresh

@ Save @ Stotus @ Logout Help

2 Try to select the “User Time Server when Bootup” as None. Few
second later, change back to NTP(RFC-1305). The time will still
update to the current time.

| Use Time Server when Boofup Mone v "
Tirne Server IP Address 216.239.35.12 |
| Current Time 14 |:(18 |:|45 UTC+E6:00|
Mew Time [hh:mm:ss| 14 |:18 |:|45
Current Date Eﬁ' _-_@f@
Mew Date [ywyy-mm-dd) 2017 ——
Time Ione UTC+0800 ¥
Daylight Saving Time O
Start Date | First v | [sunday v | of [January ¥ ot |0:00 |
End Date [First v |[sunday v |of |January v ot |[0:00 v |

It will take 60 seconds if ime server is vunreachable.

Aoply
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| Use Time 3erver when Boofup

Time Server IP Address 216.239.35.

Current Time 4 |:[19 |:[18 [urc+os00 |

Mew Time [hhzmm:ss) T : F : F

Cument Date E? __Ozf@

New Date (yyyy-mm-dd] 2017 |-j0é |-[20 |

Time Ione UTC+0800 ¥

Daylight Saving Time ()]

Start Date [First v | |sunday v| of [January 7| ot [0:00 v |
End Date |F|'rsf M | |SU"|C:|CIY M | of |J0nuor\f v | at |U:OO v |

It will fake 40 seconds if fime server is unreachable.
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1.3.3 What could go wrong?

1

Switch may not be able to access the NTP Server successfully.
Follow the step to test if NTP Server is available. Go to Menu >
Management > Diagnostic. Select IPv4 as in-band and type

the IP address of NTP Server (216.239.35.12) into the IP Address
field. Click “Ping"”.

Resolving 216.23%.35.12.., 216.239.35.12
sent revdrate rt avg mdev  max  min reply from
1 1 100 10 10 0 10 10 216.23%.35.12
2 27100 10 10 o] 10 10 2146.239.35.12
3 3 100 10 10 0 10 10 216.23%9.35.12
4
® Pv4 in-band v
IPwé - v
Ping Test IP Address/Host Name  |216.239.35.12 |
Source IP Address
Count 3
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1.4 How to configure the switch to backup events on a
SYSLOG server

The example shows administrators how to set up the switch to send
system log events to a remote syslog server.

Switch-1 Syslog Server
[P: 192.148.1.200

PC-1
IP:192.168.1.100 IP:192.148.1.1

Figure 4 Upload the syslog automatically to the server

0" Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50).
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1.4.1 Configure the Switch-1

1

Enter the web GUI and go to Menu > Management > Syslog
Setup > Syslog Server Setup. Activate the syslog server setup
and set up the server IP address. In this example, it is
192.168.1.200. Choose the Log Level you prefer (Level 0-7 in this
example). The wider the range, the more detailed log will be
recorded. Remember to click “Add".

Syslog Server Setup

Active f
Server Address 192.168.1.200
UDFP Port 514

0 Note:

Log Level refers to which events should be sent to the Syslog Server.
Severity: Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice
(5), Informational (6), and Debug (7).

2

In the same page, activate the Syslog and activate the
logging type you prefer. Also, remember to click “Apply”.

System

ocal us )
Interface local use 0
local us

Switch

AAA

localuse 0

CYRLURE YRR

%
DD o |

ol o oo
4| 4| 4] 4|«

localuse 0
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3 Click Save to save the configuration.

@ Refresh @ Save @ Status @ Logout Help
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1.4.2 Test the Result
1 Unplug and re-plug PC-1 from the switch.

2 The Syslog Server should receive an event log from the switch.

% Tftpdé4 by Ph. Jounin - *‘ E@gl

Curert Directory | C:4apphTipdEd =] Browse |

Server interfaces I-I 92.168.1.200 | Fealtek RTLE1EECIPI/E111CIP) Farmily PCI-Ej Shaw Dir |
Tftp Server I Thp Clierit Syslog SET‘v'Efll Log viewer

text | from | date |

<134 Jan 01 02:54:47 =®G54600 authentication: Conzole uzer admin login~ 192.168.1 .1 12/06 18:21:53.786

<135 Jan U1 U255 22 #L5 4600 ntertace: Fort 1 link down 13216311 12406 18:22:25.097

<135> Jan 01 02:55:27 XG5S 4600 interface: Port 1 link up 192.168.1.1 12/06 18:22:33.498
Clear | Copy

About | Settings I Help |

3 We can also check the directory (“C:\app\Tftpdé4” in this
example) to find out if a text file is created on the Syslog Server.

| ] EUPL-EN
2 titpd32
| thpd32
& thpded

&F uninstall
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1.4.3 What could go wrong?
1 If Switch-1 and Syslog Server are in different subnets, remember

to set default gateway so that Switch-1 and the Syslog Server

can communicate with each other.

ZY XEL

NETWORKS

2 Confirm the service port number of the Switch-1 and the Syslog
Server are the same. (Default service port for the Syslog Server
in the Switch-1is 514).

Syslog Server Setup

Active v

Server Address 192.188.1.200
UDP Port 514 |

Leg Leve Llevelo-7 ¥
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1.5 How to configure the switch with a port name to quickly
identify directly connected devices

The example shows administrators how to configure the switch with a
port name to quickly identify directly connected devices. By doing this,
administrators and quickly identify which port connects fo which device,
location, or section of the network.

PC Switch-1 Switch-2
IP:192.148.1.100 IP:192.168.1.1 _EEEI:-
J.' Port 2
- Port3
i
AP

Figure 5 Configure the port name of the switch

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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1.5.1 Configure Switch-1
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1 Enter the web GUI and go to Menu > Basic Setting > Port Setup.
Type the name of each directly connected devices on the
corresponding port name. For example, you can type Switch-
2in port 2 and AP in port 3. Then click “Apply”.

] - [10G /Full Duplex v |
1 7] 10/100/1000M | Auto-1000M v
2 @ |switch-2 | 10/100/1000M | Auto-1000M v
2 @ |ae 10/100/1000M | Auto-1000M v

[0 v| |Peer

v | sfe_plus v |

|C)'| |F'eer
[ov| |Peer

|C)'| |F'eer

v
v

v

2 Click Save to save the configuration.

@ Refresh @ jave @ Stotus @ Logout Help
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1.5.2 Test the Result

1
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Go to Menu > Maintenance > Port Status. You will see the

name you type in the column of name.

e [ Ik | 1—

[(FS

10000 F

Switch-2 | 1000M/F
AP 1000M/F

Down
Down

FORWARDING

FORWARDING

FORWARDING
STCP
STCP

Disabled
Disabled
Disabled
Disabled
Disabled

3180
599
250

3140

7509
3638
404
756

oo o/ olo

30.299
0.168
0148

0.0
0.0

2238
0.0
0.0
0.0
0.0

Utilization

0:01:55
0:00:12
0:01:27
0:00:00
0:00:00
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1.6 How to collect the Diagnostic Info

The example shows local administrators how to collect the Diagnostic
Info by web GUI. The Diagnostic Info is a set of logs that includes useful
information such as System Information, CPU utilization history, system
logs and debug reports for issue analysis.

P switeh-1
IP: 192.168.1.100 Default IP: 192.148.1.1

Figure 6 Collect the Diagnostic Info from web GUI

U Note:

All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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1.6.1 Collect the Diagnostic Info from web GUI
1 Enter the web GUI and go to Menu > Management >
Maintenance > Tech-Support > Click Here. Click the Download
button for All. You can also select the specific Diagnostic Info
you need. (Ex: Crash, ROM,.....)

Crash Download

CPU history
Memary section
Mt

28/242



wwzyxe.com ZY XEL

NETWORKS

1.6.2 Test the Result

1 Open the file and you can view the Diagnostic Info. (In this
example, we use the Notepad++ to open the .ixt file.)

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
JHHEBRGE s ki e| s s B8 EFELADS EEDRE

[ techstupport_all log E3 |

2 -
2 Time : B:38:24 ========== show system-information ================= maclock 31104300 |:|
4
&
& Froduct Model 1 XG54600-32
7 System Name : XG54600
8 System Mode : Standalone
5 Syatem Contact
10 System Location
11 System up Time H 8:38:24 (2f76le ticks)
12 Ethernet Address : 42:73:74:20:55:56
13 Bootbase Version 1 V1.00 | 02/21/2016
14 ZyNO5 F/W Version : V4.50(RBBH.0)b3 | 04/18/2017
15 Config Boot Image : 1
16 Current Boot Image : 1
T Current Configuration =1
18 RomRasSize : BE25622
19 i
EP
< 1l | 3
Mormal text file length:1,134,963 lines: 10,036 Ln:1 Col:1 Sel:0|0 Unix (LF) UTF-8 NS
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1.7 How to change the default administrator password

The example shows administrators how to change the default
administrator password used for management access. Failure to change
the default administrator password is a security risk that allows
unauthorized user access to your device’'s management.

P switeh-1
IP:192.148.1.100 Default IP: 192.148.1.1
7
Figure 7 Change the default administrator password

U Note:
All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50).
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1.7.1 Change the default administrator password
1 Enter the web GUI and go fo Menu > Management > Access
Control > Logins > Click Here. Enter the Old Password and New
Password. Then click “Apply”.

Access Conlrol
Administrator

Cld Password
MNewPassword  (ewess

Retype to confrm  |sssss

2 After clicking the “Apply”, the browser will show a message
similar below.

Fleose close the browser before using the new possword.

31/242



wwzyxe.com ZY XEL

NETWORKS

1.7.2 Test the Result

1 Close the web GUI and login again with the OLD password.
The "Authentication Required” window will pop up again.
X

Authentication Required

http:/#192.168.1.1 requires a username and password,

Your connection to this site is not private,

User Mame:

Password:

Log In Cancel

2 Use the new password to login. Switch-1 web GUI should be
accessible.
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1.8 How to configure a whitelist for remote management to
prevent unauthorized access

The example shows administrators how to configure a whitelist for host
devices that prevents attempted access from unauthorized devices or
subnefts. The whitelist inspects the source IP addresses of hosts and the
types of services accessing the switch (Ex: Telnet, FTP, HTTP.....).

PC-1
IP:192.168.10.100
Ir_ ]
AdministratorPC Switch
IP:192.168.1.100 VLAN 1, Default IP: 192.168.1.1 : _
— VLAN 10,1P 192.168.10.1 —~7
= 1
—
PC-2
IP:192.168.10.200

Figure 8 Configure the whitelist for remote management

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50).
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1.8.1 Configure the whitelist of the remote management
1 Enter the web GUI and go fo Menu > Management > Access
Control > Remote Management > Click Here using
AdministratorPC. Enter the range of IP addresses and the
corresponding types of services that are allowed to access the
Switch. Then click “Apply”.

Access Control
Secured Client Setup

1 L4 192.168.10.100 192.168.10.120 L4 L4 L4 L4 L4 L4

2 L4 192.168.1.100 192.168.1.100 L4 L4 td L4 L L4 L

3 0.0.0.0 0.0.0.0

4 0.0.0.0 0.0.0.0

5 0.0.0.0 0.0.0.0

& 0.0.00 0.0.0.0

7 0.0.0.0 0.0.0.0

8 0.0.0.0 0.0.0.0

Ed 0.0.0.0 0.0.0.0

10 0.0.00 0.0.0.0

11 0.0.0.0 0.0.0.0

12 0.0.0.0 0.0.0.0

12 0.0.0.0 0.0.0.0

14 0.0.0.0 0.0.0.0

15 0.0.0.0 0.0.0.0

14 0.0.0.0 0.0.0.0
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1.8.2 Test the Result
1 In the setting, we set the IP range: 192.168.10.100-
192.168.10.120, which is allowed to access the Switch by all
protocol types, EXCEPT HTTP. Therefore, if we use PC-I
(192.168.10.100) to access the Switch by HTIP, the Switch will
refuse the connection. If we try to access the web GUI by HTTPS
(Enter the hitps://192.168.10.1), PC-1 can connect to the Switch

successfully.
]
—_

This site can't be reached

192.168.10.1 refused to connect.

2 The PC-2(192.168.10.200) is not in the range which is allowed to
access the Switch. PC-2 cannot access or ping the switch’s
management IP address.

1 L

-

This site can't be reached

192.168.10.1 refused to connect.

3 AdministratorPC can access the Switch by all service types
successfully.

1.8.3 What could go wrong?
1 The IP address is setting up repeatedly, but the setfting is
different. The logic rule of whitelist is OR.
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For example, if we set the range of the IP addresses shown
below. 192.168.10.120 is repeatedly set up accidently. The

resultis that all types of services are ALLOWED for 192.168.10.120.

Acces: Conlol
Secured Client Setup

1 T 192.168.10.100 |l92J68J3J23| < Ld Ld Ld L4 4
2 Ld |192168J3J23| 192,168.10.120 L4

3 0.0.0.0 0.0.0.0

4 0.0.0.0 0.0.0.0

2 If the administrator has forgotten or lost frack of the whitelisted
IP addresses, the administrator will not be able to access the
Switch. To solve this problem, use Console to verify the settings.
Administrators can find out which IP addresses are allowed to
access the Switch by reviewing the running configurations.

XGS4600#
Building confTiguration. ..

Current configuration:

no remote-management 1 service telnet ftp snmp ssh
vlan 1
name 1
normal ""
fixed 1-32
forbidden ""
untagged 1-32
ip address 192.168.1.1 255.255.255.0
exit
interface route-domain 192.168.1.1/24
exit
remote—management 1 start-addr 192.168.1.10@ end-addr 192.168.1.200 service http icmp httpsl

‘\_I’ Note:
If the Switch does not support Console, please check the manual of your

Switch model to find out how to restore device to factory default settings.
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Designing the Local Area Network

2.1 How to configure the switch to separate traffic between
departments using VLAN

The example shows administrators how to set up the switch to make
separate fraffic between departments. Using Static VLAN, hosts
accessing the same VLAN will only be able to communicate with hosts
accessing the same VLAN.

VLANIO i L VLANTO
PC-1 AdministratorPC PC-3
IP:192.168.10.101 |  IP:192.168.1.105 {1P:192.168.10.103

(] [ [

Port 2 Switch-1 Switch-2 Port 4
............................... VLAN 1, 1P:192.168.1.1 VLANT, IP2192.168.1.2 o
A N L
i I
| i i iu
PC-2 i pPC4
IP:192.168.20.102 | P IP192.168.20.104 |
VLAN20 VLAN20 |

Figure 9 Set up VLAN to separate the traffic between
departments

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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2.1.1 Configure Switch-1
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1 Use AdministratorPC to set VLAN 1 in Switch-1: Port 1, 2 as
Normal port. (Prevent VLAN 1 broadcast packets to port 1, 2).
Enter the web GUI and go to Menu > Advanced Application >
VLAN > VLAN Configuration > Static VLAN Setup > VID > 1.
Select port 1, 2 as Normal. Click “Add”.

ACTIVE
MName

VLAN Groug ID
VLAN Type

Associotion VLAM List

MNormal

Mormal

Meormal

Mormal

L R S R .

MNeormal

® Neormal

Private

Normal v
Fixed
Fixed
Fixed
Fixed

Fixed

Forbidden
Forbidden
Forbidden
Forbidden

Forbidden

VLAN Configuration

¥ Tx Tagging
Tx Tagging
Tx Tagging
Tx Tagging
Tx Tagging

Tx Tegging

2 Use AdministratorPC to create VLAN 10 in Switch-1: Enter the
web GUlI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the “ACTIVE”
box. Type the Name and VLAN Group ID=10. Select port 1, 5 as
Fixed and uncheck Tx Tagging (Untagged) on port 1 and check
Tx Tagging (Tagged) on port 5. Click “Apply”.
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S VAN VLAN Coniguration
ACTIVE v
Mame VLAMI0
VLAN Group ID 10
® Normal
VLAN Type erma
Private v

Association VLAMN List

- Maormal r ¥ Tx Tagging
1 Mormal Ferbidden
2 ® Normal Fixed Forbidden ¥ TxTegging
3 ® Normal Fixed Foroidden ¥ TxTaoging
4 ® Mormal Fixed Forbidden ¥ TxTagging
5 Mormal Forbidden ¥ Tx Tagging

3 Use AdministratorPC to create VLAN 20 in Switch-1: Enter the
web GUI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the “ACTIVE”
box. Type the Name and VLAN Group |D=20. Select port 2, 5 as
Fixed and uncheck Tx Tagging (Untagged) on port 2 and check
Tx Tagging (tagged) on port 5. Click “Apply”.

BT VLAN Confguration
ACTIVE v
Mame WLAMZ0
WLAN Group ID 20
® Mormal
VLAN Type erme
Private v

Association VLAN List

- Mormal v ¥ Tx Tagging
1 ® MNormal Fixed Ferbidden ¥ Tx Tagging
2 Mermal Ferbidden
3 ® Mormal Fixed Forbidden ¥ Tx Togging
4 ® Normal Fixed Foroidden ¥ Tx Togging
5 Mermal Forbidden

4 Setthe PVID on Switch-1: Go to Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Set port 1 as
PVID=10 (VLAN 10) and port 2 as PVID=20 (VLAN 20).
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Port  Ingress Check PVID GVRP Acceplable Frame Type VLAN Trunking Isolafion

- 0 0 0 o
| S [T O o CHl
E o |xg o o 8 |
s I o o 8 |
| 8 | o o e |
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2.1.2 Configure Switch-2

1

Use AdministratorPC to set VLAN 1 in Switch-2: Port 3, 4 as
Normal port (this prevents VLAN 1 from broadcasting packets
to port 3, 4). Enter the web GUI and go to Menu > Advanced
Application > VLAN > VLAN Configuration > Static VLAN Setup
> VID > 1. Select port 3, 4 as Normal. Click “Add".

[ SlaficVIAN VLAN Configuration

.....

........

]
i
J
-
1]

rbidden Tx Tagging

]
i
J
-
1]

roidden Tx Teacing

T « Tooaina

-
]
i
J

1]

rbidden Tx Tagging

-

]

|

)
B a B @
00 0o 0

i

]

]
i
J
-
1]

rhidden Tx Teacing

2 Use AdministratorPC to create VLAN 10 in Switch-2. Enter the

web GUI and go to Menu > Advanced Application > VLAN >
VLAN Configuration > Static VLAN Setup. Check the “ACTIVE”
box. Type the Name and VLAN Group ID=10. Select port 3, 5 as
Fixed and uncheck Tx Tagging (Untagged) on port 3 and check
Tx Tagging (tagged) on port 5. Click “Apply”.

| StaficVIAN | VLAN Configuration
ACTIVE 7
Mame VLAN10
® Norm
VLAN Type ;
Associotion VLAN List
Norma v ¢ T

3 Use AdministratorPC to create VLAN 20 in Switch-2. Enter the

web GUlI and go to Menu > Advanced Application > VLAN >
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VLAN Configuration > Static VLAN Setup. Check the “ACTIVE”
box. Type the Name and VLAN Group ID=20. Select port 4, 5 as
Fixed and uncheck Tx Tagging (Untagged) on port 4 and check
Tx Tagging (tagged) on port 5. Click “Apply”.

ACTIVE
MName

WVLAM Group ID
WLAN Tyoe

Associotion VLAM List

Lh e k3 —
L)

Mormal
Mermal
Mormal
Mormal

Mermal

Ld
WLANZO
20
* Normal
Private v
Normal v
Fixed Forbidden
Fixed Forbidden
Fixed Forbidden
* Fixed Forbidden
® Fixed Forbidden

VLAN Configuration

¥| Tx Tagging
¥ Tx Tagging
¥ TxTacging
¥| Tx Tagging

Tx Tagging

¥ TxTacging

4 Setthe PVID on Switch-2: Go to Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Set port 3 as

PVID=10 (VLAN 10) and port 4 as PVID=20.

nrJ -

20

Bl 2]
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2.1.3 Test the Result

1 The PC in the same VLAN can ping each other. PC-1 can ping

PC-3 successfully, but PC-1 cannot ping PC-2.
Cisllzersslser>ping 122168180183 —t

Pinging 192.168.18.183 with 32 bytes of data:

Reply from 192.168.108.183: bytes=32 time<ims TTL=128
Reply from 192.168.180.183: hytez=32 time<ims TTL=128
Reply from 192.168_.18.183: hytes=32 time<ims TTL=128

C:~UserssUserrping 192.168.20.1682

Pinging 192.168.20.102 with 32 hytes of
tranzmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.

2 PC-2 can ping PC-4 successfully, but PC-2 cannot ping PC-3.
C:sUsersslseriping 192 _168_20.1684 —t

Pinging 192.168.28.184 with 32 bytes of data:

Reply from 192.168.20.184: bytes=32 time<ims TTL=128
Reply from 172.168.28.1084: bytez=32 time{imz TTL=128
Reply from 192 _168_20_184: bytes=32 time<ims TTL=128

C:slsersslser>ping 172.168.18.183

Pinging 192.168.18.183 with 32 hytes of
transmit failed. General failure.
tranzmit failed. General failure.

PING: tranzmit failed. General failure.

PING: tranzmit failed. General failure.
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2.2 How to configure the switch to route traffic across VLANs

The purpose of VLANs are to isolate one broadcast domain from another.
If we would like hosts from different VLANs to communicate with each
other, we have to set the switch to route traffic. The example shows how
to configure the switch to route traffic across one VLAN to another.

AdministratorPC

IP:192.168.1.100
lllllllllllllllllllllllllllllllllllllllllllllllllllll | NN NN NN NN NN EE NN NN NN NN NN NN NN NN NN
f
— = —
[ Pommﬁ Port24  : portn |
-— ; ; <7
i Switch i !
i VAN P19z 1eeI0] | o
IP:192.168.10.100 i P2 192.168.10. IP:192.168.20.100 |
P OVLAN 20, IP: 192.168.20.1 |
VLAN 10 VLAN 20

Figure 10  Set up switch to route traffic across VLANs

V" Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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1 Use AdministratorPC to create VLAN 10. Enter the web GUI and
go to Menu > Advanced Application > VLAN > VLAN
Configuration > Static VLAN Setup. Check the ACTIVE box. Type
the Name and VLAN Group ID=10. Select port 1 as Fixed and
uncheck Tx Tagging (Untagged). Click “Apply”.

ACTIVE 4
Mame WLARMITO
VLAMN Group ID 10
VLAN Type © Mermal
Private
Association VLAM List
Mormal v
2 ® Normal Fixed
3 ® Mormal Fixed
4 ® MNormal Fixed
] % Mormal Fixed

Forbidden
Forbidden
Ferbidden
Forbidden

Forbidden

VLAN Configuration

¥ Tx Tagging
¥ Tx Tagging
¥ Tx Tegging
#| Tx Tagging

¥ Tx Tagging

2 Go to Menu > Advanced Application > VLAN > VLAN
Configuration > VLAN Port Setup. Set the PVID. Set port 1 as

PVID=10 (VLAN 10). Click “Apply”.

!

20

k2

Al
&l
Al
Al
Al

a4l a| «f «

3 Create a Static IP Address for Switch in VLAN 10 (To be the
gateway in VLAN 10): Go to Menu > Basic Setting > IP Setup >
IP Configuration > IP Interface. Set the Static IP Address:
192.168.10.1 for Switch in VLAN 10. Click “Add".
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IPF Interface

IP Address

192.168.10.1

255.255.255.0

' DHCP Chent
'® Static IP Address

IP Address

IP Subnet Mosk
VID [0

m Cancel
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2.2.2 Configure VLAN 20

1

Create VLAN 20. Follow the same steps. Go to Menu >
Advanced Application > VLAN > VLAN Configuration > Static
VLAN Setup. Check the ACTIVE box. Type the Name and VLAN
Group 1D=20. Select port 2 as Fixed and uncheck Tx Tagging
(Untagged). Click “Apply”.

VLAN Configuration

ACTIVE +
MName WLARZO
VLAM Group ID 20
. -
crmal
VLAN Type

Aszociation WLAM List

Mormal v ¥ Tx Tagging

1 ® Mormal Fixea Forbidden ¥ Tx Tagging
® Mormal Fixea Foroidden #| Tx Tagging

4 ® MNormal Fixed Forbidden #| Tx Tagging
® MNormal Flixed Foroidden #| Tx Tagging

2 Go to Menu > Advanced Application > VLAN > VLAN

Configuration > VLAN Port Setup. Set the PVID. Set port 2 as
PVID=20 (VLAN 20). Click “"Apply".

Al ¥
1 0 Al M
2 20 Al v
3 1 Al v
- Al v

3

Create a Static IP Address for Switch in VLAN 20 (To be the
gateway in VLAN 20). Go to Menu > Basic Setting > IP Setup >
IP Configuration > IP Interface. Set a Static IP Address:
192.168.20.1 for Switch in VLAN 20. Click “Add".
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IP Interface

IP Address

192.168.20.1

255.255.255.0

2 DHCP Client
® Stotfic IP Address

IP Address

IP Subnet Mask
VID [|20

48/242



wwzyxe.com ZY XEL

NETWORKS

2.2.3 Set the gateway on PC-1 and PC-2

1 Setthe Gateway of PC-1 as 192.168.10.1 (The Static IP Address
of Switch in VLAN 10).

Internet Protocel Version 4 (TCP/IPvd) Properties m

General

You can get IP settings assigned automatically if vour network supparts

this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@) Use the following IP address:

IF address: 192 . 168 . 10 . 100
Subnet mask: 255,255,255, 0
Default gateway: 192 . 168 . 10 . 1

CObtain DMS server address automatically
(@) Use the following DMS server addresses:

Preferred DMS server:

Alternate DS server: . . o

[ validate settings upon exit
[ oK ] [ Cancel ]
| I

2 Setthe Gateway of PC-2 as 192.168.20.1 (The Static IP Address
of Switch in VLAN 20).
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| =

Internet Protacol Version 4 (TCP/IPv4) Properties L2 |
e — —

General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@ Usze the following IP address:

IF address: 192 . 168 . 20 ., 100
Subnet mask: 255,255,255 . 0
Default gateway: 192 . 168 . 20 . 1

Obtain DNS server address automatically

i@ Use the following DNS server addresses:

Preferred DMNS server:

Alternate DMS server:

[ validate settings upon exit

| ok || cancl
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2.2.4 Test the Result

1 PC-1 can ping PC-2 successfully.
C:sUserssUser>ping 192 _168_.200.1008

Pinging 1%92.168.20.18080 with 32 bytes of data:

Reply from 192.168.20.1860: hytez=32 time<ims TTL=128
Reply from 172.168.20.180: hytez=32 time<ims TTL=128
Reply from 192 _168_20.1008: bytesz=32 time{ims TTL=128

Reply from 172.168.20.1860: hytez=32 time<ims TTL=128

Ping statistics for 192.168.20.108:

Packets: Sent = 4, Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli-—seconds:

MHinimum = Bms, Maximum = Bms,. Average = Bms
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2.2.5 What could go wrong
1 If PC-1 cannotreach PC-2:

a. Verify that the subnet of PC-1 is not using the same
subnet as that of PC-2.

b. Verify that the default gateways of PC-1 and PC-2
matches the Switch’s IP interface on their respective
VLAN:S.

c. Make sure that there are no policy routes using the
subnet of PC-1 or PC-2 as a destination IP criteria.
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2.3 How to configure the switch to perform DHCP service in a
VLAN

The example shows administrators how to configure the switch to
provide dynamic IP addresses to hosts in each VLANSs.

: VAN T0

{ PC-1

i Network: 192.168.10.0 | AdministratorPC
! Netmask: 255.255.255.0 i IP:192.148.1.100

i Gateway: 192.168.10.1 |

] [ ]

"

Port 24

[ ] Switch
VLANT, IP:192.168.1.1

"._“,""/’ - VELAN 10, IP: 192.168.10.1
: DHCP Pool size: 10, IPrange: 192.168.10.11-192.148.10.20

i PC-2

: Network: 192.168.20.0 | VLAN 20, IP: 192.168.20.1
i Netmask: 255.255.255.0 | DHCP Pool size: 10, IPrange: 192.168.20.11-192.168.20.20
i Gateway: 192.168.20.1 |
VLAN 20
Figure 11 Perform DHCP service in different VLAN
0 Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).

Only L3 Switch supports the function of DHCP Server. (The models: 3700 series, 4500
series and 4600 series)
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2.3.1 Configure VLAN 10

1 Use AdministratorPC to create VLAN 10. Enter the web GUI and
go to Menu > Advanced Application > VLAN > VLAN
Configuration > Static VLAN Setup. Check the ACTIVE box. Type
the Name and VLAN Group ID=10. Select port 1 as Fixed and
uncheck Tx Tagging (Untagged). Click “Apply”.

VLAN Configuration
ACTIVE 4
Mame WLARMITO
VLAMN Group ID 10
VLAN Type © Mermal
Private v
Association VLAM List
’ Mormal ¥ ¥ Tx Tagging
2 ® MNormal Fixed Forbidden ¥ Tx Tagging
3 * Meormal Fixed Foroidden ¥ Tx Tagging
4 ® Mormal Fixed Forbidden #| Tx Tagging
® Nermal Fixed Forbidden ¥ Tx Tagging

2 Go to Menu > Advanced Application > VLAN > VLAN

Configuration > VLAN Port Setup. Set the PVID. Set port 1 as
PVID=10 (VLAN 10). Click “Apply”.

: Al v
2 20 Al v
3 ] Al v
4 Al v

3 Create a Static IP Address for Switch in VLAN 10 (IP Address to

e DHCP Server in VLAN 10): Go to Menu > Basic Setting > IP
Setup > IP Configuration > IP Interface. Set the Static IP
Address: 192.168.10.1 for Switch in VLAN 10. Click “Add".
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IPF Interface

IP Address

192.168.10.1

255.255.255.0

' DHCP Chent
'® Static IP Address

IP Address

IP Subnet Mosk
VID [0

m Cancel
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2.3.2 Configure VLAN 20

1 Create VLAN 20. Follow the same steps. Go to Menu >
Advanced Application > VLAN > VLAN Configuration > Static
VLAN Setup. Check the ACTIVE box. Type the Name and VLAN
Group ID=20. Select port 2 as Fixed and uncheck Tx Tagging
(Untagged). Click “Apply”.

VLAN Configuration
ACTIVE '
MName WLARZO
VLAM Group ID 20
VLAN Type © Hermal
Privats v
Aszociation WLAM List
Marmal v ¥ Ty Tagging
1 ® Mormal Fixea Foroidden ¥ Tx Tagging
® Mormal Fixea Foroidden #| Tx Tagging
4 ® MNormal Fixed Forbidden #| Tx Tagging
® MNormal Flixed Foroidden #| Tx Tagging

2 Go to Menu > Advanced Application > VLAN > VLAN

Configuration > VLAN Port Setup. Set the PVID. Set port 2 as
PVID=20 (VLAN 20). Click “"Apply".

Al

ra
o L]
o

Al

L] 4 L] 4 4

3

Create Static IP Address for Switch in VLAN 20 (IP Address to be
DHCP Server in VLAN 20): Go to Menu > Basic Setting > IP Setup
> IP Configuration > IP Interface. Set the Static IP Address:
192.168.20.1 for Switch in VLAN 20. Click “Add".
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IP Interface

IP Address

192.168.20.1

255.255.255.0

2 DHCP Client
® Stotfic IP Address

IP Address

IP Subnet Mask
VID [|20
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2.3.3 Configure the Switch and PC

1 Setup DHCP Serverin VLAN 10: Go to Menu > IP Application >
DHCP > DHCPv4 > Click Here > VLAN. Set up the VID (VLAN of
PC-1) and DHCP Status as Server. The Client IP Pool Starting
Address refers to the first IP Address the Switch will assign to
DHCP clients. The Size of Client IP Pool refers to the maximum
number of IP addresses the switch will provide. Set the gateway
as the IP of the Switch in VLAN 10 (192.168.10.1). Click “Add".

— VOANSeling | St Por
vID 10
DHCP Status —
Relay
Server
Client IP Pocl Starting Address 192.163.10.11
Size of Client IP Pogol 10
IP Subnet Mask 255.255.255.0
Default Gateway 192.168.10.1
Primary DMS Server 0.0.0.0
Secondary DMS Server 0.0.0.0
Lease Time * Infinite
Days Hours |00 ¥ | Minutes |00 ¥
Eeloy
Remote DHCP Server | 0.0.0.0
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Source Address 0.0.0.0
Option 82 Profile v
Q Note:
In this example, the poolsize is 10 and the starting IP address is 192.168.10.11.
Therefore, the IP range that the DHCP Server will assign is between
192.168.10.11 and 192.168.10.20.

2 Set up DHCP Server in VLAN 20: Go to Menu > IP Application >
DHCP > DHCPv4 > Click Here > VLAN. Set up the VID (VLAN of
PC-2) and DHCP Status as Server. The Client IP Pool Starting
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Address refers to the first IP Address the Switch will assign to
DHCP clients. The Size of Client IP Pool refers to the maximum
number of IP addresses the switch will provide. Set the gateway
as the IP of the Switch in VLAN 20 (192.168.20.1). Click "Add".

Click “Add".
— ViANSating | St Por
VID 20
DHCP Status © senver
Relay
Server
Clent IP Pool Starting Address 192.1468.20.11
Size of Client IP Poa 13
IP Subnet Mosk 255.255.255.0
Default Goteway 192.168.20.1
Prirnary DMS Server 0.0.0.0
Secondary DMS Server 0.0.0.0
Lease Time * Infinite
Days Houwrs (00 ¥ | Minutes| 00 ¥
Relay
Remote DHCP Server | 0.0.0.0
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Source Address 0.0.0.0
Cption 82 Profile v
%Q' Note:
In this example, the pool size is 10 and the starting IP address is 192.168.20.11.
Therefore, the IP range that the DHCP Server will assign is between
192.168.20.11 and 192.168.20.20.

3 Set PC-1 and PC-2 as DHCP clients by configuring IPv4 to
“Obtain an IP Address automatically”.
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Internet Protocol ¥Yersion 4 {TCP/IPv¥4) Properties

General | alternate Configuration I

You can get IP settings assigned automatically if your network supports
this capability . Otherwise, vou need ko ask vour network administrator
for the appropriate IP setkings,

¥ obtain an IF address automatically

—1{" Use the Following IP address:

IF address: I

Subnet mask: I

Default gateway: I

{% {bkain DNS server address automnaically:

—{" Use the Following DMS server addresses:

Preferred DS server: I

flbernate DS server; I

™ | validate settings upan exit Advanced. .. |
(0] 4 I Cancel |
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2.3.4 Test the Result

1

PC-1 can get the IP Address assigned by Switch successfully.
We can check this by using the command “ipconfig” in
command prompt. PC-1 will get an IP address in the range of:
192.168.10.11-192.168.10.20 and the gateway is 192.168.10.1.

[Ethernet adapter Local Area Connection:

- |m\@ﬁ

BN Administrator: C:\Windows\system32\cmd.exe

C:\Users\User>ipconfig

Jindows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix s

Connection—specific DNS Suffix . =
$Fe. = = 5. v 5. = = = = = TS 168:10.11
........... :1255.255.255.0
- oo oo o ow w SHTE-10810:1

PC-2 can get the IP Address assigned by Switch successfully.
We can check this by using the command “ipconfig” in
command prompt. PC-2 will get an IP address in the range of:
192.168.20.11-192.168.20.20 and the gateway is 192.168.20.1.

[Ethernet adapter Local Area Connection:

B¥ Administrator: C:\Windows\system32\cmd.exe . ‘E_‘_E_l'lﬁ

C:\Users\User>ipconfig -

Windows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State : Media disconnected
Connection—specific DNS Suffix H

Connection—specific DNS Suffix

:1192.168.20.11
:|255.255.955 @
:1192.168.20.1
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1 If some devices are no longer receiving any dynamic I[P
address from the DHCP server, consider increasing the Size of

Client Pool.

2 If you want to surf the Infernet using a URL or domain name,
please remember to set up DNS Server.

VID

DHCP Status

Server
Chent IP Pool 3tarting Address
Size of Client IP Poo
IP Subnet Maosk

Default Gateway

Primary DMS Server

Secondary DMS Server

=ase Time

Relay

Remaote DHCP Server |
Remaote DHCP Server 2
Remaote DHCP Server 2

Source Address
Ophon 82 Profile

Status Port

® Server

I Relay

192.168.20.11
20

255.255.255.0
192.168.20.1

0.0.0.0

0.0.0.0

® Infinite
' Days I:' Howrs | o |Minufes| oo |

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

| v
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2.4 How to Configure the Switch to Translate Customer VLAN
to Service Provider VLAN

VLAN Mapping provides a mechanism to map a Customer VLAN to a
service provider's VLAN (Translated-VLAN). Packets received on a port
will map to a Translated VLAN based on a port ID and customer VLAN ID
from packets.

VLAN Mapping also can be used to prevent fraffic from forwarding
between different customers when they use the same VLAN in their own
networks. In the following example, both of company A and company
B use the same VLAN 10. When company A sends fraffic to an ISP
network, the traffic is possible to be forwarded to company B across a
core switch because both of the companies are in the same VLAN 10.

Company A
Edge Switch

_—® VLAN=100
‘I &
+—— — -

R B B B

/ Core Switch
VLAN=100

Company B Edge Switch

Once VLAN Mapping is configured on edge switches, it can franslate
customer VLANs of company A and company B to different VLANs
respectively. Thus, the traffic will not be forwarded between company A
and company B since they are in the different VLANs after processing

VLAN franslation on edge switches.

Company A
Edge Switch

" EEEEEH B H R
/ \ Core Switch
VLAN=100

Company B Edge Switch Company A VLAN 100 <-> VLAN 1001
Company B: VLAN 100 <-> VLAN 1002
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The following example will instruct how an administrator configures a
switch to achieve VLAN franslation.

_ VLAN 100 <-> VLAN 1001
PV\D—lO Port 9 Port 9 — PVID=1001
- =R  EE=E==TEE 2] P
Port 1 Port 1 Port 26 Port 1
192.168.1.100 Edge Switch-1 Core Switch Edge Switch-1 152.168.1.200

Q Note:
The example was tested using two GS2210 as edge switches, and one XGS4600 as
a core switch.
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2.4.1 Configuration on the Core Switch

1 Access to the web GUI, Go to Menu > Advanced Application
> VLAN Mapping. Check the Active box and activate port 1.
VLAN Mapping Configure

Active v

(3]

~ h oW

2 Go to Menu > Advanced Application > VLAN Mapping >
Configure. Check the Active box and type the Name. Set Port
as 1, VID as 100, and Translated VID as 1001. Select Priority
value as 3 (Optional), and click “Apply”.

VLAN Mapping Configure VLAN Mapping
Active v
Nome c_VID100_P3
Port
VvVID 100
Transloted VID 1001
Prionty 3Y

(i

3 Go to Menu > Advanced Application > VLAN > VLAN
Configuration > Static VLAN Setup. Check the Active box,
type the Name and VLAN Group ID= as 1001. Select port 1, 26
as Fixed, and click “Apply”.
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ACTIVE
Name

VLAN Group ID
VLAN Tyoe

Associction VLAN List

%]

VLAN 1001

1001 |

® Normaol

< Privcfe)

Control

|Normal v |

ZYXEL
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VLAN Configuration

Tx Tagging

I 1 ) Normal ® Fixed ! Foroidden W Tx Tegging

2 ® Normal ) Fixed Forbidden ¥ Tx Tagging

3 ® Normal O Fixed - Forbidden ¥ Tx Tagging

4 ® Normal ) Fixed Foroidden ¥ Tx Tagging

S ® Normal ) Fixed Foroidden ¥ TxTegging

é ® Normal © Fixed _ Forbidden ¥ Tx Tegging

7 ® Normal ) Fixed ) Forbidden Wi Tx Togging

23 ® Normal O Fixed Foroidden 4] Tx Tagging

24 '® Normal " Fixed ! Forbidden @ 1x Tegging

| 25 ® Normal O Fixed ) Forbidden ¥ Tx Tegging
| I 2¢ _ Normgl ® rixeg | Forbidden ¥ TxTogaing
27 ® Normal O Fixed D Foroidden @ TxTagging

28 ® Normal © Fixed Forbidden @ TxTegging

29 ® Normal  Fixed ) Foroidden ™I Tx Togging

30 ® Normal ) Fixed Foroidden ¥ TxTegging

31 ® Normal © Fixed Forbidden @ 1= Tegging

32 ® Normal ) Fixed Forbidden W Tx Tegging

~,

/

" Note:

Create a Static VLAN only for the Translated VLAN, and sef both of ports as

members for the Translated VLAN. Otherwise the packets from the Translated

VLAN received on port 26 will
NOT be forwarded to port 1.
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2.4.2 Configuration on the Edge Switch

1 Setup Customer Switch-1: Access to the web GUI. Go to Menu
> Advanced Application > VLAN > VLAN Configuration > Static
VLAN Setup. Check the Active box, type the Name and VLAN
Group ID= as 100. Select port 1 as Fixed and uncheck Tx
Tagging (Untagged). Select port 9 as Fixed, and click

“Apply”.
[ Stalic VIAN | VIAN Conflgurafion
| —

2 Setup Customer Switch-1: Go to Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Set port 1

PVID= as 100 (VLAN 100), and click “Apply”.
VLAN Configuration

GVRP

Al
Al
Al

Al
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3 Setup Customer Switch-2: Go to Menu > Advanced Application
> VLAN > VLAN Configuration > Static VLAN Setup. Check the
Active box, type the Name and VLAN Group ID= as 1001.
Select port 1 as Fixed and uncheck Tx Tagging (Untagged).
Select port 9 as Fixed, and click “Apply”.

S VAN VLAN Conlioustion
ACTIVE v
Nome VLAN 1001

VLAN Group ID

& Normal v ¥l Tx Tagging
I 1 Normal ® Fixed Forbidden Tx Tagging I
2 ® Normal Fixed Forbidden ¢! Tx Tegging
3 ® Normal Fixed Forbidden ¥ TxTagging
- ® Normal Fixed Forbidden ¥l Tx Tegging
S ® Normal Fixed Forbidden ¥ Tx Tegging
6 ® Normal Fixed Foroidden ¥ Tx Tagging
7 ® Normal Fixed Forbidden ¢ Tx Tagging
8 ® Normal Fixed Forbidden ¥ Tx Tegging
I ? Normal ® Fixed Forbidden ¥ Tx Togging I
10 ® Normal Fixed Forbidden ¢! Tx Tegging

4 Setup Customer Switch-2: Go to Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Set port 1
PVID= as 1001 (VLAN 1001), and click “Apply”.

VLAN Configuration
GVRP

Al v
1 1001 Al v
2 Al v
3 Al v
4 ] Al v
S 1 Al v
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2.4.3 Test the Results

1 PC-1 can ping PC-2 successfully.
C:\>ping 192.168.1.200

with 32 es of data:
byte time<ims
time<1ms

2 time<1ms

time<ims TTL=128

Ping statistics for 192.168.1.200:
Packets: Sent = 4, Receiv

JApproximate round trip times 1
Minimum = Oms, Maximum = @ms

2 Configure Mirroring to verify the VLAN ID/Priority value in the
packets which are received on port 1 of the core switch, and
ensure they are the original value VLAN=100/Priority=0). Access
to the web GUI and go to Menu > Advanced Application >
Mirroring. Check the “Active” box. Set the Monitor port as port
2, which is used to monitor the ftraffic, and check the
destination port 1 in this example. Select the direction as “Both”,
and click “Apply”.

B ey | RMirror

Active v

Monitor Port 2

3

._.
<
3 "Ll
© 1S Q
-
ol

r
3

L
> |
0@ @ @

[&
J

3 Connect with another PC to port 2 of the core switch. Open

wireshark to monitor the packets, and filter “icmp”.
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(W Tiemp.

Yo Time Source Destination Protocol Length Ser Sy Info

s 10 2019-11-29 14:22:42.868199 192.168.1.100 192.168.1.200 1P 78 Echo (ping) request :

nE 13 2019-11-29 14:22:42.868908 192.168.1.200 192.168.1.100 1P 78 Echo (ping) reply  :
18 2019-11-29 14:22:43.869101[192.168.1.100 192.168.1.200 ICHP 78 Echo (ping) request :
19 2019-11-29 14:22:43.869397 192.168.1.200 192.168.1.100 IcHP 78 Echo (ping) reply  :
23 2019-11-29 14:22:44.871108 192.168.1.100 192.168.1.200 ICHP 78 Echo (ping) request :
24 2019-11-29 14:22:44.871432 192.168.1.200 192.168.1.100 ICHP 78 Echo (ping) reply  :
28 2019-11-29 14:22:45.873120 192.168.1.100 192.168.1.200 IcHP 78 Echo (ping) request :

L 29 2019-11-29 14:22:45.873521 192.168.1.200 192.168.1.100 1P 78 Echo (ping) reply

> Frame 10: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @

» Ethernet II, Src: WistronI 30:0e:b8 (3c:97:0e:30:0e:b8), Dst: Inventec_27:04:93 (00:1e:33:27:04:93)
802.1Q Virtual LANJ PRI: @) DEI: o,] ID: 100

> Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.200
> Internet Control Message Protocol

4 Configure Mirroring to verify the VLAN ID/Priority in the packets
sent out from port 26 of the core switch and ensure they should
be the translated values (VLAN=1001/Priority=3). Go to Menu >
Advanced Application > Mirroring. Uncheck port 1 and check

port 26. Select the direction as “Both”, and click “Apply”.
" Minoring RMiror

Active v

Monitor Port

S

W M

38

3
Q
=
[
v
@

L

S ngress ¥
A ngress ¥
=
v
24 ngress
25 ngress ¥
| 2 4 soth v ||
27 ngress ¥
28 ngress ¥
29 ngress ¥
30 ngress ¥
i 1 v
3 ngress
2 v
32 ngress
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5 Connect with another PC to port 2 of the core switch. Open

wireshark to monitor the packets, and filter “icmp”.

[ Jiemp
No. Time Source Destination Protocol Length Se Sy Info
= 11 2019-11-29 14:31:57.053356 192.168.1.100 192.168.1.200 ICcMP 78 Echo (ping) request
14 2019-11-29 14:31:57.053673 192.168.1.200 192.168.1.100 ICHP 78 Echo (ping) reply
NN 16 2019-11-29 14:31:58.054182[192.168.1.100 192.168.1.200 | ICHP 78  Echo (ping) request
. 17 2019-11-29 14:31:58.054606 192.168.1.200 192.168.1.100 1P 78 Echo (ping) reply
19 2019-11-29 14:31:59.055558 192.168.1.100 192.168.1.200 P 78 Echo (ping) request
20 2019-11-29 14:31:59.055908 192.168.1.200 192.168.1.100 P 78 Echo (ping) reply
22 2019-11-29 14:32:00.058421 192.168.1.100 192.168.1.200 P 78 Echo (ping) request
L 23 2019-11-29 14:32:00.058888 192.168.1.200 192.168.1.100 P 78 Echo (ping) reply

> Frame 16: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @

» Ethernet II, Src: WistronI_30:0e:b8 (3c:97:0e:30:0e:b8), Dst: Inventec_27:04:93 (00:1e:33:27:04:93)
- 802.1Q Virtual LaN,[PRI: 3] er: o,[10: 1001]

> Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.200

> Internet Control Message Protocol
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Improving Network Reliability

3.1 How to configure a stacked switch to ensure high server
availability

The example shows administrators how to configure a stacked switch to
ensure high server availability. In this example, we stack Switch-1 and
Switch-2 into one logical switch. By stacking the switch together, even if
one switch goes offline, clients can still reach the server. This ensures high
availability for servers. This example instructs administrators to disconnect
all links before configuring the switches to avoid any network outages
caused by broadcast storms.

Stacked System

Switch-1 [Master)
KG54600-32
VLAN 1, IP: 192.148.1.10

Port2 i
Switch-3 Port 32 i
(G52210-48HP
VLAN 1, IP: 192.168.1.30
Server
VLAN 1, IP: 192.168.1.40
Port 32 :
Port2 i
— Switch-2 (Backup)

XG54600-32
VLAN 1, IP: 192.168.1.20

................................................................................

PC
WLAN 1, IP:192.168.1.100

Figure 12  Configure the stacked switch

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50) and GS2210-48HP
(Firmware Version: V4.30).
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3.1.1 Configure Switch-1 and Switch-2 for Stacking
1 Set up Switch-1: Enter the web GUI and go to Menu > Basic
Sefting > Stacking > Configuration. Key in the system priority
(The higher the number is, the higher priority it is to become a
master) and click “Apply”. Check “Active” and click “Apply”.
Switch-1 will reboot.

Stacking Configuration Stacking Status
Active
Force Maoster Mode
System Prionty
\l ’
0" Note:

In this example, we set the priority of Switch-1 higher than Switch-2.
Therefore, Switch-1 will become the Master.

2 Set up Switch-2: Enter the web GUI and go to Menu > Basic
Setting > Stacking > Configuration. Key in the system priority
(The higher the number is, the higher priority it is to become a
master) and click “Apply”. Check “Active” and click “Apply”.
Switch-2 will reboot.

Stacking Configuration Stacking Status
Active
Force Maoster Mode
System Priority 32
R () -

3 Connect Switch-1 and Switch-2 together on port 32 using a 10-
Gigabit transceiver.
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\‘Q" Note:
The last two ports are usually reserved for stacking channels when the
switch is in stacking mode. These are ports 31 and 32 for the XGS4600-

32 switch. If you are using other stackable models, please refer to the
user manual to confirm the ports used for stacking.

4 Switch-1 and Switch-2 becomes a stacked switch. The Stack ID

LED on the front panel of the switches should display “1” and
552!!'

5 Remember to save the configuration.
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3.1.2 Configure Link Aggregation on Stacked switch

1 Connect to the stacked switch. Enter web GUI and go to Menu
> Advanced Application > Link Aggregation > Link
Aggregation Setting. Active T1 and T2. Select SLOT 1 and set the
Group of port 1/1 and 1/2 as T1 and T2, respectively. Click
“Apply”. Select SLOT 2 and set the Group of port 2/1 and 2/2

as T1 and T2 respectively. Click “Apply”.

Link Aggregafion Selting
Group ID

Status LACP

211

213

|
| 2/2
|
| 2/4

SoT1 7]

Port Group
| 1/1 v |
| 1/2 PR | |
| 143 Mone ¥ |
| z |
=

2 Go to Menu > Advanced Application > Link Aggregation > Link
Aggregation Setting >LACP. Check the “Active” box, as well as

forT1 and T2.

Link Aggregation Control Protocol

||

| Active
| el e

Group ID
Tl

-]
]

Link Aggregation Setting

LACP Acflive

2
7]
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3.1.3 Configure Link Aggregation on Switch-3
1 Go to Menu > Advanced Application > Link Aggregation > Link
Aggregation Setting. Check the Active box for T1 and select

the port 1 and 2 as Group T1. Click “Apply”.

Link Aggregafion Selling Status LACP
Group ID

2 Go to Menu > Advanced Application > Link Aggregation > Link
Aggregation Setting >LACP. Check the “Active” box and TI.

Click “Apply”.

Link Aggregation Control Protocol Link Aqggreqation Setting
| Active 7] |
| System Priority 65535 |

Group ID
TI
| 2
| 2
| 4
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1 Configure Link Aggegation between the Server's two NIC and
connect these ports to port 1/2 and 2/2 of the stacked switch.

2 Use PCto ping the Server (192.168.1.40). After few times of ping,
try to shut down Switch-1 (Master down). The ping will display
“timed out” a few fimes and then ping will be successful again
when Switch-2 (Backup) becomes the new Master.

C:sUzersslzeriping 192.168.1 .48 —t

Pinging 192.168.1.48 with 32 bhytes of data:

1921681
192 .168.1
1921681
192 .168.1
192 .168.1
192 .168.1
192 .168.1
192.168.1
192 .168.1
192 .168.1
192 .168.1
192 .168.1
192 .168.1
1921681
192 .168.1
192 .168.1
192 .168.1
Reply from 192 _168.1
Reply from 172.168.1
Request timed out.

Request timed out.

Reply from 192.168.1
Reply from 192.168.1
Reply from 192:168.1

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

-4@:
1 H
-4@:
i H
-4@:
i H
-4@:
0 H
i H
d4@:
.48
.48
.48
.48
.48
.48
i H
-4@:
0 H

.48
.48
.48

bytes=32
hytes=32
bytes=32
hytesz=32
bytes=32
hytesz=32
hytes=32
hytes=32
hytes=32
bytes=32
bhytes=32
bytes=32
hytes=32
bytes=32
hytes=32
bytes=32
hytesz=32
bytes=32
bhytesz=32

hytes=32
bytes=32
bytes =32

TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254

time=4ms
time<ims
time=2ms
time=28ms
time=7ms
time=7ms
time=7ms
time=7ms
time=7ms
time=%ms
time=280ms
time<lims
time<ims
time<ims
time<ims
time=7ms
time=7ms
time<ims
time=7ms

time=21ims TTL=254
time<ims TTL=254
time<{ims TTL=254
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3.1.5 What Could Go Wrong
1 The stacking ports are usually the last 2 ports of the switch. If you
connect the two switches using a non-stacking port, you will
find that the two switches will not form a stacking system.

2 Remember to save the configuration before doing the test. If
you forget to save the configuration, after rebooting, all the
configurations will be lost. Therefore, the Link Aggregation will
disappear.
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3.2 How to configure RSTP in a ring topology

The example shows administrators how to set up RSTP (Rapid Spanning
Tree Protocol) in the ring fopology to implement network redundancy.

Switch-1 [Root Bridge)
192.148.1.1
Default pricrity: 4094

Switch-2 Port 2 Port 2 Switch-3
192.148.1.2 192.148.1.3
Default priority: 20480 Default priority: 32748

Figure 13  Configure RSTP in a ring topology

Y Note:
All network IP addresses and subnet masks are used as examples in this artficle.

Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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3.2.1 Configure Switch

1 Make sure that the link between Switch-2 and Switch-3 is not
connected to prevent unintended loops before finishing the
RSTP setup.

2 Set up Switch-1: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > Configuration. Check
if the Spanning Tree Configuration is Rapid Spanning Tree. If
not, select it and click “Apply”.

Spanning Tree Configuration Status

| ® Rapid Spanning Treel
Spanning Tree Mode Multiple Rapid Spanning Tres

Multiole 3ponning Trees

3 Set up Switch-1: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > RSTP. Check the
“Active” box. Set the Bridge Priority = 4096. Active port 1, 2.

Click “Apply”.
Status

Active o

Bridge Prionty 40%a ¥

Hello Time 2 Seconds

AKX Age 20 |Seconds

Forwarding Delay 15 |3econds
1 r'd 128 4
2 I'd 128 4
3 128 4
4 128 4

4 Set up Switch-2: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > Configuration. Check
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if the Spanning Tree Configuration is Rapid Spanning Tree. If
not, select it and click “Apply”.

Set up Switch-2: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > RSTP. Check the
“Active” box. Set the Bridge Priority = 20480. Active port 1, 2.
Click “Apply”.

Status

Active i
Bridge Priority 20480 *

Hella Time 2 Seconds

MAX Age 20 |Seconds

Farwarding Delay 15 |Seconds
1 Ld 28 4
2 Ld 28 4
3 28 4
4 128 4

6

7

Set up Switch-3: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > Configuration. Check
if the Spanning Tree Configuration is Rapid Spanning Tree. If
not, select it and click “Apply”.

Set up Switch-3: Enter the web GUI. Go to Menu > Advanced
Application > Spanning Tree Protocol > RSTP. Check the
“Active” box. Set the Bridge Priority = 32768. Active port 1, 2.
Click “Apply”.
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Status

Active

Endge Priorty
Hello Time
MAX Age

Forwarding Delay

128
128
128
128

st | sl
o B ey el
o B ey £l

da | | R
da s | A | A

8 Finally, connect the link between Switch-2 and Switch-3.
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3.2.2 Test the Result

1 Verify the status of Switch-1: Go to Menu > Advanced
Application > Spanning Tree Protocol. The Root Bridge ID and
the Our Bridge ID should be the same. This means that Switch-
1 is the Root Bridge. Both port 1 and 2 should be in
FORWARDING state, while both their Port Roles are Designated
Ports.

Spanning Tree Protocol: RSTP

Bndge

Bridge ID

Hello Time [zecond) 2 2

Max Age [second] 20 20

Forwarding Delay (secondl) 15 15

Cost to Bridge Q

Port ID QX000a

Topeology Changed Times 7

Time Since Last Change 0:00:28
1 FORWARDING Designated 08001 4] Forwarding
2 FORWARDING Designated 08002 4] Forwarding

2 Verify the status of Switch-2: Go to Menu > Advanced
Application > Spanning Tree Protocol. Check the port status of
Switch-2. Port 1 should be the Root Port in FORWARDING state,
while port 2 should be a Designated Port also in FORWARDING

state.
Configuration RSTP MRSTF MSTP
Spanning Tree Protocol: RSTP
Bridge Roct Our Bridge
Bridge ID 1000-427374205556 S5000- Scf4abf58768
Hello Time [second) 2 2
Maox Age [second) 20 20
Forwarding Delay (second) 5
Cost to Bridge 4
Port ID 0X8001
Topology Changed Times 10
Time Since Last Change 00009
1 | FCRWARDING Roo 0xB00 0 Ferwarding
2 FORWARDING Designated OxB002 4 Forwarding
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3 Verify the status of Switch-3: Go to Menu > Advanced
Application > Spanning Tree Protocol. Check the port status of
Switch-3. Port 1 should be the Root Port in FORWARDING state,
while Port 2 is an Alternate Port in DISCARDING state.

Spanning Tree Protocol: RSTP

Bridge

Bridge ID

Hello Time {second)

Max Age (second)
Forwarding Delay (second)
Cost to Bridge

Port ID

Topology Chonged Times
Time Since Last Change

1 | FORWARDING Root

DISCARDING  Alternate

(5]

Confiqurafion RSTP MRSTP MSTP

Root Qur Bridge
1000-427374205556 8000- b0b2dc70fde]
15 n

4

0X80

o

Forwarding

4 Forwarding
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3.2.3 What Could Go Wrong
1 If your Root Bridge is not the device you expected:
a. Decrease the Spanning Tree priority of this device.
b. Increase the Spanning Tree priority of the other devices.
The switch with the LOWEST bridge priority will be the Root
Bridge. If the priority is the same, the switch LOWEST MAC
address will be the Root Bridge.

2 If itis not possible to access the management of the switches
and the switch’s port LEDs are constantly flashing, you can
recover management access by removing or disconnecting
any redundant links to break the ring topology. This frequently
occurs before Spanning Tree is configured on the devices or if
Spanning Tree is configured incorrectly.
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3.3 How to configure VRRP to provide hosts with a redundant
gateway

This example shows how to configure gateway redundancy. Virtual
Router Redundancy Protocol (VRRP) is a feature that allows two
gateways to use the same IP address. This allows hosts in the local
network continues access to the Internet in the event of a failure on one
of the gateways.

Local Network
Network 192.168.1.0
Netmask 255.255.255.0

Gateway 192.168.1.254 Gateway-A

VLAN1 IP192.168.1.252 USG-A
VLAN 10 IP 192.168.10.1 LAN IP 192.168.10.2

P23 gz

L2 Switch

Gateway-B
VLAN 1 IP 192.168.1.253 USG-B
VLAN 20 IP 192.168.20.1 LAN IP 192.168.20.2

Figure 14 Two gateways running VRRP on the same LAN

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.
Only the GS/XGS/XS3700 Series Switch and XGS4600 Series Switch supports VRRP.
The L2 Switch can be any Zyxel switch using default configurations.

This example relies on two different Internet Service Providers (ISP) for Internet
access.

All Ul displayed in this article are taken from the XGS4600 series switch.
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3.3.1 Configuration in the Gateway-A
1 Access the Gateway-A's web GUL.

2 Go to Advance Application > VLAN > VLAN Configuration >
Static VLAN Setup. Create/Edit VLAN 1 to make sure only Port
23 is a fixed port. Click Add.

[ Swaficvian ] VLAN Configuration|
ACTIVE qf
Mame 1
VLAMN Group ID 1
& N |
VLAN Type srme
Private v

Asscciation VLAM List

21 Mermal Fixed ® Forbidden Tx Tagging
z2 Meormal Fixed ® Forbidden Tx Tagging
23 Narmal * Fixed Forbidden Tx Tagging
24 Mermal Fixed ® Forbidden Tx Togging
23 Mormal Fixed ® Forbidden Tx Tagging

3 Go to Advance Application > VLAN > VLAN Configuration >
Static VLAN Setup. Create/Edit VLAN 10 to make sure only Port
24 is a fixed port. Click Add.

[ smcvian | VLAN Configuration|
ACTIVE i
Name 10
VLAN Group ID 10
L |
VLAN Type srme
Private v

Association VLAN List

21 Mormal Fined ® Forbidden Tx Tagging
22 Mormal Fined ® Forbidden Tx Tagging
23 Mormal Fixed ® Forbidden Tx Tegging
24 Meormal * Fixed Foroidden Tx Tegging
23 Meormal Fixed ® Forbidden Tx Tagging

4 Go to Advance Application > VLAN > VLAN Configuration >
VLAN Port Setup. Configure port 24 with PVID 10. Click Apply.
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21 O 1 O Al v (] (]
22 O 1 (] o ]
23 O 1 o o o
24 O 10 O o o
25 O 1 O Al v (] (]

5 Go to Basic Setting > IP Setup. Configure the IP address for
VLAN 1. Click Add and do the same for VLAN 10.

IP Intedface

IP Address ) DHCP Chient
'® Static IP Address
IF Address 192.168.1.252
IP Subnet Mask 255.255.255.0

o [
[ ] Concel

IF Interface

IP Address U DHCP Client
'® Stotic IP Address
IF Address 192.168.10.1
IF Subnet Mask 255.255.255.0

=
(hco | Conce

6 Go to Basic Setting > IP Setup. Configure the In-band Default
Gateway. Click Apply.

IP Configurafion IP Status
Default Gateway 192.148.10.2
Default Management ® |n-band @ Qut-of-band

7 Go to IP Application > VRRP > Configuration. Enable VRRP for
network “192.168.1.252/24". Make sure that the priority is “200".
Click Add.
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Active 4
MName WLAMT
Network 192.168.1.252/24 v |

Virtual Router ID
Advertisement Interval
Preempt Maode

Priority j0le]
Uplink Gateway 192.168.10.2
Responss Ping v

Primary Virtual IP 192.168.1.254
Secondary Virtual IP 0.0.0.0
I ———

| Add | Cancel ] Clear

o2

)
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3.3.2 Configuration in the Gateway-B
1 Access the Gateway-B's web GUI.

2 Go to Advance Application > VLAN > VLAN Configuration >
Static VLAN Setup. Create/Edit VLAN 1 to make sure only Port
23 is a fixed port. Click Add.

[ SiaficViAN ] VLAN Configuration|
ACTIVE )
Name 1
VLAM Group ID 1
® N |
VLAN Type srme
Private v

Association VLAN List

21 Mormal Fixed ® Forbidden Tx Tagging
22 Mormal Fixed ® Forbidden Tx Tagging
23 Marmal * Fixed Foroidden Tx Tagaing
24 Mormal Fixed * Forbidden Tx Tagging
23 Mermal Fixed ® Forbidden Tx Tagging

3 Go to Advance Application > VLAN > VLAN Configuration >
Static VLAN Setup. Create/Edit VLAN 20 to make sure only Port
24 is a fixed port. Click Add.

[ Saicvian | VLAN Confiquration
ACTIVE '
Mame 20
WLAMN Group ID 20
L
VLAN Type Mermal
Private A

Asscciation VLAM List

21 Mermal Fixed ® Foroidden Tx Tagging
22 Mormal Fixed ® Forbidden Tx Tagging
23 Mermal Fixed ® Forbidden Tx Tagging
24 Mormal * Fixed Forbidden Tx Toagging
25 MNermal Fixed ® Forbidden Tx Tacging

4 Go to Advance Application > VLAN > VLAN Configuration >
VLAN Port Setup. Configure port 24 with PVID 20. Click Apply.
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21 o 1 o 2l v o O
22 o 1 o o o
23 o 1 o 2] v ] O
24 o 20 o O o
25 o 1 o 2] v ] O

5 Go to Basic Setting > IP Setup. Configure the IP address for
VLAN 1. Click Add and do the same for VLAN 20.

IP Interface
IP Address 2} DHCP Client
'® Stotic IP Address
P Address 192.168.1.253
IP Subnet Mask 255.255.255.0
o —
[hdd
IF Interface
IP Address ) DHCF Client
'® Static IP Address
|IF Addres: 192.148.20.1
IP Subnef Mask 255.255.255.0
vID
[hdd

6 Go to Basic Setting > IP Setup. Configure the Default Gateway.

Click Apply.
IP Configuration IP Status
Default Gateway 192.148.20.2
Default Management ® |n-band ' Out-of-band

7 Go to IP Application > VRRP > Configuration. Enable VRRP for
network “192.168.1.252/24". Click Add.
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Active %
MName WLAMT
Network 192.168.1.253/24 ¥ |

Virtual Router ID

v
Advertisement Interval 1
¥

Preempt Mode

Priority 100

Uplink Gateway 192.168.20.2
Response Ping v

Primary Virtual IP 192.1468.1.254
Secondary Virtual IP 0.0.0.0
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3.3.3 Test the Result
1 Verify that Gateway-A is the Master VRRP Router. Go to
IP Application > VRRP. VR Status should display Master.

Configuration

192 148.1 252/ ] Master Alive

L1801 205024

2 Verify that Gateway-B is the Backup VRRP Router. Go to
IP Application > VRRP. VR Status should display Backup.

Configuration

TEe T ] MET T

218601 Laodr g

3 Verify that Gateway-A and Gateway-B has a default
route to their respective USG in Maintenance > Routing
Table.

4 Configure the Host with a Static IP. The Host should be able to

ping the virtual IP address 192.168.1.254.
sMindowsssystem322ping 192 .168.1.254

inging 192.168.1.254 with 32 bytes of data:

eply from 192 _168_1.254: buytes=32 time<ims TTL=254
eply from 1792_168.1.254: hytez=32 time<ims TTL=254
eply from 1?2.168.1.254: hytes=32 time<ims TTL=254

eply from 192.168.1.254: bytes=32 time<ims TTL=254

ing statistics for 192.168.1.254:
Packets: Sent = 4. Received = 4. Lost = B (B lossd>.
pproximate round trip times in milli—seconds:

Minimum = Bm=s,. Maximum = Bms, Average = Ams
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5 Disconnect port 23 or port 24 of Gateway-A. Hosts should still
be able to ping the virtual IP address 192.168.1.254.
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3.3.4 What Could Go Wrong?

1 If the hosts are not able to access the Internet when
Gateway-A has been disconnected from the network, the
following problems may have occurred:

a. Verify that the hosts and Gateway-B IP interface are in the
same subnet and VLAN.

b. Check for link failures on port 23 or port 24 of Gateway-B.

c. Check whether Gateway-B has a default route to USG-B.
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3.4 How to configure bandwidth control to limit incoming or
outgoing traffic rate

This example shows administrators how to configure bandwidth conftrol
to manage ftraffic rates. We can limit either incoming traffic, outgoing
traffic, or both. In this example, we use two computers: FTP Client (PC)
and FTP Server (FTPServer). PC will either be uploading files or
downloading files from the FTP Server.

PC Switch FTPServer
IP:192.168.1.100 IP:192.168.1.1 IP: 192.148.1.200

Figure 15 Configure bandwidth control to limit the traffic rate

U Note:

All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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3.4.1 Configure Switch
1 Enter the web GUI. Go to Menu > Advanced Application >
Bandwidth Control. Check the “Active” box. Key in the rate in
Ingress Rate (PC Upload rate) = 10240 kbps and Egress Rate
(PC Download rate) = 20480 kbps. Remember to check the

port “Active” boxes as well. Click “Apply”.

Acfive

KDps (=13 KDps

- ke
1 1 kbps E kbps klops
1 '

2 1 kbps kbps 1 kbps
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3.4.2 Test the Result

1

Use PC to upload a file to the FTP Server. Transfer rate should be
more orless 1.2 MB/s (or 10240 Mb/s).
Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.200
DA\ Test\TestFile.avi FEE [TestFile.avi 83.1MB MNormal Transferring

00:00:14 elapsed 00:00:58 left 21.3% 18,612,224 byteq (1.2 MB/s

2 Use PC to download a file from the FTP Server. Transfer rate

should be more orless 2.4 MB/s (or 20480 Mb/s).

Server/Lacal file Directi.. Remote file Size Priority  Status
B test@192.168.1.200
DA\ Test\ TestFile.avi 2a--  fTestFile.avi 34GB Marmal Transferring

00-00:28 elapsed ~ 00:23:37 left 71,762,000 bytes|2.4 MB/s
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3.5 How to configure ACL to rate limit IP traffic

In some networks, it is necessary to configure rate limits among VLANSs.
For example, VLAN 10 is for employees within the organization; VLAN 20
is for guests. By rate limiting VLAN 20, we can ensure better bandwidth
or network performance for users in VLAN 10. This example shows
administrators how to configure ACL to rate limit VLAN traffic. Results are
verified by observing and comparing the upload and download rate
between VLAN 10 and VLAN 20.

PC-1
VLAN 10
IP:192.168.10.100

Port4
Switch-1 Switch-2 :
— GS2210-48HP X(384400-32
F VLANT, IP:192.168.1.1 VLAN1, IP:192.168.1.2
_ ——  VLANIOQ, IP:192.168.10.1 VLAN 10, IP: 192.168.10.2 FTPServer
— VLAN 20, IP: 192.168.20.1 VLAN 20, IP: 192.168.20.2 IP:192.168.1.100
PC-2
VLAN 20

IP: 192.168.20.100

Figure 16 Configure ACL to rate limit VLAN traffic

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50) and GS2210-48HP
(Firmware Version: V4.30).
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3.5.1 Configure VLAN and Route Traffic
1 Configure the VLAN setting (VLAN 10 and VLAN 20) on Switch-
1 and Switch-2 (Please refer to the topic: 2.1 How to configure
the switch to separate traffic between departments).

2 Configure the route traffic on Switch-1 and Switch-2 (Please

refer to the topic: 2.2 How to configure the switch to route traffic
across VLANs)
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3.5.2 Configure the Classifier

1 Set up the Classifier on Switch-2: Go to Menu > Advanced
Application > Classifier > Classifier Configuration. Set up 4
Classifier: Classifier for download and upload in VALN 10 and
VLAN 20. Therefore, there are total 4 Classifiers.

Q Note:
ACL causes traffic that matches the criteria of a Classifier to follow its
corresponding Policy Rule.

2 The Classifier for download traffic in VLAN 10: Check the
“Active” box and key in the Name. Set Layer 3 > Destination as
192.168.10.0/24 (Means the destination is in VLAN 10) and
Source as 192.168.1. 100/32 (Means the source is FTPServer).
Press “Add".

Classifier Status Classifier Global Setfing

Active (!
Name DL1C
Weight 32767
|IF Pocket Length Y Any
Ta Bytes
P4 ¥ Any
DSCP s
Pvé Aoy
Frecedence Y Any
Layer 3 o5 & Any
P Brotose ® Al v Establish Only
Qthears Dec)
Puk Mest Heodler ® | Al v Estaklish Only
Oithers Dec)
— IP Address / ——— . T
Address Prefix I];A.]év.l.lDC /%2 |
':O’ZT:r:;rex [192.1¢5.10.1 /e ]

3 The Classifier for upload traffic in VLAN 10: Check the "Active”

box and key in the Name. Set Layer 3 > Destination as
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192.168.1.100/32 (Means the destination is FTPServer) and
Source a5 192.168.10.0/24 (Means the source is from VLAN 10).

m "
Press “"Add".
Classifier Configuration Classifier Status Classifier Global Setfin
Active v
Names UL1o
Weight 32787
® Any
Pva g
DSCP
® Any
Pvé Y
& Any
Precedence
car 3 ® Any
Layer 2 Tas '
Al A Establish Only
IP Pratocol = g
Oihers Dec)
oAl v Establish Only
|Pwé Mext Heoder = "
Others [Dec)
Soures Address Prefic oo -
IP Address /
oeresl  M192.168.1.100 /a2 ]
Address Prefix

4

5

The Classifier of download in VLAN 20: Check the “Active” and
key in the Name. Set Layer 3 > Destination as 192.168.20.0/24
(Means the destination is in VLAN 20) and Source as
192.168.1.100/32 (Means the source is FTPServer). Press “*Add”.

The Classifier of upload in VLAN 20: Check the “Active” and key
in the Name. Set Layer 3 > Destination as 192.168.1.100/32
(Means the destination is FIPServer) and Source as
192.168.20.0/24 (Means the source is from VLAN 20). Press
“Add".
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3.5.3 Configure the ACL (Policy Rule)

1

Set up the Policy Rule on Switch-2: In section 3.5.2, we created
4 Classifiers. We can find that they are shown in the Policy Rule
window for us to match. Go to Menu > Advanced Application
> Policy Rule.

The Policy Rule of download traffic in VLAN 10: Check the
“Active” box and key in the Name. Select the Classifier of
download in VLAN 10 (DL10). Set up the action to do if match
this  Classifier: Bandwidth Metering=40960 kbps. Enable
Metering and set the Out-of-profile action (Means what to do
if the rate is over the bandwidth) as “Drop the packet” (Means
Switch-2 will drop the fraffic which is over the bandwidth). Press
“Add".

Mame PolicyDL10

DL1O
L
Clossifier(s) uLio

UL20

CGeneral Metering

Bandwidth 40980 kbos

Egress Port 1 Qut-of-Profile DSCP
Parameters
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Forwarding
Mo change
Discard the packst
Do nof drop the matching frame previously marked for dropping
Pricrity
Mo changs
Set the packet's 802.1 ¢ priority and send the packet fo priority queue
R = the 802 1p pricrity field with the IP TOS value and send the pocket to pricrity queus
R = the 802.1p pricity fisld with the inner 802.1p pricrity value and send the packst to
pricrity queue
Diffsarys
. Mo change
Action J=t the packet's TCS fisld
Replace the IP TOS field with the 8021 o pricrity valus
Set the Diffsery Codepoint fizld in the frame
Outgoing
Send the packet to the miror port
Send the packet to the egress port
Metering
¥ Enable
#| Drog the packet

. ) . Change the CECF value
Cut-of-profile action

Set Out-Drop Precedence

Do nof drop the matching frame previously marked for dropping

3 The Policy Rule of upload in VLAN 10: Check the “Active” and

5

key in the Name. Select the Classifier of upload in VLAN 10
(UP10). Set up the action to do if match this Classifier:
Bandwidth Metering=20480 kbps. Enable Metering and set the
Out-of-profile action as “Drop the packet”. Press “Add".

The Policy Rule of download in VLAN 20: Check the “Active”
and key in the Name. Select the Classifier of download in VLAN
20 (DP20). Set up the action to do if match this Classifier:
Bandwidth Metering=20480 kbps. Enable Metering and set the
Out-of-profile action as “Drop the packet”. Press “Add".

The Policy Rule of upload in VLAN 20: Check the “Active” and
key in the Name. Select the Classifier of upload in VLAN 20
(UP20). Set up the action to do if match this Classifier:
Bandwidth Metering=10240 kbps. Enable Metering and set the
Out-of-profile action as “Drop the packet”. Press “Add".
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3.5.4 Test the Result
1 Go to Menu > Advanced Application > Classifier. Check
“Count”. If the traffic matches the classifier, the Match Count
for this classifier should be increasing every time the web page

refreshes.
Classifier Configuration Classifier Status Classifier Global Setting
Active ¥
MName DL 10
Weight 32767
Log [ ]
Count ¥
Classifier Status Classifier Configurafion
1 Yes 32747 DL_10 10 SrclP = 192.168.1.150/32; DestlP = 192.158.10.0/24; count;

2 Use PC-1 to download a file from the FTP Server. Transfer rate
should be more orless 5 MB/s (or 40960 Mb/s).

Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.100
D\Test\ TestFile.avi <<--  [TestFile.avi 871 MB Normal Transferring

00:00:15 elapsed 000003 left  [ESGEEI | 72,086,956 bytes [5.0 MB/s)

3 Use PC-1 to upload a file to the FTP Server. Transfer rate should
be more or less 2.6 MB/s (or 20480 Mb/s).

Server/Local file Directi... Remote file Size Priority  Status
B test@®102.168.1.100
D Test\TestFile.avi <<--  [TestFile.avi 36GB_Mormal Transferring

00:00:21 elapsed  00:23:21 left 56,150,564 byteq (2.6 MB/s

4 Use PC-2 to download a file from the FTP Server. Transfer rate
should be more orless 2.6 MB/s (or 20480 Mb/s).

Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.100
D\ Test\ TestFile.avi -»>  JTestFile.avi 87.1MB Mormal Transferring

00:00:15 elapsed  00:00:20 left 39,583,744 bytes|(2.6 MB/s)

5 Use PC-2 to upload a file to the FTP Server. Transfer rate should
be more orless 1.2 MB/s (or 10240 Mb/s).
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Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.100
DA\ Test\TestFile.avi --==  [TestFile.avi 87.1 MB Mormal Transferring

00:00:11 elapsed 00:00:59 left 17.1% 14,942,208 byteq (1.3 MB/s)
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3.5.5 What Could Go Wrong

1

When setting up the Classifier, remember to consider both the
source and destination of the fraffic. In the example, if we only
set up the source as VLAN 10 (192.168.10.0/24) during file
upload the Server, but didn't set up the destination (Server IP:
192.168.1.150), it will cause all the traffic to be rate limited when
the PC try to send traffic to others from VLAN 10.
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3.6 How to Implement VRRP with Multiple Routing Interface
Combine with HA-pro Using Zyxel Enterprise Switch

In the previous chapter, we have infroduced VRRP and how to
configure it to do redundancy. However, the example in the chapter is
talking about how to do redundancy when a company has two
Internet Service Provider (ISP). In fact, some companies may only have
one ISP and there is only one gateway device connected to it. What if
the cable connected between ISP and gateway device is not working
or the cable is bitten by a mouse. Or, the gateway device somehow
has an abnormal behavior. These situations may cause a single point
failure and the customers can’t connect to the Internet. To avoid this
failure happen, we can use two gateway devices and combine VRRP
with HA-pro to do the redundancy.

P P8 P8 P
VLANI: 192.168.1.252 HAPIO ~ pmy———imossi ] VLANT: 192.168.1.251
GW: 192.168.1.1 P3 | USG310-1 UsG310-2| P3 GW: 192.168.1.1
VR-IP: 192.168.1.254 Master Backup VR-IP: 192.168.1.254
VRRP priority: 100 VRRP priority: 200
Switch 1 Switch 2
P27 | Master Backup | P27
' VLANTO0: 192.168.10.2 " EEEEEREEE VLANT10: 192.168.10.1
VR-IP: 192.168.10.254 P26 P26 VR-IP: 192.168.10.254
VLANT00: 192.168.100.2 VLANT00: 192.168.100.1
VR-IP: 192.168.100.254 P1 P2 VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1 = e VRRP uplink: 192.168.1.1
VRRP priority: 100 P10 P11 VRRP priority: 200
- e I -
VLANTO00: 192.168.100.111 ) VLANTO: 192.168.10.111
GW:192.168.100.254 GW:192.168.10.254

Upon the topology, the normal traffic flow will be like figure 1. However,
somehow the gateway device USG310-1 (Master) or the link 1 or 2 has
some issues. It will cause all hosts that connected to Switch-1 (Master)
not be able to surf the Internet.

In this sifuation, VRRP & Device HA-Pro is a very useful method to
provide redundancy. USG310-2 (Backup) will take all over as the
Master and clockwise for Switch-2 (Backup) to ensure that all of the
hosts can still access the Internet. For now, the traffic flow will be like
figure 2.
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S

VLANI /®/

P1 P8 P8 P1
VLANI: 192.168.1.252 Gl =eeeess ] AP0 g sioo 1 VIANIT: 192.168.1.251
GW:192.168.1.1 P3 | USG310-1 USG310-2| P3 GW: 192.168.1.1
VR-IP: 192.168.1.254 I < BECKUP VR-IP: 192.168.1.254
VRRP priority: 100 (2 VRRP priority: 200

Switch 1 Switch 2
P27 | Master Backup [P27

VR-IP: 192.168.10.254
VLAN100: 192.168.100.2
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 100

VLANI1O ~ VLAN100

VLAN10: 192.168.10.2

P26

N

P11

VLAN10: 192.168.10.1
VR-IP: 192.168.10.254
VLAN100: 192.168.100.1
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 200

VLAN100: 192.168.100.111
GW:192.168.100.254

Figure 1

VLANI10: 192.168.10.111
GW:192.168.10.254

VLANI

GW:192.168.1.1
VR-IP: 192.168.1.254
VRRP priority: 100

P1

P3

R27

VLANT: 192.168.1.252 K 1
USG310-1

Init

Switch 1
Init

P8

USG310-2
Master

Switch 2
Master

VLANT: 192.168.1.251
GW:192.168.1.1
VR-IP: 192.168.1.254
VRRP priority: 200

VR-IP: 192.168.10.254
VLAN100: 192.168.100.2
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 100

VLANI1O ~ VLAN100

VLAN10: 192.168.10.2

P26

VLAN10: 192.168.10.1
VR-IP: 192.168.10.254
VLAN100: 192.168.100.1
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 200

VLAN100: 192.168.100.111
GW:192.168.100.254

Figure 2

VLANI10: 192.168.10.111
GW:192.168.10.254

" Note:

All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks.
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3.6.1 Configuration

L3 Switch:
1. Access switch-1(Master) web GUI

2. Go to Advanced Application > VLAN > VLAN Configuration
>Static VLAN Setup

3. Create VLAN 10 and VLAN 100 for host.

VLAN 10:

ACTIVE v
Name PC_Port11
VLAN Group ID 10

® N al
VLAN Type £

Association VLAN List

5 = R
24 ® Normal Fixeg Forbidden

¥ Tx Togging
25 ® Neormal Fixed Forbidden ¥ Tx Tegging
26 Nermal ® Fixed Foroidden ¢! Tx Tegging
27 Normal ® Fixed Forbidden ¥ Tx Tcgging
28 ® Normal Fixed Foroidden ¥ Tx Tegging
29 ® Normal Fixed Forbidden ¥ Tx Tagging
30 ® Normal Fixed Foroidden ¥ Tx Tegging
31 ® Normal Fixed Forbidden ¥ Tx Tegging
32 ® Normal Fixed Forbidden ¥ Tx Tegging

VLAN 100:

110/242



www.zyxel.com

ZY XEL

NETWORKS

Stafic VLAN

VLAN Configuration

ACTIVE v

Nome PC_Port10 i

VLAN Group ID 100

VLAN Type ® Normal

" Private | X

Asscciation VLAN List a
24 ® Nermal ! Fixed ) Forbidden ¥ Tx Tegging
25 ® Normal | Fixed ! Forbidden ¥ Tx Tagging
26 Normal ® Fixed Foroidden ! Tx Tagging
27 Normal ® Fixed ) Foroidden ¥ Tx Tagging
28 ® Nermal ! Fixed ) Forbidden ¥l Tx Tegging
29 ® Normal | Fixed ! Forbidden | Tx Tagging
30 ® Normal Fixed Foroidden ! Tx Tagging
31 ® Normal ! Fixed ) Foroidden ¥ Tx Tegging
32 ® Nermal ! Fixed ) Forbidden ¥ Tx Tegging

4. Goft to the Basic Setting >IP Setup > IP Configuration

5. Configure IP interface to VLAN 1 for uplink.

IP Interface

IP Address

DHCP Client

® Staotic IP Address

IP Address 192.168.1.251
IP Subnet Mask 255.255.255.0
VID " '

I Add I Cancel

6. Configure IP interface to VLAN 10 & VLAN 100 for hosts.

VLAN 10:
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IP Interface
IP Address DHCP Client
® Stctic IP Address
|P Address 1922.168.10.1
IP Subnet Mask 255.255.255.0
VID 1o
=
VLAN 100:
IP Interface
|IP Address ) DHCP Chlent
® Static IP Address
IP Address 192.168.100.1
IP Subnet Mask 255.255.255.0
VID 1100
=

7. Configure IP default gateway for VLAN 1 interface.

Default Gateway

Default Mancgement

IP Configurafion

[192.168.1.1

in-bana |

=

) Qut-of-band

IP Status

8. Go to IP Application > VRRP > Configuration

9. Configure VRRP on all VLAN interface, “Response Ping” is

optional. However, if response ring is inactive, you won't be

able to ping virtual IP.

VLAN 1:
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| Active 7]
Nome Wi
Network 77972 Téﬁ] /§4Ti
Virtual Router ID 1 vr‘
Advertisement Interval 1 \
Preempt Mode LT
Priority 200 \
Uplink Gateway E} 68.1.1
Response Ping v
Primary Virtual IP 192.168.1.254 |
| Secondary Virtual IP m

VLAN 10:

Acfive 4

Name _\/LAT‘
Network T?;;;B 1 -C)_.rl.—/Z_Ai:i
Virtual Router ID !\7 i
Advertissment Interval '1*-'

Preempt Mode 1;7

Priority 200 ‘

Uplink Goteway 1 92.168?:
Response Ping 2

Primary Virtual IP [192.168.10.254
Secondory Virtual IP 1192.168.10.253 |

| Add | Cancel

VLAN 100:

Active 4

Nome VLANI( ‘

Network 11;251 6817%717/‘2;17'

Virtual Router ID Rk

Advertissment Interval 1 1‘

Preempt Mode 4]

Priority 200 |

Uplink Gateway 192.168.1.1

Response Ping v

Primary Virtual IP 192.168.100.254
| Secondary Virtual IP B 92.168.i56553

[Ad | Concoi] Coa]
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11.Go to Advanced Application > VLAN > VLAN Configuration
>Static VLAN Setup

12.Create VLAN 10 & VLAN 100 for hosts.

VLAN 10:

VLAN Configuration

ACTIVE v

Name VLANI1O

VLAN Group ID 10

VLAN Type S Hom

Private v

Association VLAN List
24 ® Neormal Fixed Foroidden ¥ Tx Tagging
25 ® Normal Fixed Forbidden T4 Tegging
26 Normal ® Fixed Forbidden ¥ Tx Togging|
27 Normal ® Fixed Foroidden ¥ Tx Tagging
28 ® Normal Fixed Foroidden ¥ TxTogging
29 ® Normal Fixed Forbidden ¥l Tx Tagging
30 ® Normal Fixea Forbidden ¥ Tx Tagging
31 ® Normal Fixed Forbidden ¥ Tx Tagging
32 ® Normal Fixed Foroidden ¥ Tx Tagging

| Ao | Concl Clear]

VLAN 100:
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ACTIVE 4

Nome VLAN100

VLAN Group ID 100

VLAN Type ® Normal

Private X

Association VLAN List
24 ® Neormal Fixed Foroidden ¥l Tx Tegging
25 ® Nermal Fixed Forbidden ¥ Tx Tegging
26 Normal ® Fixed Foroidden ¥ Tx Tegging
27 Normal ® Fixed Forbidden ¥ Tx Togging
28 ® Normal Fixea Foroidden ¥ Tx Tagging
29 ® Normal Fixed Forbidden ¢ Tx Tagging
30 ® Normal Fixed ) Foroidden ¥ Tx Tegging
31 ® Normal Fixed Forbidden ¥ Tx Tegging
22 ® Neormal Fixeo Foroidden #! Tx Togging

13.Go to Basic Settings > IP Setup > IP Configuration

14.Configure IP interface on VLAN 1 for uplink.

VLAN 1:

IP Interface

IP Address

DHCP Client

® Steotic IP Address

|IP Acdress

IP Subnet Mcsk

n

=

15.Configure IP interface on VLAN 10 & VLAN 100 for hosts.

VLAN 10:
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IP Interface
IP Address ) DHCP Client
® Stotic IP Address
IP Address 192.168.10.2
IP Subnet Mask |255.255.255.0
VID 1o
I Add I Cancel
VLAN 100:
IP Interface
|IP Address DHCP Client
® Static IP Address
|IP Address 192.168.100.2
IP Subnet Mask 255.255.255.0
VID 1100
I Add | Cancel

16.Configure IP default gateway on VLAN 1 for the uplink.

Default Gateway

Default Mancgement

[192.168.1.1
| |

in-oang

Apply

Qut-of-band

IP Status

17.Go to IP Application > VRRP > Configuration

18.Configure VRRP on all VLAN interface, “Response Ping” is

optional. However, if response ring is inactive, you won't be

able to ping vi

VLAN 1:

rtual IP.

116/242




www.zyxel.com

ZYXEL

NETWORKS
Active ]
Nome EE!c:c-wp i
Network 192.168.1.252/24 v |

Virtual Router ID
Advertisesment Interval
Preempt Mcde

Priority

Uplink Gateway
Response Ping

Primary Virtual IP
Secondary Virtucl IP

=
“

192.168.1.1 |

4}
192.168.1.254
192.168.1.253

VLAN 10:

Active

Name

Network

Virtual Router ID
Advertisement Interval
Preempt Mcde
Prionty

Uplink Goteway
Response Ping
Primary Virtual IP
Secondary Virtual IP

68.10.2/24 v |

100 |

[192.168.1.1

4

192.168.10.254 |

192.168.10.253 |

Cancel

VLAN 100:
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Active v
Neme Backup |
Network 192.168.100.2/24 ¥ |
Virtual Router ID EY [
Advertissment Interval 1
Preempt Mode “{
Priority 100 |
Uplink Gateway 192.168.1.1
Response Ping v
Primeary Virtual IP 192.168.100.254
Secondary Virtual IP 192.168.100.253

I Add I Cancel

L2 switch:
1. Access layer 2 switch via web GUI.

2. Go to Advanced Application > VLAN > VLAN Configuration
>Static VLAN Setup.

3. Configure VLAN 10 & VLAN 100 for hosts.

VLAN 10:

VLAN Configuration|

ACTIVE v
Name VLAN10
VLAN Group ID 10
VLAN Type ® Normal
Private v
Association VLAN List
Port Control Tagging
x Normal v ¥ Tx Tagging
1 Normal ® Fixed ! Forbidden
2 Normal Forbidden ¥ Tx Tagging
3 ® Normal Fixed Forbidden ¥ Tx Tagging
4 ® Normal Fixed Forbidden ¥ Tx Tagging
5 ® Normal Fixed ! Forbidden | Tx Tagging
6 ® Normal Fixed Forbidden | Tx Tagging
7 ® Normal Fixed Forbidden ¥ Tx Tagging
8 ® Normal Fixed Forbidden | Tx Tagging
9 ® Normal Fixed ! Forbidden | Tx Tagging
10 ® Normal Fixed Forbidden ¥ Tx Tagging
" Normal ® Fixed Forbidden 0 1x Taggingl

‘ ([Caga ]| cancel | clar | ‘

VLAN 100:

118/242



www.zyxel.com

ZY XEL

NETWORKS

[ swtcvian

VLAN Configuration|

ACTIVE v
Name VLAN100
VLAN Group ID 100
VLAN Type ® Normalr
Private |
Association VLAN List )
Port Control Tagging
* Normal v ¥| Tx Tagging
1 ) Normal ® Fixed Forbidden ¥ Tx Tagging
2 Normal Forbidden ¥ Tx Tagging
3 ® Normal Fixed Forbidden ¥ Tx Tagging
4 ® Normal Fixed Forbidden ¥ Tx Tagging
5 ® Normal ) Fixed Forbidden ¥ Tx Tagging
6 ® Normal Fixed Forbidden ¥/ Tx Tagging
T ® Normal Fixed Forbidden ¥/ Tx Tagging
8 * Normal Fixed Forbidden ¥| Tx Tagging
9 ® Normal ) Fixed Forbidden ¥| Tx Tagging
10 Normal ® Fixed I Forbidden ! Tx Tagging

|

| Add || cancel || Clear |

4. Go to Basic Setting > IP Setup > IP Configuration

5. Configure IP interface for VLAN 10 & VLAN 100

VLAN 10:

IP Interface

IP Address

‘' DHCP Client

VID

® Static IP Address
|P Address
IP Subnet Mask

1192.168.10.10

255.255.255.0

] oo

VLAN 100:
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IP Interface
IP Address ) DHCP Client
®' Static IP Address
IP Address _192.168100.10
IP Subnet Mask 255.255.255.0
VID 100
| Add || Cancel |

6. Go to Advanced Application > VLAN > VLAN Configuration>
Static VLAN Setup

7. Enter VLAN 1 to inactivate VLAN.

ViD Active Name VLAN Type Association VLAN List
Yes VLAN1 Normal

10 Yes VLAN10 Normal

100 Yes VLAN100 Normal

| Delete || Cancel |

8. Uncheck the "Active” to inactive VLAN 1 then click Add.

. statcvian VLAN Configuration
ACTIVE D
Name VLAN1
VLAN Group ID 1
®' Normal
VLAN Type
Private ¥

Association VLAN List

| | Add ‘l Cancel || Clear |

9. Go to Advanced Application > VLAN > VLAN Configuration>
VLAN Port Setting

10.Configure PVID on port 10 & 11
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VLAN Port Setting VLAN Configuration

GVRP

Ingress

otk Check

PVID GVRP Acceptable Frame Type VLAN Trunking Isolation

All
All
All
All
All
All
All
All
All
All
00 All
0 All
All
All

W W ~N O O, W N =

- | -
- &
)

—h
N

« « « « « « « « < - « « « -

s al Al Al | = 2] 2 ] ] ]

-
w

Gateway:
1. Access USG310-1(Master) web GUI.

2. Go to Configuration > Device HA > Device HA Pro

3. Configure device HA-pro on USG310-1, Active/Passive device
management IP and password can be modified depends on
your settings. Click “Apply & switch to Device HA pro first then
click Apply.
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General Settings

Serial Number of Licensed Device for License Synchronization: 5142122570056

Active Device Manogement IP: 1.1.1.1

Passive Device Management IP: 121502

Subnet Mask: 255.255.255.0

Password: sessssnas

Retype to Confirm: sessssane

Heartbeat Interval: 2 seconds (1-10)
Heoribeat Lost Tolerance: 2 (1-10)

Monitor Interface

Available Interfaces Monitor Interface
=== Object === === Object ===
ge4 ge3
ges +
geé
ge7

Failover Detection

[¥] Enable Failover When Interface Failure (Option)

Enable Failover When Device Service Fails [Option)

4. Go to Configuration > Device HA > General.

5. Enable the Device HA on General Settings.

_—.= Configiktion & Troubleshooting
General Settings Walkthrough

I Enable Device HA]

Device HA Mode: Device HA Pro [Switch to Device HA o

Apply Reset

6. Access the USG310-2(Backup) web GUI.

7. Go to Configuration > Device HA > General.

8. Enable the Device HA on General Settings.
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I Enable Device HA1

Device HA Mode:

=_ Configuration
General Settings Walkthrough

Device HA Pro

@ Troubleshooting

[Swiich to Device HA page)

Apply

Reset

9. Go to Configuration > Routing > Static Route

10.Configure the routing path for destination 192.168.100.0/24 &

192.168.10.0/24.

192.168.10.0/24

7 IPv4 Static Route Setting

Destination IP:
Subnet Mask:
@ Gateway IP
© Interdfoce

Metrc:

192.168.10.0
255.255.255.0

192.168.1.254

OK Cancel
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Destination IP:
Subnet Mask:
@ Goteway P
@ Interface

Meiric:

./ IPv4 Stafic Route Setting

192.1638.100.0
255.255.255.0
192.168.1.254

Q" Note:

Remember to finish all configurations before connecting the link
between USG, otherwise it will not sync successfully.
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3.6.2 Verification

L3 Switch (VRRP):

1. Access Switch-1(Master) via web GUL.

2. Go to IP Application > VRRP, the figure below is the successful
VRRP status due to switch-1 can reach the gateway IP.

Confiouration
192.168.100.1/24 ] Master Alive
2 192.168.10.1/24 Master Alive
3 $92.168.1.251/24 Master Alive

3. Access Switch-2 (Backup) via web GUI.

4. Go to IP Application > VRRP,

5. The figure below is the successful VRRP status. It is normal that
the status displays “Init” due to the USG310-2 still in backup
status which is down. Therefore, the gateway is unreachable.

1 Init D
1 Init D
] Init D

0

Q

{0

Q

[FS I o ]

a
a
a

[0

Q

\ll

"¢ Note: “Init” VR status means that the gateway is not reachable.

Gateway (Device HA-Pro):
1. Access USG310-1(Master) via web GUL.
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2. Go to Configuration > Device HA, the figure below is

the successful Device HA Pro status.

Active Device Status

Health Status S/N MAC Sync Status
©n §1421.35530028 4C9EFF85219B n/a
Page |1 of 1 Show |50 || items Displaying 1-1 of 1
Passive Device Status
Health Status S/N MAC =~ Sync Status
©n $1421.35530247 4C9EFF85219B Success
Page |1 of 1 Show |50 |w | items Displaying 1-1 of 1
View Log

Active Device
Tue Apr 30 05:24:37 2019 Enter Active mode

Passive Device

Tue Apr 30 05:46:43 2019 Enter Passive mode
Tue Apr 30 05:46:52 2019 Start to synchronize with active device]

Tue Apr 30 05:49:3%9 2019 Synchronize compl_ete

s

¢ Note:

1. USG must be configured with “Static route” to send the traffic back to host.

2. Allhosts (e.g. PC) default gateway must be configured with VRRP primary
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3.6.3 What may go wrong?
1. Switch VRRP uplink gateway must be configured with USG's IP.

2. Remember to configure the VLAN member on the downlink
switch.
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3.7 How to Configure the Switch to Tunnel Layer 2 Protocol
Packets Through Service Provider Network

Zyxel switch models support Layer-2 Protocol Tunneling (L2PT) that
allows edge switches to tunnel layer-2 protocol packets through service
provider networks. It could be used when customer switches are
located at different sites and connected across a service provider
network.

Therefore, the customer networks can implement independent layer 2
protocol solutions. For example, it could provide a single and
independent spanning tree domain for customer networks across a
service provider network.

ISP Network

|:>
Edge Switch-1 Edge Switch-2

Customer device Customer device

When Edge switch-1 receives Layer-2 protocol packets, it will
encapsulate these packets and rewrite their destination MAC
addresses with a specific MAC address. All the switches inside the
service provider network treat these encapsulated packets as data
packets and forward them to the other side. When Edge switch-2
receives these encapsulated packets, it will de-capsulate them and
change their destination MAC addresses back to the original one
before forwarding them to the destination switch.

Each port on edge switch has two modes:

- Access Port: For ingress ports which reside on the service provider's
edge switch and connect to a customer switch, incoming layer 2
protocol packets received on an access port are encapsulated
and forwarded to the tunnel ports.

- Tunnel Port: For egress ports which reside on the edge of the service

provider's network and connect to another service provider's switch,

128/242



wwzyxe.com ZYXEL

NETWORKS

incoming encapsulated layer 2 protocol packets received on a
tunnel port are decapsulated and sent to an access port.

The following example will instruct how an administrator configures a
switch to tunnel STP packets through a service provider network.

Port 10  Port 26

Customer Switch-A

Port 26 Port 10

Edge Swite Customer Switch-B

U Note:
The example was tested using two XGS4600 as edge switches, and two GS2210 as
customer switches.
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3.7.1 Configuration on the Edge Switch
1 Setup Edge Switch-1: Access to the web GUI. Go to

Advanced Application > Layer 2 Protocol Tunneling. Check
“Active”, and set the “Destination MAC Address”.

Active v

Destination MAC Address 01:80:c2:11:22:33

W -~

I

U Note:
Destination MAC Address can be either a unicast MAC address or a multicast MAC

address.

1. For unicast MAC address: make sure the MAC address does NOT exist in the
MAC table of switches which reside in the service provider's network.
2. For multicast MAC address: make sure the MAC address is

NOT used for specific protocols, such as STP, VTP, ....

U Note:
All the edge switches in the service provider's network should use the same MAC
address for encapsulation.

2 Setup Edge Switch-1: On the same page. Check “STP" and set
“Mode"” as "Access” on port 26 which connects to the

customer switch.
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3 Setup Edge Switch-1: On the same page. Set “Mode” as
“Tunnel” on port 28 which connects to another edge switch in

service provider's network, and click “Apply”.

Layer 2 Protocol Tunnel

Acftive v

Destination MAC Address 01:80:c2:11:22:33
N Access ¥
1 Access ¥
2 Access ¥
3 Access ¥
4 Access ¥
- M wTo0 >
5} Access ¥

o
l

0
=
[0
o |
3
(]
<

[SRIRY.]

A =l P
0
a
-

-

O W RN R R R

>

0
Ol0 0
<

@ D | D
v v | n
@

@

w
> | >
9]

w
&1

X

(9]

C

(

e

%
<

cess

U Note:
Activate L2PT services for supported protocols on the access port(s) only.

4 Setup Edge Switch-2: Access to the web GUI. Go to
Advanced Application > Layer 2 Protocol Tunneling. Activate
Layer 2 Protocol Tunnel, and set the “Destination MAC
Address”.

131/242




wwzyxe.com ZY XEL

NETWORKS

Layer 2 Protocol Tunnel
Active v
Destination MAC Address 01:80:c2:11:22:33
Access ¥
1 Access ¥
2 Access ¥
3 Access ¥
4 Access ¥
c Ay W
)
Q Note:

Destination MAC Address can be either a unicast MAC address or multicast MAC

address.

1. For unicast MAC address: make sure the MAC address does NOT exist in the
MAC table of switches which reside in the service provider's network.

2. For multicast MAC address: make sure the MAC address is

NOT used for specific protocols, such as STP, VTP, ....

U Note:
All the edge switches in the service provider's network should use the same MAC
address for encapsulation.

5 Setup Edge Switch-2: On the same page. Activate STP and set
mode as “Access” on port 26 which connects to the customer
switch.

6 Setup Edge Switch-2: On the same page. Set mode as
“Tunnel” on port 28 which connects to another edge switch in

service provider's network, and click “Apply”.
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Layer 2 Protocol Tunnel

Active

Destination MAC Address 01:80:c2:11:22:33

Access ¥
Access ¥

Access ¥

Access ¥

Access ¥

A -
Access ¥
[TAcces v ]
Access ¥
| [Tunnel v ]
Access ¥
Access ¥
|Access ¥
Access ¥

slielsfsfssf=is{EHelai=l=ls] o @
0E0EEEOe o )E0EE00E

]
]
5]
]
]
5]
@]
O
]
]
]
]
]
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U Note:
Acftivate L2PT services for supported protocols on the access port(s) only.
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3.7.2 Configuration on the Customer Switch

1

2

Setup Customer Switch-A: Access to the Web GUI. Go to
Menu > Advanced Application > Spanning Tree Protocol >

Configuration. Check if the Spanning Tree
Configuration is Rapid Spanning Tree. If not, select it and click
“Apply”.

Status
® Rapid Spanning Tree
Spanning Tree Mode Multiple Rapid Spanning Tree
Multiple Spanning Tree
s
Q Note:

It is not necessary to enable STP on edge switches because edge
switches only forwarding STP packets through tunnel.

Set up Customer Switch-A: Enter the web GUI. Go to Menu >
Advanced Application > Spanning Tree Protocol > RSTP. Check
the “Active” box, and set the Bridge Priority = 4096. Activate
port 10, and click “Apply”.
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Active 4

Bridge Priority 4096 v ||

Hello Time |2 \ Seconds

MAX Age 72707\ Seconds

Forwearding Delay GW Seconds

FTIor
= J J (o) —' [
1 O O O 2 4 |
2 J J J ;215 4 \
3 o o O 128 | 4
4 \ \ \ i]ng 4 ‘
5 2 3 7 2 4
6 z z z 128 4 |
8 O O O l128 |4
9 ] (] (] 128 4 \
[ 0 v | (W] (] ;5871 4 \

3 Setup Customer Switch-B: Access to the Web GUI. Go to
Menu > Advanced Application > Spanning Tree Protocol >
Configuration. Check if the Spanning Tree
Configuration is Rapid Spanning Tree. If not, select it and click
“Apply”.

Spanning Tree Configurafion Status

I" Rapid Spanning Treel
Spanning Tree Mode J Multiple Rapid Spanning Tree

= Multiple Spanning Tree
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4 Set up Customer Switch-B: Enter the web GUI. Go to Menu >
Advanced Application > Spanning Tree Protocol > RSTP. Check
the “Active” box. Activate port 10, and click “Apply”.

Rapid Spanning Tree Protocol

| Active
Bridge Priority 22748 v |
Hello Time 2 |Seconds
MAX Age 20 |Seconds
15

Forwcrding Delay Seconds

Port Acfive Edge Root Guard Prioril Path Cost

S = O @

1 U o (] 128 4
2 O O @ 128 4
3 ] (] (] 128 4
4 O O ] 128 4
5 O O O 128 4
é ] o (] 128 4
7 (] (] = 128 4
8 = O o 128 4
3 U ] (] 128 4
10 4 O (] 128 | 4

Cancel
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3.7.3 Test the Results

1 Verify the status of Customer Switch-A: Go to Menu >

Advanced Application > Spanning Tree Protocol. The Root

Bridge ID and the Our Bridge ID should be the same. This means
that Customer Switch-A is the Root Bridge. Port 10 should be in
FORWARDING state, and its Port Role is Designated Ports.

Spanning Tree Protocol: RSTP

Bridge

Bridge ID

Hello Time {second)

Maox Age (second]
Forwarding Delay (second)
Cost 1o Bridge

Port ID

Topology Changed Times

Time Since Last Change

I‘C FORWARDING Des‘gﬁo'edl 100C-00e4cb7=f5a0 0x800c

1000-c0e4cb7ef5a0

0

Forwarding

2 Verify the status of Customer Switch-B: Go to Menu > Advanced

Application > Spanning Tree Protocol. Check the port status of

Customer Switch-A. Port

FORWARDING state.

Spanning Tree Protocol: RSTP

Bridge
Bridge ID
Hello Time [second)

Root
1000-c0e4cb7ef5al

Our Bridge
8000-0019cb222222

P

Maox Age (second] 20 20
Forwarding Delay (second) 15 15
Cost to Bridge 4

Port ID 0X800a

Topclogy Changed Times

Time Since Last Change

l 10 FORWARDING Root

0:12:36

0x800a

10 should be the Root Port in

Q

o
5

©Q
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3.7.4 What Could Go Wrong

1 Make sure you configure the same destination MAC address
of Layer-2 Protocol Tunneling on all the edge switches.
Otherwise the encapsulated packets cannot be recognized
during the forwarding process between the edge switches.
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Designing an IPTV Network

4.1 Introduction for IGMP

Before we begin designing an IPTV Network, there are 3 important
concepts of Zyxel's IGMP (Internet Group Management Protocol) and
IGMP Snooping that administrators should be aware of.

4.1.1 What are General Queries and Group Specific Queries?

General Query: The querier will send query messages to the multicast
clients to learn which multicast groups still have active members within
the network.

Group Specific Query: When the client leaves a multicast group and
sends a leave group message, the querier will send this query message
to learn if a particular group has any other active members on a
downlink port.

4.1.2 What are IGMP Snooping Querier Modes?

There are 3 Querier Modes: Auto, Fixed and Edge.

Fixed: To have the Switch always use the port as an IGMP query port.
Select this when you connect an IGMP multicast server to the port.
Edge: Prevents the switch from using the port as an IGMP query port. The
Switch will not keep any record of an IGMP router being connected to
this port. The switch does not forward IGMP join or leave packets to this
port.

Auto: The port behaves as a Fixed port if the port receives any IGMP
queries. The port behaves as an Edge port if the port receives no IGMP
queries within a period of fime.

4.1.3 What are the differences between IGMP Snooping
fast/normal/immediate leave?

Fast leave:

In fast leave mode, the switch itself sends out an IGMP Group-Specific
Query (GSQ) message right after receiving an IGMP leave message from
a host on a port. This determines whether other hosts connected to the
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port should remain in the specific multicast group. This helps speed up
the leave process.

Normal leave:

In normal leave mode, when the Switch receives an IGMP leave
message from a host on a port, it forwards the message to the multicast
router. The multicast router then sends out an IGMP Group-Specific
Query (GSQ) message to determine whether other hosts connected to
the port should remain in the specific multicast group. The switch
forwards the query message to all hosts connected to the port and waits
for IGMP reports from hosts to update the forwarding table.

Immediate leave:

Select this option to set the Switch to remove this port from the multicast
tree once the ports receive an IGMP leave message. Select this option if
there is only one host connected to this port.
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4.2 How to configure IGMP routing for multicast clients in a
different LAN

The example shows administrators how to configure IGMP routing on the
Zyxel Layer 3 switch. This is necessary when the multicast clients are in a
different LAN or VLAN from the streaming server.

VLAN 10 VLAN 20

Switch-1 (IGMP Snooping) Switch-2 (IGMP Router)
PC (Client) 352210-48HP XGS4600-32 IMediaServer
VLAN 10 VLAN 10, IP: 192.148.10.2 VLAN 10, IP: 192.168.10.1 VLAN 20
IP:192.168.10.100 VLAN 20, IP: 192.168.20.1 IP:192.168.20.150

Figure 17  Configure IGMP routing for multicast clients in
different VLAN

U Note:
All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50) and GS2210-48HP
(Firmware Version: V4.30).
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4.2.1 Configure Switch-1
1 Configure the VLAN 10 on Switch-1. (Please refer to the topic:
2.1 How to configure the switch to separate traffic between
departments)

2 Configure the IGMP Snooping: Enter the web GUI and go to
Menu > Advanced Application > Multicast > IPv4 Multicast >
IGMP Snooping. Check the “Active” box and select Unknown
Multicast Frame as Drop. Select the port 5 as Fixed. Click

1] A p p | y " .
IGMP Snooping IPv4 Multicast Status IGMP Snooping VLAN IGMP Filtering Profile
Active
IGMP Snooping Cusrer
Hest Timeout 260
802.1p Pricrity MNo-Change ¥
IGMP Filtering Active
Unknown Mulficast Frame Flooding
Reserved Mullicast Group * Flooding Drop
- & Deny M Default v Auto T
1 *) 4000 200 0 Deny M Default M Autg ¥
2 ® 14000 200 0 Deny M Default v Auto ¥
3 ® 14000 200 0 Deny v Default M Auto ¥
4 ® 14000 200 0 Deny v Default M Aute ¥
5 ® 4000 200 0 Deny v Default M
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4.2.2 Configure Switch-2

1

Configure the VLAN 10 and VLAN 20 on Switch-2. Please refer
to the topic: 2.1 How to configure the switch to separate traffic
between departments.

Configure the IP addresses for Switch on BOTH VLAN 10 and
VLAN 20 as shown in the figure. Please refer to the topic: 1.1
How to change the switch management IP address to avoid
accessing the wrong device.

3 Configure the IGMP Routing: Enter the web GUI and go to

Menu > IP Application > IGMP. Check the “Active” box and
select VLAN 10 and VLAN 20 as IGMP-v2. Select “Unknown
Multicast Frame™” as “Drop”. Click “Apply”.

Active
Unknown Mulficast Frame Flooding
MNone v
1 192.168.1.1/24 Mone r
2 192.168.10.1/24 IGMP-v2 ¥
3 192.186%.20.1/24 IGMP-v2 ¥
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4.2.3 Test the Result
1 Play the stream on Media Server using Multicast IP address
239.1.1.2.
2 Have PC send an IGMP join message for 239.1.1.2.
3 Go to Menu > Advanced Application > Multicast > IPv4
Multicast. PC connected to port 10 joins the Multicast Group-

IPv4 Mulficast Status Mulficast Setup IGMP Sncoping
1 10 1 22400251
2 10 1 22400252
3 10 1 239102
4 10 1 239.255.255.250
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4.2.4 What Could Go Wrong
1 The Switch-2 (IGMP Router) must contain both VLAN of Media
Server (VLAN 20) and PC (Client) (VLAN 10) so that the IGMP
stream can route successfully. If the stfream is not received by
the Client, try to check the configuration of the VLAN.
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4.3 How to configure IGMP Snooping for multicast clients in
the same LAN

The example shows administrators how to configure IGMP Snooping for
multicast clients and steaming servers in the same VLAN. When Media
Server multicasts the stream, IGMP snooping allows the switch to learn
mulficast groups without having the user to manually configure the each
switch. This prevents the switch from flooding multicast streams on ports
that have no members for these multicast addresses.

ST — T —
—
Port 1 g ot ||
: PC (Client) | Switch L MediaServer
f VLAN 10 { XGS4600-32 i VLANI1O :
P IP:192.168.10.100 i VLANT10,1P: 192.168.10.1 IP:192.168.10.150

Figure 18 Configure IGMP Snooping for multicast clients in the
same LAN

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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4.3.1 Configure Switch
1 Configure the VLAN 10 on Switch. (Please refer to the topic: 2.1
How to configure the switch to separate traffic between
departments).

2 Configure the IGMP Snooping: Enter the web GUI and go to
Menu > Advanced Application > Multicast > IPv4 Multicast >
IGMP Snooping. Check the “Active” box and select Unknown
Multicast Frame as Drop. Check Querier. Click “Apply”.

IPv4 Multicast Status ~ |GMP Snooping VLAN IGMP Filtering Profile
Active
~ . Gluerier

IGMP Snooping
Host Timeout 260
802.1 o Pricrity Mo-Change ¥

IGMP Filtering Active

Unknown Mulficast Frame Flooding

Reserved Multicast Group ® Flooding Crop
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4.3.2 Test the Result
1 Play the stream on Media Server using Multicast IP address
239.1.1.1.

2 Have PC send an IGMP join message for 239.1.1.1.
3 Go to Menu > Advanced Application > Multicast > IPv4

Multicast. PC connected to port 2 joins Multicast Group-
239.1.1.1.

22400251
224.0.0.252
239.255.255.250
224.0.0.231
22400252
239.1.1.1

23%.255.255.250

e B = SR R S A I O R
Faf kAR RD = =
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Network Security

5.1 How to configure the port security to limit the number of
connected devices

The example shows administrators how to configure port security to limit
the number of connected devices. In a real environment, port security
conftrols the number of users connecting to a server.

PC-1
VLAN 1
IP:192.148.1.100
MAC: 00:20:4c:00:00:03 Server
— VLAN 1
[ IP:192.148.1.150
—7 | |
/ N Switch-2 Switch-1
| (G52210-48HP XGS4600-32
= WVLAN 1, IP:192.168.1.2 WLAN T, IP:192.168.1.1
MAC: fl:de:f1:91:74:8
PC-2
VLAN 1
IP: 192.148.1.200
Figure 19  Configure the port security to limit the number of
connected devices
0" Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50) and GS2210-48HP
(Firmware Version: V4.30).
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5.1.1 Configure Switch-1
1 Enfer web GUI and go to Menu > Advanced Application > Port
Security. Check port 3 and set the “Limited Number of Learned
MAC Address” 1o 2.

Port Security

Active

L ka —

& & & I8 A&
-:JIH [=]

.

U Note:

The Zyxel switch sends Link Layer Discovery Protocol (LLDP) packets every
period of time by default. If Switch-2 does not support LLDP or is disabled,
Limited Number of Learned MAC Address can be set to 1. Otherwise, set
this to 2.
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5.1.2 Test the Result

1 PC-1 can ping Server successfully.
sUsersslserping 192 .168.1.158

inging 1922.168.1.158 with 32 buytes of data:
192 .168.1.1568: bytes=32 time=766msz TTL=128
192 .168.1.15%68: bytes=32 time<ims TTL=128
192 .168.1.15%68: bytes=32 time<ims TTL=128

192.168.1.158: bytes=32 time<ims TTL=128

ing statistics for 1922.168.1.158:

Packetz: Sent = 4, Received = 4, Lost = B (Bx lossl.
pproximate round trip timesz in milli-—seconds:

Hinimum = Bmz,. Maximum = Y66ms,. Average = 1%1ims

2 Connect PC-2to port 2.

3 PC-2 cannot ping Server.
Cislzersslseriping 192.168.1.158

Pinging 192.168.1.1568 with 32 bytes of data:

Reply from 192.168.1.2088: Destination host unreachahle.
Reply from 192.168.1.208: Destination host unreachable.
Reply from 192.168.1.288: Destination host unreachahle.
Reply from 192.168.1.208: Destination host unreachable.

Ping statistics for 192_168.1.15@:
Packetz: Sent = 4, Received = 4, Lost = B <(Bx loss)>.

4 Access Switch-1 web GUI. Go to Menu > Management > MAC
Table > Search. The MAC Address Table should show MAC
address ofPC-1 (and Switch-2), but not the MAC address of PC-
2.

R
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5.1.3 What Could Go Wrong
1 The MAC address of Switch-2 will also be learned in Switch-1
MAC address table. Therefore, remember to consider Switch-
2's MAC address when setting the number of Limited Number
of Learned MAC Address.
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5.2 How to configure MAC filter to block unwanted traffic

The example shows administrators how to configure MAC filter to block
unwanted fraffic. In this example, Switch-1 will block fraffic based on
which device sends the packet or which device receives the packet.

PC-1
VLAN 1
IP:192.168.1.100
IMAC:00-1E-33-27-04-93
pr—
f
— .
—
[ ]
Server Switch-1 Switch-2 S —
VLAN 1 XGS4600-32 GS§2210-48HP —igE—
IP:192.168.1.150  WLANT, IP:192.148.1.1 VLANT, IP:192.168.1.2 ‘",;//
PC-2
VLAN1
IP:192.168.1.200

MAC: 00-23-54-2E-98-B9

Figure 20 Configure MAC filter to block unwanted traffic

U Note:

All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50) and GS2210-48HP
(Firmware Version: V4.30).
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5.2.1 Configure Switch-1
1 Enter web GUI and go to Menu > Advanced Application >
Filtering. Check the “Acftive” box and set the filter Name.
Choose the Action as “Discard source”. Key in the MAC you
want to block and the VID. Click “Add”.

| Filleing |

Active

Marne MACTer

Action | ¥ DCiscard s:u:el

Discard destination

MAC [[00:1E:33:27:04:53 |

VIO 1
U Note:
Use Discard source to drop fraffic sent by the device with the configured
MAC entry.
Use Discard destination tfo drop fraffic sent to the device with the
configured MAC entry.
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5.2.2 Test the Result

1 PC-1 (with MAC address 00:1E:33:27:04:93) fails to ping Server.
C:wlUzerssUser>ping 192.168.1.158

Pinging 192.168.1.158 with 32 hytesz of data:

Reply from 192.168.1.188: Destination host unreachable.
Reply from 192.168.1.188: Destination host wunreachahle.
Reply from 192.168.1.188: Destination host unreachable.
Reply from 192.168.1.188: Destination host unreachahle.

Ping statistics for 172.168.1.1508:
Packets: Sent = 4, Received = 4, Lost = B (8% loss).

2 PC-2 can ping Server successfully.
sUsersslserping 192 .168.1.158

inging 1922.168.1.158 with 32 buytes of data:
192 .168.1.1568: bytes=32 time=766msz TTL=128
192 .168.1.15%68: bytes=32 time<ims TTL=128
192 .168.1.15%68: bytes=32 time<ims TTL=128

122.168.1.158: bytes=32 time<ims TTL=128

ing statistics for 1922.168.1.158:

Packetz: Sent = 4, Received = 4, Lost = B (Bx lossl.
pproximate round trip timesz in milli-—seconds:

Hinimum = Bmz,. Maximum = Y66ms,. Average = 1%1ims
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5.2.3 What Could Go Wrong
1 The MAC address set on Switch-1 should be identical to the
MAC address of PC-1 so that the fraffic can be blocked
successfully.

156/242



wwzyxe.com ZY XEL

NETWORKS

5.3 How to configure the switch to prevent IP scanning

In this example, we will use Anti-ARP Scan to prevent attackers from identifying
all network devices in the local area network. ARP Scanning is a method by
which attackers send multiple ARP request packets in a very short period of
time to flood across the entire broadcast domain.

i Local Network
i Network 192.168.1.0
i Netmask 255.255.255.0

: Host-A

[ HostB ;! Switch USG ;

i ” Hostc | y VLAN 1 1P 192.168.1.2 LAN IP 192.168.1.1
Figure 21 IP Scanning from Wired and Wireless Devices

Y Note:

All network IP addresses and subnet masks are used as examples in this article.
The Access Point in this section uses the default Radio and SSID Profile.

For this section, we will refer to “Zenmap” as the IP Scanning tool.

All Ul displayed in this article are taken from the XGS4600 series switch.
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5.3.1 Configuration in the Switch
1 Access the Switch's Web GUI.

2 Go to Advance Application > Anti-Arpscan > Configure.
Check the Active box and configure the uplink port (port 24)
as “Trusted” state. Click Apply.

Anfi-Arpscan Configure Status

Active =l

Port Threshaold 100 ==

Heost Threshold 10 pps
21 Unfrusted ¥
22 Untrusted ¥
23 Untrusted ¥
24
25 Untrusted v

-Optional-

3 Go to Advance Application > Errdisable > Errdisable Recovery.
Check the Active box and anti-arpscan box. Click Apply.

Erdisable Recovery Errdisable
Active o]
* O
loopguard [ 300
ARF = 300
EFDU = 300
[ZMFP (0] 300
anti-arpscan [dl 200
bpduguard [ 300
zuld = 300
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5.3.2 Test the Result

1 Download and install an IP Scanning software into Host-A
and Host-C.
2 Connect Host-A and Host-B via the Wireless Access Point.
3 Host-A should initiate a scan for IP address 192.168.1.1 fo
192.168.1.20.
Zenmap - &
Scan Tools Profile Help
Target: | 192.168.1.1-20 | Profiler | Intense scan w Scan Cancel
Command: |nmap -T4 -A -v 192.168.1.1-20
Hosts Services Mrmap Output | Ports / Hosts | Topology | Host Details | Scans
05 4 Host - Details
Filter Hosts

4 Host-A should no longer be able to reach the USG.

sWindowsssystem32 >ping 172.168.1.1

inging 192.168.1.1 with 32 hytes of
egquest timed out.
egquest timed out.

eply from 192.168.1.38: Destination host unreachahle.
eply from 192.168.1.38: Destination host unreachahle.

ing statistics for 192.168.1.1:
Packetsz: Sent = 4, Received = 2. Lost = 2 (58x loss>,

5 Access the Switch’'s Web GUI. Go to Advance Application >

Anti-Arpscan > Host Status. An entry for Host-A should appear
with an “Err-Disable” state.
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Filtered host

%]
(%]
i

T4:d4:35:fdébde 1 1 Err-Dis

£
I
(=g
n
«

\ll

U Note:

If Errdisable Recovery has been configured, the Host-A enfry should
recover affer the Errdisable Recovery Interval. Host-A will be able to
reach the USG, afterwards.

6 Host-B should still be able to reach the USG.
7 Connect Host-C to the Switch.

8 Host-C should perform a quick scan for IP address 192.168.1.1
to 192.168.1.100.

Zenmap - &=

Scan  Jools Profile Help
Target: | 192.168.1.1-100 v | Profile: | Quick scan v Scan Cancel

Command: | nmap -T4 -F 192,168.1,1-100

Hosts Services Mrap Output | Ports / Hosts | Tepology | Host Details | Scans
05 4 Host - nmap -T4 -F 192,168.1,1-101 W Details
kB 192.168.1.1 32768/tcp unknown filenet-tms ~
49152 /tcp unknown unknown
1 192.168.1.2 49153 /tcp unknown unknown
W 192.168.1.20 49154 /tcp unknown unknown

49155/tcp unknown unknown
49156/tcp unknown unknown
49157 /tcp unknown unknown

Nmap done: 181 IP addresses (3 hosts up) scanned in
2.88 seconds

Filter Hosts

9 Host-C should no longer be able to reach the USG.

ssMindowssspstem3d2 >ping 192 .168.1.1

inging 122.168.1.1 with 32 bytes of

equest timed out.

equest timed out.

eply from 192.168.1.38: Destination unreachahle.
eply from 192.168.1.38: Destination unreachahle.

ing statistics for 192.168.1.1:
Packets: Sent = 4, Received = 2. = 2 ¢58x loss>.
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10 Access the Switch’s Web GUI. Go to Advance Application >
Anti-Arpscan. Port 2 should now be in an Err-disabled state.

Anli-Arpscan Status Host Status Trust Host Configure
Anti-Arpscan is enabled

1 Mo Forwarding
2 Mo Err-disable
3 Mo Ferwarding
4 Mo Ferwarding
] Mo Forwarding

\l ’

" Note:

If Errdisable Recovery has been configured, Port 2 state should change
to forwarding after the Errdisable Recovery Interval. Host-C will be able
to reach the USG, afterwards.
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5.3.3 What Could Go Wrong?

1 If access to servers or the local gateway is no longer possible
after enabling Anfi-Arpscan, make sure that only ports directly
connected to hosts or Wireless Access Points are “untrusted”.
Ports to servers and the local gateway should be “trusted”.

2 If all hosts connected through a Wireless Access Point can no
longer reach the local gateway, check whether the port to
the Wireless Access Point has changed to the err-disable state
in Advance Application > Anti-Arpscan. If so, consider
increasing the Port Threshold in Advance Application > Anti-
Arpscan > Configure.

Active rd
Port Threshold 200 oS
Hest Threshold 10 oS
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5.4 How to Configure the Switch and RADIUS Server to Provide
Network Access through 802.1x Port Authentication

This example will instruct the administrator on how to configure the switch
to provide access to machines that provides valid user credentials. With
802.1x Port Authentication, the organization can ensure that only
authorized personnel can access core network resources.

Local Network
Network 192.168.1.0

Netmask 255.255.255.0 UsG
LAN [P 192.168.1.1
—
User-A =

RADIUS-Server
IP 192.168.1.100

User-B =

o Switch
. f I|I VLAN 1 IP192.168.1.2 | _
Guest = | Private-Server
- IP 192.168.1.200
Figure 22  802.1x Port Authentication Providing Access to
Avuthorized Users
Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. The
authentication server used in this example is FreeRADIUS running in Ubuntu server.
All Ul displayed in this article are taken from the XGS4600 series switch.
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5.4.1 Configuration in the Switch

1

Access the Switch's Web GUI.

2 Go to Advance Application > AAA > RADIUS Server Setup.

Configure the RADIUS server’s IP address and set the shared
secret. Click Apply.

RADIUS Server Setup AN
Avuthentication Server
Mode index-priority ¥
Timeout 30 seconds
1 192.168.1.100 1812 zyxel1234
2 0.0.0.0 1812
SN
Y Note:

The shared secret must match the secret of your RADIUS server’s client
profile.

3 Go to Advance Application > Port Authentication > 802.1x.

Check the 802.1x Active box as well as for all ports connected
to end devices. Do not check active box of ports connected
to either the USG, RADIUS-Server, or Private-Server.

802.1x Port Authentication Guest Vlan
Active <
L an v
1 L 2 on ¥ 3600 40 30 30
2 Ld 2 on v 3600 &0 30 30
3 Ld 2 on v 3600 &0 30 30
4 Ld 2 on v 3600 &0 30 30
3 L 2 on v 3600 &0 30 30
a0 2 on v 3600 60 30 30
31 2 on v 3600 60 30 30
32 2 on v 3400 60 30 30
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5.4.2 Configuration in the RADIUS-Server

1 Edit the client profile in /etc/freeradius/clients.conf. Save the
file and exit.

client 192.168.1.2 {
secret = zyxellZid

shortname = Suitch
nastype = other

U Note:
The client IP address and secret must match the management IP and
shared secret of the Switch.

2 Add the following user profiles in /etc/freeradius/users. Save
the file and exit.

Cleartext-Password := "zyxeluserA"
Service-Type = Administrative-User

Cleartext-Password := "zyxeluserB"
service—Type = Administrative-User

3 Restart FreeRADIUS service.

oot@dhcppchB: retc freeradiustt stop freeradius
stop: Unknown instance:
oot@dhcppchB: retc freeradius# start freeradius

reeradius startsrunming, process BB0O0O
oot@dhcppchl : retcsfreeradiust
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5.4.3 Test the Result

1 Access User-A, User-B, and Guest device.

2 If using Windows OS, click the Start button and type

services.msc into the search box.

3 In the Services window, locate the service named Wired
AutoConfig. Make sure the service status is “Started”.

S errices s W —— — e —— | ——

ey

File Action View Help

&5 |[EEa=zHE »8nw

(i, Services (Local) . Services (Local)

Wired AutoConfig Name Description  Status
. % Windows Time Maintains d... Started
Stop the service

Réctart the cervice %4 Windows Update Enablesthe .. Started

&5 WinHTTP Web Pr...  WinHTTP i...

Description: & =
The Wired AutoConfig (DOT3SVC) «; WLAN AutoConfig The WLANS... Started

service is responsible for perfforming
IEEE 802.1X authentication on % Workstation Creates and... Started

& WMI Performance... Provides pe...

#3\ired AutoConfig  The Wired ...  Started Manual

-

Startup Type

Manual
Automatic (D...
Manual

Automatic
Manual
Automatic

=

< i

Y, Extended ,-( Standard/

|

4 Right-click on your network adapter and select Properties.

5 Click on the Authentication tab and check “Enable IEEE
802.1X avuthentication”. Make sure that the network
authentication method is Microsoft: Protected EAP (PEAP)
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[ Local Area Connection Properties u

Authertication | Sharing

<_[¥] Enable |EEE 802.1X authentication

Select this option to provide authenticated network access for
this Ethemet adapter.

Choose a network authentication method:

[Microsoft: Protected EAP (PEAF) ] [ Settings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

0K | [ Ccancel

6 Click on Additional Settings, select Specify authentication
mode and specify User authentication.

Advanced settings

802.1X settings

Spedify authentication mode
[User authentication V] [ Save credentials

Delete credentials Tor all users

[ Enable single sign on for this network

(@ Perform immediately before user logon

Perform immediately after user logon

Maximurm delay (seconds): 10
Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

7 Connect User-A device to the Switch. User-A should show an
" Additional information is needed to connect to this network.”
pPOP-Up Message.
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-

Ak Additional information is needed to connect to this network % %
Click to provide additional information.

=2

8 Enter the username (User-A) and password (zyxeluserA)
which must be consistent with the RADIUS-Server’s user profile
settings.

Windows Security ﬁ

MNetwork Authentication
Please enter user credentials

: k ‘II | User-A
| | |c-|t¢itti4

| OK | Cancel ]

9 Devices using User-A and User-B credentials can
communicate with USG and Private-Server.

10 Connect User-A device to the Switch. User-A should show an
"Additional information is needed to connect to this network.”
POP-Up Message.

11 Enter the username (Guest) and a random password.

Windows Security ﬂ

Metwork Authentication
Please enter user credentials

1 |
| ’ ‘I | Guest
| | |4i|icotta4

'l OK | Cancel

12 Device using Guest credentials cannot communicate with
USG and Private-Server.
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5.4.4 What May Go Wrong?

1 If the Switch does not allow access to users that submitted the
correct credentials, the following problems may have
occurred:

a. Usernames and passwords are case-sensitive. Make sure
that the user input the correct lower-case or upper-case
characters.

b. The RADIUS-server is unreachable. The Switch should be
able to ping the RADIUS-Server at all times. Make sure
network settings were configured correctly between
Switch and RADIUS-Server.

c. The shared secret between the Switch and RADIUS-Server
is not identical.
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5.5 How to configure the switch to send unauthorized users in
a guest VLAN

The example shows administrators how to use Guest VLAN for users that
fails or used an invalid user credential during 802.1x port authentication.
In areal application, we may need to allow guests to access the USG so
that they can access the Internet, but still isolated from Private-Server.
On the conftrary, we have to allow the users with valid credentials to only
access the Private-Server.

i Local Network ;
! Network 192.168.1.0 usG

{ Netmask 255.255.255.0 VLAN1 P 192.168.100.1
H i P30 g
- P1 i
User-A > o

r | RADIUS-Server

P2 ; P31
User-B — B IP 192.168.1.100

D e eeeeseeeeeeeeerereseeee s e s e i Switch
et .. VLAN1 IP192.168.1.2 |

P32 —

Private-Server
IP192.168.1.200

: Guest Network (VLAN 100) |
 Network  192.168.100.0 |
 Netmask 255 255.255.0

Figure 23  Configure the switch to send unauthorized user in
Guest VLAN

U Note:

All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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5.5.1 Configure 802.1x Port Authentication on the Switch
1 Configure 802.1x on all towards users. Do not enable Port
Authentication on ports to the USG, RADIUS-Server, and Private-
Server. To configure Port Authentication, please refer to the
topic: 5.4 How to Configure the Switch and RADIUS Server to
Provide Network Access through 802.1x Port Authentication.

5.5.2 Configure VLAN for Guest VLAN
1 Configure the VLAN for Guest VLAN (VLAN 100) on Switch.
VLAN 100: Seft fixed port: 1, 2, 3, 30; untagged port: 1, 2, 3, 30;
forbidden port: 31, 32; port 30: pvid=100. VLAN 1: Set forbidden
port: 30. For isolating VLAN 1 and 100, please refer to the topic:
2.1 How to configure the switch to separate traffic between
departments.

5.5.3 Configure Guest VLAN for Failed Authentication
1 Go to Menu > Advanced Application > Port Authentication >
802.1x > Guest Vlan. Activate the Guest Vlan on port 1-3 and
type the guest Vlan as 100. Press “Apply”.

Guest Vian 802.1x
rMuli-Host v
1 4 100 Multi-Host v
2 100 Multi-Host v
3 4 100 Multi-Host v

5.5.4 Configure the RadiusServer
1 Edit the client profile in /etc/freeradius/clients.conf. Save
the file and exit.
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U Note:

shared secret of the Switch.

The client IP address and secret must match the management IP and

2 Add the following user profiles in /etc/freeradius/users.
Save the file and exit.

uzer Cleartest—Password =

Service-Type = Administrative-lUser

3 Restart FreeRADIUS service.

rootl@dhcppecbl s et freeradiunslh stop freeradius

stop: Unknown instance:

root@dhcppcbd s setc freeradivslt start freeradius

freeradius start/srunning.

process B88A

5.5.5 Configure the setting on User-A, User-B and Guest
1 In the Services window, locate the service named Wired
AutoConfig. Make sure the service status is “Started”.

Restart the service

Description:

IEEE 802.1X authentication on

The Wired AutoConfig (DOT3SVC)
service is responsible for perfforming

WinHTTP Web Pr...

red |

oConfig

Services - — ﬂ@
File Action View Help
&z |EEcz HE > e nw
Services (Local) Services (Local)

Wired AutoConfig Name Description Status Startup Type i

_ . Windows Time Maintains d... Started Manual

Stop the service i .

Windows Update Enablesthe ... Started Automatic (D...

+ WLAN AutoConfi
WMI Performance...
Workstation

Provides pe...
Creates and...

m

. Started Automatic

Manual

Manual
Started Automatic

% Extended ;"{-‘ Standard /

2 Right-click on your network adapter and select Properties.
Click on the Authentication tab and check “Enable IEEE
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802.1X avuthentication”. Make sure that
authentication method is “Microsoft: Protected EAP (PEAP)".

@ Local Area Connection Properties ul

Authertication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

| b TEEE 502 1X autheniaiion |

Choose a network authentication method:

|Microsoft: Frotected EAP (PEAF) v | [ Settings

[] Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

[ ok ][ cenca |

the network

3 Click on Additional Settings, select Specify authentication
mode and specify User authentication.

———
Advanced settings ﬁ

802, 1¥ settings

EE

Delete credentials for all users

[T Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAME for machine
and user authentication

“User authentication 'I [ Save credentials ]
|

[ ok ][ concl
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5.5.6 Test the Result

1

Disconnect and connect the PC with Switch. PC should show
an "Additional information is needed to connect to this
network.” pop-up message.

-

Ak Additional information is needed to connect to this network
Click to provide additional information.

-

Enter the username (User-A) and password (zyxeluserA) which
must be consistent with the RADIUS-Server’s user profile settings.

Windows Security ﬁ

MNetwork Authentication
Please enter user credentials

-I User-a
J | cun-unu-ol

[ oK | | Cancel

Devices using User-A and User-B credentials can communicate
with Private-Server.

Connect User-A device to the Switch. User-A should show an
"Additional information is needed to connect to this network.”

POP-UP Message.

Enter the username (Guest) and a random password.

Device using Guest credentials cannot communicate with
Private-Server, but it can communicate with USG.

Check the MAC table of the Switch. The device of users with

wrong credentials are assigned to VLAN 100. (Menu >
Management > MAC Table > Search)
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1 Q0:1e:33:27:04:53 100 3 Dynamic
2 20:60:80:3% fa:a? 1 12 Dyrncimic
3 3o97:02:20:0208 1 12 Dynamic
4 42737 4:20:55:54 1 CPU Static

a3 42:73:74:20:55:56 100 CPU Static

& 60:31:97:71:6c:15 1 12 Dynamic
7 &0:31:97:71:6a:21 1 12 Dyrnamic
a8 7didd:35:1d:6bde 1 12 Dynamic
? 84:ef18:95:08:24 1 12 Dynamic
10 al:bodd: 1cxclbl 1 12 Dynamic
11 bBrec:ad:0fcf-2f 1 12 Dynamic
12 chdcB7 215140 1 12 Dynamic
14 fordfdb:3%:68:80 1 12 Dyrnamic

5.5.7 What Could Go Wrong

1 If the PC doesn’'t pop up the authentication message after
connecting the PC to the switch:

a. Try to use the Switch to ping Radius-Server. The Switch should
be able to ping Radius-Server.

b. Right-click on your network adapter and select Properties >
Authentication > Additional settings. Uncheck the “Validate
server certificate”.

Protected EAP Properties - . u
—

When connecting:

Connect to these servers:

Trusted Root Certification Authorities:

&

[ Baltimore CyberTrust Root

[ Class 3 Public Primary Certification Authority
[ Deutsche Telekom Root CA 2

[ DigiCert Assured ID Root CA

[~ Digicert Global Root CA

D DigiCert High Assurance EV Root CA -
4 n | »

[m] »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAPMSCHAP v2) '] [ Configure. .. ]

Enable Fast Reconnect

[~ Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLY
[] Enable Identity Privacy

2 If the shared secret setting of Switch and PC does NOT match,
the authentication will fail.
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3 If the authentication is fine, but the PC cannot ping Server,
please check 801.1X Port Authentication configurations. Do
NOT activate the authentication on the uplink port (port 2, 3,
and 12).

4 If devices sent to the Guest VLAN cannot reach the USG, make
sure that the switch has created and configured the Guest
VLAN in Advance Application > VLAN > VLAN Configuration >
Static VLAN Setup.
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5.6 How to Configure the Switch and RADIUS Server to Provide
Network Access through Device MAC Address

This example will instruct the administrator on how to configure the switch
to provide access to machines with specific MAC addresses. With MAC
Authentication, the organization can ensure that only devices provided
by the organization can access internal resources.

Local Network
Network 192.168.1.0 Access
Netmask 255.255.255.0 Ports USG
; LAN P 192.168.1.1
PC-A i
MAC 00:0C:29:AA:AAAA > —
PCB - Il RADIUS-Server
MAC 00:0C:29:BB:BB:BB > ':'“__W__ 1P 192.168.1.100
Switch .
VLAN 1 IP 192.168.1.2 I private-Server
PC-Guest E J — IP 192.168.1.200
MAC 00:00:00:11:11:11 ) .':'[

Figure 24  802.1x Port Authentication Providing Access to
Avuthorized Devices

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. The
authentication server used in this example is FreeRADIUS running in Ubuntu server.
All Ul displayed in this article are taken from the XGS4600 series switch.
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5.6.1 Configuration in the Switch
1 Access the Switch’'s Web GUI.

2 Go to Advance Application > AAA > RADIUS Server Setup.
Configure the RADIUS server’s IP address and set the shared
secret. Click Apply.

AR
Authentication Server
Mode index-priority ¥
Timeout 30 seconds
1 192.148.1.100 1812 zyxel1234
2 0.0.0.0 1812
Q" Note:
The shared secret must mafch the secret of your RADIUS server's client
profile.

3 Go to Advance Application > Port Authentication > MAC
Authentication. Check the MAC Authentication Active box as
well as for access ports. Do not check the active box of ports
connected to either the USG, RADIUS-Server, or Private-Server.

Port Authentication
Active rd
Name Prefix AccessDl-
Password yxel
Timeout 0
Cd

1 I'd

2 I'd

3 I'd

4 L

5] I'd
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5.6.2 Configuration in the RADIUS-Server
1 Edit the client profile in /etc/freeradius/clients.conf. Save the

file and exit.
client 192.168.1.2 {
zecret = zyxellZ34
shortname = Switch
nastype = other
U Note:

The client IP address and secret must match the management IP and
shared secret of the Switch.

2 Add the following user profiles in /etc/freeradius/users.
Username format should be <Name Prefix><MAC Address of
your device>. Save the file and exit.

Access01-00-0C-29-AA-AA-AA Cleartext-Password :

Access01-00-0C-29-BB-BB-BEB Cleartext-Password :

3 Restart FreeRADIUS service.
oot@dhcppchB: retc freeradiustt stop freeradius
top: Unknown instance:
oot@dhcppchB: retc freeradius# start freeradius

reeradius startsrunming, process BB0O0O
oot@dhcppchl : retcsfreeradiust
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5.6.3 Test the Result
1 Connect PC-A, PC-B, and PC-Guest to the Switch.

2 PC-A and PC-B should be able to reach the USG and
Private-Server.

3 PC-Guest should not be able to reach the USG and
Private-Server.
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5.6.4 What Could Go Wrong?

1 If the Switch does not allow access to authorized devices:

a. The RADIUS-Server's user profile must use all upper-

case characters of the device's MAC Address
separated by dashes (-) instead of colons (:).

b. Machines, like laptops or notebooks have more than
one MAC addresses (LAN, Wireless, etc). Make sure
that the correct MAC address is used in the RADIUS-
Server’s user profile.

2 If the Switch still does not allow access to authorized
devices after correcting the Switch or RADIUS-Server
configurations, wait for a few minutes before trying again.
This is determined by the MAC Authentication’s timeout
value, where the default fime a devices is re-validated is
300 seonds.
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5.7 How to configure the switch to prevent ARP spoofing

This example will instruct the administrator on how to configure the switch
to protect the network from attackers using the same IP Addresses of
core network components (ex. servers or gateways). ARP Spoofing is a
type of attack that can cause either denial of services or an unwanted
man-in-the-middle receiving sensitive information. IP Source Guard’s
ARP Inspection forces all clients connected to access ports to use the IP
addresses provided by the administrator’'s dedicated DHCP server.

Local Network
Network 192.168.1.0 Access
Netmask 255.255.255.0 PO}*S

- |
= (B ¥]

—7

fefm o ¥

Attacker
IP 192.168.1.1

Figure 25 Attacker Using the Same IP Address as the USG

Switch USG (DHCP Server)
VLAN 1 1P 192.168.1.2 LAN IP192.168.1.1

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. All
Ul displayed in this article are taken from the XGS4600 series switch.
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5.7.1 Configuration in the Switch
1 Access the Switch's Web GUI.

2 Configure DHCP Snooping (Refer to section 5.6.1).

0 Note:
DHCP Snooping must be enabled before configuring ARP Inspection.

3 Go to Advance Application > IP Source Guard > IPv4 Source
Guard Setup > ARP Inspection > Configure. Check the Active
box to globally enable ARP Inspection.

ARP Inspection Configure ARP Inspection Port VLAN

Active '

4 Go to Advance Application > IP Source Guard > IPv4 Source
Guard Setup > ARP Inspection > Configure > Port. Set all
access ports as untrusted ports. Ports to the USG or other
network components should be trusted ports. Click Apply.

ARP Inspection Port Configure Configure

Untrusted -

[]

|| on || @n || n

Untfrusted *

Untrusted r

Untrusted r

e (%) (] —

Untrusted r

5 Untrusted »

e

2 Trusted 7

n

o

21 Trusted v

32 Trusted ¥

o

5 Go to Advance Application > IP Source Guard > IPv4 Source
Guard Setup > ARP Inspection > Configure > VLAN. Input the
Start VID and End VID. Make sure that the PVID of the access
ports are included in this range. Click Apply.
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ARP Inspection VLAN Configure

7 T ) S

6 After inputting the VID range, a list of VID should appear
below. Select Yes for the access ports’ VLAN. Click Apply.

viD Enabled Log

- Mo ¥ Mone ¥
1 fes ¥ Ceny ¥
2 No ¥ Deny ¥
3 No ¥ Deny ¥
B Mo ¥ Deny ¥
5 No ¥ Deny ¥

I
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5.7.2 Test the Result
1 Connect a device using dynamic IP address in one of the
Switch’'s access ports. This device should be able to
communicate with the USG.

2 After the device has successfully received an IP address,
access the Switch's web GUI. Go to Advance Application > IP
Source Guard > IPv4 Source. An entry should appear in the IP
Source Guard Table.

IP Source Guard IPSG Siafic Binding DHCP Snooping ARF Inspection
1 HbaBadf-fea? 192.168.1.30 2d23h5%mdls dhcp-snooping 1 1

3 Connectanother device using a static IP address in one of the
Switch’s other access port. In this example, the device will
spoof the USG's IP address “192.168.1.1". This device will not
be able to communicate with any other device across the
Switch.
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5.7.3 What Could Go Wrong?

1

If the devices in the Local Network cannot reach the USG, Make
sure that DHCP Snooping is configured on the Switch, first.

If the devices in the Local Network still cannot reach the USG after
configuring and enabling DHCP Snooping, wait for a few minutes
before attempting to reach the USG again. ARP Inspection sends
the device's MAC address into a filter table. This device must wait
until the entry expires, indicated by the “Expiry (sec)” column.

ARP Inspection Stalus IPv4 8G VLAN Status Log Status Configure

Total number of filters = 1

1 20:60:8a:39-fera? 1 4 254 MACHVLAM

If some of the devices are not able to reach the USG, the following

problems may have occurred:

a. Make sure that the port connected to the USG or other internal
devices are trusted ports.

b. Make sure that all the clients in the network renews their DHCP
configurations incase the Switch has undergone reboot.

c. Make sure that the DHCP server's pool has not run out of IP
addresses.
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5.8 How to Configure the Switch to Protect Against Rogue
DHCP Servers

This example will instruct the administrator on how to configure the switch
to protect the network from attackers sending false IP configurations to
clients. DHCP Snooping blocks DHCP offers coming from an untrusted
port. Untrusted ports are usually ports connected to office workstations
or publicly accessible jacks.

Local Network
Network 192.168.1.0 Access
Netmask 255.255.255.0 PO_'TS

7 ——I

4

Switch USG (DHCP Server)
VLAN 1 1P 192.168.1.2 LAN 1P 192.168.1.1

ol |

o

=2

Figure 26 Fake DHCP Server Connected through Publicly
Accessible Ports

V" Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. Al
Ul displayed in this article are taken from the XGS4600 series switch.
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5.8.1 Configuration in the Switch
1 Access the Switch's Web GUI.

2 Go to Go to Advance Application > VLAN > VLAN
Configuration > Static VLAN Setup. For this example, all traffic
entering access ports are sent to VLAN 1. VLAN 1 should be
fixed and untagged for all access ports. Click Add.

— Saicvon | VAN Confauaion

ACTIVE L

Name 1

VLAM Group ID 1

® Mormal
VLAN Type
Private v

Association VLAN List
. Fixed v #| Tx Tagging
1 Mormal ® Fixsd Forbidden Tx Tagging
2 Mormal ® Fixsd Forbidden Tx Tagging
3 Meormal ® Fixed Ferbidden Tx Togging
4 Mormal ® Fixed Forbidden Tx Togging
5 Mormal ® Fixed Forbidden Tx Togging
31 Mermal ® Fixed Foroidden Tx Tagging
32 Nermal ® Fixed Forbidden Tx Tagging

3 Go to Advance Application > VLAN > VLAN Configuration >
VLAN Port Setup. Configure all access ports with PVID 1. Click
Apply.

Al
Al
Al
Al
Al
Al

(o]

- « - - - «

4 Go to Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure. Check the Active
box under DHCP Snooping Configure. Click Apply.
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DHCP Snooping Configure DHCP Snooping FPort VLAN
Active o
'® Disable
DHCP Vlan I:I

5 Go to Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure > Port. Set all
access ports as untrusted ports. Ports to the USG or other
network components should be frusted ports. Click Apply.

DHCP Snooping Port Configure Configure

Untrusted -

Untrusted r

Untrusted

Untrusted r

Untrusted v

h e G R —

QOO ||o

Untrusted -

5]

Untrusted
31 Untrusted v 0
2 Trusted ¥ B

[

Apply | Cancel

6 Go to Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure > VLAN. Input the
Start VID and End VID. Make sure that the PVID of the access
ports are included in this range. Click Apply.

DHCP Snooping VLAN Configure Confiqure Port
Show VLAN Start VD[1 | EndVID|S |
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7 After inputting the VID range, a list of VID should appear
below. Select Yes for the access ports’ VLANs. Click Apply.

VID Enabled Opfion 82 Profile
: v
! ]
2 —
: —
4 ]
.
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5.8.2 Test the Result
1 Connect the Rogue-DHCP on one of the access ports.
Create the following DHCP Pool on the LAN interface:
Starting IP Address @ 172.16.1.10
End IP Address 2 172.16.1.20

2 Connect DHCP clients on the other access ports. The clients
should only be receiving IP Addresses provided by the USG.
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5.8.3 What Could Go Wrong?

1

If the DHCP clients in the publicly accessible ports are using IP

Addresses provided by the Rogue-DHCP:

a. Make sure that all ports connected to publicly accessible
ports are an untrusted port in Advance Application > IP
Source Guard > IPv4 Source Guard Setup > DHCP Snooping
> Configure > Port.

b. Verify the PVID of the port to this DHCP client. Make sure
that DHCP snooping is enabled for that VLAN in Advance
Application > IP Source Guard > IPv4 Source Guard Setup
> DHCP Snooping > Configure > VLAN.

If the DHCP clients in the publicly accessible ports are not able

to receive IP Addresses provided by the real DHCP server:

a. Make sure that the port to the real DHCP is a trust port in
Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure > Port.

b. Make sure that both redundant ports are frusted ports in
Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure > Port when
using a ring topology.
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5.9 How to configure IPSG static binding for trusted network
devices

This example will instruct the administrator on how to configure the switch
to allow an administrator device to use a static IP address on the access
port even while ARP Inspection in enabled. This allows the administrator
device more freedom and take advantage of IP-specific policies
configured on the network while non-administrative devices must still use
IP addresses offered by the real DHCP server.

Local Network
Network  192.168.1.0 Access
Netmask 255.255.255.0 Ports

4 —

Switch USG (DHCP Server)
VLAN 1 1P 192.168.1.2 LAN IP 192.168.1.1
L E el
= b
Admin-PC ‘

IP 192.168.1.10
MAC 00:0C:29:AA:AAAA

Figure 27 Administrator Device Using a Static IP Address
Connected on an Access Port

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. Al
Ul displayed in this article are taken from the XGS4600 series switch.
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5.9.1 Configuration in the Switch
1 Access the Switch's Web GUI.
2 Configure ARP Inspection (Refer to section 5.7.1).

0" Note:
DHCP Snooping and ARP Inspection must be enabled when applying
Static Binding.

3 Go to Advance Application > IP Source Guard > IPv4 Source
Guard Setup > Static Binding. Create a Stafic Binding entry
using your device's MAC address and IP address. Input the
VLAN and port that this device is allowed unrestricted access.
Click Add.

Stafic Binding
MAC Address 00:0c:29:00:a0:ac
|P Address 192.1468.1.10
WLAMN
Fort
. _;.\.I.y,
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5.9.2 Test the Result
1 Go to Advance Application > IP Source Guard. An entry with
your device's MAC Address and IP Address should appear
with “Static” Type and “Infinity” Lease in the IP Source Guard
Table.

IP Source Guard IPSG Stalic Binding DHCF Snooping ARFP Inspection

1 D0:0c2%:aq:caaa 192.168.1.10 infinity static 1

2 Configure your Admin-PC with the Static IP address. In this
example, we use “192.168.1.10". Connect this fo any access
port. This PC should be able to reach the USG.

3 Configure another random PC with this Static IP address. In this

example, we use “192.168.1.10". This random PC should be
able to reach the USG (due to a different MAC address).

196/242



wwzyxe.com ZY XEL

NETWORKS

5.10 How to configure ACL to block unwanted traffic

The example shows administrators how to use ACL to block unwanted
traffic. We can set different criteria to identify unwanted traffic. The

example will use ACL to prevent only a single host in VLAN 10 from
accessing the Server.

VLAN10
PC-1
IP:192.168.10.100
]
!
- P
..................................... JortZ  gwiteh :
— XGS§4600-32
[ — VLAN 1, IP:192.168.1.1 Server
VLAN 10, IP:192.168.10.1 VLANT
— VLAN 20, IP:192.168.20.1 IP:192.168.1.150

PC-2
IP:192.168.20.100 i

WLAN 20

Figure 21 Configure ACL to block unwanted traffic

U Note:
All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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5.10.1 Configure VLAN and Route Traffic
1 Configure the VLAN setting (VLAN 10 and VLAN 20) on Switch
(Please refer to the topic: 2.1 How to configure the switch to
separate traffic between departments).

2 Configure the VLAN IP interfaces on Switch (Please refer to the
topic: 2.2 How to configure the switch to route traffic across
VLANs)

5.10.2 Configure the Classifier
1 Set up the Classifier: Go to Menu > Advanced Application >
Classifier > Classifier Configuration. Set up Classifier: For VLAN
20.

U Note:
For more details about ACL, please refer to topic: 3.5 How to configure ACL
to rate limit VLAN ftraffic.
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2 The Classifier of VLAN 20: Check the “Active” box and key in
the classifier Name. Set Layer 2 > VLAN as 20 and Layer 3 >
Destination as 192.168.1.150/32. Press “Add".

Classifier Configuration Classifier Status  Classifier Global Setfin
|
Active ¥
Name: WVLAMN20
Weight 32767
J A
VLAN o
® [20 |
WLAN
[
Inner WLAMN . |Any |
® Any
Priority
Priarity -
Inner Fricrity “ Amny
Layer 2 - -
et T ®
nernet Type
O Others| | [Hex)
® Any
Source MAC Address 2 MAC
IMask
® Any
Destination MAC Adgress 2 MAC
/Mask
® Any
IP Packet Length I:I
_J Tol:lByfes
® Any
[Prd
s o[ ]
®
IPvé " Ay
b ® Any
recedence I:I
Layer 3 ® Any
~ [ 1
 rotonel ® O Establish Only
e O Othes|  |(Dec)
® | Al v | O Establish Only
IPvé Mext Header rDS R
' Others Dec)
IP Addres
seures Aanarec::F'sr;Fm | | fl |
— |IP Address /
Destinat J68.1.
o [192.148.1.150 [/Jaz ]
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5.10.3 Configure the Policy Rule
1 Set up the Policy Rule: Go to Menu > Advanced Application >
Policy Rule. The policy rule of VLAN 20: Check the “Active” and
key in the Policy Rule Name. Select the Classifier in VLAN 20
(VLAN20). Set up the action to do if match this Classifier: Action
> Forwarding > Discard the packet. Press “Add”.

[ Policy |
Active

Narme Policy VLANZ20
IVLAN?O

Clossifier(s)

Forearding

Mo change

% Discard the packet

Do not drop the matching frame previously marked for dropping
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5.10.4 Test the Result

1 PC-1 can ping Server successfully.
slUzerssllzeriping 172.168.1.158

inging 172_168.1.158 with 32 hytesz of data:

eply from 192_168.1.15%8: bytes=32 time=766mz TTL=128
eply from 192.168.1.158: hytes=32 time{imz TTL=128
eply from 192_168.1.158: byte=z=32 time<imsz TTL=12Z8

eply from 192.168.1.158: hytes=32 time{imz TTL=128

ing statistics for 172.168.1.15@:

Packetz: Sent = 4. Received = 4, Lost = B (@ loss).
poroximate round trip timesz in milli—seconds:

Minimum = Bms. Maximum = P6bmsz,. Average = 1%1ms

2 Due to the ACL setting, the PC-2 (VLAN 20) cannot ping
Server successfully.
ssUsersslzerrping 172.168.1.158

inging 192.168.1.15%8 with 32 hytes of data:
timed out.
timed out.
timed out.
timed out.

ing statistics for 192.168.1.158:
Packetz: Sent = 4. Received = B, Lost = 4 (188:x
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5.10.5 What Could Go Wrong

1

When setting up the Classifier, remember to consider both
source and destination. In the example, if we only created a
policy rule for source VLAN 20, but didn’t create the policy rule
for destination IP (Server IP: 192.168.1.150), the switch will block
all the traffic from VLAN 20 no matter where the destination is.

Go to Menu > Advanced Application > Classifier. Check
“Count”. If the traffic matches the classifier, the Match Count
for this classifier should be increasing every time the web page
refreshes.

Classifier Configuration Classifier Status Classifier Global Setfing

Active '
Name WLAM20
Weight 32767
Leg

Count

1 Yes 32747 WLAMNZO 4 vign 20; DestlP = 192.168.1.150/32; count;
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5.11 How to use ACL to mirror traffic of a specific criteria

The port mirroring feature allows user to duplicate a traffic flow to the
monitor port in order to examine/monitor the fraffic from the monitor
port without interference. It's useful for troubleshooting or scenarios
involving supervisory confrol.

However, there are some cases that monitor port somehow receives
numbers of various traffic when mirrored port is the up/down link port
between devices. See the example below:

£
|

PS
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Let's say there are numerous switches and clients under switch 1 in the
network.

In case that PC 1 is the monitor PC, and the goal is fo monitor the
communication between PC2 and the internet.

In general, port 1 will be set as the monitor port and port 9 should be the
mirrored port with “both” directions.

Active L4

Monitor Port

3
[
w

A =H =)
=IxixIsss
@ M DD D
oo oo |oa

3 3 3

b |Q |Q |Q |Q |Q |Q (Q |Q
]
w

D
<

The approach is intuitive but it sometimes leads to a large amount of
mirrored packets since port 9 of switch 1 is the aggregated uplink port to
internet in the topology, all the downlink traffic will be converged. It's
inconvenient and troublesome to sort out the particular traffic to/from

PC2 among an overload of miscellaneous info in the mirrored traffic.

In the following content, it contains a detailed procedure “filtering” the
mirrored packets by implementing ACL mirroring in order to monitor
traffic of a specific criteria.

U Note:
All network addresses and subnet masks are used as examples in this article. Please

replace them with your actual network configuration.
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5.11.1 Configuration of ACL

1 Access the web GUI of the Switch-1.

2 Go to Advanced Application > Mirroring. Activate and set port
1 as the Monitor Port.

=
Active v
Monitor Port 1

-

hl

3

= =
(]
o | o

3
-
[
@

3
|
[
©

3

o bW N
b 3 =
©Q |Q Q Q ©Q |Q |Q [Q Q |©Q ©
[}
o

3

.

3

J

-

3

o o

_‘
- - -« - - - -« -« - - -«

ﬂ
[CRIRORIRORIRORIRORIN)
wlwlmln|lnlan

(=]
3

=

3 Go to Advanced Application > Classifier > Classifier
Configuration > Classifier Global Setting. Set Match Order as
“manual”, activate “Logging”, and apply.

Classifier Configuration

Match Order | maonugl ¥ 1

Actve [

Logging ,
Interval 3600 |Second(s)

4 Advanced Application > Classifier > Classifier Configuration.
Activate with name “Source IP”, and Weight 32767. Check “Log”
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& "Count”. Set Source IP address as PC 2' IP, Address Prefix “32",
and then click *Add"” to create.

Classifier Configuration Classifier Status Classifier Global Setting

Active [@
Nome Source IP
Weight 32767
Log !
Count "4
Time Range None ]
® A
Port [ i ‘
Ingress Port )
® A
Trunk & A !
| |
-
VLAN VLAN x Fyi;
® A
Priority Priority ‘%,‘
<o v
oa v
Ethernet Type ‘O 2 ““ i
O Others [Hex!
Layer2 ‘—.—-
@ Any
Source MAC Address 2 MAC
Mask| |
® Any
Destination MAC Address MAC] ‘
/Maosk |
® an
IPv4 ‘,‘\7 i ‘
DsCP =
@ Any
IPvé — W
P @® Any
recedence ’
® An
ToS 2L
Layer 3 et [ \
BBictbcol ® [Al v | £ Estabiish Only
Protoco - =
@ O‘hers} J [Dec)
® Al v | O Estoblish Onl
IPvé Next Header ‘7‘i—| bt
& Others | {Dec)
IP Address / |
Sourc G .1.5
i Address Prefix |]192 LN ] !/@:‘
I IP Address / 1T |
tinct [ | [
BMidation Address Prefix | /1 !
Source Socket Number
Layer 4
Destination Socket Number

[ Add | Cancel | Clear
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5 Advanced Application > Classifier > Classifier Configuration.
Activate with name “Destination IP”, and Weight 32766. Check
“Log” & "“Count”. Set Destination IP address as PC 2' IP,
Address Prefix “32", and then click “Add” to create.

Classifier Configuration
Active v
Neme [Destination IP [
Weight 32766 |
Log v
Count 4
Time Range None v
. 4¢'»‘
Port
Ingress Port
L) A
An
Trunk .
o ® Any
VLAN VLA
L) A i
2 Any
Priority Priority
D v
® | All v
Al
Ethernet Type
Others Hex
Layer 2
® Any
Source MAC Address MAC
/Mask
L) Any
Destination MAC Address MAC
/Mask
® An
Pva Any
DSCP
5 ® Any
IPvé
® Any
Precedence
®) Any
ToS -
Layer 3
& | A v stablish Only
P Protoco All Establish Only
Others [Dec)
- ® | All v Establish Only
IPvé Next Hecder
Others (Dec)
IP Address /
Source < s
Address Prefix
L e IP Address / —
Destination [192.188.7.50
L) Any
Source Socket Number -
To
Layer 4
- y : - Ll A;\—’y
estination Socket Number
To

[ Aca | Coneal | Ceor

Classifier Status Classifier Global Setting

6 Advanced Application > Policy Rule. Activate with name

“Mirror”. Select both “Source IP” and "“Destination IP” for
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classifiers. Check “Send the packet to the mirror port” for

Outgoing Action, and click “Add"” to create.

Active

Nome

Clossifier|s)

Parameters

Action

v

‘Mirror
SourcelP

DestinationIP

General
VLAN ID 1
Egress Port h [
Priority ‘{) v |

Forwarding
@® No change
© Discard the pocket
Priority
® No change
! Set the packet's 802.1p priority
Quigoing

r’z Send the packet fo the mirror pori |

1 Send the packet o the egress port

] Set the packet's VLAN ID
Rate Limit

J Enable

Add | Cancel

Rate Limit

b¥ . kbops
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5.11.2 Test the Result

1 Go to Advanced Application > Classifier. The match count
number of both classifiers should increase as long as PC 2 is

communicating with internet.

1 Yes Source IP 147
2 Yes 327466 Destinotion IP 104
—_—

2 Use Wireshark to conduct packet capturing on PCI1. The
mirrored traffic of PC2 should be included.

Source Destination Protocol Length YID Info

192.168.1.50 192.168.1.1 ICMP 74 Echo (ping) request
192.168.1.50 192.168.1.147 ICMP 74 Echo (ping) request
192.168.1.50 192.168.1.147 ICMP 74 Echo (ping) request
192.168.1.147 192.168.1.50 ICMP 74 Echo (ping) reply
192.168.1.147 192.168.1.50 ICMP 74 Echo (ping) reply
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5.11.3 What May Go Wrong

1 InA

dvanced Application > Policy Rule, there is the Outgoing

Action “Send the packet to the mirror port”. The mirror port

here stands for the TMonitor Port; but NOT the 'Mirrored

Port

1 in Advanced Application > Mirroring.

Active

Monitor Port

[ TR "SI 7% T S ] -

0 o

e——

O

& ngress ¥
ngress ¥
ngress ¥
ngress ¥
ngress ¥
ngress v
ngress ¥
ngress ¥
ngress ¥
ngress v
ngress ¥

Gance
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5.12 How to Separate Traffic through L2 Port Isolation

It's a common application that we desire to separate orisolate the
mutual fraffic between various clients/devices on switches in a
network environment.

The most intuitive implementation is to create different VLANs to
logically segment a LAN into different broadcast domains to achieve
the goal.

[““”’ i ||
e
I

However, there are certain circumstances that we may want the traffic
between clients to be isolated, but yet clients still share the same
subnet and VLAN. Let’s say in a commercial hotel network, clients in
different rooms may belong the same subnet and VLAN to reach the
internet, but there is no way that clients are able to communicate with
each other.

VLAN 30

<
>
z
8

VLAN 30

On the Zyxel enterprise switch, we can use the feature “Port Isolation”
in Advanced Application -> VLAN -> VLAN Configuration -> VLAN Port
Setup to separate traffic between specific ports despite belonging to
the same VLAN.
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P10
e =
P7 || P8
P10
P10
Name Device VLAN | IP Address Subnet Mask
Gateway USG310 1 192.168.1.254 255.255.255.0
Switch A GS2210-8 |1 192.168.1.1 255.255.255.0
Switch B GS2210-8 |1 192.168.1.2 255.255.255.0
Switch C GS2210-8 |1 192.168.1.3 255.255.255.0
Client A PC 1 192.168.1.101 255.255.255.0
Client B PC 1 192.168.1.102 255.255.255.0
Client C PC 1 192.168.1.103 255.255.255.0
Client D PC 1 192.168.1.104 255.255.255.0

This is a scenario from customer’s issue. All client PCs are in the same

subnet and VLAN

By using L2 port isolation on the switches, the goals are:

1.

Every PC can surf the internet.

2. Every PC cannot communicate with each other.

212/242



ZYXEL S

In the following content, a step-by-step procedure will be infroduced
of how to implement L2 port isolation using 3 x GS2210-8 to achieve the
goal.

Iy

Q Note:

All network addresses and subnet masks are used as examples in this arficle. Please

replace them with your actual network configuration.
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5.12.1 Configuration in the Switch

1 Access Switch C's web GUI.

2 Go to Advance Application > VLAN > VLAN Configuration >
VLAN Port Setup

Check Port Isolation for port 1 & 2.

VLAN Configuration
GVRP
- Al v
1 Al v
2 Al v
3 Al v
4 Al v
S Al v
6 Al v
7 Al v
o} Al s 4
Al v
10 Al v
N l’
¢ Note:

If there are multiple clients under switch B, follow the same configuration pattern
as Switch C. In this case, it's unnecessary since there's only one client under switch
B.

3 Access Switch A's web GUI.

4 Go to Advance Application > VLAN > VLAN Configuration >
VLAN Port Setup

Check Port Isolation for port 1, 7 & 8.
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VLAN Pori Setting VLAN Configuration
GVRP (]

Port  Ingress Check GVRP Acceplable Frame Type VLAN Trunking Isolafion

@ All v (] ]
B (A 7] o
O All v o &
@ All v @ @
@ @ E
(] All v O (]
8 @~ ® e
@ Al v @ ’ ﬂ
o @
=] Al v| @ O
(] All v (] @
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5.12.2 Test the Result

1 Client D can ping Gateway and surf the internet.

2 Client D cannot communicate with Client A, B, or C.
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5.12.3 What May Go Wrong

1

L2 port isolation is port-based but not VLAN-based, that is, as
long as particular ports are configured as isolation ports, they
cannot communicate with each other no matter in the same
VLAN or not.
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Implementing VOIP

6.1 How to configure an IP Phone's VLAN using LLDP-MED

The example shows administrators how to use LLDP-MED to configure an
IP Phone's VLAN ID. Any IP Phone connected to the switch will be
assigned to the certain VLAN based on the switch’s port. In the following
topic, we will also infroduce other ways to send VOIP fraffic into a
specific (Voice) VLAN. Implementing VOIP allows administrators the
option to prioritize Voice fraffic during network congestions, thus,
preventing poor voice quality or miscommunications between IP Phones.

VLAN 100 '
Port 1
Switch
: XG54400-32
IP Phone VLAN T, IP:192.148.1.1
IP:192.168.100.100 | VLAN 100, IP: 192.168.100.1

Figure 23  Configure LLDP-MED to assign an IP Phone’s VLAN

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50).
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6.1.1 Configure VLAN for IP Phone
1 Configure VLAN 100 on Switch (Please refer to the topic: 2.1
How to configure the switch to separate ftraffic between
departments). VLAN 100 is created for the IP Phone.
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6.1.2 Configure Switch
1 Enfer the web GUI and go to Menu > Advanced Application >
LLDP > LLDP Configuration. Make sure that the LLDP

configuration is active.

LLDP Configurafion LLDP Basic TLV Setting Org-specific TLV Setting
Active
Transmit Interval 30 seconds
Transmit Hold 4 times
Transmit Delay 2 seconds
Reinitialize Delay 2 seconds

2 Enter web GUI and go to Menu > Advanced Application > LLDP
> LLDP-MED Configuration. Check the “Network Policy” on port
1 (the port that connects to the IP Phone).

LLDP-MED Configuration LLDP

bk = L

3 Enter the web GUI and go to Menu > Advanced Application >
LLDP > LLDP-MED Network Policy. Key in the port number as 1
and the VLAN we want to assign the IP Phone to (VLAN 100)
and leave DSCP as “0". We can also set the Priority. Click “*Add”.
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wwor
Port I’]:|
Application Type vaice A |
Tag tagged v |
VLAN [100 |
DSCP 8]
Priority 7
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6.1.3 Test the Result
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1 Go to Menu > Management > MAC Table > Search. Check the
MAC table. The IP Phone’'s MAC address should be in VLAN 100.

00:15:65:93:81:54 1

loo:is:e5:52:81.54 100

00:1e:33:27:04:%3 1
42-73:74:20:55:56 1
42:73:74:20:55:94 10

L R I O

CFU
CPU

Dynamic

Dynamic

Dynomic
Static
Static

2 Enter the web GUI and go to Menu > Management >

Diagnostic > Ping test. Use Switch to ping the IP Phone. The

switch can ping the IP Phone successfully.

® Pys R
O 1Pvé R [ ]
Ping Test IP Address/Host Name ||]92.168.1DD.1DD ||
Source IP Addrass | |
Count
Diagnostic

Resolving 192.1468.100.100... 192.168.100.100
sent revdrate it ovg mdev  max
T 1100 0 0 0 0
2 2100 0 0 0 0
3 3100 0 0 o] 0

min reply frem
0 192.148.100.100
0 192.148.100.100
0 192.148.100.100
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6.1.4 What Could Go Wrong
1 If the MAC address of the IP Phone is not assigned to the VLAN
100 successfully, please check if the IP Phone supports LLDP-
MED. LLDP-MED must be enabled on the switch.

2 Since the IP Phone is assigned a VLAN ID via the function of the
Network Policy in LLDP-MED, the voice ftraffic from the switch
must be tagged backed to the IP Phone. Port 1 in VLAN 100 on
the Switch should be tagged out (Check TX tagging) so that

the Switch can ping the IP Phone successfully.
3 Since the IP Phone is assigned a VLAN ID via the function of the

Network Policy in LLDP-MED, please make sure the IP Phone
either supports LLDP-MED, or has LLDP-MED enabled.
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6.2 How to configure the switch to separate VOIP traffic from
data traffic

The example shows administrators how to use Voice VLAN to separate
untagged VOIP traffic from untagged data traffic. Unlike traditional
VOIP applications, the Voice VLAN feature separates VOIP and data
traffic as traffic reaches the switch. This means that the VLAN
architecture begins on the switch and not on the IP Phones themselves.

VLAN 100
Port 1
: : Switch
i IPPhone X(G54600-32
i IP:192.1468.100.100 VLANT, IP:192.168.1.1
i MAC: cc:5dideié4:de77 YVLAN 100, IP: 192.168.100.1

Figure 24 Configure Voice VLAN to separate VOIP traffic from
data traffic

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS4600-32 (Firmware Version: V4.50).
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6.2.1 Configure VLAN 100 for IP Phone
1 Configure VLAN 100 on Switch (Please refer to the topic: 2.1
How to configure the switch to separate ftraffic between
departments). VLAN 100 is created as the Voice VLAN for the
IP Phone.
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6.2.2 Configure Voice VLAN
1 Enter the web GUI and go to: Menu > Advanced Application >
VLAN > VLAN Configuration > Voice VLAN Setup. Input the
Voice VLAN. In this example, it is VLAN 100. Click “Apply”.

Voice VLAN Setup VLAN Configuration
Voice VLAN Global Setup

Discble

Voice VLAN

Priofity 5

2 Configure the OUI Setup: Enter the web GUI and go to: Menu >
Advanced Application > VLAN > VLAN Configuration > Voice
VLAN Setup. Set the OUI address. (You can key in the MAC
address.) In this example, it is cc:5d:4e:64.de:77. Set up the OUI
mask as ff:ff:ff.00:00:00. Click “Add".

Voice VLAN OU| Setup

OUl oddress cc:5dideéd:de 77

OUl mask ff:ff:f£:00:00:00

Description ITXEL IP Phone
[#ci ] Concel

s

Q Note:

This will instruct the switch to process any fraffic from devices with MAC
address between cc:5d:4e:00:00:00 and cc:5d:4e ff:f:ff info the Voice VLAN.
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6.2.3 Test the Result

www.zyxel.com

1 Go to Menu > Management > MAC Table > Search. Check the
MAC address table. The IP Phone is assigned to VLAN 100.

1 Q0:1e:33:27:04:53 1 g Dynamic
2 42:73:74:20:55:56 1 CPU Stafic
3 42-73:74:20:55:56 100 CFU Static
| 4 ccod:deédde /7 100 1 Dynamic |

2 Enter web GUI and go to Menu > Management > Diagnostic >

Ping test. Use Switch to ping IP Phone. Switch can ping IP Phone

successfully.

® |pys -]
O Ipvs B [ ]
Ping Test IP Address/Host Name ||]92.166.1DO.130 ||  Ping |
Source IP Address | |
Count
Diagnostic

Resolving 192.148.100.100... 192.168.100.100
sent revd rate it avg mdev max
1 1 100 o o 0 0
2 2100 0 0 0 0
3 3 100 0 0 0 0

0 192.168.100.100
0 192.168.100.100
0 192.168.100.100

min reply from
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6.2.4 What Could Go Wrong

1

If the IP phone is not assigned to the voice VLAN, please verify
the MAC address of the IP phone. The MAC address can usually
be found on the label or sticker underneath the IP phones. This
MAC address must be within the range of the Voice VLAN OUI
settings.

Here are the expected behaviors of IP phones based on the
different settings. If you find the behaviors of the IP Phone is not
the same as your expectation, please refer below:

If the IP Phone is VLAN enabled and this VLAN is the same as
Voice VLAN: The Switch will keep the Voice VLAN and assign
the priority setting to the IP phone. The IP phone will only
recognize the tagged traffic. In this case, port 1in VLAN 100 on
Switch should be set as tagged out (check the TX tagging box).
If the IP Phone is VLAN enabled and this VLAN is different from
the switch’s Voice VLAN: The Switch will not apply any changes
on the VOIP tfraffic of the IP Phone.

If the IP Phone is VLAN disabled: The Switch will assign the Voice
VLAN and priority setting to the IP phone’s VOIP traffic. This
setting causes the IP Phone to only send and receive untagged
traffic. In this case, port 1 in VLAN 100 on Switch should be set
as untagged out (uncheck the TX tagging box).
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6.3 How to configure the switch to improve Voice traffic
quality

The example shows administrators how to use Voice VLAN to improve
Voice traffic. Like the introduction in topic 6.2, Voice VLAN not only
groups voice traffic into an assigned VLAN, but also assign the voice
traffic a certain priority. Administrators can use this priority to improve
Voice traffic quality. The Voice VLAN priority can be applied to both
tagged and untagged voice fraffic.

PC
IP: 192.168.1.100

Switch-1 Switch-2
IP Phone A GS54400-32 (552210-48HP
|P:192.148.100.100 WELANT, [P 192.148.1.1 VEANT, IP: 192.148.1.2
MAC: co:ibdidedd:de77  VLAN 100, IP: 192.148.100.1 VLAN 100, IP: 192.168.100.2

Figure 25 Configure Voice VLAN to separate VOIP traffic from
data traffic

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS4600-32 (Firmware Version: V4.50) and GS2210-48HP

(Firmware Version: V4.30).
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6.3.1 Configure VLAN for voice traffic

1

Configure VLAN 100 on Switch-1 and Switch-2. (Please refer to
the topic: 2.1 How to configure the switch to separate traffic
between departments). VLAN 100 is created for the Voice
VLAN. Make sure that devices in VLAN 100 can communicate

across Switch-1 and Switch-2.
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6.3.2 Configure Voice VLAN
1 Enter the web GUI and go to: Menu > Advanced Application >
VLAN > VLAN Configuration > Voice VLAN Setup. Key in the
Voice VLAN. In this example, it is VLAN 100. Assign a priority to
the traffic, for example, priority=6. Click “Add".

Voice VLAN Selup VLAN Configuration
Voice VLAN Global Setup

Disclnle
Voice VLAN e
® 100

Prionty 5w

2 Configure the OUI Setup: Enter the web GUI and go to: Menu >
Advanced Application > VLAN > VLAN Configuration > Voice
VLAN Setup. Set the OUI address. (You can key in the MAC
address.) In this example, it is cc:5d:4e:64:de:77. Set up the OUI
mask as ff:ff:ff.00:00:00. Click “Add".

Voice VLAN OUl Setup

OUl address cc:5dideiédide 77

OUl mask ff:ff:ff:00:00:00

Descriptian IYXEL IP Phone
[ ] Concel

\I 7’

Q Note:

This will instruct the switch to process any traffic from devices with MAC
address between cc:5d:4e:00:00:00 and cc:5d:4eff:ff:ff into the Voice VLAN.
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6.3.3 Configure Mirroring (For “Test the Result”)

1 To verify that results are acceptable, we have to use the
mirroring function to check if the priority of the packet is what
we assigned. Enter the web GUI and go to Menu > Advanced
Application > Mirroring. Check the "Active” box. Key in the
Monitor port, which is used to monitor the fraffic. Check the
port we want to mirror. In this example, it is port 2. Select the
direction as “Both”. Click “Apply”.

= Maroring Riiror
Active =
Monitor Port 10
ngress ¥
ngress ¥
3 ngress ¥
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6.3.4 Test the Result

www.zyxel.com

1 Connect the PC and Switch-1. Open Wireshark to monitor the

packet. Filter “arp | | igmp”.

2 Use Switch-2 to ping IP Phone: Enter web GUI and go to Menu

> Management > Diagnostic > Ping test. Switch-2 can ping IP

Phone successfully.

3 Check the packet from

I[P Phone

(192.168.100.100) on

Wireshark. The VLAN header should indicate the assigned
Voice VLAN priority “6".

Adn @ LERBQRes=F sz BFaqQa s

[ Joxp Nicmp
Na Time Souree TDiestination Protocol Length  Info
17 1.704977  192.168.100.2 192.168.160.100 ICMP 78 Echo (ping) request 1d=8x2014
.  181.704989  192.168.100.2 192.168.160.100 TCMP 78 Echo (ping) request id=8x2014
19 1.704982 192.168.160.2 ICHP 78 Echo (ping) reply  1d-8x2014
20 1.764985  192.168.100.2 192.168.160.100 ICMP 78 Echo (ping) request id=8x2014

e —

geee elle oleo
Type: IPv4 (8x08080)

CFI: Canonical (@)

ID: 1ee

> Frame 19: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface 8

> Ethernet II, Src: ZyxelCom b64:de:77 (cc:5d:4de:bd:de:77), Dst: ZyxelCom_14:97:5¢ (84:bf:6d:14:97:5c)
4+[802.1q virtual LaN, PRI: 6, CFI: @, ID: 100|
Priority: Voice, < 10ms latency and jitter (6)
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6.3.5 What Could Go Wrong

1

If the priority is not the same as the setting in voice VLAN, please
verify the MAC address of the IP phone. The MAC address can
usually be found on the label or sticker underneath the IP
phones. This MAC address must be within the range of the
Voice VLAN OUI settings

Here are the expected behaviors of IP phones based on the
different settings. If you find the behaviors of the IP Phone is not
the same as your expectation, please refer below:

If the IP Phone is VLAN enabled and this VLAN is the same as
Voice VLAN: The Switch will keep the Voice VLAN and assign
the priority setting to the IP phone. The IP phone will only
recognize the tagged traffic. In this case, port 1in VLAN 100 on
Switch should be set as tagged out (check the TX tagging box).
If the IP Phone is VLAN enabled and this VLAN is different from
the switch’s Voice VLAN: The Switch will not apply any changes
on the VOIP tfraffic of the IP Phone.

If the IP Phone is VLAN disabled: The Switch will assign the Voice
VLAN and priority setting to the IP phone’s VOIP traffic. This
setting causes the IP Phone to only send and receive untagged
traffic. In this case, port 1 in VLAN 100 on Switch should be set
as untagged out (uncheck the TX tagging box).

Some computer network cards may not support the 802.1Q
(VLAN) information. If you don’t see the 802.1Q information in
Wireshark, you may need to use a different NIC. We

recommend using USB network adapters.
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6.4 How to Configure Voice VLAN on Zyxel Switch

Use voice VLAN to separate voice packets from other service packets.
Prioritize the voice packet to enhance the voice quality and user

— Ether link
------------ Data service
Voice service

T el HH H Hi= H= HE

Nowadays IP phones are commonly used in office environments, to
give voice traffic a higher priority is an important consideration when
designing a network.

Common scenario of the installation, the IP phone is connected to a
switch on one end while linking the PC or laptop on the other end
bridging both devices. In this case, Voice VLAN is an important feature
used to easily mark and prioritize voice packets from IP phone,
separating data packets from the PC.

In the following configuration guide, the goal to achieve is to separate
traffic between the IP phone and PC without having to set individual
VLAN tags for them. The Switch will add VLAN tags for voice & data
packets separately upon receiving them and then forwarded to the
uplink.
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6.4.1 Configuration

The following steps for standalone switch configuration is
applicable to the GS1920 smart managed switch series and above.

Create VLAN interfaces

Create a VLAN for voice packets tfransmission, select ports which
are connected to IP phone, unselect Tx tagging as to save efforts
of configuring VLAN on each phones.

ZYXEL s2210 @ @sor @ @)oo @ e

Menu

Basic Seffing | StaficVIAN | VLAN Configuration
Advanced Application ACTIVE @

1P Application

Management

VIAN

Stafic MAC Forwarding
Stafic Mulficast Forwarding
Fillering

Spanning Tree Profocol

s
[

Queving Method
Mutticast

AAA

1P Source Guard

Loop Guard

VLAN Mapping

Layer 2 Prolocol Tunneling
PPPOE

Endisable ®r =
T v $ ined orbidden x To -

© Copyright 1995-2018 by Zyxel Communications Corp.

Create another VLAN for data packets, select member ports,
unselect Tx tagging.
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ZYXEL os2210 @ @ @ @)oo

Menu

Basic Seffing | StaficviaN | VLAN Configuration ~

Advanced Application ACTIVE 5]

1P Application Nome Internet
Management VLAN Group ID s

VIAN
Stafic MAC Forwarding
Stafic Mulficast Forwarding

Fillering * | Normal @ TxTogging
Spanning Tree Profocol 1 © Normal ©® Fixed © Foroidden T Tx Togong
Bndwidily Cornt 2 9 Normal ® Fixed D Foroidden 0 Tx Togging
Broadcast Storm Conrol 3 - T PR B oo
R ormal ixed D Forbidden - TxTegging
Bk A egiion 4 © Normal ® Fixed © Foroidden O TxTogging
Port Authentication 5 © Normal © Fixed 9 Forbidden 1 TxTegging
Port Security 6 Normal ® Fixed D Forbidden O 1xTogging
fime Range 7 D Normal ® Fixed D Forbidden @ 1xTogging
Classifier X =
P 8 © Normal ® Fixed © Forbidden B TxTogging
Gacur Melhiod s ) Normol ©® Fixed O Foroidden O TxTagging
Mulficast 10 9 Normal ® Fixed 2 Forbidden & TxTegging
AAA n 9 Normal ® Fixed 2 Forbidden B TxTogging
1P Source Guard 2 ® Normal ®F © Forbidd O 1xToggir
ey ormal ixed orbidden J TxTogging
VIAN Mapping 13 © Normal ® Fixed O Forbidden O 1xTagging
Layer 2 Profocol Tunneling T4 9 Nermal ® Fixed D Forbidden O 1xTegging
PPPAF - - - = = -

© Copyright 1995-2018 by Zyxel Communications Corp.

On the uplink port enable Tx Tagging to transmit packets with VLAN
tags.

' @ Normal @ Fixed @ Forbidden I Tx Tagging
12 O Nermal ® Fixed O Forbidden U Tx Tagging
13 ) Nermal ® Fixed O Forbidden ¥ Tx Tegging
14 © Normal ® Fixed ) Forbidden L Tx Tegging

Configure PVID to separate data packets from voice packets. PVID
number should be same as the VLAN number created for data
packets.

ZYXEL os2210 @eaw @Eave @soam @,CW @ﬂ

Menu

Basic Seffing VLAN Port Sctfing VLAN Configuration R
Advanced Application GVRP o
1P Application

Management

VIAN
Stafic MAC Forwarding
Stafic Mulficast Forwarding
Fillering
Spanning Tree Profocol
Bandwidth Conirol
Broadcast Storm Conlrol
Miroring

ink Aggregation
Port Authenfication
Port Security
Time Range
Classifier
Policy Rule
Queving Method
Mulficast
ARA
1P Source Guard
Loop Guard
VLAN Mapy
Layer 2 Profocol Tunnelfing
PPPAE

v o N o @

o

B o
ala[a[alafo[alalalea|a[alalo]o

© Copyright 1995-2018 by Zyxel Communications Corp.
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After setting PVID for data packets, next step is to configure “Voice
VLAN" feature for the switch to identify the voice packets.

Configure Voice VLAN

Configure Voice VLAN number and priority to prioritize the voice
packets. Voice VLAN number should be same as the VLAN number
created earlier for voice service packets.

Specify the OUI addresses. OUI are the first 3 bytes of a MAC
address that represents the vendor. Through specifying the IP
phone MAC address, the switch can identify voice traffic
accordingly. Zyxel switch supports up to 6 vendor OUlIs.

Voice VLAN Sefup VLAN Configuration
Voice VLAN Global Setup
Disable

Voice VLAN e

Priority 5v
Voice VLAN OUI Setup

OUl address bO:'S:éS:OO:CO:OO

OUI mask Iff-F-££-00:00:00

Description

1 00:15:65:00:00:00 ff:ff:1f:200:00:00
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N

V" Note:

This guide demonstrates the ease of configuring Voice VLAN on standalone
switches. In general, separating VLANs and determine rules for data and voice
achieved the goal of prioritizing voice traffic without additional configuration on
the IP phones. The applicable model for standalone switches are of GS1920 series

and above.
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6.4.2 Test the result

Go to the VLAN Configuration to check the VLAN status, you will see
the status of VLAN 10 is Voice VLAN.

| V1AN Status ] VLAN Configuration

VLAN Search by VID Search

The Number of VLAN: 3.

o wvn
)
"l . .
Oig|(a

Check mac address table and you will see the mac address of IP
phone is VLAN 10 and the mac address of PC is VLAN 5

MAC Address

P0:15:65:93:81:54
PD:1e:33:28:0a:84

‘‘‘‘‘‘‘‘
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6.4.3 What Could Go Wrong

Here are the expected behaviors of IP phones based on the
different settings. If you find the behaviors of the IP Phone is not the
same as your expectation, please refer below:

a. If the IP Phone is VLAN enabled and this VLAN is the same
as Voice VLAN: The Switch will keep the Voice VLAN and
assign the priority setting to the IP phone. The IP phone wiill
only recognize the tagged ftraffic. In this case, port 1 in
VLAN 100 on Switch should be set as tagged out (check the
TX tagging box).

b. If the IP Phone is VLAN enabled and this VLAN is different
from the switch's Voice VLAN: The Switch will not apply any
changes on the VOIP traffic of the IP Phone.

c. If the IP Phone is VLAN disabled: The Switch will assign the
Voice VLAN and priority setting to the IP phone’s VOIP
traffic. This setting causes the IP Phone to only send and
receive untagged traffic. In this case, port 1 in VLAN 100 on
Switch should be set as untagged out (uncheck the TX

tagging box).
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