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Basic principles for network management

1.1 How to change the switch management IP address to
avoid accessing the wrong device

This example shows administrators how to use the Web GUI to manage
the IP addresses of the switch es and avoid administrators from
unintentionally accessing the wrong device s. Asshown below, there are
two switche s in the environment. Both default IP addresses of the two
switches are 192.168.1.1.

PC Switch-2 Switch-1
IP: 192.148.1.100 Default IP: 192.148.1.1 Default IP; 192.188.1.1

—

Figure 1  Two switches are using the same default IP address

Y Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Firmware Version: V4. 80).
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1.1.1 Configuration in the Switch -2
1 Disconnect the link between Switch -1 and Switch -2.

2 Setthe PCOs | P address on to the same subr
For example, set the PC IP address as 192.168.1.100.
Internet Protocol Version 4£|'£P:’IP\14)-Pruperties M

General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,168 . 1 . 100
Subnet mask: 255 .255.255. 0
Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DNS server:

[ validate settings upon exit

[ OK ][ Cancel l

3 Open a browser (I E, Chr omeGot®safari,
website http://192.168.1.1 (default management IP address).
K ey usarname: admin ;password: 12346 and | og i n.
XGS$2220-30

Enter User Name/Password and click Login.
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4 Enter the webpage and go to Menu > SYSTEM- IP Setup > IP
Setup > IP Interface > Add/Edit . Set the IP address you prefer,
for example 192.168.1.2. Then click Apply .

DHCP Client
Option-60
Class-ID
O stafic IP Address
IP Address [192.168.1.2 |
IP Subnet Mask [255.255.255.0 |

Apply Clear Cancel

5 Log backinusing the new IP address 192.168.1.2. After logging
in again, remember to click  the Save icon to save the new

configuration s.

Q ¢ |& §\ O & BB
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1.1.2 Test the Result
1 Log in via the web GUI and goto Menu > SYSTEM> IP
Setup > IP Status. Check if the IP address is already
configured as 192.168.1.2.

IP Interface

Index IP Address IP Subnet Mask VID Type Action

192.168.1.2 255.255.255.0 1 static

10/232
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1.2 How to configure the switch with a device hame to avoid
accessing the wrong device

S

This example shows administrators how to use the Web GUI to manage
device name and avoid accessing the wrong device  s. As shown below,
the PC connects with Switch -1 in the environment. In the default setting,

device name (System Name) will be the model name (XGS 2220 in this
example) .

PC Switch-1

IP: 192.148.1.100 Default IP: 192.168.1.1

Hostname: XG52220

Figure 2 Change the device name o fthe switch

Q" Note:

All network IP addresses and subnet masks are used as examples in this article.

Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Firmware Version: V4. 80).
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1.2.1 Configuration in Switch -1
1 Enter theweb GUlandgoto Menu> SYSTEM> General
Setup. Change the System Name (Switch -1 in this example)
and click Apply .

System Name ilSw’tich-H ]l

Location

Contact Person's Name

Use Time Server when Bootup W\

Time Server IP Address 216.239.35.12

Time Server Sync Interval 1440 |minutes

Current Time 14 |:|07 |:[49 |urc+0s:00

New Time (hhimmss) Na o7 |:[# ]

Curent Date W‘—lz - z‘

New Date (yyyy-mm-dd) 2022 HI - z‘

Time Zone UTC+08:00 v

Daylight Saving Time (m

Start Date First ~  Sunday ~ of January ~ at 000 v
End Date First v Sunday v of January v at 0:00 v

Apply Cancel

2 Click 0Saved to save the configuration.

Q ¢ |& N B & b
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Enter the web GUI and you will see the page of the switch
information. Check if the System Name is the name you
configure d (Switch-1 in this example) or not.

System Information

System Name
Switch-1

Boot Version
V1.00 | 06/13/2022
System Time

11/23/2022 15:10:52

System Location

IyNOS F/W Version
V4.80(ABXN.0) | 08/03/2022
System Uptime

007 days,0% hours,10 mins, 16
Secs
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1.3 How to configure the switch to  update the time from an
NTP server

This example shows administrators how to use the NTP server to update
the system time of the switch. As shown below, the PC connects with
Switch and Switch connects with the USG in the environment.

NTP Server -
IP:216.239.35.12 |

PC Switch UsG
IP:192.168.1.100 VLANT, IP:192.168.1.2 LAN IP:192.188.1.1

Figure 3  Set up Switch to get time from  NTPServer

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Fimware Version: V4. 80). We use google
free public NTP server (216.239.35.12) to be our NTP server. You can also choose
another available NTP server. Furthermore, d ue to there is routing set up in this
configuration, the user interface might be some difference for other models.
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1.3.1 Configuration in Switch

1 Enter the web GUI and go

NETWORKS

ZY XEL

to Menu > SYSTEM> IP Setup > IP

Setup > IP Setup. Set the default Gateway as USG IP:
192.168.1.1. Then click 0Apply 6.

IP Setup

Default Gateway
Domain Name server 1 ‘

Domain Name Server 2 I

[192.168.1.1

Cancel

Goto Menu> SYSTEM General Setup . Select oUse Time Server

when Bootup 6 to NTP(RFC1305) and set the oOTime Server IP
Address 6. In this scenario, we use the g oogle free public NTP

server (216.239.35.12) as an example. Also, select the

Zonedin your location. Finally, remember to click

oTime
O0Apply O.

Use Time Server when Bootup

NTP(RFC-1305) "I

Time Server IP Address 216.239.35.12 ]

Time Server Sync Interval |ﬂ minutes

Current Time |T o5 | K‘ UTC+00:00

New Time (hh:mm:ss) [14 |:]o5 |:|s8 |

Curent Date [2022 |-[11 |-[24

New Date (yyyy-mm-dd] |2022 ST QT

Time Zone

Daylight Saving Time ”m

Start Date First v | Sunday v| of January v at 0:00

End Date First v Sunday v of January v~ at 0:00
Apply Cancel

3 Click Save to save the configuration.

Q O

N\

B &

B
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1 Goto Menu> SYSTEM> General Setup . Both the Current Time

and Current Date
If the current time is not updated as the correct time,

ORefreshé.

should be the current time in your location.
click

Use Time Server when Bootup
Time Server IP Address

Time Server Sync Interval

NTP(RFC-1305) v
216.239.35.12

1440 minutes

ICurrcm ime

14 |:[07 |:[49 [urcoso0]

New Time (hh:mm:ss)

| Current Date

New Date (yyyy-mm-dd)
Time Zone

Daylight Saving Time
Start Date

End Date

14 |:[07 |:[49 |

2022 |-[1 |-[24 \l

2022 |-[1 |-[24 |

UTC+08:00 v

First v Sunday v of January v at 0:00 v

First v Sunday v of January v~ at 0:00 v
Apply Cancel

Q 10

& N O &

B

2 Tryto selectthe oUser Time Server when Bootup 6 as None . Few

second later, change back to

NTP(RFC1305). The time will still

update to the current time.

|uge Time Server when Bootup

None v\l

Time Server IP Address

Time Server $ync Interval

216.239.35.12 |

W‘ minutes

|Current Time

2 :)16 |:[37 | urc+08:00]

New Time (hh:mm:ss)
Current Date

New Date (yyyy-mm-dd)
Time Zone

Daylight Saving Time
Start Date

End Date

2o |- |- |

w2 |- |- |

UTC+08:00 v |

@ o

First ~ | Sunday v of January ~ at 0:00 w
First v | Sunday v of January v gt 0:00 v

2 )16 |:a7 |

Cancel
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|Use Time Server when Boofup

[NTP(RFC-1305) v ||

Time Server IP Address

Time Server Sync Interval

[216.239.35.12

‘ 1440 | minutes

Il Current Time

122 ;s [:[11 [urceosoo |

New Time (hh:mm:ss)
Current Date

New Date (yyyy-mm-dd)
Time Zone

Daylight Saving Time
Start Date

End Date

[2022 -1 -[24

[UTC+08:00 v

First v Sunday v | of January v at 0:00 v
First v Sunday v | of January v at 0:00 v

Cancel
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1.3.3 What could go wrong?
1 Switch may not be ableto access the NTP Server successfully.
Follow the step to test if NTP Server is available. Goto Menu >
Maintenance > Diagnostic . Select IPv4 and type the IP address
of NTP Server (216.239.35.12) into the IP Address field. Click

oPingo
Resolving 216.239.35.12... 216.239.35.12
sent rcvd rate It avg mdev max min reply from
1 1 00 9 8 0 9 8 216.23%8.35.12
2 2 7 1 7 21€.239.35.12
3 3 0 7 9 1 7 _216.239.35.12
%
I Ping Test I Trace Route Test
O iPva O ipva
IPvé = v IPvé
IP Address/Host 216.239.35.12 | IP Address/Host [
Name Name
Source IP Address | m 30 |
Count 3 Wait Time |2 | seconds
Queries |3 |

18/232
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1.4 How to configure the switch to backup events on a
SYSLOG server

The example showsadministrators how to set up the switch to send
system log events to a remote syslog server.

PC-1 Switch-1 Syslog Server
IP:192.148.1.100 IP:192.148.1.1 [P:192.148.1.200
[ J Port | W Port 2 , ‘

Figure 4  Upload the syslog automatically to the server

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Firmware Version: V4. 80).
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1.4.1 Configure the Switch -1

1

Enter the web GUIl and goto  Menu > SYSTEM> Syslog Setup >
Syslog Server Setup > Add/Edit . Enable the Activate setting and
set up the server IP address. In this example, itis 192.168.1.200.
Choose the Log Level you prefer ( Level 0-7 in this example). The
wider the range, the more detailed log will be recorded.
Remember to click 0Apply 6.

Acftive

.

Server Address 192.168.1.200

UDP Port 514
Log Level Level 0-7 v
Apply Clear Cancel
U Note:

Log Level refers to which events should be sent to the Syslog Server.

Severity: Emergency (0), Alert (1), Critical (2), Error (3), Warning (4), Notice
(5), Informational (6), and Debug (7)

2 Inthe same page, activate the Syslog and activate the
logging type you prefer.  Also, remember to click  0Apply 6.
Syslog Setup
Active

Logging Type Active Facility
System [local use 0 v|
Interface [localuse 0 v|
Switch |local use 0 v|
AAA |local use 0 v |
P [local use 0 v|
Cancel
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3 Click Save to save the configuration.

Q ¢ |&] N B & B
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1.4.2 Test the Result
1 Unplug and re -plug PC -1 from the switch

2 The Syslog Server should receive an event log from the switch

& Tftpd64 by Ph. Jounin — O X
Current Directory IE:\app\Tflpd84 Zl Browse
Serverintetaces 1157 168.1.200 | Irtel(R) Ethemet Connection 1219 | Show Dir

Titp Server | Tip Client | DHCP server |5}'$|09 server I Log viewer |

text fram date

akb -04:45+08 ication: inlogn [IP... 192168.1.2 2311 00:05:09...
<135 2022-11-29T700:07:58+08:00 XGS 2220 interface: Port 1 link down 192168.1.2 29411 00:08:23...
<135> 2022-11-29T00:08:04+08:00 XGS 2220 interface: Port 1 link up 1G/F 192168.1.2 2911 00:08:29....
Clear | Copy
About Settings | Help

3 We can also check the directory (0C:\ app \ Tftpd6406 in this
example) to find out if atext file is created on the Syslog Server.

| ] EUPL-EN
2 titpd32
| thpd32
& thpded

&F uninstall
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1.4.3 What could go wrong?
1 If Switch -1 and Syslog Server are in different subnet s, remember
to set default gateway so that Switch -1 and the Syslog Server
can communicate with each other

2 Confirm the service port number of the Switch -1 and the Syslog
Server are the same. (Default service port for the Syslog Server
in the Switch -1 is514).

Active m
Server Address [ 192.168.1.200
UDP Port

Log Level

(@3]
S

Apply Clear Cancel

23/232



S—— ZY XEL

NETWORKS

1.5 How to configure the switch with a port name to quickly
identify directly connected devices

The example shows administrators how to configure the switch with a
port name to quickly identify directly connected devices . By doing this,
administrators and quickly identify which port connects to which device,
location, or section of the network.

PC Switch-1 Switch-2
IP:192.148.1.100 IP:192.168.1.1 _EEEI:-
J.' Port 2
- Port3
i
AP

Figure 5 Configure the port name of the switch

U Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS2220-30 (Firmware Version: V4. 80).
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1.5.1 Configure Switch-1
1 Enter the web GUlandg oto Menu > Port > Port Setup. Type the
name of each directly connected devices on the
corresponding port name . For example, you can type Switch -
2 in port 2 and AP in port 3. Then click 0Apply 0.

Port Active Name Speed / Duplex Flow Confrol

—
! .
2 Switch-2 Disable v
2 .
. Siobie v

2 Click Save to save the configuration.

Q O |&] §\ @ & B

!
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1.5.2 Test the Result

1 Goto Menu> Monitor > Port Status. You will see the name you
type in the column of name.

Port Name Link state LACP
1 Down STOP Disakbled
2 Switch-2 1G/F FORWARDING Disabled
3 AP 1G/F FORWARDIMNG Disabled
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1.6 How to collect the Diagnostic Info

The example shows local administrators how to collect the Diagnostic
Info by web GUI . The Diagnostic Info is a set of log s that includes useful
information such as System Information, CPU utilization history, system
logsand debug reports for issue analysis.

P switeh-1
IP: 192.168.1.100 Default IP: 192.148.1.1

Figure 6  Collect the Diagnostic Info from web GUI

Y Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your  actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Firmware Version: V4. 80).
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1.6.1 Collect the Diagnostic Info from web GUI
1 Enter the web GUI and go to  Menu > Maintenance > Tech -
Support. Click the Download button for ~ All. You can also s elect
the specific Diagnostic Info you need . (Ex: Crash, ROM,é ..)

All Download

Crash Download
CPU Download
Memory Download
Mbuf Download

ROM Download

i

L3 Download
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1.6.2 Test the Result

1

Open the file and you can view the Diagnostic Info. (In this
example, we use the Notepad++ to open the .txtfile. )

File Edit Search Yiew Encoding Language Settings Tools Macro Run Plugins Window I x
cEHB R LWk atg % GHESH EIRAeBEHBR
(8 row 127 3 I rechSuppon_alliog 3| [l new 120 3 .ln--alu\dl.\w 131 a'.m 132 a‘.m 134 63 I new 133 3] W@new 112 3 @ oew 135 3] I vew 125 3] oo 136 €3 H vochsupyee_alllog Eil "
] ~
! Time : 177:26:13 show asystem-information maclock :638774539
q
6 Product Model : XG52220-30
I System Name ¢ Switch-1
System Mode : Standalone
9 Contact H
10 System Location
11 System up Tin 177:26:13 (2612ed0b ticks)
12 Ethernet Address 3 00:19:cb:00:00:01
13 Bootbase Version : V1.00 | 06/13/2022]
14 ZyNOS F/W Ve : V4.80(ABXN.0) | 08/03/2022
15 Hardware Ver @ V1.0
16 Config Boot Image : 1
17 Current Boot Image : 1
18 Current Configuration HE!|
19 RomRasSize i 6440206
20 Serial Number HEP$8.835731315 813875 /315 4
21 Register MAC Addressa : 00:19:cb:00:00:01
24 Time : 177:26:13 ========== show time = ===sscssscsssss=s msclock :638774639
Normal texst file length : 3,088,965 lines: 29,427 n:13 Col:41 Pos: 341 Unix (LF) UTF-8 INS
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1.7 How to change the default administrator password

The example shows administrators how to c hange the default
administrator password used for managementaccess . Failure to change

the default administrator password is a security risk that allows
unaut horized user access to your

devi

P switeh-1
IP: 192.168.1.100 Default IP: 192.148.1.1
7

Figure 7 Change the default administrator password

7 Note:
All network IP addresses and subnet masks are
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS2220-30 (Firmware Version: V4. 80).

used as examples in this article.
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1.7.1 Change the default administrator password
1 Entertheweb GUlandgoto Menu> System > Logins. Enter the
Old Password and New Password. T hen click 0Apply 6.

Administrator

Old Password

New Password ~ [eeees

Retype to confirm [ ----- | ]

Please record your new password whenever you change it. The system will lock you out if you have forgotten your

2 After click ing the 0Apply 6, the browser will show a message

similar below.

Please close the browser before using the new password.
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1.7.2 Test the Result

1 Close the web GUI and login again with the OLD password .
Theloginpage willshow ol nvalid username or pas

XGS$2220-30

Enter User Name/Password and click Login.

Invalid username or password.

2 Use the new password to login . Switch -1 web GUI should be
accessible.
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1.8 How to configure a whitelist for remote management to
prevent unauthorized access

The example show s administrators how to configure a whitelist for host
devices that prevent s attempted access from unauthorized devices  or
subnets. The whitelist inspects the source IP addresses of hosts and the
type sof service saccessing the switch (Ex : Telnet, FTP, HTT® ..).

PC-1
IP:192.168.10.100
Ir___
AdministratorPC Switch f"
IP:192.168.1.100 VLAN 1, Default IP: 192.168.1.1 ;
— VLAN0, IP192.168.10.1 —7
= 1
III
—7
PC-2
IP:192.168.10.200

Figure 8  Configure the whitelist for remote management

U Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Firmware Version: V4. 80).
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1.8.1 Configure the whitelist of the remote management
1 Enterthe web GUland goto  Menu > Security > Acces s Control
> Remote Management using AdministratorPC . Enter the range
of IP address es and the corresponding types of services that
are allowed to access the Switch.  Then click 0Apply 6.

Secured Client Setup

Eniry Active Siart Address End Address Telnet FIP HTTP ICMP SNMP SSH HTTPS
1 [on @) | 192.168.10.100 H 192.168.10.200 | | |
2 @) [0 ||[21020 | [@ |
3 ED [oooo0 0.0.0.0
4  oFF 0.0.0.0 0.0.0.0
5 ED o000 0.0.0.0
3 EID [oo00 0.0.0.0
7 ) oFF ] 0.0.0.0 0.0.0.0
8 ED o000 0.0.0.0
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1.8.2 Test the Result
1 In the setting, we set the IP range: 192.168.10.100-
192.168.10.120, which is allowed to access the Switch by all
protocol types, EXCEPT HTTP Therefore, if we use PC-1
(192.168.10.100) to access the Switch by HTTRthe Switch will
refuse the connect ion. If we try to access the web GUI by  HTTPS
(Enter the https://192.168.1 0.1), PC-1 can connect to the Switch

successfully.
]
—

This site can't be reached

192.168.10.1 refused to connect.

2 The PC-2(192.168.10.200) is not in the range which i s allowed to
access the Switch . PC-2cannot access or ping the
management IP address

1 L

-

This site can't be reached

192.168.10.1 refused to connect.

3 Administrator PC can access the Switch by  all service types
successfully.

1.8.3 What could go wrong?
1 The IP address is setting up repeatedly, but the setting is
different. The logic rule of whitelistis OR.
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For example, if we set the range of the IP address es shown
below. 192.168.10.120 is repeatedly set up accidently. The
resultisthat all types of services are ALLOWEDfor 192.168.10.120.

Secured Client Setup

Entry Active Start Address End Address Telnet FTP HTTP ICMP SNMP SSH HTTPS

! [192.168.10.000 | [[192.168.10.120 |

2 |[192.168.wowzo ]l [192.168.1.120 |

2 If the administrator has forgotten or lost track of the whitelisted
IP addresses, the administrator will not be able to access the
Switch. To solve this problem, use Console to verify the setting s.
Administrators can find out which IP addresses are allowed to

access the Switch by reviewing the running configurations

HGS22201 ]
KGS2220# show running-config
Building contiguration. ..

Current configuration:

: Product Name = XG$2220-3
: Firmware Version = V. SG(HBKN o) | 08/03/2022
no service-control snmp
no remote-management 1 service telnet ftp http
vlan 1
name 1
normal ""
fixed 1-30
forbidden ™"
untagged 1-30
ip address 192.168.1.2 255.255.255.0
ip address default-gateway 192.168.1.1
exit
interface route-domain 192.168.1.2/24
exit
interface vlan 1
ipub
ipv6 address dhcp client 1a-na
ex1t
time timezone 800
timesync server 216.239.35.12
11mpsvnc ntp
service-control http 80 180
remote-management 2
remote-management 1 start-addr 192.168.10.100 end-addr 192.168.10.200 service icmp snmp ssh https

Q" Note:
If the Switch does not support Console , please check the manual of your
Switch model to find  out how to restore device to factory default settings
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Designing the Local Area Network

2.1 How to configure the switch to separate traffic between
departments using VLAN

The example shows administrators how to set up the switch to make
separate traffic between departments. Using Static VLAN, hosts
accessing the same VLAN will only be able to communicate with hosts
accessing the same VLAN.

VLANIO i L VLANTO
PC-1 AdministratorPC PC-3
IP:192.168.10.101 |  IP:192.168.1.105 {1P:192.168.10.103

Port 2 Switch-1 Switch-2 Port 4
............................... VLAN I, IP:192.168.1.1 VLANT, IP:192.168.1.2 | ...
—— H H p—
i |
I : : L
PC2 P oPC4
IP:192.168.20.102 L IP:192.168.20.104
VLAN20 VLAN20 |

Figure 9  Setup VLAN to separate the traffic between
departments

"0 Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Firmware Ver sion: V4.80).
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2.1.1 Configure Switch-1
1 Use AdministratorPC to set VLAN 1 in Switch-1: Port 1, 2 as
Normal port. (Prevent VLAN 1 broadcast packets to port 1, 2).
Enter the web GUl and goto  Menu > Switching > VLAN > VLAN
Setup > Static VLAN > Select VID 1 > Add/Edit . Select port 1, 2
as Normal . Click 0Apply 6.

Aclive m

Name I 1 l

VLAN Group ID | 1 |

Port Control Tagging
Tx Tagging
1 © Normal Fixed Forbidden Tx Tagging
2 O Normal Fixed Forbidden T Tagging
3 Normal O Fixed Forbidden Tx Tagging
4 Normal O Fixed Forbidden Tx Tagging
5 Normal O Fixed Forbidden Tx Tagging

2 Use AdministratorPC to create  VLAN 10 in Switch-1: Enter the
web GUI and goto Menu > Switching > VLAN > VLAN Setup >
Static VLAN > Add/Edit . Enable the Active setting . Type the
Name and VLAN Group ID= 10. Select port 1, 5 as Fixed and
uncheck Tx Tagging ( Untagged ) on port 1 and check Tx
Tagging ( Tagged )onport 5.C1 i Apply O .

Active m

Name [VLAN10 |

VLAN Group ID || 0 |

Port Control Tagging

* Tx Tagging
1 Normal Forbidden
2 © Normal Fixed Forbidden T Tagging
3 O Normal Fixed Forbidden Tx Tagging
4 © Normal Fixed Forbidden Tx Tagging
5 Normal | O Fixed | Forbidden | e Toggingl
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VLAN 20 in Switch-1: Enter the

web GUI and goto  Menu > Switching > VLAN > VLAN Setup >
Static VLAN > Add/Edit . Enable the Active setting . Type the
ID=20. Select port 2, 5 as Fixed and

Name and VLAN Group

uncheck Tx Tagging ( Untagged ) on port

2 and check Tx

Tagging (tagged )onport 5. C1 Apphkd .0

Active m

Name [VLAN20 ]

VLAN Group ID [20 ]l

Port Control Tagging

: B Tagging
1 O Normal Fixed Forbidden Tx Tagging
2 Normal Forbidden
3 © Normal Fixed Forbidden Tx Tagging
4 O Normal Fixed Forbidden Tx Tagging
5 Normal Forbidden | Tx Tagging |

4 Set the PVID on Switch-1: Go to Menu > Switching > VLAN >
VLAN Setup > VLAN Port Setup. Set port 1 as PVID=10 (VLAN 10)
and port 2 as PVID= 20 (VLAN 20).

Acceptable Frame
Type

All v

All v

(Al ~

Port Ingress Check PVID

: —
[ )|
3 1

:
:

I

Al

All v

All v

VLAN Trunking Isolation
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2.1.2 Configure Switch-2
1 Use AdministratorPC to set VLAN 1 in Switch-2: Port 3, 4 as

Normal port (this prevents VLAN 1 from broadcast ing packets
to port 3, 4). Enter the web GUI and go to Menu > Switching >
VLAN > VLAN Setup > Static VLAN > Select VID 1 > Add/Edit .
Select port 3,4as Normal. C1| Applhkd .0

Active m

Name [] ]

VLAN Group ID [1 ]

Port Control Tagging
Tx Tagging
1 Normal O Fixed Forbidden Tx Tagging
2 Normal O Fixed Forbidden T Tagging
3 O Normal Fixed Forbidden Tx Tagging
4 O Normal Fixed Forbidden T Tagging
5 Normal O Fixed Forbidden Tx Tagging

Use AdministratorPC to create  VLAN 10 in Switch-2. Enter the
web GUI and goto  Menu > Switching > VLAN > VLAN Setup >
Static VLAN > Add/Edit . Enable the Active setting. Type the
Name and VLAN Group ID= 10. Select port 3, 5 as Fixed and
uncheck Tx Tagging ( Untagged ) on port 3 and check Tx
Tagging ( tagged ) on port 5. Click 0Apply 6.

Active m

Name 'VLAN10 |

VLAN Group ID [10 ]

Port Control Tagging
Tx Tagging

1 O Normal Fixed Forbidden Tx Tagging
2 © Normal Fixed Forbidden Tx Tagging
3 Normal Forbidden
4 © Normal Fixed Forbidden Tx Tagging
5 Normal Forbidden | Tx Tagging |
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3 Use AdministratorPC to create VLAN 20 in
web GUI and goto  Menu > Switching > VLAN > VLAN Setup >
Static VLAN > Add/Edit . Enable the Active setting. Type the
Name and VLAN Group ID=20. Select port 4, 5 as Fixed and

4 and check Tx

uncheck Tx Tagging ( Untagged ) on port

Tagging ( tagged ) on port 5. Click 0Apply 6.

ZYXE

L
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Switch -2. Enter the

Active m
Name 'VLAN20 |
VLAN Group ID “20 ]|
Port Control

:

1 O Normal Fixed

2 O Normal Fixed

3 © Normal Fixed

4 Normal E Fixed

5 Normal Fixed

Forbidden
Forbidden
Forbidden
Forbidden

Forbidden

Tagging
Tx Tagging
Tx Tagging
Tx Tagging
Tx Tagging

Tx Tagging
Tx Tagging

4 Set the PVID on Switch-2: Go to Menu > Switching > VLAN >
VLAN Setup > VLAN Port Setup. Set port 3 as PVID=10 (VLAN 10)

and port 4 as PVID=20.

Port  Ingress Check PVID ACCGP'T'-;?: Frame
E—
|
2 Al v
g [0 Al >
‘ Al v

VLAN Trunking Isolation
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2.1.3 Test the Result

1 The PC in the same VLAN can ping each other . PC-1 can ping

PC-3 successfully, but PC -1 cannot ping PC -2.
Cisllzersslser>ping 122168180183 —t

Pinging 192.168.18.183 with 32 bytes of data:

Reply from 192.168.108.183: bytes=32 time<ims TTL=128
Reply from 192.168.180.183: hytez=32 time<ims TTL=128
Reply from 192.168_.18.183: hytes=32 time<ims TTL=128

C:~UserssUserrping 192.168.20.1682

Pinging 192.168.20.102 with 32 hytes of
tranzmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.

2 PC-2 can ping PC -4 successfully, but PC -2 cannot ping PC -3.
C:sUsersslseriping 192 _168_20.1684 —t

Pinging 192.168.28.184 with 32 bytes of data:

Reply from 192.168.20.184: bytes=32 time<ims TTL=128
Reply from 172.168.28.1084: bytez=32 time{imz TTL=128
Reply from 192 _168_20_184: bytes=32 time<ims TTL=128

C:slsersslser>ping 172.168.18.183

Pinging 192.168.18.183 with 32 hytes of
transmit failed. General failure.
tranzmit failed. General failure.

PING: tranzmit failed. General failure.

PING: tranzmit failed. General failure.
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the switch to route traffic across VLANS

The purpose of VLANS are to isolate one broadcast domain from another
If we would like hosts from different VLANs to communicate with each

other , we have to set the switch to route traffic.
to configure the switch to route traffic across

The example shows how
one VLAN to another .

VLAN 10

VLAN 20

AdministratorPC

IP: 192.168.1.100
lllllllllllllllllllllllllllllllllllllllllllllllllllll | NN NN NN NN NN EE NN NN NN NN NN NN NN NN NN
: f
= —
[ Port 1 4 Port24  : porip |
=7 : : = ""7
i Switch i ;
i - VLANID P 92168001 |
IP: 192.168.10.100 QI s IP: 192.168.20.100
¢ VLANZ0, 1P 192.168.20.1

Figure 10

Set up switch to route traffic across VLANS

Q" Note:

All network IP addresses and subnet masks are used as examples in this article.

Please replace them with

your actual network IP addresses and subnet masks. This

example was tested using XS3800-28 (Firmware Version: V4. 80).
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2.2.1 Configure VLAN 10
1 UseAdministratorPC to create VLAN 10. Enter the web GUI and
go to Menu > Switching > VLAN > VLAN Setup > Static VLAN >
Add/Edit . Enable the Active setting. Type the Name and VLAN
Group ID= 10. Select port 1 as Fixed and uncheck Tx Tagging
(Untagged). Click  0Apply 6.

Active m

Name [VLAN10 |

VLAN Group ID || 0 |

Port Control Tagging
Tx Tagging

1 Normal Forbidden
2 © Normal Fixed Forbidden Tx Tagging
3 © Normal Fixed Forbidden Tx Tagging
4 © Normal Fixed Forbidden Tx Tagging
5 © Normal Fixed Forbidden Tx Tagging

2 Goto Menu > Switching >VLAN > VLAN Setup > VLAN Port Setup.
Set the PVID. Set port 1 as PVID=10 (VLAN 10). Click oApply 6.

Port Ingress Check PVID Accepl;;l;l: G VLAN Trunking Isolation
]
|
2 Al v
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3 Create a Static IP Address for Switch in VLAN 10 (To be the
gateway in VLAN 10) : Go to Menu > SYSTEM> IP Setup > IP
Setup > IP Interface > Add/Edit . Set the Static IP Address:
192.168.10.1 for Switch in VLAN 10. Click 0Apply 6.

DHCP Client
Option-60
Class-ID [Zyxel Corporoﬁor]

O static IP Address

IP Address [192.168.10.1 ]
IP Subnet Mask [255.255.255.0 ]
vID[10 ]

Apply Clear Cancel
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2.2.2 Configure VLAN 20

1

Create VLAN 20. Follow the same steps. Go to Menu >
Switching > VLAN > VLAN Setup > Static VLAN > Add/Edit .
Enable the Active setting. Type the Name and VLAN Group
ID=20. Select port 2 as Fixed and uncheck Tx Tagging
(Untagged). Click  0Apply 6.

Active m

Name [VLANZ20 |

VLAN Group ID IQO |

Port Control Tagging

- Tx Tagging
1 O Normal Fixed Forbidden Tx Tagging
2 Normal O Fixed Forbidden Tx Tagging
3 © Normal Fixed Forbidden Tx Tagging
4 O Normal Fixed Forbidden Tx Tagging
5 © Normal Fixed Forbidden Tx Tagging

Goto Menu > Switching >VLAN >VLAN Setup > VLAN Port Setup.
Set the PVID. Set port 2 as PVID=20 (VLAN 20). Click 6Apply 6.

Acceptable Frame

Port Ingress Check PVID Type VLAN Trunking Isolation
1
2 A
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3 Create a Static IP Address for Switch in VLAN 20 (To be the
gateway in VLAN 20) . Go to Menu > SYSTEM> IP Setup > IP
Setup > IP Interface > Add/Edit . Set a Static IP Address:
192.168.20.1 for Switch in VLAN 20. Click 0Apply 6.

DHCP Client
Cption-60
Class-ID |I\,f:<e Cc:-roorc:fio-|

0 siotic IP Addres:

IP Address [192.168.20.1 |
IP subnet Mask |255.255.255.0 |
vID|20 |
Apply Clear Cance
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2.2.3 Set the gateway on PC-1and PC-2

1 Setthe Gateway of PC-1 as 192.168.10.1 (The Static IP Address
of Switch in VLAN 10).

Internet Protocel Version 4 (TCP/IPvd) Properties m

. —
General

You can get IP settings assigned automatically if vour network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(@) Use the following IP address:

IF address: 192 . 168 . 10 . 100
Subnet mask: 255,255,255, 0
Default gateway: 192 . 168, 10 . 1

CObtain DMS server address automatically
(@) Use the following DMS server addresses:

Preferred DMS server:

Alternate DS server: . . o

[ validate settings upon exit

I K I[ Cancel ]
| I
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2 Set the Gateway of PC

-2 as 192.168.20.1 (The Static IP Address
of Switch in VLAN 20).

Internet Protoceol Version 4 (TCP/IPvd) Properties M

. —
General

You can get IP settings assigned automatically if your network supparts

this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@ Uge the following IP address:

IF address: 192 . 168 . 20 ., 100
Subnet mask: 255,255,255 . 0
Default gateway: 192 . 168 . 20 . 1

Obtain DNS server address automatically
i@ Use the following DNS server addresses:

Preferred DMNS server:

Alternate DMS server:

[ validate settings upon exit

|

| | ok || cancel |
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2.2.4 Testthe Result

1 PC-1can ping PC -2 successfully.
C:sUserssUser>ping 192 _168_.200.1008

Pinging 1%92.168.20.18080 with 32 bytes of data:

Reply from 192.168.20.1860: hytez=32 time<ims TTL=128
Reply from 172.168.20.180: hytez=32 time<ims TTL=128
Reply from 192 _168_20.1008: bytesz=32 time{ims TTL=128

Reply from 172.168.20.1860: hytez=32 time<ims TTL=128

Ping statistics for 192.168.20.108:

Packets: Sent = 4, Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli-—seconds:

MHinimum = Bms, Maximum = Bms,. Average = Bms
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2.2.5 What could go wrong
1 If PC-1 cannotreach PC -2:

a. Verify that the subnet of PC -1 is not using the same
subnet as that of PC-2.

b. Verify that the default gateways of PC -1 and PC -2
matches the Switchds I P interface ol
VLANS.

c. Make sure that there are no policy routes using the
subnet of PC -1 or PC-2 as a destination IP criteria.
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2.3 How to configure the switch to perform DHCP service in a
VLAN

The example shows administrators how to configure the switch to
provide dynamic IP address es to hosts in each VLANS.

: VAN T0

{ PC-1

i Network: 192.168.10.0 | AdministratorPC
i Netmask: 255.255.255.0 IP:192.148.1.100

i Gateway: 192.168.10.1

] ]

"

Port 24

[ ] Switch
VLANT, IP:192.168.1.1

"._“,""/’ - VELAN 10, IP: 192.168.10.1
: DHCP Pool size: 10, IPrange: 192.168.10.11-192.148.10.20

i PC-2

Network: 192.168.20.0 VLAN 20, IP: 192.148.20.1
i Netmask:255.255.255.0 DHCP Pool size: 10, IPrange: 192.168.20.11-192.168.20.20
i Gateway: 192.168.20.1 |

VLAN 20

Figure 11  Perform DHCP service in different VLAN

V" Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XS3800-32 (Firmware Version: V4. 80).
Only L3 Switch supports the function of DHCP Server. (The models: 3700 series, 3800
series and 4600 series)

52/232




S—— ZY XEL

NETWORKS

2.3.1 Configure VLAN 10
1 UseAdministratorPC to create VLAN 10. Enter the web GUI and
go to Menu > Switching > VLAN > VLAN Setup > Static VLAN >
Add/Edit . Enable the Active setting. Type the Name and VLAN
Group ID= 10. Select port 1 as Fixed and uncheck Tx Tagging
(Untagged). Click  0Apply 6.

Active m )
Name |VLA\]]Q |
VLAN Group ID | 10 |
VLAN Type © nrlormal
ervcre

Association VLAN List | |

Port Control Tagging
- & 1x Tagging
1 Mermal Forbidden Tx Tagging
2 © rormal Fixed Forbidden B 1< Tagging
3 O rormal Fixed Fortoidden ® 1< Tagging

2 Goto Menu> Switching >VLAN > VLAN Setup > VLAN Port Setup.
Set the PVID. Set port 1 as PVID=10 (VLAN 10). Click oApply 6.

Port Ingress Check PVID Acceptable Frame Type
I
2
3 b ]

3 Create a Static IP Address for Switch in  VLAN 10 (IP Address to
be DHCP Server in VLAN 10): Goto Menu > SYSTEM IP Setup
> |P Setup > IP Interface > Add/Edit . Set the Static IP Address:
192.168.10.1 for Switch in VLAN 10. Click 0Add 6.
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DHCP Client
Cption-60

Class-ID

O static IP Address

IP Addrass

IP Subnet Mask

Zyxel Corporatior

[152.168.10.1

[255.255.255.0

Apply

Clear

Cancel
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1 Create VLAN 20. Follow the same steps. Go to
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Menu >

Switching > VLAN > VLAN Setup > Static VLAN > Add/Edit .

Enable the Active setting. Type the Name and
ID=20. Select port

VLAN Group

2 as Fixed and uncheck Tx Tagging
(Untagged). Click  0Apply 6.

Active

Name
VLAMN Group ID

VLAN Type

Association VLAN List

Port

1 0 rormal
2 MNormal
3 O rormal

L on @)
[VLANZO |
[20 |
O rormal
Private
| |
Control
Fixed Forbidden
Forbidden
Fixed Forbidden

Tagging
® 1x Tagging
B 1% Tagging

Tx Tagging

B 1x Tagging

2 Goto Menu> Switching >VLAN > VLAN Setup > VLAN Port Setup.
Set the PVID. Set port 2 as PVID=20 (VLAN 20). Click oApply 6.

Port Ingress Check

P N - .

PVID

0

0

Acceptable Frame Type
I

Al

2l (z] || |2
<| (<] [¢] ¢

All

<

3 Create Static IP Address for Switch in VLAN 20 (IP Address to be
DHCP Server in VLAN 20): Goto Menu > SYSTEM> IP Setup > IP
Setup > IP Interface > Add/Edit . Set the Static IP Address:
192.168.20.1 for Switch in VLAN 20. Click 0Add 6.
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DHCP Client
Cptlion-60

Class-ID Zyxel Corporatfior

O stafic IP Address

P Addrass [192.168.20.1 |
IP Subnet Mask [255.255.255.0 |
Apply Clear Cancel
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2.3.3 Configure the Switch and PC

1 Set up DHCP Server in VLAN 10: Go to Menu > Networking >
DHCP > DHCPv4 Server > DHCP Server Setup > Add/Edit . Set up
the VID (VLAN of PC -1). The Client IP Pool Starting Address refers
to the firstIP Address the Switch will assign to DHCP clients . The
Size of Client IP Pool refers to the maximum number of IP
addresses the switch will provide . Set the gateway as the IP of
the Switch in VLAN 10 ( 192.168.10.1). Click 0Add 6.

Client IF Pool Starting Address W'

Size of Client IP Pool | 10 |

IP Subnat Mask |255,255,255.D |

Default Gateway | 192.143.10.1 |

Primary DS Server |D.D.D.D |

Secondary DMS Server |D.D.D.D |

Lease Time O infinite
Days Hours 00w Minutes 00

Unavailable Lease Time Darys E Hours Minutes
Clear Cancel

0" Note:

In this example, the pool size is 10 and the starting IPaddress is 192.168.10.11.
Therefore, the IP range that the DHCP Server will assign is between
192.168.10.11 and 192.168.10.20.

2 Set up DHCP Server in VLAN 20: Go to Menu > Networking >
DHCP > DHCPv4 Server > DHCP Server Setup > Add/Edit . Set up
the VID (VLAN of PC -2). The Client IP Pool Starting Address refers
to the firstIP Address the Switch will assign to DHCP clients . The
Size of Client IP Pool refers to the maximum number of IP
addresses the swi tch will provide . Set the gateway as the IP of
the Switch in VLAN 20 ( 192.168.20.1). Click 0Add 6. Click 0Add 6.
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—
Client IP Pool Starting Address | 192.1658.20.11 |
size of Client IP Poal | 10 |
IP 3ubnet Mask |255,255.255.D |
Default Gateway | 192.188.20.1 |
Primary DS Server |D.D.D.D |
Secondary DNS Server |D.D.D.D |
Lease Time O infinite
Days Hours 00w Minutes 00w
Unavailable Lease Time Diarys E' Hours Minutes
Clear Cancel

\ll

" Note:

In this example, the pool size is 10 and the starting IPaddress is 192.168.20.11.
Therefore, the IP range that the DHCP Server will assign is between
192.168.20.11 and 192.168.2 0.20.

3 Set PC-1 and PC -2 as DHCP clients by configuring IPv4 to
0ODbtain an IP Address automatically 6.
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Internet Protocol ¥Yersion 4 {TCP/IPv¥4) Properties

General | alternate Configuration I

You can get IP settings assigned automatically if your network supports
this capability . Otherwise, vou need ko ask vour network administrator
for the appropriate IP setkings,

¥ obtain an IF address automatically

—1{" Use the Following IP address:

IF address: I

Subnet mask: I

Default gateway: I

{% {bkain DNS server address automnaically:

—{" Use the Following DMS server addresses:

Preferred DS server: I

flbernate DS server; I

™ | validate settings upan exit Advanced. .. |
(0] 4 I Cancel |
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2.3.4 Test the Result
1 PC-1 can get the IP Address assigned by Switch successfully.
We can check this by using the command oipconfig 6
command prompt . PC-1 will get an IP address in the range of

192.168.10.11-192.168.10.20 and the gateway is192.168.10.1.

BN Administrator: C:\Windows\system32\cmd.exe

C:\Users\User>ipconfig

Jindows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
$Fe. = = 5. v 5. = = = = = TS 168:10.11
........... :1255.255.255.0
- oo oo o ow w SHTE-10810:1

2 PC-2 can get the IP Address assigned by Switch successfully.
We can check this by using the command oipconfig 6
command prompt . PC-2 will get an IP address in the range of:
192.168.20.11-192.168.20.20 and the gateway is192.168.20.1.

B Administrator: C:\Windows\system32\cmd.exe . o

C:\Users\User>ipconfig -

Windows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State : Media disconnected
Connection—specific DNS Suffix H

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

:1192.168.20.11
:|255.255.955 @
:1192.168.20.1
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2.3.5 What Could Go Wrong

1

If some devices are no longer receiving any dyna mic IP
address from the DHCP server, consider increasing the Size of
Client Pool.

If you want to surf the Internet using a URL or domain name
please remember to setup  DNS Server.

Client IP Pool Starting Address | 192.1658.20.11 |

Size of Client IP Pool | 10 |

IP Subnet Mask |255,255.255.D |

Default Gateway | 192.188.20.1 |

Primary DNS Server |3,3,0,0 |

Sscondary DNS Server |D.D.D.D |

Lease Time O infinite
Days Hours 00w Minutes 00w

Unavailoble Lease Time Days lI' Hours Minutes
Clear Cancel
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2.4 How to Configure the Switch to Translate Customer VLAN
to Service Provider VLAN

VLAN Mapping provides a mechanism to map a Customer VLAN to a
service provi der 0sVLANL Radkets réaeiged snlagporte d
will map to a Translated VLAN based on a port ID and customer VLAN ID
from packets.

VLAN Mapping also can be used to prevent traffic from forwarding
between different customers when they use the same VLAN in their own
networks. In the following example, both of company A and company

B use the same VLAN 10. When company A sends traffic to an ISP
network, the traffic is possible to be forwarded to company B across a
core switch because both of the companies are in the same VLAN 10.

Company A
Edge Switch

_—@ VLAN=100
‘I &
+—— — -

R B B B

/ Core Switch
VLAN=100

Company B Edge Switch

Once VLAN Mapping is configured on edge switches, it can translate
customer VLANs of company A and company B to different VLANS
respectively. Thus, the traffic will not be forwarded between company A

and company B since they are in the different VLANs after processing
VLAN translation on edge switches.

Company A
Edge Switch

""" R R
/ . Core Switch
VLAN=100

Company B Edge Switch Company A VLAN 100 <-> VLAN 1001
Company B: VLAN 100 <-> VLAN 1002

62/232



S—— ZY XEL

NETWORKS

The following example will instruct how an administrator configures a
switch to achieve VLAN translation.

- VLAN 100 <-> VLAN 1001
PVID=100 Port 9 Port 9 PVID=1001
— B=:EGEE) E=S=EE-—— 3] —
Port 1 Port 1 Port 26 Port 1
192.168.1.100 Edge Switch-1 Core Switch Edge Switch-1 152.168.1.200

U Note:
The example was tested using two GS222 0 (Firmware Version: V4. 80) as edge
switches, and one XGS 2220 (Firmware Version: V4. 80) as a core switch.
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2.4.1 Configuration on the Core Switch

1 Access to the web GUI, Go to

Mapping. Enable the Active setting and activate port
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Menu > Switching > VLAN
1.

Active

| oN @)

Port

Active

s W N -

2 Goto Menu > Switching > VLAN Mapping > VLAN Mapping
Setup > Add/Edit . Enable the Active setting and type the
Name . Set Port as 1, VID as 100, and Translated VID as 1001.

Sel ect

Priority value

as

Name [c_viD100_P3
Port
VID

Translated VID

Izl ][~
|l O

Priority

Apply Clear

Cancel

3

(Optional),

3 Goto Menu> Switching > VLAN > VLAN Setup > Static VLAN
Setup. Check the Active box, type the Name and VLAN

Group ID = as 1001. Select port 1, 26 as Fixed, and click
OApply 6 .
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Active m
Name [VLAN_1001 |
VLAN Group ID | 001 ||
Port Control Tagging
. [Normal v Tx Tagging
1 Normal O Fixed Forbidden Tx Tagging
2 O Normal Fixed Forbidden Tx Tagging
3 O Normal Fixed Forbidden Tx Tagging
4 O Normal Fixed Forbidden Tx Tagging
5 O Normal Fixed Forbidden Tx Tagging
6 O Normal Fixed Forbidden Tx Tagging
24 © Normal Fixed Forbidden Tx Tagging
25 O Normal Fixed Forbidden Tx Tagging
26 Normal O Fixed Forbidden Tx Tagging
27 O Normal Fixed Forbidden Tx Tagging
28 © Normal Fixed Forbidden Tx Tagging

s

Q" Note:

VLAN recei ved on port 26 will

NOT be forwarded to port 1.

Create a Static VLAN only for the Translated VLAN, and set both of ports as

members for the Translated VLAN. Otherwise the packets from the Translated

65/232



S—— ZY XEL

NETWORKS

2.4.2 Configuration on the Edge Switch

1 Setup Customer Switch -1: Access to the web GUI. Goto  Menu
> Switching > VLAN > VLAN Setup > Static VLAN Setup . (If you
are using V4.70 firmware, please goto  Menu > Advanced
Application > VLAN > VLAN Configuration > Static VLAN
Setup.) Check the Active box, type the Name and VLAN
Group ID = as 100. Select port 1 as Fixed and uncheck Tx
Tagging (Untagged). Select port 9 as Fixed, and click

OApply O .
Active m )
Name [VLANTOD |
VLAN Group ID 100 |
Port Control Tagging
W' Tx Tagging
1 Normal O Fixed Forbidden Tx Tagging
2 O rormal Fixed Forbidden Tx Tagging
3 O rormal Fixed Forbidden Tx Tagging
4 © rormal Fixed Forbidden Tx Tagging
5 O rormal Fixed Forbidden Tx Tagging
4 O rormal Fixed Forbidden Tx Tagging
7 O rormal Fixed Forbidden Tx Tagging
8 O riormal Fixed Forbidden Tx Tagging
9 Normal O Fixed Forbidden Tx Tagging
10 © rormal Fixed Forbidden T Tagging
11 © rormal Fixed Forbidden Tx Tagging

2 Setup Customer Switch -1: Go to Menu > Switching > VLAN >
VLAN Setup > VLAN Port Setup (If you are using V4.70 firmware,
please go to Menu > Advanced Application > VLAN > VLAN
Configuration > VLAN Port Setup .) Set port 1 PVID=as 100 (VLAN
100), anhApplgd.i ck o
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Port Ingress Check PVID Acceptable Frame Type
I
2
3

3 Setup Customer Switch -2: Go to Menu > Switching > VLAN >
VLAN Setup > Static VLAN Setup . (If you are using V4.70
firmware, please goto  Menu > Advanced Application > VLAN
> VLAN Configuration > Static VLAN Setup.) Check the Active
box, type the Name and VLAN Group ID = as 1001. Select port
1 as Fixed and uncheck Tx Tagging (Untagged). Select port 9
asFixed, and Apply&k&.k o

Active m )
Nome [VLAN1001 |
VLAN Group 1D |10-:>1 | |
Port Control Tagging
Tx Tagging
1 Mormal O Fixed Forbidden Tx Tagging
2 O rormal Fixed Forbidden Tx Tagging
3 O romal Fixed Forbidden Tx Tagging
4 O rormal Fixed Forbidden Tx Tagging
5 O rormal Fixed Forbidden Tx Tagging
& O rormal Fixed Forbidden Tx Tagging
7 O rormal Fixed Forbidden Tx Tagging
g O romal Fixed Forbidden Tx Tagging
9 Normal O Fixed Fortidden Tx Tagging
10 O normal Fixed Forbidden Tx Tagging
11 O rormal Fixed Forbidden Tx Tagging

4 Setup Customer Switch -2: Go to Menu > Switching > VLAN >
VLAN Setup > VLAN Port Setup (If you are using V4.70 firmware,
please go to Menu > Advanced Application > VLAN > VLAN
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Configuration > VLAN Port Setup .) Set port 1 PVID= as 1001
(VLAN 1001) ,Applynad. cl i ck o

Port Ingress Check PVID Acceptable Frame Type
—

,

2 I

3 I
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2.4.3 Test the Results

1 PC-1can ping PC -2 successfully.

C:\>ping 192.168.1.200

nd trip times
Maximum
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2 Configure Mirroring to verify the VLAN ID/Priority value in the

packets which are received on port 1 of the core switch, and

ensure they are the original value ~ VLAN=100/Priority=0 ). Access

to the web GUI and go to Menu > Switching > Mirroring >

Mirroring . Switch on the mirroring . Set the Monitor port as port 2,

which is used to monitor the traffic, and check the destination

he di

portlin this exampl e. Sel ect t
O0Apply 6 .
Active
Monitor Port
Port Mimrored Direction
.
1 |
2
3
i

3 Connect with another PC to port 2 of the

wireshark t o0 moni tor the

core switch. Open

p aicmpét s,

and
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(W Tiemp.

Yo Time Source Destination Protocol Length Ser Sy Info

s 10 2019-11-29 14:22:42.868199 192.168.1.100 192.168.1.200 1P 78 Echo (ping) request :

nE 13 2019-11-29 14:22:42.868908 192.168.1.200 192.168.1.100 ICHP 78 Echo (ping) reply  :
18 2019-11-29 14:22:43.869101[192.168.1.100 192.168.1.200 | ICHP 78 Echo (ping) request :
19 2019-11-29 14:22:43.869397 192.168.1.200 192.168.1.100 IcHP 78 Echo (ping) reply  :
23 2019-11-29 14:22:44.871108 192.168.1.100 192.168.1.200 ICHP 78 Echo (ping) request :
24 2019-11-29 14:22:44.871432 192.168.1.200 192.168.1.100 ICHP 78 Echo (ping) reply  :
28 2019-11-29 14:22:45.873120 192.168.1.100 192.168.1.200 IcHP 78 Echo (ping) request :
29 2019-11-29 14:22:45.873521 192.168.1.200 192.168.1.100 1P 78 Echo (ping) reply

> Frame 10: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @

» Ethernet II, Src: WistronI 30:0e:b8 (3c:97:0e:30:0e:b8), Dst: Inventec_27:04:93 (00:1e:33:27:04:93)
802.1Q Virtual LANJ PRI: @) DEI: o,] ID: 100

Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.200
> Internet Control Message Protocol

4 Configure Mirroring to verify the VLAN ID/Priority in the packets
sent out from port 26 of the core switch and ensure they should
be the translated values (  VLAN=1001/Priority=3 ). Goto Menu >
Advanced Application > Mirroring . Uncheck port 1 and check

port26. Sel ect the directi oApplyabs. 0 Bot h o,

Active

L o @)
Monitor Port

Port Mirrored Direction

*

ngress v

1 D Both v

ngress v

[\

ngress v

BN

ngress v

24

ngress v
25
| 26 Both

R

<

Nngress v

5 Connect with another PC to port 2 of the core switch. Open

wireshark t 0 moni tor the paionpéts, and fil
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[ [iemp
No. Tine Destinstion Protocol Length S Sy Info
= 11 2019-11-29 192.168.1.200 IcHP 78 Echo (ping) request
14 2019-11-29 192.168.1.100 ICHP 78 Echo (ping) reply
e 16 2019-11-29 192.168.1.200 | ICHP 78 Echo (ping) request
Ll 17 2019-11-29 197.168.1.100 ICMP 78 Echo (ping) reply
19 2019-11-29 192.168.1.200 cHP 78 Echo (ping) request
20 2019-11-29 192.168.1.100 IcHP 78 Echo (ping) reply
22 2019-11-29 192.168.1.200 IcHP 78 Echo (ping) request
L 23 2019-11-29 14:32:00.058888 192.168.1.200 192.168.1.100 cHP 78 Echo (ping) reply

» 802.1Q Virtual LAN,[PRI: 3] DEI: o,[1D: 161

> Internet Control Message Protocol

> Frame 16: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
> Ethernet II, Src: WistronI_30:0e:b8 (3c:97:0e:30:0e:b8), Dst: Inventec_27:04:93 (00:1e:33:27:04:93)

> Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.200
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Improving Network Reliability

3.1 How to configure a stacked switch to ensure high server
availability

The example shows administrators how to configure a stacked switch to
ensure high server availability . In this example, we stack Switch -1 and
Switch -2 into one logical switch . By stacking the switch together , even if
one switch goes offline , clients can still reach the server . Thisensures high
availability for servers. This example instructs administrators to disconnect

all links before configuring the  switches to avoid any network outa  ges
caused by broadcast storms.

Stacked System

Switch-1 [Master
¥53500-28
WLAN T, IP: 19201658110

port | | I Ol Fori2
Port 32 i

Switch-3
GS2220-50HP H
WLAM T, I 15921651 30

..... i : Server
155 HwH VLAMN 1, IP: 192,148.1.40

Port 32

Port2 |
2 Switch-2 (Backup)
- %S3600-28
VLAMN T, IP2192.148.1.100 WLAR T, IP 152 145.1.20

Figure 12  Configure the stacked switch

‘s

Y Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS3800-28 (Firmware Version: V4. 80) and GS2220 -50HP
(Firmware Version: V4. 80).

3.1.1 Configure Switch-1 and Switch -2 for Stacking
1 Setup Switch-1: Enter the we b GUl and g oto Menu > System >
Stacking > Stacking Setup . Key in the system priority (The higher
the number is, the higher priority it is to become a master) and
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click OApply 6. Enable the Active setting and click OApply 6.
Switch -1 will reboot.

Stacking Setup
Apply Cancel
Force Master Mode ‘m
System Priority
Apply Cancel
\I /
Q Note:

In this example, we set the priority of Switch -1 higher than Switch -2.
Therefore, Switch -1 will become the Master

2 Setup Switch-2: Enter the web GUIl and g oto Menu > System >
Stacking > Stacking Setup . Key in the system priority (The higher
the number is, the higher priority it is to become a master) and
click OApply 6. Enable the Active setting and click O0Apply 6.
Switch -2 will reboot.

Stacking Setup

Active
Apply Cancel
Force Master Mode { E
System Priority
Cancsl

3 Connect Switch-1 and Switch -2 together on port 28 using a 10 -
Gigabit tran sceiver.

\‘g’ Note:

The last four ports are usually reserved for stacking channels when the
switch is in stacking mode. These are ports 25, 26, 27, and 28 for the
XS3800-28 switch. If you are using other stackable models, please
refer to the user manual to confirm the ports used for stacking.

4 Switch -1 and Switch -2 becomes a stacked switch. The Stack ID
LED on the front panel of the switche:
026.
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5 Remember to s ave the configuration.
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3.1.2 Configure Link Aggregation o n Stacked switch
1 Connect to the stacked switch . Enterweb GUlandg oto Menu
> Port > Link Aggregation > Link Aggregation Setting . Active T1
and T2. Select SLOT 1 and set the Group of port 1/1 and 1/2 as
Tl and T2, respectively. Click 0Apply 6. Select SLOT 2 and set the
Group of port 2/1 and 2/2 as T1 and T2 respectively . Click

N 7
OApply 0.
Group ID Active Criteria
.
-
[sLoTi v]
Port Group
"
1/2 T2 hd
Port Group
211 T1 ~
2/2 T2 hd

2 Go to Menu > Port > Link Aggregation > Link Aggregation
Control Protocol . Check the OActive 6 box, as well as for T1 and

roive | @D
System Priority | 65535
Group ID LACP Active
T &
12

3.1.3 Configure Link Aggregation  on Switch -3
1 Go to Menu > Port > Link Aggregation > Link Aggregation
setting . (If you are using V4.70 firmware, please go to Menu >
Advanced Application > Link Aggregation > Link Aggregation
Setting.) Check the Active box for T1 and select the port 1 and
2 as Group T1. Click OApply 6.

Group ID Active Criteria
n
n
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Port

Group

Tl hd

Tl hd

HMone w
Mone v

3 Go to Menu > Port > Link Aggregation > Link Aggregation
Control Protocal . (If you are using V4.70 firmware, please go to
Menu > Advanced Application > Link Aggregation > Link

Aggregation Setting >LACP.) Check the OActive 6 b, @aswell
as for T1.
Active m )
System Priority
Group ID LACP Active

"

12

T3
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1 Configure Li

nk Aggegation
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bet ween

connect these ports to port 1/2 and 2/2 of the stacked switch.

2 Use PCtoping the Server (192.168.1.40). After few times of ping,
try to shut down Switch -1 (Master down) . The ping will display

Ot i med fewtimés aad then ping
when Switch-2 (Backup) becomes the
C:sUzersslzeriping 192.168.1 .48 —t

Pinging 192.168.1.48 with 32 bhytes of data:

Reply from 192 _168.1.40
Reply from 172.168.1.48
Reply from 192 _168.1.40
Reply from 172.168.1.48
Reply from 192 _168.1.40
Reply from 172.168.1.48
Reply from 192.168.1.48
Reply from 172.168.1.48
Reply from 192.168.1.48
Reply from 192.168.1.48
Reply from 192.168.1.48
Reply from 192.168.1.408
Reply from 172.168.1.48
Reply from 192 _168.1.408
Reply from 172.168.1.48
Reply from 192 _168.1.40
Reply from 172.168.1.48
Reply from 192 _168.1.40
Reply from 172.168.1.48
Request timed out.
Request timed out.
Reply from 192.168.1.
Reply from 192.168.1.
Reply from 192168 1.

bytes=32
hytes=32
bytes=32
hytesz=32
bytes=32
hytesz=32
hytes=32
hytes=32
hytes=32
bytes=32
bhytes=32
bytes=32
hytes=32
bytes=32
hytes=32
bytes=32
hytesz=32
bytes=32
bhytesz=32

hytes=32
bytes=32
bytes =32

time=4ms TTL=254
time<ims TTL=254
time=2ms TTL=254
time=28ms TTL=254
time=ms TTL=254
time=?ms TTL=254
time=ms TTL=254
time=?ms TTL=254
time=?ms TTL=254
time=%ms TTL=254
time=280ms TTL=254
time<ims TTL=254
time<ims TTL=254
time<ims TTL=254
time<ims TTL=254
time=ms TTL=254
time=?ms TTL=254
time<ims TTL=254
time=?ms TTL=254

time=21ims TTL=254
time<ims TTL=254
time<{ims TTL=254

will be successful again
new Master .
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3.1.5 What Could Go Wrong

1 The stacking port sare usually the last 2 ports of the switch. If you
connect the two  switches using a non -stacking port , you will
find th at the two switches will not form a stacking system.

2 Remember to save the configuration before doing the test. If

you forget to save the configuration, after rebooting, all the
configurations will be lo st. Therefore, the Link Aggregation will
disappear.
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3.2 How to configure RSTP in a ring topology

The example shows administrators how to set up RSTP (Rapid Spanning
Tree Protocol) in the ring topology to implement network redundancy

Switch-1 [Root Bridge)
192,148.1.1
Default priority: 4096

Fort17
Switch-2 Port17 FOt18 Switch-3
192.168.1.2 192.168.1.3
Default priority: 20430 Default priority: 32748

Figure 13  Configure RSTP in a ring topology

Y Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XS3800-28 (Firmware Version: V4.80).
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3.2.1 Configure Switch
1 Make sure that the link between

ZY XEL
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Switch-2 and Switch-3 is not

connected

to prevent unintended

loop s before finishing the

RSTP setup.

2 Setup Switch-1: Enter the web GUI. Go to
Spanning Tree Protocol
Spanning Tree Configuration is
select it and click 0Apply 6.

Menu > Switching >

> Spanning Tree Setup. Check if the
Rapid Spanning Tree .

If not,

I Spanning Tree Mode

O rapid spanning Tree (RSTP)

Multiple 3panning Tree (M3TP)

Multiple Rapid Spanning Tree [MRSTP)

3 Setup Switch-1: Enter the web GUI. Go to
Spanning Tree Protocol

Menu > Switching >

> RSTPEnable the Active setting. Set

the Bridge Priority = 4096. Active port 17, 18. Click 0Apply 6.

Active

Bridge Priority

Helle Time

MAX Age

Forwarding Delay
Port Active Edge Root Guard Priority
17 128
18 128

Path Cost

]

4 Setup Switch-2: Enter the web GUI. Go to

Menu > Switching >

Spanning Tree Protocol

Spanning Tree Configuration is
it Applyd . cl i ck ©

sel ect

5 Setup Switch-2: Enter the web GUI. Go to

Spanning Tree Protocol

> Spanning Tree Setup. Check if the
Rapid Spanning Tree. If not,

Menu > Switching >
> RSTPEnable the Active setting. Set

the Bridge Priority = 20480. Active port 17, 18. Click oApply 6.
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Active [ o~ @)
Bricdge Pricnty
Hello Time: seconds
MAX Age seconds

Forwarding Delay seconds
Port Active Edge Root Guard
17
18

Priority Path Cost

6 Setup Switch-3: Enter the web GUI. Go to

Spanning Tree Protocol
Spanning Tree Configuration is
sel ect

7 Setup Switch-3: Enter the web GUI. Go to

Spanning Tree Protocol

Menu > Switching >

> Spanning Tree Setup. Check if the
Rapid Spanning Tree .
it Applyd . cl i ck 0

If not,

Menu > Switching >

> RSTPEnable the Active setting . Set

Active
Bridge Priority
Hello Time & 5
MAX Age seconds
Forwarding Delay seconds
Port Active Edge Root Guard

the Bridge Priority = 32768. Active port 17, 18. Click 0Apply 0.

Priority Path Cost

8 Finally, connect the link between

Switch-2 and Switch -3.
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3.2.2 Test the Result
1 Verify the status of Switch-1: Go to Menu > Switching >
Spanning Tree Protocol > Spanning Tree Protocol Status . The
Root Bridge ID and the Our Bridge ID should be the same . This
means that Switch-1 is the Root Bridge. Both port 1 7 and 18
should be in FORWARDINGstate , while both the ir Port Rolesare
Designated Ports.

Spanning Tree Protocol: RSTP

Bridge ID

Hello Time (seconds) 2 2
Max Age (seconds) 20 20
Forwarding Delay (seconds) 15 15
Costio Bridge

Port ID 0x0000
Topology Changed fimes

Time since Last Change 0:00:07
Port Port state Port Role Designated PortID Designated Cost Root Guard state
7 FORWARDING Designated 06011 [ Forwarding
15 FORWARDING Designated 0x6012 o Forwarding

2 Verify the status of Switch-2: Go to Menu > Advanced
Application > Spanning Tree Protocol . Check the port status of
Switch -2. Port 18 should be the Root Port in FORWARDINGstate,

while port 17 should be a Designated Port also in FORWARDING
state .

Spanning Tree Protocol: RSTP

Bridge ID

Hello Time (seconds)

Max Age (seconds) 20 20

Forwarding Delay (seconds) 15 15
Costio Bridge
port ID 0x6012

Topology Changed fimes

Time since Last Change 0:00:55
Port Port state Port Role Designated PortID Designated Cost Root Guard state
7 FORWARDING Designated 06011 2 Forwarding
15 FORWARDING Root 0x6011 o Forwarding

3 Verify the status of Switch-3: Go to Menu > Advanced
Application > Spanning Tree Protocol . Check the port status of
Switch -3. Port 17 should be the Root Port in FORWARDINGstate ,
while Port 18 isan Alternat e Port in DISCARDING state.
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Spanning Tree Protocol: RS?’
Root Bridge Our Bridge
Bridge ID
Hello Time (seconds) 2 2
Max Age (seconds) 20 20
Forwarding Delay (seconds) 15 15
Costio Bridge 2
Port ID 0x8011
Topology Changed Times 1
Time Since Last Change 0:02:45
port Port state Port Role Designated Bridge ID Designated port ID Designated Cost Root Guard siate
77 FORWARDING Root 1000-0019¢5000001 0x8012 0 Forwarding
18 DISCARDING Alternate 5000-bc9911cba365 0Ox8011 2 Forwarding
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3.2.3 What Could Go Wrong

1

a.
b.

If your Root Bridge is not the device you expected

Decrease the Spanning Tree priority of this device.

Increase the Spanning Tree priority of the other devices.

The switch with the LOWESTbridge p riority will be the Root
Bridge. If the priority is the same, the switch LOWEST MAC
address will be the Root Bridge.

If it is not possible to access the management of the switches
and the swi t cshafescongtantly flashing; D you can
recover management access by removing or disconnecting

any redundant links to break  the ring topology. Thisfrequently
occur s before Spanning Tree is configured on the device sor if
Spanning Tree is configured incorrectly.
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3.3 How to configure VRRP to p rovide hosts with a redundant
gateway

This example shows how to configure gateway redundancy. Virtual
Router Redundancy Protocol (VRRP) is a feature that allows two
gateways to use the same IP address. This allows hosts in the local
network continues access to the Internet in the event of a failure on one

of the gateways.

Local Network
Network 192.168.1.0
Netmask 255.255.255.0

Gateway 192.168.1.254 Gateway-A

VLAN1 IP192.168.1.252 USG-A
VLAN 10 IP 192.168.10.1 LAN IP 192.168.10.2

P23 gz

L2 Switch

Gateway-B
VLAN 1 IP 192.168.1.253 USG-B
VLAN 20 IP 192.168.20.1 LAN IP 192.168.20.2

Figure 14  Two gateways running VRRP on the same LAN

\II

Y Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your  actual network IP addresses and subnet masks.
Only the GS/XGS/XS3700 Series Switch, XS3800 Series Switch and XGS4600 Series
Switch supports VRRP.
The L2 Switch can be any Zyxel switch using default configurations.
This example relies on two different Inter net Service Providers (ISP) for Internet
access.
All Ul displayed in this article are taken from the XGS 3800 series switch.
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3.3.1 Configuration in the Gateway -A
1 Accessthe Gateway -Ads web GUI

2 Goto Menu > Switching > VLAN > VLAN Setup > Static VLAN
Setup. Create/Edit VLAN 1 to make sure only Port 23 is a fixed
port. Click Add.

Active m )
Nome | 1 |
VLAN Group ID | 1 |
VLAN Type O rormal
Private

Association VLA List | |

Port Control Tagging
G esging
22 Meormal O Fixed Forbidden Tx Tagging
23 Mormal O Fixed Forbidden Tx Tagging
24 MNormal O Fixed Forbidden Tx Tagging

3 Goto Menu > Switching > VLAN > VLAN Setup > Static VLAN
Setup. Create/Edit VLAN 10 to make sure only Port 24 is a fixed
port. Click Add.
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Active m:“,

Name [vLanio |

VLAN Group ID |10 |

VLAN Type O rormal

Association VLAN List | |

Port Control Tagging

- Mormal — w 3 ™ Tagging

22 O riormal Fixed Forbidden Tx Tagging
23 O rormal Fixed Forbidden Tx Tagging

I 24 MNeormal O Fixed Forbidden Tx Tagging I

4 Go to Menu > Switching > VLAN > VLAN Setup > VLAN Port
Setup. Configure port 24 with PVID 10. Click  Apply .

Port Ingress Check PVID Acceptable Frame Type
I

2 [

[ 2 I A~

5 Go to Menu > System > IP Setup > IP Setup > IP Interface >
Ad d/Edit . Configure the IP address for VLAN 1. Click Add and
do the same for VLAN 10

DHCP Client

Cptlion-60

Class-ID

© static IP Address
IP Addrass

IP subnet Mask

Apply

Iyxel Corporafion

[192.168.1.252

| 255.255.255.0

Clear Cancel
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DHCP Client
Option-&0

Class-ID

O static IP Address
IP Address

IP Subnet hMask

Apply

Zyxel Corporatior

1192.168.10.1

| 255.255.255.0 |

Clear

Cancel

6 Go to Menu > System > IP Setup > IP Setup > IP Setup.
Configure the In -band Default Gateway. Click

Apply .

IP Setup

Default Gateway [192.148.10.2
Domain Mame Server 1 |

Domain Mome Server 2 |

Default Monagement O in-band

Out-of-band

7 Goto Menu > Networking > VRRP >VRRP Setup Enable VRRP

for

net wor k

02000. AdB! i ck

0192.

168. 1.

252/ 240.

Active

Name

MNetwork

Virtual Router ID
Advertizerment Interval(s]

Preempt Mode
Pricrity
Uplink Gateway

Response Ping

Pamary Virtual IP

Secondary Virtual IP

VLAMT

i

192,148.1.252/24 v |

EB!

]
]
L]

192.168.10.2

192.168.1.254

0.0.0.0

Q
o
0
g

)
o
=
¥
!
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3.3.2 Configuration in the Gateway -B
1 Accessthe Gateway -Bds web GUI

2 Goto Menu > Switching > VLAN > VLAN Setup > Static VLAN
Setup. Create/Edit VLAN 1 to make sure only Port 23 is a fixed
port. Click Add.

Active m )

MName |1 |

VLAN Group ID |1 |

VLAN Type O rormal
v

Association VLAN List | |

Port Control Tagging
G esging
22 Mermal O Fixed Forbidden Tx Tagging
23 Meormal O Fixed Forbidden Tx Tagging
24 Normal O Fixed Forbidden Tx Tagging

3 Goto Menu > Switching > VLAN > VLAN Setup > Static VLAN
Setup. Create/Edit VLAN 20 to make sure only Port 24 is a fixed
port. Click Add.
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Active m:*,
Name [VLANZO |
VLAN Group ID |20 |
VLAN Type © riormal
ervore
Association VLAN List | |
Port Control Tagging
- Mormal — w & 1< Tagging
22 O rormal Fixed Forbidden Tx Tagging
23 O rormal Fixed Forbidden Tx Tagging
24 Mormal © Fixed Forbidden T« Tagging

4 Go to Menu > Switching > VLAN > VLAN Setup > VLAN Port

Setup. Configure port 24 with PVID 20. Click  Apply .

Port Ingresz Check

PVID

1
]
1
EX

Accepiable Frame Type

All

2l |2 =
<] < <

5 Go to Menu > System > IP Setup > IP Setup > IP Interface >

Ad d/Edit . Configure the IP address for VLAN 1. Click
do the same for VLAN 20.

DHCP Client
Cpfion-&0
Class-ID

Q static IP Address

IP Addrass

IP Suonst Mask

Apply

Iyxel Corporafict

[192.1¢8.1.253

|255.255.255.0

Clear

Cancel

Add and
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DHCP Client
Cpfion-60

Class-ID Zyxel Corporafior

O static IP Address

IP Addrass [192.168.20.1 |
IP subnet Mask | 255.255.255.0 |
Apply Clear Cancel

6 Go to Menu > System > IP Setup > IP Setup > IP Setup .
Configure the Default Gateway. Click Apply .

IP Setup

Default Gateway [192.1¢8.20.2 |

Domain Mame Server 1 | |

Domain Mome Server 2 | |

Default Maonagement O in-band Qut-of-band

7 Goto Menu > Networking > VRRP > VRRP SetupEnable VRRP
for network 0192.1Ad8. 1.252/24¢6. CI

Active m:“.
Name
Network |192.148.1.252/24 v |

Virfual Router ID

Advertisement Interval(s)

Preempt Made
Pricrity

Uplink Gateway 19

[

& <

168.20.2
Response Ping
Primary Virtual IP 192.148.1.254

Secondary Virtual IP 0.0.0.0

(9]
[
8]
-
(9]
o
=
0
i
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3.3.3 Test the Result

-A is the Master VRRP Router. Go to
VRRPR VR Status should display

1 Verify that Gateway
Menu > Networking >
Master .

Index Network Virtual Router ID Virtual Router status

1 192.168.1.252/24 1 Master

uplink status

Active

2 Verify that Gateway
Menu > Networking >

-B is the Backup VRRP Router. Go to
VRRP VR Status should display

Backup .

Index Network Virtual Router ID Virtual Router Status Uplink Status
1 192.168.1.253/24 1 Backup Active

3 Verify that Gateway -A and Gateway -B has a default

route to their respective USG in  Menu > Monitor > Routing
Table > IPv4 Routing Table .

Index Destinafion Gateway Interface Metric Type Uptime
1 192.168.10.0/24 192.168.10.1 192.168.10.1 1 LOCAL 0:07:08
2 192.168.1.0/24 192.168.1.252 1 LOCAL 0:40:22

127.0.0.0/16 127.0.0.1 1 LOCAL 2:09:30

4 default 192.168.10.1 1 STATIC 0:06:35
Index Destination Gateway Interface Metric Type Uptime
1 192.168.20.0/24 192.168.20.1 192.168.20.1 1 LOCAL 0:06:46
2 192.168.1.0/24 192.168.1.253 192.168.1.253 1 LOCAL 0:30:52
127.0.0.0/16 127.0.0.1 127.0.0.1 1 LOCAL 5:41:32
4 default 192.168.20.2 192.168.20.1 1 STATIC 0:06:00

4 Configure the Host with a Static IP. The Host should be able to
ping the virtual IP address 192.168.1.254.
sMindowsssystem322ping 192 .168.1.254

inging 192.168.1.254 with 32 bytes of data:

eply from
eply from
eply from
eply from

1922 .168.1.25%4: hytes=32 time<lns
192 .168 .1 .254: hytez=32 time<ims
1?22.168.1.254: bytes=32 time<ims
172.168.1.25%4: bytez=32 time<lims

ing statistics for 192.168.1.254:

Packets: Sent

= 4, Received = 4, Lost =

TTL=254
TTL=254
TTL=254
TTL=254

B <B@x loss).

pproximate round trip times in milli—seconds:

Minimum

5 Disconnect port 23 or port 24 of Gateway
be able to ping the virtual IP address

= @ms.

Maximum = Bms. Average =

Bms

-A. Hosts should still
192.168.1.254.
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3.3.4 What Could Go Wrong ?

1 If the hosts are not able to access the Internet when
Gateway -A has been disconnected from the network, the
following problems may have occurred:

a. Verify thatthe hosts and Gateway -B IP interface are in the
same subnet and VLAN .

b. Check for link fa ilures on port 23 or port 24 of Gateway -B.

c. Check whether Gateway -B has a default route to USG -B.
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3.4 How to configure bandwidth control to limit incoming or
outgoing traffic rate

This example shows administrators how to configure bandwidth control

to manage traffic rate s. We can limit either incoming  traffic , outgoing
traffic, or both . In this example, we use two computers : FTPClient (PC)
and FTP Server (FTPServer). PC will either be uploading files or
downloading files from the FTP Server.

PC Switch FTPServer
IP:192.168.1.100 IP:192.168.1.1 IP: 192.148.1.200

Figure 15  Configure bandwidth control to limit the traffic rate

‘s

Y Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XGS2220-30 (Firmware Version: V4. 80).
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3.4.1 Configure Switch
1 Enter the web GUI. Goto Menu > Switching > QoS > Bandwidth
Control . Switch on the Bandwidth Control . Key in the rate in
Ingress Rate (PC Upload rate) = 10240 kbps and Egress Rate
(PC Download rate) = 20480 kbps. Remember to check the
port OActive 0 boxes as well . Click 6Apply o.

Active m
Port Active Ingress Rate Active Egress Rate
| 040 Jpers =
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1 UsePC to upload afile to the FTP Server. Transfer rate should be

more or less 1.2 MB/s (or 10240 Mb/s).

Server/Local file
B tect@192.168.1.200
DA\ Test\TestFile.avi
00:00:14 elapsed

Directi... Remote file
R [TestFile.avi
00:00:58 left 21.3%

Size Priority  Status

83.1 MB Mormal

18,612,224 byte{ (1.2 MB/s)|

Transferring

2 Use PC to download a file from the FTP Server. Transfer rate
should be more or less 2.4 MB/s (or 20480 Mb/s).

Server/Local file
B tect@102.168.1.200
DA\ Test\ TestFile.avi
00:00:28 elapsed

Directi.. Remote file
2a--  fTestFile.avi
002337 ekt

Size Priority  Status
34GB Marmal Transferring
71,762,000 bytes[(2.4 MB/s
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3.5 How to configure ACL to rate limit P traffic

In some networks, it is necessary to configure rate limits among VLANS .
For example, VLAN 10 is for employees within the organization ; VLAN 20
is for guests. By rate limiting VLAN 20, we can ensure better bandwidth

or network performance for users in VLAN 10 . This example shows
administrators how to configure ACL to rate limit VLAN traffic. Results are
verified by observing and comparing the upload and download rate
between VLAN 10 and VLAN 20.

PC-1
VLAN 10
IF: 192.168.10.100

-
Port 1

Port3 Port 4

Port 2

Swritch-1 Switch-2
] GS2220-50HP H53800-25

I WLANTL P 1220450 1 WLAM T, IP: 1921651 2 FTPSanvar

f/ WLAM O, P 122185100 WLAM O, P 192165102 IP:192.168.1.100

PC-2
VILAN 20
IP: 192.168.20,100

Figure 16  Configure ACL to rate limit VLAN traffic

Y Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XGS2220-30 (Firmware Version: V4. 80) and GS22 20-50HP
(Firmware Version: V4. 80).
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3.5.1 Configure VLAN and Route Traffic
1 Configure the VLAN setting (VLAN 10 and VLAN 20)  on Switch -
1 and Switch -2 (Please refer to the topic: 2.1 How to configure
the switch to separate traffic between department S).

2 Configure the rout e traffic on Switch -1 and Switch -2 (Please

refer to the topic: 2.2 How to configure the switch to route traffic
across VLANS)
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3.5.2 Configure the Classifier
1 Set up the Classifier on Switch -2: Go to Menu > Security >
Classifier > Classifier Setup. Set up 4 Classifier: Classifier for
download and upload in VALN 10 and VLAN 20. T  herefore,
there are total 4 Classifiers.

0" Note:
ACL causes traffic that matches the criteria of a Classifier to follow its
corresponding Policy Rule .

2 The Classifier for download traffic in VLAN 10: Enable the Active
setting and key in the Name. Set Layer 3 > Destination as
192.168.10.0/24 (Means the destination is in  VLAN 10) and
Source as 192.168.1. 100/32 (Means the source is FTPS8rver).
PressoAdd 6.

Active

MName Iﬁ

Weight [32767 |

I Layer 3

IPv4 DSCP O Any E
IPvé DSCP O Any [ ]
Precedence O Any E
Tod 0 Any E
IP Protocol (o] Establish Only Others E [Dec)
IPvé Mext Header (o] Establish Only Others E [Dec)
Source IP Address/Prefix | 192.148.1.100 |,-‘|32 |
Destination IP Addrass/Prefix | 192.148.10.1 |r’|24 |

3 The Classifier for upload traffic in VLAN 10: Enable the Active
setting and key in the Name. Set Layer 3 > Destination as
192.168.1.100/32 (Means the destination is FTPServer ) and
Source as 192.168.10.0/24 (Means the source is from VLAN 10).
PressoAdd 6.

99/232



S—— ZY XEL

NETWORKS

Active m

Mame Iﬁl

Waight [a2767 |

I Layer 3

IPv4 DSCP O any [ ]
IPvé DSCP O Any [ ]
Precedence O Any E
Tas OAny D
IP Protocol (o] Establish Only Others D [Dec)
IPvé Mext Header (o] Establish Only Others [Dec)
Source IP Address/Prefix | 192.168.10.1 |,-‘|24 |
Destination IP Address/Prafix | 192.148.1.100 |f|32 |

4 The Classifier of download in VLAN  20: Check the o0Active 6 and
key in the Name. Set Layer 3 > Destination as 192.168.20.0/24
(Means the destination is in VLAN 2 0) and Source as
192.168.1.100/32 (Means the source is FTPServer). PressoAdd 6.

5 The Classifier of upload in VLAN 20: Check the 0Active 6 and key
in the Name. Set Layer 3 > Destination as 192.168.1.100/32
(Means the destination is FTPServer ) and Source as
192.168.20.0/24 (Means the source is from VLAN 20). Press
0Add 6.
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3.5.3 Configure the ACL (Policy Rule)
1 Setupthe Policy Rule on Switch -2: In section 3.5.2, we create d
4 Classifiers. We can find that they are shown inthe Policy Rule
window for us to match. Go to Menu > Security > Policy Rule >
Add/Edit .

2 The Policy Rule of download traffic in VLAN 10: Enable the
Active setting and key in the Name. Select the Classifier of
download in VLAN 10 (DL10). Set up the action to do if match
this Classifier: Bandwidth Metering =40960 kbps. Enable
Metering and set the Out-of-profile action (Means what to do
if the rate is over the bandwidth) as oDrop the packet 6 (Means
Switch -2 will drop the traffic which is over the bandwidth) . Press
0Add 6.

I Source & Desfinafion

Name |PolicyDL10

Classifier(s)

I General Parameters

vian ID

Egress Port

Pricrity 0
DSCP

105 0

h ]

h ]

]

Metering Parameters

Bandwidth 40960 Kbps I
[ ]

Out of Profile DSCP
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I Action
Forwarding O o change
Discard the packet
Pricrity O o change
Set the packet's 802.1p priority
Replace the 802.1p prionty field with the inner 802.1p priority value
Diffsery O o change
Set the packet's TOS field
Set the Diffserv Codepoint field in the frame
Outigoing 3end the packet to the miror port

lend the packet to the egress port
Set the packet's VianiD

Metering ﬁ \

Out of profile action

I D'oE the packet I
ange the DSCP value

3 The Policy Rule of upload in VLAN 10: Check the 0Active 6 and
key in the Name. Select the Classifier of upload in VLAN 10
(UP10). Set up the action to do if match this Classifier:
Bandwidth Metering =20480 kbps. Enable Metering and set the
Out-of-profile action as oDrop the packet 0. PressoAdd 6.

4 The Policy Rule of download in VLAN  20: Check the 0Active 6
and key in the Name. Select the Classifier of download in VLAN
20 (DP20). Set up the action to do if match this Classifier:
Bandwidth Metering =20480 kbps. Enable Metering and set the
Out-of-profile action as oDrop the packet 0. PressoAdd 6.

5 The Policy Rule of upload in VLAN 20: Check the 0Active 6 and
key in the Name. Select the Classifier of upload in VLAN 20
(UP20). Set up the action to do if match this Classifier:

Bandwidth Metering =10240 kbps. Enable Metering and set the
Out-of-profile action as oDrop the packet 6. PressoAdd 6.

102/232



S—— ZY XEL

NETWORKS

3.5.4 Test the Result
1 Go to Menu > Advanced Application > Classifier. Check
oCount 6. If the traffic matches the classifier, the Match Count
for this classifier should be increasing every time the web page

refreshes.
Active [ on @)
Name [oLio |
weight [z2767 |
Log
Count

Index Active Weight Name Match Count Rule
1 [ on ] 32767 DLIo 10 SrclF = 192.168.1.100/32; DestiP = 192.168.10.1/24; count:

2 Use PC-1 to download a file from the FTP Server. Transfer rate
should be more or less 5 MB/s (or 40960 Mb/s ).

Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.100
D\Test\ TestFile.avi <<--  [TestFile.avi 871 MB Normal Transferring

00:00:15 elapsed 000003 left  [ESGEEI | 72,086,956 bytes [5.0 MB/s)

3 UsePC-1 to upload a file to the FTP Server. Transfer rate should
be more or less 2.6 MB/s (or 20480 Mb/s ).

Server/Local file Directi... Remote file Size Priority  Status
B test@192.168.1.100
D Test\TestFile.avi <<--  [TestFile.avi 36GB_Mormal Transferring

00:00:21 elapsed  00:23:21 left 56,150,564 byteq (2.6 MB/s

4 Use PC-2 to download a file from the FTP Server. Transfer rate
should be more or less 2.6 MB/s (or 20480 Mb/s ).

Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.100
D\ Test\ TestFile.avi --=»  [TestFile.avi 87.1MB Mormal Transferring

00:00:15 elapsed  00:00:20 left 39,583,744 bytes|(2.6 MB/s)

5 Use PC-2 to upload a file to the F TP Server. Transfer rate should
be more or less 1.2 MB/s (or 10240 Mb/s ).
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Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.100
DA\ Test\TestFile.avi --==  [TestFile.avi 87.1 MB Mormal Transferring

00:00:11 elapsed 00:00:59 left 17.1% 14,942,208 byteq (1.3 MB/s)
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3.5.5 What Could Go Wrong
1 When setting up the Classifier, remember to consider both the
source and destination  of the traffic . In the example , if we only
set up the source as VLAN 10 (192.168.10.0/24) during file
upload the Server , but didn & set up the destination (Server IP:
192.168.1.150), it will cause all the traffic  to be rate limited when
the PC try to send traffic to others from VLAN 10.
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3.6 How to Implement VRRP with Multiple Routing Interface
Combine with HA -pro Using Zyxel Enterprise Switch

In the previous chapter, we have introduced VRRP and how to
configure it to do redundancy. However, the example in the chapter is
talking abo ut how to do redundancy when a company has two
Internet Service Provider (ISP). In fact, some companies may only have
one ISP and there is only one gateway device connected to it. What if
the cable connected between ISP and gateway device is not working

or the cable is bitten by a mouse. Or, the gateway device somehow
has an abnormal behavior. These situations may cause a single point
failure and the
failure happen, we can use two gateway devices and co
with HA -pro to do the redundancy.

customers

canot connect
mbine VRRP

AN

VRRP priority: 100

P1 P8 P8 P1
VLANI: 192.168.1.252 HAPIO ~ pmy———imossi ] VLANT: 192.168.1.251
GW: 192.168.1.1 P3 | USG310-1 UsG310-2| P3 GW: 192.168.1.1
VR-IP: 192.168.1.254 Master Backup VR-IP: 192.168.1.254
VRRP priority: 100 VRRP priority: 200

Switch 1 Switch 2

P27 | Master Backup | P27
VLANT0:192.168.102 === ECCH @ B EEER A VLANITO: 192.168.10.1
VR-IP: 192.168.10.254 P26 P26 VR-IP: 192.168.10.254
VLANT100: 192.168.100.2 VLANTO00: 192.168.100.1
VR-IP: 192.168.100.254 P1 P2 VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1 = e VRRP uplink: 192.168.1.1

P10 P11

VRRP priority: 200

VLANT100: 192.168.100.111

|

VLANT10: 192.168.10.111

GW:192.168.100.254

GW:192.168.1

0.254

Upon the topology, the normal traffic flow will be like figure 1. However,

somehow the gateway device USG310

-1 (Master) or the link 1 or 2 has

some issues. It will cause all hosts that connected to Switch -1 (Master)

not be able to surf the Internet.

In this situation, VRRP & Device HA -Pro is a very useful method to
-2 (Backup) will take all over as the

provide redundancy. USG310

Master and clockwise for Switch
hosts can still access the Internet. For now, the traffic flo

figure 2.

-2 (Backup) to ensure that all of the

w will be like
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S

VLANI /®/

P1 P8 P8 P1
VLANI: 192.168.1.252 Gl =eeeess ] AP0 g sioo 1 VIANIT: 192.168.1.251
GW:192.168.1.1 P3 | USG310-1 USG310-2| P3 GW: 192.168.1.1
VR-IP: 192.168.1.254 I < BECKUP VR-IP: 192.168.1.254
VRRP priority: 100 (2 VRRP priority: 200

Switch 1 Switch 2
P27 | Master Backup [P27

VR-IP: 192.168.10.254
VLAN100: 192.168.100.2
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 100

VLANI1O ~ VLAN100

VLAN10: 192.168.10.2

P26

N

P11

VLAN10: 192.168.10.1
VR-IP: 192.168.10.254
VLAN100: 192.168.100.1
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 200

VLAN100: 192.168.100.111
GW:192.168.100.254

Figure 1

VLANI10: 192.168.10.111
GW:192.168.10.254

VLANI

GW:192.168.1.1
VR-IP: 192.168.1.254
VRRP priority: 100

P1

P3

R27

VLANT: 192.168.1.252 K 1
USG310-1

Init

Switch 1
Init

P8

USG310-2
Master

Switch 2
Master

VLANT: 192.168.1.251
GW:192.168.1.1
VR-IP: 192.168.1.254
VRRP priority: 200

VR-IP: 192.168.10.254
VLAN100: 192.168.100.2
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 100

VLANI1O ~ VLAN100

VLAN10: 192.168.10.2

P26

VLAN10: 192.168.10.1
VR-IP: 192.168.10.254
VLAN100: 192.168.100.1
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 200

VLAN100: 192.168.100.111
GW:192.168.100.254

Figure 2

VLANI10: 192.168.10.111
GW:192.168.10.254

Q Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.

107/232



www.zyxel.com

3.6.1 Configuration

L3 Switch (XS3800) (Firmware version: 4.80) :
1. Access switch -1(Master) web GUI

ZY XEL

NETWORKS

2. Go to Menu > Switching > VLAN > VLAN Setup >Static VLAN
Setup > Add/Edit .

3. Create VLAN 10 and VLAN 100 for host.

VLAN 10:
Active m.]
Mame [Pc_rort |
VLAN Group ID | 10 |
YLAN Type O riormal
-rvate
Association VLAN List | |
Port Control Tagging
B rosging
26 MNormal O Fixed Forbidden Tx Tagging
27 NMeormal O Fixed Ferbidden T« Tagging
VLAN 100:
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Active m ::,

Mame |PC_:’on‘1 o]

VLAN Type O rormal

VLAM Group ID 100

Association VLAN List |

Port Control

- MNormal v

26 Mormal O Fixed Forbidden
27 Normal O Fixed Forbidden

Tagging
M 7 Tagging

® 1x Tagging
M 7x Tagging

4. Gotto Menu > System >IP Setup > IP Setup > IP Interface

5. Configure IP interface to VLAN 1 for uplink.

DHCP Client
Cption-60

Class-ID

Iyxel Corporafio

QO stafic IP Address
IP Address

IP Subnet Mask

[192.168.1.251

|255.255.255.0

Apply

Clear Cancel

6. Configure IP interface to VLAN 10 & VLAN 100 for hosts.

VLAN 10:
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DHCP Client
Cption-60

Class-ID

Zyxel Corporafion

O stotic 1P Address
IP Addrass

IP Subnat Mask

[192.168.10.1

| 255.255.255.0

Apply Clear Cancel
VLAN 100:
DHCP Client
Cptlion-&0
Class-ID Iyxel Corporatio

O stctic IP Address
IP Addrass

IP Subnet Mask

[192.168.100.1

[255.255.255.0

Apply

Clear Cancel

7. Configure IP default gateway for VLAN 1 interface.

IP Setup

Default Gateway

Domain Mame Saerver 1

Default Management

Domain Mame Saerver 2

I 192.168.1.1

| |
|O ".-bc:".dl

Out-of-band

8. Goto Menu > Networking

9. Conf i

opti

gur e
onal

able to ping virtual IP.

VRRP
However

> VRRP >VRRP Setup

I
f

on a l VLAN
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VLAN 1:

Active

Name

MNetwork

Virtual Router ID
Advertisement Interval(s)
Preempt Mode

Priorty

Uplink Gatewaoy

VLARMT

192,148.1.251/24 vll

o B —
= <

v

192.1468.1.1

Response Ping

Primary Virtual IP

Secondary Virtual IP

192.168.1.254

192.168.1.253

||

 rorly

Clear Cance

VLAN 10:

Active

MName

MNetwork

Virtual Router ID
Advertisernent Interval(s)
Preempt Mode

Priority

Uplink Gateway

i

WLAMTO

192.1458.10.1/24 v|

00

192.148.1.1

Response Fing

Prirnary Virtual IP

Secondary Virtual IP

192.1468.10.254

192.1468.10.253

il

C hooy |

Clear Cance

VLAN 100:

ZYXEL

NETWORKS
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Active
Name WLANT00
Network 192.168.100.1/24 v ||

Virtual Router ID
Advertizement Interval(s]
Preempt Mode

Priority

Uplink Gateway 192,168.1.1

Resoonse Ping

Prirnary Wirtual IP 192.168,100.254

Secondary Virtual IP 192.168.100.253
Apply Clear Cance

Tl

10.Access the Switch -2 (Backup) web GUI.

11.Go to Menu > Switching > VLAN > VLAN Setup >Static VLAN
Setup > Add/Edit .

12.Create VLAN 10 & VLAN 100 for hosts.

VLAN 10:
Active m::,
Name [vLANTO |
VLAN Group ID |10 |
VLAM Type © rormal
Private
Association VLAN List | |
Port Control Tagging
- Mormal & 1< Tagging
26 Mormal O Fixed Forbidden B 7x Tagging
27 Normal O Fixed Forbidden Tx Tagging

VLAN 100:
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Active

rMame
VLAM Group ID

VLAN Type

Association VLAM List

Port
-
26 MNormal
27 Normal

L o~ @)

[VLAN10O

[100

O tormal
Private

Control

O Fixed
O Fixed

Forbidden

Forbidden

Tagging
B 1x Tagging

® T Tagging
® 7x Tagging

13.Goto Menu > System >IP Setup > IP Setup > IP Interface

14.Configure IP interface on VLAN 1 for uplink.

VLAN 1:

DHCP Client
Option-é0

Class-ID

O static IP Address

Zyxel Corporatio

IP Addrass

IP Subnet Mask

[152.1¢8.1.252

|255.255.255.0

Apply

Clear Cancel

15.Configure IP interface on VLAN 10 & VLAN 100 for hosts.

VLAN 10:
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DHCP Client
Cption-&0

Class-ID

© static IP Address

Iyxel Corporafict

IP Addrass

IP Subnet Mask

S

[192.168.10.2

|255.255.255.0

Apply

Clear Cancel

VLAN 100:

DHCP Client
Cption-60

Class-ID

© stotic IP Address

Iyxel Corporatic

IP Address

IP subneat Mask

VID | 100

[192.168.100.2

[255.255.255.0

Apply

Clear Cancel

ZY XEL
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16. Configure IP default gateway on VLAN 1 for the uplink.

IP Setup

Default Gateway

Domain Mame Sarver 1

I 192.148.1.1 I
]

Domain Mame Server 2

Defoult Manogement

Out-of-band

17.Go to Menu > Networking > VRRP > VRRP Setup .

18.Conf
opti

gur e

onal

able to ping virtual IP.

VRRP

on

However

a l

f

VLAN

response ri

nterface
ng |
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VLAN 1.
Active m:“.
Network [192.148.1.252/24 v ||

Virtugl Router ID
Advertizernent Interval|s]

Preempt Mode

Priority

il < -
E !

Uplink Gateway 192.148.1.1

Resoonse Ping

Primary Virtual IP 192.168.1.254

i

Secondary Virtual IP 192.148,1.253

Apply Clear cance

VLAN 10:
Active m:‘)
Network [192.148.10.2/24 ~

Virtual Router ID
Advertisement Interval(s)

Preempt Mode

i < | -
E !

Priority

Uplink Gateway 22.148.1.1

Response Ping

Primary Virtual IP 192.168,10.254

Secondary Virtual IP 192, 148.10,253

Apply Clear Cance

1]

VLAN 100:
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Active n:)

Network [192.168.100.2/24 v

Virtual Router ID

Advertiserment Interval(s) I:I

Preempt Mode

Pricrity

Uplink Gateway 192.168.1.1

Response Ping

Prrnary Virtual IP

Secondary Virtual IP
Clear Cance

L2 switch (GS1920) (Firmware version: 4. 80):
1. Access layer 2 switch via web GUI.

2. Go to Menu > Switching > VLAN > VLAN Setup > Static VLAN
Setup. (If you are using V4.70 firmware, please go to Menu >
Advanced Application > VLAN > VLAN Configuration > Static
VLAN Setup.)

3. Configure VLAN 10 & VLAN 100 for hosts.

VLAN 10:
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Active m )

Name [vLanio

WLAN Group ID | 10

Port Control Tagging
; Tx Tagging
1 Normal 6 Fixed Forbidden Tx Tagging
2 Normal O Fixed Farbidden Tx Tagging
3 O rormal Fixed Farbidden Tx Tagging
4 O rormal Fixed Forbidden Tx Tagging
5 O riormal Fixed Farbidden Tx Tagging
& O rormal Fixed Forbidden Tx Tagging
7 © riormal Fixed Forbidden Tx Tagging
8 O riormal Fixed Forbidden Tx Tagging
9 O rormal Fixed Forbidden Tx Tagging
10 © riormal Fixed Forbidden B 7x Tagging
11 Normal O Fixed Faorbidden B 1x Tagging
12 O rormal Fixed Forbidden B 1< Tagging
VLAN 100:

Active m )

Nome [vLan1oo |

WLAN Group ID | 100 |

Port Control Tagging

; Tx Tagging
1 Normal O Fixed Forbidden ® 1< Tagging
2 Normal O Fixed Forbidden ® 1x Tagging
3 O riormal Fixed Forbidden ® 1x Tagging
4 O rormal Fixed Forbidden ® 1< Tagging
5 © rormal Fixed Forbidden [ 1x Tagging
é O riormal Fixed Forbidden ® 1x Tagging
7 O rormal Fixed Faorbidden ® 1< Tagging
8 O rormal Fixed Forbidden ® 1x Tagging
9 O rormal Fixed Forbidden [ 1x Tagging

| 10 MNormal O Fixed Forbidden Tx Tagging
11 O normal Fixed Forbidden ® 1x Tagging
12 O rormal Fixed Forbidden [ 1x Tagging

Configuration )

4. Go to Menu > System > IP Setup > IP Setup (If you are using
V4.70 firmware, please go to

Basic Setting > IP Setup > IP
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5. Configure IP interface for VLAN 10 & VLAN 100

VLAN 10:

VLAN 100:

DHCP Client
Cption-60
Class-D lm‘
O static IP Address
IP Address [192.1¢8.10.10 |

IP Subnat Mask [255.255.255.0 |

Apply Clear Cance
DHCP Client
Cption-60
Class-ID Iyxel Corporatior
© static IP Address
IP Adidrass [152.168.100.10 |

IP Subnet Mask

[255.255.255.0 |

Apply Clear Cance

6. Go to Menu > Switching > VLAN > VLAN Setup > Static VLAN

Setup. (If you are using V4.70 firmware, please go to

Advanced

Application > VLAN > VLAN Configuration> Static VLAN Setup )

7. Enter VLAN 1 to inactivate VLAN.

vID
|
10

100

Active Name

EED vLANI
[ o] N
[ on ] VLANI00

B Delete

8. Turnofft h e

0 A cainactive & LAN 1 then click Apply
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Active { m
Mame | VLA |
VLAM Group ID | ] |

9. Goto Menu > Switching > VLAN > VLAN Setup > VLAN Port Setup
(If you are using V4.70 firmware, please go to Advanced
Application > VLAN > VLAN Configuration> VLAN Port Setting

10.Configure PVID on po rt10 & 11

Port Ingress Check PVID Acceptable Frame Type
! I
2 )
) [
: I
‘ I
. I
: )
|
" o |

Gateway:
1. Access USG310-1(Master) web GUI.

2. Goto Configuration > Device HA > Device HA Pro

3. Configure device HA -pro on USG310 -1, Active/Passive device
management IP and password can be modified depends on
your settings. Click OApply & switch t
click Apply.
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General Settings

Serial Number of Licensed Device for License Synchronization: 5142122570056

Active Device Manogement IP: 1.1.1.

Passive Device Mancgement IP: 1.1.1.2

Subnet Mask: 255.255.255.0

Password: sessssnas

Retype to Confirm: sessssane

Heartbeat Interval: 2 secends (1-10)
Hecribeat Lost Tolerance: 2 (1-10)

Monitor Interface

Available Interfaces Monitor Interface
=== Object === === Object ===
ge4 ge3
ges +
geé
ge7

Failover Detection

[¥] Enable Failover When Interface Failure (Option)

Enable Failover When Device Service Fails [{Option)

4. Goto Configuration > Device HA > General.

5. Enable the Device HA on General Settings.

_—.= Configiktion @ Troubleshooting
General Settings Walkthrough

I Enable Device HAI

Device HA Mode: Device HA Pro [Swiich to Device HA page)

Apply Reset

6. Access the USG310 -2(Backup) web GUI.

7. Goto Configuration > Device HA > General.
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8. Enable the Device HA on General Settings.

== 'L Conligution @ Troubleshooting
General Settings Walkthrough

|[¥] Enabile Device HA |

o

Device HA Pro (Switch to Device HA pag

Device HA Moae:

Apply Reset

9. Goto Configuration > Routing > Static Route

10.Configure the routing path for destination 192.168.100.0/24 &
192.168.10.0/24.

192.168.10.0/24

.« IPv4 Siafic Route Setting 2%
Destination IP: 192.168.10.0
Subnet Mask: 255.255.255.0
@ Gateway IP 192.168.1.254
©) Interdace
Metrc: G
OK Cancel
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./ IPv4 Stafic Route Setting

Destination IP:
Subnet Mask:
@ Coieway P
@ Interface

Metric:

—————————————————— |

192.1638.100.0
255.255.255.0
192.168.1.254

Cancel

Q Note:

Remember to finish all configurations before connecting the link
between USG, otherwise it will not sync success

fully.
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3.6.2 Verification

L3 Switch (VRRP):
1. Access Switch -1(Master) via web GUI.

2. Go to Menu > Networking > VRRR the figure below is the
successful VRRP status due to switch -1 can reach the gateway
IP.

Index Network Virtual Router ID Virtual Router status

1 192.168.100.1/24 1 Master
2 192.168.10.1/24 1 Master

3 192.168.1.251/24 1 Master

Uplink Status
Active

Active

Active

3. Access Switch -2 (Backup) via web GUI.

4. Goto IP Application > VRRP ,

5. The figure below is the successful VRRP status. It is normal that

the status displays o0l-aigtiltid backupe t o t he
status which is down. Therefore, the gateway is unrea chable.

Index Network Virtual Router ID Virtual Router status Uplink status

1 192.168.100.2/24 1 Init Dead

2 192.188.10.2/24 1 Init Dead

3 192.168.1.252/24 1 Init Dead

Ny

U Note: 61 nité6 VR status means that the gat

Gateway (Device HA -Pro):
1. Access USG310-1(Master) via web GUI.
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2. Goto Configuration > Device HA

Active Device Status
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, the figure below is
the successful Device HA Pro status.

Health Status

S/N

MAC Sync Status
©n §1421.35530028 4C9EFF85219B n/a
Page |1 of 1 Show |50 || items Displaying 1-1 of 1
Passive Device Status
Health Status S/N MAC =~ Sync Status
©n $1421.35530247 4C9EFF85219B Success
Page |1 of 1 Show |50 |w | items Displaying 1-1 of 1
View Log

Active Device

Tue Apr 30 05:24:37 2019 Enter Active mode

Passive Device

Tue Apr 30 05:46:43 2019 Enter Passive mode
Tue Apr 30 05:46:52 2019 Start to synchronize with active device]
Tue Apr 30 05:49:3%9 2019 Synchronize compl_ete

s

¢ Note:

1. USG must

2. All hosts (e.g. PC) default gateway must be configured with VRRP primary

be configured

Wi

th o0Static r
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3.6.3 What may go wrong?
1. Switch VRRP uplink gateway must be con

2. Remember to configure the VLAN member on the downlink
switch.
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3.7 How to Configure the Switch to Tunnel Layer 2 Protocol
Packets Through Service Provider Network

Zyxel switch models support Layer -2 Protocol Tunneling (L2PT) that
allows edge switches to tunnel layer -2 protocol packets through service
provider networks. It could be used when customer switches are

located at different sites and connected across a serv ice provider
network.

Therefore, the customer networks can implement independent layer 2
protocol solutions. For example, it could provide a single and
independent spanning tree domain for customer networks across a
service provider network.

ISP Network

|:>
Edge Switch-1 Edge Switch-2

Customer device Customer device

Whe n Edge switch -1 receives Layer -2 protocol packets, it will
encapsulate these packets and rewrite their destination MAC
addresses with a specific MAC address. All the switches inside the
service provider network treat these encapsulated packets as data
pack ets and forward them to the other side. When Edge switch -2
receives these encapsulated packets, it will de -capsulate them and
change their destination MAC addresses back to the original one
before forwarding them to the destination switch.

Each port on edge switch has two modes:

- Access Port: For ingress ports which reside on the service provider's
edge switch and connect to a customer switch, incoming layer 2
protocol packets received on an access port are encapsulated
and forwarded to the tunnel ports.

- Tunnel Port: For egress ports which reside on the edge of the service

provider's network and connect to another

126/232



S—— ZY XEL

NETWORKS

incoming encapsulated layer 2 protocol packets received on a

tunnel port are decapsulated and sent to an access por t.

The following example will instruct how an administrator configures a
switch to tunnel STP packets through a service provider network.

Port 10
HEH =

Customer Switch-A

Port 26 Port 10

Port 26

Edge Swite Customer Switch-B

Q Note:
The example was tested using two X  S3800 (firmware version: 4.80) as edge
switches, and two GS2220 (firmware ver sion: 4.80) as customer switches.

127/232



S—— ZY XEL

NETWORKS

3.7.1 Configuration on the Edge Switch
1 Setup Edge Switch -1: Access to the web GUI. Goto  Menu >

Switching > Layer 2 Protocol Tunneling . Enable the Active
setting, and s Bestindtidn ®MA®Addre ssO .

Active m_
Destination MAC Address 01:80:c2:11:22:33
Port CDP STP VTP LLDP Fointfo Foint Mode
PAGP LACP upLD
ACCESS v
1 Access v
2 Access v
3 Access v
4 ACCESS v
-
Q Note:

Destination MAC Address can be either a unicast MAC address or a multicast MAC

address.

1. Forunicast MAC address: make sure the MAC address does NOT exist in the
MAC table of switches which reside in t

2.  Formulticast MAC address: make sure the MAC address is

NOTused for specific protocols, suc

U Note:
Al'l the edge switches in the ser vigame PWACoO YV
address for encapsulation.

2 Setup Edge Switch-1:Ont he s ame pag&TP Cahnedc ks eot

OMode 6 aixcess6 on port 26 which connects

customer switch.

3 Setup Edge Switch-1: On t he s ameMopgeadg ea.s Se't

oTunnel6 on port 28 which connects

service provider 0soOAppiytowor k, and
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Active [ on @
Destination MAC Address 01:80:c2:11:22:33
Port CDP STP VTP LLDP Foint o Foint Mode
PAGP LACP uDLD
| Access |
1 [Access v|
2 [Access v|
3 | Access v |
4 | Access v |
26 | Access v |
27 | Access v|
26 [Tunnel ~|

s

Y Note:
Activate L2PT services for supported protocols on the access port(s) only.

4 Setup Edge Switch -2: Access to the web GUI. Goto  Menu >
Switching > Layer 2 Protocol Tunneling . Enable the Active

settingand set the o0Destination MAC Addre

Active ﬁ
Destination MAC Address 01:80:c2:11:22:33
Point to Point
Port CDP STP VTP LLDP Mode
PAGP LACP upLD
| Access v|
1 | Access v|
2 | Access v|
3 | Access v|
4 | Access v/
)
Q Note:

Destination MAC Address can be either a unicast MAC address or multicast MAC
address.

1. For unicast MAC address: make sure the MAC address does NOT exist in the
MAC table of switches whichreside i n t he service provid
2.  Formulticast MAC address: make sure the MAC address is

NOTused for specific protocols, suc
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\ll

0" Note:

Al'l the edge switches in the ser visgsame PWACo YV
address for encapsulation.

5 Setup Edge Switch -2: On the same page. Activate STP and set
mode as OAccessd6 on port 26 which conn
switch.

6 Setup Edge Switch -2: On the same page. Set mode as
0OTunnel 6 on port 2 8anotheiedgeswitahimnect s t o

service providerods network, and click

Active ﬂ

Destination MAC Address 01:80:c2:11:22:33

Point to Point
Port CDP STP VTP LLDP oEs e EG Mode
ACCEss v

1 Access v|
2 Access v
& Access v
4 ACCess v
.
27 Access v
.

\ll

V" Note:
Activate L2PT services for supported protocols on the access port(s) only.
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3.7.2 Configuration on the Customer Switch

1 Setup Customer Switch -A: Access to the Web GUI. Go to
Menu > Switching > Spanning Tree Protocol > Spanning Tree
Setup. (If you are using V4.70 firmware, please go to Menu >

Advanced Application > Spanning Tree Protocol >

Configuration .) Check if the Spanning Tree Configuration is
Rapid SpanningTree. | f not, selAppitd.it and

I Spanning Tree Mode

© Rapid Spanning Tree (RSTP)

Multiple Rapid Spanning Tree (MRSTP)

Mulfiple Spanning Tree (MSTP)

Q" Note:
It is not necessary to enable STP on edge switches because edge
switches only forwarding STP packets through tunnel.

2 Set up Customer Switch -A: Enter the web GUI. Go to

Menu >

Switching > Spanning Tree Protocol > RSTP.(If you are using

V4.70 firmware, please goto  Menu > Advanced Application >

Spanning Tree Protocol > RSTP.) Enable t h eActiwe 6 setting,

and set the Bridge Priority = 4096. Activate port 10, and click

O0Apply 6 .
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Active ﬂ )

Bridge Priority

Hello Time lz_lssc onds

MAX Age :eccndz

Forwarding Delay seconds

Port Active Edge Root Guard Priority
L

1 128
:
|
:
:
‘
7 128
.
,
0 123

Path Cost

3 Setup Customer Switch -B: Access to the Web GUI. Go to

Menu > Switching > Spanning Tree Protocol > Spanning Tree

Setup. (If you are using V4.70 firmware, please go to Menu >

Advanced Application > Spanning Tree Protocol >

Configuration .) Check if the

is Rapid Spanning Tree . I f not

Spanning Tee Configuration

sel Applyo .i t

I Spanning Tree Mode

© Rapid Spanning Tree (RSTP)

Multiple Rapid Spanning Tree (MRSTP)

Mulfiple Spanning Tree (MSTP)

4 Set up Customer Switch -B: Enter the web GUI. Go to Menu >

Switching >

V4.70 firmware, please go to

Spanning Tree Protocol >

Spanning Tree Protocol > RSTP. )

Activate port

10, and Apply &.k

RSTP(If you are using

Menu > Advanced Application >

and cl

EnablAetivetbhesed ti ng.

0
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Active

Bridge Priority

Hello Time:
MAX Age

Forwarding Delay

Active

Edge

Root Guard

Priority

L]

Path Cost

MR
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3.7.3 Test the Results

1 Verify the status of Customer Switch -A: Goto Menu > Switching
> Spanning Tree Protocol > Spanning Tree Protocol Status. (If
you are using V4.70 firmware, please go to Menu > Advanced
Application > Spanning Tree Protocol > Spanning Tree Protocol .)
The Root Bridge ID and the Our Bridge ID should be the same.

This means that Customer Switch -A is the Root Bridge. Port 10
should be in FORWARDINGstate, and its Port Role is Designated

Ports.
Spanning Tree Protocol: RSTP
Root Bridge Our Bridge
Bridge ID O
Hello Time (seconds) 2 2
Max Age (seconds) 20
Forwarding Delay 15
(seconds)
Cost to Bridge
port ID
Topology Changed Times
Time Since Last Change
Port Port state Port Role D“ig"‘“lgd Bridge  pesignated PortID  Designated Cost Root Guard State
10 FORWARDING Designated 1000-becfafb7412f 0x800a 0 Forwarding

2 Verify the status of Customer Switch -B: Go to Menu > Switching
> Spanning Tree Protocol > Spanning Tree Protocol Status. (If
you are using V4.70 firmware, please go to Menu > Advanced
App lication > Spanning Tree Protocol > Spanning Tree Protocol )
Check the port status of Customer Switch  -A. Port 10 should be
the Root Port in FORWARDINGstate.
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Spanning Tree Protocol: RSTP

Root Bridge
Bridge ID 000-becfafb7412f
Hello Time (seconds) 2
Max Age (seconds) 20
Forwarding Delay £
(seconds) :
Cost to Bridge 4
Port ID 0x800a

Topology Changed Times

Time Since Last Change

Port Port State Port Role

10 FORWARDING Root

Our Bridge
8000-0019cb

[N}

055'9"":;" Bridge  pesignated PortID  Designated Cost

Root Guard State
1000-becf4foz412f

0x800a 0 Forwarding
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3.7.4 What Could Go Wrong

1 Make sure you configure the same destination MAC address
of Layer -2 Protocol Tunneling on all the edge switches.
Otherwise the encapsulated packets cannot be recognized

during the forwarding process between the edge switches.
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Designing an IPTV Network

4.1 Introduction for IGMP

Before we begin designing an IPTV Network, there are 3 important
concepts of Zy x elGMPs(Internet Group Management Protocol ) and
IGMP Snooping that administrators should be aware of

4.1.1 What are General Queries and Group Specific Queries?

General Quer y: The querier will send query message s to the multicast
clients to learn which  multicast groups still have active members within
the network.

Group Specific Quer y: When the client leaves a multicast group and
sends a leave group message, the querier will send this query message

to learn if a particular group has any other active members on a
downlink port .

4.1.2 What are IGMP Snooping Querier Modes?

There are 3 Querier Mode s: Auto, Fixed and Edge.

Fixed: To have the Switch always use the port as an IGMP query port.
Select this when you connect an IGMP multicast server to the port.

Edge: Prevents the switch from using the port as an IGMP query port. The
Switch will not keep any record of an IGMP router being connected to

this port. The switch does not forward IGMP join or leave p ackets to this
port.

Auto : The port behaves as a Fixed port if the port receives any IGMP
queries. The port behaves as an Edge port if the port receives no IGMP
queries within a period of time.

4.1.3 What are the differences between IGMP Snooping
fast/normal/immediate leave?

Fast leave :

In fast leave mode, the switch itself sends out an IGMP Group -Specific
Query (GSQ) message right after receiving an IGMP leav e message from
a host on a port. Thisdetermine swhether other hosts connected to the
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po rt should remain in the specific multicast group . This helps speed up
the leave process.

Normal leave :

In normal leave mode, when the Switch receives an IGMP leave
message from a host on a port, it forwards the message to the multicast

router. The multicast router then sends out an IGMP Group -Specific
Query (GSQ) message to determine whether other hosts con nected to
the port should remain in the specific multicast group. The switch

forwards the query message to all hosts connected to the port and waits

for IGMP reports from hosts to update the forwarding table.

Immediate leave

Select this option to set the  Switch to remove this port from the multicast
tree once the ports receive an IGMP leave message. Select this option if
there is only one host connected to this port.
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4.2 How to configure IGMP routing for multicast clients in a
different LAN

The example shows administrators how to configure IGMP ro uting on the
Zyxel Layer 3 switch . This is necessary when the multicast clients are in a
different LAN or VLAN from the streaming server.

VLAN 10 VLAN 20
Port 1 Porl5 g g Port |
Port 5
= Switeh-2 (1GMP Rout i
' Switch-1 (1GMP Snooping) Swwitch-2 ] outen
i PC (Client] HGSEE20-50 PLS3800-28 MediaServer
L VAN 10 LA 10 1P+ 192 188 10.2 WLAN 0, 1P 182488100, VAN 20 :
L pr192.148.10.100 FLAN 20, IP: 1921882040 1P 192.168.20.150 |

Figure 17  Configure IGMP routing for multicast clients in
different VLAN

Y Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using  XS3800-28 (Firmware Version: V4. 80) and XGS2220-30
(Firmware Version: V4. 80).
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Configure the VLAN 10 on Switch -1. (Please refer to the topic:
2.1 How to configure the switch to separate traffic between

departments )

Configure the IGMP  Snooping : Enter the web GUI and go to
Menu > Switching > Multicast > IPv4 Multicast > IGMP Snooping
Enable the Active setting, and select Unknown Multicast Frame
as Drop. Selectthe port5as Fixed.Cl i ¢ k

OAppl yé.

Querier
Querier Version
Report Proxy
Host Timeout
802.1p Pricrity

IGMP Filtering Active

IGMP Snooping Smart Forward Active

Unknown Multicast Frame

Unknown Multicast Frame to Querier Port © Drop Forwarding Forwarding on VLAN
Reserved Multicast Group © Flooding Drop
- Max N
Immediate Normal Group IGMP Querier
Port e s Fast Leave Limited Group Throttling IGMP Filtering Profile Mode
Number
[*]
‘ [ | [Deny ~| [Default v Auto v
*]
! 2000 [200 lo | [Deny ~| [Defaul v AUTD
o
2 4000 200 lo | [Deny ~| [Default ~| Auto v
o
3 4000 (200 lo | [peny ~ Default ~| Auto v
o
4 4000 [200 [o | [peny ~| [Defautt v Auto v
[*]
; 2 = =l —

v3 e

260 seconds
No-Change v |

@ orr )

Drop on VLAN
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4.2.2 Configure Switch-2

1 Configure the VLAN 10 and VLAN 20 o n Switch -2. Please refer
to the topic: 2.1 How to configure the switch to separate traffic
between departments

2 Configure the IP addresses for Switch on BOTH VLAN 10 and
VLAN 20 as shown in the figure. Please refer to the topic: 1.1
How to change the switch management IP address to avoid
accessing the wrong device

3 Configure the IGMP Routing : Enter the web GUI and go to
Menu > NETWORKING> IGMP. Enable the Active setting, and
select VLAN 10 and VLAN 20 as IGMP -v2. Select oUnknown
Multicast Frame 06 as oDrop 6. Click 0Apply 6.

Active | m |
Unknown Multicast Frame Flooding

Index Network Version
1 192.168.1.6/24
2 192.168.10.1/24
3 192.168.20.1/24
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4.2.3 Test the Result
1 Play the stream on Media Server using Multicast IP address
239.1.1.2.
2 Have PC send an IGMP join message for 239.1.1.2.
3 Go to Menu > SWITCHING > Multicast > IPv4 Multicast . PC
connected to port 1 joinsthe Multicast Group -239.1.1.2.

vID port Multicast Group

1 224,00.251

10 224,0.0.252

|

10

239002 |
239.255.255.250

2
Ao =
&
%
olole w
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4.2.4 What Could Go Wrong
1 The Switch-2 (IGMP Router) must contain both VLAN of Media
Server (VLAN 20) and PC (Client) (VLAN 10) so that the IGMP
stream can route successfully. If the stream is not received by
the Client, try to check the configuration of the VLAN.
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4.3 How to configure IGMP Snooping for multicast clients in
the same LAN

The example shows administrators how to configure IGMP Snooping for
multicast clients and steaming server sin the same VLAN . When Media
Server multicasts the stream, IGMP snooping  allows the switch to learn
multicast groups without having  the user to manually configure the  each
switch . This prevents the switch from flooding multicast streams on ports
that have no members for these multicast addresses

S .............. PR
. 7

. iSwitch :

S VLAMN 10, 1P 192 168 10 1% -
i IP:192.168.10.100 : IP:192.168.10.150;

Figure 18 Configure IGMP Snooping for multicast clients in the
same LAN

Y Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XS3800-30 (Firmware Version: V4. 80).
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4.3.1 Configure Switch
1 Configure the VLAN 10 on Switch. (Please refer to the topic: 2.1
How to configure the switch to separate traffic between
departments ).

2 Configure the IGMP  Snooping : Enter the web GUI and go to
Menu > Switching > Multicast > IPv4 Multicast > IGMP Snooping
Enable the Active setting, and select Unknown Multicast Frame
as Drop. Check Querier.Cl i ck OAppl ybo.

Querier

Querier Version v3 ~

Report Proxy

Host Timeout 260 seconds

802.1p Priority No-Change v

IGMP Filtering Active :\m

IGMP snocping Smart Forward Active [ on §

Unknown Multicast Frame Flooding (o] Drop Drop on VLAN
Unknown Multicast Frame to Querier Port © Drop Forwarding Forwarding on VLAN
Reserved Multicast Group © Flooding Drop
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4.3.2 Test the Result
1 Play the stream on Media Server using Multicast IP address
239.1.1.1.

2 Have PC send an IGMP join message for 239.1.1.1.

3 Go to Menu > Switching > Multicast > IPv4 Multicast . PC
connected to port 1 joins Multicast Group -239.1.1.1.

VvID Port Multicast Group
10 224.00.251
10

1o

10

22400.252
235002 |

239.255.256.250

10 224.0.0.252

umwawmg%
=

1
1
1
1
10 2 224.0.0.251
2
2

10 239.255.256.250
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Network Security

5.1 How to configure the port security to limit the number of
connected devices

The example shows administrators how to configure port  security to limit
the number of connected devices. In a real environment, port security
controls the number of users connecting to a server.

PC-1
WLAN 1
1P 192.168.1.100
MAC: 00:e0:4c:00:00:03 Server
f — VILAN
| P2 192.168.1.150
= |
. Port 2 Port3
| Swritch-2 Swritch-1
= GE2220-50HP HE3E00-25
e WLAM T, [P 12216802 WLAM T, IP: 192156801
PC-2 WAAC: 01 defl 21 7465
WLAM 1
IP: 192.148.1.200

Figure 19 Configure the port security to limit the number of
connected devices

Y Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using XS3800-28 (Firmware Version: V4. 80) and GS22 20-50HP
(Firmware Version: V4. 80).
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5.1.1 Configure Switch -1
1 Enter web GUI and go to Menu > Security > Port Security
Enable the Active setting. Check port 3 and set the oLimited
Number of Learned MAC Address 0to 2.

Port Security

e

Port Active Address Learning Limited Number of Learned MAC Address

| e

g
(< I I I |

Q" Note:

The Zyxel switch sends Link Layer Discovery Protocol (LLDP) packets every
period of time by default. If Switch -2 does not support LLDP or is disabled,
Limited Number of Learned MAC Address can be set to 1. Otherwise, set
this to 2.
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5.1.2 Test the Result

1 PC-1 can ping Server successfully.
sUsersslserping 192 .168.1.158

inging 1922.168.1.158 with 32 buytes of data:
192 .168.1.1568: bytes=32 time=766msz TTL=128
192 .168.1.15%68: bytes=32 time<ims TTL=128
192 .168.1.15%68: bytes=32 time<ims TTL=128

192.168.1.158: bytes=32 time<ims TTL=128

ing statistics for 1922.168.1.158:

Packetz: Sent = 4, Received = 4, Lost = B (Bx lossl.
pproximate round trip timesz in milli-—seconds:

Hinimum = Bmz,. Maximum = Y66ms,. Average = 1%1ims

2 ConnectPC -2to port2.

3 PC-2 cannot ping Server.
Cislzersslseriping 192.168.1.158
Pinging 192.168.1.1568 with 32 bytes of data:

Reply from 192.168.1.2088: Destination host unreachahle.
Reply from 192.168.1.208: Destination host unreachable.

Reply from 192.168.1.288: Destination host unreachahle.
Reply from 192.168.1.208: Destination host unreachable.

Ping statistics for 192_168.1.15@:
Packetz: Sent = 4, Received = 4, Lost = B <(Bx loss)>.

4 Access Switch -1 web GUI. Goto Menu > Monitor > MAC Table
> Search. The MAC Address Table should show MAC address
ofPC-1 (and Switch -2), but not the MAC address of PC  -2.

Index MAC Address VID Port Type
1 bc:cfidfb7:4e:1é 1 3 Dynamic

2 00:0e:cé:ba:ee:éf 1 g Dynamic

3 00:19:¢b:00:00:01 1 CPU Static
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5.1.3 What Could Go Wrong
1 The MAC address of Switch -2 will also be learned in Switch -1
MAC address table. Therefore, remember to consider Switch -
20s MAC awdhemrsetsng the number of  Limited Number
of Learned MAC Address
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5.2 How to configure MAC filter to block unwanted traffic

The example shows administrators how to configure MAC filter to block
unwanted traffic.  In this example, Switch-1 will block tr affic based on
which device sends the packet or which device receives the packet

PC-1

VLAN

IF: 192.168.1.100

PAAC: 00-1E-33-27-04-93

Port 1 --"/
Port | Forl 3
Porl 3 Part 2
I
Server Switch-1 Switch-2
VLAN 1 X$3S00-28 352220-50HF
IPLIS2168.0.050  wLAN 1, IF: 182.182.1.1 WLAN 1. IP: 192.188.1.2 e
PC2
VLAN |
1P 192.168.1.200

MAC; 00-23-54-2E.98-8%

Figure 20  Configure MAC filter to block unwanted traffic

Y Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XS3800-28 (Firmware Version: V4. 80) and GS2220 -50HP
(Firmware Version: V4. 80).
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5.2.1 Configure Switch-1
1 Enter web GUI and go to Menu > Switching > Static MAC
Filtering > Add/Edit . Enable the Active setting and set the filter
Name. Choose the Actionas  oDiscard source 0. Keyinthe MAC
you want to block and the VID. Click 6Add 6.

Active u)
Name MACTilter

Action I Discard source
C fion

MAC [00:1E:33:27:04:93 |

VID :

Clear Cancel

0" Note:

Use Discard source to drop traffic sent by the device with the configured
MAC entry.

Use Discard destination to drop traffic sent to the device with the
configured MAC entry.
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5.2.2 Test the Result

1 PC-1 (with MAC address 00:1E:33:27:04:93) failsto ping Server.
C:wlUzerssUser>ping 192.168.1.158

Pinging 192.168.1.158 with 32 hytesz of data:

Reply from 192.168.1.188: Destination host unreachable.
Reply from 192.168.1.188: Destination host wunreachahle.
Reply from 192.168.1.188: Destination host unreachable.
Reply from 192.168.1.188: Destination host unreachahle.

Ping statistics for 172.168.1.1508:
Packets: Sent = 4, Received = 4, Lost = B (8% loss).

2 PC-2 can ping Server successfully.
sUsersslserping 192 .168.1.158

inging 1922.168.1.158 with 32 buytes of data:

eply from 1922.168.1.158: bytez=32 time=Y66mz TTL=128
eply from 122.168.1.158: bytez=32 time<imz TTL=128
eply from 122.168.1.158: bytez=32 time<imz TTL=128

eply from 122.168.1.158: bytez=32 time<imz TTL=128

ing statistics for 1922.168.1.158:

Packetz: Sent = 4, Received = 4, Lost = B (Bx lossl.
pproximate round trip timesz in milli-—seconds:

Hinimum = Bmz,. Maximum = Y66ms,. Average = 1%1ims
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5.2.3 What Could Go Wrong
1 The MAC address set on Switch -1 should be identical to the
MAC address of PC-1 so that the traffic can be blocked
successfully.
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5.3 How to configure the switch to prevent IP scanning

In this example, we will use Anti-ARP Scan to prevent attackers from identifying
all network devices in the local area network. ARP Scanning is a method by
which attackers send multiple ARP request packets in a very short period of
time to flood across the entire broadcast domain.

i Local Network
i Network 192.168.1.0
i Netmask 255.255.255.0

: Host-A

[ HostB ;! Switch USG :

i ” Hostc | y VLAN 1 IP 192.168.1.2 LAN P 192.168.1.1 |
Figure 21  IP Scanning from Wired and Wireless Devices

V" Note:

All network IP addresses and subnet masks are used as examples in this article.

The Access Point in this section uses the default Radio and SSID Profile.

For this section, we wil!/ refer to 0Zenma
All Ul displayed in th is article are taken from the XS38 00 series switch.
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5.3.1 Configuration in the Switch
1 Access the Switchds Web GUI

2 Go to Menu > Security > Anti -Arpscan > Anti -Arpscan Setup .
Enable the Active Setting. Configure the uplink port (port 24)
as O0Trust €EldkoAppit.at e .

Port Threshold ops
Host Threshold pps
rt

Pol Trusted State
w
2
>
s
5
;
21
2
23
24
25
-Optional -

3 Go to Menu > Security > Errdisable > Errdisable Recovery
Enable the Active Setting and check the anti -arpscan box.

Click Apply .
Active

Reason Time Status Interval
[ ]

loopguard 300
8PDU

IGMP 300
anti-arpscan
bpduguard

uld 300
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5.3.2 Test the Result

1 Download and install an IP  Scanning software into Host -A
and Host -C.
2 Connect Host -A and Host -B via the Wireless Access Point.
3 Host-A should initiate a scan for IP address 192.168.1.1 to
192.168.1.20.
Zenmap - &
Scan Tools Profile Help
Target: | 192.168.1.1-20 | Profiler | Intense scan w Scan Cancel
Command: |nmap -T4 -A -v 192.168.1.1-20
Hosts Services Mrmap Output | Ports / Hosts | Topology | Host Details | Scans
05 4 Host - Details
Filter Hosts
4 Host-A should no longer be able to reach the USG.

sWindowsssystem32 >ping 172.168.1.1

inging 192.168.1.1 with 32 bhytes of data:
egquest timed out.
egquest timed out.

eply from 192.168.1.38: Destination host unreachahle.
eply from 192.168.1.38: Destination host unreachahle.

ing statistics for 192.168.1.1:
Packetsz: Sent = 4, Received = 2. Lost = 2 (58x loss>,

5 Access t heWehvGUL Gohtd &enu > Security > Anti-

Arpscan > Anti-Arpscan Host Status. An entry for Host -A should
appear wi t-bhi sasamblo&d rst at e.
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6 Host-B should still be able to reach the USG.
7 Connect Host -C to the Switch.

8 Host-C should perform a quick scan for IP address 192.168.1.1
to0 192.168.1.100.

Zenmap = =

Scan Tools Profile Help
Target: | 192.168.1.1-100 v | Profiler | Quick scan | |Scan| | Cancel

Command: |nmap -T4 -F 192.168.1.1-100

Hosts Services Mmap Output | Ports / Hosts | Topology | Host Details | Scans
05 4 Host - nmap -T4 -F 192,168.1.1-101 W Details
192.168.1.1 32768/tcp unknown filenet-tms ~
49152/tcp unknown unknown
| 192.188.1.2 49153 /tcp unknown unknown
W 192168130 49154 /tcp unknown unknown

49155/tcp unknown unknown
49156/tcp unknown unknown
49157 /tcp unknown unknown

Nmap done: 181 IP addresses (3 hosts up) scanned in
2.88 seconds

Filter Hosts

9 Host-C should no longer be able  to reach the USG.
sWindowsssystem32 >ping 172.168.1.1

inging 192.168.1.1 with 32 hytes of

egquest timed out.

egquest timed out.

eply from 122.168.1.38: Destination unreachahle.
eply from 122.168.1.38: Destination unreachahle.

ing statistics for 192.168.1.1:
Packet=z: Sent = 4, Received = 2. = 2 <58+ loss>.
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Index Host IP MAC Address VLAN Port State
1 192.168.1.30 48:51:b7:37:26:b% 1 26 Err-Disable
-
Q Note:
If Errdisable Recovery has been configured, the Host -A entry should
recover after the Errdisable Recovery Interval. Host -A will be able to
reach the USG, afterwards.
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100Access the Switchdslene Becudyd Anti Go

Arpscan > Anti -Arpscan Status . Port 26 should now be in an
Errdisable d state.

Anti-Arpscan is Enabled
Port Trusted state
1 OFF Forwarding
25 OFF Forwarding
26 OFF Er-disable

“_I' Note:
If Errdisable Recovery has been configured, Port 2 state should change
to forwarding after the Errdisable Recovery Interval. Host -C will be able

to reach the USG, afterwards.
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5.3.3 What Could Go Wrong?
1 If access to servers or the local gateway is no longer possible
after enabling Anti  -Arpscan, make sure thatonly  ports directly
connected to hosts or Wi reless Access
Ports to servers and the | ocal gat ewa

2 If all hosts connected through a Wireless Access Point can no
longer reach the local gateway, check whether the port to
the Wireless Access Point has changed to the err  -disable state
in Menu > Security > Anti -Arpscan > Anti -Arpscan Status . If so,
consider increasing the  Port Threshold in Menu > Security >
Anti-Arpscan > Anti -Arpscan Setup .

Active m

Port Threshold 200 pps

Host Thresheld 10 pps

Port Trusted State
Untrusted v
Untrusted v
Untrusted v

Untrusted v

AW R =

Untrusted v
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5.4 How to Configure the Switch and RADIUS Server to Provide
Network Access through 802.1x Port Authentication

This example will instruct the administrator on how to configure the switch

to provide access to machines that provides valid user credential s. With
802.1x Port Authentication, the organization can ensure that only
authorized personnel can access core network resources.

Local Network
Network 192.168.1.0

Netmask 255.255.255.0 UsG
LAN [P 192.168.1.1
—
User-A =

[ ] || RADIUS-Server
= IP 192.168.1.100

f _ Switch
® | T VLAN 1 IP 192.168.1.2 | |

Guest = | Private-Server
- IP 192.168.1.200

User-B

Figure 22  802.1x Port Authentication Providing Access to
Authorized Users

"0 Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. The

authentication server used in this example is FreeRADIUS running in Ubuntu server.
All Ul displayed in this article are taken from the XS3800 series switch.
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5.4.1 Configur ation in the Switch
1 Accessthe Switchds Web GUI

2 Go to Menu > Security > AAA > RADIUS Server Setup.
Configure the RADIUS serverds | P addr
secret. Click Apply .

Authentication Server
Meds
Timeout seco'wds
Delete Index IP Address UDP Port Shared Secret Encrypted Shared Secret
N [0 [
AL
V" Note:
The shared secret must match the sec
profile.

3 Goto Menu > Security > Port Authentication > 802.1x . Enable
the Active Setting. Check the 802.1x Active box as well as for
all ports connected to end devices. Do not check active box
of ports connected to either the USG RADIUS Server, or
Private - Server.

roL P o ]
Port Active Max-Req Reauth Reauth-period secs Quiet-period secs Tx-period secs Supp-Timeout secs
1 2| On v 3600 | [ |30 o |

2 2 On v 3600 | [ea ENE ENl

4 2 onwv 600 | |e0 [30 W |

= 2| On v 2600 | e [a0 I

% 2 on 3600 6 30 0

29 2 Cnwv 400 60 30 30

30 2 onv 3600 60 £ £l

i
kS

5.4.2 Configur ation in the RADIUS - Server

1 Edit the client profile in  /etc/freeradius/clients.conf . Save the
file and exit.
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client 192.168.1.2 {
secret = zyxelll23i4

shortname = Switch
nastype = other

U Note:
The client IP address and secret must match the management IP and
shared secret of the Switch.

2 Add the following u ser profile s in /etc/freeradius/users . Save
the file and exit.
Cleartext-Password := "zyxeluserA"
Service-Type = Administrative-User

Cleartext-Password := "zyxeluserB"
service—Type = Administrative-User

3 Restart FreeRADIUSservice.
oot@dhcppchB: retc freeradiustt stop freeradius
=top: Unknown instance:
oot@dhcppchB: retcfreeradius#t start freeradius

reeradius start/rumming, process BBOOD
oot@dhcppchB: et freeradiush
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5.4.3 Test the Result

1 Access User-A, User-B, and Guest device .

2 If using Windows OS, click the Start button and type
services.msc into the search box

3 In the Services window, locate the service named Wired
AutoConfig. Make sure the Steawnwtied®d status
o Services e @ e e e e ———— @Elg
File Action View Help
e B Dc= Bml >»enn
. Services (Local) .C’, m([_mn
Wired AutoConfig Name Description Status Startup Type  *
. % Windows Time Maintains d... Started Manual
Stop the service s i
Restart the service « Windows Update  Enablesthe.. Started Automatic (D...
S5 WinHTTP Web Pr...  WinHTTP i... Manual
escription: s - >
The Wired AutoConfig (DOT3SVC) (.,,WLAN AutoConfig  The YVLANS,.. Started Automatic
service is responsible for performing WMI Performance... Provides pe... Manual
IEEE 802.1X authentication on 5% Workstation Creates and... Started Automatic =
< | T | » |
', Extended / Standard / 'I
4 Right-click on your network adapter and select Properties..

5 Click on t he Aut hent i c aEnakenlEEE a b and
802.1X authentication 6. Make sure that the network
authentication method  is Microsoft: Protected EAP (PEAP)
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)

Local Area Connection Properties M

Authertication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

<_[¥] Enable |EEE 802.1X authentication

Choose a network authentication method:

[Microsoft: Protected EAP (PEAF) ] [ Settings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

[ ok [ cancel

6 Click on Additional Settings , select Specify authentication
mode and specify User authentication

Advanced settings [ =

802.1X settings

Spedify authentication mode
[User authentication

Delete credentials Tor all users

v][ Sa@

[ Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon
Maximurm delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

7 Connect User -A device to the Switch. User-A should show an
OAdditional information is needed to connect to this network. o)

pop -up message.

165/232



ZY XEL

www.zyxel.com
NETWORKS

8 Enter the username (User-A) and password ( zyxeluserA)
which must be consistent with the RADIUS -Se r v eused @ofile

settings.

Windows Security g
|

MNetwork Authentication |
Please enter user credentials

s

|Ei [ OK I[ Cangel ] |

9 Devices using UserA and User-B credentials can
communicate with  USGand Private -Server.

10 Connect User -A device to the Switch. User-A should show an
OAdditional information is needed to connect to this network. o)

pop -up message.

11 Enter the username (Guest) and arandom password.

Windows Security ﬂ
R ——

Metwork Authentication |
Please enter user credentials

:| l.“j | ff:....q }

d
Fi [ oK | [ Cancel

12 Device using Guest credentials cannot communicate with
USGand Private -Server.
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5.4.4 What May Go Wrong?

1 Ifthe Switch does not allow access to users that submitted the
correct credentials, the following problems may have
occurred :

a. Usernames and passwords are case -sensitive. Make sure
that the user input the correct lower  -case or upper -case
characters.

b. The RADIUSserver is unreachable. The Switch should be
able to ping the RADIUS -Server at all times. Make sure
network settings were configured correctly between
Switch and RADIUS -Server.

c. The shared secret between the Switch and RADIUS  -Server
is not identical.
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5.5 How to configure the switch to send unautho rized users in
a guest VLAN

The example shows administrators how to use Guest VLAN for users that
fails or used an invalid user credential during 802.1x port authentication

In a real application, we may need to allow guest sto access the USG so
that they can access the Internet , but still isolated from Private -Server.
On the contrary, we have to allow the users with valid credentials to only
access the Private -Server.

i Local Network
! Network 192.168.1.0 usG

{ Netmask 255.255.255.0 VLAN1 P 192.168.100.1
H i P30 g
- P1 i
User-A ;'/_ .
B | RADIUS-Server
| P2 i P31
User-B RS E— IP192.168.1.100

Switch
VLAN1 [P 192.168.1.2 |

P32 —

Private-Server
IP192.168.1.200

: Guest Network (VLAN 100) |
 Network  192.168.100.0 |
 Netmask 255 255.255.0

Figure 23  Configure the switch to send unauthorized user in
Guest VLAN

"0 Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using XS38)0-28 (Firmware Version: V4. 80).
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5.5.1 Configure 802.1x Port Authentication on the Switch
1 Configure 802.1x on all towards users. Do not enable Port
Authentication on ports to the USG, RADIUS -Server, and Private -
Server. To configure Port Authentication, p lease refer to the
topic: 5.4 How to Configure the Switch and RADIUS Server to
Provide Network Access through 802.1x  Port Authentication.

5.5.2 Configure VLAN for Guest VLAN
1 Configure the VLAN for Guest VLAN ( VLAN 100) on Switch.
VLAN 100: Set fixed port: 1, 2, 3, 30; untagged port: 1, 2, 3, 30;
forbidden port: 31, 32; port 30: pvid=100. VLAN 1: Set forbidden
port: 30 . For isolating VLAN 1 and 100 , please refer to the topic:
2.1 How to configure the switch to separate traffic between
department s.

5.5.3 Configure Guest VLAN for Failed Authentication
1 Goto Menu > Security > Port Authentication > 802.1x > Guest
Vlan . Activate the Guest Vlan on port 1 -3 and type the guest
Vlan as 100. PressoApply O.

Port Active Guest VLAN Host-mode Multi-secure Num

Multi-Host v

Multi-Host v

Multi-Host v

Multi-Host v

Multi-Host v

o os W N =

Multi-Host v

CEEE]]
bbbl
Hodond

5.5.4 Configur e the Radius Server
1 Editthe client profile in /etc/freeradius/clients.conf . Save
the file and exit .
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client 192_.168.1.1 <
secret = thisisasecret

shortname = Switch
nastype = othep

U Note:
The client IP address and secret must match the management IP and
shared secret of the Switch.

2 Add the following u ser profile s in /etc/freeradius/users
Save the file and exit.

uszer Cleartest—Password :="userl234"

Service-Type = Administrative-lUser

3 Restart FreeRADIUSservice.

rootl@dhcppecbl s et freeradiunslh stop freeradius
stop: Unknown instance:

root@dhcppcbd s setc freeradivslt start freeradius
freeradius start/running, process S88A

5.5.5 Configure the setting on  User-A, User-B and Guest

1 In the Services window, locate the service named Wired
AutoConfig. Make sure the service status
Services - e ﬂ@

File Action View Help

&z |EEcz HE > e nw
Services (Local) Services (Local)
Wired AutoConfig Name Description Status Startup Type i

Windows Time Maintains d... Started Manual
Windows Update Enables the .. Started Automatic (D...
WinHTTP Web Pr... WinHTTP i
" Wired AutoConfig  The Wir

5 WLAN AutoConfig  The WLAN

Stop the service
Restart the service

Manual

red |

Description:

The Wired AutoConfig (DOT3SVC) matic

service is responsible for performing WMI Performance... Provides pe... Manual
IEEE 802.1X authentication on Workstation Creates and... Started Automatic o
< m »
% Extended ;"{-‘ Standard /
2 Right-click on your network adapter and select Properties .

Click on t he Aut hent i c aEnakenlEEE a b and
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@ Local Area Connection Properties ﬂl

Authertication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

| b TEEE 502 1X autheniaiion |

Choose a network authentication method:

|Microsoft: Frotected EAP (PEAF) v | [ Settings

[] Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

[ ok ][ cenca |

t hat

3 Click on Additional Settings , select Specify authentication
mode and specify User authentication

"
Advanced settings E

802, 1¥ settings

| [¥]5pedfy authenfication mode! |

“Usa authentication 'I [ Save credentials ]
|

Delete credentials for all users

[T Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAME for machine
and user authentication

[ ok ][ concl
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5.5.6 Test the Result
1 Disconnect and connect the PC with Switch. PC should show
a n Additional information is needed to connect to this
network . 0  pup rpessage.

-

Ak Additional information is needed to connect to this network
Click to provide additional information.

-

2 Enter the username ( User-A) and password ( zyxeluserA ) which
must be consistent with the RADIUS -Ser ver 6s user profile

Windows Security ﬁ

MNetwork Authentication
Please enter user credentials

-I User-a
J | cun-unu-ol

[ oK | | Cancel

3 Devices using User -A and User -B credentials can communicate
with Private -Server.

4 Connect User -A device to the Switch. User -A should show an
oAdditional information is needed to connect to this network. o]

pop -up message.

5 Enter the username (Guest) and ara ndom password.

6 Device using Guest credentials cannot communicate with
Private -Server, but it can communicate with USG

7 Check the MAC table of the Switch. The device of users with

wrong credentials are assigned to VLAN 100. ( Menu > Monitor
> MAC Table > Search)
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5.5.7 What Could Go Wrong

1 If the PC doesn @& pop up the authentication message after
connecting the PC to the switch

a. Try to use the Switch to ping Radius -Server. The Switch should
be able to ping Radius -Server.

b. Right-click on your network adapter and select Properties >
Authentication > Additional settings . Uncheck the oValidate
server certificate 0.

2 If the shared secret setting of Switch and PC ~ does NOT match ,
the authentication  will fail .
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