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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your products due to differences in your product
firmware or your computer operating system. Every effort has been made to ensure that the information
in this manual is accurate.

Note: The version number on the cover page refers to the Switch’es latest firmware version to
which this User’s Guide applies.

Related Documentation
* Quick Start Guide

The Quick Start Guide shows how to connect the Switch.
« CLI Reference Guide

This guide explains how to use the Command-Line Interface (CLI) to configure the Switch.
Note: It is recommended you use the Web Configurator to configure the Switch.

= Web Configurator Online Help
Click the help link for a description of the fields in the Switch menus.
= Nebula Control Center (NCC) User’s Guide

Go to nebula.zyxel.com or support.zyxel.com to get this User’s Guide on how to configure the Switch
using Nebula.

= More Information

Go to support.zyxel.com to find other information on the Switch.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
= Allmodels may be referred to as the “Switch” in this guide.
« Product labels, screen names, field labels and field choices are all in bold font.

= Aright angle bracket ( >) within a screen name denotes a mouse click. For example, SYSTEM > IP
Setup > Network Proxy Configuration means you first click SYSTEM in the navigation panel, then the IP
Setup sub menu, then Network Proxy Configuration to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Switch icon is not an exact
representation of your device.

Switch Generic Router Wireless Router / Access Point

e

Generic Switch Smart TV Desktop
-f"\_
ﬁ g
Laptop IP Camera Printer

b

Server
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CHAPTER 1

Getting to Know Your Switch

1.1 Introduction

This chapter introduces the main features and applications of the Switch.
The XGS2220 Series consists of the following models:

= XGS2220-30
= XGS2220-30HP
= XGS2220-30F
= XGS2220-54
= XGS2220-54HP
= XGS2220-54FP

References to POE model in this User's Guide only apply to XGS2220-30HP, XGS2220-54HP, and XGS2220-
54FP.

The Switch is a stackable, layer-3, Gigabit Ethernet (GbE) switch with one power slot for single power
supply. The Switch provides six 10 GbE ports for uplink. By integrating router functions, the Switch
performs wire-speed layer-3 routing in addition to layer-2 switching.

With its built-in Web Configurator, including the Zyxel One Network (ZON) Neighbor Management
feature, viewing, managing and configuring the Switch and its neighboring devices is easy. The Switch
can also be managed through Telnet, any terminal emulator program on the console port, or third-party
SNMP management.

In addition, Zyxel offers a proprietary software program called Zyxel One Network (ZON) Utility, it is a
utility tool that assists you to set up and maintain network devices in a more simple and efficient way.
You can download the ZON Utility at www.zyxel.com and install it on a computer.

All models are referred to as the “Switch” in this guide.

The Switch supports NebulaFlex for hybrid mode which can set the Switch to operate in either
standalone or Nebula cloud management mode. When the Switch is in standalone mode, it can be
configured and managed by the Web Configurator. When the Switch is in Nebula cloud management

mode, it can be managed and provisioned by the Zyxel Nebula Control Center (NCC).

The following table describes the hardware features of the Switch by model.

Table 1 XGS2220 Series Comparison Table

FEATURE XGS2220-30 | XGS2220-30HP | XGS2220-30F | XGS2220-54 | XGS2220-54HP | XGS2220-54FP
Stacking Mode Yes Yes Yes Yes Yes Yes
10/100/1000 Mbps 24 24 No 48 48 48
Ethernet Ports
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Table 1 XGS2220 Series Comparison Table (continued)

FEATURE XGS2220-30 | XGS2220-30HP | XGS2220-30F | XGS2220-54 | XGS2220-54HP | XGS2220-54FP
10/100/1000 Mbps No 24 No No 48 48
POE Ports

100/1000 Mbps SFP No No 24 No No No
Interface

1/10 Gbps SFP+ 4 4 4 4 4 4
Interface

1000 Mbps / 2.5/5/ 2 2 2 2 2 2
10 Gbps Ethernet

Ports

1000 Mbps / 2.5/5/ No 2 No No 2 2

10 Gbps PoE Ports

Smart FAN

1 (8,500 RPM)

3 (8,500 RPM)

2 (8,500 RPM)

2 (8,500 RPM)

4 (8,500 RPM)

1 (8,500 RPM)
2 (16,000 RPM)

Console Port

USB-C

USB-C

USB-C

USB-C

USB-C

USB-C

The last four 10G ports can also be used for stacking. Use the four 10G fiber ports. When working in
stacking mode, the Switch can operate together with other Switches of the same model and firmware
version and allows you to remotely manage them from one switch using one single IP address.

This section shows a few examples of using the Switch in various network environments.

1.1.1 Multi-Gigabit

A 10 Gigabit port supports speeds of 10G if the connected device supports 10G and a Cat 6a (up to 100
m) or Cat 6 cable (up to 50 m) is used. The speed drops to 1G if these criteria are not met; it drops to
100M if a Cat 5 cable is used (up to 100 m).

If a network device such as a 5G network card, gaming computer, server, Network Attached Storage
(NAS) or Access Paint (AP) only supports 2.5 Gigabit or 5 Gigabit connectivity, then the maximum speed
potential of these devices is never reached.

In addition, at the time of writing, most existing cabling is Cat 5e or Cat 6, further limiting maximum
speed or distance potential.

Multi-Gigabit (IEEE 802.3bz) solves these problems by additionally supporting 2.5 Gigabit and 5 Gigabit
Ethernet connections over Cat 5e and higher Ethernet cables. Multi-Gigabit ports are also backward
compatible with 100 Mbps and 1 Gigabit ports.
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Figure 1 Multi-Gigabit Application

100 Mbps, 1 Gbps, 2.5 Gbps, 5 Gbps, 10 Gbps

SmartTV Desktop ~ Game Console
Server

See the following table for the cables required and distance limitation to attain the corresponding

speed.

Table 2 Cable Types
CABLE TRANSMISSION SPEED MAXIMUM DISTANCE BANDWIDTH CAPACITY
Category 5e or better 1G / 2.5G / 5G* 100 m 100 MHz
Category 6 5G / 10G 100m /55 m 250 MHz
Category 6a 10G 100 m 500 MHz
Category 7 10G 100 m 600 MHz
* A high quality Category 5e cable can support 5 Gbps and up to 100 m with no electromagnetic interference.

Note: Make sure to select the correct speed for the port in PORT > Port Setup.

1.1.2 Stacking Mode

The Switch can work in Stacking mode and directly connect to other switches. The switches then
operate together and act as a single switch or a virtual chassis. The stackable switches can be
managed from a master switch in the stack.

Note: To set the Switch to Stacking mode, go to the SYSTEM > Stacking > Stacking Setup
screen.

Note: When the Switch is in Stacking mode, it uses the default static IP address 192.168.1.1.
Note: Make sure the stacking port is connected to the specified media type: SFP+ transceiver

or an SFP+ Direct Attach Copper (DAC10G) that you set in SYSTEM > Stacking >
Stacking Port Setup. Default is SFP+.
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Figure 2 Stacking Example

1.1.3 Management Modes

NebulaFlex means you can set the Switch to operate in either standalone or cloud mode (but not both
at the same time).

Use the DHCP-assighed IP address to access the Web Configurator. To know the IP address, use the
NCC, the ZON utility, or the console port if available. You can also use the domain name “setup.zyxel” to
access the Web Configurator when you are directly connected to the Switch.

Note: Make sure your computer can connect to a DNS server through the Switch.

Use the Web Configurator to configure and manage the Switch directly in standalone mode or use
Nebula Control Center (NCC) to configure and manage the Switch in cloud mode. The Nebula Control
Center (NCC) is an alternative cloud-based network management system that allows you to remotely
manage and monitor the Switch. You may also access a minimized version of the Web Configurator in
cloud mode.

Nebula Cloud Management

To have Nebula manage the Switch, you must first register it at the Nebula web portal at https://
nebula.zyxel.com, and ensure that Nebula Control Center (NCC) Discovery is enabled in SYSTEM >
Cloud Management in the Switch Web Configurator.

Note: See the Switch’s datasheet for the feature differences between standalone and
Nebula cloud management modes. You can find the Switch’s datasheet at the Zyxel
website.

See the NCC (Nebula Control Center) User’s Guide for how to configure the Switch using Nebula.
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Figure 3 NCC Example Network Topology

NCC

—_ ~ — Internet
N1 ,
- —m
ATP/USG FLEX\

1.1.4 Mode Changing

This section describes how to change the Switch’s management mode. Refer to the Switch’s
standalone mode User’s Guide for LED descriptions, including CLOUD LED behavior.

From Standalone to Nebula Cloud Management

To manage your Switch through Nebula, connect the Switch to the Internet, and register it to a site and
organization at the Nebula web portal (https://nebula.zyxel.com).

See the following steps or the Switch Quick Start Guide for registering the Switch.

Go to the NCC to Register the Switch

Go to the Nebula web portal in one of three ways.

= Enter https://nebula.zyxel.com in a supported web browser. See the Nebula User’s Guide for more
information about supported browsers.

= Click Visit Nebula in the Switch’s login page.
= Click the Nebula Control Center icon in the upper right of the Switch’s Web Configurator.

Click Get Started in the Nebula web portal. Enter your myZyxel account information. You will be
redirected to another screen where you can sign up for a myZyxel account if you do not have one.

Create an organization and a site (using the Nebula setup wizard) or select an existing site.
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Register the Switch by entering its Registration MAC address and serial number and assign it to the site.
The serial number and Registration MAC address can be found in the DASHBOARD screen or the device
back label on the Switch.

Use the Zyxel Nebula Mobile App to Register the Switch

Download and open the Zyxel Nebula Mobile app in your mobile device (see Section 20.2 on page 157
to download the app). Click Start on the first page. Click Create account to create a myZyxel account
or enter your existing account information to log in.

Create an organization and site, or select an existing site using the Zyxel Nebula Mobile app.

Select a site and scan the Switch's QR code or manually enter the information to add it to the site. You
can find the QR code:

< On alabel on the Switch or
e On its box or

= In the Web Configurator at SYSTEM > Cloud Management.

See Section 3.3 on page 54 for more information about the CLOUD LED or Section Table 33 on page 118
for more information about the Cloud Control Status field in the DASHBOARD screen to see if the Switch
goes into Nebula cloud management mode successfully.

The Switch goes into Cloud mode automatically after it can access the
Nebula web portal and is successfully registered there. Its login
password and settings are then overwritten with what you have
configured in the Nebula web portal. To access the Web Configurator
when the Switch is in Cloud mode, use the Local credentials password
to login.

Note: The Local credentials: Password can be found in Site-wide > Configure > Site settings >
Device configuration in the NCC portal. See the NCC User’s Guide for more
information.

Table 3 Management Method Comparison

LOGIN IP ADDRESS/URL/
MODE ACCESS LOGIN USER NAME | LOGIN PASSWORD DOMAIN NAME
Cloud mode NCC (Nebula myZyxell account myZyxel account https://nebula.zyxel.com
Control Center) | name password
portal
Web admin Local credentials http://setup.zyxel
Configurator password OR
(Local GUI) http://DHCP-assigned IP
OR
a configured static IP address

Note: The Web Configurator (Local GUI) of Cloud mode supports limited features for troubleshooting

use only.
Standalone Web admin 1234 http://setup.zyxel
mode Configurator OR
http://DHCP-assigned IP
OR

http://192.168.1.1
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From Nebula-managed to Standalone

To return to direct management standalone mode, remove (unregister) the Switch from the inventory in
the Nebula web portal.

Note: When you change the Switch’s management mode from Cloud mode to standalone
mode, the Switch will reboot and restore its factory-default settings.

To unregister the Switch:

1 Go to the Nebula Control Center (https://nebula.zyxel.com).

2 Go to the Organization-wide > License & inventory > Devices screen.

3 Select the Switch you want to remove (unregister) from the organization.
4 Click Actions, then click Remove from organization.

It will take a while for the Switch to reboot and reset to factory default.

1.1.5 ZON Utility

With its built-in Web Configurator, including the Neighbor Management feature (Section 13.1 on page
132), viewing, managing and configuring the Switch and its neighboring devices is simplified.

In addition, Zyxel offers a proprietary software program called Zyxel One Network (ZON) Utility, itis a
utility tool that assists you to set up and maintain network devices in a more simple and efficient way.
You can download the ZON Utility at www.zyxel.com and install it on a PC (Windows operation system).
For more information on ZON Utility see Section 4.3 on page 63.

1.1.6 Web Configurator Networked AV Mode

Aside from the Web Configurator in Standard mode, you can switch to Networked AV mode that is
specifically designed to simplify configuration and management of the Switch for AVolP (Audio-Video
over Internet Protocol) application. In AV over IP, the AV transmitter is the transmitter, the AV receiver is
the receiver, and the matrix switch is a standard IP Switch. See Section 4.4 on page 66 for details on
using the Setup Wizard screen for configuring the Switch’s Networked AV mode’s basic and advanced
settings.
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Figure 4 Comparison Between Traditional AV and AVoIP Setups
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The Switch is a Power Sourcing Equipment (PSE) because it provides a source of power through its

Ethernet ports. Each device that receives power through an Ethernet port is a Powered Device (PD).

The Switch can adjust the power supplied to each PD according to the PoE standard the PD supports.

PoE standards are:

= |EEE 802.3af Power over Ethernet (POE)
= |EEE 802.3at Power over Ethernet (POE) +
= |EEE 802.3bt Power over Ethernet (POE) ++

The following table describes the PoE features of the Switch by PoE standard.

Table 4 XGS2220 Series Models and PoE Features

POE FEATURES XGS2220-30HP XGS2220-54HP XGS2220-54FP
IEEE 802.3at PoE+ Ports 1 - 16 Ports 1 - 40 Ports 1 - 40
|IEEE 802.3bt POE++ Ports 17 - 26 Ports 41 - 50 Ports 41 - 50
Power Management Mode | Consumption Consumption Consumption
Classification (default) Classification (default) Classification (default)
PoE Power Budget 400 W 600 W 960 W
Table 5 PoE Standards
PoE FEATURES PoE POE+ POE++
|IEEE Standard IEEE 802.3af |IEEE 802.3at IEEE 802.3bt
POE Type Type 1 Type 2 Type 3
Switch Port Power
|IEEE Power Classification Class0,1,2,3 Class 4 Class 5, 6
Maximum Power Per Port 154 W 30W 60 W
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Table 5 PoE Standards (continued)

PoE FEATURES PoE PoE+ PoOE++

Port Voltage Range 44 -57V 50-57V 50-57V
Cables

Twisted Pairs Used 2-pair 2-pair 4-pair
Supported Cables Cat3 or better Cat5 or better Cat5 or better

1.2 Example Applications

This section shows a few examples of using the Switch in various network environments. Note that the
Switch in the figure is just an example Switch and not your actual Switch.

1.2.1 PoE Example Application

The following example figure shows a Switch supplying PoE (Power over Ethernet) to Powered Devices
(PDs) such as an IP camera, a wireless router, an IP telephone and a general outdoor router that are not
within reach of a power outlet.

Figure 5 PoOE Example Application

) O

1.2.2 Backbone Example Application

The Switch is an ideal solution for small networks where rapid growth can be expected in the near future.
The Switch can be used standalone for a group of heavy traffic users. You can connect computers and
servers directly to the Switch’s port or connect other switches to the Switch.

In this example, all computers can share high-speed applications on the server. To expand the network,
simply add more networking devices such as switches, routers, computers, print servers, and so on.
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Figure 6 Backbone Application

B B

R

=2

1.2.3 Bridging or Fiber Optic Uplink Example Application

In this example, the Switch connects different company departments (RD and Sales) to the corporate
backbone. It can alleviate bandwidth contention and eliminate server and network bottlenecks. All
users that need high bandwidth can connect to high-speed department servers through the Switch.
You can provide a super-fast uplink connection by using a Gigabit Ethernet or SFP port on the Switch.

Moreover, the Switch eases supervision and maintenance by allowing network managers to centralize
multiple servers at a single location.

Figure 7 Bridging Application

1.2.4 High Performance Switching Example

The Switch is ideal for connecting two geographically dispersed networks that need high bandwidth. In
the following example, a company uses the 10 Gigabit uplink ports to connect the headquarters to a
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branch office network. Within the headquarters network, a company can use trunking to group several
physical ports into one logical higher-capacity link. Trunking can be used if for example, it is cheaper to
use multiple lower-speed links than to under-utilize a high-speed, but more costly, single-port link.

Figure 8 High Performance Switching
10 Gbps

\ I
I l I | TH Trunk

-

1.2.5 IEEE 802.1Q VLAN Application Examples

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned into multiple logical
networks. Stations on a logical network belong to one or more groups. With VLAN, a station cannot
directly talk to or hear from stations that are not in the same groups unless such traffic first goes through
arouter.

1.2.5.1 Tag-based VLAN Example

Ports in the same VLAN group share the same frame broadcast domain thereby increase network
performance through reduced broadcast traffic. VLAN groups can be modified at any time by adding,
moving or changing ports without any re-cabling.

Shared resources such as a server can be used by all ports in the same VLAN as the server. In the
following figure only ports that need access to the server need to be part of VLAN 1. Ports can belong to
other VLAN groups too.
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Figure 9 Shared Server Using VLAN Example

VLAN 1

1.2.6 IPv6 Support

IPv6 (Internet Protocol version 6), is desighed to enhance IP address size and features. The increase in
IPv6 address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 |p addresses. At the time
of writing, the Switch supports the following features.

= Static address assignment and stateless auto-configuration
= Neighbor Discovery Protocol (a protocol used to discover other IPv6 devices in a network)
< Remote Management using ping, SNMP, SSH, telnet, HTTP and FTP services

= ICMPvV6 to report errors encountered in packet processing and perform diagnostic functions, such as
"ping”

= [Pv4/IPv6 dual stack; the Switch can run IPv4 and IPv6 at the same time

< DHCPvV6 client and relay

= Multicast Listener Discovery (MLD) snooping and proxy

For more information on IPv6, refer to Appendix C on page 704 and the CLI Reference Guide.

1.3 Ways to Manage the Switch

Use any of the following methods to manage the Switch.

NCC (Zyxel Nebula Control Center). With the NCC, you can remotely manage and monitor the
Switch through a cloud-based network management system. See the NCC User’s Guide for detailed
information about how to access the NCC and manage your Switch through the NCC. See the NCC
User’s Guide for how to configure Nebula managed devices.

= Web Configurator. This is recommended for everyday management of the Switch using a (supported)
web browser. See Chapter 4 on page 58.

< Command Line Interface. Line commands offer an alternative to the Web Configurator and in some
cases are necessary to configure advanced features. See the CLI Reference Guide.

= FTP. Use File Transfer Protocol for firmware upgrades and configuration backup or restore. See Section
79.3.1 on page 606.

= SNMP. The Switch can be monitored and/or managed by an SNMP manager. See Section 26.6.1 on
page 197.
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= Cluster Management. Cluster Management allows you to manage multiple switches through one
switch, called the cluster manager. See Chapter 79 on page 604.

= ZON Utility. ZON Utility is a program designed to help you deploy and perform initial setup on a
network more efficiently. See Section 4.3 on page 63.

1.4 Good Habits for Managing the Switch

Do the following regularly to make the Switch more secure and to manage the Switch more effectively.

= Change the password. Use a password that is not easy to guess and that consists of different types of
characters, such as numbers and letters.

= Write down the password and putitin a safe place.

= Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Switch to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the Switch. You could simply restore your
last configuration.
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Hardware Installation and
Connection

2.1 Installation Scenarios

This chapter shows you how to install and connect the Switch.
The Switch can be:

= Placed on a desktop.

< Rack-mounted on a standard EIA rack.

2.2 Safety Precautions

Please observe the following before using the Switch:

= |tisrecommended to ask an authorized technician to attach the Switch on a desk or to the rack or
wall. Use the proper screws to prevent damage to the Switch. See the Installation Requirements
sections in this chapter to know the types of screws and screwdrivers for each mounting method.

= Make sure there is at least 2 cm of clearance on the top and bottom of the Switch, and at least 5 cm
of clearance on all four sides of the Switch. This allows air circulation for cooling.

=< Do NOT block the ventilation holes nor store cables or power cords on the Switch. Allow clearance for
the ventilation holes to prevent your Switch from overheating. This is especially crucial when your
Switch does not have fans. Overheating could affect the performance of your Switch, or even
damage it.

= The surface of the Switch could be hot when it is functioning. Do NOT put your hands on it. You may
get burned. This could happen especially when you are using a fanless Switch.

= The Switches with fans are not suitable for use in locations where children are likely to be present.

To start using the Switch, simply connect the power cables to turn it on.

2.3 Freestanding Installation Procedure

1 Make sure the Switch is clean and dry.

2 Remove the adhesive backing from the rubber feet.
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3 Attach the rubber feet to each corner on the bottom of the Switch. These rubber feet help protect the
Switch from shock or vibration and ensure space between devices when stacking.

Figure 10 Attaching Rubber Feet

4 Setthe Switch on a smooth, level surface strong enough to support the weight of the Switch and the
connected cables. Make sure there is a power outlet nearby.

Cautions:
= Avoid stacking fanless Switches to prevent overheating.
= Ensure enough clearance around the Switch to allow air circulation for cooling.

= Do NOT remove the rubber feet as it provides space for air circulation.

2.4 Mounting the Switch on a Rack

The Switch can be mounted on an EIA standard size, 19-inch rack or in a wiring closet with other

equipment. Follow the steps below to mount your Switch on a standard EIA rack using a rack-mounting
kit.

Note: Make sure there is enough clearance between each equipment on the rack for air
circulation.

2.4.1 Installation Requirements

= Two mounting brackets.
= Eight M3 flat head screws and a #2 Philips screwdriver.

= Four M5 flat head screws and a #2 Philips screwdriver.

2.4.2 Precautions
= Make sure the rack will safely support the combined weight of all the equipment it contains. The
maximum weight a bracket can hold is 21.5 kg.

= Make sure the position of the Switch does not make the rack unstable or top-heavy. Take all
necessary precautions to anchor the rack securely before installing the unit.
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2.4.3 Attaching the Mounting Brackets to the Switch

1 Position a mounting bracket on one side of the Switch, lining up the four screw holes on the bracket with
the screw holes on the side of the Switch.

Figure 11 Attaching the Mounting Brackets

2 Using a #2 Philips screwdriver, install the M3 flat head screws through the mounting bracket holes into
the Switch.

3 Repeatsteps 1 and 2 to install the second mounting bracket on the other side of the Switch.

4 You may now mount the Switch on a rack. Proceed to the next section.

2.4.4 Mounting the Switch on a Rack

1 Position a mounting bracket (that is already attached to the Switch) on one side of the rack, lining up
the two screw holes on the bracket with the screw holes on the side of the rack.

Figure 12 Mounting the Switch on a Rack
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2 Using a #2 Philips screwdriver, install the M5 flat head screws through the mounting bracket holes into
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the rack.

Note: Make sure you tighten all the four screws to prevent the Switch from getting slanted.

3 Repeatsteps 1 and 2 to attach the second mounting bracket on the other side of the rack.
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CHAPTER 3
Hardware Panels

This chapter describes the front panel and rear panel of the Switch and shows you how to make the
hardware connections.

3.1 Front Panel Connections

The following figures show the front panels of the Switch.

Figure 13 Front Panel: XGS2220-30
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The following table describes the ports.

Table 6 Front Panel Connections

CONNECTOR DESCRIPTION

24/48 1000Base-T These are 10/100/1000Base-T auto-negotiating and auto-crossover Ethernet ports.

RJ-45 Ethernet Ports .
Connect these ports to a computer, a hub, a router, or an Ethernet switch.

2 10GBase-T RJ-45 These are 1/2.5/5/10G auto-negotiating and auto-crossover Ethernet ports.

Ethernet Ports )
Connect these ports to a gaming computer, a NAS (network-attached storage), or a server.

16/40 1000Base-T These are 10/100/1000Base-T auto-negotiating and auto-crossover |[EEE802.3at POE+ 30 W
RJ-45 POE Ports ports.

Connect these ports to a PTZ (pan, tilt and zoom) camera, a WiFi 6 (802.11ax) router, a WiFi 6
(802.11ax) AP, or an Ethernet switch.

8 1000Base-T RJ-45 These are 10/100/1000Base-T auto-negotiating and auto-crossover [EEE802.3bt POE++ 60 W
POE Ports ports.

Connect these ports to a PTZ (pan, tilt and zoom) camera, a WiFi 6 (802.11ax) router, a WiFi 6
(802.11ax) AP, or an Ethernet switch.

2 10GBase-T RJ-45 These are 1G, 2.5G, 5G, and 10G auto-negotiating and auto-crossover |[EEE802.3bt POE++ 60
PoOE Ports W ports.

Connect these ports to a PTZ (pan, tilt and zoom) camera, a WiFi 6 (802.11ax) router, a WiFi 6
(802.11ax) AP, or an Ethernet switch.

4 1/10G SFP+ Slots Use SFP+ transceivers in these ports for high-bandwidth backbone connections. You can
also insert an SFP+ Direct Attach Copper (DAC) in the SFP+ slot.

Reset Press the RESET button to reboot the Switch without turning the power off. See Section 3.3 on
page 54 for more information about the LED behavior.

Restore IN STANDALONE MODE

Press the RESTORE button for 3 to 7 seconds to have the Switch automatically reboot and
restore the last-saved custom default file. See Section 3.3 on page 54 for more information
about the LED behavior.

Press the RESTORE button for more than 7 seconds to have the Switch automatically reboot
and restore the factory default file. See Section 3.3 on page 54 for more information about
the LED behavior.

IN NEBULA CLOUD MODE

Press the RESTORE button for more than 7 seconds to have the Switch automatically reboot
and restore the factory default file.

3.1.1 Multi-Gigabit Ethernet Ports

The Switch has 10GBase-T auto-negotiating, auto-crossover Ethernet ports. In Multi-Gigabit Ethernet, the
speed can be 1G, 2.5G, 5G, or 10G. The duplex mode can be full duplex only.

An auto-negotiating port can detect and adjust to the optimum Ethernet speed (1G, 2.5G, 5G, and
10G) and full duplex mode of the connected device.

An auto-crossover (auto-MDI/MDI-X) port automatically works with a straight-through or crossover
Ethernet cable.

When auto-negotiation is turned on, an Ethernet port negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer Ethernet port does not support auto-
negotiation or turns off this feature, the Switch determines the connection speed by detecting the signal
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on the cable and using half duplex mode. When the Switch’s auto-negotiation is turned off, an Ethernet
port uses the pre-configured speed and duplex mode when making a connection, thereby requiring
you to make sure that the settings of the peer Ethernet port are the same in order to connect.

3.1.1.1 Default Ethernet Negotiation Settings

The factory default negotiation settings for the Gigabit ports on the Switch are:

Speed: Auto
= Duplex: Auto

Flow control: Off

Link Aggregation: Disabled

3.1.1.2 Auto-crossover

All ports support auto-crossover, that is auto-MDIX ports (Media Dependent Interface Crossover), so you
may use either a straight-through Ethernet cable or crossover Ethernet cable for all Gigabit port
connections. Auto-crossover ports automatically sense whether they need to function as crossover or
straight ports, so crossover cables can connect both computers and switches or hubs.

3.1.2 SFP/SFP+ Slots

These are four slots for Small Form-Factor Pluggable (SFP) or SFP+ modules, such as an SFP or SFP+
transceiver. The SFP+ (SFP Plus) is an enhanced version of the SFP and supports data rates of 10 Gbps. A
transceiver is a single unit that houses a transmitter and a receiver. Use a transceiver to connect a fiber
optic cable to the Switch. The Switch does not come with transceivers. You must use transceivers that
comply with the Small Form-Factor Pluggable (SFP) Transceiver MultiSource Agreement (MSA). See the
SFF committee’s INF-8074i specification Rev 1.0 for details.

You can change transceivers while the Switch is operating. You can use different transceivers to
connect to Ethernet switches with different types of fiber optic connectors.

= Type: SFP or SFP+ connection interface

= Connection speed: 1 or 10 Gigabit per second (Gbps)

WARNING! To avoid possible eye injury, do not look into an operating
fiber optic module’s connectors.

HANDLING! All transceivers are static sensitive. To prevent damage from
electrostatic discharge (ESD), it is recommended you attach an ESD
preventive wrist strap to your wrist and to a bare metal surface when
you install or remove a transceiver.

STORAGE! All modules are dust sensitive. When not in use, always keep
the dust plug on. Avoid getting dust and other contaminant into the
optical bores, as the optics do not work correctly when obstructed with
dust.

3.1.2.1 Transceiver Installation

Use the following steps to install a transceiver.

1 Attach an ESD preventive wrist strap to your wrist and to a bare metal surface.
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2 Align the transceiver in front of the slot opening.

3 Make sure the latch is in the lock position (latch styles vary), then insert the transceiver into the slot with
the exposed section of PCB board facing down.

4 Press the transceiver firmly until it clicks into place.

5 The Switch automatically detects the installed transceiver. Check the LEDs to verify that it is functioning
properly.

6 Remove the dust plugs from the transceiver and cables (dust plug styles vary).

7 Identify the signal transmission direction of the fiber optic cables and the transceiver. Insert the fiber
optic cable into the transceiver.

Figure 19 Latch in the Lock Position

3.1.2.2 Transceiver Removal

Use the following steps to remove an SFP transceiver.

1 Attach an ESD preventive wrist strap to your wrist and to a bare metal surface on the chassis.
2 Remove the fiber optic cables from the transceiver.

3 Pull out the latch and down to unlock the transceiver (latch styles vary).

Note: Make sure the transceiver’s latch is pushed all the way down, so the transceiver can be
pulled out successfully.

4 Pull the latch, or use your thumb and index finger to grasp the tabs on both sides of the transceiver, and
carefully slide it out of the slot.

XGS2220 Series User’s Guide

48



Chapter 3 Hardware Panels

Note: Do NOT pull the transceiver out by force. You could damage it. If the transceiver will not
slide out, grasp the tabs on both sides of the transceiver with a slight up or down motion
and carefully slide it out of the slot. If unsuccessful, contact Zyxel Support to prevent
damage to your Switch and transceiver.

5 Insert the dust plug into the ports on the transceiver and the cables.

Figure 22 Removing the Fiber Optic Cables

3.1.3 Console Port

To configure the Switch using the Command Line Interface (CLI), you can connect the USB Type C
console cable to the console port of the Switch. You can use a computer with terminal emulation
software configured to the following parameters:

VT100 terminal emulation
115200 bps

= No parity, 8 data bits, 1 stop bit

No flow control

Note: See Appendix on page 691 for more information.

3.2 Rear Panel

The following figures show the rear panel of the Switch. The rear panel contains:

Figure 25 Rear Panel: XGS2220-30
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Figure 26 Rear Panel: XGS2220-30HP

Figure 27 Rear Panel: XGS2220-30F

Figure 29 Rear Panel: XGS2220-54HP

i @ P—

Figure 30 Rear Panel: XGS2220-54FP

3.2.1 Grounding

Grounding is a safety measure to direct excess electric charge to the ground. It prevents damage to
the Switch, and protects you from electrocution. Use the grounding screw on the rear panel and the
ground wire of the AC power supply to ground the Switch.

The grounding terminal and AC power ground where you install the Switch must follow your country’s
regulations. Qualified service personnel must ensure the building’s protective earthing terminals are
valid terminals.

Installation of Ethernet cables must be separate from AC power lines. To avoid electric surge and
electromagnetic interference, use a different electrical conduit or raceway (tube/trough or enclosed
conduit for protecting electric wiring) that is 15 cm apart, or as specified by your country’s electrical
regulations.

Any device that is located outdoors and connected to this product must be properly grounded and
surge protected. To the extent permissible by your country’s applicable law, failure to follow these
guidelines could result in damage to your Switch which may not be covered by its warranty.

Note: The specification for surge or ESD protection assumes that the Switch is properly
grounded.

1 Remove the M4 ground screw from the Switch’s rear panel.

2 Secure a green or yellow ground cable (16 AWG or smalller) to the Switch's rear panel using the M4
ground screw.
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Figure 31 Grounding

3 Attach the other end of the ground cable to a grounding bar located on the rack where you install the
Switch or to an on-site grounding terminal.

Figure 32 Attach Ground Cable to Grounding Bar or On-site Grounding Terminal
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4 The grounding terminal of the server rack or on-site grounding terminal must also be grounded and
connected to the building’s main grounding electrode. Make sure the grounding terminal is connected
to the buildings grounding electrode and has an earth resistance of less than 10 ohms, or according to
your country’s electrical regulations.

Figure 33 Connecting to the Building’s Main Grounding Electrode
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If you are uncertain that suitable grounding is available, contact the appropriate electrical inspection
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authority or an electrician.

This device must be grounded. Do this before you make other

connections.

3.2.2 AC Power Connection

Note: Make sure you are using the correct power source as shown on the panel and that no
objects obstruct the airflow of the fans (located on the side of the unit).

To connect power to the Switch, insert the female end of the power cord to the AC power receptacle
on the rear panel. Connect the other end of the supplied power cord to a power outlet.

Power Cord Requirement (XGS2220-54HP / XGS2220-54FP)

Make sure to use the provided or designated power cord for your

Switch.

The following table describes the power cord requirements for XGS2220-54HP / XGS2220-54FP.

Table 7 XGS2220-54HP / XGS2220-54FP Power Cord Specifications

COUNTRIES SPECIFICATION | SUPPLY VOLTAGE
Europe and United Kingdom 18 AWG 230V
North America 14 AWG 110V

Note: If you need to replace the power cord, contact your local vendor.

Installing the Retainer Clip

Install the retainer clip to prevent accidental removal of the power cord.

1 Loosely wrap the clip on the retainer to the power cord.

2 Push the pronged-end of the retainer clip into the Retainer Holder hole until it locks into place.
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3 Slide the clip up to the end of the power cord.

4 Close the clip tightly around the power cord until secure.

=]
) @ =

XGS2220 Series User’s Guide

53



Chapter 3 Hardware Panels

3.3 LEDs

After you connect the power to the Switch, view the LEDs to ensure proper functioning of the Switch
and as an aid in troubleshooting.

Table 8 LED Descriptions

LED COLOR STATUS DESCRIPTION
PWR/SYS Green On The Switch is on and functioning properly.
Blinking The Switch is rebooting and performing self-diagnostic tests.
Yellow On The Switch is functioning abnormally, FAN status alert/error, or
the system power detected is under 10.8 V.
Blinking The Switch is returning to its factory default configuration
settings.
Off The Switch is not receiving power from the power source.
CLOUD Green On The Switch has successfully connected to the NCC (Nebula

Control Center).

Blinking The Switch cannot connect to the NCC because it is not
registered. Please register the Switch with NCC.

Yellow On The Switch is registered with NCC but cannot connect to the
NCC. Please check the Internet connection of the Switch.

Blinking The Switch is not registered with NCC and cannot connect to
the NCC. Please check the Internet connection of the Switch
and register the Switch with NCC.

Off The Switch is operating in standalone mode. Nebula Control
Center (NCC) Discovery is disabled in SYSTEM > Cloud
Management in the Switch Web Configurator.

LOCATOR Blue On The Switch is uploading firmware. While the Switch is doing this,
do not turn off the power.

Blinking Shows the actual location of the Switch between several
devices in a rack. The default timer is 30 minutes when you are
configuring the Switch.

Off The locator is not functioning or malfunctioning.

PoE MAX Red On PoE power usage is more than 95 percent of the power

(XGS2220-30HP / supplied budget.

XGS2220-54HP / | Yellow Oon PoE power usage is below 95 percent of the power supplied
XGS2220-54FP) budget, but over 80 percent of the power supplied budget.
Off PoE power usage is below 80 percent of the power supplied
budget.
STACK ID The LED is showing the Stack ID number of the Switch.

ID 0 means it is a standalone Switch.

PRIMARY Green On The Switch is acting as a standalone switch or the master in
stacking.
Yellow On An error occurred when the Switch is selected as the master

member in a stack.

Off The Switch is acting as a non-master member in a stack.
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LED COLOR STATUS DESCRIPTION
10M/100M/1000M Base-T Ports
Link / ACT Green On The link to a 1000M Ethernet network is up.
1-24 Blinking The Switch is transmitting/receiving to/from a 1000M Ethernet
network.
(XGS2220-30/ m he link / h Ki
XGS$2220-30HP) Yellow On The link to a 10M/100M Ethernet network is up.
Blinking The Switch is transmitting/receiving to/from a 10M/100M
1-48 Ethernet network.
(XGS2220-54 / Off The link to an Ethernet network is down.
XGS2220-54HP /
XGS2220-54FP)
1G/2.5G/5G/10G Base-T Ports
Link / ACT Blue On The link to a 10G Ethernet network is up.
25 _26 Blinking The Switch is transmitting/receiving to/from a 10G Ethernet
network.
(XGS2220-30 / he ink h Ki
XGS2220-30HP / | Green On The link to a 1G/2.5G/5G Ethernet network is up.
XG$§2220-30F) Blinking The Switch is transmitting/receiving to/from a 1G/2.5G/5G
Ethernet network.
49 - 50
Off The link to an Ethernet network is down.
(XGS2220-54 /
XGS2220-54HP /
XGS2220-54FP)
PoE Mode
1-16 Green On Power supplied to all PoOE Ethernet ports meets the IEEE 802.3at
or |[EEE 802.3af standard.
(XGS2220-30HP)
Off There is no power supplied.
1-40
(XGS2220-54HP /
XGS2220-54FP)
17-26 Yellow On Power supplied to all PoE Ethernet ports meets the IEEE 802.3bt
standard.
(XGS2220-30HP)
Green On Power supplied to all POE Ethernet ports meets the IEEE 802.3at
41-50 / |EEE 802.3af standards.
(XGS2220-54HP / Off There is no power supplied.
XGS2220-54FP)
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LED COLOR STATUS DESCRIPTION

1G SFP Slots

Link / ACT Green On The port has a successful 1000M connection.

1-24 Blinking The port is transmitting or receiving data at 1000M.

(XGS2220-30F) Yellow On The port has a successful 100M connection.
Blinking The port is transmitting or receiving data at 100M.
Off This link is disconnected.

LED COLOR STATUS DESCRIPTION

1G/10G SFP+ Slots

Link / ACT Blue On The port has a successful 10G connection.

27 -30 Blinking The port is transmitting or receiving data at 10G.

(XGS2220-30 / Green On The port has a successful 1000M connection.

XGS2220-30HP /

XGS52220-30F) Blinking The port is transmitting or receiving data at 1000M.

5154 Off This link is disconnected.

(XGS2220-54 /

XGS2220-54HP /

XGS2220-54FP)
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CHAPTER 4
Web Configurator

4.1 Overview

This section introduces the configuration and functions of the Web Configurator.

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTML5, such as Microsoft Edge,
Morzilla Firefox, or Google Chrome. The recommended minimum screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

= Web browser pop-up windows on your computer.
= JavaScript (enabled by default).

= Java permissions (enabled by default).

4.2 System Login

1

2

Start your web browser.

The Switch is a DHCP client by default. Type “http://DHCP-assighed IP” in the Location or Address field.
Press [ENTER].

Note: You can always use the domain name “setup.zyxel” to access the Web Configurator
whether the Switch is using a DHCP-assigned IP or static IP address. This requires your
computer to be directly connected to the Switch. Make sure your computer can
connect to a DNS server through the Switch.

If the Switch is not connected to a DHCP server, enter “http://” and the static IP address of the Switch
(for example, the default management IP address is 192.168.1.1 through an in-band port) in the Location
or Address field. Press [ENTER]. Your computer must be in the same subnet in order to access this website
address.

Also, you can use the ZON Utility to check your Switch’s IP address. See Section 4.3 on page 63 for more
information on the ZON utility.

The Login screen appears.
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Figure 34 Web Configurator: Login

XGS2220-54FP

Enter User Name/Password and click Login.

Manage Your Network with
the Freedom of Cloud. . e ¢

Visit Nebula °* o

Click the Visit Nebula button if you want to open the Zyxel Nebula Control Center (NCC) login page in a
new tab or window. The NCC is a cloud-based network management system that allows you to
remotely manage and monitor the Switch. See Section 1.1.4 on page 32 for information on changing

your Switch to Nebula Cloud management.

Figure 35 Visit Nebula
ZYXEL
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Welcome to Nebula Cloud! WeTwouxs
one easy network and security management "\ el C
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5 Alternatively, click Login to log into the Web Configurator to manage the Switch directly. The default
user name is admin and associated default password is 1234.

6 The Select Mode screen appears.
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Figure 36 Select Mode
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Select the Web Configurator in Standard Mode that has a complete set of configuration for network
installation. Or select the Web Configurator in Networked AV Mode that has a set of menus specifically
designed to simplify configuration and management of the Switch for AVolP (Audio-Video over Internet
Protocol) application.

If you select Standard Mode, go directly to step 10.

The Setup Wizard screen will appear after selecting the Networked AV Mode. You can use the Setup
Wizard screen to configure the Switch’s Networked AV mode’s basic or advanced settings (see Section
4.4 on page 66 for details).

= Use the Basic Settings to configure networked AV operation on management VLAN. Such as the
Switches’ IP address, DNS server, system password, SNMP community, accept or skip the default
Networked AV mode settings, and view a summary of the basic settings.

= Use the Advanced Settings for networks that wants to separate networked AV VLAN from
management VLAN, specify which ports connect to AVolP application, and for setting link
aggregation across switches.

Once you click the Finish button, the settings configured in the Setup Wizard screen will overwrite the
existing settings.

Otherwise, click the Exit button. If you want to open the Setup Wizard screen later, click the Wizard icon
in the upper right hand corner of the Web Configurator in Networked AV mode.
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10

Figure 37 Web Configurator: Wizard

Setup Wizard

Select Networked AV Mode

Basic Settings Advanced Settings

If you did not change the default administrator password and/or SNMP community values, a warning
screen displays each time you log into the Web Configurator and select Standard Mode. Click Password
/ SNMP to open a screen where you can change the administrator password and SNMP community
string simultaneously. Otherwise, click Ignore to close it.

If you log into the Web Configurator and select Networked AV Mode, open the screen in the Wizard >
Step 2 Password to change the administrator password and SNMP community string. Click Finish on the
last step of the Wizard to save your settings.

Password/SNMP Setting
Figure 38 Web Configurator: Warning

Message Center x

1. As a security precaution, it is highly recommended that you should
change the admin password.

2. The SNMP community is used for SNMP management and is set fo public
by default. To avoid security breach, please change the community
string to a value other than default setting.

Configure Password / SNMP  setting
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Figure 39 Web Configurator: Password/SNMP

Password/SNMP

Password - Adminstrator

Old Password ‘

New Password ‘

Retype to confirm ‘

SNMP - General Sefting

Version v2C ¥
Get Community ‘public
Set Community ‘public
Trap Community ‘public

Cancel

Note: The input string of any field in this screen should not contain [? ], [ | 1.['L.["]. or[,].
In the Password fields, [ space ] is also not allowed.

Change the default administrator and/or SNMP passwords, and then click Apply to save your changes.

Table 9 Web Configurator: Password/SNMP

LABEL

DESCRIPTION

user name.

Password — Administrator

This is the default administrator account with the “admin” user name. You cannot change the default administrator

Old Password

Enter the existing system password (1234 is the default password when shipped).

New Password

Enter your new system password. Up to 32 printable ASCII characters are allowed for the new
password.

Retype to confirm

Re-enter your new system password for confirmation.

SNMP - General Setting

Use this section to specify the SNMP version and community (password) values.

Version

Select the SNMP version for the Switch. The SNMP version on the Switch must match the version
on the SNMP manager. Choose SNMP version 2c¢ (v2c), SNMP version 3 (v3) or both (v3v2c).

Note: SNMP version 2c is backwards compatible with SNMP version 1.

Get Community

Enter the Get Community string, which is the password for the incoming Get- and GetNext-
requests from the management station. The Get Community string is only used by SNMP
managers using SNMP version 2c or lower.

Set Community

Enter the Set Community string, which is the password for the incoming Set- requests from the
management station.

The Set Community string is only used by SNMP managers using SNMP version 2c or lower.

Trap Community

Enter the Trap Community string, which is the password sent with each trap to the SNMP
manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c or lower.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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4.3 Zyxel One Network (ZON) Utility

ZON Utility is a program designed to help you deploy and manage a network more efficiently. It detects
devices automatically and allows you to do basic settings on devices in the network without having to
be nearit.

The ZON Utility issues requests through Zyxel Discovery Protocol (ZDP) and in response to the query, the
device responds back with basic information including IP address, firmware version, location, system
and model name in the same broadcast domain. The information is then displayed in the ZON Utility
screen and you can perform tasks like basic configuration of the devices and batch firmware upgrade
in it. You can download the ZON Utility at https://www.zyxel.com/global/en/form/zon-utility-download
and unzip it first before installing it in a computer (Windows operating system).

4.3.1 Requirements

Before installing the ZON Utility in your computer, please make sure it meets the requirements listed
below.

Operating System

At the time of writing, the ZON Utility is compatible with:

Windows 7 (both 32-bit / 64-bit versions)
Windows 8 (both 32-bit / 64-bit versions)
Windows 8.1 (both 32-bit / 64-bit versions)
Windows 10 (both 32-bit / 64-bit versions)
Windows 11 (both 32-bit / 64-bit versions)

Hardware

Here are the minimum hardware requirements to use the ZON Utility on your computer.

Core i3 processor

2 GBRAM

100 MB free hard disk

WXGA (Wide XGA 1280 by 800)

4.3.2 Run the ZON Utility

1 Double-click the ZON Utility to run it.

2 Select a network adapter to which your supported devices are connected.
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Figure 40 Network Adapter

[ initial Setup X

Welcome to ZON utility.

This initial setup will help you to select a network adapter and
discover all devices in the fisrt time.

Please choose the interface for discovering devices on the
connected network and click 'Go' button to discover devices.

MNetwork Adapter

Click the Go button for the ZON Utility to discover all supported devices in your network.

Figure 41 Discovery
[ Discovery *

Discovery progress

]

Cancel

The ZON Utility screen shows the devices discovered.
Figure 42 ZON Utility Screen

B el One Network Utility

—~TN

(Moo ) s
\ /

Firmware Ver... | MAC Address IP Address | Systemn Name Location Status

R XMGI930-30HF V4.70(ACAS.0)... 00-19-CB-00-00... 192.168.1.1 XMG1930 ®
@ GS1900-8HP V2.70(AAHIO)... BC-CF-4F-F4-2... 192.168.1.1 GS1900 Location

o WAX6305 V6.30(ABID.0)bé DB-EC-E5-6A-E... 192.168.1.1 WAX&305 [ 1]
‘g NWAT123AC... V6.30(ABVT.0joS 88-AC-CO-94-B.. 192168.11 NWATT123ACV3 L

Select a device and then use the icons to perform actions. Some functions may not be available for
your devices.

Note: You must know the selected device admin password before taking actions on the
device using the ZON Utility icons.
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Figure 43 Password Prompt

Password Authentication

proceed.

Device :

Password

Please enter the administrator password to

The following table describes the icons numbered from left to right in the ZON Utility screen.

Table 10 ZON Utility Icons

ICON

DESCRIPTION

1 IP Configuration

Change the selected device’s IP address.

2 Renew IP Address

Update a DHCP-assigned dynamic IP address.

3 Reboot Device

Use this icon to restart the selected devices. This may be useful when troubleshooting
or upgrading new firmware.

4 Reset Configuration to
Default

Use this icon to reload the factory-default configuration file. This means that you will
lose all previous configurations.

5 Locator LED

Use this icon to locate the selected device by causing its Locator LED to blink.

6 Web GUI

Use this to access the selected device Web Configurator from your browser. You will
need a user name and password to log in.

7 Firmware Upgrade

Use this icon to upgrade new firmware to selected devices of the same model. Make
sure you have downloaded the firmware from the Zyxel website to your computer and
unzipped it in advance.

8 Change Password

Use this icon to change the admin password of the selected device. You must know
the current admin password before changing to a new one.

9 Configure NCC

You must have Internet access to use this feature. Use this icon to enable or disable the

Discovery Nebula Control Center (NCC) discovery feature on the selected device. Ifit is
enabled, the selected device will try to connect to the NCC. Once the selected
device is connected to and has registered in the NCC, it will go into the Nebula cloud
management mode.

10 ZAC Use this icon to run the Zyxel AP Configurator of the selected AP.

11 Clear and Rescan

Use this icon to clear the list and discover all devices on the connected network again.

12 Save Configuration

Use this icon to save configuration changes to permanent memory on a selected
device.

13 Settings

Use this icon to select a network adapter for the computer on which the ZON utility is
installed, and the utility language.

The following table describes the fields in the ZON Utility main screen.

Table 11 ZON Utility Fields

LABEL DESCRIPTION
Type This field displays an icon of the kind of device discovered.
Model This field displays the model name of the discovered device.

Firmware Version

This field displays the firmware version of the discovered device.

MAC Address

This field displays the MAC address of the discovered device.
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Table 11 ZON Utility Fields (continued)

LABEL

DESCRIPTION

IP Address

This field displays the IP address of an internal interface on the discovered device that
first received a ZDP discovery request from the ZON Utility.

System Name

This field displays the system name of the discovered device.

Location

This field displays where the discovered device is.

Status

This field displays whether changes to the discovered device have been done
successfully. As the Switch does not support IP Configuration, Renew IP address and
Flash Locator LED, this field displays “Update failed”, “Not support Renew IP address”
and “Not support Flash Locator LED” respectively.

Controller Discovery

This field displays if the discovered device supports the Nebula Control Center (NCC)
discovery feature. If it is enabled, the selected device will try to connect to the NCC.
Once the selected device is connected to and has registered in the NCC, it will go
into the Nebula cloud management mode.

Serial Number

Enter the admin password of the discovered device to display its serial number.

Hardware Version

This field displays the hardware version of the discovered device.

IPv6 Address

This field displays the IPv6 address on the discovered device that first received a ZDP
discovery request from the ZON Utility.

If you want to check the supported models and firmware versions, you can click the Show information
about ZON icon in the upper right of the screen. Then select the Supported model and firmware version
link. If your device is not listed here, see the device release notes for ZON Utility support. The release
notes are in the firmware zip file on the Zyxel web site.

Figure 44 ZON Utility Screen

: xel One Network Utilit

ZYXEL SN ©)

B @ O €@ © B 8 P fm w @ B B

XMG1930-30HF V4.70(ACAS.0)... 00-19-CB-00-00... 192.168.1.1 XMG1930 ®
G31900-8HP V2.70(AAHLD)... BC-CF-4F-F4-2... 192.168.1.1 GS1900 Location

WAX6305 V6.30(ABID.0)bé DB-EC-ES-6AE... 192166.1.1 WAX8305 L 1]
NWAT123AC V6.30[ABVT.0)bS B88-AC-CO-96-B... 192168.1.1 NWATT23ACV3 ®

4.4 Networked AV Mode Wizard

The Setup Wizard can be accessed using the following methods:

= When the Switch is in its factory-default state, selecting Networked AV mode will automatically
access the Setup Wizard.

< When in Networked AV mode, click the Wizard link to access the Setup Wizard.
Figure 45 Wizard Link in Networked AV Mode

( Nebula Control Center

) Q¢ & D =& B

The Setup Wizard contains the following parts:
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= Use the Basic Settings when networked AV service runs on management VLAN, using the combo/
fiber port for inter-switch connection.

= Use the Advanced Settings when you need to specify the VLAN for networked AV service and
configure the port’s role manually.

4.4.1 Basic Settings

In Basic Settings, you can set up IP or DNS, set up your password, SNMP community, accept or skip the
default Networked AV mode settings, and view finished results.

In order to set up your IP or DNS, please do the following. Click Wizard > Basic Settings > Next > Step 1 IP
to access this screen.

Figure 46 Wizard > Basic Settings > Step 1 IP
]

2 Password 3 Networked AV 4 Summary

Setup IP
Host Nome: XG52220
IP Interface: Static IP Interface O DHCP Client
VID: 1
IP Adldress:
IP subnet Mask:

Default Gateway:

Each field is described in the following table.

Table 12 Wizard > Basic Settings > Step 1 IP

LABEL DESCRIPTION
Host Name This field displays a host name.
IP Interface Select DHCP Client if the Switch is connected to a router with the DHCP server enabled. You

then need to check the router for the IP address assigned to the Switch in order to access
the Switch’s Web Configurator again.

Select Static IP Interface when the Switch is NOT connected to a router or you want to
assign it a fixed IP address.

VID This field displays the VLAN ID.

IP Address The Switch needs an IP address for it to be managed over the network.

IP Subnet Mask The subnet mask specifies the network number portion of an IP address.

Default Gateway Type the IP address of the default outgoing gateway in dotted decimal notation, for

example 192.168.1.254.
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Table 12 Wizard > Basic Settings > Step 1 IP (continued)

LABEL DESCRIPTION

DNS Server DNS (Domain Name System) is for mapping a domain name to its corresponding IP address
and vice versa. Enter a domain name server IP address in order to be able to use a domain
name instead of an IP address.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Password screen appears.

Figure 47 Wizard > Basic Settings > Step 2 Password

2 Password 3 Networked AV 4  Summary

Current password:
New password:

Confirm password:

Change administrator's password and SNMP

It is recommended to change password and SNMP community string to avoid potential security breach.

Administrator's Password SNIMP
SNMP: Enabled O Disabled
Version: V2 v
Get Community: public
Set Community: public
Trap Community: public

STEP

Note: The input string of any field in this screen should notcontain[? ], [ | I.['].["],or[,]. In
the Password fields, [ space ] is also not allowed.

Each field is described in the following table.

Table 13 Wizard > Basic Settings > Step 2 Password

LABEL DESCRIPTION

Administrator's Password
Current Enter the existing system password (1234 is the default password when shipped).
password

New password

Enter your new system password. Up to 32 printable ASCIl characters are allowed for the
new password.

Confirm
password

Re-enter your new system password for confirmation.

SNMP

SNMP

Select Enabled to let the Switch act as an SNMP agent, which allows a manager station to

manage and monitor the Switch through the network. Select Disabled to turn this feature
off.
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Table 13 Wizard > Basic Settings > Step 2 Password (continued)

LABEL DESCRIPTION
Version Select the SNMP version for the Switch. The SNMP version on the Switch must match the
version on the SNMP manager. Choose SNMP version 2c (v2c), SNMP version 3 (v3) or both
(v3v2c).

Note: SNMP version 2c is backwards compatible with SNMP version 1.

Get Community | Enter the Get Community string, which is the password for the incoming Get- and
GetNextrequests from the management station.

The Get Community string is only used by SNMP managers using SNMP version 2c or lower.

Set Community Enter the Set Community string, which is the password for the incoming Set- requests from
the management station.

The Set Community string is only used by SNMP managers using SNMP version 2c or lower.

Trap Community | Enter the Trap Community string, which is the password sent with each trap to the SNMP
manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c or lower.

Previous Click Previous to show the previous screen.
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Networked AV screen appears.

Figure 48 Wizard > Basic Settings > Step 3 Networked AV

2 Password 3 Networked AV 4  Summary

STEP

Basic Setftings

Skip Networked AV Mode Settings
For better AVolP performance, Management VLAN's IGMP snooping will be setup with the recommended setting, based on
the following designated port arrangement.

RJAS Ports
Another Switch

=

[ I [
Transmitter Receiver
(Tx) (Rx)
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Each field is described in the following table.

Table 14 Wizard > Basic Settings > Step 3 Networked AV

LABEL DESCRIPTION
Skip Networked AV Click this option to avoid using the basic default AVolP settings. The default AVolP settings
Mode Settings can be seen in Step 4 Summary under Networked AV - Basic Settings.

Otherwise, clear the check box and follow the diagram for connecting RJ45 ports to audio
and video equipment. The Inter-switch Connection is for connecting to another switch.

Note: Use the Wizard > Advanced Settings > Step 3 Networked AV to configure
connections for non-Audio-Video equipment (for example computer, NAS)
to the RJ45 ports.

Previous Click Previous to show the previous screen.
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Summary screen appears.

Figure 49 Wizard > Basic Settings > Step 4 Summary

2 Password 3 Networked AV 4  Summary
STEP
Summary
Setup IP Change administrator's password Networked AV - Basic Sefltings
and activate SNMP
Host Mame: XG52220 MNew password: Networked AV VLAN:
IP Interface: CHCP Client SMNMP; Disabled Networked AV VLAM IP: 172.21.40.2
VID: 1 Wersion: 2 GMP Sncoping: Active
IP Address: Get Community: public GMP Snooping Querier: Active
IP Subnet Mask: Set Community: public Unknown Multicast Frame: Drop

Default Ga

Trap Community: public B

1-50

nter-switch Connected Port:  51-54

Each field is described in the following table.

Table 15 Wizard > Basic Settings > Step 4 Summary

LABEL DESCRIPTION
Setup IP
Host Name This field displays a host name.
IP Interface This field displays whether the WAN interface is using a DHCP IP address or a static IP
address.
VID This field displays the VLAN ID.
IP Address This field displays the Switch’s IP address for it to be managed over the network.
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Table 15 Wizard > Basic Settings > Step 4 Summary (continued)

LABEL

DESCRIPTION

IP Subnet Mask

This field displays the subnet mask that specifies the network number portion of an IP
address.

Default Gateway

This field displays the IP address of the default outgoing gateway in dotted decimal
notation, for example 192.168.1.254.

DNS Server

This field displays the DNS (Domain Name System) for mapping a domain name to its
corresponding IP address and so forth.

Change administrator’

s password and activate SNMP

New Password

This field displays asterisks when a new password has been created.

SNMP

This field displays whether the Switch acts as an SNMP agent.

Version

This field displays the SNMP version for the Switch.

Get Community

This field displays the Get Community string.

Set Community

This field displays the Set Community string.

Trap Community

This field displays the Trap Community string.

Networked AV - Basic

Settings

Networked AV
VLAN

This field displays the VLAN ID for the AVoIP network.

Networked AV
VLAN IP

This field displays the Switch’s IP address for it to be managed over the AVolP network.

IGMP Snooping

This field displays Active when IGMP Snooping is enabled to forward group multicast traffic
only to ports that are members of that group.

Otherwise, it displays Inactive.

IGMP Snooping

This field displays Active when the Switch is allowed to send IGMP General Query messages

Querier to the VLANs with the multicast hosts attached.
Otherwise, it displays Inactive.
Unknown This field displays the action to perform when the Switch receives an unknown multicast

Multicast Frame

frame. It displays Drop when the frames are discarded. It displays Flooding when the frames
are sent to all ports.

Transmitter/
Receiver
Connected Port

This field shows the Switch’s port numbers for connection to networked audio and video
equipment.

Inter-switch
Connected Port

This field shows the Switch’s port numbers for connection to another switch.

Previous Click Previous to show the previous screen.
Finish Review the information and click Finish to create the task.
Cancel Click Cancel to exit this screen without saving.

4.4.2 Advanced Settings

In Advanced Settings, you can set up IP or DNS, set up your password, SNMP community, configure
Networked AV service to a VLAN, select and assign port role, link aggregation (trunking), and view
finished results.

In order to set up your IP or DNS, please do the following. Click Wizard > Advanced Settings > Step 1 IP to
access this screen.
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Figure 50 Wizard > Advanced Settings > Step 1 IP
]

Setup IP

Host Mame:

IP Interface:

WID:

IP Address:

IP Subnet Mask:
Default Gateway:

DNS Server:

2 Password 3 Networked AV 4 summary

XG52220

Static IP Interface O DHCP Client

Cancel

Each field is described in the following table.

Table 16 Wizard > Advanced Settings > Step 1 IP

LABEL DESCRIPTION

Host Name This field displays a host name.

You can enter a new host name here. Up to 64 printable ASCII characters are allowed
except[?],[11['L["Lor[,]

IP Interface Select DHCP Client if the Switch is connected to a router with the DHCP server enabled. You
then need to check the router for the IP address assigned to the Switch in order to access
the Switch’s Web Configurator again.

Select Static IP Interface when the Switch is NOT connected to a router or you want to
assign it a fixed IP address.

VID This field displays the VLAN ID.

IP Address The Switch needs an IP address for it to be managed over the network.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address.

Default Gateway

Type the IP address of the default outgoing gateway in dotted decimal notation, for
example 192.168.1.254.

DNS Server DNS (Domain Name System) is for mapping a domain name to its corresponding IP address
and so forth. Enter a domain name server IP address in order to be able to use a domain
name instead of an IP address.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Password screen appears.
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Figure 51 Wizard > Advanced Settings > Step 2 Password

2 Password 3 Networked AV

Change administrator's password and SNMP

It is recommended to change password and SNMP community string to avoid potential security breach.

Administrator's Password SNMP
SNMP: ablec Disable
Current password: NMP Enabled © Disabled
Version: v2e v
New password:
Get Community: public
Confirm password:
Set Community: public
Trap Community: public

STEP

Note: The input string of any field in this screen should notcontain [? ], [ 1 ],['].["].or[,] In
the Password fields, [ space ] is also not allowed.

Each field is described in the following table.

Table 17 Wizard > Advanced Settings > Step 2 Password

LABEL

DESCRIPTION

Administrator's Password

Current
password

Type the existing system password (1234 is the default password when shipped).

New password

Enter your new system password. Up to 32 printable ASCIl characters are allowed for the
new password.

Confirm Re-enter your new system password for confirmation.
password
SNMP
SNMP Select Enabled to let the Switch act as an SNMP agent, which allows a manager station to
manage and monitor the Switch through the network. Select Disabled to turn this feature
off.
Version Select the SNMP version for the Switch. The SNMP version on the Switch must match the

version on the SNMP manager. Choose SNMP version 2c (v2c), SNMP version 3 (v3) or both
(v3v2c).

Note: SNMP version 2c is backwards compatible with SNMP version 1.

Get Community

Enter the Get Community string, which is the password for the incoming Get- and
GetNextrequests from the management station.

The Get Community string is only used by SNMP managers using SNMP version 2c or lower.

Set Community

Enter the Set Community string, which is the password for the incoming Set- requests from
the management station.

The Set Community string is only used by SNMP managers using SNMP version 2c or lower.

XGS2220 Series User’s Guide

73




Chapter 4 Web Configurator

Table 17 Wizard > Advanced Settings > Step 2 Password (continued)

LABEL

DESCRIPTION

Trap Community

Enter the Trap Community string, which is the password sent with each trap to the SNMP

manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c or lower.

Previous Click Previous to show the previous screen.
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Networked AV screen appears.

Figure 52 Wizard > Advanced Settings > Step 3 Networked AV

2 Password 3 Networked AV 4

Networked AV VLAN: 1
IP Address:

IP Subnet Mask:

Select all ports

o~

2 4

STEP

Advanced Settings

Allocate networked AV service to a VLAN

[Optional)

[Optional)

Select Ports and Assign a Port Role @

26 28
25 27
Cancel

Each field is described in the following table.

Table 18 Wizard > Advanced Settings > Step 3 Networked AV

LABEL

DESCRIPTION

Allocate networked AV service to a VLAN

Networked AV

Enter a number between 1 and 4094 to create a VLAN for the AVolP network (see Figure 4

VLAN on page 35 for details on an AVolP network).
IP Address You must enter a different VLAN ID in the previous field (Networked AV VLAN) to be able to
(Optional) assign another IP address for the Switch to be managed over the AVolP network.

IP Subnet Mask
(Optional)

You must enter a different VLAN ID in the Networked AV VLAN field to be able to assign
another subnet mask that specifies the network number portion of an IP address.

Select Ports and Assign a Port Role
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Table 18 Wizard > Advanced Settings > Step 3 Networked AV (continued)

LABEL

DESCRIPTION

Select all ports

After you create a VLAN, select the ports to be assigned to the Networked AV VLAN.
Select all ports to assign the same role to all ports.

You can select a port by clicking it. Then click any of the following:

Click Tx/Rx to assign the ports for connecting to audio and video equipment.

Click Inter-switch to assign the ports for connecting to other switches or gateway.

Click Management to assign the ports for connecting to non-Audio-Video equipment (for
example, computer and NAS) if your Networked AV VLAN is different from management
VLAN.

Link aggregate

Select this option to aggregate multiple port bandwidth if you are connecting to another
switch. Link aggregation (trunking) is the grouping of physical ports into one logical higher-
capacity link.

Previous Click Previous to show the previous screen.
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Summary screen appears.

Figure 53 Wizard > Advanced Settings > Step 4 Summary

2 Password 3 Networked AV 4  Summary
STEP
Summary
Setup IP Change administrator's password Networked AV - Advanced Settings
and activate SNMP
Host Nome: KGE2220 MNew password:
IP Interface: DHCP Client SNMP: Disabled 172.21.40.2
vID: 1 Version: v2C GMP Snooping: Active
IP Address: Get Community: public GMP Snooping Queri Active
IP Subnet Mask: 256.255.252.0 set Community: public Unknown Mullicast Frame: Drop
Default Gateway: 172.21.43.254 Trap Community: public Transmit
172.21.10.1
nter-switch Cennected Port:
Previous m Cancel

Each field is described in the following table.

Table 19 Wizard > Advanced Settings > Step 4 Summary

LABEL DESCRIPTION
Setup IP
Host Name This field displays a host name.
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Table 19 Wizard > Advanced Settings > Step 4 Summary (continued)

LABEL DESCRIPTION
IP Interface This field displays whether the WAN interface is using a DHCP IP address or a static IP
address.
VID This field displays the VLAN ID.
IP Address This field displays the Switches’ IP address for it to be managed over the network.

IP Subnet Mask

This field displays the subnet mask that specifies the network number portion of an IP
address.

Default Gateway

This field displays the IP address of the default outgoing gateway in dotted decimal
notation, for example 192.168.1.254.

DNS Server

This field displays the DNS (Domain Name System) for mapping a domain name to its
corresponding IP address and so forth.

Change administrator'

s password and activate SNMP

New Password

This field displays asterisks when a new password has been created.

SNMP

This field displays whether the Switch acts as an SNMP agent.

Version

This field displays the SNMP version for the Switch.

Get Community

This field displays the Get Community string.

Set Community

This field displays the Set Community string.

Trap Community

This field displays the Trap Community string.

Networked AV - Advanced Settings

Networked AV
VLAN

This field displays the VLAN ID for the AVolP network.

Networked AV
VLAN IP

This field displays the corresponding VLAN ID’s IP address for the AVolP network.

IGMP Snooping

This field displays Active when IGMP Snooping is enabled to forward group multicast traffic
only to ports that are members of that group.

Otherwise, it displays Inactive.

IGMP Snooping

This field displays Active when the Switch is allowed to send IGMP General Query messages

Multicast Frame

Querier to the VLANs with the multicast hosts attached.
Otherwise, it displays Inactive.
Unknown This field displays the action to perform when the Switch receives an unknown multicast

frame. It displays Drop when the frames are discarded. It displays Flooding when the frames
are sent to all ports.

Transmitter/
Receiver
Connected Port

This field shows the Switches’ port numbers for connection to networked audio and video
equipment.

Inter-switch This field shows the Switches’ port numbers for connection to another switch.
Connected Port
(Link
Aggregation)
Previous Click Previous to show the previous screen.
Finish Review the information and click Finish to create the task.
Cancel Click Cancel to exit this screen without saving.

4.5 Wizard

The Setup Wizard contains the following parts:
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= Basic - to configure the Switch IP address, DNS server, system password, SNMP community and link
aggregation (trunking).

= Protection - to enable loop guard and broadcast storm control on the Switch and its ports.

= VLAN - to create a static VLAN, assign ports to the VLAN and set the ports to tag or untag outgoing
frames.

= QoS - to determine a port’s I[EEE 802.1p priority level for QoS.
Figure 54 Setup Wizard

Setup Wizard

® Wizard will overwrite the existing configuration.
@ |t is recommended fo change password and SNMP community string to avoid potential security breach.

® Wizard can be terminated at any time.

Basic Protection VLAN QoS

lgnore this wizard next time .
Exit

45.1 Basic

In Basic, you can set up IP/DNS, set up your password, SNMP community, link aggregation, and view
finished results.

In order to set up your IP/DNS, please do the following. Click Wizard > Basic > Step 1 IP to access this
screen.
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Figure 55 Wizard > Basic > Step 1 IP
]

Setup IP

Host Name:

IF Interface:
VID:

IP Address:

IP Subnet Mask:

Default Gateway:

2 Password 3 Link Aggregation 4 summary

52220

Stafic IP Address © DHCP Client

Cancel

Each field is described in the following table.

Table 20 Wizard > Basic > Step 1 IP

LABEL DESCRIPTION

Host Name This field displays a host name. Enter a string to set a new host name.
The host name should notcontain [?],[ | 1.['].["].or [, ]

IP Interface Select DHCP Client if the Switch is connected to a router with the DHCP server enabled. You
then need to check the router for the IP address assigned to the Switch in order to access
the Switch’s Web Configurator again.

Select Static IP Address when the Switch is NOT connected to a router or you want to assign
it a fixed IP address.

VID This field displays the VLAN ID.

IP Address The Switch needs an IP address for it to be managed over the network.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address.

Default Gateway

Type the IP address of the default outgoing gateway in dotted decimal notation, for
example 192.168.1.254.

DNS Server DNS (Domain Name System) is for mapping a domain name to its corresponding IP address
and so forth. Enter a domain name server IP address in order to be able to use a domain
name instead of an IP address.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Password screen appears.
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Figure 56 Wizard > Basic > Step 2 Password

2 Password 3 Link Aggregation 4 summary

Current password:
New password:

Confimm password:

Change administrator's password and SNMP

It is recommended to change password and SNMP community string to avoid potential security breach.

Administrator's Password SNMP
SHMP: Enabled O Disablad
Version
Get Community public
Set Community public
Trap Community public

STEP

Note: The input string of any field in this screen should not contain [? ], [ | I.[']L.["]. or[,].
In the Password fields, [ space ] is also not allowed.

Each field is described in the following table.

Table 21 Wizard > Basic > Step 2 Password

LABEL

DESCRIPTION

Administrator's Password

Current password

Type the existing system password (1234 is the default password when shipped).

New password

Enter your new system password. Up to 32 printable ASCIl characters are allowed for the
new password.

Confirm password

Retype your new system password for confirmation.

SNMP

SNMP Select Enabled to let the Switch act as an SNMP agent, which allows a manager station to
manage and monitor the Switch through the network. Select Disabled to turn this feature
off.

Version Select the SNMP version for the Switch. The SNMP version on the Switch must match the

version on the SNMP manager. Choose SNMP version 2c (v2c), SNMP version 3 (v3) or both
(v3v2c).

Note: SNMP version 2c is backwards compatible with SNMP version 1.

Get Community

Enter the Get Community string, which is the password for the incoming Get- and
GetNextrequests from the management station.

The Get Community string is only used by SNMP managers using SNMP version 2c or lower.

Set Community

Enter the Set Community string, which is the password for the incoming Set- requests from
the management station.

The Set Community string is only used by SNMP managers using SNMP version 2c or lower.
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Table 21 Wizard > Basic > Step 2 Password (continued)

LABEL

DESCRIPTION

Trap Community

Enter the Trap Community string, which is the password sent with each trap to the SNMP
manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c or lower.

Previous Click Previous to show the previous screen.
Next Click Next to show the next screen.
Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Link Aggregation screen appears.

Figure 57 Wizard > Basic > Step 3 Link Aggregation

port poril4 portl5
portl? port20 port2
pori25 pori2é port27

Unselected  [ill] Selected

2 Password 4 Summary

- . n | 12 | 1B | 1 | 15

Static || Stafic || Static | | Stafic w | | Stafic -

port portl 2
T1 hd
portl7 portld
port23 port24
port2? port
pords porids

Each field is described in the following table.

Table 22 Wizard > Basic > Step 3 Link Aggregation

LABEL DESCRIPTION

Link Aggregation

T1-Tx Click the arrows to add or delete icons located on the left to desired preference.
Select Static if the ports are configured as static members of a trunk group.
Select LACP if the ports are configured to join a trunk group through LACP.

Previous Click Previous to show the previous screen.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Summary screen appears.
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Figure 58 Wizard > Basic > Step 4 Summary

2 Password 3

Link Aggregation 4

Summary

Summary

Setup IP

Host Name:

IF Interface:

VID:

IP Address:

IP Subnet Mask:
Default Gateway:

DMS Server;

Link Aggregation

Group

STEP

Change administrator's password and activate SNMP

XG52220 New password:

DHCP Clien SHMP: Disabled
1 Wersion: vZc
172.21.40.2 Get Community: ublic

Set Community:

172.21.43.254 Trap Communify:

172.21.10.1

Type Member

Previous Cancel

Each field is described in the following table.

Table 23 Wizard > Basic > Step 4 Summary

LABEL DESCRIPTION

Setup IP

Host Name This field displays a host name.

IP Interface This field displays whether the WAN interface is using a DHCP IP address or a static IP
address.

VID This field displays the VLAN ID.

IP Address The Switch needs an IP address for it to be managed over the network.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP address.

Default Gateway

Type the IP address of the default outgoing gateway in dotted decimal notation, for
example 192.168.1.254.

DNS Server

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address
and vice versa. Enter a domain name server IP address in order to be able to use a domain
name instead of an IP address.

Change administrator's password and activate SNMP

New Password

This field displays asterisks when a new password has been created.

SNMP

This field displays whether the Switch acts as an SNMP agent.

Version

This field displays the SNMP version for the Switch.

Get Community

This field displays the Get Community string.

Set Community

This field displays the Set Community string.

Trap Community

This field displays the Trap Community string.

Link Aggregation

Group

This field displays the group number.
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LABEL DESCRIPTION

Type This field displays Static or LACP of this group.

Member This field displays the members of this group.

Previous Click Previous to show the previous screen.

Finish Review the information and click Finish to create the task.
Cancel Click Cancel to exit this screen without saving.

4.5.2 Protection

In Protection, you can set up loop guard and broadcast storm control.

In order to set up loop guard, please do the following. Click Wizard > Protection > Step 1 Loop Guard to
access this screen.
Figure 59 Wizard > Protection > Step 1 Loop Guard

Loop Guard 2 Broadcast Storm Control 3 Summary

Loop Guard

select all ports

2 4 -1 g 10 12 14 16 18 20 22 24 26 28 30 32 34 36 36 40 42 44 446 48 50 52 54
1 3 5 7 ? 11 12 18 17 19 21 23 25 27 29 31 33035 37 3 41 43 45 47 47 5] 53

Unselected [l Selected

Each field is described in the following table.

Table 24 Wizard > Protection > Step 1 Loop Guard

LABEL DESCRIPTION
Loop Guard
Select all ports Select all ports to enable the loop guard feature on all ports.

You can select a port by clicking it.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Broadcast Storm Control screen appears.
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Figure 60 Wizard > Protection > Step 2 Broadcast Storm Control

Loop Guard 2 Broadcast Storm Conirol 3 Summary

STEP
Broadcast Storm Conirol

select all ports

Broadcast pki/s 1000

2 4 & g 10 12 14 16 2 20 22 24 26 28 30 32 34 36 3} 40 42 44 46 48 50 52 54
1000 | | 1000 | | 1000 | | 1000 | (1003 | (1000 | (1000 | (1000 | | 100G | |1000 | | 1000 | (1000 | (1000 | | 1000 (1000 | (1000 || 1000 || 1000 | (1000|1000 || 1000 | (1000 | (1000 || 1000 | (1000 | | 1000 | | 1000

o] ol [ o] o ol o] [ [ o] ol o [ [ [ ol o] [ [ [ o] o] [ [ [ o]

1000 | | 1000 | | 1000 | | 1000 | | 1000 | | 1000 000 | | 1000 | | 1000 | (1000 | (1000 000 | | 10CQ | | 1000 | (1000 | [1COC | | 1000 | | 1000 | (1000 | 1000 || 1COC || 1000 || 1000 | 1000 1000 | | 1000 || 1000

Unzelected El Selected

Each field is described in the following table.

Table 25 Wizard > Protection > Step 2 Broadcast Storm Control

LABEL DESCRIPTION

Broadcast Storm Control

Select all ports Select all ports to apply settings on all ports.

You can select a port by clicking it.

Broadcast pkt/s Specify how many broadcast packets the port receives per second.
Previous Click Previous to show the previous screen.

Next Click Next to show the next screen.

Cancel Click Cancel to exit this screen without saving.

After clicking Next, the Summary screen appears.
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Figure 61 Wizard > Protection > Step 3 Summary

Loop Guard 2 Broadcast Storm Control 3 Summary
STEP
Summary
Loop Guard
2 4 & 3] 10 12 14 16 18 20 22 24 26 25 30 32 34 3 3B 40 42 44 46 46 50 52 54
1 3 5 7 ? 1 13 15 7 1% 21 23 25 2% 31 33 35 I 3% 41 43 45 47 4% 51 53

Unzelected E Selected

Broadcast Storm Control

2 4 & g 10 12 14 16 2 20 22 24 26 28 30 32 34 3& 3B 40 42 44 52 54

46 45 &0 5

1000 1000 1000 1000 1000 1000 1000 1000 000 1000 1000 1000 1000 1000 1000 1000 200 1000 1000 1000 1000 1000 1000 1000 1000

1

3 5 7 ? 11 13 15 17 19 21 23 25 27 2% A 33 03 37 3% 4 43 45 47 4% 51 53

1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000

Unzelected E jelected

Each field is described in the following table.

Table 26 Wizard > Protection > Step 3 Summary

LABEL DESCRIPTION

Summary

Loop Guard If the loop guard feature is enabled on a port, the Switch will prevent loops on this port.
Broadcast Storm If the broadcast storm control feature is enabled on a port, the number of broadcast
Control packets the Switch receives per second will be limited on this port.

Previous Click Previous to show the previous screen.

Finish Review the information and click Finish to create the task.

Cancel Click Cancel to exit this screen without saving.

4.5.3 VLAN

In VLAN, you can create VLAN, and tag VLAN settings.

Click Wizard > VLAN > VLAN Setting to access this screen.
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Figure 62 Wizard > VLAN > VLAN Setting

VLAN

VLAN Setting

2 — : \__ LA -I :-: to 5 VLANs by entering VLAN

Default VLAN 1/ Access Untagged port VLAN member port Untagged Tegged

: B WY EEE EEET IR B

portl port2 port3 portd

ports ports port? portd

port? pertl0  pertll portl2

-

Unselected [l Selected

ENEN 3

Trunk Tegged port Unselected  [illl Selected

Each field is described in the following table.

Table 27 Wizard > VLAN > VLAN Setting

LABEL DESCRIPTION

VLAN Setting

Default VLAN 1 / After you create a VLAN and select the VLAN ID from the drop-down list box, select ports
Access Untagged and use the right arrow to add them as the untagged ports to a VLAN group.
port

VLAN member port

VLAN Type a number between 2 and 4094 to create a VLAN.

Trunk Tagged port Select ports and use the downward arrow to add them as the tagged ports to the VLAN
groups you created.

Finish Review the information and click Finish to create the task.

Cancel Click Cancel to exit this screen without saving.

4.5.4 QoS

In QoS, you can create QoS settings.

In order to create QoS settings, please do the following. Click Wizard > QoS > QoS Setting to access this
screen.
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Figure 63 Wizard > QoS > QoS Setting
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Each field is described in the following table.

Table 28 Wizard > QoS > QoS Setting

LABEL DESCRIPTION

QoS Setting

Select all ports Select all ports to apply settings on all ports.
You can select a port by clicking it.

High Select ports and click the High button, so they will have high priority.
The port’s IEEE 802.1p priority level will be set to 5. Use the PORT > Port Setup screen to adjust
the value.

Medium Select ports and click the Medium button and, so they will have medium priority.
The port’s IEEE 802.1p priority level will be set to 3. Use the PORT > Port Setup screen to adjust
the value.

Low Select ports and click the Low button, so they will have low priority.
The port’s IEEE 802.1p priority level will be set to 1. Use the PORT > Port Setup screen to adjust
the value.

Finish Review the information and click Finish to create the task.

Cancel Click Cancel to exit this screen without saving.

4.6 Web Configurator Layout

The DASHBOARD screen is the first screen that displays when you access the Web Configurator.
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This guide uses the XGS2220-54FP screens as examples. The screens may vary slightly for different models.
The following figure shows the navigating components of a Web Configurator screen.

Figure 64 Web Configurator Layout

EY?E.E.I‘_ XGS2220 @ . ,_l Nebulo Convol Candor . & § @ 2 =
D E F G H I J K

[E e @ Pauze Avto Refrech
[AfR) monmor Paort Status
L)
W svsrem XGS2220-54FP
’ A -
| poRt
@ ANEEEEEEEEESENEEEEEEEEEEE BE
+
A EEEEEEEEEEEEEEEEEEEEEEEEE BE

o SWITCHING

€ NewoRKING

System Information CPU Usage Memary Usage PoE Usage (0 %)
] secumry 5% 13% 0.0/980.0 W
b o e XG32220
@‘-\. MAINTENANCE V1.00 | 12/23/2021 Va.BO[ACCEO)bS | 04/11/2022 Temperature @ Normal Fan @ Normal
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. Guick Link
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00:1%:cb:00:00:01 00:19:cb:00:00:01

Cloud Control Status L = = =
Internet > Nebula > Regivhalion
[ on

A - Click the menu items to open sub-menu links, and then click on a sub-menu link to open the screen
in the main window.

B,C,D,E,F, G, H, I J, K-These are quick links which allow you to perform certain tasks no matter which
screen you are currently working in.

B, C - Click this icon to switch between the Web Configurator’s Standard or Networked AV mode.
D - Click this icon to go to the NCC (Nebula Control Center) portal website.

E - Click this icon to search for specific configurations or status you are looking for. Enter the keywords
and click the result link. This will direct you to the specific configuration or status page.

F — Click this icon to update the information in the screen you are currently viewing.

G - Click this icon to save your configuration into the Switch’s non-volatile memory. Non-volatile memory
is the configuration of your Switch that stays the same even if the Switch’s power is turned off.

H - Click this icon to display the Setup Wizard that contains the Basic, Protection, VLAN, and QoS setup
screens.

| - Click this icon to display web help pages. The help pages provide descriptions for all of the
configuration screens.

J - Click this icon to go to the Zyxel Community Biz Forum.

K - Click this icon to log out of the Web Configurator.
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L - This displays the Nebula Cloud Control Status. The ON/OFF switch displays if NCC Discovery is
enabled. If a status circle turns Orange, it means the Switch is unable to connect to NCC. Hover the
mouse over the status circle to check the diagnhostic message. You can also click the ON/OFF switch to
go to the SYSTEM > Cloud Management screen and check the diagnostic messages. See Section Table
50 on page 158 for more information.

In the navigation panel, click a main link to reveal a list of sub-menu links.

The following table describes the links in the navigation panel. The navigation panel varies depending
on the product model you use.

Table 29 Navigation Panel Links (Standard Mode)

LINK DESCRIPTION

DASHBOARD This link takes you to the main dashboard screen that displays general system and device infor-
mation.

MONITOR

ARP Table This link takes you to a screen that displays the current ARP table of the Switch. You can view the
IP and MAC address mapping, VLAN ID, ARP aging time, and ARP entry type of a device
attached to a port.

IP Table This link takes you to a screen where you can view the IP address and VLAN ID of a device

attached to a port.

IPv6 Neighbor
Table

This link takes you to a screen where you can view the Switch’s IPv6 neighbor table.

MAC Table This link takes you to a screen where you can view the MAC address and VLAN ID of a device
attach to a port. You can also view what kind of MAC address it is.
Neighbor This link takes you to a screen where you can view neighbor devices (including non-Zyxel

devices) connected to the Switch.

Path MTU Table

This link takes you to a screen where you can view the IPv6 path MTU information on the Switch.

Port Status

This link takes you to a screen where you can view the port statistics.

Routing Table

Click the link to unfold the following sub-link menu.

IPv4 This link takes you to a screen where you can view the IPv4 routing table for routing information
?ggféng including IP interface and hop count to certain network destinations.
IPV6 This link takes you to a screen where you can view the IPv6 routing table for routing information
?gglténg including IP interface and hop count to certain network destinations.

System Infor- This link takes you to a screen that displays general system information.

mation

System Log This link takes you to a screen where you can view the system log including fail log and system

status.

SYSTEM

Cloud Man- This link takes you to a screen where you can enable or disable the Nebula Control Center (NCC)

agement Discovery feature and view the NCC connection status. If Nebula Control Center (NCC) Discov-

ery is enabled, you can have the Switch search for the NCC (Nebula Control Center). The screen
also displays a QR code containing the Switch’s serial number and MAC address for handy regis-
tration of the Switch at NCC.

General Setup

This link takes you to a screen where you can configure general identification information about
the Switch.

Hardware
Monitor Setup

This link takes you to a screen where you can configure hardware monitor related features such
as SFP Detect.

Interface Setup

This link takes you to a screen where you can configure settings for individual interface type and
ID.
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Table 29 Navigation Panel Links (Standard Mode) (continued)

LINK DESCRIPTION

IP Setup This link takes you to a screen where you can configure the DHCP client, and a static IP address
(IP address and subnet mask).

IPV6 Click the link to unfold the following sub-link menu.

IPv6 Status | This link takes you to a screen where you can view the IPv6 table and DNS server.

IPv6 Global | This link takes you to a screen where you can configure the global IPv6 settings.

Setup

IPv6 This link takes you to a screen where you can view and configure IPv6 interfaces.

Interface

Setup

IPV6 . This link takes you to a screen where you can view and configure IPv6 link-local and global
Addressing | addresses.

IPV6 This link takes you to a screen where you can view and configure neighbor discovery settings on
Neighbor each interface.

Discovery

IPv6 configure static IPv6 neighbor entries in the Switch’s IPv6 neighbor table.

Neighbor

Setup

DHCPv6 This link takes you to a screen where you can configure the Switch’s DHCP settings when it is act-
Client ing as a DHCPv6 client.

Setup

Logins This link takes you to a screen where you can change the system login password, as well as con-
figure up to four login details.

SNMP This link takes you to screens where you can specify the SNMP version and community (password)
values, configure where to send SNMP traps from the Switch, enable loopguard/errdisable/poe/
linkup/linkdown/lldp/transceiver-ddm/storm-control on the Switch, specify the types of SNMP
traps that should be sent to each SNMP manager, and add/edit user information.

Stacking This link takes you to screens where you can view the stacking status in the stacking system,

enable stacking on the Switch, and configure stacking details.

Switch Setup

This link takes you to a screen where you can set up global Switch parameters such as VLAN type.

Syslog Setup

This link takes you to a screen where you can configure the Switch’s system logging settings and
configure a list of external syslog servers.

Time Range This link takes you to a screen where you can configure time range for time-oriented features like
Classifier.

PORT

Auto PD This link takes you to a screen where you can enable and configure Auto PD Recovery on the

Recovery Switch.

Flex Link This screen takes you to a screen where you can view configure backup links in the Data Link

layer.

Green Ethernet

This link takes you to a screen where you can configure the Switch to reduce port power con-
sumption.

Link Aggrega- | This link takes you to a screen where you can logically aggregate physical links to form one logi-
tion cal, higher-bandwidth link.
LLDP Click the link to unfold the following sub-link menu.
LLDP This link takes you to screens where you can view LLDP information and configure LLDP and TLV
settings.
LLDP MED This link takes you to screens where you can configure LLDP-MED parameters.
OAM This link takes you to screens where you can enable Ethernet OAM on the Switch, view the config-

uration of ports on which Ethernet OAM is enabled and perform remote-loopback tests.
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Table 29 Navigation Panel Links (Standard Mode) (continued)

LINK DESCRIPTION

POE Setup For POE models.
This link takes you to a screen where you can set priorities, POE power-up settings and schedule so
that the Switch is able to reserve and allocate power to certain PDs.

Port Setup This link takes you to a screen where you can configure settings for individual Switch ports.

ZULD This link takes you to screens where you can enable ZULD on a port and configure related set-
tings.

SWITCHING

Layer 2 Proto-
col Tunneling

This link takes you to a screen where you can configure L2PT (Layer 2 Protocol Tunneling) settings
on the Switch.

Loop Guard This link takes you to a screen where you can configure protection against network loops that
occur on the edge of your network.
MAC Pinning This link takes you to a screen where you can set specific ports to have priority over other ports in
MAC address learning.
Mirroring Click the link to unfold the following sub-link menu.
Mirroring This link take you to a screen where you can copy traffic from one port or ports to another port in
order to examine the traffic from the first port without interference.
Multicast Click the link to unfold the following sub-link menu.
IPv4 This link takes you to screen where you can configure various IPv4 multicast features, IGMP snoop-
Multicast ing, filtering and create multicast VLANSs.
IPv6 This link takes you to screen where you can configure various IPvé multicast features, MLD snoop-
Multicast ing-proxy, filtering and create multicast VLANS.
MVR This link takes you to screens where you can create multicast VLANs and select the receiver ports
and a source port for each multicast VLAN.
Static This link takes you to a screen where you can configure static multicast MAC addresses for port(s).
Multicast These static multicast MAC addresses do not age out.
Forwarding
By MAC
Static This link takes you to a screen where you can configure static multicast IP addresses for port(s).
Multicast These static multicast IP addresses do not age out.
Forwarding
By IP

PPPOE Interme-

This link takes you to screens where you can enable PPPOE (Point-to-Point Protocol over Ethernet)

diate Agent Intermediate Agent and configure per-port, per-port-per-VLAN settings.

QoS Click the link to unfold the following sub-link menu.
Diffserv This link takes you to screens where you can enable DiffServ, configure marking rules and set

DSCP-to-IEEE802.1p mappings.

Queuing This link takes you to a screen where you can set priorities for the queues of the Switch. This distrib-
Method utes bandwidth across the different traffic queues.
Priority This link takes you to a screen where you can set priority tags for different traffic types and specify
Queue the priority levels.
Bandwidth | This link takes you to a screen where you can cap the maximum bandwidth allowed on a port.
Control

sFlow This link takes you to screens where you can configure sFlow settings on the Switch.

Spanning Tree

Click the link to unfold the following sub-link menu.

Protocol
Spanning This link takes you to a screen where you can view the STP status in the different STP modes (RSTP,
Tree MRSTP or MSTP) you can configure on the Switch.
Protocol
Status

XGS2220 Series User’s Guide

90




Chapter 4 Web Configurator

Table 29 Navigation Panel Links (Standard Mode) (continued)

LINK DESCRIPTION
Spanning This link takes you to a screen where you can activate one of the STP modes (RSTP, MRSTP or
Tree Setup | MSTP) on the Switch.
RSTP This link takes you to a screen where you can configure the RSTP (Rapid Spanning Tree Protocol)
settings on the Switch.
MRSTP This link takes you to a screen where you can configure the MRSTP (Multiple Rapid Spanning Tree
Protocol) settings on the Switch.
MSTP This link takes you to a screen where you can configure the MSTP (Multiple Spanning Tree Proto-
col) settings on the Switch.
Static MAC Fil- | This link takes you to a screen to set up static MAC filtering rules.
tering

Static MAC For-

This link takes you to a screen where you can configure static MAC addresses for a port. These

warding static MAC addresses do not age out.
VLAN Click the link to unfold the following sub-link menu.
VLAN This link takes you to a screen where you can view and search all VLAN groups.
Status
VLAN Setup | This link takes you to screens where you can:
= configure port-based or 802.1Q VLAN.
= view detailed port settings and status of the VLAN group.
= configure and view 802.1Q VLAN parameters for the Switch.
= configure the static VLAN settings on a port.
Subnet This link takes you to a screen where you can set up VLANSs that allow you to group traffic into log-
Based ical VLANs based on the source IP subnet you specify.
VLAN Setup
Protocol This link takes you to a screen where you can set up VLANSs that allow you to group traffic into log-
Based ical VLANs based on the protocol you specify.
VLAN Setup
Voice This link takes you to a screen where you can set up VLANs that allow you to group voice traffic
VLAN Setup | with defined priority and enable the Switch port to carry the voice traffic separately from data
traffic to ensure the sound quality does NOT deteriorate.
MACBased | This link takes you to a screen where you can set up VLANSs that allow you to group untagged
VLAN Setup | packets into logical VLANs based on the source MAC address of the packet. This eliminates the
need to reconfigure the Switch when you change ports. The Switch will forward the packets
based on the source MAC address you set up previously.
Vendor ID This link takes you to screens where you can set up VLANs that allow you to group untagged
\B/?ZeNdSetup packets into logical VLANs based on the source MAC address of the packet. You can specify a

mask for the MAC address to create a MAC address filter and enter a weight to set the VLAN
rule’s priority.

VLAN Isolation

This link takes you to a screen where you can block traffic between ports in a VLAN on the Switch.

VLAN Mapping

This link takes you to screens where you can configure VLAN mapping settings on the Switch.

VLAN Stacking

This link takes you to screens where you can activate and configure VLAN stacking.

NETWORKING
ARP Setup Click the link to unfold the following sub-link menu.
ARP This link takes you to a screen where you can configure ARP learning mode on a per-port basis.
Learning
Static ARP This link takes you to a screen where you can create static ARP entries which do not age out.
DHCP Click the link to unfold the following sub-link menu.
DHCPv4 This link takes you to screens where you can view DHCPv4 relay status, mode, and configure
Relay DHCPV4 relay settings.
E)H|CPv6 This link takes you to a screen where you can enable and configure DHCPV6 relay.
elay
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Table 29 Navigation Panel Links (Standard Mode) (continued)

LINK DESCRIPTION
DHCP This link takes you to a screen where you can specify whether ports are trusted or untrusted ports
%ed\é% for DHCP packets.

Static Routing

Click the link to unfold the following sub-link menu.

IPv4 Static | This link takes you to a screen where you can configure IPv4 static routes. A static route defines
Route how the Switch should forward traffic by destination IP address and subnet mask.
IPv6 Static | This link takes you to a screen where you can configure IPv6 static routes. A static route defines
Route how the Switch should forward traffic by destination IP address and prefix length.

SECURITY

AAA Click the link to unfold the following sub-link menu.
RADIUS This link takes you to a screen where you can configure your RADIUS (Remote Authentication Dial-
Server In User Service) server settings for authentication.
Setup
TACACS+ This link takes you to a screen where you can configure your TACACS+ (Terminal Access Control-
gg%g ler Access Control System Plus) server settings for authentication.
AAA Setup | This link takes you to a screen where you can configure authentication, authorization and

accounting services through external servers. The external servers can be either RADIUS or
TACACS+ (Terminal Access Controller Access Control System Plus).

Access Control

Click the link to unfold the following sub-link menu.

Service This link takes you to a screen where you can decide what services you may use to access the
Access Switch.
Control
Remote This link takes you to a screen where you can specify a group of one or more “trusted computers”
gﬂrﬁnagem from which an administrator may use a service to manage the Switch.
Account This link takes you to a screen where you can configure account security settings on the Switch.
Security

ACL Click the link to unfold the following sub-link menu.
Classifier This link takes you to screens where you can configure the Switch to group packets based on the

specified criteria.

Policy Rule | This link takes you to a screen where you can configure the Switch to perform special treatment

on the grouped packets.

Anti-Arpscan

This link takes you to screens where you can enable anti-arpscan on the Switch and ports, and
view the port state. You can also create trusted hosts, view blocked hosts and unblock them.

BPDU Guard

This link takes you to screens where you can enable BPDU guard on the Switch and ports, and
view the port state.

Storm Control

This link takes you to a screen to set up broadcast filters.

Errdisable This link takes you to screens where you can view errdisable status and configure errdisable set-
tings in CPU protection, errdisable detect, and errdisable recovery.
IPv4 Source Click the link to unfold the following sub-link menu.
Guard
IP Source This link takes you to screens where you can configure filtering of unauthorized DHCP and ARP
Guard packets in your network.
ARP This link takes you to screens where you can view ARP inspection status, and configure ARP
Inspection | jnspection settings on ports or VLANs. You can use ARP inspection to filter unauthorized ARP pack-
ets on the network.
IPv6 Source Click the link to unfold the following sub-link menu.
Guard
IPV6 Static | The link takes you to screens where you can view IPv6 static binding status and manually create
Binding IPv6 source guard static binding entries.
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Table 29 Navigation Panel Links (Standard Mode) (continued)

Trust Setup

LINK DESCRIPTION
IPv6 Source | The link takes you to screens where you can define policies to have IPv6 source guard forward
Guard valid addresses and/or prefixes and allow or block data traffic from all link-local addresses, and
apply the configured IPv6 source guard policy to a port.
IPv6 The link takes you to screens where you can set up DHCPv6 snooping policies for the binding
Snooping table and enable the policies on VLAN interfaces.
DHCPv6 The link takes you to a screen where you can specify which ports are trusted for DHCPv6 snoop-

ing.

Port Authenti- Click the link to unfold the following sub-link menu.
cation
These links take you to screens where you can configure |EEE 802.1x port authentication as well as
MAC authentication for clients communicating through the Switch.
Compound | The link takes you to a screen where you can allow network access for clients that pass either IEEE
ﬁgrt]hﬁg%l%a 802.1x authentication or MAC authentication, or pass both IEEE 802.1x authentication and MAC

authentication.

Port Security

This link takes you to a screen where you can activate MAC address learning and set the
maximum number of MAC addresses to learn on a port.

MAINTENANCE

Certificates

The link takes you to a screen where you can import the Switch's CA-signhed certificates.

Cluster Man- This link takes you to a screen where you can configure clustering management and view its sta-
agement tus.
Configuration Click the link to unfold the following sub-link menu.
Auto | This link takes you to a screen where you can overwrite the running configuration stored in the
Configurati | switch’s RAM.
on
Configure This link takes you to a screen where you can copy the basic and advanced settings from a
Clone source port to a destination port or ports.
Diagnostic This link takes you to a screen where you can ping IP addresses, run traceroute, test ports and
show the location of the Switch.
Firmware This link takes you to a screen to upload firmware to your Switch.
Upgrade

Reboot System

This link takes you to a screen to reboot the Switch without turning the power off.

Tech-Support

This link takes you to a screen where you can download related log reports for issue analysis. Log
reports include CPU history and utilization, crash and memory.

The following table describes the links in the navigation panel when the Switch is in Networked AV

mode.

Table 30 Navigation Panel Links (Networked AV Mode)

LINK DESCRIPTION

SUMMARY This screen displays the Switch’s front panel port status, connected ports, used power, Nebula
Cloud Control status, and Networked AV status.

MONITOR

System This link takes you to a screen that displays general system information.

Information

SYSTEM

General Setup

This link takes you to a screen where you can configure general identification information
about the Switch.

IP Setup

This screen allows you to configure the IP address and subnet mask (necessary for Switch
management) and set up to 64 IP routing domains.
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Table 30 Navigation Panel Links (Networked AV Mode) (continued)

LINK DESCRIPTION

Logins This link takes you to a screen where you can change the system login password, as well as
configure up to four login details.

SNMP This link takes you to screens where you can specify the SNMP version and community
(password) values, configure where to send SNMP traps from the Switch, enable loopguard/
errdisable/poe/linkup/linkdown/lldp/transceiver-ddm/storm-control on the Switch, specify the
types of SNMP traps that should be sent to each SNMP manager, and add/edit user
information.

PORT

Link Aggregation | This link takes you to screens where you can logically aggregate physical links to form one
logical, higher-bandwidth link.

POE Setup For POE models.

This link takes you to a screen where you can set priorities, POE power-up settings and schedule
so that the Switch is able to reserve and allocate power to certain PDs.

Port Setup This screen allows you to configure settings for individual Switch ports.

SWITCHING

Mirroring This link takes you to screens where you can copy traffic from one port or ports to another port
in order that you can examine the traffic from the first port without interference.

Multicast This link takes you to screens where you can view multicast group information, configure various
multicast features like IGMP snooping and filtering profile, and create multicast VLANSs.

VLAN This link takes you to screens where you can view and search all static VLAN groups, view
detailed port settings and status of the static VLAN group, configure a static VLAN for the
Switch, and configure the static VLAN (IEEE 802.1Q) settings on a port.

SECURITY

Access Control

Service This link takes you to a screen where you can decide what services you may use to access the
Access Switch.

Control

Remote This link takes you to a screen where you can specify a group of one or more “trusted
Management | computers” from which an administrator may use a service to manage the Switch.

Storm Control

This link takes you to a screen to set up broadcast filters.

MAINTENANCE

Configuration
Restore This link takes you to a screen where you can upload a stored device configuration file.
Configuration
Backup This link takes you to a screen where you can save your Switch’s configurations (settings) for
Configuration | |ater use.
Save _ This link takes you to a screen where you can save the current configuration (settings) to a
Configuration | specific configuration file on the Switch.

Firmware This link takes you to a screen to upload firmware to your Switch.

Upgrade

Reboot System

This link takes you to a screen to reboot the Switch without turning the power off.

Tech-Support

This link takes you to a screen where you can download related log reports for issue analysis.
Log reports include CPU history and utilization, crash and memory.

4.6.1 Tables and Lists

The Web Configurator tables and lists provide several options for how to work with their entries.
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4.6.1.1 Working with Table Entries

Tables have tool icons for working with table entries as shown next. You can select one or more entries,
or select the check box in the heading row to select all entries. Use the tool icons to modify the selected

entries.

Figure 65 Working with a Table

IP Interface
(@rwza )@ )
Index IP Address IP Subnet Mask VvID Type
1 192.168.3.115 255.255.255.0 1 Static
2 172.21.40.3 255.255.252.0 1 DHCP

The following table describes the most common table icons.

Table 31 Common Table Icons

LABEL DESCRIPTION
Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.

Add/Edit Click this to create a new entry or edit a selected entry. A configuration screen where you can
add a new entry or modify the settings of the selected entry will open.
In some configuration screens, the Add/Edit button is replaced by the Edit button. This means you
can only edit the existing entries in the table.

Delete To remove entries, select the entries and click Delete.

When viewing a list, you can click on an index number to view more details about the entry. If the list has
more than one page, click the arrow button to navigate to different pages of entries.

Figure 66 Working on a List

The Number of VLAN: 13
( Pagem of 2 » )
Index VID Name Tagged Port Untagged Port Elapsed Time Status
O 1 1 1-28 19:35:49 Static
2 2 2 0:01:36 Static
3 3 3 0:01:30 Static
4 4 4 0:01:22 Stafic
5 8 8 0:00:57 Static
6 9 9 0:00:52 Static
Z 10 10 0:00:45 Static
8 11 11 0:00:40 Static
2 12 12 0:00:34 Static
10 13 13 0:00:21 Static
F’age of 2 > 3
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4.6.2 Change Your Password

After you log in for the first time, it is recommended you change the default administrator password.

Click SYSTEM > Logins to display the next screen.

Figure 67 Change Administrator Login Password

Logins

Administrator

Old Password | |

New Password | |

Retype to confim |

Edit Logins

Login User Name Password

Retype to confirm

Privilege

1

3

| | |
2| | |
| | |
| | |

4.7 Save Your Configuration

When you are done modifying the settings in a screen, click Apply to save your changes back to the
run-time memory. Settings in the run-time memory are lost when the Switch’s power is turned off.

Click the Save link in the upper right of the Web Configurator to save your configuration to hon-volatile
memory. Non-volatile memory refers to the Switch’s storage that remains even if the Switch’s power is

turned off.

Note: Use the Save link when you are done with a configuration session.

4.8 Switch Lockout

You could block yourself (and all others) from managing the Switch if you do one of the following:

1 Delete the management VLAN (default is VLAN 1).

2 Delete all port-based VLANs with the CPU port as a member. The “CPU port” is the management port of

the Switch.
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3 Filter all traffic to the CPU port.

4 Disable all ports.

5 Misconfigure the text configuration file.

6 Forget the password and/or IP address.

7 Prevent all services from accessing the Switch.
8 Change a service port number but forget it.

9 You forgot to log out of the Switch from a computer before logging in again on another computer.

Note: Be careful not to lock yourself and others out of the Switch.

4.9 Reset the Switch

If you lock yourself (and others) from the Switch or forget the administrator password, you will need to
reload the factory-default configuration file or reset the Switch back to the factory defaults.

See Section 3.1 on page 45 to see how to use the RESTORE button to restore the factory default file.

4.9.1 Reboot the Switch

Press the RESET button to reboot the Switch without turning the power off. See Section 3.3 on page 54 for
more information about the LED behavior.

4.9.2 Reload the Configuration File

Uploading the factory-default configuration file replaces the current configuration file with the factory-
default configuration file. This means that you will lose all previous configurations and the speed of the
console port will be reset to the default of 115200 bps with 8 data bit, no parity, one stop bit and flow
control set to none. The password will also be reset to “1234” and the IP address to 192.168.1.1 or DHCP-
assigned IP.

To upload the configuration file, do the following:

1 Connect to the console port using a computer with terminal emulation software.

2 Disconnect and reconnect the Switch’s power to begin a session. When you reconnect the Switch’s
power, you will see the initial screen.

3 When you see the message “Press any key to enter Debug Mode within 3 seconds ...” press
any key to enter debug mode.

4 Enter atlc after the “Enter Debug Mode” message.

5 Wait for the “Starting XMODEM upload” message before activating XMODEM upload on your
terminal.
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6 After a configuration file upload, type atgo to restart the Switch.

Figure 68 Resetting the Switch: through the Console Port

Bootbase Version: V1.00 | 02/21/2016 15:43:29
RAM: Size = 1048576 Kbytes
FLASH: 64M

ZyNOS Version: V4.60 (ABML.O) | 04/18/2017 11:41:8

Press any key to enter debug mode within 1 second.
Enter Debug Mode

ras> atlc

Starting XMODEM upload (CRC mode)....
CCccceeeecceececcece

Total 393216 bytes received.

Erasing. .

ras> atgo

The Switch is now reinitialized with a default configuration file including the default password of “1234”.

4.10 Log Out of the Web Configurator

Click Logout in a screen to exit the Web Configurator. You have to log in with your password again after
you log out. This is recommended after you finish a management session for security reasons.

Figure 69 Logout button
iiNebuIc Control Center > Q C, N\ = B @

4.11 Help

The Web Configurator’s online help has descriptions of individual screens and some supplementary
information.

Click the Help icon on a Web Configurator screen to view an online help description (shown as below)
of that screen.
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Figure 70 Online Web Help

= | ZYXEL

NETWORKS

= |
B Gelting to Know Your Switch

B Hardware Installation and
Connection

I Web Configurator
&= DASHBOARD
New User Interface
& DASHBOARD
Port Status
Quick Links to Use
| MONITOR
M SYSTEM
B PORT
I SWITCHING
B NETWORKING
B SECURITY
B MAINTENANCE

IErﬂe' search term or phrase

DASHBOARD

»

This screen displays general device information, system status, system resource usage,

and port status.

The following fable describes the labels in this screen.

DASHBCARD

LABEL DESCRIPTION

Pause Auto The DASHBOARD screen automatically refreshes every 30 seconds.

Refresh Click this to disable the auto refresh. Click Resume Auto Refresh to
enable.

Port Status This displays individual port type, status, and connection speed of
the Switch.

Click on a port to open the port’s status panel. Use the status
panel o enable/disable a port and view its basic information. For
example, link speed and port utilization.

In Stacking mode, this displays the port stafus of the slot [Switch)
selected in the SLOT field.
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CHAPTER 5
Initial Setup Example

5.1 Overview

This chapter shows how to set up the Switch for an example network.
The following lists the configuration steps for the initial setup:

= Create a VLAN
= Set Port VID
= Configure Switch Management IP Address

5.1.1 Create a VLAN

VLANSs confine broadcast frames to the VLAN group in which the ports belongs. You can do this with
port-based VLAN or tagged static VLAN with fixed port members.

In this example, you want to configure port 1 as a member of VLAN 2.

Figure 71 Initial Setup Network Example: VLAN

—— oy,

1 Go to the SWITCHING > VLAN > VLAN Setup > Static VLAN screen. Click Add/Edit.
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Static VLAN VLAN Port Setup GVRP

£ Add/Edit

VID Active Name

N o 3

2 The following screen appears. Click the switch to set this VLAN to Active, enter a descriptive name in the
Name field and enter “2” in the VLAN Group ID field for the VLAN2 network.

Active m ]
Port Control Tagging

- TxTogging

I 1 Mormal O Fixed Forbidden Tx Tagging I
2 O rormal Fixed Forbidden Tx Tagging
3 O rormal Fixed Forbidden Tx Tagging
4 O rormal Fixed Forbidden Tx Tagging
5 O rormal Fixed Forbidden Tx Tagging
& O rormal Fixed Forbidden Tx Tagging
7 O rormal xed Forbidde Tx Taggi i
53 O rormal Fixed Forbidden Tx Tagging
54 O rormal Fixed Forbidden Tx Tagging

Apply Clear Cancel

Note: The VLAN Group ID field in this screen and the VID field in the SYSTEM > IP Setup > IP
Status screen refer to the same VLAN ID.

3 Since the VLAN2 network is connected to port 1 on the Switch, select Fixed to configure port 1 to be a
permanent member of the VLAN only.

4 To ensure that VLAN-unaware devices (such as computers and hubs) can receive frames properly, clear
the Tx Tagging check box to set the Switch to remove VLAN tags before sending.

5 Click Apply to save the settings to the run-time memory. Settings in the run-time memory are lost when
the Switch’s power is turned off.

5.1.2 Set Port VID

Use PVID to add a tag to incoming untagged frames received on that port so that the frames are
forwarded to the VLAN group that the tag defines.

In the example network, configure 2 as the port VID on port 1 so that any untagged frames received on
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that port get sent to VLAN 2.

Figure 72 Initial Setup Network Example: Port VID

1 Go to the SWITCHING > VLAN > VLAN Setup > VLAN Port Setup screen.

Static VLAN VLAN Port Setup GVRP

Acceptable Frame

Port Ingress Check PVID
Type

VLAN Trunking Isolation

All v

All ~ )

W Ccnce‘

2 Enter 2in the PVID field for port 1 and click Apply to save your changes back to the run-time memory.
Settings in the run-time memory are lost when the Switch’s power is turned off.

5.1.3 Configure Switch Management IP Address

If the Switch fails to obtain an IP address from a DHCP server, the Switch will use 192.168.1.1 as the
management IP address. You can configure another IP address in a different subnet for management
purposes. The following figure shows an example.
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Figure 73 Initial Setup Example: Management IP Address

1 Connect your computer to any Ethernet port on the Switch. Make sure your computer is in the same
subnet as the Switch.

2 Openyour web browser and enter “setup.zyxel” or “192.168.1.1” (the default IP address) in the address
bar to access the Web Configurator. See Section 4.2 on page 58 for more information.

Note: You can always use the domain name “setup.zyxel” to access the Web Configurator
whether the Switch is using a DHCP-assigned IP or static IP address. This requires your PC
to be directly connected to the Switch.

3 Goto the SYSTEM > IP Setup > IP Setup screen. Click Add/Edit.

IP Status IP Setup Network Proxy Configuration

IP Setup

e
Bomcksiimaberved® | |
e

Cancel

IP Interface

O Add/Edit (/]

Index IP Address IP subnet Mask VID Type
1 172.21.40.2 255.256.252.0 1 DHCP

The following screen appears.
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DHCP Clisnt
Option-40

Class-ID Zyxel Corporatiol

O static IP Address

P Address [192.168.2.1 |

IP Subnet Mask [255.255.255.0 |

Apply ’ Clear Cancel

For the VLANZ2 network, enter 192.168.2.1 as the |IP address and 255.255.255.0 as the subnet mask.

In the VID field, enter the ID of the VLAN group to which you want this management IP address to
belong. In this example, enter VLAN ID 2. This is the same as the VLAN ID you configure in the Static VLAN
screen.

Click Apply to save your changes back to the run-time memory. Settings in the run-time memory are lost
when the Switch’s power is turned off.
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CHAPTER ©
Tutorials

6.1 Overview

This chapter provides some examples of using the Web Configurator to set up and use the Switch. The
tutorials include:

= How to Use DHCPv4 Snooping on the Switch
= How to Use DHCPv4 Relay on the Switch

= How to Use Auto Configuration through a DHCP Server on the Switch

6.2 How to Use DHCPv4 Snooping on the Switch

You only want DHCP server A connected to port 5 to assign IP addresses to all devices in VLAN network
(V). Create a VLAN containing ports 4, 5 and 6. Connect a computer M to the Switch for management.

Figure 74 Tutorial: DHCP Snooping Tutorial Overview

The settings in this tutorial are as the following.

Table 32 Tutorial: Settings in this Tutorial

HOST PORT CONNECTED VLAN PVID DHCP SNOOPING PORT TRUSTED
DHCP Server (A) 4 1 and 100 100 Yes
DHCP Client (B) 5 1 and 100 100 No
DHCP Client (C) 6 1 and 100 100 No

1 Access the Switch through http://192.168.1.1 by default. Log into the Switch by entering the user name
(default: admin) and password (default: 1234).
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2

4

Go to SWITCHING > VLAN > VLAN Setup > Static VLAN. Click Add/Edit.

Static VLAN VLAN Port Setup GVRP

& Add/Edit

VvID Active Name

Y o X

The following screen appears. Enable the switch button to set this VLAN to ACTIVE. Create a VLAN with
ID of 100. Add ports 4, 5 and 6 in the VLAN by selecting Fixed in the Control field as shown.

De-select Tx Tagging because you do not want outgoing traffic to contain this VLAN tag.

Click Apply.
Active m ]
WLAMN Group ID 100
Port Control Tagging
* Mormal — w T« Tagging
1 O rormal Fixed Forbidden Tx Tagging
2 O rormal Fixed Forbidden Tx Tagging
3 O rormal Fixed Forbidden Tx Tagging
4 Mormal O Fixed Forbidden Tx Tagging
5 Mormal O Fixed Forbidden Tx Tagging
& Mormal O Fixed Forbidden Tx Tagging
7 O rormal Fixed Forbidden Tx Tagging
8 O rormal Fixed Forbidden Tx Tagging
_ v Qs Oms | O B
\/\’,\/H\/\/\}\/\/Ing\/
Apply Clear Cancel

Go to SWITCHING > VLAN > VLAN Setup > VLAN Port Setup, and set the PVID of the ports 4, 5 and 6 to
100. This tags untagged incoming frames on ports 4, 5 and 6 with the tag 100. Click Apply.
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Static VLAN VLAN Port Setup GVRP
Port '(':‘g:i‘; PVID ‘?:;‘::ﬂ“y'";: VLAN Trunking Isolation
* \ | [Al v
1 [ | [Al v]
2 [ | [Al v
3 [ | [Al v]
4 [100 Bl [Al v
5 [100 D [Al v]
3 [100 Al ~
7 [ | [Al v]
Apply Cancel

5 Go to SECURITY > DHCP Snooping > DHCP Snp. Setup, activate and specify VLAN 100 as the DHCP VLAN
as shown. Click Apply.
IP requests from VLANSs you enable on the SECURITY > DHCP Snooping > DHCP Snp. VLAN Setup screen
will be broadcast to the DHCP VLAN you set on this screen, which is VLAN100 in this example.

DHCP Snp. Status DHCP Snp. Setup DHCP Snp. Port Setup

DHCP Snooping Setup

Active m’:

Disable

DHCP Vlan o

Database

Agent URL | |
Timeout Interval seconds

Write Delay Interval 300 seconds

Renew DHCP Sncoping URL

o

Cancel

6 Go to SECURITY > DHCP Snooping > DHCP Snp. Port Setup. Select Trusted in the Server Trusted state field
for port 4 because the DHCP server is connected to port 4. Keep ports 5 and 6 Untrusted because they
are connected to DHCP clients. Click Apply.
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DHCP Snp. Status

Port

DHCP Snp. Setup

Server Trusted State

DHCP Snp. Port Setup DHCP Snp. M

Rate (pps)

*
|
2
3 [Unfrusted v |

S

[

o

~

VL

l

Cancel

‘ Apply

7 Go to SECURITY > DHCP Snooping > DHCP Snp. VLAN Setup, show VLAN 100 by entering 100 in the VLAN
Search by VID field and click Search.
Select Yes in the Enabled field of the VLAN 100 entry shown in the search result. Click Apply.

This enables DHCP snooping on VLAN100 (and other VLANs you enabled on this screen).

If you want the Switch to add more information in the DHCP request packets, such as source VLAN ID or
system name, you can select an Option82 Profile in the entry. The Switch will add DHCP option 82
information to DHCP requests that the Switch relays to a DHCP server for the specified VLAN.

DHCP Snp. Status DHCP Snp. Setup DHCP Snp. Port Setup DHCP Snp. VLAN Setup
GLM Search by VID 100 )
The Number of VLAN: 2
Page \:\ of 1
VID Enabled Option 82 Profile
! [No ]
(oo =)
Page \:\ of 1
‘ Apply ' Cancel

8 Connect your DHCP server to port 4 and a DHCP client (an AP, for example) to either port 5 or 6. The AP
should be able to get an IP address from the DHCP server. If you put the DHCP server on port 5 or 6, the
computer will NOT be able to get an IP address.

9 Click Save at the top right of the Web Configurator to save the configuration permanently.

Q¢ @ s

10 To check if DHCP snooping works, go to SECURITY > IPv4 Source Guard > IP Source Guard, you should
see an IP assignment with the type DHCP-Snooping as shown.

{’ Mebula Control Center = \} = [j—’
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IP Source Guard Static Binding

Index IP Address VLAN MAC Address Port Lease Type
~ - DHCP-
1 192.168.2.178 100 58:88:08:88:88:8b 5 0d23h59m55s .
Snooping

You can also use telnet. Use the command “show dhcp snooping binding” to see the DHCP
snooping binding table as shown next.

sysname# show dhcp snooping binding
MacAddress IpAddress Lease Type VLAN Port

88:88:88:88:88:8b 192.168.2.178 0d23h59m20s dhcp-snooping 100 5
Total number of bindings: 1

6.3 How to Use DHCPv4 Relay on the Switch

This tutorial describes how to configure your Switch to forward DHCP client requests to a specific DHCP
server. The DHCP server can then assign a specific IP address based on the information in the DHCP
requests.

6.3.1 DHCP Relay Tutorial Introduction

In this example, you have configured your DHCP server (192.168.2.3) and want to have it assigh a
specific IP address (say 172.16.1.18) to DHCP client A based on the system name, VLAN ID and port
number in the DHCP request. Client A connects to the Switch’s port 2 in VLAN 102.

Figure 75 Tutorial: DHCP Relay Scenario

DHCP Server Eﬁ:gz_ 102
192.168.2.3 -
A
172.16.1.18

6.3.2 Create a VLAN

Follow the steps below to configure port 2 as a member of VLAN 102.

1 Access the Web Configurator through the Switch’s management port.

2 Go to SYSTEM > Switch Setup and set the VLAN Type to 802.1Q. Click Apply to save the settings to the
run-time memory.
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Switch Setup
(JLAN Type 0s02.1a Port Bosed)
Bridge Conirol Protocol Transparency  ( m
I MAC Address Learning
Aging Time 00 seconds

| AP Aging Time

Aging Time 00 seconds
| care timer
Join Timer 00 milliseconds

Leave Timer milliseconds

Leave All Timer 10000 milliseconds

( Apply Cancel

Go to SWITCHING > VLAN > VLAN Setup > Static VLAN. Click Add/Edit.

Static VLAN VLAN Port Setup GVRP

& Add/Edit

VvID Active Name

| G

The following screen appears. Enable the switch button to set this VLAN to Active. Enter a descriptive
name (VLAN 102 for example) in the Name field and enter “102” in the VLAN Group ID field.
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Active M':,
WLAMN Group ID 102
Port Control Tagging
; TxTogging
1 O rormal Fixed Forbidden Tx Tagging
I 2 Mormal O Fixed Forbidden Tx Tagging I
3 O rormal Fixed Forbidden Tx Tagging
4 O rormal Fixed Forbidden Tx Tagging
5 O rormal Fixed Forbidden Tx Tagging
& O rormal Fixed Forbidden Tx Tagging
7 O rormal Fixed Forbidden Tx Tagging
8 O rormal Fixed Forbidden Tx Tagging
5 O rormal xed Forbidde Tx Taggl
W
Apply Clear Cancel

Set port 2 to be a permanent member of this VLAN by selecting Fixed in the Control field.
Clear the Tx Tagging check box to set the Switch to remove VLAN tags before sending.

Click Apply to save the settings to the run-time memory. Settings in the run-time memory are lost when
the Switch’s power is turned off.

Go to VLAN > VLAN Setup >VLAN Port Setup. Enter “102” in the PVID field for port 2 to add a tag to
incoming untagged frames received on that port so that the frames are forwarded to the VLAN group
that the tag defines.
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9

Static VLAN VLAN Port Setup GVRP
Port 'C"g:;‘; PVID ’:‘;ﬁ;’:}‘;‘;’: VLAN Trunking Isolation
* | | [Al |
1 [1 | [Al v|
(2 [102 D [Al |
3 [1 | [Al v|
4 [ | [Al |
5 [1 | [Al v|
6 [ | [Al |
7 1 Al v
W

Click Apply to save your changes back to the run-time memory.

10 Click the Save link in the upper right of the Web Configurator to save your configuration permanently.

6.3.3 Configure DHCPv4 Relay

1

Follow the steps below to enable DHCP relay on the Switch and allow the Switch to add relay agent
information (such as the VLAN ID) to DHCP requests.

Click NETWORKING > DHCP > DHCPv4 Relay > DHCP Smart Relay. Enable the Active switch button.

DHCP Relay Status DHCP Option 82 Profile DHCP Smart Relay DHCP Relay VLAN Setting

DHCP Smart Relay

Active

Cancel

Port

© Add/Edit

Index Port Profile Name

Enter the DHCP server’s IP address (192.168.2.3 in this example) in the Remote DHCP Server 1 field.
Select defaultl or default2 in the Option 82 Profile field.

Click Apply to save your changes back to the run-time memory.

Click the Save link in the upper right of the Web Configurator to save your configuration permanently.

The DHCP server can then assign a specific IP address based on the DHCP request.
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6.3.4 Troubleshooting

Check client A’s IP address. If it did not receive the IP address 172.16.1.18, make sure:

Client A is connected to the Switch’s port 2 in VLAN 102.

You configured the correct VLAN ID, port number and system name for DHCP relay on both the DHCP
server and the Switch.

You clicked the Save link on the Switch to have your settings take effect.

6.4 How to Use Auto Configuration through a DHCP Server
on the Switch

1

2

Follow the steps below to set up configurations on a DHCP server, TFTP server, and the Switch, so you
can load an auto configuration file automatically from a TFTP server when you reboot the Switch.

Note that you can set up a DHCP server and TFTP server either on the same device or different devices.
Also, make sure the Switch can communicate with the TFTP server.

Note: Steps order could vary according to different programs you use.

Note: You need to set up configurations on a DHCP server and TFTP server first to use auto
configuration.

Setting up a DHCP Server

Set up a dynamic IP addresses pool so the DHCP server will assign an IP address to the Switch in that
range.

Set up a TFTP server IP address, so the Switch will know where to load the auto configuration file.

Set up the flename of the auto configuration file, so the Switch will know which file to load when you
reboot the Switch.

= Enter the flename of an auto configuration file. The Switch will load this auto configuration file
when rebooting with DHCP option 60 disabled.

= If you want to load the auto configuration file with DHCP option 60 enabled and a Vendor Class
Identifier assigned when you reboot the Switch, follow the instruction below. Otherwise, skip this
step.
Enter the flename of an auto configuration file. Set up a Vendor Class Identifier. To have the
Switch load this auto configuration file, two conditions listed above must be met. Please refer to
the following steps to see how to set up a Vendor Class Identifier on the Switch.

Setting up a TFTP Server

Select a directory on the TFTP server.

Put the configuration files in that directory.
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Setting Up the Switch

1 Open the Web Configurator. Go to the MAINTENANCE > Configuration > Auto Configuration screen.

2 Enable the switch button in the Active field to enable auto configuration. Select DHCP in the Mode field,
and enter the VLAN ID where the DHCP server belongs to in the DHCP VLAN ID field. Click Apply to save
your changes.

Auto Configuration

Mode None
State None
Filename

/rciive PoN @

Mode DHCP v
WCP VLAN ID
HTTPS URL |

Apply | Cancel

3 Gotothe SYSTEM > IP Setup > IP Setup screen. Click the Add/Edit button in the IP Interface table to open
the configuration screen.

4 Select DHCP Client.

5 If you want to load the auto configuration file with DHCP option 60 enabled and a Vendor Class
Identifier assigned when you reboot the Switch, follow the instruction below. Otherwise, skip this step. In
the SYSTEM > IP Setup > IP Setup > Add/Edit screen, select the check box in the Option-60 field. Enter a
Vendor Class Identifier in the Class-ID field, and specify the VLAN interface in the VID field. In this
example, we use “Zyxel Corp” and VID 1. Click Apply.

© DHCP Client
Option-60
Class-ID

Static IP Address
IP Address

IF Subnet Mask

( Apply ) Clear Cancel

6 You need to save the current configuration in a configuration file, so the Switch will load the auto
configuration file from the TFTP server automatically when rebooting. Go to the MAINTENANCE >
Configuration > Save Configuration screen. Click the Config 1, Config 2, or Custom Default button.

XGS2220 Series User’s Guide

114



Chapter 6 Tutorials

Save Configuration

Custom Default -

Click the same button in the MAINTENANCE > Reboot System screen to reboot the Switch, and load the
auto configuration setting as configured before. For example, if you save the auto configuration setting
to Config 1, you need to click the Config 1 button in the Reboot System screen.

Reboot System

Current Configuration is Configuration 1

Reboot System with

Factory Default
Custom Default

Go to the MONITOR > System Log screen to see if auto configuration was performed successfully.

System Log

=)
I
[
(=%
=]
i
=

1 2022-01-01T00: switch: NTP Update Failed

2 2022-01-01T00: switch: Check 8.8.8.8 Failed
3

4

oo
U
oo
o o
[
H o
==}

2022-01-01T00: switch: DNS Query Failed

2022-01-01T00:02:09Z IN authentication: HTTP(s) user admin login [IP address = 192.
5 2022-01-01T00:01:43Z ER system: Gets the time and date from a time server failed
6 2022-01-01T00:01:20Z IN authentication: Console user admin login
7 2022-01-01T00:00:59Z DE interface: Port 24 link up 1G/F
8 2022-01-01T00:00:59Z TN svstem: DHCP auto configuration is completed wia [TP addres
9 2022-01-01T00:00:59Z IN system: Auto-configure system configuration successfully
10 2022-01-01T00:00:52Z DE interface: Port 24 link down
11 2022-01-01T00:00:51Z IN system: Now, start auto-configuring system confiquration
12 2022-01-01T00:00:40Z DE interface: Port 24 link up 1G/F
13 2022-01-01T00:00:39Z IN system: Start DHCP auto configuration
14 2022-01-01T00:00:32Z NO system: System warm start
15 2022-01-01T00:00:32Z IN system: Image 1 F/W version V4.80(ABML.0)0811 | 04/01/2022
16 2022-01-01T00:00:32Z NO system: System has reset due to a management command
17 2022-01-01T00:03:48Z NO system: System reboot
18 2022-01-01T00:03:46Z IN authentication: Console user admin login
19 2022-01-01T00:03:44Z IN switch: NTP Update Failed
20 2022-01-01T00:03:427Z IN switch: Check B.8.8.8 Failed
21 2022-01-01T00:03:39Z IN switch: DNS Query Failed
22 2022-01-01T00:02:06Z ER system: Gets the time and date from a time server failed
23 2022-01-01T00:01:07Z ER system: DHCP auto configuration is uncompleted (11) wvia [IP
24 2022-01-01T00:00:40Z DE interface: Port 24 link up 1G/F
25 2022-01-01T00:00:39Z IN system: Start DHCP auto configuration
26 2022-01-01T00:00:32Z NO system: System warm start
27 2022-01-01T00:00:32Z IN system: Image 1 F/W version V4.80(ABML.0)0811 | 04/01/2022

Check the screens to see if it is the configuration file you want to load. If it is not, go through the steps
above to check your configurations. If it is, click Save at the top right corner of the Web Configurator to
save the configuration permanently.
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DASHBOARD

This chapter gives a quick introduction on the DASHBOARD screen.

The DASHBOARD screen automatically appears after you log into the Web Configurator.

7.1 New User Interface

With ZyNOS 4.80 and later, the Web Configurator’s user interface is restructured. In the new DASHBOARD
screen, you can easily monitor the system status with the following tools (see DASHBOARD for more
information):

= Visualized Port Status section with clickable port icons that provide information of that port, an ON/
OFF switch button to enable/disable the port, and a Power Cycle button to turn the power off to the
PoOE port and then back on again (see Port Status).

= Visualized Cloud Control Status section that displays the NCC connection status using three
connection-stage circles.

= Clickable hardware status monitoring sections that directly link to the MONITOR > System Information
screen.

= Editable Quick Link section which provides shortcuts to configuration screens that you might
frequently use (See Quick Links to Use).

= A Search tool on the upper right of the screen that you can use to search for the configuration
screens you want to access (see Web Configurator Layout).

The left navigation panel is also restructured into task-based Ul. You can display the sub-menu in the
MONITOR, SYSTEM, PORT, SWITCHING, NETWORKING, SECURITY, or the MAINTENANCE section by clicking

their icons. See Web Configurator Layout for more information.

Find the latest release note in: Download Library on www.zyxel.com.

7.2 DASHBOARD

This screen displays general device information, system status, system resource usage, and port status.
This guide uses XGS2220-54FP screens as an example. The screens may vary slightly for different models.

Click DASHBOARD in the navigation panel to open the following screen.
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Figure 76 DASHBOARD (Standalone Mode, example PoE model)
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Figure 77 DASHBOARD (Stacking Mode, example PoE model)
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The following table describes the labels in this screen.

Table 33 DASHBOARD

LABEL DESCRIPTION
Pause Auto The DASHBOARD screen automatically refreshes every 30 seconds.
Refresh

Click this to disable the auto refresh. Click Resume Auto Refresh to enable.

Port Status

This displays individual port type, status, and connection speed of the Switch.

Click on a port to open the port’s status panel. Use the status panel to enable/disable a port
and view its basic information. For example, link speed and port utilization.

In Stacking mode, this displays the port status of the slot (Switch) selected in the SLOT field.

Note: The port status may vary for non-PoE and PoE models.

SLOT

This appears only in Stacking mode.

Click the index to choose the slot number of a Switch in the stacking system.

System Informatio

n

System This field displays the name used to identify the Switch on any network.
Name

System This field displays the geographic location name you set for the Switch.
Location

Boot Version

This field displays the version number and date of the boot module that is currently on the
Switch.

ZyNOS F/W
Version

This field displays the version number and date of the firmware the Switch is currently running.

System Time

This field displays the current date and time in the UAG. The format is mm/dd/yyyy hh:mm:ss.

System This field displays how long the Switch has been running since it last restarted or was turned on.
Uptime

Serial This field displays the serial number of this Switch. The serial number is used for device tracking
Number and control.

Hardware This field displays the hardware version of the Switch.

Version

System MAC | This field displays the MAC address of the Switch.

Address

Registration
MAC
Address

This is the MAC address reserved for NCC registration. Use this MAC address to register the Switch
on NCC.
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Table 33 DASHBOARD (continued)

LABEL

DESCRIPTION

Cloud Control
Status

This field does not appear in Stacking mode.
This field displays:

« The Switch Internet connection status.
= The connection status between the Switch and NCC.
= The Switch registration status on NCC.

Mouse over the circles to display detailed information.

To pass your Switch management to NCC, first make sure your Switch is connected to the
Internet. Then go to NCC and register your Switch.

Click Cloud Control Status or the switch button to go to the SYSTEM > Cloud Management
screen. You can enable/disable NCC Discovery or view the NCC connection status in the Cloud
Management screen.

1. Internet

Green - The Switch is connected to the Internet.
Orange - The Switch is not connected to the Internet.
2. Nebula

Green - The Switch is connected to NCC.

Orange - The Switch is not connected to NCC.

3. Registration

Green - The Switch is registered on NCC.

Gray - The Switch is not registered on NCC.
Note: All circles will gray out if you disable Nebula Discovery.

Note: If a circle displays orange or gray, hover the mouse over the circle to check the
diagnostic message.

NCC This field does not appear in Stacking mode.
Discovery
This displays if NCC discovery is enabled on the Switch. The Switch will connect to NCC and
change to the NCC management mode fif it:
= is connected to the Internet.
< has been registered on NCC.
CPU Usage This displays the current CPU usage percentage.

Click to go to the MONITOR > System Information screen to check the detailed information.

Memory Usage

This displays the current RAM usage percentage.

Click to go to the MONITOR > System Information screen to check the detailed information.

PoE Usage

For POE models.

This field displays the amount of power the Switch is currently supplying to the connected PoE-
enabled devices and the total power the Switch can provide to the connected PDs. It also
shows the percentage of POE power usage.

When PoE usage reaches 100%, the Switch will shut down PDs one-by-one according to the PD
priority which you configured in PORT > PoE Setup > PoE Setup.
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Table 33 DASHBOARD (continued)

LABEL DESCRIPTION

Temperature The Switch has temperature sensors that are capable of detecting and reporting if the
temperature rises above the threshold.

This displays the Switch’s current device temperature level.

Click to go to the MONITOR > System Information screen to check the detailed information.

Fan Each fan of the Switch has a sensor that is capable of detecting and reporting if the fan speed
falls below the threshold.

This displays the Switch’s overall fan speed status.

Click to go to the MONITOR > System Information screen to check the detailed information.

Quick Link This section provides shortcut links to specific configuration screens.

Click the edit button to choose the quick links to show.

7.2.1 Port Status

The Port Status section provides visualized port status for monitoring. Each port displays a status color
determined by the their link speed.

Figure 78 Port Status (example PoE model)

Port Status

XGS$2220-54FP

Copper Fiber

2 4 & 8 4 22 24 26 25 30 322 34 36 3B 4D 42 44 48

Click on a port to display a port’s status pane.

Figure 79 Port details Pane (example PoE model)

*

Port 2 [ on @)
Port Mame

Link =

Status FORWARDING
PoE Draw 0.0W

Utilization 0.0%(Tx},0.0% (Rx)
Uptime §:55:22

The port details pane includes the Power Cycle button for POE models (turn the power off and then
back on again), displays information such as link speed, status, POE draw (for POE models), port
utilization, up time and has an ON/OFF switch button. Click the switch button to enable/disable the port.
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7.2.2 Quick Links to Use

The quick links in the Quick Link section provide shortcuts to specific configuration screens. You can use
the quick links to directly access the screens that you would frequently use. You can also decide which
quick links to be put on the DASHBOARD screen using the Edit button.

Figure 80 Quick Links (example PoE model)

Quick Link ﬂ*
P Status Link Aggregation Status
Meighbor PcE Status
Port Status SNMP Status o
Storm Control OFF System Log
VLAN Setup

The setup panel displays after you click the Edit button.

Figure 81 Quick Link Selection (example PoE model)

| auicktink (3/10)
DHCP Relay Diagnostic 802.1x Status
GMP Sncoping PSG P Status
P Table Pvé Configuration I Link Aggregation Status I
MAC Table Meighbor PoE Status
Port Status Port Mirroring Remote Access Contro
Routing Table Service Access Confrol SMMP Status
Storm Contro 3TP System Info
System Log Tech-Support VLAN Setup
Note: Maximum 10 items can be selected Apply Clear Cancel

Select the quick links you want and click Apply. The selected quick links will be displayed in the Quick
Link section on the DASHBOARD screen.
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CHAPTER 8
MONITOR

The following chapters introduces the configurations of the links under the MONITOR navigation panel.

Quick links to chapters:

< ARP Table

= |P Table

= |IPv6 Neighbor Table
< MAC Table

= Neighbor

= Path MTU Table

= Port Status

= Routing Table

= System Information

= System Log
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CHAPTER 9
ARP Table

9.1 ARP Table Overview

This chapter introduces the ARP Table.

Address Resolution Protocol (ARP) is a protocol for mapping an Internet Protocol address (IP address) to
a physical machine address, also known as a Media Access Control or MAC address, on the local area
network.

An [P (version 4) address is 32 bits long. In an Ethernet LAN, MAC addresses are 48 bits long. The ARP
Table maintains an association between each MAC address and its corresponding IP address.

9.1.1 What You Can Do

Use the ARP Table screen (Section 9.2 on page 123) to view IP-to-MAC address mappings.

9.1.2 What You Need to Know

When an incoming packet destined for a host device on a local area network arrives at the Switch, the
Switch's ARP program looks in the ARP Table and if it finds the address, it sends it to the device.

If no entry is found for the IP address, ARP broadcasts the request to all the devices on the LAN. The
Switch fills in its own MAC and IP address in the sender address fields, and puts the known IP address of
the target in the target IP address field. In addition, the Switch puts all ones in the target MAC field
(FF.FF.FF.FF.FF.FF is the Ethernet broadcast address). The replying device (which is either the IP address of
the device being sought or the router that knows the way) replaces the broadcast address with the
target's MAC address, swaps the sender and target pairs, and unicasts the answer directly back to the
requesting machine. ARP updates the ARP Table for future reference and then sends the packet to the
MAC address that replied.

9.2 Viewing the ARP Table

Use the ARP table to view IP-to-MAC address mappings and remove specific dynamic ARP entries.

Click MONITOR > ARP Table in the navigation panel to open the following screen.
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Figure 82 MONITOR > ARP Table

ARP Table

Condition

Index

[« 7
IP Address  [0.0.0.0 |
IP Address MAC Address VID Port Age(s) Type

The following table describes the labels in this screen.

Table 34 MONITOR > ARP Table

LABEL DESCRIPTION
Condition Specify how you want the Switch to remove ARP entries when you click Flush.
Select All to remove all of the dynamic entries from the ARP table.
Select IP Address and enter an IP address to remove the dynamic entries learned with the
specified IP address.
Select Port and enter a port number to remove the dynamic entries learned on the specified port.
You can enter multiple ports separated by (no space) comma (,) or hyphen (-) for a range. For
example, enter “3-5” for ports 3, 4, and 5. Enter “3,5,7” for ports 3, 5, and 7.
Flush Click Flush to remove the ARP entries according to the condition you specified.
Cancel Click Cancel to return the fields to the factory defaults.
Index This is the ARP table entry number.
IP Address This is the IP address of a device connected to a Switch port with the corresponding MAC address

below.

MAC Address

This is the MAC address of the device with the corresponding IP address above.

VID

This field displays the VLAN to which the device belongs.

Port This field displays the port to which the device connects. CPU means this IP address is the Switch’s
management IP address. In stacking mode, the first number represents the slot and the second
the port number.

Age(s) This field displays how long (in seconds) an entry can still remain in the ARP table before it ages out
and needs to be relearned. This shows 0 for a static entry.

Type This shows whether the IP address is dynamic (learned by the Switch) or static (manually

configured in SYSTEM > IP Setup > IP Setup or NETWORKING > ARP Setup > Static ARP).

XGS2220 Series User’s Guide

124




Chapter 10 IP Table

CHAPTER 10
IP Table

This chapter introduces the IP table screen.

10.1 IP Table Overview

The IP Table screen shows how packets are forwarded or filtered across the Switch’s ports. When a
device (which may belong to a VLAN group) sends a packet which is forwarded to a port on the Switch,
the IP address of the device is shown on the Switch’s IP Table. The IP Table also shows whether the IP
address is dynamic (learned by the Switch) or static (belonging to the Switch).

The Switch uses the IP Table to determine how to forward packets. See the following figure.

1 The Switch examines a received packet and learns the port from which this source IP address came.

2 The Switch checks to see if the packet's destination IP address matches a source IP address already
learned in the IP Table.

= If the Switch has already learned the port for this IP address, then it forwards the packet to that
port.

= If the Switch has not already learned the port for this IP address, then the packet is flooded to all
ports. Too much port flooding leads to network congestion then the Switch sends an ARP to request
the MAC address. The Switch then learns the port that replies with the MAC address.

= If the Switch has already learned the port for this IP address, but the destination port is the same as
the port it came in on, then it filters the packet.

Figure 83 IP Table Flowchart
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10.2 Viewing the IP Table

Click MONITOR > IP Table in the navigation panel to display the following screen.

Figure 84 MONITOR > IP Table

IP Table

Index

1

2
3
4

Sorting by: “ VviD Port

IP Address VID Port Type

192.148.2.1 1 22 Dynamic
192.168.2.115 1 CPU Static
192.148.2.241 1 18 Dynamic
192.168.3.115 100 CPU Static

The following table describes the labels in this screen.

Table 35 MONITOR > IP Table

LABEL

DESCRIPTION

Index

This field displays the index number.

IP Address

This is the IP address of the device from which the incoming packets came.

VID

This is the VLAN group to which the packet belongs.

Port

This is the port from which the above IP address was learned. This field displays CPU to indicate the
IP address belongs to the Switch. In stacking mode, the first number represents the slot and the
second the port number.

Type

This shows whether the IP address is Dynamic (learned by the Switch) or Static (belonging to the
Switch).

Sorting by

Click one of the following buttons to display and arrange the data according to that button type.
The result is then displayed in the IP table.

IP

Click this button to display and arrange the data according to IP address.

VID

Click this button to display and arrange the data according to VLAN group.

Port

Click this button to display and arrange the data according to port number.
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CHAPTER 11
IPv6 Neighbor Table

11.1 IPv6 Neighbor Table Overview

This chapter introduces the IPv6 neighbor table.

An IPv6 host is required to have a neighbor table. If there is an address to be resolved or verified, the
Switch sends out a neighbor solicitation message. When the Switch receives a neighbor advertisement
in response, it stores the neighbor’s link-layer address in the neighbor table. You can also manually
create a static IPv6 neighbor entry using the SYSTEM > IPv6 > IPv6 Neighbor Setup screen.

When the Switch needs to send a packet, it first consults other table to determine the next hop. Once
the next hop IPv6 address is known, the Switch looks into the neighbor table to get the link-layer address
and sends the packet when the neighbor is reachable. If the Switch cannot find an entry in the
neighbor table or the state for the neighbor is not reachable, it starts the address resolution process. This
helps reduce the number of IPv6 solicitation and advertisement messages.

11.2 Viewing the IPv6 Neighbor Table

Use this screen to view IPv6 neighbor information on the Switch. Click MONITOR > IPv6 Neighbor Table in
the navigation panel to display the screen as shown.

Figure 85 MONITOR > IPv6 Neighbor Table
IPvé Neighbor Table

Index Address MAC Status Type Interface

The following table describes the labels in this screen.

Table 36  MONITOR > IPv6 Neighbor Table

LABEL DESCRIPTION

Index This field displays the index number of each entry in the table.

Address This field displays the IPv6 address of the Switch or a neighboring device.

MAC This field displays the MAC address of the IPv6 interface on which the IPv6 address is configured or
the MAC address of the neighboring device.
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Table 36  MONITOR > IPv6 Neighbor Table (continued)

LABEL DESCRIPTION
Status This field displays whether the neighbor IPv6 interface is reachable. In IPv6, “reachable” means an
IPv6 packet can be correctly forwarded to a neighbor node (host or router) and the neighbor
can successfully receive and handle the packet. The available options in this field are:
= reachable (R): The interface of the neighboring device is reachable. (The Switch has received
a response to the initial request.)
= stale (S): The last reachable time has expired and the Switch is waiting for a response to
another initial request. The field displays this also when the Switch receives an unrequested
response from the neighbor’s interface.
= delay (D): The neighboring interface is no longer known to be reachable, and traffic has been
sent to the neighbor recently. The Switch delays sending request packets for a short to give
upper-layer protocols a chance to determine reachability.
= probe (P): The Switch is sending request packets and waiting for the neighbor’s response.
= invalid (IV): The neighbor address is with an invalid IPv6 address.
= unknown (?): The status of the neighboring interface cannot be determined for some reason.
= incomplete (I): Address resolution is in progress and the link-layer address of the neighbor has
not yet been determined. The interface of the neighboring device did not give a complete
response.
Type This field displays the type of an address mapping to a neighbor interface. The available options in
this field are:
= other (O): none of the following type.
= local (L): A Switch interface is using the address.
= dynamic (D): The IP address to MAC address can be successfully resolved using IPv6 Neighbor
Discovery protocol. Is it similar as IPv4 ARP (Address Resolution protocol).
= static (S): The interface address is statically configured.
Interface This field displays the ID humber of the IPv6 interface on which the IPv6 address is created or
through which the neighboring device can be reached.
Sorting by Click one of the following buttons to display and arrange the data according to that button type.
The result is then displayed in the summary table above.
Address Click this button to display and arrange the data according to IPv6 address.
MAC Click this button to display and arrange the data according to MAC address.
Interface Click this button to display and arrange the data according to IPv6 interface.
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CHAPTER 12
MAC Table

12.1 MAC Table Overview

This chapter introduces the MAC Table screen.

The MAC Table screen (a MAC table is also known as a filtering database) shows how frames are
forwarded or filtered across the Switch’s ports. It shows what device MAC address, belonging to what
VLAN group (if any) is forwarded to which ports and whether the MAC address is dynamic (learned by
the Switch) or static (manually entered in the SWITCHING > Static MAC Forwarding screen).

12.1.1 What You Can Do

Use the MAC Table screen (Section 12.2 on page 130) to check whether the MAC address is dynamic or
static.

12.1.2 What You Need to Know

The Switch uses the MAC Table to determine how to forward frames. See the following figure.

1 The Switch examines a received frame and learns the port on which this source MAC address came.

2 The Switch checks to see if the frame's destination MAC address matches a source MAC address
already learned in the MAC Table.

= If the Switch has already learned the port for this MAC address, then it forwards the frame to that port.

= If the Switch has not already learned the port for this MAC address, then the frame is flooded to all
ports. Too much port flooding leads to network congestion, then the Switch sends an ARP to request
the MAC address. The Switch then learns the port that replies with the MAC address.

= If the Switch has already learned the port for this MAC address, but the destination port is the same as
the port it came in on, then it filters the frame.
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Figure 86 MAC Table Flowchart

v

Is destination
MAC address
in the MAC Table?

Yes

Forward to
all ports.

Is the outgoing
port different from the
incoming port?

Filter this Forward to
frame. outgoing port,

12.2 Viewing the MAC Table

Use this screen to search specific MAC addresses. You can also directly add dynamic MAC addresses
into the static MAC forwarding table or MAC filtering table from the MAC table using this screen.

Click MONITOR > MAC Table in the navigation panel to display the following screen.

Figure 87 MONITOR > MAC Table

MAC Table
Ox

Stafic
MAC [ |

Condition
Port | |
Trunk | |

Sort by MAC »

. © Dynamic to MAC forwarding

Type Transfer X .

Dynamic to MAC filtering
Index MAC Address VID Port Type
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The following table describes the labels in this screen.

Table 37 MONITOR > MAC Table

LABEL

DESCRIPTION

Condition

Select one of the below search conditions and click Search to only display the data which
matches the criteria you specified.

Select All to display any entry in the MAC table of the Switch.
Select Static to display the MAC entries manually configured on the Switch.
Select MAC and enter a MAC address in the field provided to display a specified MAC entry.

Select VID and enter a VLAN ID in the field provided to display the MAC entries belonging to the
specified VLAN.

Select Port and enter a port number in the field provided to display the MAC addresses which
are forwarded on the specified port.

Select Trunk and type the ID of a trunk group to display all MAC addresses learned from the ports
in the trunk group.

Sort by

Define how the Switch displays and arranges the data in the summary table below.
Select MAC to display and arrange the data according to MAC address.
Select VID to display and arrange the data according to VLAN group.

Select PORT to display and arrange the data according to port number.

Type Transfer

Select Dynamic to MAC forwarding and click the Transfer button to change all dynamically
learned MAC address entries in the summary table below into static entries. They also display in
the SWITCHING > Static MAC Forwarding screen.

Select Dynamic to MAC filtering and click the Transfer button to change all dynamically learned
MAC address entries in the summary table below into MAC filtering entries. These entries will then
display only in the SWITCHING > Static MAC Filtering screen and the default filtering action is
Discard source.

Search Click this to search data in the MAC table according to your input criteria.

Transfer Click this to perform the MAC address transferring you selected in the Type Transfer field.
Cancel Click Cancel to change the fields back to their last saved values.

Index This is the incoming frame index number.

MAC Address

This is the MAC address of the device from which this incoming frame came.

VID

This is the VLAN group to which this frame belongs.

Port This is the port from which the above MAC address was learned. In Stacking mode, the first
number represents the slot and the second the port number.
Type This shows whether the MAC address is Dynamic (learned by the Switch) or Static (manually

entered in the SWITCHING > Static MAC Forwarding screen).
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CHAPTER 13
Neighbor

13.1 Neighbor Overview

The Neighbor screen allows you to view a summary and manage the Switch’s neighboring devices. It
uses Layer Link Discovery Protocol (LLDP) to discover all neighbor devices connected to the Switch

including non-Zyxel devices. You can use this screen to perform tasks on the neighboring devices like
login, power cycle (turn the power off and then back on again), and reset to factory default settings.

This screen shows the neighboring device first recognized on an Ethernet port of the Switch. Device
information is displayed in gray when the neighboring device is offline.

13.1.1 What You Can Do

Use the Neighbor screen (Section 13.2 on page 132) to view a summary and manage the Switch’s
neighbor devices.

Use the Neighbor Details screen (Section 13.2.1 on page 134) to view more detailed information on the
Switch’s neighbor devices.

13.2 Neighbor

Click MONITOR > Neighbor to see the following screen.

Figure 88 MONITOR > Neighbor > Neighbor (Standalone Mode, example PoE model)

Neighbor Neighbor Details
Port Port Name PD Health Link PoE Draw(w) System Name IPv4 IPvé Action

1 - Down 0.0

2 = 1G/F 0.0 12A3 84 0.0.0.0 =
3 - Down 0.0

4 = 1G/F 0.0 = = =
5 - Down 0.0

& = 1G/F 0.0 = = =
7 - Down 0.0

8 = Down 0.0

? - Down 0, =
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Figure 89 MONITOR > Neighbor > Neighbor (Stacking Mode, example PoE model)

Port Port Name
11
1/2
/3
1/4
1 /5

1/é

Neighbor Neighbor Details

PoE

PD Health Link Draw(W) System Name IPva IPvs Action
Down 0.0 -
1G/F 0.0 XMG1915 72.21.56.39
Down 0.0 -
Down 0.0 —
Down 0.0 -
Down 0.0 -
Down 0.0 -
Down 0.0 =

The following table describes the fields in the above screen.

Table 38 MONITOR > Neighbor > Neighbor

LABEL DESCRIPTION

SLOT This field appears only in Stacking mode. Click the drop-down list to choose the slot number
of the Switch in a stack.

Port This shows the port of the Switch, on which the neighboring device is discovered. In

Stacking mode, the first number represents the slot ID and the second is the port number.

Please note that the default stacking ports (the last four ports of your Switch) cannot be

configured. They are reserved for stacking only.

Port Name This shows the port description of the Switch.
PD Health For POE models.

This shows the status of auto PD recovery on this port.

= Red: The Switch failed to get information from the PD connected to the port using LLDP,

or the connected PD did not respond to the Switch’s ping requests.

= Yellow: The Switch is restarting the connected PD by turning the power off and turning it

on again.

= Green: The Switch successfully discovered the connected PD using LLDP or ping.

= - Auto PD Recovery is hot enabled on the Switch and the port, or the Switch does not

supply power to the connected PD.

Note: The status will NOT be updated instantaneously after enabling or disabling
the Active switch in the Port > Auto PD Recovery screen. It will wait until the
configured Resume Polling Interval (sec) has lapsed.

Link This shows the speed (either 10M for 10 Mbps, 100M for 100 Mbps, 1G for 1 Gbps, 2.5G for

2.5 Gbps, 5G for 5 Gbps, or 10G for 10 Gbps) and the duplex (F for full duplex or H for half).
This field displays Down if the port is not connected to any device.

PoE Draw (W)

For POE models.

This shows the consumption that the neighboring device connected to this port draws from
the Switch. This allows you to plan and use within the power budget of the Switch.

System Name

This shows the system name of the neighbor device.

IPv4

This shows the IPv4 address of the neighbor device. The IPv4 address is a hyper link that you
can click to log into and manage the neighbor device through its Web Configurator.
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Table 38 MONITOR > Neighbor > Neighbor (continued)

LABEL

DESCRIPTION

IPv6

This shows the IPv6 address of the neighbor device. The IPv6 address is a hyper link that you
can click to log into and manage the neighbor device through its Web Configurator.

Action

For POE models.

Click the Reset button to turn OFF the power of the neighbor device and turn it back ON
again. A count down button (from 5 to 0) starts.

Note: The Switch must support power sourcing (PSE) or the network device is a
powered device (PD).

Click the Restore button to restore the neighboring device to its factory default settings. A
warning message “Are you sure you want to load factory default?” appears prompting you
to confirm the action. After confirming the action a count down button (from 5 to 0) starts.

Note:

= The Switch must support power sourcing (PSE) or the network device is a powered
device (PD).

= If multiple neighbor devices use the same port, the Reset button is not available.
= You can only reset Zyxel powered devices that support the ZON utility.

13.2.1 Neighbor Details

Use this screen to view detailed information about the neighboring devices. Device information is
displayed in gray when the neighboring device is currently offline.

Up to 10 neighboring device records per Ethernet port can be retained in this screen even when the
devices are offline. When the maximum number of neighboring device records per Ethernet port is
reached, new device records automatically overwrite existing offline device records, starting with the
oldest existing offline device record first.

Click MONITOR > Neighbor > Neighbor Details to see the following screen.
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Figure 90 MONITOR > Neighbor > Neighbor Details (Standalone Mode, example PoE model)

Neighbor Neighbor Details

Q ¥ Flush All
+ Pert1
— Port2 + Flush
Desc PO o Lk Spees 33
Remote
I2A’C§_84V V 3; o xc;;é:;mo-qa E4-1;3-63-F7—BA-OD Yg?gg‘é?;f’jamu%u
Ha?_R102 - 0000
+ Port3
— Port4 + Flush
o . or oo
Remote

dcidai3s40iec:5f -

&/\/\/\/\/\/\/\/\/
\m\/\/\/\/\/\/\/\/\‘ﬁ

Figure 91 MONITOR > Neighbor > Neighbor Details (Stacking Mode, example PoE model)

Neighbor Neighbor Details
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The following table describes the fields in the above screen.

Table 39 MONITOR > Neighbor > Neighbor Details

LABEL

DESCRIPTION

Search Ports...

Enter the port number to search and display the ports you specified. The result will display
in the below list.

You can enter multiple ports separated by comma (“,”) or hyphen (“-”) for a range. For
example, enter “3-5” for ports 3, 4, and 5. Enter “3,5,7” for ports 3, 5, and 7.

In Stacking mode, the first number represents the slot and the second the port number.
Enter “1/1-1/24,2/23” for ports 1 to 24 for the Switch in slot 1 and port 23 for the Switch in
slot 2, for example.

SLOT

This field appears only in Stacking mode. Click the drop-down list to choose the slot
number of the Switch in a stack.

Port

This shows the port of the Switch, on which the neighboring device is discovered.

Desc.

This shows the port description of the Switch.

PD Health

For POE models.
This shows the status of auto PD recovery on this port.

= Red: The Switch failed to get information from the PD connected to the port using
LLDP, or the connected PD did not respond to the Switch’s ping requests.

= Yellow: The Switch is restarting the connected PD by turning the power off and
turning it on again.

= Green: The Switch successfully discovered the connected PD using LLDP or ping.

= —: Auto PD Recovery is not enabled on the Switch and the port, or the Switch does
not supply power to the connected PD.

Link Speed

This shows the speed (either 10M for 10 Mbps, 100M for 100 Mbps, 1G for 1 Gbps, 2.5G for
2.5 Gbps, 5G for 5 Gbps, or 10G for 10 Gbps) and the duplex (F for full duplex or H for
half). This field displays Down if the port is not connected to any device.

PoE Draw (W)

For POE models.

This shows the consumption that the neighboring device connected to this port draws
from the Switch. This allows you to plan and use within the power budget of the Switch.

Reset Click this button to turn OFF the power of the neighbor device and turn it back ON again.
A count down button (from 5 to 0) starts.
Note: The Switch must support power sourcing (PSE) or the network device is a
powered device (PD).
Remote

Systemm Name

This shows the system name of the neighbor device.

Port Bridge This shows the neighboring device’s MAC address or the port number connected to the
Switch.

Model This shows the model name of the neighbor device. This field will show “-” for devices that
do not support the ZON utility.

MAC This shows the MAC address of the neighbor device.

Firmware This shows the firmware version of the neighbor device. This field will show “-” for devices
that do not support the ZON utility.

Location This shows the geographic location of the neighbor device. This field will show “-” for
devices that do not support the ZON utility.

Desc. This shows the description of the neighbor device’s port which is connected to the
Switch.

IPv4 This shows the IPv4 address of the neighbor device. The IPv4 address is a hyper link that

you can click to log into and manage the neighbor device through its Web Configurator.
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Table 39 MONITOR > Neighbor > Neighbor Details (continued)

LABEL

DESCRIPTION

IPv6

This shows the IPv6 address of the neighbor device. The IPv6 address is a hyper link that
you can click to log into and manage the neighbor device through its Web Configurator.

Restore

Click this button to restore the neighbor device to its factory default settings. A warning
message “Are you sure you want to load factory default?” appears prompting you to
confirm the action. After confirming the action a count down button (from 5 to 0) starts.

Note:

= The Switch must support power sourcing (PSE) or the network device is a powered
device (PD).

= If multiple neighbor devices use the same port, the Reset button is not available.

= You can only reset Zyxel powered devices that support the ZON utility.

Flush

Click the Flush button on the port tab to remove information about neighbors learned on
a specific ports.

Flush All

Click the Flush All button to remove information about neighbors learned on all ports.
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14.1 Path MTU

CHAPTER 14
Path MTU Table

Overview

This chapter introduces the IPv6 Path MTU table.

The largest size (in bytes) of a packet that can be transferred over a data link is called the Maximum
Transmission Unit (MTU). The Switch uses Path MTU Discovery to discover Path MTU (PMTU), that is, the
minimum link MTU of all the links in a path to the destination. If the Switch receives an ICMPv6 Packet Too
Big error message after sending a packet, it fragments the next packet according to the suggested MTU
in the error message.

14.2 Viewing the Path MTU Table

Use this screen to view IPv6 path MTU information on the Switch. Click MONITOR > Path MTU Table in the
navigation panel to display the screen as shown.

Figure 92 MONITOR > Path MTU Table

Path MTU Table

Index

Path MTU aging time : 10 minutes

Destination Address MTU Expire

The following table describes the labels in this screen.

Table 40 MONITOR > Path MTU Table

LABEL DESCRIPTION

Path MTU This field displays how long an entry remains in the Path MTU table before it ages out and needs to

aging time be relearned.

Index This field displays the index number of each entry in the table.

Destination This field displays the destination IPv6 address of each path or entry.

Address

MTU This field displays the maximum transmission unit of the links in the path.

Expire This field displays how long (in minutes) an entry can still remain in the Path MTU table before it
ages out and needs to be relearned.
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CHAPTER 15
Port Status

This chapter introduces the Port Status screens.

15.0.1 What You Can Do

Use the Port Status screen (Section 15.1 on page 139) to view the port status of the Switch.

Use the DDMI screen (Section 15.2 on page 143) to view the DDMI (Digital Diagnostics Monitoring
Interface) status of the SFP transceivers on the Switch.

Use the Port Utilization screen (Section 15.3 on page 146) to view the current data rate and utilization
percentage of each port on the Switch.

15.1 Port Status

This screen displays a port statistical summary with links to each port showing statistical details. To view
the port statistics, click MONITOR > Port Status to display the Port Status screen as shown next. You can
also click the Port Status link in the Quick Link section of the DASHBOARD screen to see the following
screen.

Figure 93 MONITOR > Port Status > Port Status (Standalone Mode)

Port Status DDMI Port Utilization
Port Name Link state PD LACP TxPkts RxPlts Errors TxkB/s Rx kB/s Up Time
1 Down STOP Off Disabled o] 0 0 Q.0 0.0 0:00:00
2 1G/F FORWARDING Off Disabled 200558 339071 0 0.194 2.800 1:45:02
3 Down STOP Off Disabled o] o] 0 0.0 0.0 0:00:00
4 Down STOP Off Disabled o] 0 0 0.0 0.0 0:00:00
5 Down STOP Off Disabled o] o] 0 0.0 0.0 0:00:00
é 1G/F FORWARDING Off Disabled 334799 197102 0 0.383 1.220 1:44:53
7 Down STOP Off Disabled [} o] o 0.0 0.0 0:00:00
8 Down STOP Off Disabled o] 0 o] 0.0 0.0 0:00:00
2 Down STOP Off Disabled o] s} 0 0.0 0.0 0:00:00
10 Down STOP Off Disabled [ 0 o] 0.0 0.0 0:00:00
\/\/\/\/\/\/\/\/\/
\1/’\/\/\/\/\/\/\/\/
Clear the counter: O 4l ports Port :
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Figure 94 MONITOR > Port Status > Port Status (Stacking Mode)

Port Status DDMI

Port Utilization

SLOT 1 &
Port Name Link state PD LACP TxPkis RxPkis Errors Tx kB/s Rx kB/s
11 Down STOP Off Disabled 0 o] 0 0.0 0.0
1/2 1G/F FORWARDING Off Disabled 4338 19375 0 0.82 1.145
1/3 Down STOP Off Dizabled 0 0 o] 0.0 0.0
1/4 Down STOP Off Disabled o] 4] 0 0.0 0.0
1/5 Down STOP Off Dizabled 0 0 0 0.0 0.0
1/ Down STOP Off Disabled 0 0 0 0.0 0.0
17 Down STOP Off Disabled 0 o] 0 0.0 0.0
1/8 Down STOP Off Disabled 0 0 0 0.0 0.0
1/e Down STOP Off Dizabled 0 0 o] 0.0 0.0
1/10 Down STOP Off Disabled o] 4] 0 0.0 0.0
111 Down STOP Off Dizabled 0 0 0 0.0 0.0
Clear the counter: O allPorts Port I:I

The following table describes the labels in this screen.

Table 41 MONITOR > Port Status > Port Status

LABEL DESCRIPTION

SLOT This field appears only in Stacking mode. Click the drop-down list to choose the slot number of
the Switch in a stack.

Port This identifies the Ethernet port. In Stacking mode, the first number represents the slot ID and the
second is the port number. Please note that the default stacking ports (the last two ports of your
Switch) cannot be configured. They are reserved for stacking only.

Click a port number to display the Port Details screen.

Name This is the name you assigned to this port in the PORT > Port Setup screen.

Link This field displays the speed (either 100M for 100 Mbps, 1G for 1 Gbps, 2.5G for 2.5 Gbps, 5G for 5
Gbps, or 10G for 10 Gbps) and the duplex (F for full duplex or H for half). It also shows the cable
type (Copper or Fiber) for the combo ports. This field displays Down if the port is not connected
to any device.

State If STP (Spanning Tree Protocol) is enabled, this field displays the STP state of the port.

If STP is disabled, this field displays FORWARDING if the link is up, otherwise, it displays STOP.
When LACP (Link Aggregation Control Protocol) and STP are in blocking state, it displays
BLOCKING.

PD For POE models only.

This field displays whether or not a powered device (PD) is allowed to receive power from the
Switch on this port.

LACP This fields displays whether LACP (Link Aggregation Control Protocol) has been enabled on the
port.

TxPkts This field shows the number of transmitted frames on this port.

RxPkts This field shows the number of received frames on this port.

Errors This field shows the number of received errors on this port.

Tx kB/s This field shows the number of kilobytes per second transmitted on this port.

Rx kB/s This field shows the number of kilobytes per second received on this port.
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Table 41 MONITOR > Port Status > Port Status (continued)

LABEL DESCRIPTION

Up Time This field shows the total amount of time in hours, minutes and seconds the port has been up.

Clear the Select Port, enter a port number and then click Clear Counter to erase the recorded statistical

counter information for that port, or select ALL Ports to clear statistics for all ports. In Stacking mode,
selecting ALL Ports clears statistics for all ports on this slot.

15.1.1 Port Detalls

Click an index in the Port column in the MONITOR > Port Status > Port Status screen to display individual
port statistics. Use this screen to check status and detailed performance data about an individual port

on the Switch.

Figure 95 MONITOR > Port Status > Port Status > Port Details

Port Status

I Port Info
Port NO.
MName
Link
State
LACP
TxPlts
RxPkts
Errors
T kB/=
Tx Utilization®
Rx kB3
Rx Utilization%

Up Time

I Error Packet
RX CRC
Length

Runt

DDMI Port Utilization

Port Status = Port Details

[~

1G/F
FORWARDING
Disakled
219888
383699

TX Packet
Unicast
Multicast
Broadcast

Pause

RX Packet
Unicast
Multicast
Broadcast

Pause

TX Collizsion
Single
Multiple
Exceassive
Late
Distribution
&4

6510 127
125 to 255
256 to 511
512 to 1023
1024 to 1518

Giant

215448
1ma
127

297357
57130

29212

173139

24547

11039
156512

The following table describes the labels in this screen.

Table 42 MONITOR > Port Status > Port Status > Port Details

LABEL DESCRIPTION
Port Info
Port NO. This field displays the port number you are viewing. In Stacking mode, the first number represents
the slot and the second the port number.
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Table 42 MONITOR > Port Status > Port Status > Port Details (continued)

Utilization%

LABEL DESCRIPTION

Name This field displays the name of the port.

Link This field displays the speed (either 100M for 100Mbps, 1G for 1 Gbps, 2.5G for 2.5 Gbps, 5G for 5
Gbps, or 10G for 10 Gbps) and the duplex (F for full duplex or H for half). It also shows the cable
type (Copper or Fiber) for the combo ports. This field displays Down if the port is not connected to
any device.

State If STP (Spanning Tree Protocol) is enabled, this field displays the STP state of the port.

If STP is disabled, this field displays FORWARDING if the link is up, otherwise, it displays STOP.
When LACP (Link Aggregation Control Protocol), STP, and dotlx are in blocking state, it displays
BLOCKING.

LACP This field shows if LACP is enabled on this port or not.

TxPkts This field shows the number of transmitted frames on this port.

RxPkts This field shows the number of received frames on this port.

Errors This field shows the number of received errors on this port.

Tx kB/s This field shows the number of kilobytes per second transmitted on this port.

1B This field shows the percentage of actual transmitted frames on this port as a percentage of the

Link speed.

Rx kB/s

This field shows the number of kilobytes per second received on this port.

Rx
Utilization%

This field shows the percentage of actual received frames on this port as a percentage of the Link
speed.

Up Time

This field shows the total amount of time the connection has been up.

TX Packet

The following fields display detailed information about packets transmitted.

Unicast This field shows the number of good unicast packets transmitted.
Multicast This field shows the number of good Multicast packets transmitted.
Broadcast | This field shows the number of good broadcast packets transmitted.
Pause This field shows the number of 802.3x pause packets transmitted.

RX Packet

The following fields display detailed information about packets received.

Unicast This field shows the nhumber of good unicast packets received.
Multicast This field shows the number of good Multicast packets received.
Broadcast | This field shows the number of good broadcast packets received.
Pause This field shows the number of 802.3x pause packets received.

TX Collision

The following fields display information on collisions while transmitting.

Single This is a count of successfully transmitted packets for which transmission is inhibited by exactly one
collision.

Multiple This is a count of successfully transmitted packets for which transmission was inhibited by more
than one collision.

Excessive This is a count of packets for which transmission failed due to excessive collisions. Excessive
collision is defined as the number of maximum collisions before the retransmission count is reset.

Late This is the number of times a late collision is detected, that is, after 512 bits of the packets have

already been transmitted.
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Table 42 MONITOR > Port Status > Port Status > Port Details (continued)

LABEL DESCRIPTION

Error Packet

The following fields display detailed information about packets received that were in error.

RX CRC This field shows the number of packets received with CRC (Cyclic Redundant Check) errors.

Length This field shows the number of packets received with a length that was out of range.
Runt This field shows the number of packets received that were too short (shorter than 64 octets),
including the ones with CRC errors.
Distribution
64 This field shows the number of packets (including bad packets) received that were 64 octets in

length.

65 to 127 This field shows the number of packets (including bad packets) received that were between 65
and 127 octets in length.

128 to 255 | This field shows the number of packets (including bad packets) received that were between 128
and 255 octets in length.

256 to 511 | This field shows the number of packets (including bad packets) received that were between 256
and 511 octets in length.

512 to This field shows the number of packets (including bad packets) received that were between 512
1023 and 1023 octets in length.
1024 to This field shows the number of packets (including bad packets) received that were between 1024
1518 and 1518 octets in length.
Giant This field shows the number of packets (including bad packets) received that were between 1519

octets and the maximum frame size.

The maximum frame size varies depending on your switch model.

15.2 DDMI

The optical SFP transceiver’s support for the Digital Diagnostics Monitoring Interface (DDMI) function lets
you monitor the transceiver’s parameters to perform component monitoring, fault isolation and failure
prediction tasks. This allows proactive, preventative network maintenance to help ensure service
continuity.

Use this screen to view the DDMI status of the Switch’s SFP transceivers. Click MONITOR > Port Status >
DDMI to see the following screen. Alternatively, click DASHBOARD from any Web Configurator screen
and then the Port Status link in the Quick Link section of the DASHBOARD screen to display the Port Status
screen and then click the DDMI link tab.

Figure 96 MONITOR > Port Status > DDMI (Standalone Mode)

Port Status pomi Port Utilization

Port Vendor Part Number Serial Number Revision Date Code Transceiver Action
FINISAR FILX857 1D3BCL AMBOPVY A 2012-54-19 10GBASE-SR @ Reset
FINISAR FILX8571D3BCL AMS1IQM A 2012-02-06 10GBASE-SR @ Reset
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Figure 97 MONITOR > Port Status > DDMI (Stacking Mode)

Port Status DDMI Port Utilization

SLOT | ~
Port Vender Part Number Serial Number Revision Date Code Transceiver Action
FINISAR FILX857 1 D3BCL AMBOPVY A 2012-54-19 10GBASE-SR @ Reset
FINISAR FILX857 1 D3BCL AMSTIGQM A 2012-02-06 10GBASE-SR © Reset

The following table describes the labels in this screen.

Table 43 MONITOR > Port Status > DDMI

LABEL DESCRIPTION

SLOT This field appears only in Stacking mode. Click the drop-down list to choose the slot number of
the Switch in a stack.

Port This identifies the SFP port. In Stacking mode, the first number represents the slot ID and the
second is the port number. Please note that the default stacking ports (the last four ports of your
Switch) cannot be configured. They are reserved for stacking only.

Click a port number to display the DDMI Details screen.

Vendor This displays the vendor name of the optical transceiver.

Part Number This displays the part number of the optical transceiver.

Serial Number This displays the serial number of the optical transceiver.

Revision This displays the revision number of the optical transceiver.

Date Code This displays the date when the optical transceiver was manufactured.

Transceiver This displays the type of optical transceiver installed in the SFP slot.

Action Click Reset when your SFP port encounters connection errors. For example, it can receive but

cannot transmit data. This Fiber Module Rescue function allows you to restart a fiber SFP
transceiver that is in error state without having to remove and reinsert the transceiver. The Switch
stops then re-supplies power on the specified SFP ports to restart it. After restarting an SFP port,
go to MONITOR > Port Status > Port Status to check the SFP port status. You can also check the
port LED on the Switch panel to see if the connection has recovered.

Note: Make sure an optical transceiver is correctly inserted into the SFP port.

15.2.1 DDMI Details

Use this screen to view the real-time SFP (Small Form Factor Pluggable) transceiver information and
operating parameters on the SFP port. The parameters include, for example, transmitting and receiving
power, and module temperature.

Click an index in the Port column in the DDMI screen to view current transceivers’ status.
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Figure 98 MONITOR > Port Status > DDMI > DDMI Details

Port Status

Port No
Conneclor Type
Vendor

Part Number
Serial Number
Revision

Date Code
Transceiver

Calibration

Type
Temperature(C)
Voltage(V)
TX Bias{mA)
TX Power(dbm])
RX Power(dbm)

DDMI

Transceiver Information

DDMI Information

Port Utilization

16
SFP

IyXEL
SFP-1000T
SITT1TI1T111
1.0
2017-12-20
1000BASE-T

Internal

Low Warn
Threshold

High Alarm
Threshold

High Warn
Threshold

Low Alarm
Threshold

Current

The following table describes the labels in this screen.

Table 44 MONITOR > Port Status > DDMI > DDMI Details

LABEL

DESCRIPTION

Transceiver Information

Port No

This identifies the SFP port. In Stacking mode, the first number represents the slot and the
second the port number.

Connector Type

This displays the connector type of the optical transceiver.

Vendor

This displays the vendor name of the optical transceiver.

Part Number

This displays the part number of the optical transceiver.

Serial Number

This displays the serial number of the optical transceiver.

Revision This displays the revision number of the optical transceiver.

Date Code This displays the date when the optical transceiver was manufactured.
Transceiver This displays details about the type of transceiver installed in the SFP slot.
Calibration This field is available only when an SFP transceiver is inserted into the SFP slot.

Internal displays if the measurement values are calibrated by the transceiver. External displays
if the measurement values are raw data which the Switch calibrates.

DDMI Information

Type This displays the DDMI parameter.
Temperature This displays the temperature inside the SFP transceiver in degrees Celsius or Fahrenheit.
(C/F)
Voltage (V) This displays the level of voltage being supplied to the SFP transceiver.
TX Bias (mA) This displays the miliamps (mA) being supplied to the SFP transceiver’s Laser Diode Transmitter.

XGS2220 Series User’s Guide

145




Chapter 15 Port Status

Table 44 MONITOR > Port Status > DDMI > DDMI Details (continued)

LABEL DESCRIPTION

TX Power This displays the amount of power the SFP transceiver is transmitting.

(dbm)

RX Power This displays the amount of power the SFP transceiver is receiving from the fiber cable.

(dbm)
Current This displays the current status for each monitored DDMI parameter.
High Alarm This displays the high value alarm threshold for each monitored DDMI parameter. An alarm
Threshold signal is reported to the Switch if the monitored DDMI parameter reaches this value.
High Warn This displays the high value warning threshold for each monitored DDMI parameter. A warning
Threshold signal is reported to the Switch if the monitored DDMI parameter reaches this value.
Low Warn This displays the low value warning threshold for each monitored DDMI parameter. A warning
Threshold signal is reported to the Switch if the monitored DDMI parameter reaches this value.
Low Alarm This displays the low value alarm threshold for each monitored DDMI parameter. An alarm
Threshold signal is reported to the Switch if the monitored DDMI parameter reaches this value.

15.3 Port Utilization

This screen displays the percentage of actual transmitted or received frames on a port as a percentage
of the Link speed. To view port utilization, click MONITOR > Port Status > Port Utilization to see the
following screen. Alternatively, click DASHBOARD from any Web Configurator screen and then the Port
Status link in the Quick Link section of the DASHBOARD screen to display the Port Status screen and then
click the Port Utilization link tab.

Figure 99 MONITOR > Port Status > Port Utilization (Standalone Mode)

Port Status

Port

[T R N S B S ]

~

DDMI

Link
Down
Down
Down

1G/F
Down
Down

Down

Port Utilization

Tx kB/s
0.0
0.0
0.0

0.824
0.0
0.0
0.0

Tx utilization%

0.0
0.0
0.0
0.0
0.0
0.0
0.0

- o~ 0

Rx kB/s Rx utilization%
0.0 0.0
0.0 0.0
0.0 0.0
0.347 0.0
0.0 0.0
0.0 0.0

C.
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Figure 100 MONITOR > Port Status > Port Utilization (Stacking Mode)

Port Status

Port
1/1

1/2
1/3
1/4
1/5
1/6
/7

DDMI Port Utilization

\/@\,M(\/\/\/W

Link Tx kB/s Tx utilization% Rx kB/s Rx utilization%
Down 0.0 0.0 0.0 0.0
Down 0.0 0.0 0.0 0.0
Down 0.0 0.0 0.0 0.0

1G/F 1.15 0.0 0.109 0.0
Down 0.0 0.0 0.0 0.0
Down 0.0 0.0 0.0 0.0
Down 0.0 0.0 0

The following table describes the labels in this screen.

Table 45 MONITOR > Port Status > Port Utilization

LABEL DESCRIPTION

SLOT This field appears only in Stacking mode. Click the drop-down list to choose the slot number of the
Switch in a stack.

Port This identifies the Ethernet port. In Stacking mode, the first number represents the slot ID and the
second is the port number.

Link This field displays the speed (either 100M for 100Mbps, 1G for 1 Gbps, 2.5G for 2.5 Gbps, 5G for 5
Gbps, or 10G for 10 Gbps) and the duplex (F for full duplex or H for half). It also shows the cable
type (Copper or Fiber) for the combo ports. This field displays Down if the port is not connected to
any device.

Tx kB/s This field shows the transmission speed of data sent on this port in kilobytes per second.

Tx Utilization%

This field shows the percentage of actual transmitted frames on this port as a percentage of the
Link speed.

Rx kB/s

This field shows the transmission speed of data received on this port in kilobytes per second.

Rx Utilization%

This field shows the percentage of actual received frames on this port as a percentage of the Link
speed.
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CHAPTER 16
Routing Table

16.1 Routing Table Overview

This chapter introduces the IPv4/IPv6 routing tables.
The IPv4/IPv6 routing tables record routing information of the best path to destinations where packets

were forwarded. Use this table to check information like routing destination, gateway, interface IP
addresses, hop count, and routing methods.

16.1.1 What You Can Do

Use the IPv4 Routing Table screen (Section 16.2 on page 148) to view the Switch’s IPv4 routing table
information.

Use the IPv6 Routing Table screen (Section 16.3 on page 149) to view the Switch’s IPv6 routing table
information.

16.2 IPv4 Routing Table

Use this screen to view IPv4 routing table information. Click MONITOR > Routing Table > IPv4 Routing
Table in the navigation panel to display the screen as shown.

Figure 101 MONITOR > Routing Table > IPv4 Routing Table

IPv4 Routing Table

Index Destination Gateway Interface Metric Type Uptime
1 192.148.2.0/24 192.168.2.116 192.148.2.116 1 LOCAL 1:40:28
2 127.0.0.0/16 127.0.0.1 127.0.0.1 1 LOCAL 1:40:53
3 default 192.168.2.1 192.168.2.116 2 STATIC 1:40:28

The following table describes the labels in this screen.

Table 46 MONITOR > Routing Table > IPv4 Routing Table

LABEL DESCRIPTION

Index This field displays the index number.

Destination This field displays the destination IP routing domain.
Gateway This field displays the IP address of the gateway device.
Interface This field displays the IP address of the IPv4 Interface.
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Table 46 MONITOR > Routing Table > IPv4 Routing Table (continued)

LABEL DESCRIPTION

Metric This field displays the cost of the route.

Type This field displays the method used to learn the route.
STATIC - added as a static entry.
LOCAL - added as a local interface entry.

Uptime This field displays how long the route has been running since the Switch learned the route and
added an entry in the routing table.

16.3 IPv6 Routing Table

Use this screen to view IPv6 routing table information. Click MONITOR > Routing Table > IPv6 Routing
Table in the navigation panel to display the screen as shown.

Figure 102 MONITOR > Routing Table > IPv6 Routing Table

Index

IPvé Routing Table

Route Destination/Prefix

Length Next Hop Interface Metric Type

The following table describes the labels in this screen.

Table 47 MONITOR > Routing Table > IPv6 Routing Table

Destination/
Prefix Length

LABEL DESCRIPTION
Index This field displays the index number.
Route This field displays the IPv6 subnet prefix and prefix length of the final destination.

Next Hop This field displays the IPv6 address of the gateway that helps forward the packet to the
destination.

Interface This field displays the descriptive hame of the IPv6 interface that is used to forward the packets to
the destination.

Metric This field displays the cost of the route.

Type This field displays the method used to learn the route.

STATIC — added as a static entry.

Connect - added as a local interface entry.
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CHAPTER 17
System Information

17.0.1 What You Can Do

Use the System Information screen (Section 17.1 on page 150) to view general system information and
hardware status of the Switch.

Use the Hardware Monitor screen (Section 17.2 on page 152) to monitor and check the hardware status
of the Switch in Stacking mode.

17.1 System Information

In the navigation panel, click MONITOR > System Information to display the screen as shown. Use this
screen to view general system information.

Figure 103 MONITOR > System Information (Standalone Mode)

System Information
System Information
System Mome XGE2220
Product Mode XG52220-54FP
Iyh /W Wersion V4.80(ACCE.Q)bé | 04/11/2022
Ethernet Address 00:1¢:c! 0
CPU Utilization Current (%) 32.14
Memeory Utilization
Name Total (byte) Uzed (byte) Utilization (%)
commaon 71230976 2806032 13
Hardware Monitor
Temperature Unit: @ C
Temperature (C) status Cumrent MAX MIN Threshold
MAC [ Normal | 430 43.0 27.0 78.0
BOARD | Normal | 47.0 47.0 27.0 110.0
PHY [_Normal | 450 44.0 240 88.0
FAN Speed (RPM) Status Current MAX MIN Threshold
FAN1 [ Nermal | 2622 2638 2553 500
FANZ |_Normal | 5953 6033 5561 500
FANG [ Normal | 4006 6060 5661 500
Voltage (V) status Current MAX MIN Threshold
3.3V [ Nermal | 3.308 3.308 3.308 +6%0/-6%
12V | Normal | 11.90& 11.768 11.906 +10%/-10%
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Figure 104 MONITOR > System Information (Stacking Mode)

System Information

System Information

Memory Utilization

Name Total (byte) Used (byte) utilization (%)

common 77884928 14478784 18

Hardware Monitor

sSlot Name Veltage Temperature Fan Power Supply
1 XG32220-54H7 (" Normal ) (" Normal ) ((Normal )

The following table describes the labels in this screen.

Table 48 MONITOR > System Information

LABEL DESCRIPTION
System Information
System This displays the descriptive name of the Switch for identification purposes.
Name
Product This displays the product model of the Switch. Use this information when searching for firmware
Model upgrade or looking for other support information in the website.
ZyNOS F/W | This displays the version number of the Switch 's current frmware including the date created.
Version
Ethernet This refers to the Ethernet MAC (Media Access Control) address of the Switch.
Address
CPU This displays the current percentage of CPU utilization.
Utilization

Current (%)

Memory Utilization

Memory utilization shows how much DRAM memory is available and in use. It also displays the current percentage
of memory utilization.

Name This displays the name of the memory pool.

Total (byte) | This displays the total number of bytes in this memory pool.

Used (byte) | This displays the number of bytes being used in this memory pool.

Utilization This displays the percentage (%) of memory being used in this memory pool.
(%)
Hardware Monitor
Temperature The Switch has temperature sensors that are capable of detecting and reporting if the
Unit temperature rises above the threshold. You may choose the temperature unit (Centigrade or
Fahrenheit) in this field.
Temperature MAC, BOARD, and PHY refer to the location of the temperature sensor on the Switch printed
(C/F) circuit board.
Status This field displays Normal for temperatures below the threshold and Error for those above.
Current This shows the current temperature at this sensor.
MAX This field displays the maximum temperature measured at this sensor.
MIN This field displays the minimum temperature measured at this sensor.
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Table 48 MONITOR > System Information (continued)

LABEL DESCRIPTION

Threshold This field displays the upper temperature limit at this sensor.

Fan Speed A properly functioning fan is an essential component (along with a sufficiently ventilated, cool
(RPM) operating environment) in order for the device to stay within the temperature threshold. Each
fan has a sensor that is capable of detecting and reporting if the fan speed falls below the
threshold shown.

Status Normal indicates that this fan is functioning above the minimum speed. Error indicates that this
fan is functioning below the minimum speed.

Current This field displays this fan's current speed in Revolutions Per Minute (RPM).

MAX This field displays this fan's maximum speed measured in Revolutions Per Minute (RPM).

MIN This field displays this fan's minimum speed measured in Revolutions Per Minute (RPM). "<41" is
displayed for speeds too small to measure (under 2000 RPM).

Threshold This field displays the minimum speed at which a normal fan should work.

Voltage(V) The power supply for each voltage has a sensor that is capable of detecting and reporting if the

voltage falls out of the tolerance range.

Status Normal indicates that the voltage is within an acceptable operating range at this point;
otherwise Error is displayed.

Current This is the current voltage reading.

MAX This field displays the maximum voltage measured at this point.

MIN This field displays the minimum voltage measured at this point.

Threshold This field displays the percentage tolerance of the voltage with which the Switch still works.

Hardware Monitor (Stacking Mode)

Slot This number identifies the Switch in the stack. Click the number to see more detailed information
on the Switch.

Name This is the system name of the Switch in the stack.
Voltage This shows if the power supply voltage sensor is within normal tolerance range.
Temperature This shows if the temperature sensors on the Switch printed circuit board are within normal

tolerance range.

Fan This shows if the fan sensors are within normal tolerance range.

Power Supply This shows if the Switch is properly operating from the connected power source.

17.2 Hardware Monitor (Stacking Mode)

This screen only appears when the Switch is in Stacking mode.

In the MONITOR > System Information screen, click an index of a Slot under Hardware Monitor to display
the screen as shown. Use this screen to view hardware information of a specific slot (Switch) in your
stacking system.
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Figure 105 MONITOR > System Information > Hardware Monitor (Stacking Mode)

System Information

> Hardware Monitor

SLOT1
Temperature Unit: © ¢
Temperature (C) Status Current MAX MIN Threshold
1/MAC Normal 45.0 46.0 45.0 87.0
1/BOARD Normal 37.0 38.0 370 110.0
1/PHY MNormal 36.0 37.0 1.0 1.0
FAN Speed (RPM) Status Current MAX MIN Threshold
1/FANT Normal 2632 2643 2622 500
1/FAN2 Normal 2627 2643 2622 500
Voltage (V) Status Current MAX MIN Threshold
1/3.3V Normal 3.308 3.308 3.308 +6%f-6%
1/12v MNormal 12.031 12.031 12.031 +10%/-10%

The following table describes the labels in this screen.

Table 49 MONIT

OR > System Information > Hardware Monitor (Stacking Mode)

LABEL DESCRIPTION
This displays the slot ID of the Switch in the stacking system.
Temperature The Switch has temperature sensors that are capable of detecting and reporting if the
Unit temperature rises above the threshold. You may choose the temperature unit: C (Centigrade) or
F (Fahrenheit) in this field.
Temperature CPU/MAC, BOARD, and PHY refer to the location of the temperature sensors on the Switch
(C/F) printed circuit board. The first number represents the slot ID.
Status This field displays Normal for temperatures below the threshold and Error for those above.
Current This shows the current temperature at this sensor.
MAX This field displays the maximum temperature measured at this sensor.
MIN This field displays the minimum temperature measured at this sensor.
Threshold This field displays the upper temperature limit at this sensor.
Fan Speed A properly functioning fan is an essential component (along with a sufficiently ventilated, cool
(RPM) operating environment) in order for the device to stay within the temperature threshold. Each fan
has a sensor that is capable of detecting and reporting if the fan speed falls below the threshold
shown. The first number represents the slot ID.
Status Normal indicates that this fan is functioning above the minimum speed. Error indicates that this
fan is functioning below the minimum speed.
Current This field displays this fan's current speed in Revolutions Per Minute (RPM).
MAX This field displays this fan's maximum speed measured in Revolutions Per Minute (RPM).
MIN This field displays this fan's minimum speed measured in Revolutions Per Minute (RPM). "<41" is
displayed for speeds too small to measure (under 2000 RPM).
Threshold This field displays the minimum speed at which a normal fan should work.
Voltage (V) The power supply for each voltage has a sensor that is capable of detecting and reporting if the
voltage falls out of the tolerance range. The first number represents the slot ID.
Status Normal indicates that the voltage is within an acceptable operating range at this point;
otherwise Error is displayed.
Current This is the current voltage reading.
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Table 49 MONITOR > System Information > Hardware Monitor (Stacking Mode) (continued)

LABEL DESCRIPTION
MAX This field displays the maximum voltage measured at this point.
MIN This field displays the minimum voltage measured at this point.
Threshold This field displays the percentage tolerance of the voltage with which the Switch still works.

XGS2220 Series User’s Guide

154




Chapter 18 System Log

CHAPTER 1
System Lo

18.1 System Log Overview

A log message stores the system history information for viewing.

18.2 System Log

Click MONITOR > System Log in the navigation panel to open this screen. Use this screen to check
current system logs.

Note: When a log reaches the maximum number of log messages, new log messages
automatically overwrite existing log messages, starting with the oldest existing log
message first.

Figure 106 MONITOR > System Log

System Log
1 2022-02-22T02:13:36Z WA interface: port 26 link speed and duplex mode autonegotiatiom
2 2022-02-22T02:13:15Z WA interface: port 26 link speed and duplex mode autonegotiatio
3 2022-02-22T02:12:59Z WA interface: port 26 link speed and duplex mode autonegotiatio
4 2022-02-22T02:11:40Z WA interface: port 26 link speed and duplex mode autonegotiatio
5 2022-02-22T02:11:247 WA interface: port 26 link speed and duplex mode autonegotiatiom
6 2022-02-22T02:09:592 IN system: Save system configuration 1 successfully
7 2022-02-22T02:09:562Z IN system: Save system configuration
§ 2022-02-22T02:09:44Z2 IN authentication: HTTP(s) user admin login [IP address = 192.1
9 2022-02-22T02:09:33Z WA interface: port 26 link speed and duplex mode autonegotiatiom
10 2022-02-22T02:09:172 WA interface: port 26 link speed and duplex mode autonegotiatio;
11 2022-02-22T02:07:582 WA interface: port 26 link speed and duplex mode autonegotiatio;
12 2022-02-22T02: 427 WA interface: port 26 link speed and duplex mode autonegotiatio;
13 2022-02-22T02: 27Z WA interface: port 26 link speed and duplex mode autonegotiatiom
14 2022-02-22T02:07:112 WA interface: port 26 link speed and duplex mode autonegotiatio
15 2022-02-22T02:05:212 WA interface: port 26 link speed and duplex mode autonegotiatio
16 2022-02-22T02:05:04Z WA interface: port 26 link speed and duplex mode autonegotiatio;
17 2022-02-22T02:04:16Z WA interface: port 26 link speed and duplex mode autonegotiation
18 2022-02-22T02:04:00Z WA interface: port 26 link speed and duplex mode autonegotiatio
19 2022-02-22T02:02:42Z WA interface: port 26 link speed and duplex mode autonegotiatio
20 2022-02-22T02:02:252Z IN authentication: HTTP(s) user admin login [IP address = 192.1
21 2022-02-22T02: :10Z NO system: Gets the time and date from a time ssrver successiul.
22 2022-02-22T02: :547Z IN authentication: HTTP(s) user admin login [IP address = 192.1i
23 2022-02-22T02:01:072 DE interface: Port 28 link up 2.5G/F
24 2022-02-22T02:00:502Z DE interface: Port 24 link up 2.5G/F
25 2022-02-22T01:59:31Z DE interface: Port 18 link up 1G/F
26 2022-02-22T01:59:15Z NO system: System warm start
27 2022-02-22T01:59:002Z IN system: Image 1 F/W version V4.80(2BML.0)0208datecode 02/0
28 2022-02-22T01:58:43Z NO system: System has reset due to a management command
4 L

The summary table shows the time the log message was recorded and the reason the log message was
generated. Click Refresh to update this screen. Click Clear to clear the whole log, regardless of what is
currently displayed on the screen. Click Download to save the log to your computer.
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SYSTEM

The following chapters introduces the configurations of the links under the SYSTEM navigation panel.
Quick links to chapters:

= Cloud Management
= General Setup

< Hardware Monitor Setup
= Interface Setup

« |P Setup

= |Pv6

= Logins

= SNMP

= Stacking

= Switch Setup

= Syslog Setup

< Time Range
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CHAPTER 20
Cloud Management

20.1 Cloud Management Overview

The Zyxel Nebula Control Center (NCC) is a cloud-based network management system that allows you
to remotely manage and monitor Zyxel Nebula APs, Ethernet switches and security gateways.

The Switch is managed and provisioned automatically by the NCC (Nebula Control Center) when:

= |tis connected to the Internet.
= The Nebula Control Center (NCC) Discovery feature is enabled.
= It has been registered in the NCC.

20.2 Nebula Center Control Discovery

Click SYSTEM > Cloud Management to display this screen.

Figure 107 SYSTEM > Cloud Management
Cloud Management

Nebula Cantrol Center [NCC) Discovery
o

|l Internet | > |l Nebula || > || Registration ||

A

Connection status

Internet nternet is ok.
Nebula Successfully connected to Nebula.
Regiztration The device is registered in NCC.

Epaa
, & ar %
Code
Ty !
- £ Dowicad on the E . %l":
P> Google Play & App Store
Install the Mebula Mobile App Register Device
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The following table describes the labels in this screen.

Table 50 SYSTEM > Cloud Management

LABEL DESCRIPTION

Nebula Control Enable the switch button to turn on Nebula Control Center (NCC) discovery on the Switch.
Center (NCC) o )

Discovery This field displays:

= The Switch Internet connection status.
= The connection status between the Switch and NCC.
= The Switch registration status on NCC.

To pass your Switch management to NCC, first make sure your Switch is connected to the
Internet. Then go to NCC and register your Switch.

1. Internet

Green - The Switch is connected to the Internet.
Orange - The Switch is not connected to the Internet.
2. Nebula

Green - The Switch is connected to NCC.

Orange - The Switch is not connected to NCC.

3. Registration

Green - The Switch is registered on NCC.

Gray - The Switch is not registered on NCC.

Note: All circles will gray out if you disable Nebula Discovery.

Connection This table displays the NCC connection status information.

Status
Use status logs in the Internet, Nebula, and Registration fields for connection troubleshooting.

Cloud Management Mode

Enable the switch button to turn on NCC discovery on the Switch. If the Switch has Internet access and
has been registered on the NCC, it will automatically go into cloud management mode. Follow the
steps to register your Switch on NCC:

Download the Nebula Mobile App

First, download the app from the Google Play store for Android devices or the App Store for iOS devices
and create an organization and site.

You can scan an app store QR code to open the app installation page on the app store.
Scan the Device QR code

The Register Device QR code in this screen contains the Switch’s serial number and the registration MAC
address for handy NCC registration of the Switch using the Nebula Mobile app.

Follow the wizard in the Nebula Mobile app to scan the QR code to register the Switch on NCC and add
the Switch into a site.

If Nebula Control Center (NCC) Discovery is disabled, the Switch will NOT discover the NCC and remain
in Standalone mode.
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CHAPTER 21
General Setup

21.1 General Setup

Use this screen to configure general settings such as the system name and time. Click SYSTEM > General
Setup in the navigation panel to display the screen as shown.

Figure 108 SYSTEM > General Setup

General Setup

System Name

Location

[xcs2220 |

Time Server P Address
Time Server Sync Inferva
Current Time

MNew Time (hh:mm:ss)

NTF[RFC-1305)

A

|1.poo|.nfp.crg

Current Date

Time Zone

Start Date

End Date

MNew Date {yyyy-mm-dd)

Daylight Saving Time

ha
(=]
=
[§+]

o]
for ]

9]
<

uT

ﬁ
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Note: The input string of any field in this screen should notcontain [?],[ | 1,['].["].or [, ]

The following table describes the labels in this screen.

Table 51 SYSTEM > General Setup

LABEL

DESCRIPTION

System Name

Choose a descriptive name for identification purposes. This name consists of up to 64 printable
ASCIl characters; spaces are allowed.

Location

Enter the geographic location of your Switch. You can use up to 128 printable ASCII
characters; spaces are allowed.

Contact Person's
Name

Enter the name of the person in charge of this Switch. You can use up to 32 printable ASCII
characters; spaces are allowed.
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Table 51 SYSTEM > General Setup (continued)

LABEL

DESCRIPTION

Use Time Server
when Bootup

Enter the time service protocol that your time server uses. Not all time servers support all
protocols, so you may have to use trial and error to find a protocol that works. The main
differences between them are the time format.

When you select the Daytime (RFC-867) format, the Switch displays the day, month, year and
time with no time zone adjustment. When you use this format it is recommended that you use a
Daytime timeserver within your geographical time zone.

Time (RFC-868) format displays a 4-byte integer giving the total number of seconds since 1970/
1/1 at 00:00:00.

NTP (RFC-1305) is similar to Time (RFC-868).

None is the default value. Enter the time manually. Each time you turn on the Switch, the time
and date will be reset to 2022-01-01 00:00:00.

Time Server IP
Address

Enter the IP address or domain name of your timeserver. The Switch searches for the timeserver
for up to 60 seconds.

Time Server Sync
Interval

Enter the period in minutes between each time server synchronization. The Switch checks the
time server after every synchronization interval.

Current Time

This field displays the time you open this menu (or refresh the menu).

New Time
(hh:mm:ss)

Enter the new time in hour, minute and second format. The new time then appears in the
Current Time field after you click Apply.

Current Date

This field displays the date you open this menu.

New Date (yyyy-
mm-dd)

Enter the new date in year, month and day format. The new date then appears in the Current
Date field after you click Apply.

Time Zone

Select the time difference between UTC (Universal Time Coordinated, formerly known as GMT,
Greenwich Mean Time) and your time zone from the drop-down list box.

Daylight Saving
Time

Daylight saving is a period from late spring to early fall when many countries set their clocks
ahead of normal local time by one hour to give more daytime light in the evening.

Enable the switch button if you use Daylight Saving Time.

Start Date

Configure the day and time when Daylight Saving Time starts if you selected Daylight Saving
Time. The time is displayed in the 24 hour format. Here are a couple of examples:

Daylight Saving Time starts in most parts of the United States on the second Sunday of March.
Each time zone in the United States starts using Daylight Saving Time at 2 A.M. local time. So in
the United States you would select Second, Sunday, March and 2:00.

Daylight Saving Time starts in the European Union on the last Sunday of March. All of the time
zones in the European Union start using Daylight Saving Time at the same moment (1 A.M. GMT
or UTC). So in the European Union you would select Last, Sunday, March and the last field
depends on your time zone. In Germany for instance, you would select 2:00 because
Germany's time zone is one hour ahead of GMT or UTC (GMT+1).

End Date

Configure the day and time when Daylight Saving Time ends if you selected Daylight Saving
Time. The time field uses the 24 hour format. Here are a couple of examples:

Daylight Saving Time ends in the United States on the first Sunday of November. Each time
zone in the United States stops using Daylight Saving Time at 2 A.M. local time. So in the United
States you would select First, Sunday, November and 2:00.

Daylight Saving Time ends in the European Union on the last Sunday of October. All of the time
zones in the European Union stop using Daylight Saving Time at the same moment (1 A.M. GMT
or UTC). So in the European Union you would select Last, Sunday, October and the last field
depends on your time zone. In Germany for instance, you would select 2:00 because
Germany's time zone is one hour ahead of GMT or UTC (GMT+1).
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Table 51 SYSTEM > General Setup (continued)

LABEL DESCRIPTION

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

21.2 Hardware Monitor Setup

This section introduces Fan Control for the temperature of the SFP transceiver inserted in the Switch.

When the SFP transceiver temperature exceeds the temperature threshold (see your transceiver
documentation), the Switch automatically turns on the fans with maximum fan speed to cool down the

system.

The fans do not automatically turn off after the SFP transceiver temperature returns below threshold. To
turn off the fans, you have to temporarily disable SFP Detect or reboot the Switch.

Click SYSTEM > Hardware Monitor Setup to display the screen as shown below.

Note: The SFP Detect feature only functions if at least one of your SFP transceiver(s) support
DDMII (Digital Diagnostic Monitoring Interface). See the transceiver documentation.

Figure 109 SYSTEM > Hardware Monitor Setup

Fan Control

SFP Detect

Hardware Monitor Setup

Apply Cancel

The following table describes the labels in this screen.

Table 52 SYSTEM > Hardware Monitor Setup

LABEL DESCRIPTION

Fan Control

SFP Detect Enable the switch button to enable SFP Detect on the Switch.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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You will see SFP warning icons next to the FANs in the MONITOR > System Information screen when SFP
Detect has triggered the fans.

Figure 110 Hardware Monitor: SFP Module Temperature Warning

Hardware Monitor

Temperature Unit: @ C F
Temperature (C) Status Current MAX MIN Threzhold
MAG [ Nermal | 29.0 39.0 320 76.0
BOARD 350 35.0 300 113.0
PHY 39,0 40.0 33.0 9.0
Fan Speed (RPM) status Current MAX MIN Threzhold
EANI [ Normal | 11663 11663 5199 500
FAN2 [ Normal | 11180 11180 5087 500
FANG [ Normal | 11663 11663 4345 500
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CHAPTER 22
Interface Setup

22.1 Interface Setup Overview

This chapter shows you how to create virtual interfaces for interface-based configurations. An IPv6
address is configured on a per-interface basis. The interface can be a physical interface (for example,
an Ethernet port) or a virtual interface (for example, a VLAN).

22.2 Interface Setup

Use this screen to view and set IPv6 interfaces on which you can configure an IPv6 address to access
and manage the Switch.

The interfaces you create here will only take effect after you configure them in the SYSTEM > IPv6
screens.

Click SYSTEM > Interface Setup in the navigation panel to display the configuration screen.

Figure 111 SYSTEM > Interface Setup

Interface Setup

© Add/Edit il Delete

Index Interface Type Interface ID Interface

1 VLA 1 VLAN1

The following table describes the labels in this screen.

Table 53 SYSTEM > Interface Setup

LABEL DESCRIPTION

Index This field displays the index number of an entry.

Interface Type | This field displays the type of interface.

Interface ID This field displays the identification number of the interface.

Interface This field displays the interface’s descriptive name which is generated automatically by the
Switch. The name is from a combination of the interface type and ID number.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.

Add/Edit Click Add/Edit to add a new interface or edit a selected one.

Delete Click Delete to remove the selected interfaces.
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22.2.1 Add/Edit Interfaces

Click Add/Edit, or select an entry and click Add/Edit in the SYSTEM > Interface Setup screen to display
the configuration screen.

Figure 112 SYSTEM > Interface Setup > Add/Edit

Interface Type

Interface ID

Clear Cancel

The following table describes the labels in this screen.

Table 54 SYSTEM > Interface Setup > Add/Edit

LABEL DESCRIPTION

Interface Type | Select the type of IPv6 interface for which you want to configure. The Switch supports the VLAN
interface type for IPv6 at the time of writing.

Interface ID Specify a unique identification number (from 1 to 4094) for the interface.

To have IPv6 function properly, you should configure a static VLAN with the same ID number in the
SWITCHING > VLAN screens.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.
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CHAPTER 23
IP Setup

23.1 IP Setup Overview

This chapter shows you how to configure IP settings and set up IP interfaces on the Switch using the IP
Setup screens.

23.1.1 What You Can Do

= Use the IP Status screen (Section 23.2 on page 166) to view the current IP interfaces and DNS server
settings on the Switch.

= Use the IP Setup screen (Section 23.3 on page 168) to configure the default gateway device, the
default domain name server and add IP domains.

= Use the Network Proxy Configuration screen (Section 23.4 on page 170) to configure network proxy
configurations.

23.1.2 IP Interfaces

The Switch needs an IP address for it to be managed over the network. When the Switch (in Standalone
mode) fails to obtain an IP address from a DHCP server, the default static IP address 192.168.1.1 will be
automatically added and used as the Switch’s management IP address. The subnet mask specifies the
network number portion of an IP address. The factory default subnet mask is 255.255.255.0.

On the Switch, an IP address is not bound to any physical ports. Since each IP address on the Switch
must be in a separate subnet, the configured IP address is also known as IP interface (or routing
domain). In addition, this allows routing between subnets based on the IP address without additional
routers.

You can configure multiple routing domains on the same VLAN as long as the IP address ranges for the
domains do not overlap. To change the IP address of the Switch in a routing domain, simply add a new
routing domain entry with a different IP address in the same subnet.

You can configure up to 128 IP domains which are used to access and manage the Switch from the
ports belonging to the pre-defined VLANSs.

Note: You must configure a VLAN first. Each VLAN can have multiple management IP
addresses, and you can log into the Switch through different management IP
addresses simultaneously.
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23.2 |IP Status

Click SYSTEM > IP Setup > IP Status to display the screen as shown.

Figure 113 SYSTEM > IP Setup > IP Status

IP Status IP Setup Network Proxy Configuration

Domain Name Server

Domain Name Server Source
172.21.10.1 DHCPv4
IP Interface
Index IP Address IP Subnet Mask vID Type Action
192.168.2.115 255.255.255.0 100 Static

2 172.21.40.22 255.255.252.0 ] DHCP =

The following table describes the labels in this screen.

Table 55 SYSTEM > IP Setup > IP Status

LABEL DESCRIPTION

Domain Name Server

Domain Name This field displays the IP address of the DNS server.

Server

Source This field displays whether the DNS server address is configured manually (Static) or obtained
automatically using DHCPvA4.

IP Interface

Index This field displays the index number of an entry.

IP Address This field displays the IP address of the Switch in the IP domain.

IP Subnet Mask This field displays the subnet mask of the Switch in the IP domain.

VID This field displays the VLAN identification number of the IP domain on the Switch.

Type This shows whether this IP address is dynamically assigned from a DHCP server (DHCP) or
manually assigned (Static).

Renew Click this to renew the dynamic IP address.

Release Click this to release the dynamic IP address.

23.2.1 |IP Status Detalils

Use this screen to view IP status details. Click a number in the Index column in the SYSTEM > IP Setup > IP
Status screen to display the screen as shown next.
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Figure 114 SYSTEM > IP Setup > IP Status > IP Status Details: Static

IP Status

IP Status Details

Type

VID

IP Address

IP Subnet Mask

IP Setup

fus > IP Status Details

Network Proxy Configuration

The following table describes the labels in this screen.

Table 56 SYSTEM

> |P Setup > IP Status > IP Status Details: Static

LABEL

DESCRIPTION

Type This shows the IP address is manually assigned (Static).
VID This is the VLAN identification number to which an IP routing domain belongs.
IP Address This is the IP address of your Switch in dotted decimal notation for example 192.168.1.1.

IP Subnet Mask

This is the IP subnet mask of your Switch in dotted decimal notation for example 255.255.255.0.

Figure 115 SYSTEM > IP Setup > IP Status > IP Status Details: DHCP

IP Status

Status

IP Status Details

Type

WVID

IP Address

IP Subnet Mask
Lease Time
Renew Time
Rebind Time
Lease Time start
Lease Time End
Default Gateway
Primary DNS Server

IP Setup

= |P Status Details

Secondary DMS Server

Network Proxy Configuration

DHCP

1

192.148.1.100
255.255.255.0
172800 seconds
86400 seconds
138240 seconds
2022-01-01 03:57:48
2022-01-03 03:57:48
192.148.1.250
192.148.1.254
0.0.0.0

The following table describes the labels in this screen.

Table 57 SYSTEM

> |P Setup > IP Status > IP Status Details: DHCP

LABEL

DESCRIPTION

Type This shows the IP address is dynamically assigned from a DHCP server (DHCP).
VID This is the VLAN identification number to which an IP routing domain belongs.
IP Address This is the IP address of your Switch in dotted decimal notation for example 192.168.1.1.

IP Subnet Mask

This is the IP subnet mask of your Switch in dotted decimal notation for example 255.255.255.0.

Lease Time

This displays the length of time in seconds that this interface can use the current dynamic IP
address from the DHCP server.
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Table 57 SYSTEM > IP Setup > IP Status > |IP Status Details: DHCP (continued)

LABEL

DESCRIPTION

Renew Time

This displays the length of time from the lease start that the Switch will request to renew its
current dynamic IP address from the DHCP server.

Rebind Time

This displays the length of time from the lease start that the Switch will request to get any
dynamic IP address from the DHCP server.

Lease Time Start

This displays the date and time that the current dynamic IP address assignment from the DHCP
server began. You should configure date and time in SYSTEM > General Setup.

Lease Time End

This displays the date and time that the current dynamic IP address assignment from the DHCP
server will end. You should configure date and time in SYSTEM > General Setup.

Default This displays the IP address of the default gateway assigned by the DHCP server. 0.0.0.0 means
Gateway no gateway is assigned.

Primary / This displays the IP address of the primary and secondary DNS servers assigned by the DHCP
Secondary DNS | server. 0.0.0.0 means no DNS server is assigned.

Server

23.3 IP Setup

Use this screen to configure the default gateway device, the default domain name server and add IP
domains. Click SYSTEM > IP Setup > IP Setup in the navigation panel to display the screen as shown.

Note: The Switch allows you to set a static IP interface in the same subnet that already has a
DHCP-assigned IP interface on the Switch. The Switch will use the static IP you set and
the DHCP-assigned IP will be set to 0.0.0.0.

Figure 116 SYSTEM > IP Setup > IP Setup

IP Status IP Setup

IP Setup

Default Gateway

Domain Name Server 1

IP Interface

Network Proxy Configuration

D Add/Edit
Index IP Address IP Subnet Mazk VID Type
1 172.21.40.2 255.255.252.0 1 DHCP

The following table describes the labels in this screen.

Table 58 SYSTEM > IP Setup > IP Setup

LABEL DESCRIPTION

IP Setup

Default Type the IP address of the default outgoing gateway in dotted decimal notation, for example
Gateway 192.168.1.254.

Domain Name
Server 1/2

Enter a domain name server IPv4 address in order to be able to use a domain name instead of
an IP address.
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Table 58 SYSTEM > IP Setup > IP Setup (continued)

LABEL DESCRIPTION

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes ifitis turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to your previous configuration.

IP Interface

Use this section to view and configure IP routing domains on the Switch.

Index This field displays the index number of an entry.

IP Address This field displays the IP address of the Switch in the IP domain.

IP Subnet Mask This field displays the subnet mask of the Switch in the IP domain.

VID This field displays the VLAN identification number of the IP domain on the Switch.

Type This field displays the type of IP address status. Static or DHCP.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.

Add/Edit Click Add/Edit to add a new IP interface or edit a selected one.

Delete Click Delete to remove the selected IP interfaces.

23.3.1 Add/Edit IP Interfaces

Use this screen to add or edit IP interfaces. Click Add/Edit, or select an entry and click Add/Edit in the
SYSTEM > IP Setup > IP Setup screen to display this screen.

Figure 117 SYSTEM > IP Setup > IP Setup > Add/Edit

© DHCP Client
Option-80

Class-ID Zyxel Corporatiol

Static IP Address
IP Address

IP Subnet Mask

Apply Clear Cancel
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The following table describes the labels in this screen.

Table 59 SYSTEM > IP Setup > IP Setup > Add/Edit

LABEL

DESCRIPTION

DHCP Client

Select this option if you have a DHCP server that can assign the Switch an IP address, subnet
mask, a default gateway IP address and a domain name server IP address automatically.

Option-60

DHCP Option 60 is used by the Switch for identification to the DHCP server using the VCI
(Vendor Class Identifier) on the DHCP server. The Switch adds it in the initial DHCP discovery
message that a DHCP client broadcasts in search of an IP address. The DHCP server can assign
different IP addresses or options to clients with the specific VCI or reject the request from clients
without the specific VCI.

Select this and enter the device identity you want the Switch to add in the DHCP discovery
frames that go to the DHCP server. This allows the Switch to identify itself to the DHCP server.

Class-ID

Enter a string of up to 32 printable ASCII characters to identify this Switch to the DHCP server. For
example, Zyxel-TW. The string should notcontain [? ], [ 1 ,[']l.["].or[, ]

Static IP Address

Select this option if you do not have a DHCP server or if you wish to assign static IP address
information to the Switch. You need to fill in the following fields when you select this option.

IP Address Enter the IP address of your Switch in dotted decimal notation, for example, 192.168.1.1. This is
the IP address of the Switch in an IP routing domain.

IP Subnet Enter the IP subnet mask of an IP routing domain in dotted decimal notation, for example,

Mask 255.255.255.0.

VID Enter the VLAN identification number to which an IP routing domain belongs.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes ifitis turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.

23.4 Network Proxy Configuration

The proxy server of an organization may prohibit communication between the Switch and NCC (Nebula
Control Center) (See Section 20.1 on page 157). Use this screen to enable communication between the
Switch and NCC through the proxy server.

Figure 118 Network Proxy Configuration Application

| e EEE

Proxy
| NCC

As of this writing, this setting only allows communication between the Switch and the NCC.
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Figure 119 SYSTEM > IP Setup > Network Proxy Configuration

Active

Server

Port

Authentication

Username

Password

IP Status IP Setup Network Proxy Configuration

@ o J
| |
| |
@ o J
| |
| |

The following table describes the labels in this screen.

Table 60 SYSTEM > IP Setup > Network Proxy Configuration

LABEL DESCRIPTION

Active Enable the switch button to enable communication between the Switch and NCC through a
proxy server.

Server Enter the IP address (dotted decimal notation) or host name of the proxy server. When entering
the host name, up to 128 alphanumeric characters are allowed for the Serverexcept[?],[ | ]
['lor["]

Port Enter the port number of the proxy server (1 — 65535).

Authentication Enable the switch button to enable proxy server authentication using a Username and
Password.

Username Enter a login user name from the proxy server administrator. Up to 32 alphanumeric characters
are allowed for the Username except [? ], [ | 1,[']l,or["]

Password Enter a login password from the proxy server administrator. Up to 32 alphanumeric characters
are allowed for the Password except[?],[ 1 1.['],or["].

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes ifitis turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to reset the fields to your previous configuration.
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CHAPTER 24
IPVvO

24.1 IPv6 Overview

This chapter introduces the IPv6 screens.

24.1.1 What You Can Do

= Use the IPv6 Status screen (Section 24.2 on page 172) to view the IPv6 table and DNS server
information.

= Use the IPv6 Global Setup screen (Section 24.3 on page 175) to configure the global IPv6 settings.
= Use the IPv6 Interface Setup screen (Section 24.4 on page 176) to view and configure IPv6 interfaces.

= Use the IPv6 Link-Local Address Setup screen (Section 24.5 on page 177) to view and configure IPv6
link-local addresses.

= Use the IPv6 Global Address Setup screen (Section 24.6 on page 179) to view and configure IPv6
global addresses.

= Use the IPv6 Neighbor Discovery Setup screen (Section 24.7 on page 180) to view and configure
neighbor discovery settings on each interface.

= Use the IPv6 Router Discovery Setup screen (Section 24.8 on page 182) to view and configure router
discovery settings on each interface.

= Use the IPv6 Prefix Setup screen (Section 24.9 on page 183) to configure the Switch’s IPv6 prefix list for
each interface.

= Use the IPv6 Neighbor Setup screen (Section 24.10 on page 185) to configure static IPv6 neighbor
entries in the Switch’s IPv6 neighbor table.

= Use theDHCPv6 Client Setup screen (Section 24.11 on page 186) to configure the Switch’s DHCP
settings when it is acting as a DHCPv6 client.

24.2 |Pv6 Status

Click SYSTEM > IPv6 > IPv6 Status in the navigation panel to display the IPv6 status screen as shown next.
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Figure 120 SYSTEM > IPv6 > IPv6 Status
IPvé Status

Domain Name Server

Domain Name Server Source
IPvé Table
Index Interface Active
1 VLANI L on

The following table describes the labels in this screen.

Table 61 SYSTEM > IPv6 > IPv6 Status

LABEL DESCRIPTION

Domain Name Server

Domain Name | This field displays the IP address of the DNS server.

Server

Source This field displays whether the DNS server address is configured manually (Static) or obtained
automatically using DHCPv6.

IPv6 Table

Index This field displays the index number of an IPv6 interface. Click on an index number to view more
interface details.

Interface This is the name of the IPv6 interface you created.

Active This field displays whether the IPv6 interface is activated or not.

24.2.1 IPv6 Interface Status Details

Use this screen to view a specific IPv6 interface status and detailed information. Click an interface index
number in the SYSTEM > IPv6 > IPv6 Status screen. The following screen opens.
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Figure 121 SYSTEM > IPv6 > IPv6 Status > IPv6 Interface Details

IPvé Status
Pvé Status > IPvé Interface Details
Interface: VLANI1
I static IPvé Active (IIENTID I DHCPvé Client Active (JIENTD
MTU Size 1500 Identity Association
ICMPvé Rate Limit Bucket Size 100
Jorate HmiBuEReT o 1A Type IANA
ICMPvé Rate Limit Error Interval 1000
1AID 11
ND DAD Active [ on ]
Number of DAD Attempts 1 i 0
NS-interval [millisecond) 1000 T2 0
ND Reachable Time [milisecond) 30000 State
Link-Local Address feSC-::ééé:f_fff:bbbb:bbbb;‘bfl sID
[preferred)]
Global Unicast Address Address
702::2 Preferred Lifefime 0
Joined Group Addrass Egé: Valid Lifetime 0
ff02::1:ffaa:bb19
od DNS
Domain List
Restart DHCPvé Client Restart

The following table describes the labels in this screen.

Table 62 SYSTEM > [Pv6 > |IPv6 Status > IPv6 Interface Details

LABEL

DESCRIPTION

Static IPv6 Active

This field displays whether the IPv6 interface is activated or not.

MTU Size This field displays the Maximum Transmission Unit (MTU) size for IPv6 packets on this interface.

ICMPV6 This field displays the maximum number of ICMPv6 error messages which are allowed to transmit

Rate Limit in a given time interval. If the bucket is full, subsequent error messages are suppressed.

Bucket Size

ICMPV6 This field displays the time period (in milliseconds) during which ICMPv6 error messages of up to

Er?é? Limit | the bucket size can be transmitted. 0 means no limit.

Interval

ND DAD This field displays whether Neighbor Discovery (ND) Duplicate Address Detection (DAD) is

Active enabled on the interface.

Number of | This field displays the number of consecutive neighbor solicitations the Switch sends for this

DAD interface.

Attempts

NS-Interval | This field displays the time interval (in milliseconds) at which neighbor solicitations are re-sent for

gmllllsecon this interface.

ND This field displays how long (in milliseconds) a neighbor is considered reachable for this interface.

Reachable

Time

(millisecon

d

Link-Local This field displays the Switch’s link-local IP address and prefix generated by the interface. It also

Address shows whether the IP address is preferred, which means it is a valid address and can be used as a
sender or receiver address.
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Table 62 SYSTEM > IPv6 > IPv6 Status > IPv6 Interface Details (continued)

LABEL DESCRIPTION

Global This field displays the Switch’s global unicast address to identify this interface.

Unicast

Address

Joined This field displays the IPv6 multicast addresses of groups the Switch’s interface joins.

Group

Address

DHCPv6 Client Active

This field displays whether the Switch acts as a DHCPv6 client to get an IPv6 address from a DHCPV6 server.
Identity Association

An Identity Association (IA) is a collection of addresses assigned to a DHCP client, through which the server and
client can manage a set of related IP addresses. Each IA must be associated with exactly one interface.

IA Type The IA type is the type of address in the IA. Each IA holds one type of address. IA_NA means an
identity association for non-temporary addresses and IA_TA is an identity association for
temporary addresses.

IAID Each IA consists of a unique IAID and associated IP information.

T1 This field displays the DHCPv6 T1 timer. After T1, the Switch sends the DHCPV6 server a Renew
message.

An IA_NA option contains the T1 and T2 fields, but an IA_TA option does not. The DHCPV6 server
uses T1 and T2 to control the time at which the client contacts with the server to extend the
lifetimes on any addresses in the IA_NA before the lifetimes expire.

T2 This field displays the DHCPv6 T2 timer. If the time T2 is reached and the server does not respond,
the Switch sends a Rebind message to any available server.

State This field displays the state of the TA. It shows
Active when the Switch obtains addresses from a DHCpv6 server and the TA is created.

Renew when the TA’s address lifetime expires and the Switch sends out a Renew message.
Rebind when the Switch does not receive a response from the original DHCPv6 server and sends
out a Rebind message to another DHCPV6 server.

SID This field displays the DHCPv6 server’s unique ID.

Address This field displays the Switch’s global address which is assigned by the DHCPV6 server.

Preferred This field displays how long (in seconds) that the global address remains preferred.

Lifetime

Valid This field displays how long (in seconds) that the global address is valid.

Lifetime

DNS This field displays the DNS server address assigned by the DHCPV6 server.

Domain List This field displays the address record when the Switch queries the DNS server to resolve domain
names.

Restart Click Restart to send a new DHCP request to the DHCPvV6 server and update the IPv6 address and

DHCPv6 Client | DNS information for this interface.

24.3 IPv6 Global Setup

Use this screen to configure the global IPv6 settings. Click SYSTEM > IPv6 > IPv6 Global Setup to display
the screen as shown next.
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Figure 122 SYSTEM > IPv6 > IPv6 Global Setup

IPvé Hop Limit

IPvé Global Setup

ICMPvé Rate Limit Bucket Size

CIMPwé Rate Limit Error Interval 1000 milliseconds

Cancel Clear

64

o
IiI

The following table describes the labels in this screen.

Table 63 SYSTEM > IPv6 > IPv6 Global Setup

LABEL DESCRIPTION

IPv6 Hop Limit | Specify the maximum number of hops (from 1 to 255) in router advertisements. This is the
maximum number of hops on which an IPv6 packet is allowed to transmit before it is discarded by
an IPv6 router, which is similar to the TTL field in IPv4.

ICMPvV6 Rate Specify the maximum number of ICMPV6 error messages (from 1 to 200) which are allowed to

Limit Bucket transmit in a given time interval. If the bucket is full, subsequent error messages are suppressed.

Size

ICMPv6 Rate Specify the time period (from 0 to 2147483647 milliseconds) during which ICMPvV6 error messages

Limit Error of up to the bucket size can be transmitted. 0 means no limit.

Interval

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

Clear Click Clear to reset the fields to the factory defaults.

24.4 1Pv6 Interface Setup

Use this screen to view and configure an IPv6 interface you create in the SYSTEM > Interface Setup
screen. Click SYSTEM > IPv6 > IPv6 Interface Setup to display the screen as shown next.

Figure 123 SYSTEM > IPv6 > IPv6 Interface Setup

IPvé Interface Setup

# Edit

Index Interface Active

1 VLANI [ on ]

The following table describes the labels in this screen.

Table 64 SYSTEM > IPv6 > IPv6 Interface Setup

LABEL DESCRIPTION

Index This is the interface index number.

Interface This is the name of the IPv6 interface you created.

Active This field displays whether the IPv6 interface is activated or not.
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Table 64 SYSTEM > IPv6 > IPv6 Interface Setup (continued)

LABEL DESCRIPTION

Select an entry’s check box to select a specific entry.

Edit Click Edit to edit the selected interface.

24.4.1 Edit an IPv6 Interface

Use this screen to turn on or off an IPv6 interface you create in the SYSTEM > Interface Setup screen.
Select an entry and click Edit in the SYSTEM > IPv6 > IPv6 Interface Setup screen to display the screen as
shown next.

Figure 124 SYSTEM > IPv6 > IPv6 Interface Setup > Edit

Interface
Active m ]

Clear Cancel

The following table describes the labels in this screen.

Table 65 SYSTEM > IPv6 > IPv6 Interface Setup > Edit

LABEL DESCRIPTION

Interface Select the IPv6 interface you want to configure.

Active Enable the switch button to enable the interface.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these

changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.

24.5 IPv6 Link-Local Address Setup

Alink-local address uniquely identifies a device on the local network (the LAN). It is similar to a “private IP
address” in IPv4. You can have the same link-local address on multiple interfaces on a device. A link-
local unicast address has a predefined prefix of fe80::/10.

Use this screen to view and configure the interface’s link-local address and default gateway. Click
SYSTEM > IPv6 > IPv6 Addressing > IPv6 Link-Local Address Setup to display the screen as shown next.

Note: You should first create an IPv6 interface in the SYSTEM > Interface Setup screen.
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Figure 125 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Link-Local Address Setup

IPvé Link-Local Address Setup IPvé Global Address Setup

@ Edit

Index Interface IPv4 Link-Local Address IPvé Default Gateway

1 VLANI

The following table describes the labels in this screen.

Table 66 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Link-Local Address Setup

LABEL DESCRIPTION
Index This is the interface index number.
Interface This is the name of the IPv6 interface you created.
IPv6 Link-Local | Thisis the static IPv6 link-local address for the interface.
Address
IPv6 Default This is the default gateway IPv6 address for the interface.
Gateway

Select an entry’s check box to select a specific entry.
Edit Click Edit to edit the selected entry.

24.5.1 Edit an IPv6 Link-Local Address

Use this screen to configure the link-local address and default gateway of an IPv6 interface you create
in the SYSTEM > Interface Setup screen. Select an entry and click Edit in the SYSTEM > IPv6 > IPv6
Addressing > IPv6 Link-Local Address Setup screen to display this screen.

Figure 126 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Link-Local Address Setup > Edit

Interface

Link-Local Address | |

Default Gateway | |

Apply Clear Cancel

The following table describes the labels in this screen.

Table 67 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Link-Local Address Setup > Edit

LABEL DESCRIPTION

Interface Select the IPv6 interface you want to configure.

Link-Local Manually configure a static IPv6 link-local address for the interface.

Address

Default Set the default gateway IPv6 address for the interface. When an interface cannot find a routing
Gateway information for a frame’s destination, it forwards the packet to the default gateway.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these

changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.
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24.6 IPv6 Global Address Setup

Use this screen to view and configure the interface’s IPv6 global address. Click SYSTEM > IPv6 Addressing
> |Pv6 Global Address Setup to display the screen as shown next.

Figure 127 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Global Address Setup
IPvé Link-Local Address Setup IPvé Global Address Setup

IPvé Domain Name Server

Domain Name Server 1 | |

Domain Name Server 2 | |

Apply Cancel

IPvé Global Address Setup

© Add/Edit

Index Interface IPvé Global Address/Prefix Length EUI-64

The following table describes the labels in this screen.

Table 68 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Global Address Setup

LABEL DESCRIPTION

IPv6é Domain Name Server

Domain Name | Enter a domain name server IPv6 address in order to be able to use a domain name instead of an
Server 1/2 IP address.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click this to reset the Domain Name Server values in this screen to their last-saved values.

IPv6 Global Address Setup

Index This is the interface index number.

Interface This is the name of the IPv6 interface you created.

IPv6 Global This field displays the IPv6 global address and prefix length for the interface.

Address/Prefix

Length

EUI-64 This shows whether the interface ID of the global address is generated using the EUI-64 format.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.

Add/Edit Click Add/Edit to add a new entry or edit a selected one.

Delete Click Delete to remove the selected entries.

24.6.1 Add/Edit an IPv6 Global Address

Use this screen to configure the interface’s IPv6 global address. Click Add/Edit, or select an entry and
click Add/Edit in the SYSTEM > IPv6 Addressing > IPv6 Global Address Setup screen to display this screen.
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Figure 128 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Global Address Setup > Add/Edit

Interface

Prefix Length

IPvé Global Address

‘ | EUI-64
]
Clear Cancel

The following table describes the labels in this screen.

Table 69 SYSTEM > IPv6 > IPv6 Addressing > IPv6 Global Address Setup > Add/Edit

LABEL DESCRIPTION

Interface Select the IPv6 interface you want to configure.

IPv6 Global Manually configure a static IPv6 global address for the interface.
Address

Prefix Length

Specify an IPv6 prefix length that specifies how many most significant bits (start from the left) in
the address compose the network address.

EUI-64 Select this option to have the interface ID be generated automatically using the EUI-64 format.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.

24.7 IPve Neighbor Discovery Setup

Use this screen to configure neighbor discovery settings for each interface. Click SYSTEM > IPv6 > IPv6
Neighbor Discovery > IPv6 Neighbor Discovery Setup to display the screen as shown next.

Figure 129 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Neighbor Discovery Setup

IPvé Neighbor Discovery Setup

Index

IPvé Router Discovery Setup IPvé Prefix Setup

Interface DAD Attempts NS Interval Reachable Time
VLANI 1 1000 30000
VLANS 1 1000 30000

The following table describes the labels in this screen.

Table 70 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Neighbor Discovery Setup

LABEL DESCRIPTION
Index This is the interface index number.
Interface This is the name of the IPv6 interface you created.

DAD Attempts

This field displays the number of consecutive neighbor solicitations the Switch sends for this
interface.
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Table 70 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Neighbor Discovery Setup (continued)

LABEL DESCRIPTION
NS Interval This field displays the time interval (in milliseconds) at which neighbor solicitations are re-sent for
this interface.
Reachable This field displays how long (in milliseconds) a neighbor is considered reachable for this interface.
Time
Select an entry’s check box to select a specific entry.
Edit Click Edit to edit the selected entry.

24.7.1 Edit an IPv6 Neighbor Discovery

Use this screen to configure neighbor discovery settings for each interface. Select an entry and click Edit
in the SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Neighbor Discovery Setup screen to display this

screen.

Figure 130 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Neighbor Discovery Setup > Edit

Interface
DAD Afttempts
NS Interval

Reachable Time

VLANT v

1000 milliseconds

30000 milliseconds

Clear Cancel

The following table describes the labels in this screen.

Table 71 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Neighbor Discovery Setup > Edit

LABEL

DESCRIPTION

Interface

Select the IPv6 interface you want to configure.

DAD Attempts

The Switch uses Duplicate Address Detection (DAD) with neighbor solicitation and advertisement
messages to check whether an IPv6 address is already in use before assigning it to an interface.

Specify the number of consecutive neighbor solicitations (from 0 to 600) the Switch sends for this
interface. Enter 0 to turn off DAD.

NS Interval Specify the time interval (from 1000 to 3600000 milliseconds) at which neighbor solicitations are re-
sent for this interface.

Reachable Specify how long (from 1000 to 3600000 milliseconds) a neighbor is considered reachable for this

Time interface.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.
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24.8 IPv6 Router Discovery Setup

Use this screen to configure router discovery settings for each interface. Click SYSTEM > IPv6 > IPv6
Neighbor Discovery > IPv6 Router Discovery Setup to display the screen as shown next.

Figure 131 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Router Discovery Setup

5]

IPvé Neighbor Discovery Setup IPvé Router Discovery Setup IPvé Prefix Setup

Index

Minimum Maximum

Interface Flags Intarval Wdervel Lifefime Suppress
VLANT M 200 600 1800 OFF
VLANS 200 400 1800 OFF

The following table describes the labels in this screen.

Table 72 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Router Discovery Setup

LABEL DESCRIPTION

Index This is the interface index number.

Interface This is the name of the IPv6 interface you created.

Flags This field displays whether IPv6 hosts use DHCPv6 to obtain IPv6 stateful addresses (M) and/

or additional configuration settings (O).

Minimum Interval

This field displays the minimum time interval at which the Switch sends router
advertisements for this interface.

Maximum Interval

This field displays the maximum time interval at which the Switch sends router
advertisements for this interface.

Lifetime This field displays how long the router in router advertisements can be used as a default
router for this interface.

Suppress This field displays whether the Switch sends router advertisements and responses to router
solicitations on this interface (ON) or not (OFF).
Select an entry’s check box to select a specific entry.

Edit Click Edit to edit the selected entry.

24.8.1 Edit IPv6 Router Discovery

Use this screen to configure router discovery settings for each interface. Select an entry and click Edit in
the SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Router Discovery Setup screen to display the screen

as shown next.
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Figure 132 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Router Discovery Setup > Edit

nterface

Flags

Minirmum Interva
Maximum Interval
Lifetime

Suppress

Apply Clear Cancel

VLANT »

Managed Config Flag
Cther Config Flag

200 seconds
&00 seconds

1800 seconds

!

The following table describes the labels in this screen.

Table 73 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Router Discovery Setup > Edit

LABEL DESCRIPTION
Interface Select the IPv6 interface you want to configure.
Flags Select the Managed Config Flag option to have the Switch set the “managed address

configuration” flag (the M flag) to 1 in IPv6 router advertisements, which means IPv6 hosts
use DHCPV6 to obtain IPv6 stateful addresses. De-select the option to set the flag to 0 and
the host will not use DHCPV6 to obtain IPv6 stateful addresses.

Select the Other Config Flag option to have the Switch set the “Other stateful
configuration” flag (the O flag) to 1 in IPv6 router advertisements, which means IPv6 hosts
use DHCPV6 to obtain additional configuration settings, such as DNS information. De-select
the option to set the flag to 0 and the host will not use DHCPv6 to obtain additional
configuration settings.

Minimum Interval

Specify the minimum time interval (from 3 to 1350 seconds) at which the Switch sends
router advertisements for this interface.

Note: The minimum time interval cannot be greater than three-quarters of the
maximum time interval.

Maximum Interval

Specify the maximum time interval (from 4 to 1800 seconds) at which the Switch sends
router advertisements for this interface.

Lifetime Specify how long (from 0 to 9000 seconds) the router in router advertisements can be used
as a default router for this interface.

Suppress Enable the switch button to set the Switch to not send router advertisements and
responses to router solicitations on this interface.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes ifitis turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.

24.9 IPv6 Prefix Setup

Use this screen to configure the Switch’s IPv6 prefix list for each interface. Click SYSTEM > IPv6 > IPv6
Neighbor Discovery > IPv6 Prefix Setup to display the screen as shown next.
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Figure 133 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Prefix Setup

IPvé Neighbor Discovery Setup

Index

IPvé Router Discovery Setup IPvé Prefix Setup

© Add/Edit
Interface Prefix .Vd.l id Pr_e felrred
Lifetime Lifetime

The following table describes the labels in this screen.

Table 74 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Prefix Setup

LABEL DESCRIPTION

Index This is the interface index number.

Interface This is the name of the IPv6 interface you created.

Prefix This field displays the IPv6 prefix and prefix length that the Switch includes in router
advertisements for this interface.

Valid Lifetime This field displays the IPv6 prefix valid lifetime.

Preferred Lifetime

This field displays the preferred lifetime of an IPv6 address generated from the prefix.

Select an entry’s check box to select a specific entry. Otherwise, select the check box in
the table heading row to select all entries.

Add/Edit

Click Add/Edit to add a new entry or edit a selected one.

Delete

Click Delete to remove the selected entries.

24.9.1 Add/Edit IPv6 Prefix

Use this screen to configure the Switch’s IPv6 prefix list for each interface. Click Add/Edit, or select an
entry and click Add/Edit in the SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Prefix Setup screen to

display this screen.

Figure 134 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Prefix Setup > Add/Edit

Interface

Prefix

Prefix Length
Valid Lifetime
Preferred Lifefime

Flags

| |

No-Autoconfig Flag
No-Onlink Flag
No-Advertise Flag

Clear Cancel

The following table describes the labels in this screen.

Table 75 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Prefix Setup > Add/Edit

LABEL DESCRIPTION
Interface Select the IPv6 interface you want to configure.
Prefix Set the IPv6 prefix that the Switch includes in router advertisements for this interface.
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24.10

Table 75 SYSTEM > IPv6 > IPv6 Neighbor Discovery > IPv6 Prefix Setup > Add/Edit (continued)

LABEL

DESCRIPTION

Prefix Length

Set the prefix length that the Switch includes in router advertisements for this interface.

Valid Lifetime

Specify how long (from 0 to 4294967295 seconds) the prefix is valid for on-link
determination.

Preferred Lifetime

Specify how long (from 0 to 4294967295 seconds) that addresses generated from the prefix
remain preferred.

The preferred lifetime cannot exceed the valid lifetime.

Flags

Select No-Autoconfig Flag to not allow IPv6 hosts to use this prefix.
Select No-Onlink Flag to not allow the specified prefix to be used for on-link determination.

Select No-Advertise Flag to set the Switch to not include the specified IPv6 prefix, prefix
length in router advertisements for this interface.

Apply

Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Clear

Click Clear to clear the fields to the factory defaults.

Cancel

Click Cancel to not save the configuration you make and return to the last screen.

IPv6 Neighbor Setup

Use this screen to view and configure static IPv6 neighbor entries in the Switch’s IPv6 neighbor table to
store the neighbor information permanently. Click SYSTEM > IPv6 > IPv6 Neighbor Setup to display the

screen as shown next.

Figure 135 SYSTEM > IPv6 > IPv6 Neighbor Setup

IPvé Neighbor Setup

Add/Edit
Index Interface Neighbor Address MAC
The following table describes the labels in this screen.
Table 76 SYSTEM > IPv6 > IPv6 Neighbor Setup
LABEL DESCRIPTION
Index This is the interface index number.
Interface This is the name of the IPv6 interface you created.
Neighbor This field displays the IPv6 address of the neighboring device which can be reached through the
Address interface.
MAC This field displays the MAC address of the neighboring device which can be reached through the
interface.
Select an entry’s check box to select a specific entry. Otherwise, select the check box in the table
heading row to select all entries.
Add/Edit Click Add/Edit to add a new entry or edit a selected one.
Delete Click Delete to remove the selected entries.
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24.10.1 Add/Edit IPv6 Neighbor

Use this screen to create a static IPv6 neighbor entry. Click Add/Edit, or select an entry and click Add/
Edit in the SYSTEM > IPv6 > IPv6 Neighbor Setup screen to display this screen.

Figure 136 SYSTEM > IPv6 > IPv6 Neighbor Setup > Add/Edit

Inferface VLAN v

Neighbor Address ‘ |

MAC ‘ |

Apply Clear Cancel

The following table describes the labels in this screen.

Table 77 SYSTEM > IPv6 > IPv6 Neighbor Setup > Add/Edit

LABEL DESCRIPTION

Interface Select the type of IPv6 interface for which you want to configure. The Switch supports the VLAN
interface type for IPv6 at the time of writing.

Interface ID Specify a unique identification number (from 1 to 4094) for the interface.

A static IPv6 neighbor entry displays in the MONITOR > IPv6 Neighbor Table screen only when the
interface ID is also created in the SYSTEM > Interface Setup screen.

To have IPv6 function properly, you should configure a static VLAN with the same ID number in the
SWITCHING > VLAN screens.

Neighbor Specify the IPv6 address of the neighboring device which can be reached through the interface.

Address

MAC Specify the MAC address of the neighboring device which can be reached through the
interface.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these

changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.

24.11 DHCPv6 Client Setup

Use this screen to configure the Switch’s DHCP settings when it is acting as a DHCPV6 client. Click SYSTEM
> |Pv6 > DHCPV6 Client Setup to display the screen as shown next.
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Figure 137 SYSTEM > IPv6 > DHCPvV6 Client Setup

IPv6 DHCPvé Client Setup

Index

Rapid- - Information
Commit ot LRI Refresh Minimum

Interface 1A-NA

The following table describes the labels in this screen.

Table 78 SYSTEM > IPv6 > DHCPV6 Client Setup

LABEL DESCRIPTION

Index This is the interface index number.

Interface This is the name of the IPv6 interface you created.

IA-NA This field displays whether the Switch obtains a nhon-temporary IP address from the DHCPV6 server.

Rapid-Commit

This field displays whether the Switch obtains information from the DHCPV6 server by a rapid two-
message exchange.

DNS This field displays whether the Switch obtains DNS server IPv6 addresses from the DHCPv6 server.
Domain-List This field displays whether the Switch obtains a list of domain hames from the DHCP server.
Information This field displays the time interval (in seconds) at which the Switch exchanges other configuration
Refresh information with a DHCPvV6 server again.
Minimum

Select an entry’s check box to select a specific entry.
Edit Click Edit to edit the selected entry.

24.11.1 Edit DHCPv6 Client

Use this screen to configure the Switch’s DHCP settings when it is acting as a DHCPv6 client. Select an
entry and click Edit in the SYSTEM > IPv6 > DHCPvV6 Client Setup screen to display this screen.

Figure 138 SYSTEM > IPv6 > DHCPv6 Client Setup > Edit

Interface
1A Type
Options

Information Refresh Minimum 86400 seconds

VLANT

|A-NA Rapid-Commit
DNS
Domain-List

Apply Clear Cancel
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The following table describes the labels in this screen.

Table 79 SYSTEM > IPv6 > DHCPv6 Client Setup > Edit

LABEL DESCRIPTION

Interface Select the IPv6 interface you want to configure.

IA Type Select IA-NA to set the Switch to get a non-temporary IP address from the DHCPV6 server for this
interface.
Optionally, you can also select Rapid-Commit to have the Switch send its DHCPv6 Solicit message
with a Rapid Commit option to obtain information from the DHCPV6 server by a rapid two-
message exchange. The Switch discards any Reply messages that do not include a Rapid
Commit option. The DHCPvV6 server should also support the Rapid Commit option to have it work
well.

Options Select DNS to have the Switch obtain DNS server IPv6 addresses and/or select Domain-List to
have the Switch obtain a list of domain names from the DHCP server.

Information Specify the time interval (from 600 to 4294967295 seconds) at which the Switch exchanges other

Refresh configuration information with a DHCPv6 server again.

Minimum

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.
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CHAPTER 25
Logins

25.1 Set Up Login Accounts

Up to five people (one administrator and four non-administrators) may access the Switch through Web
Configurator at any one time.

= An administrator is someone who can both view and configure Switch changes. The user name for
the Administrator is always admin. The default administrator password is 1234.

Note: It is highly recommended that you change the default administrator password (1234).

= A non-administrator (user name is something other than admin) is someone who can view and/or
configure Switch settings. The configuration right varies depending on the user’s privilege level.

Click SYSTEM> Logins to view the screen as shown.

Figure 139 SYSTEM > Logins

Logins

Administrator

Old Password | ‘
|

New Password |

Retype to confirm | ‘

Please record your new password whenever you change it. The system will lock you out if
you have forgotten your password.
Edit Logins
Login User Name Password Retype to confirm Privilege
1 | | | | | L
2 | || | | | L]
3 | || | | | ]
4 | || | | | L

Apply Cancel

Note: The input string in any field of this screen should not contain [? ], [ 1.['].["1or [, ]
In the Password fields, [ space ] is also not allowed.
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The following table describes the labels in this screen.

Table 80 SYSTEM > Logins

LABEL DESCRIPTION

Administrator

This is the default administrator account with the “admin” user name. You cannot change the default administrator
user name.

Old Password Type the existing system password (1234 is the default password when shipped).

New Password | Enter your new system password. You can enter up to 32 printable ASCIl characters.

Retype to Retype your new system password for confirmation. You can enter up to 32 printable ASCII
confirm characters.
Edit Logins

You may configure passwords for up to four users. These users can have read-only or read/write access.

Note: You can give users higher privileges through the Web Configurator or the CLI. For more
information on assigning privileges through the CLI see the Ethernet Switch CLI Reference Guide.

Login This is the index of an user account.

User Name Set a user name (up to 32 printable ASCIl charactersexcept [?,[ 1 1.[']L.["].or[, D).
Password Enter your new system password.

Retype to Retype your new system password for confirmation.

confirm

Privilege Type the privilege level for this user. At the time of writing, users may have a privilege level of 0,

3, 13, or 14 representing different configuration rights as shown below.

= 0- Display basic system information.
= 3 - Display configuration or status.
= 13 - Configure features except for login accounts, SNMP user accounts, the

authentication method sequence and authorization settings, multiple logins, administrator
and enable passwords, and configuration information display.

= 14 - Configure login accounts, SNMP user accounts, the authentication method
sequence and authorization settings, multiple logins, and administrator and enable
passwords, and display configuration information.

Users can run command lines if the session’s privilege level is greater than or equal to the
command’s privilege level. The session privilege initially comes from the privilege of the login
account. For example, if the user has a privilege of 5, he or she can run commands that
requires privilege level of 5 or less but not more.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes ifit is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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CHAPTER 26
SNMP

26.1 SNMP Overview

This chapter introduces the SNMP screens and shows you how to setup SNMP settings for management.

26.1.1 What You Can Do

= Use the SNMP screen (Section 26.2 on page 191) to configure general SNMP settings.

= Use the SNMP User screen (Section 26.3 on page 193) to create SNMP users for authentication with
managers using SNMP v3 and associate them to SNMP groups.

= Use the SNMP Trap Group screen (Section 26.4 on page 195) to specify the types of SNMP traps that
should be sent to each SNMP manager.

= Use the SNMP Trap Port screen (Section 26.5 on page 196) to enable/disable sending SNMP traps on a
port.

26.2 Configure SNMP

Use this screen to configure your SNMP settings.

Click SYSTEM > SNMP to view the screen as shown.
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Figure 140 SYSTEM > SNMP

General Setting

SNMP SNMP User SNMP Trap Group SNMP Trap Port

Yersion

Get Community |pub|\'<: |

Set Community |pub|\'c |

Trap Community |pub|\'<: |

Trap Destination

Index Version IP Port Username
1 [0.0.0.0 | |2 || |
2 v2ev| 0000 | 162 | | |
3 v2cv|  [0000 | |12 || |
; 0009 | [ | | |
Apply Cancel

Note: The string of any field in this screen should notcontain [?],[ | 1,['l.["1or[, 1.

The following table describes the labels in this screen.

Table 81 SYSTEM > SNMP

LABEL

DESCRIPTION

General Setting

Use this section to specify the SNMP version and community (password) values.

Version

Select the SNMP version for the Switch. The SNMP version on the Switch must match the
version on the SNMP manager. Choose SNMP version 2c¢ (v2c), SNMP version 3 (v3) or both
(v3v2c).

SNMP version 2c is backwards compatible with SNMP version 1.

Get Community

Enter the Get Community string, which is the password for the incoming Get- and GetNext-
requests from the management station.

The Get Community string is only used by SNMP managers using SNMP version 2c or lower.

Set Community

Enter the Set Community string, which is the password for incoming Set- requests from the
management station.

The Set Community string is only used by SNMP managers using SNMP version 2c or lower.

Trap Community

Enter the Trap Community string, which is the password sent with each trap to the SNMP
manager.

The Trap Community string is only used by SNMP managers using SNMP version 2c or lower.

Trap Destination

Use this section to configure where to send SNMP traps from the Switch.

Index This is the index of a trap destination.
Version Specify the version of the SNMP trap messages.
P Enter the IP addresses of up to four managers to send your SNMP traps to.
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Table 81 SYSTEM > SNMP (continued)

LABEL DESCRIPTION

Port Enter the port number upon which the manager listens for SNMP traps.

Username Enter the user name to be sent to the SNMP manager along with the SNMP v3 trap.

This user name must match an existing account on the Switch (configured in the SYSTEM >
SNMP > SNMP User screen).

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

26.3 Configure SNMP User

Use this screen to create SNMP users for authentication with managers using SNMP v3 and associate
them to SNMP groups. An SNMP user is an SNMP manager. Click SYSTEM > SNMP > SNMP User to view the

screen as shown.

Figure 141 SYSTEM > SNMP > SNMP User

SNMP SNMP User SNMP Trap Group SNMP Trap Port
© Add/Edit
Index Username S Authentication Privacy Group
Level

The following table describes the labels in this screen.

Table 82 SYSTEM > SNMP > SNMP User

LABEL DESCRIPTION
Index This is a read-only number identifying a login account on the Switch.
Username This field displays the user name of a login account on the Switch.

Security Level

This field displays whether you want to implement authentication and/or encryption for SNMP
communication with this user.

Authentication This field displays the authentication algorithm used for SNMP communication with this user.
Privacy This field displays the encryption method used for SNMP communication with this user.
Group This field displays the SNMP group to which this user belongs.
Select an entry’s check box to select a specific entry. Otherwise, select the check box in the
table heading row to select all entries.
Add/Edit Click Add/Edit to add a new entry or edit a selected one.
Delete Click Delete to remove the selected entries.

26.3.1 Add/Edit SNMP User

Use this screen to create SNMP users for authentication with managers using SNMP v3 and associate
them to SNMP groups. An SNMP user is an SNMP manager. Click Add/Edit, or select an entry and click
Add/Edit in the SYSTEM > SNMP > SNMP User screen to view the screen.
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Note: Use the user name and password of the login accounts you specify in this screen to
create accounts on the SNMP v3 manager.

Figure 142 SYSTEM > SNMP > SNMP User > Add/Edit

Usemaome
Security Level
Authenfication
Privacy

Group

| |

D5 v Password | |

Password | |

Apply Clear Cancel

The following table describes the labels in this screen.

Table 83 SYSTEM > SNMP > SNMP User > Add/Edit

LABEL

DESCRIPTION

Username

Specify the user name (up to 32 printable ASCII characters) of a login account on the Switch.
The string should notcontain [? ], [ 1 I.['], ["]or[,]

Security Level

Select whether you want to implement authentication and/or encryption for SNMP
communication from this user. Choose:

= no auth - to use the user name as the password string to send to the SNMP manager. This is
equivalent to the Get, Set and Trap Community in SNMP v2c. This is the lowest security
level.

= auth - to implement an authentication algorithm for SNMP messages sent by this user.

= priv -to implement authentication and encryption for SNMP messages sent by this user.
This is the highest security level.

Note: The settings on the SNMP manager must be set at the same security level or
higher than the security level settings on the Switch.

Authentication Select an authentication algorithm. MD5 (Message Digest 5) and SHA (Secure Hash Algorithm)
are hash algorithms used to authenticate SNMP data. SHA authentication is generally
considered stronger than MD5, but is slower.

Password Enter the password of up to 32 printable ASCIl characters (except[?],[ 1 1.['].["] [space],
or [, ]) for SNMP user authentication.

Privacy Specify the encryption method for SNMP communication from this user. You can choose one
of the following:
= DES - Data Encryption Standard is a widely used (but breakable) method of data

encryption. It applies a 56-bit key to each 64-bit block of data.
= AES - Advanced Encryption Standard is another method for data encryption that also
uses a secret key. AES applies a 128-bit key to 128-bit blocks of data.
Password Enter the password of up to 32 printable ASCIl characters (except[?],[ | .['],["], [space],
or [, ]) for encrypting SNMP packets.
Group SNMP v3 adopts the concept of View-based Access Control Model (VACM) group. SNMP

managers in one group are assigned common access rights to MIBs. Specify in which SNMP
group this user is.

admin — Members of this group can perform all types of system configuration, including the
management of administrator accounts.

read-write — Members of this group have read and write rights, meaning that the user can
create and edit the MIBs on the Switch, except the user account and AAA configuration.

read-only — Members of this group have read rights only, meaning the user can collect
information from the Switch.
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Table 83 SYSTEM > SNMP > SNMP User > Add/Edit (continued)

LABEL DESCRIPTION

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Clear Click Clear to clear the fields to the factory defaults.

Cancel Click Cancel to not save the configuration you make and return to the last screen.

26.4 SNMP Trap Group

Use this screen to specify the types of SNMP traps that should be sent to each SNMP manager. Click
SYSTEM > SNMP > SNMP Trap Group to view the screen as shown.

Figure 143 SYSTEM > SNMP > SNMP Trap Group

SNMP SNMP User

Trap Destination IP

I System
coldstart
temperature
timesyne

poe

ping

SNMP Trap Group SNMP Trap Port

I Interface
warmstart fanspeed inkup inkdown Idp
voltage reset transceiver-ddm storm-coniro! zuld
oopguard errdisable flex-link
oginrecord custom-ca

I AAA

authentication autherization accounfing

| O switeh

traceroute stp mactable rnan

classifier

Cancel

The following table describes the labels in this screen.

Table 84 SYSTEM > SNMP > SNMP Trap Group

LABEL

DESCRIPTION

Trap Destination IP

Select one of your configured trap destination IP addresses. These are the IP addresses of the
SNMP managers. You must first configure a trap destination IP address in the SYSTEM > SNMP >
SNMP screen.

Use the rest of the screen to select which traps the Switch sends to that SNMP manager.

Select the individual SNMP traps that the Switch is to send to the SNMP station.

The traps are grouped by category. Selecting a category in the heading row automatically
selects all of the SNMP traps under that category. Clear the check boxes for individual traps
that you do not want the Switch to send to the SNMP station. Clearing a category’s check
box automatically clears all of the category’s trap check boxes (the Switch only sends traps
from selected categories).

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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26.5 Enable or Disable Sending of SNMP Traps on a Port

Click SYSTEM > SNMP > SNMP Trap Port to view the screen as shown. Use this screen to set whether a trap
received on the ports would be sent to the SNMP manager.

Figure 144 SYSTEM > SNMP > SNMP Trap Port (Standalone Mode)
SNMP SNMP User SNMP Trap Group SNMP Trap Port

Options | loopguard v

Port Active

~N0e i AR W N
SO @@

\/\/\/\,\/\/\/\/\/
\/\/\/\/\/\/\/\/\/

Apply Cancel

Figure 145 SYSTEM > SNMP > SNMP Trap Port (Stacking Mode)
SNMP SNMP User SNMP Trap Group SNMP Trap Port

Options |loopguard v

Port Active
1/
1/1
1/2
1/3
1/4
1/5
1/6
1/7

\/\/\/\/\/\/\/\/\/
_ T~

BRI

Apply Cancel
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The following table describes the labels in this screen.

Table 85 SYSTEM > SNMP > SNMP Trap Port

LABEL DESCRIPTION
Options Select the trap type you want to configure here.
SLOT This field appears only in Stacking mode. Click the drop-down list to choose the slot number of

the Switch in a stack.

Port This field displays the port number. In Stacking mode, the first number represents the slot ID
and the second is the port number. Please note that the default stacking ports (the last four
ports of your Switch) cannot be configured. They are reserved for stacking only.

* Settings in this row apply to all ports.

Use this row only if you want to make some of the settings the same for all ports. Use this row
first to set the common settings and then make adjustments on a port-by-port basis.

Changes in this row are copied to all the ports as soon as you make them.

1/7* Settings in this row apply to all ports for the Switch represented by the slot ID (in Stacking
mode).

Use this row only if you want to make some of the settings the same for all ports. Use this row
first to set the common settings and then make adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you make them.

Active Select this check box to enable the trap type of SNMP traps on this port. The Switch sends the
related traps received on this port to the SNMP manager.

Clear this check box to disable the sending of SNMP traps on this port.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to
save your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.

26.6 Technical Reference

This section provides technical background information on the topics discussed in this chapter.

26.6.1 About SNMP

Simple Network Management Protocol (SNMP) is an application layer protocol used to manage and
monitor TCP/IP-based devices. SNMP is used to exchange management information between the
network management system (NMS) and a network element (NE). A manager station can manage and
monitor the Switch through the network through SNMP version 1 (SNMPv1), SNMP version 2c or SNMP
version 3. The next figure illustrates an SNMP management operation. SNMP is only available if TCP/IP is
configured.
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Figure 146 SNMP Management Model

Manager

Agent

Agent

Agent

Managed Device

Managed Device

Managed Device

An SNMP managed network consists of two main components: agents and a manager.

An agent is a management software module that resides in a managed Switch (the Switch). An agent
translates the local management information from the managed Switch into a form compatible with
SNMP. The manager is the console through which network administrators perform network management
functions. It executes applications that control and monitor managed devices.

The managed devices contain object variables or managed objects that define each piece of
information to be collected about a Switch. Examples of variables include number of packets received,
node port status, and so on. A Management Information Base (MIB) is a collection of managed objects.
SNMP allows a manager and agents to communicate for the purpose of accessing these objects.

SNMP itself is a simple request or response protocol based on the manager or agent model. The
manager issues a request and the agent returns responses using the following protocol operations:

Table 86 SNMP Commands

LABEL DESCRIPTION

Get Allows the manager to retrieve an object variable from the agent.

GetNext Allows the manager to retrieve the next object variable from a table or list within an agent. In
SNMPv1, when a manager wants to retrieve all elements of a table from an agent, it initiates a
Get operation, followed by a series of GetNext operations.

Set Allows the manager to set values for object variables within an agent.

Trap Used by the agent to inform the manager of some events.

SNMP v3 and Security

SNMP v3 enhances security for SNMP management. SNMP managers can be required to authenticate
with agents before conducting SNMP management sessions.

Security can be further enhanced by encrypting the SNMP messages sent from the managers.
Encryption protects the contents of the SNMP messages. When the contents of the SNMP messages are
encrypted, only the intended recipients can read them.

Supported MIBs

A MIB is a collection of managed objects that is organized according to hierarchy. The objects define
the attributes of the managed device, which includes the names, status, access rights, and data types.
Each object can be addressed through an object identifier (OID).

XGS2220 Series User’s Guide

198



Chapter 26 SNMP

MIBs let administrators collect statistics and monitor status and performance. The Switch uses standard
public (RFC-defined) MIBs for standard functionality, and private MIBs that support additional Switch
functionality. Private MIBs contain Switch specific managed objects.

To view a list of standard MIBs supported by your Switch, see the product datasheet at www.zyxel.com
(Support > Download Library > Datasheet).

To get the private MIBs supported by your Switch, download (and unzip) the correct model MIB from
www.zyxel.com (Support > Download Library > MIB File).

SNMP Traps

The Switch sends traps to an SNMP manager when an event occurs. The following tables outline the
SNMP traps by category.

Table 87 SNMP System Traps

OPTION OBJECT LABEL OBJECT ID DESCRIPTION
coldstart coldStart 1.3.6.1.6.3.1.1.5.1 This trap is sent when the Switch is turned on.
warmstart warmsStart 1.3.6.1.6.3.1.1.5.2 This trap is sent when the Switch restarts.
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Table 87 SNMP System Traps (continued)

OPTION

OBJECT LABEL

OBJECT ID

DESCRIPTION

stacking

zyStackingChannelUp

1.3.6.1.4.1.890.1.15
.3.97.4.1

This trap is sent when stacking channel
changes from down to up.

zyStackingChannelDown

1.3.6.1.4.1.890.1.15
.3.97.4.2

This trap is sent when stacking channel
changes from up to down.

zyStackingSlotAttach 1.3.6.1.4.1.890.1.15 | This trap is sent when a Switch is attached
.3.97.4.3 successfully into the stacking system.

zyStackingSlotDetach 1.3.6.1.4.1.890.1.15 | This trap is sent when a Switch is detached
.3.97.4.4 from a stacking system.

zyStackingNewMaster 1.3.6.1.4.1.890.1.15 | This trap is sent when a Switch is selected as

.3.97.4.5

the new master in stacking system.

zyStackingUpgradeFirmwareF
ail

1.3.6.1.4.1.890.1.15
.3.97.4.6

This trap is sent when upgrade firmware fails
on a stacked Switch.

zyStackingNewBackup

1.3.6.1.4.1.890.1.15
.3.97.4.7

This trap is sent when a Switch is selected as
the new backup in stacking system.

zyStackingBackupTakeover

1.3.6.1.4.1.890.1.15
.3.97.4.8

This trap is sent when a master Switch is loss
and replaced by a backup to become the
new master.

zyStackingNewMasterFromTak
eover

1.3.6.1.4.1.890.1.15
.3.97.4.9

This trap is sent when a new master Switch
takes over from a former master.

zyStackingSyncConffail

1.3.6.1.4.1.890.1.15
.3.97.4.10

This trap is sent when a configuration sync
fails.

zyStackingSysRestoreConfFail

1.3.6.1.4.1.890.1.15
.3.97.4.11

This trap is sent when a backup Switch
becomes the master and configuration
restore fails.

zyStackingsSlotinitFail

1.3.6.1.4.1.890.1.15
.3.97.4.12

This trap is sent when a newly attached
Switch initialization fails.

zyStackingSlotChangelndex

1.3.6.1.4.1.890.1.15
.3.97.4.13

This trap is sent when a stacking slot index
changes.

zyStackingPriorityChange

1.3.6.1.4.1.890.1.15
.3.97.4.14

This trap is sent when the stacking priority
changes. Stacking priority determines which
is master.

zyStackingTopologyChange

1.3.6.1.4.1.890.1.15
.3.97.4.15

This trap is sent when a stacking topology
(ring or chain) changes.

Table 88 SNMP Interface Traps

OPTION OBJECT LABEL OBJECT ID DESCRIPTION

linkup linkUp 1.3.6.1.6.3.1.1.5.4 This trap is sent when the Ethernet link is up.

linkdown linkDown 1.3.6.1.6.3.1.1.5.3 This trap is sent when the Ethernet link is
down.

lIdp lIdpRemTablesChange 1.0.8802.1.1.2.0.0.1 | The trap is sent when entries in the remote

database have any updates.

Link Layer Discovery Protocol (LLDP), defined
as |[EEE 802.1ab, enables LAN devices that
support LLDP to exchange their configured
settings. This helps eliminate configuration
mismatch issues.
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Table 90 SNMP IP Traps

OPTION OBJECT LABEL OBJECT ID DESCRIPTION
ping pingProbeFailed 1.3.6.1.2.1.80.0.1 This trap is sent when a single ping probe
fails.
pingTestFailed 1.3.6.1.2.1.80.0.2 This trap is sent when a ping test (consisting
of a series of ping probes) fails.
pingTestCompleted 1.3.6.1.2.1.80.0.3 This trap is sent when a ping test is
completed.
traceroute traceRouteTestFailed 1.3.6.1.2.1.81.0.2 This trap is sent when a traceroute test fails.

traceRouteTestCompleted

1.3.6.1.2.1.81.0.3

This trap is sent when a traceroute test is
completed.

Table 91 SNMP Switch Traps

OPTION

OBJECT LABEL

OBJECT ID

DESCRIPTION

rmon

RmonRisingAlarm

1.3.6.1.2.1.16.0.1

This trap is sent when a variable goes over
the RMON "rising" threshold.

RmonFallingAlarm

1.3.6.1.2.1.16.0.2

This trap is sent when the variable falls below
the RMON "falling" threshold.
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CHAPTER 27
Stacking

27.1 Stacking Overview

This chapter introduces switch stacking and discusses how to configure stacking mode on the Switch to
form a switch system.

27.1.1 What You Can Do

= Use the Stacking Status screen (Section 27.2 on page 205) to view the stacking system status and
topology for the Switch.
= Use the Stacking Setup screen (Section 27.3 on page 207) to configure the stacking system.

= Use the Stacking Port Setup screen (Section 27.4 on page 210) to select the media type, SFP+
transceiver or Direct Attach Copper (DAC) that is attached to the 10 Gigabit interface.

27.1.2 What you need to know

Stacking is directly connecting Switches to form a larger system that behaves as a single Switch or a
virtual chassis with increased port density.

Figure 147 Switch Stacking Concept

S
m
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The last two or four ports of your Switch are dedicated for Switch stacking.

Note: Up to four Switches per stack are allowed. At the time of writing, the Switch can only
connect to another Switch of the same series and firmware version.

You can manage each Switch in the stack from a master Switch using its Web Configurator or console.
Each Switch supports up to two stacking channels. Use the master Switch to assign a ‘slot ID’ for each
‘linecard’ non-master Switch. ‘Slot’ refers to a Switch in the ‘virtual chassis’ stack.

4-Port and 2-Port Stacking Modes

In 4-port mode, all four 10G stacking ports are used for stacking. Use this mode if you want to stack
Switches with automatic link aggregation giving a stacking connection of 20 Gbps. The default
algorithm type is src-dst-mac, and is not configurable.
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In 2-port mode, just the last two 10G stacking ports of the Switch are used for stacking. Use this mode if
you want to use the first two fiber ports for high-speed connections such as a fiber uplink connection
and a connection to a 10G NAS. You may stack Switches without automatic link aggregation giving a
stacking connection of 10 Gbps.

You must make the stacking connections as shown in the following tables.

Table 92 Stacking Channels in 4-Port Mode

STACKING CHANNEL STACKING PORTS
XGS2220-30 / XGS2220-30HP / XGS2220-30F 1 27,28

2 29, 30
XGS2220-54 / XGS2220-54HP / XGS2220-54FP | 1 51, 52

2 53, 54

Table 93 Stacking Channels in 2-Port Mode

STACKING CHANNEL STACKING PORT
XGS2220-30 / XGS2220-30HP / XGS2220-30F 1 29

2 30
XGS2220-54 / XGS2220-54HP / XGS2220-54FP | 1 53

2 54

The following figure shows the connections in Switch 1(S1) with stacking ports P27 and P28 in Channel 1
(C1) and P29 and P30 in Channel 2 (C2) connecting to Switch 2 (S2).

Figure 148 Switch in 4-Port Mode Example Application
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The following figure shows the connections in Switch 1 (S1) with stacking ports P29 in Channel 1 (C1) and
P30 in Channel 2 (C2) connecting to Switch 2 (S2).
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Figure 149 Switch in 2-Port Mode Example Application
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Chain Topology and Ring Topology

You can build a Switch stack using a ring or chain topology.

In a chain topology, each Switch connects to the next Switch with the last Switch connected to the

Switch before it. If Switch 3 fails, then only Switches 1and 2 will still function.

In a ring topology, each Switch connects to the next Switch with the last Switch connected to the first. If

Switch 3 fails, then Switches 1, 2 and 4 will function as a chain topology.

Figure 150 Stacking Topology

Chain

Use the master Switch to assign a ‘slot ID’ for each ‘linecard’ non-master Switch. ‘Slot’ refers to a Switch

in the ‘virtual chassis’ stack.

The advantages of stacking are:

= High port density — for example, two 24-port Switches can become one 48-port logical Switch

= Centralized management - log into a single IP address of the master switch to control all Switches in

Slot 1

Slot 2

Slot 3

Slot 4

B B
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Ring

the stacking system using the Web Configurator, CLI, SNMP or FTP

< Redundancy - Data redundancy allows traffic to be forwarded even if one Switch in the stack fails.
Management redundancy lets you still manage the stack even if one Switch in the stack fails

= Modularity and hot-swappable — you can add, remove, or replace Switches to increase or decrease

the stack with minimum disruption to ongoing network traffic.
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27.2 Stacking Status

Click SYSTEM > Stacking > Stacking Status to display the screen as shown next.

Figure 151 SYSTEM > Stacking > Stacking Status (Standalone Mode)

Stacking Status

Stacking Status

slot

Slot
No.

Stacking Setup Stacking Port Setup

Stacking Topology : Chain

Name Status MAC Address Role Stacking Up Time

Stacking Channel 1 Stacking Channel 2

Neighbor Speed Neighbor Speed

Figure 152 SYSTEM > Stacking > Stacking Status (Stacking Mode)

Stacking Status
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The following table describes the labels in this screen.

Table 94 SYSTEM > Stacking > Stacking Status

LABEL DESCRIPTION

Slot ‘Slot’ refers to a Switch in the “virtual chassis’ stack. This field displays the slot ID of the stacked
Switch. You can click the ID number to go to the Stacking Status Details screen.

Name This field displays the model name of the stacked Switch.

Status This field displays whether the stacked Switch is active or inactive in a stack system.

Init means the slot ID is being initialized by the master Switch.

active* means the Switch is in the stack, but some items failed to initiate. See the system logs for
details. If the Switch is not a master, disconnect and reconnect the stacking port and wait.
Restart the Switch if it still displays active*. If the Switch is a master, restart it or choose another
master.

MAC address

This field displays the MAC address of the stacked Switch.

Role This field displays whether the Switch is a master, backup or linecard. There’s only one master
and one backup Switch in the stacking mode; all others are linecard Switches.

Stacking Up This field displays the time that the active Switch has been running in a stack.

Time

The master Switch records the time when a Switch in Stacking mode joins the stacking system.
Time count will restart when master Switch changes.

Stacking Topology: Ring/Chain

Slot

No.

This field displays the slot ID number of the stacked Switch.

Stacking Channell
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Table 94 SYSTEM > Stacking > Stacking Status (continued)

LABEL DESCRIPTION
Neighbor This field displays the neighbor Switch that is connected using slot channel 1 of the Switch.
Speed This field displays the Ethernet speed of stacking channel 1 of the Switch.

Stacking Channel

2

Neighbor

This field displays the neighbor Switch that is connected to slot channel 2 of the Switch.

Speed

This field displays the Ethernet speed of stacking channel 2 of the Switch.

27.2.1 Stacking Slot Details

Click a slot number in SYSTEM > Stacking > Stacking Status to display the Stacking Status Details screen

as shown next.

Figure 153 SYSTEM > Stacking > Stacking Status > Stacking Status Details
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The following table describes the labels in this screen.

Table 95 SYSTEM > Stacking > Stacking Status > Stacking Status Details

LABEL DESCRIPTION

Slot This field displays the slot ID of the Switch.

Stacking This field displays whether the Switch is active in the stacking system.

Role This field displays whether the stacked Switch is a master, backup or linecard Switch.

Force Master

This field displays whether the Force Master Mode is enabled or disabled on this Switch. The

Mode Force Master Mode forces this Switch to become a master Switch. This Switch will have the
highest priority over all other Switch in the stack. If two Switches are set as masters, they will have
the same priority level, but the Switch that has the longest active run-time will be selected as the
master Switch automatically.

Priority This field displays the priority level of the Switch. A higher number represents higher priority.

Slot ID After This field displays the slot ID of the Switch after a reboot. You can save the slot ID of the Switch

Reboot after a reboot by clicking Freeze in the SYSTEM > Stacking > Stacking Setup screen.
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Table 95 SYSTEM > Stacking > Stacking Status > Stacking Status Details (continued)

LABEL

DESCRIPTION

Stacking Status

This field displays whether the stacked Switch is active or inactive in a stack system.
Init means the slot ID is being initialized by the master Switch.

active* means the Switch is in the stack, but some items failed to initiate. See the system logs for
details. If the Switch is not a master, disconnect and reconnect the stacking port and wait.
Restart the Switch if it still displays active*. If the Switch is a master, restart it or choose another
master.

Master Capable

This field displays whether the Switch has capacity to become a master Switch. Auto means the
stack system master election process will determine if the Switch can be assigned as a master
Switch.

Stacking MAC
Address

This field displays the stacking Switch MAC address.

Stacking Port
Mode

This field displays the number of stacking ports. 2-port mode means the last 2 SFP+ slots are
dedicated for Switch stacking. 4-port mode means the last 4 SFP+ slots are dedicated for Switch
stacking. See Section on page 202 for more information.

Stacking This field displays the status of the port stacking channel 1 of the Switch. It will display up for
Channel 1 active or down for inactive.
Stacking This field displays the status of the port stacking channel 2 of the Switch. It will display up for
Channel 2 active or down for inactive.

System Up Time

This field displays how long the Switch has been running since it last restarted or was turned on.

Stacking Up This field displays the time that the active Switch has been running in a stack.

Time
The master Switch records the time when a Switch in Stacking mode joins the stacking system.
Time count will restart when master Switch changes.

ZyNOS Version This field displays the ZyNOS firmware that is currently running on the Switch.

*Running / Flash

27.3 Stacking Setup

A supported Switch can change between stacking and standalone mode by enabling the Active
switch (ON/OFF) in the SYSTEM > Stacking > Stacking Setup screen.

Note: When you change modes, all configurations (except user accounts), including Running
Config, Configl, Config2 and Custom Default configuration, will be erased. Only user
accounts will be kept after mode changing if saved to a configuration file. The Switch
will reboot with the Stacking/Standalone factory default settings on the current
configuration file. You should back up current configurations if you want to reload
them. Note that a configuration file of a mode (Standalone or Stacking) can only be
applied under the same mode.

Note: When the Switch changes from Standalone mode to Stacking mode, it will use the
static IP address 192.168.1.1 by default; when the Switch changes from Stacking mode
back to Standalone mode, it will use a DHCP-assigned IP address obtained from the
DHCEP server. (if the Switch cannot obtain an IP address from the DHCP server, it will use
the default IP 192.168.1.1 until it can get a DHCP-assigned IP)

Stacking will automatically choose a master Switch in a stack but you can overwrite that by actively
forcing a Switch to become a master Switch. In the SYSTEM > Stacking > Stacking Setup screen, click the
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switch on to enable Force Master Mode to choose the master Switch. This master Switch will have the
highest priority over all other stacked Switches even when they have the same priority value.

If two or more Switches have Force Master Mode enabled, they have the same System Priority. Then the
Switch with the longest up-time is selected. Uptime is measured in increments of 10 minutes. The Switch
with the higher number of increments is selected. If they have the same uptime, then the Switch with the
lowest MAC address will be the master.

This is the master election priority in a stack system:

Active Force Master Mode
Highest System Priority
Longest System Up Time

Lowest MAC Address

Note: Master election occurs when a stacking port link status changes (up or down). The link
status changes when (for example):

— a stacking port cable is disconnected

— a Switch in the stack reboots (as happens after you change stacking mode to
standalone)

—you add a Switch to the stack or
— a Switch in the stack shuts down.

Use the following procedure to create a stack:

Select a Switch to be the master. Change its mode to Stacking mode. You will see a message asking
you to confirm the change. Click YES to confirm. The Switch will reboot automatically using the current
configuration file (with factory default settings) and the default IP interface settings in Stacking mode.

Active or inactive stacking will erase all configurafion and
reboot. Do you really want fo continue?

After reboot completes, the master LED will turn on.
Configure the Switch stacking priority to a high value, such as 63.

Change a second Switch to stacking mode and wait for it to finish rebooting automatically. This master
LED wiill also turn on.

Connect the two Switches using the stacking ports for the Switch defined.

The second Switch master LED will then turn off, and its Sys LED wiill blink while it is initializing. Please wait
until it stops blinking, indicating that it has joined the stack.
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Repeat steps 4 to 6 to connect other Switches to the stack.

When the Switch is in Stacking mode, the Web Configurator will change port and VLAN port settings to
support the stacking mode.

Click SYSTEM > Stacking > Stacking Setup to see the following screen.

Figure 154 SYSTEM > Stacking > Stacking Setup (Standalone Mode)
Stacking Status Stacking Setup Stacking Port Setup

Stacking Setup
Active ‘E Port Mode 4-ports v
Apply Cancel
Force Master Mode ‘m
Systern Priority 32
Apply Cancel
Slot ID
slot ID Fresze
slot MAC Type sSlot 1D after reboot

Figure 155 SYSTEM > Stacking > Stacking Setup (Stacking Mode)

Stacking Status Stacking Setup Stacking Port Setup
Stacking Setup
Active m
Apply Cancel
Force Master Mode { m
Systern Priority 32
Apply Cancel
Slot ID
Slot ID Freeze
slot MAC Type slot ID after reboot
1 d8:ec:esicd:ba:fd XG32220-54HFP Auto v
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The following table describes the labels in this screen.

Table 96 SYSTEM > Stacking > Stacking Setup

LABEL

DESCRIPTION

Active

Enable the ON/OFF switch to put the Switch in Stacking mode. This will erase the Running
Configuration, Configl and Config2. The master Switch’s login will remain unchanged. If you
want to reload a previous configuration, please back one up first.

Port Mode

Set Active to On to enable stacking, and select the number of stacking ports.

Choose 2-port mode to use the last 2 SFP+ ports for Switch stacking. This allows you to use the
SFP+ slots 27 and 28 (XGS2220-30/-30HP/-30F) and SFP+ slots 51 and 52 (XGS2220-54/-54HP/-54FP)
as uplink fiber optic ports. You can transmit data over long distances (over 100 kilometers) using
fiber optic cables compared to copper cables (up to 100 meters only).

Choose 4-port mode to use the last 4 SFP+ slots for Switch stacking.

Refer to Section on page 202 to see which ports you can use for stacking in 2-port mode and 4-
port mode.

Apply

Click Apply to activate Stacking mode/go back to Standalone mode.

Cancel

Click Cancel to note save your changes.

Force Master
Mode

Enable the ON/OFF switch to force this Switch to become a master Switch.

System Priority

Enter a number (from1 to 63) to assign a priority for the stacking Switch. The higher the number,
the higher the priority.

Apply Click Apply to save changes made to the Force Master Mode and System Priority fields.
Cancel Click Cancel to clear the Active Force Master Mode and System Priority fields.
Slot ID

Slot ID Freeze

Click the Freeze button to have the Switch retain its slot ID after reboot.

Slot This field displays the slot or port channel of the stacked Switch.
MAC This field displays the MAC address of the stacked Switch.
Type This field displays the model name of the Switch.
Slot ID after Choose Auto to have a new slot ID assigned after reboot. If you want to keep the original slot ID
reboot after reboot, you can click Freeze or select an ID in the Slot ID after reboot list box.
Apply Click Apply to save the Slot ID after reboot field.
Cancel Click Cancel to clear the Slot ID after reboot field.

27.4 Stacking Port Setup

Click SYSTEM > Stacking > Stacking Port Setup to display the screen as shown next.
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Figure 156 SYSTEM > Stacking > Stacking Port Setup

Stacking Status Stacking Setup Stacking Port Setup

Port Media Type
s
@
54 SFRr v

The following table describes the labels in this screen.

Table 97 SYSTEM > Stacking > Stacking Port Setup

LABEL DESCRIPTION

Port This is the port index number. These are the default stacking ports (the last four ports of your
Switch). They are reserved for stacking only.

* Settings in this row apply to all ports.

Use this row only if you want to make some settings the same for all ports. Use this row first to set
the comment settings and then make adjustments on a port-by-port basis.

Note: Changes in this row are copied to all the ports as soon as you make them.

Media Type You can insert either an SFP+ transceiver or an SFP+ Direct Attach Copper (DAC) cable into the
10 Gigabit interface of the Switch.

Select the media type (SFP+ or DAC10G) of the SFP+ module that is attached to the 10 Gigabit
interface.
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CHAPTER 28
Switch Setup

28.1 Switch Setup Overview

Use this screen to do the Switch’s basic setup configuration, for example, VLAN (Virtual Local Area
Network) type, enabling switching protocols, and MAC learning aging time setup.

28.1.1 Introduction to VLANS

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned into multiple logical
networks. Devices on a logical network belong to one group. A device can belong to more than one
group. With VLAN, a device cannot directly talk to or hear from devices that are not in the same groups;
the traffic must first go through a router.

In MTU (Multi-Tenant Unit) applications, VLAN is vital in providing isolation and security among the
subscribers. When properly configured, VLAN prevents one subscriber from accessing the network
resources of another on the same LAN, thus a user will NOT see the printers and hard disks of another
user in the same building.

VLAN also increases network performance by limiting broadcasts to a smaller and more manageable
logical broadcast domain. In traditional switched environments, all broadcast packets go to each and

every individual port. With VLAN, all broadcasts are confined to a specific broadcast domain.

Note: VLAN is unidirectional; it only governs outgoing traffic.

28.2 Switch Setup

Click SYSTEM > Switch Setup in the navigation panel to display the screen as shown. The VLAN setup
screens change depending on whether you choose 802.1Q or Port Based in the VLAN Type field in this
screen.
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Figure 157 SYSTEM > Switch Setup (Standalone Mode)

Switch Setup

VLAN Type 030210 Port Based

Bridge Conirol Protocol Transparency

I MAC Address Learning

Aging Time seconds

| Are Aging Time

Aging Time 00 seconds

| care timer
Join Timer 00 milliseconds
Leave Timer milliseconds
Leave All Timer 10000 milliseconds

Apply Cancel

Figure 158 Basic Setting > Switch Setup (Stacking Mode)

Switch Setup

Bridge Confrol Profocol Transparency

I MAC Address Learning
Aging Time 00 seconds

I ARP Aging Time

Aging Time 00 seconds

| care timer
Join Timer milliseconds
Leave Timer milliseconds
Leave All Timer 10000 milliseconds

Apply Cancel
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The following table describes the labels in this screen.

Table 98 SYSTEM > Switch Setup

LABEL DESCRIPTION

VLAN Type Choose 802.1Q or Port Based. The SWITCHING > VLAN link and its sub-links only appears in the
navigation panel when you choose 802.1Q VLAN type in this screen.

(Standalone

mode only) The Switch does not have port-based VLAN available in stacking mode (Active is enabled in

SYSTEM > Stacking > Stacking Setup), so this field does not display in stacking mode.

Bridge Control
Protocol

Enable the ON/OFF switch to allow the Switch to handle bridging control protocols (STP, for
example). You also need to define how to treat a BPDU in the PORT > Port Setup screen.

Transparency

MAC Address Lea

MAC address lear
must be active.

rning

ning reduces outgoing traffic broadcasts. For MAC address learning to occur on a port, the port

Aging Time

Enter a time from 10 to 1000000 seconds. This is how long all dynamically learned MAC
addresses remain in the MAC address table before they age out (and must be relearned).

ARP Aging Time

Aging Time

Enter a time from 60 to 1000000 seconds. This is how long dynamically learned ARP entries
remain in the ARP table before they age out (and must be relearned). The setting here applies
to ARP entries which are newly added in the ARP table after you click Apply.

GARP Timer: Switc

hes join VLANs by making a declaration. A declaration is made by issuing a Join message using

GARP. Declarations are withdrawn by issuing a Leave message. A Leave All message terminates all registrations.
GARP timers set declaration timeout values. See the chapter on VLAN setup for more background information.

Join Timer

Join Timer sets the duration of the Join Period timer for GVRP in miliseconds. Each port has a Join
Period timer. The allowed Join Time range is between 100 and 65535 milliseconds; the default is
200 milliseconds. See the chapter on VLAN setup for more background information.

Leave Timer

Leave Timer sets the duration of the Leave Period timer for GVRP in milliseconds. Each port has a
single Leave Period timer. Leave Time must be two times larger than Join Timer; the default is 600
milliseconds.

Leave All Leave All Timer sets the duration of the Leave All Period timer for GVRP in miliseconds. Each port
Timer has a single Leave All Period timer. Leave All Timer must be larger than Leave Timer.

Apply Click Apply to save your changes to the Switch’s run-time memory. The Switch loses these
changes if it is turned off or loses power, so use the Save link on the top navigation panel to save
your changes to the non-volatile memory when you are done configuring.

Cancel Click Cancel to begin configuring this screen afresh.
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CHAPTER 29
Syslog Setup

29.1 Syslog Overview

This chapter explains the Syslog screens.

The syslog protocol allows devices to send event notification messages across an IP network to syslog
servers that collect the event messages. A syslog-enabled device can generate a syslog message and
send it to a syslog server.

Syslog is defined in RFC 3164. The RFC defines the packet format, content and system log related
information of syslog messages. Each syslog message has a facility and severity level. The syslog facility
identifies a file in the syslog server. Refer to the documentation of your syslog program for details. The
following table describes the syslog severity levels.

Table 99 Syslog Severity Levels

CODE

SEVERITY

Emergency: The system is unusable.

Alert: Action must be taken immediately.

Critical: The system condition is critical.

Error: There is an error condition on the system.

Warning: There is a warning condition on the system.

Notice: There is a hormal but significant condition on the system.

Informational: The syslog contains an informational message.

N~N|lo|loa|l b~ W|IN|RFL|O

Debug: The message is intended for debug-level purposes.

29.1.1 What You Can Do

Use the Syslog Setup screen (Section 29.2 on page 215) to configure the device’s system logging
settings and configure a list of external syslog servers.

29.2 Syslog Setup

The syslog feature sends logs to an external syslog server. Use this screen to configure the device’s
system logging settings and configure a list of external syslog servers.

Click SYSTEM > Syslog Setup in the navigation panel to display this screen.
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Figure 159 SYSTEM > Syslog Setup

Syslog Setup

Syslog Setup

Active m

Index

Logging Type Active Facility
System
Interface
Switch
pr
IP

Syslog Server Setup

Apply Cancel

£ Add/Edit

Active IP Address UDP Port Log Level

The following table describes the labels in this screen.

Table 100 SYSTEM > Syslog Setup

LABEL

DESCRIPTION

Syslog Setup

Active Enable the switch button to turn on syslog (system logging) and then configure the syslog
setting.

Logging Type This column displays the names of the categories of logs that the device can generate.

Active Select this option to set the device to generate logs for the corresponding category.

Facility The log facility allows you to send logs to different file