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IMPORTANT!
READ CAREFULLY BEFORE USE.
KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a Reference Guide for a series of products intended for people who want to configure the Zyxel
Device using the Command Line Interface (CLI).

Note: The version number on the cover page refers to the latest firmware version supported by
the Zyxel Device at the time of writing.

How To Use This Guide

Read Chapter 1 on page 19 for how to access and use the CLI (Command Line Interface).

Some commands or command options in this guide may not be
available in your product. See your product's User’s Guide for a list of
supported features.

Do not use commands not documented in this guide. Use of
undocumented commands or misconfiguration can damage the unit
and possibly render it unusable.

Some commands may be renamed in a firmware upgrade. In cases
where a command has multiple names, the Reference Guide lists each
variation.

Related Documentation
» Quick Start Guide

The Quick Start Guide shows how to connect the Zyxel Device and access the Web Configurator.
e User's Guide

Go to the Download Library to get the USG FLEX H Series User Guides that explains how to use the Web
Configurator to configure the Zyxel Device. It also shows the product feature matrix for each device.
General feature differences are written in the Introduction chapter while a more detailed table is in the
Product Feature appendix.

e Online Help

Click the help icon in the Web Configurator to access the latest Online Help with machine translation
available.

* Nebula Control Center (NCC) Online Help

Log into nebula.zyxel.com and click the Help icon to see how to configure the Zyxel Device using
Nebula.

e More Information

Go to support.zyxel.com to find other information on Zyxel Device.



https://nebula.zyxel.com/
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CHAPTER 1
Command Line Interface

This chapter describes how to access and use the CLI (Command Line Interface).

11 Overview

Zyxel Device refers to these models.

e USG FLEX 50H

¢ USG FLEX 50HP
¢ USG FLEX 100H
¢ USG FLEX 100HP
e USG FLEX 200H
¢ USG FLEX 200HP
¢ USG FLEX 500H
¢ USG FLEX 700H

If you have problems with your Zyxel Device, customer support may request that you issue some of these
commands to assist them in troubleshooting.

Use of undocumented commands or misconfiguration can damage the
Zyxel Device and possibly render it unusable.

1.1.1 The Configuration File

When you configure the Zyxel Device using either the CLI (Command Line Interface) or the web
configurator, the settings are saved as a series of commands in a configuration file on the Zyxel Device.
You can store more than one configuration file on the Zyxel Device. However, only one configuration file is
used at a time.

You can perform the following with a configuration file:

» Back up the Zyxel Device configuration once the Zyxel Device is set up to work in your network.
» Restore the Zyxel Device configuration.

» Save and edit a configuration file and upload it to multiple Zyxel Devices (of the same model and
firmware version) in your network to have the same settings.

Note: You may also edit a configuration file using a text editor.
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1.2 Accessing the CLI

You can access the CLI using a terminal emulation program on a computer connected to the console port
or access the Zyxel Device using or SSH (Secure SHell).

See the cover page for default login credentials.

Note: The Zyxel Device might force you to log out of your session if re-authentication time,

lease time, or idle timeout is reached. See Chapter 28 on page 234 for more information
about these settings.

1.2.1 Console Port

The default settings for the console port are as follows.

Table 1T Managing the Zyxel Device: Console Port

SETTING VALUE
Speed 115200 bps
Data Bits 8

Parity None

Stop Bit 1

Flow Control Off

When you turn on your Zyxel Device, it performs several internal tests as well as line initialization. You can
view the initialization information using the console port.

o Garbled text displays if your terminal emulation program’s speed is set lower than the Zyxel Device's.
» No text displays if the speed is set higher than the Zyxel Device's.

« If changing your terminal emulation program’s speed does not get anything to display, restart the Zyxel
Device.

« If restarting the Zyxel Device does not get anything to display, contact your local customer support.
Figure 1 Console Port Power-on Display

U-Boot 2018.03-7.1.0-svn568 (Dec 30 2023 - 10:23:14 +0800)

BootModule Version: V1.03 Dec 30 2020 10:23:14
DRAM: Size = 4096 Mbytes

Press any key to enter debug mode within 3 seconds.

After the initialization, the login screen displays.

Figure 2 Login Screen

Welcome to USG FLEX 200HP

usgflex200hp login:

USG FLEX H Series CLI Reference Guide

20



Chapter 1 Command Line Interface

Enter the user name and password at the prompts.

Note: The default login username is admin and password is on the Zyxel Device label or is 1234.
The username and password are case-sensitive.

1.2.2 SSH (Secure SHell)

You can use an SSH client program to access the CLI. The following figure shows an example using a text-
based SSH client program. Refer to the documentation that comes with your SSH program for information
on using it.

Before connecting, do the following in the Web Configurator:

e Enable SSH in System > Settings.

e To allow the SSH protocol from your remote computer to the Zyxel Device, add SSH to the service
group Default_Allow_WAN_To_ZyWALL at Object > Service > Service Group. This group defines
which services are allowed in the default WAN_to_Device security policy.

Note: The default login username is admin and password is on the Zyxel Device label or is 1234.
The username and password are case-sensitive.

Figure 3 SSH Login Example

C:\>ssh adm n@92. 168. 168. 1

Host key not found from database.

Key fingerprint:
xolor-takel-fipef-zevit-visom-gydog-vetan-bisol-lysob-cuvun-muxex
You can get a public key's fingerprint by running

% ssh-keygen -F publickey.pub

on the keyfile.

Are you sure you want to continue connecting (yes/no)? yes

Host key saved to C:/Documents and Settings/user/Application Data/SSH/
hostkeys/

ey 22 192.168.168.1.pub

host key for 192.168.168.1, accepted by user Tue Aug 09 2005 07:38:28
admin's password:

Authentication successful.

1.3 How to Find Commands in this Guide

You can search for a command, look for the command in the feature chapter or find the command in the
List of Commands (Alphabetical) at the end of the guide. This section lists the commands in alphabetical
order that they appear in this guide.

1.4 How Commands Are Explained

Each chapter explains the commands for one keyword. The chapters are divided into the following
sections.
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1.4.1 Background Information (Optional)

Note: See the User's Guide for more detailed background information about most features.

1.4.2 Command Input Values (Optional)

This section lists common input values for the commands for the feature in one or more tables

1.4.3 Command Summary

This section lists the commands for the feature in one or more tables.

1.4.4 Command Examples (Optional)

This section contains any examples for the commands in this feature.

1.4.5 Command Syntax

The following conventions are used in this User's Guide.

e A command or keyword in courier new must be entered literally as shown. Do not abbreviate.

Values that you need to provide areinitalics.

» Required fields that have multiple choices are enclosed in curly brackets { }.
« Arange of numbers is enclosed in angle brackets <>.

« Optional fields are enclosed in square brackets [].

e The | symbol means OR in a list of choices or can be used as a switch in a command, such as show
config running | no-pager.

For example, look at the following command to create a TCP/UDP service object.

object service-object service Service-nane type {tcp | udp} {<1..65535>-<1..65535>}

1 Enterobject service-object service exactly as it appears.
2 Enter the name of the object where you see ser vi ce- nane.
3 Enter tcp or udp, depending on the service object you want to create.

4 Enter two numbers between 1and 65535.

1.4.6 Changing the Password

It is highly recommended that you change the password for accessing the Zyxel Device. See Section 28.2
on page 234 for the appropriate commands.
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1.4.7 Idle Timeout

See Section 28.3 on page 235 for commands on changing the default logout time when no activity is

recorded.

1.5 CLI Modes

You run CLI commands is User Mode or Edit (Staging Configuration) Mode.

After you log into the Zyxel Device, you will see this prompt usgflex200hp> in User Mode.

Type edit running and you will see this prompt usgflex200hp running config# in Edit mode to
configure settings that are currently running on the Zyxel Device.

In Edit mode, commands are not applied to the running configuration yet. You can configure several
commands in this mode, then use the Diff command to see all the commands you edited at all levels.
Review, revise or remove (del /vrf main interface) any wrong commands before using commit to
save all the edited commands to the running configuration.

Note: You lose all edited commands if you exit Edit mode before using commi t.

After you commit, the changed commands are saved in the running configuration, but not the startup

configuration.

Note: You must copy the running configuration to the startup configuration to retain commands
after the Zyxel Device restarts - use the command copy running startup.

This is a summary of the modes.

Table 2 CLI Modes

USER MODE

EDIT (STAGING
CONFIGURATION)
MODE

EDIT SUB-COMMAND

What Admin users can do

« Look at system
information (like the
Dashboard screen) and
settings.

* Run basic diagnostics.

« Configure simple
features such as an
address object.

« Create or remove
general features such
as an interface.

« Configure specific
parts of a feature such
as a particular interface
on the Zyxel Device.

How you enter it Type username and Type edit running Type the command used to
password to log into the enter the specific part of
Zyxel Device. the feature at the
Configuration level.
What the prompt looks usgflex200hp> usgflex200hp (varies by command)
like running config# )
usgflex500h running
vrf main#
usgflex200hp
running allow-list
How you exit it N/A Type exi t. Typeexit.

See Section 2.1.4 on page 38 for examples of configuration error prompts.
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1.6 CLI Levels

The CLI has various levels of commands such as:

e root
e vrf main
e interface

¢ ethernet gel

Type '/' to go to the root level

Type show config full path to display the full path for each command.
Type pwd to print out current path

Type ‘. ." to go back one level.

1.7 CLI Structure

e Type cmd to have the Zyxel Device execute actions, such as pinging the specified IP address or

rebooting.
Figure 4 cmd Command Example
usgflex200hp> cmd ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp seg=1 ttl=114 time=7.41 ms
64 bytes from 8.8.8.8: icmp seg=2 ttl=114 time=9.90 ms
64 bytes from 8.8.8.8: icmp seg=3 ttl=114 time=10.7 ms
64 bytes from 8.8.8.8: icmp seg=4 ttl=114 time=17.7 ms
64 bytes from 8.8.8.8: icmp seg=5 ttl=114 time=8.64 ms
64 bytes from 8.8.8.8: icmp seg=6 ttl=114 time=8.43 ms
64 bytes from 8.8.8.8: icmp seg=7 ttl=114 time=7.58 ms
64 bytes from 8.8.8.8: icmp seg=8 ttl=114 time=7.26 ms
64 bytes from 8.8.8.8: icmp seg=9 ttl=114 time=8.20 ms
~C
--- 8.8.8.8 ping statistics ---
9 packets transmitted, 9 received, 0% packet loss, time 801llms
rtt min/avg/max/mdev = 7.255/9.531/17.651/3.068 ms

e Type show state to displays the status of the settings you configured that will effect the Zyxel Device
and your network.

Figure 5 show state Command Example

usgflex200hp> show state two-factor-auth admin-access enabled
enabled true

e Type show config to displays the settings currently running on the Zyxel Device.
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Figure 6 show config Command Example

usgflex200hp> show config object user-object admin
admin admin

role admin

enabled true

logon-lease-time default

logon-reauth-time default

password $85$xdvd0Uhn$xVz1MpHy$SLCoIrGtNtuQ8bdaw/3Mvg/
WXW1KwWiHTA+3HWHV8xgmP7NLCIGwKkgyQaALInDsg7trI 9FVEHKIYcr9fDSCOZDNWM2bPHVIK
4XKbf+uNDoE/
13vY¥cnQiOJATc2af7T890LX+xEv5+viBZMhWU8wP8f1056wg7ChgrpjHyhNN615WhLBxvck9Ix3b
ZrtuEFVjofJuazB+GgLxdqdiaFlYtKJTkEeXESKkZ5C0aEonzZF3SRinfKIXviWvHd8ketnn9Xpf
ra¥S61lSpqvM4Duqy+KeTmQCKth9zXURh4DV7£9Ixz7/PD97ZS3ZFo/
KNDLLRX7vMMT £8bRTzm7Z2cJ2r+IT00EIcg7Emu7NKJIh/BBsOh8$

» Type vrf main to configure the Zyxel Device Internet and Internet related settings, such as the anti-
malware settings or the interface settings.

Figure 7 vrf main Command Example

usgflex200hp> edit running
usgflex200hp running config# vrf main anti-malware

default-profile statistics eicar-detection cloud-query
allow-1list
block-1list default-port enabled scan-mode

usgflex200hp running config# vrf main anti-malware enabled true

e Use the commit command to apply changes to the configuration file that is currently running on the
Zyxel Device.

Note: Always apply (commit) the changes you made to the running configuration file before you
exit the configuration mode. All changes that are not applied will be lost after you log out
of the configuration mode.

Note: Always save the changes you made in the running configuration file to the start up
configuration file (startup-config.conf) before you reboot the Zyxel Device. Changes that
are not saved to the start up configuration file will be lost after you reboot the Zyxel
Device.

Figure 8 commit Command Example

usgflex200hp running config# object user-object admin admin role admin
usgflex200hp running config# commit
Configuration committed.

e Enter the exit command in the configuration or sub-command mode to go to the admin mode.
Enter the exit command in the admin mode to log out of the CLI.
Figure 9 exit Command Example

usgflex200hp running config# exit
usgflex200hp> exit

Welcome to USG FLEX 200HP

usgflex200hp login:
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1.8 Shortcuts and Help

See the following sections for the shortcuts and help you can use the CLI.

1.8.1 List of Available Commands

A list of valid commands can be found by typing ? or [TAB] at the command prompt. To view a list of
available commands within a command group, enter <command> ? or <command> [TAB].

Figure 10 Help: Available Commands Example 1

usgflex200hp>?
cliconfig Enable/disable pager for this session.
cmd Send a command.
copy Copy a configuration into another one.
diff Diff configurations.
echo Echo arguments.
edit Edit configuration.
exec Execute a cli script file.
exit Quit the cli.
export Export a configuration file.
flush Flush objects.
help Show the help.
import Import a configuration file.
netconf NETCONF related commands: connect, disconnect, status.
remove Remove a configuration file.
resize Resize terminal.
show Show configuration or system state.
validate Validate a configuration.

Figure 11 Help: Available Command Example 2

usgflex200hp>show ?

absolute Select display path mode (default: relative).

all Select display mode (default: all).

config Show the configuration.

dry-run Display NETCONF RPC instead of sending it.

fullpath Select display path mode (default: relative).

json Select display format (default: text).

nodefault Select display mode (default: all).

relative Select display path mode (default: relative).

state Show the system state.

text Select display format (default: text).

with-deprecated Show deprecated nodes, which are by default hidden in
show text state.

xml Select display format (default: text).

alg ftp Show configuration or system state.

app-patrol-applications

Show app patrol applications
app-patrol-categories

Show app patrol categories
app-patrol-signature-version

Show app patrol signature version
bfd Show BFD information.
bagp Show BGP information.
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1.8.2 List of Sub-commands or Required User Input

To view detailed help information for a command, enter <command> <sub command> 2.

Figure 12 Help: Required User Input Example

usgflex200hp running config# switch 0 port ?
port Set value of configuration leaves.
port-grouping Set value of configuration leaves.

Figure 13 Help: Sub-command Information Example

usgflex200hp running vrf main# anti-malware allow-list logging ?

log Default: no.
allow list log setting
no Default: no.

allow list log setting

1.8.3 Entering Partial Commands

The CLI does not accept partial or incomplete commands. You may enter a unique part of a command and
press [TAB] to have the Zyxel Device automatically display the full command.

For example, if you enter edi and press [TAB], the full command of edit automatically displays.

If you enter a partial command that is not unique and press [TAB], the Zyxel Device displays a list of
commands that start with the partial command.

Figure 14 Non-Unique Partial Command Example

usgflex200hp> e [TAB]

echo exec exit edit export
usgflex200hp> ex [TAB]
exec exit export

1.8.4 Entering a ? in a Command
Typing a 2 (question mark) usually displays help information. However, some commands allow you to

input a 2, for example as part of a string. Press [CTRL+V] on your keyboard to enter a 2 without the Zyxel
Device treating it as a help query.

1.8.5 Command History
The Zyxel Device keeps a list of commands you have entered for the current CLI session. You can use any

commands in the history again by pressing the up (4) or down (¥) arrow key to scroll through the
previously used commands and press [ENTER].

1.8.6 Navigation

Press [CTRL+A] to move the cursor to the beginning of the line. Press [CTRL]+E to move the cursor to the
end of the line.
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1.8.7 Erase Current Command

Press [CTRL]+U to erase whatever you have currently typed at the prompt (before pressing [ENTER]).

1.9 Input Values

You can use the ? or [TAB] to get more information about the next input value that is required for a
command. In some cases, the next input value is a string whose length and allowable characters may not
be displayed in the screen. For example, in the following example, the next input value is a string called

<description>.

<description>

usgflex200hp> edit running
usgflex200hp running config# object user-object admin admin description

Description string.

The following table provides more information about input values like <description>.

Table 3 Input-Value Formats for Strings in CLI Commands

TAG # VALUES LEGAL VALUES
* 1 *
al | -- ALL
aut henti cati on key Used in IPSec SA
32-40 “0x” or “0X” + 32-40 hexadecimal values
16-20 alphanumeric or ;| ~!@#$%¥"&* () _+\\{}':, ./<>=-

authentication key for RIP

Used in MD5 authentication keys for RIP/OSPF and text

0-16 alphanumeric

or -

Used in text authentication

keys for OSPF

0-8 alphanumeric or -
certificate nane 1-31 alphanumeric or ; ~!Q@#$%"& () _+[\]1{}', .=~
conmunity string 0-63 alphanumeric or .-

first character: alphanumeric or -

connection_id 1+ alphanumeric or - _
cont act 1-61 alphanumeric, spaces, or '()+,/:=2;!*#@$ %-.
country code 0 or 2 alphanumeric
custom signature 0-30 alphanumeric or -.
file nanme first character: letter

description

Used in keyword criteria for

log entries

1-64 alphanumeric, spaces, or '()+,/:=?;!*#@S$ %-.

Used in other commands

1-61 alphanumeric, spaces, or '()+,/:=2;!*#Q@$ %-
di stingui shed name 1-511 alphanumeric, spaces, or .@=, -
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Table 3 Input-Value Formats for Strings in CLI Commands (continued)

TAG # VALUES LEGAL VALUES
domai n nane Used in content filtering
0+ lower-case letters, numbers, or .-
Used in ip dns server
0-247 alphanumeric or -
first character: alphanumeric or -
Used in domain name, ip dhcp and ip domain
0-254 alphanumeric or -
first character: alphanumeric or -
emai | 1-63 alphanumeric or @ -
e-nui | 1-64 alphanumeric or @ -
encryption key 16-64 “0x” or “0X” + 16-64 hexadecimal values
8-32 alphanumeric or ;\| ~!@#$%"&* () +\\{}':,./
<>=-
file name 0-31 alphanumeric or -
filter extension 1-256 alphanumeric, spaces, or '()+,/:=2;!*#Q@$ .-
f gdn Used in ip dns server
0-252 alphanumeric or .-
first character: alphanumeric or -
Used in ip ddns, time server, device HA, VPN, certificates,
and interface ping check
0-254 alphanumeric or .-
first character: alphanumeric or -
full file name 0-256 alphanumeric or /.-
host nane Used in hostname command
0-63 alphanumeric or .-_
first character: alphanumeric or -
Used in other commands
0-252 alphanumeric or .-
first character: alphanumeric or -
i mport configuration |1-26+".conf” alphanumeric or ; ~!Q@#S%7&() +[1{}', .=~
file add “.conf” at the end
i mport shell script 1-26+".zysh” alphanumeric or ; '~!@#$%"& () _+[1{}',.=-
add “.zysh” at the end
initial string 1-64 alphanumeric, spaces, or '()+,/:=!*#Q@$ %-.&
i sp account password | 0-63 alphanumeric or “~!@#S$%7&* () \-+={}|\;:'<,>./
i sp account username | 0-30 alphanumeric or - @$./
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Table 3 Input-Value Formats for Strings in CLI Commands (continued)

TAG # VALUES LEGAL VALUES
ipv6 addr An IPv6 address. The 128-bit IPv6 address is written as eight 16-
bit hexadecimal blocks separated by colons (:). This is an
example IPv6 address
2001:0db8:1a2b:0015:0000:0000:1a2£:0000.
IPv6 addresses can be abbreviated in two ways:
Leading zeros in a block can be omitted. So
2001:0db8:1a2b:0015:0000:0000:1a2f:0000 can be
written as 2001 :db8:1a2b:15:0:0:1a2f:0.
Any number of consecutive blocks of zeros can be replaced by
a double colon. A double colon can only appear once in an IPv6
address. S0 2001:0db8:0000:0000:1a2f:0000:0000:0015
can be written as 2001:0db8::1a2£:0000:0000:0015,
2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:150r 2001:db8:0:0:1a2f::15.
key | ength -- 512, 768, 1024, 1536, 2048, 4096
license key 25 “S-” + 6 upper-case letters or numbers + “-”
+ 16 upper-case letters or numbers
mac address -— aa:bb:cc:dd:ee:ff (hexadecimal)
mai | server fqdn lower-case letters, numbers, or -.
name 1-31 alphanumeric or -
notification nessage |1-81 alphanumeric, spaces, or '()+,/:=?;!*#@S$ %-
password: |ess than 1-15 alphanumeric or “~!@#S$%7&* () \-+={}|\;:'<,>./
15 chars
password: |ess than 1-8 alphanumeric or ;/?:@&=+$\.- !~*" ()%, #$
8 chars
password Used in user and ip ddns
1-63 |alphanumeric or ~lIR#STNE* () _—+={}I\;:"<,>./
Used in e-mail log profile SMTP authentication
1-63 |alphanumeric or “~I@#SSNEF () _—+={}|\;:"'<>/
Used in device HA synchronization
1-63 |alphanumeric or ~#%"* -={}:,.
Used in registration
6-20 alphanumeric or .@ -
phone numnber 1-20 numbers or ,+
preshared key 16-64 “0x” or “0X” + 16-64 hexadecimal values
alphanumeric or ;| ~!@#$%7&* () _+\{}':,./<>=-
profile nane 0-30 alphanumeric or -
first character: letters or -
proto nane 1-16 lower-case letters, numbers, or -
prot ocol name 0-30 alphanumeric or -
first character: letters or -
quoted string |ess 1-255 alphanumeric, spaces, or ;/?:@&=+S\.-

than 127 chars

()8,
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Table 3 Input-Value Formats for Strings in CLI Commands (continued)

TAG # VALUES LEGAL VALUES
quoted string |less 1-63 alphanumeric, spaces, or ;/?:Q@&=+S\.- !~*'()%
than 63 chars
quoted string 0+ alphanumeric, spaces, or punctuation marks
enclosed in double quotation marks (%)
must put a backslash (\) before double
quotation marks that are part of input value
itself
servi ce nane 0-63 alphanumeric or - @$./
spi 2-8 hexadecimal
string less than 15 |1-15 alphanumeric or -
chars
string: less than 63 |1-63 alphanumeric or “~!@#$%7&* () _—+={}[\;:'<,>./
chars
string 1+ alphanumeric or - @
subj ect 1-61 alphanumeric, spaces, or '()+,./:=2;!*#@$ %-
systemtype 0-2 hexadecimal
ti mezone [-+]1hh -- -12 through +12 (with or without “+”)
url 1-511 alphanumeric or '()+,/:.=2;!*#@$ %-
url Used in content filtering redirect
“http://"+ alphanumeric or ;/?:Q&=+S\.- _!~*'()%,
“https://”"+ starts with “http://” or “https://”
may contain one pound sign (#)
Used in other content filtering commands
“http://"+ alphanumeric or ;/?:Q&=+S\.- !~*'()%,
starts with “http://”
may contain one pound sign (#)
user nane Used in VPN extended authentication
1-31 alphanumeric or -
Used in other commands
0-30 alphanumeric or -
first character: letters or -
usernane 6-20 alphanumeric or .@ -
registration
user nane 1+ alphanumeric or - .
logging commands
user @onmai nnane 1-80 alphanumeric or .@ -
VIrp group nane: 1-15 alphanumeric or -
I ess than 15 chars
week-day sequence, 1 1-4
i.e.
1=first, 2=second
xaut h met hod 1-31 alphanumeric or -
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Table 3 Input-Value Formats for Strings in CLI Commands (continued)

TAG # VALUES LEGAL VALUES
xaut h password 1-31 alphanumeric or ;| ~!@#$$7&* () +\{}':, ./<>=-
mac addr ess 0-12 (even hexadecimal

number) for example: aa aabbcc aabbccddeeff

110 Ethernet Interfaces

At the time of writing, Zyxel Devices use gex, x = 1~N, where N equals the highest numbered Ethernet
interface on your Zyxel Device, as the name for the Ethernet interface.

111 Resetting the Zyxel Device

If you cannot access the Zyxel Device by any method, try restarting it by turning the power off and then on
again. If you still cannot access the Zyxel Device by any method or you forget the administrator
password(s), you'll have to reset the Zyxel Device to its factory-default settings using the Reset button.
Any configuration files or shell scripts that you saved on the Zyxel Device should still be available
afterwards.

112 Fast-Path Acceleration

Fast-path Acceleration is a way to speed up certain traffic such as NAT, IPSec VPN, Security policies
through the Zyxel Device by bypassing the kernel. SSL VPN traffic does not use fast-path acceleration.

1.12.1 Load Balancing

Enable Load Balancing to improve the processing of large volumes of encrypted traffic, such as VPN
traffic.

Note: This is NOT the same as traffic load balancing using weighted round robin, least load first
or the spillover algorithms.

Encrypted traffic processing is done by distributing incoming Encapsulating Security Payload (ESP)
packets across different CPUs for decoding. Use these commands to enable Load Balancing and see the
status.

Table 4 Encrypted Traffic Balancing Commands

COMMAND DESCRIPTION

system fast-path-esp-rx-loading- Enables (true) load balancing for incoming encrypted traffic.
balance enabled {true | false}

show system fast-path esp-rx- Displays load balancing for incoming encrypted traffic.
loading-balance status
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Figure 15 Enable Encrypted Traffic Balancing Example

usgflex500h> edit running
usgflex500h running config# system fast-path-esp-rx-loading-balance enabled true
usgflex500h running config# commit
Configuration committed.
usgflex500h running config# show system fast-path esp-rx-loading-balance status
show-system-fast-path-esp-rx-loading-balance-status

status Enabled

You may disable Load Balancing if your network does not have a lot of VPN traffic, or if certain data must
be processed on the same CPU core or if you want to simplify the network architecture for
troubleshooting.

Figure 16 Disable Encrypted Traffic Balancing Example

usgflex500h> edit running
usgflex500h running config# system fast-path-esp-rx-loading-balance enabled false
usgflex500h running config# commit
Configuration committed.
usgflex500h running config# show system fast-path esp-rx-loading-balance status
show-system-fast-path-esp-rx-loading-balance-status

status Disabled

112.2 Fast-Path Recovery

If the fp-rte daemon crashes, then fast-path is lost and the Zyxel Device will be unable to function
properly.

Fast-path recovery is enabled by default, and the Zyxel Device will recover if the fp-rte daemon crashes.
Recovery will take 1~2 minutes.

If fast-path recovery is disabled, the Zyxel Device will reboot using fast-path watchdog if the fp-rte
daemon crashes. Reboot will take 3~5 minutes.

If the fp-rte daemon crashes, the Zyxel Device will not reboot if fast-path watchdog is disabled.

Table 5 Fast-Path Recovery Commands

COMMAND DESCRIPTION

system fastpath-recovery enabled Enables (true) fast-path recovery.
{true | false}

show fast-path mem status details Displays fast-path recovery details

USG FLEX H Series CLI Reference Guide

33




Chapter 1 Command Line Interface

Figure 17 Fast-Path Recovery

usgflex500h> edit running
system fastpath-recovery enabled true
usgflex500h running config# commit
usgflex500h running config# show fast-path mem status details
Heap id:0
Heap name:socket 0
Heap size:2720006144,
Free size:1445140736,
Alloc size:1274865408,
Greatest free size:1439621376,
Alloc _count:12752,
Free count:3,
Heap id:1
Heap name:mbuf pool socket 0
Heap size:224395264,
Free size:134770176,
Alloc size:89625088,
Greatest free size:134770176,
Alloc _count:3,
Free count:1,
Heap 1d:2
Heap name:fp ips app ring mem zone-0 0
Heap size:39845888,
Free size:39845888,
Alloc _size:O0,
Greatest free size:39845888,
Alloc count:0,

113 Packet Reordering

In the fast-path architecture, traffic is processed in parallel (multi-core, offload, acceleration), so this can
cause out-of-order packets.

Enable pkt-reorder to temporarily buffer, then re-sequence packets back into order before passing them
up the networking stack. (Reordering may not be perfect with VPN or load-balancing.)

Disable pkt-reorder to leave them in whatever order they were received for maximum forwarding
performance.

Out-of-order packets may cause duplicate ACKs or gaps in TCP sequence numbers, so enable fast-

retransmit-enabled to retransmit a packet immediately instead of waiting for a TCP timeout. This improves
throughput, recovery time and latency on reordered paths.

Note: If you disable pkt-reorder, you cannot use fast-retransmit-enabled.

USG FLEX H Series CLI Reference Guide

34



Chapter 1 Command Line Interface

This table lists the packet reordering commands.

Table 6 Packet Reordering Commands

COMMAND

DESCRIPTION

vrf main pkt-reorder enabled {true
false}

Re-sequences (true) packets back into order before passing
them up the networking stack.

vrf main pkt-reorder fast-
retransmit-enabled {true | false}

Retransmits (true) a packetimmediately instead of waiting
for a TCP timeout.
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CHAPTER 2

Getting Started

This chapter shows you how to use some of the more common commands to help you get started using

the Zyxel Device using the CLI.

CLI Tips on page 37

Resize the Terminal Emulation Software Screen on page 37

Display All The Results Of a Command At Once on page 37

Difference Between Show Config and Show State on page 37

Remove a Configuration Error Prompt on page 38

Admin on page 39

Change the Default Host Name on page 39

Edit / Admin Administrator or User Account on page 39

Interfaces and Ports on page 40

Show Interface Information on page 40

Assign a Dynamic IP Address to an Interface on page 40

Assign a Static IP Address to an Interface on page 41

Display Interface Statistics on page 41

Show Port Information on page 41

Show Port Status on page 42

Show Port Throughput on page 42

Show Port Statistics on page 42

Security on page 43

Show Signature Update Status on page 43

Show LED Alert if the License Has Expired on page 44

Enable / Disable Security on page 44

Enable / Disable Security on page 44

Display Security Policy Settings on page 44

Display Security Settings and Matching Packets on page 45

Collect and Display Application and Security Statistics on page 47

Firmware Management on page 48

Show the Firmware Version on page 48

Display LED Alert if There is New Firmware on page 48

Download the Latest Firmware From Cloud Helper on page 49

Upload Firmware Using the CLI on page 49

Upload Firmware From Your Computer Using FTP on page 49

Specify Firmware Boot Partition on page 49

Configuration File Management on page 50

See the Current Configuration on page 50

See the Startup Configuration on page 50

See the Staging Configuration on page 51

Back Up a Configuration on page 51

Restore a Configuration on page 52
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Wireless Management on page 52 See the Managed APs' Status on page 52

See the WiFi Clients' Status on page 53

Block a WiFi Client from the WiFi Network on page 53

Troubleshooting on page 54 Restart the Zyxel Device on page 54

Restart the NCC Connection on page 54

Reset the Configuration to the Factory Defaults on page 54

Display Management Logs on page 55

Display Kernel Console Level on page 56

Activate a Remote Support Account on page 56

2.1 CLITips

These are some general tips on using the CLI.

2.1.1 Resize the Terminal Emulation Software Screen

Use the resize command to change the width of your terminal emulation software screen (such as Tera
Term) to view complete commands in a single row.

2.1.2 Display All The Results Of a Command At Once

Use no-pager to display all the results of a command at once. The default is to display one page a time
ending with ‘:7. You then press any key to continue the display.

« To disable paging for a specific command, use the no-pager switch in the command. For example, show
config running | no-pager.

« To disable paging for all commands in a CLI session, use the following command: cliconfig pager
enabled false

» Type @ or CTRL-C to exit the pager display.

2.1.3 Difference Between Show Config and Show State

show config displays the configuration settings, while show state displays the run time state of the
configuration. As a result, show state generally includes the items in show config, plus additional
runtime information. This is an example.
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Figure 18 show config Vs show state

usgflex200hp> show config nebula
nebula

enabled true
usgflex200hp> show state nebula
nebula

enabled true

callhome-status Connected

operating-status CLOUD

port-status
epoch 1760432927
port 1
link-up-type copper
high-speed 1000
duplex-mode full

port 2
link-up-type down

port 3
link-up-type down

port 4
link-up-type down

port 5

2.1.4 Remove a Configuration Error Prompt

If you see a prompt with an exclamation mark (!) at the end, it means that there is an error in the
configuration.

Figure 19 Configuration Error Prompt

usgflex500h running config# vrf main interface vlan vlanlO00 vlan-id 100
usgflex500h running config#

However, you will not see what the error is until you commit the configuration. In the following example,
the VLAN was not linked with a port first.

Figure 20 Committed Configuration with Error

usgflex500h running config# vrf main interface vlan vlanlO00 vlan-id 100
usgflex500h running config#! commit
ERROR: [LY] / vrf main interface vlan vlanl00:
Too few "link-port" elements.
ERROR: Invalid configuration, cannot commit.
usgflex500h running config#!

In the following example, a role was not set for the user.
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Figure 21 Committed Configuration with Error

usgflex200hp> edit running
usgflex200hp running config# object user-object user test
usgflex200hp running user test#! show config
user test
logon-lease-time default
logon-reauth-time default

usgflex200hp running user test#! commit
ERROR: [LY] / object user-object user test:
Missing required element "role" in "user".
ERROR: Invalid configuration, cannot commit.
usgflex200hp running user test#!

In the following example, the interface type was not set to external.

Figure 22 Committed Configuration with Error

usgflex200hp> edit running
usgflex200hp running config# vrf main interface pppoe pppoell
usgflex200hp running pppoe pppoeOl#! link-interface gel
usgflex200hp running pppoe pppoell# type internal
usgflex200hp running pppoe pppoell#! commit
ERROR: [LY] / vrf main interface pppoe pppoeOl type internal:

Must condition ". = 'external'" not satisfied.
ERROR: Invalid configuration, cannot commit.

usgflex200hp running pppoe pppoeOl#!

2.2 Admin

Use these commands to change the name of the Zyxel Device in your network and manage administrators
of the Zyxel Device.

2.2.1 Change the Default Host Name

Use these commands to display the name of the Zyxel Device in your network. You may want to change
the default host name to distinguish it from other Zyxel Devices in your network.

Figure 23 Show Hostname

usgflex500h> show state system hostname

hostname usgflex500h

usgflex500h> edit running

usgflex500h running config# system hostname 2Foffice
usgflex500h running config# commit

Configuration committed.

usgflex500h running config#

2.2.2 Edit /| Admin Administrator or User Account

Use the below commands to create a new user account Max with unique password and a 60 minute idle
timeout.
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Figure 24 Create a New Account

usgflex200hp> edit running

usgflex200hp running config# object user-object user Max role user
usgflex200hp running config# object user-object user Max
usgflex200hp running user Max# password

Enter value for password>

Confirm value for password>

usgflex200hp running user Max# logon-lease-time 60

usgflex200hp running user Max# logon-reauth-time 0

2.3 Interfaces and Ports

Use these commands to manage interfaces and ports on the Zyxel Device.

2.3.1 Show Interface Information

Use this command to display an overview of the interfaces.

Figure 25 Show Interface Information

usgflex500h> show interface

No.Name Status Ip Address IP Assignment Interface

Type

1 ge2 DOWN 0.0.0.0/0 Dynamic ethernet

2 gel Up 172.21.x.%x/22 DHCP client ethernet
fe80::daec:e5ff:fe60:94fe/64 Link Local

3 ge3 DOWN 192.168.168.1/24 Static ethernet
fe80::daec:e5ff:fe60:9500/64 Link Local

4 ged DOWN 192.168.169.1/24 Static ethernet
fe80::daec:e5ff:fe60:9504/64 Link Local

5 cat DOWN fe80::daec:e5ff:fe60:9509/64 Link Local ethernet

6 DMZ DOWN fe80::daec:e5ff:fe60:9505/64 Link Local ethernet

7 vti custom 1009UP 169.254.148.254/32 Static

legacy vti
fe80::5efe:a9fe:94fe/64 Link Local

usgflex500h>

2.3.2 Assign a Dynamic IP Address to an Interface

Use this command to allow a specific Zyxel Device interface to receive a dynamic IP address. Then use

the show command to verify the change.
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Figure 26 Assign a Dynamic IP to an Interface

usgflex500h running config# vrf main interface ethernet gel ipv4 dhcp enabled true

usgflex500h running config# show interface name gel

fe80::daec:e5ff:fe60:94fe/64 Link Local

No.Name Status Ip Address IP Assignment Interface
Type
1 gel UpP 172.21.x.x/22 DHCP client

usgflex500h running config#

2.3.3 Assign a Static IP Address to an Interface

Use this command to specify a fixed IP address of 172.16.100.100 to Zyxel Device interface ge2.

Figure 27 Assign a Static IP to an Interface

.100.100

usgflex500h running config# vrf main interface ethernet ge2 ipv4 address 172.16

2.3.4 Display Interface Statistics

Use this command to display interface statistics.

Figure 28 Display Interface Statistics

usgflex500h running config# show fast-path statistics interface all
show-fast-path-statistics
interface lo-vr0

accelerated false
input-bytes 0
input-errors 0
input-last-error O
input-multicasts 0
input-packets 0
output-bytes 0
output-errors 0
output-packets 0

interface ifbl-vr0
accelerated false
input-bytes 0
input-errors 0
input-last-error 0
input-multicasts 0O
input-packets 0
output-bytes 0
output-errors 0
output-packets 0

usgflex500h running config#

2.3.5 Show Port Information

Use these commands to display Zyxel Device port status, details and statistics.
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2.3.6 Show Port Status

Use this command to display Zyxel Device port status.

Figure 29 Show Port Status

usgflex500h> show port status
show-port-status-cli
ok
port-list 1
name pl
status 100M/Full

port-list 2
name p2
status Down

2.3.7 Show Port Throughput

Use this command to display port throughput.

Figure 30 Show Port Throughput

usgflex500h> show port throughput
show-port-statistics
ok
port-list 1
name P1
rx_bps 18089.6
tx bps 3462.4

port-list 2
name P2
rx _bps 0.0
tx bps 0.0

2.3.8 Show Port Statistics

Use this command to display port statistics.
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Figure 31 Show Port Statistics

usgflex500h> show-port-statistics-detail
ok

port-list 1
name pl
rx_bytes 0
rx pkts 0
rx_errs 0
tx bytes 4751291
tx pkts 8236
tx errs 0O
tx colls 0
uptime 115

port-list 2
name p2
rx bytes 281474561465440
rx_pkts 4204252
rx_errs 3879722144
tx bytes 0
tx pkts 281474561465504
tx errs 2512205668
tx colls 0
uptime 0O

2.4 Security

Use these commands to manage security settings on the Zyxel Device.

2.4.1 Show Signature Update Status

These commands show the last system protection signature update and the version number.

Router# show system protection signature update status
show-system-protection-signature-update-status
ok
status "System protection signature is updated to the latest version
2.1.99.20250801.8. (success) at Thu Oct 23 07:54:01 2025
last update time: 2025-10-23 07:54:01"

Router# show ip-reputation-signature-version
ip-reputation-signature-version
ok
current-version 1.0.0.20250921.0
signature-number 439742
released-date "2025-09-22 02:31:23"

USG FLEX H Series CLI Reference Guide

43



Chapter 2 Getting Started

2.4.2 Show LED Alert if the License Has Expired

Use this command to have the USER LED blink green to alert you if your license has expired. You cannot
use the security features on the Zyxel Device if your license has expired. Your network will be unprotected
and security statistics will not update.

Figure 32 Show LED Alert if the License Has Expired

usgflex500h running config# system user-defined-led type
license expired(green blinking)
usgflex500h running config#

2.4.3 Enable / Disable Web Configurator Security Best Practice Wizard

The Security Best Practice wizard appears after each login to remind you of the recommended security
settings. Use this command to disable the Security Best Practice wizard on every login to the web
configurator.

Figure 33 Enable Security Best Practice Wizard

MyUSGFLEX500H> edit running

MyUSGFLEX500H running config# gui system security-best-practice-wizard-display
false

MyUSGFLEX500H running config# commit

Configuration committed.

2.4.4 Enable / Disable Security

Use this command to enable security on the Zyxel Device.

Type vrf main secure-policy enabled false to disable all security policies.

Note: This is only recommended for temporary remote access or debugging of the Zyxel
Device.

Figure 34 Enable Security

usgflex500h running config# vrf main secure-policy enabled true

2.4.5 Display Security Policy Settings

Use this command to display security policy settings on the Zyxel Device.
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Figure 35 Display Security Policy Settings

usgflex500h running config# show config vrf main secure-policy
secure-policy

enabled true

asymmetrical-route enabled false

rule LAN Outgoing

user any
schedule any
from LAN
source-ip any
to any

destination-ip any

service any

action allow

logging no

content-filter-profile profile none log by-profile enabled true
ssl-inspection-profile profile none log by-profile enabled true
app-patrol-profile profile none log by-profile enabled true
enabled true

secure-policy
enabled true
asymmetrical-route enabled false
rule LAN Outgoing

user any
schedule any
from LAN
source-ip any
to any

destination-ip any

service any

action allow

logging no

content-filter-profile profile none log by-profile enabled true
ssl-inspection-profile profile none log by-profile enabled true
app-patrol-profile profile none log by-profile enabled true
enabled true

rule DMZ to WAN
user any
schedule any
from DMZ
source-ip any

2.4.6 Display Security Settings and Matching Packets

Use this command to display security settings and matching packets (“hits") on the Zyxel Device.
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Figure 36 Display Security Settings and Matching Packets

usgflex500h running config# show state vrf main secure-policy
secure-policy

enabled true

asymmetrical-route enabled false

rule LAN Outgoing

user any
schedule any
from LAN
source-ip any
to any

destination-ip any

service any

action allow

logging no

content-filter-profile profile none log by-profile enabled true
ssl-inspection-profile profile none log by-profile enabled true
app-patrol-profile profile none log by-profile enabled true
enabled true

hits 1838

rule DMZ to WAN

user any
schedule any
from DMZ
source-ip any
to WAN

destination-ip any

service any

action allow

logging no

content-filter-profile profile none log by-profile enabled true
ssl-inspection-profile profile none log by-profile enabled true
app-patrol-profile profile none log by-profile enabled true
enabled true

hits O

rule IPSec VPN Outgoing
user any
schedule any
from IPSec VPN
source-ip any
to any
destination-ip any
service any
action allow
logging no
content-filter-profile profile none log by-profile enabled true
ssl-inspection-profile profile none log by-profile enabled true
app-patrol-profile profile none log by-profile enabled true
enabled true
hits O
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2.4.7 Collect and Display Application and Security Statistics

Use these commands to:
« Enable collection of the specified security statistics

» Display a summary of the specified security statistics collected.

App Patrol
Figure 37 Enable and Display App Patrol Statistics

usgflex500h running config# vrf main app-patrol statistics enabled true
usgflex500h running config# show state vrf main app-patrol statistics top-entry
usage entry

Anti Malware
Figure 38 Enable and Display Anti-Malware Statistics

usgflex500h running config# vrf main anti-malware statistics enabled true
usgflex200hp running config# show state vrf main anti-malware statistics summary

IP Reputation
Figure 39 Enable and Display IP Reputation Statistics

usgflex500h running config# vrf main ip-reputation statistics enabled true
usgflex500h running config# show state vrf main ip-reputation summary

IPS
Figure 40 Enable and Display IPS Statistics

usgflex500h running config# vrf main ips statistics enabled true
usgflex500h running config# show state vrf main ips statistics summary

Content Filtering
Figure 41 Enable and Display Content Filtering Statistics

usgflex500h running config# vrf main content-filter statistics enabled true
usgflex500h running config# vrf main content-filter statistics summary

Sandboxing
Figure 42 Enable and Display Sandboxing Statistics

usgflex500h running config# vrf main sandbox statistics enabled true
usgflex500h running config# show state vrf main sandbox statistics summary
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SSL Inspection
Figure 43 Enable and Display SSL Inspection Statistics

usgflex500h running config# vrf main ssl-inspection statistics enabled true
usgflex500h running config# show state vrf main ssl-inspection statistics summary

2.5 Firmware Management

Use these commands to manage firmware on the Zyxel Device.

2.5.1 Show the Firmware Version

This command shows if you're using the latest firmware. Both firmware partitions are shown below, but
the default display is one partition in the web configurator.

Use gui system standby-firmware-display true to display both partitions in the web configurator.

Figure 44 Show the Firmware Version

usgflex500h running config# show version
show-version
firmware 1
model-id "USG FLEX 500H"
firmware-version V1.21 (ABZH.0)b6
build-date "2024-06-28 14:17:42"
boot-status Standby

firmware 2
model-id "USG FLEX 500H"
firmware-version V1.21 (ABZH.O)
build-date "2024-07-11 06:36:27"
boot-status Running

usgflex500h running config#

2.5.2 Display LED Alert if There is New Firmware

Use this command to have the USER LED blink green to alert you if there is new firmware available on
Cloud Helper.

Figure 45 Display LED Alert if There is New Firmware

usgflex500h running config# system user-defined-led type
new firmware available(green blinking)
usgflex500h running config#
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2.5.3 Download the Latest Firmware From Cloud Helper

Use the command to download the latest firmware on the Cloud Helper server to the specified partition on
the Zyxel Device, 1in this example. Then use the second command to automatically reboot the Zyxel
Device after the firmware is downloaded.

Figure 46 Download the Latest Firmware From Cloud Helper and Reboot

usgflex500h running config# cmd cloud-helper get firmware 1

OK

usgflex500h running config# cloud-helper firmware auto-reboot true
usgflex500h running config#

2.5.4 Upload Firmware Using the CLI

This command uploads the specified firmware (“latestFW") to firmware partition 1 on the Zyxel Device.
Note: Do not turn off the Zyxel Device while the firmware is uploading.

Figure 47 Upload Firmware Using the CLI

usgflex500h running config# cmd firmware upgrade-1 image latestFW
command successful
usgflex500h running config#

2.5.5 Upload Firmware From Your Computer Using FTP

You may also use FTP to upload the firmware to the Zyxel Device if the FTP server is enabled on the Zyxel
Device. You must first download the firmware from the website to a specific path on your computer. Then
open the command prompt on your computer and run the following commands.

Note: Do not turn off the Zyxel Device while the firmware is uploading.

Figure 48 Upload Firmware From Your Computer Using FTP |

C:\Users\User.xxxx>ftp 172.21.x.x (IP address of the Zyxel Device)
Connected to 172.21.x.x.

220 FTP Server (FTP Server) [::ffff:172.21.x.x]

500 OPTS UTF8 not understood

User (172.21.x.x:(none)): admin

331 Password required for admin

Password:

230 User admin logged in

ftp> bin

200 Type set to I

ftp> put <firmware path on computer> <firmware name>

2.5.6 Specify Firmware Boot Partition

This command specifies which firmware boot partition, 1in this example, to use when the Zyxel Device
reboots.
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Figure 49 Specify Firmware Boot Partition

usgflex500h running config# boot-number 1
command successful
usgflex500h running config#

2.6 Configuration File Management

Use these commands to view, back up or restore a configuration file.

2.6.1 See the Current Configuration
Type show config text Or json or xml to see the current configuration in text, JSON or XML format.
Use the below command to see the current running configuration of a specific item in text format.

Figure 50 See Current Running Configuration

usgflex500h running config# show config text running

all nodefault with-deprecated absolute
relative fullpath dry-run /

system configuration aaa object
notification diagnostics geoip cloud-helper
logging gui two-factor-auth poe

nebula vrf switch running
startup staging origin file

2.6.2 See the Startup Configuration

Type show config startup text Or json Or xml to see the startup configuration in text, JSON or XML
format.

Use the below command to see the startup configuration on screen.
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Figure 51 See Startup Configuration

usgflex500h running config# show config startup
vrf main
system
default-interface-group
algorithm wrr

dos-prevention
enabled true
profile DOS PREVENTION PROFILE
scan-detection
sensitivity medium
block-period 5
ip-protocol-scan
action block
enabled true
logging log

tcp-portscan
action block
enabled true
logging log

udp-portscan

2.6.3 See the Staging Configuration

The staging configuration displays configurations made but not yet committed. For example, | create an
address object, and then use the show staging command with match to see the change.

Figure 52 See Staging Configuration

usgflex500h running config# object address-object address H1.1.1.1 type host
1.1.1.1
usgflex500h running config# show config staging | match "H1.1.1.1"

address H1.1.1.1 type host 1.1.1.1

You can also use the Di £f command to see what configurations you made, but have not yet saved

(commit).

Figure 53 Diff

usgflex500h running config# diff

=== / object address-object

+ address H1.1.1.1 type host 1.1.1.1
usgflex500h running config#

2.6.4 Back Up a Configuration

You should regularly back up configurations so that you may use a previously saved good configuration if
there are errors in the current configuration.
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First copy an existing (good) configuration as shown in the next example where “lastgood.conf” is copied
to “currentgood_2024-7-30.conf” on the Zyxel Device. If you want to download this configuration file to
your computer, you must use the Maintenance > Firmware/File Manager > Configuration File menu in the
web configurator or FTP.

Figure 54 Copy a Good Configuration

usgflex500h running config# cmd config-copy from lastgood.conf to
currentgood 2024-7-30.conf
configuration-copy
ok
message OK

usgflex500h running config#

Alternatively, you could email the specified configuration to previously configured email addresses using
this command.

Figure 55 Email a Good Configuration

usgflex500h running config# cmd config-mail send-now currentgood 2024-7-30.conf
usgflex500h running config#

2.6.5 Restore a Configuration

Use this command to replace the current configuration with a previously saved configuration on the Zyxel
Device. You may want to do this if recent configuration changes have caused unknown errors.

Figure 56 Apply a Previously Saved Configuration

usgflex500h running config# cmd config-apply startup-config 2024-7-30.conf
configuration-apply
ok
message OK

usgflex500h running config#

See the next section for how to copy the current configuration to the system default current configuration,
that is, reset the Zyxel Device to the factory defaults.

2.7 Wireless Management

Use these commands to view and configure the managed APs and the WiFi stations.

2.71 See the Managed APs’ Status

Use the following commands to view the specified status of the managed APs.
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Figure 57 Current Managed APs' Status

MyUSGFLEX500H running config# show state apc ap

ethernet smart-mesh-status custom-port-setting hw-capability
sw-capability custom-radio-setting slot ap-mac

index online status error-message
config-status ap-ip description model

usage cpu-usage station radio-num
ac-vlan-id wtp-vlan-id wtp-vlan-tag fw-version
primary-ac-ip secondary-ac-ip recent-online last-offline
loop-status ed-status suppress-mode-status power-mode
locator-led-status locator-led-time locator-led-lease roaming-group
load-balancing-group selectable-antenna-status
fw-available compatible port-num conflict
non-support ethernet-storming ethernet-uplink ble-status
nebula-flex-status serial-number group location
syshame override-tag

2.7.2 See the WiFi Clients’ Status

Use the following command to view the status and traffic usage of connected WiFi clients.

Figure 58 See the WiFi Clients’ Status

MyUSGFLEX500H running config# show state apc station
station
sta-mac 02:AA:BB:CC:DD:EE
index 1
hostname ""
associated-ap AP-2
group-of-ap -APGroup_ test2
ssid SSID TW
security WPA3-Personal
channel 40
band 5GHz
signal-strength "-57 dbm"
ipvéd4-address 192.168.167.41
tx-rate 306M
rx-rate 324M
upload "268.45 KB"
download "22.00 KB"
usage "290.45 KB"
association-time "2026/01/23 14:42:55"
capability 802.1lbe
dotll-features N/A
vlian 1

2.7.3 Block a WiFi Client from the WiFi Network

Use the following commands to prevent the WiFi client from connecting to the specified WiFi network. In
the following example, you want to block the WiFi client with MAC address 02:11:22:33:44:66 from the
WiFi network ssid-1-1.
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Figure 59 Block a WiFi Client from the WiFi Network

MyUSGFLEX500H running config# wlan-setting macfilter-profile macfilter-1-1 mac
02:11:22:33:44:66 ff:ff:ff:ff:ff:ff filter-type block

MyUSGFLEX500H running config# wlan-setting ssid-profile ssid-1-1 macfilter-action
block

MyUSGFLEX500H running config# commit

Configuration committed.

2.8 Troubleshooting

Use these commands if you are having problems with your Zyxel Device.

2.8.1 Restart the Zyxel Device

If the Zyxel Device is unstable or you want to use firmware from another partition, then use this command
to restart the Zyxel Device.

Figure 60 Restart Zyxel Device

usgflex500h> edit running
usgflex500h running config# cmd reboot
System will reboot on Wed 2024-07-31 10:40:10

2.8.2 Restart the NCC Connection

Nebula Cloud Center (NCC) is a cloud-based management tool. Use this command if your Zyxel Device is
managed by NCC and is having connection problems with NCC. This command will restart the connection
to NCC.

Figure 61 Restart NCC Connection

usgflex500h> edit running
usgflex500h running config# cmd debug nebula callhome restart
debug-nebula-callhome-restart

ok

2.8.3 Reset the Configuration to the Factory Defaults

If you forgot your user name or password, use this command to return the Zyxel Device to the default
configuration using the system-default.conf file.

Note: All configuration files including those you saved on the Zyxel Device will be deleted. The Login
password returns to the password on the back label or 1234, and the LAN IP address returns to
192.168.168.1.

License registration bindings, IPSec certificates, remote access VPN certificates, trusted
certificates and two-factor authentication (2FA) information are retained.
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Figure 62 Apply the System Default Configuration

ok

usgflex500h

usgflex500h running config# cmd config-apply system-default.conf

message OK

running config#

2.8.4 Display Management Logs

Use this command to display a certain number of the latest management logs. The logs include:

» Booting time and from which partition

e When and how firmware was upgraded

Figure 63 Display Management Logs

usgflex500h

usgflex500h> edit running

running config# cmd debug show sys-mgnt-log max-lines <numnber >

This is an example.

Figure 64 Display Management Logs Example

usgflex500h
[2024-04-01

partition:1
[2024-04-01
loaded)
[2024-04-11

[2024-04-11
loaded)
[2024-04-15
partition:2
[2024-04-15
loaded)
[2024-04-16
partition:1
[2024-04-16
loaded)
[2024-04-23
partition:2
[2024-04-23
loaded)
usgflex500h

running config# cmd debug show sys-mgnt-log max-lines 10
17:14:04][2][1.20(ABZH.0)b5s1] [CGI] [file upload] Firmware upgrading,

17:17:51][1][1.20(ABZH.0)b6] Booting time: 146 seconds (70 services

10:36:57]1[1]1[1.20(ABZH.0)b6] [FTP] Firmware upgrading, file: /db/etc/

zyxel/ftp/firmwarel/120ABZHOb6s1.bin

10:40:31][1][1.20(ABZH.0)b6s1l] Booting time: 143 seconds (71 services
15:27:44][1][1.20(ABZH.0)b6s1] [CGI] [file upload] Firmware upgrading,
15:31:24][2][1.20(ABZH.0)b7] Booting time: 148 seconds (70 services
10:23:27][2][1.20(ABZH.0)b7] [CGI] [file upload] Firmware upgrading,
10:27:06][1][1.20(ABZH.0)] Booting time: 148 seconds (70 services
10:22:00][1]1[1.20(ABZH.0)][CGI] [file upload] Firmware upgrading,
10:25:43][2][1.20(ABZH.0)] Booting time: 149 seconds (70 services

running config#
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2.8.5 Display Kernel Console Level

Customer support may require you to use this command to display the kernel console log level for
troubleshooting. All kernel messages with a log level smaller than the console log level will be printed to
the console command line interface. The log levels are defined as follows:

Table 7 Kernel Log Console

0 (KERN_EMERG) System is unusable

1 (KERN_ALERT) Action must be taken immediately
2 (KERN_CRIT) Critical conditions

3 (KERN_ERR) Error conditions

4 (KERN_WARNING) Warning conditions

5 (KERN_NOTICE) Normal but significant condition

6 (KERN_INFO) Informational

7 (KERN_DEBUG) Debug-level messages

The default log level is 1, so only KERN_EMERG and KERN_ALERT log types are printed to the console
command line interface.

Figure 65 Show Kernel Log Console Level

usgflex500h> edit running

usgflex500h running config# cmd debug kernel console-level show
kernel console-level: 1

usgflex500h running config#

2.8.6 Activate a Remote Support Account

If you need outside help with your Zyxel Device configuration, then enable the following command to allow
an external administrator to log in and diagnose the problem. You must also set the allowed time for
external access to one day, two days or one week. Make sure the Zyxel Device has Internet access.

Figure 66 Allow External Access

usgflex500h running config# cmd users remote-support-account enabled true expire-
time two-days
set-remote-support-account
ok
msg ok

usgflex500h running config#

Use the false option to turn off external access to your Zyxel Device.

Figure 67 Disallow External Access

usgflex500h running config# cmd users remote-support-account enabled false
set-remote-support—-account
ok
msg ok

usgflex500h running config#
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CHAPTER 3
Object Reference

This chapter describes how to use object reference commands.

3.1 Object Reference Commands

The object reference commands are used to see which configuration settings reference a specific object.
You can use this table when you want to delete an object because you have to remove references to the
object first.

Table 8 show reference Commands

COMMAND DESCRIPTION

show reference object address Displays which configuration settings reference the specified
[obj ect _nane] address object.

show reference object address-group | Displays which configuration settings reference the specified
[obj ect _nane] address group object.

show reference object service Displays which configuration settings reference the specified
[obj ect _nane] service object.

show reference object service-group | Displays which configuration settings reference the specified
[obj ect _nane] service group object.

show reference object schedule Displays which configuration settings reference the specified
[obj ect _nane] schedule object.

show reference object schedule- Displays which configuration settings reference the specified
group [Object _nane] schedule group object.

show reference object zone Displays which configuration settings reference the specified
[obj ect _nane] zone object.

show reference object user Displays which configuration settings reference the specified
[user nane] user object.

show reference object user-group Displays which configuration settings reference the specified
[user nane] user group object.

show reference object {aaa-radius| Displays which configuration settings reference the specified
aaa-ldap| aaa-ad} [object_nane] AAA RADIUS, AAA LDAP or AAA AD group object.

show reference profile {app-patrol]| | Displays which configuration settings reference the specified:

content-filter| dos-prevention|

. ) o A atrol profile.
ssl-inspection| certManager} pp P P

« Content filter profile.

« DoS prevention profile.
e SSL inspection profile.
« Certificate profile.
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3.1.1 Object Reference Command Example

This example shows how to check which configuration is using the HTTP service.

usgflex200hp> show reference object service HTTP
show-reference-object
ok
reference 1
category "Service Group"
sub category ""
priority ""
rule name Default Allow WAN To ZyWALL
description ""
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CHAPTER 4
Status

This chapter explains some commands you can use to display information about the Zyxel Device's
current operational state.

41 Show Commands

These commands display the status of certain features.

Table 9 Status Show Commands

COMMAND DESCRIPTION

show config Displays the settings you configured.

show state Displays the status of the specified settings.

show all Displays all settings in the specified category.

show fullpath Displays all settings in the specified category.

show bgp Displays border gateway protocol (BGP) information.

show object Displays the Zyxel Device zones.

show geo-ip Displays the Geo IP database and country list.

show cloud-helper Displays cloud helper firmware information and download status.

show

debug myzyxel-

server status

Displays myzyxel server status.

resource local-usage

show fast-path Displays fast-path memory, cpu-usage, table-usage and service statistics.
show interface Displays the Zyxel Device interfaces information.

show certificate Displays the Zyxel Device certificates information.

show filter Displays the protocols list.

show ntp Displays network time protocol (NTP) information.

show port status Displays the Zyxel Device ports status.

show conn filter Displays all established sessions that pass through the Zyxel Device.

show firmware Displays the Zyxel Device firmware and reboot options.

show gui dashboard Displays the used space (in MB or GB), available space (in MB or GB), and the

percentage of used space on the Zyxel Device.

Local storage refers to the permanent (flash) memory, where data is retained after
rebooting. It stores database files, including actual data, logs, backups, packet
capture files, and configuration files. New logs and files are not saved when
storage is full.

show

boot-

gui dashboard
status

Displays when the Zyxel Device was last updated with new firmware. For example,
‘status OK. detail “Firmware update at 2024-02-02 09:31"

show

certManager

Displays the Zyxel Device SSL certificate.
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Table 9 Status Show Commands (continued)

COMMAND

DESCRIPTION

show reference

Displays which configuration settings reference a specific object.

show logging Displays the logs.
show summary Displays a summary of the Zyxel Device system status.
show conntracks Displays connection tracking records.

show product

Displays the Zyxel Device model name and firmware version.

show date

Displays the current date of your Zyxel Device.

show neighbors

Displays neighbors information.

show ipvé4-routes

Displays the IPv4 routing table.

show ospf

Displays OSPFv2 information.

show dhcp-server

Displays the DHCP unique identifier (DUID).

show dns-server

Displays DNS server information.

show ike Displays security association (SA) status.
show log Displays log information.
show rip Displays RIP information.

show version

Displays the Zyxel Device firmware information.

show users

Displays the Zyxel Device user accounts login information.

show lockout-users

Displays the user accounts that are locked out of the Zyxel Device.

show service-inspect

Displays the services available on the Zyxel Device.

show mac

Displays the Zyxel Device MAC address.

show serial-number

Displays the serial number of this Zyxel Device.

show system traffic-
statistics-chart
summary host ip filter
application
<application name>

Displays traffic statistics in a chart by application.

show system traffic-
statistics-chart
summary application
range begin <1 - 1000>
end <1 - 1000>

Displays traffic statistics in a chart by range of traffic size.

show system traffic-
statistics summary
host ip filter
application
<application name>

Displays traffic statistics summary of host IP addresses by application.

show system traffic-
statistics summary
host ip range begin <1
- 1000> end <1 - 1000>

Displays traffic statistics summary of host IP addresses by range of IP addresses.

show system database
status

Displays the number of traffic sessions that went through the Zyxel Device and the
file size in the database. for example, “session_count 10000, db_usage "7673 kB".

show service-register
status

Displays if services are active and when they expire.
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Table 9 Status Show Commands (continued)

COMMAND

DESCRIPTION

show 1ldp config

Displays LLDP configuration status. LLDP (Link Layer Discovery Protocol) is a non-
proprietary link layer protocol for LAN devices to transmit device information such
as chassis identification, port ID, port description, system name, device role (such
as router, switch, hub), IP/MAC address, and so on, to directly connected
neighbors. This information is also stored in local Management Information
Databases (MIBs), and can be queried with the Simple Network Management
Protocol (SNMP).

show 1lldp status

Displays LLDP statistics

show 1ldp local

Displays Zyxel Device LLDP information.

show 1ldp remote

Displays LLDP information of the device connected to the Zyxel Device.

show apc license count

Displays the number of APs managed by this Zyxel Device (the AP Controller).

4.2 Command Examples

User Account Information on page 63

MAC Address, Serial Number, and Firmware Version on page 64

Interface Information on page 64

Port Information on page 65

System Uptime on page 65

LLDP Commands on page 66

Status of Services on page 68

Session Monitor on page 68
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4.21 User Account Information

Use show users to display user accounts that have logged into the Zyxel Device. The unique value only
displays for logged in user running this command.

usgflex500h> show users
show-users
admin-list Boss

role admin
from console
tunnel-ip 0.0.0.0
service console
login-time 6:19:14
lease-timeout 17:40:52
reauth-timeout 17:40:46
user-info admin (Boss)
unique ttySl1l

admin-list Boss
role admin
from 172.21.x.x
tunnel-ip 0.0.0.0
service http/https
login-time 6:17:28
lease-timeout 23:31:07
reauth-timeout 17:42:32
user-info admin (Boss)
unique FLNxNgtelL2aFy9MtLgrHTtzO0pgtWHBAgJglObGlO06Fgsg5GmlFtgPLYcu2zoD+-

admin-list Boss
role admin
from 172.21.x.y
tunnel-ip 0.0.0.0
service ssh
login-time 3:31:23
lease-timeout 23:59:55
reauth-timeout 20:28:37
user—-info admin (Boss)
unique /dev/pts/0
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4.2.2 MAC Address, Serial Number, and Firmware Version

Here are examples of the commands that display the MAC address, serial number, and firmware version.

usgflex200hp> show mac
MAC address: D8:EC:E5:5C:0D:04-D8:EC:E5:5C:0D:0C
usgflex200hp> show serial-number
serial number: S212116295036
usgflex200hp> show version
show-version
firmware 1
model-id "USG FLEX 200HP"
firmware-version 7.00 (ABXE.Q0)b2
build-date "2022-08-30 14:58:48"
boot-status Standby

firmware 2
model-id "USG FLEX 200HP"
firmware-version 1.00 (ABXE.0)b2sl
build-date "2022-09-21 11:55:41"
boot-status Running

4.2.3 Interface Information

Here is an example of the command that displays the Zyxel Device interfaces information.

usgflex200hp> show interface

No.Name Status Ip Address IP Assignment Interface Type

0 gel DOWN fe80::daec:e5ff:febc:d04/64 Link Local ethernet

1 ge2 DOWN fe80::daec:e5ff:febc:d05/64 Link Local ethernet

2 ge3 DOWN 192.168.168.1/24 Static ethernet
fe80::daec:e5ff:febc:d06/64 Link Local

3 ged DOWN 192.168.169.1/24 Static ethernet
fe80::daec:e5ff:fe5c:d0a/64 Link Local
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4.2.4 Port Information

Here is an example of the command that displays the ports information.

usgflex200hp> show port statistic
show-port-statistics
ok
port-list 1
name pl
rx_bypes 0
rx pkts 0O
rx _errs 0O
rx_drops -2007148728
rx bps 0
tx bytes 0
tx pkts O
tx errs O
tx colls 0
tx bps 0
uptime 0
port-list 2
name p2
rx_bypes 0
rx pkts 0O
rx _errs 0
rx drops -1237797048
rx bps 0
tx bytes 0
tx pkts O
tx errs O
tx colls 0
tx bps 0
uptime 0
port-list 3
name p3
rx_bypes 194620
rx pkts 1995
rx errs 0O
rx drops -1183496376
rx _bps 204
tx bytes 1461644
tx pkts 1783
tx errs O
tx colls 0
tx bps 162
uptime 69

4.2.5 System Uptime

Here are examples of the commands that display the system uptime.

usgflex200hp> show system uptime
show-uptime
ok

uptime 0:12:09
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4.2.6 LLDP Commands

Here are examples of using the LLDP commands to display device information.

This command shows the LLDP configuration status.

usgflex500h> show 1lldp config
show-11ldp-config
lldpMessageTxInterval 30
1ldpMessageTxHoldMultiplier O
l1ldpReinitDelay 1
11dpTxDelay 1
lldpNotificationInterval 5

This command shows LLDP statistics.

usgflex500h> show 1lldp status
show-1ldp-status
epoch 1727160381968
lldpStatsRemTablesLastChangeTime 172714197200
lldpStatsRemTablesInserts 4
lldpStatsRemTablesDeletes 2
lldpStatsRemTablesDrops 0
lldpStatsRemTablesAgeouts 0
lldpStatsTxPortEntry
lldpStatsTxPortNum 1
lldpStatsTxPortFramesTotal 0

lldpStatsTxPortEntry
11ldpStatsTxPortNum 2
lldpStatsTxPortFramesTotal 0

lldpStatsTxPortEntry
lldpStatsTxPortNum 3
lldpStatsTxPortFramesTotal 0

lldpStatsTxPortEntry
lldpStatsTxPortNum 4
lldpStatsTxPortFramesTotal 0
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This command shows Zyxel Device LLDP information.

usgflex500h> show 1lldp local
show-1ldp-local
epoch 1727160410932
lldpLocChassisIdSubtype 4
lldpLocChassisId BA:05:FB:90:EF:EA
lldpLocSysName usgflex500h
l1ldpLocSysDesc "Buildroot 2020.02.5 Linux 4.14.207-10.3.7.0-2 #5 SMP
PREEMPT Fri Sep 20 19:21:09 UTC 2024 aarch64"
lldpLocSysCapSupported 156
lldpLocSysCapEnabled 20
lldpLocPortEntry
lldpLocPortNum 1
lldpLocPortIdSubtype 3
lldpLocPortDesc ifb0

lldpLocPortEntry
lldpLocPortNum 2
lldpLocPortIdSubtype 3
lldpLocPortDesc ifbl

lldpLocPortEntry
lldpLocPortNum 3
lldpLocPortIdSubtype 3
lldpLocPortDesc gretapO

This command shows LLDP information of the device connected to the Zyxel Device.

usgflex500h> show 1lldp remote
OK.
usgflex500h>
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4.2.7 Status of Services

Here is an example of the command that displays the Zyxel Device services information.

usgflex500h running config# show service-register status

| service status

expiration |

| Security Profile Sync | Activated | 2025/
09/13 |

| SecuReporter | Activated | 2025/
09/13 |

| Device Insight | Activated | 2025/
09/13 |

| Sandboxing | Activated | 2025/
09/13 |

| Nebula Professional Pack | Activated | 2025/
09/13 |

| Reputation Filter | Activated | 2025/
09/13 |

| Web Filtering | Activated | 2025/
09/13

| Application Patrol | Activated | 2025/
09/13 |

| Anti-Malware | Activated | 2025/
09/13 |

| IPS | Activated | 2025/
09/13 |

License Agent Version: 1.0.0

4.2.8 Session Monitor

Here is an example of the command that displays all established sessions that pass through the Zyxel
Device for debugging or statistical analysis. The following information is displayed.

e User who started the session

» Protocol or service port used

« Source IP address and country

» Destination IP address and country
* Number of bytes received (so far)

* Number of bytes transmitted (so far)

e Duration (so far)
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* BWM rule applied

show-conn-filter-cli
ok
count 68
conn 1

rx_bytes
tx bytes
duration
proto 6

conn 2

rx bytes
tx bytes
duration
proto 6

MyUSGFLEX500H> show conn filter

user ctc-users

service HTTPS

source 192.168.167.51:65104
source_country Private IP
destination 17.253.117.201:443
destination country TW

3096
1944
16

bwm rule name BWM2

user ctc-users

service HTTPS

source 192.168.167.51:65115
source country Private IP
destination 17.8.131.124:443
destination country US

3104
1981
14

bwm rule name BWMZ2

USG FLEX H Series CLI Reference Guide

69




51 User LED

CHAPTER 5
USER LED

The USER LED is located at the front panel of the Zyxel Device. Use this LED to check one of the following:

e Admin account login status.
e User IP address locked out status.
e License status.

+ New firmware available for update.

Use the command to configure one of the following USER LED settings. You must use the edit running

command before you can use the command.

Table 10 USER LED Command

COMMAND

DESCRIPTION

system user-defined-led type
{Admin login (green on) |

user lockout (amber on) |

license expired(green blinking) |

| Off}

new firmware available (green blinking)

Select how you want the USER LED to behave.

Select Admin login (green on) if you want the USER LED
to be steady green when there are admin accounts
logged into the Zyxel Device.

Select User Lockout (amber on) if you want the USER
LED to be steady amber when a user IP address is
locked out of the Zyxel Device. A user IP address will be
locked out when the user has logged into the Zyxel
Device unsuccessfully (for example, wrong password)
for more than three times.

Select License Expired (green blinking) if you want the
USER LED to be steady amber when a Zyxel Device
service license has expired.

Select New Firmware Available (green blinking) if you
want the USER LED to blink green when there is new
firmware available for upload.

Select Off to turn off the USER LED.
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6.1 Interface Overview

In general, an interface has the following characteristics.

An interface is a logical entity through which (layer-3) packets pass.
An interface is bound to a physical port or another interface.

Many interfaces can share the same physical port.

An interface is bound to at most one zone.

Many interfaces can belong to the same zone.

Some characteristics do not apply to some types of interfaces.

6.1.1 Types of Interfaces

You can create several types of interfaces in each Zyxel Device model. The types supported vary by Zyxel
Device model.

Ethernet interfaces are the foundation for defining other interfaces and network policies.

VLAN interfaces receive and send tagged frames. The Zyxel Device automatically adds or removes the
tags as needed. Each VLAN can only be associated with one Ethernet interface.

Bridge interfaces create a software connection between Ethernet or VLAN interfaces at the layer-2
(data link, MAC address) level. Unlike port groups, bridge interfaces can take advantage of some
security features in the Zyxel Device. You can also assign an IP address and subnet mask to the bridge.

Trunk interfaces manage load balancing between interfaces.

PPPoOE interfaces support Point-to-Point Protocols (PPP). ISP accounts are required for PPPoE
interfaces.

VPN Tunnel Interface (VTI) encrypts or decrypts IPv4 traffic from or to the interface according to the IP
routing table.

Port groups, and trunks have a lot of characteristics that are specific to each type of interface. These
characteristics are listed in the following tables and discussed in more detail farther on.

Table 11 Interface Characteristics
CHARACTERISTICS ETHERNET VLAN BRIDGE PPPOE
Name* gex vilanx brx pppX
IP Address Assignment
Static IP Address Yes Yes Yes Yes
DHCP Client Yes Yes Yes Yes (Auto)
Interface Parameters
Packet Size (MTU) Yes ‘ Yes Yes Yes
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Table 11 Interface Characteristics (continued)

CHARACTERISTICS ETHERNET VLAN BRIDGE PPPOE
Data Size (MSS) Yes Yes Yes Yes
Traffic Prioritization Yes Yes Yes Yes

DHCP
DHCP Server Yes Yes Yes No
DHCP Relay Yes Yes Yes No

Ping Check Yes Yes Yes Yes

Note: The format of interface names is strict. Each name consists of 2-4 letters (interface type),
followed by a number (x, limited by the maximum number of each type of interface). For
example, Ethernet interface names are gel, ge2, ge3, ...; VLAN interfaces are vlan0O,
vlan1, vlan2, ...; and so on.

6.1.2 Relationships Between Interfaces

In the Zyxel Device, interfaces are usually created on top of other interfaces. Only Ethernet interfaces are
created directly on top of the physical ports (or port groups). The relationships between interfaces are
explained in the following table.

Table 12 Interface Characteristics

CHARACTERISTICS ETHERNET | ETHERNET |VLAN PPPOE BRIDGE
Name* wanl, wan2 lan1, lan2 vilanx pppXx brx
Configurable Zone No No Yes Yes
IP Address Assignment Yes

Static IP address Yes Yes Yes Yes Yes

DHCP client Yes No Yes Yes Yes
Interface Parameters Yes

Packet size (MTU) Yes Yes Yes Yes Yes
DHCP Yes (Auto)

DHCP server No Yes Yes Yes

DHCP relay No Yes Yes No Yes
Connectivity Check Yes Yes Yes No Yes
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6.2 Interface Command Input Values

The following table identifies the values required for many of these commands. Other input values are
discussed with the corresponding commands.

Table 13 Interface Command Input Values

LABEL

DESCRIPTION

i nterface_nane

The name of the interface.

Ethernet interface: For some Zyxel Device models, use gex, x = 1- N, where N equals the
highest numbered Ethernet interface for your Zyxel Device model.

For other Zyxel Device models use a name such as wan1, wan2, opt, lan1, ext-wlan, or dmz.

virtual interface on top of Ethernet interface: add a colon (:) and the number of the virtual
interface. For example: gex:y, x=1-N,y=1-4

VLAN interface: vlanx, x = 0 - 4094

bridge interface: brx, x = 0 - N, where N depends on the number of bridge interfaces your
Zyxel Device model supports.

virtual interface on top of bridge interface: brx:y, x = the number of the bridge interface, y = 1-
4

PPPoE interface: pppx, x = 0 - N, where N depends on the number of PPPoE interfaces your
Zyxel Device model supports.

profil e_name

The name of the DHCP. You may use 1-31 alphanumeric characters, underscores(_), or dashes
(-), but the first character cannot be a number. This value is case-sensitive.

donai n_nane

Fully-qualified domain name. You may up to 254 alphanumeric characters, dashes (-), or
periods (.), but the first character cannot be a period.

The following sections introduce commands that are supported by several types of interfaces.

Table 14 Overall Interface Commands

COMMAND

DESCRIPTION

name> {ipvé4 |

| promiscuous
description |
interface}

ageing-time | link-

vrf main interface bridge <interface- | Sets the criteria for a selected bridge interface on the Zyxel
default-snat | ping- Device.

check | ethernet | ipvé6 | network-
stack | forward-802dotlx | stp | mtu

enabled | type |

ethernet | gos
enabled | type

vrf main interface ethernet Sets the criteria for a selected Ethernet interface on the Zyxel
<interface-name> {default-snat | Device.
ping-check | ipv4 | network-stack |

mtu | promiscuous |
description | ports}

ipv4d | ipvé6 |

description |

vrf main interface gre <interface- Sets the criteria for a selected GRE (Generic Routing
name> {default-snat | ping-check | Encapsulation, for data transmission) interface on the Zyxel
network-stack | key | Device.

mtu | promiscuous | enabled | type |
ttl | tos | link-
interface | link-vrf | local | remote
| checksum | sequence-number}
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Table 14 Overall Interface Commands (continued)

COMMAND

DESCRIPTION

vrf main interface lag <interface-
name> {ipv4 | default-snat | ping-
check | ethernet | ipvé6 | network-
stack | mtu | promiscuous | enabled
type | description | mode | xmit-
hash-policy | lacp-rate | mii-link-
monitoring | updelay | downdelay |
primary | link-interface}

Sets the criteria for a selected LAG (Link Aggregation Group, a
combined set of physical ports) interface on the Zyxel Device.

vrf main interface vti <interface-
name> {default-snat | ping-check |
ethernet | ipv4 | ipv6 | network-
stack | mtu | promiscuous | enabled |
type | description | vti-mark | local
| remote | link-vrf}

Sets the criteria for a selected VTI (Virtual Tunnel Interface) on
the Zyxel Device.

vrf main interface pppoe <interface-
name> {auth | ipcp | ipvécp |
periodical-reconnection | lcp-
setting | logging | ping-check |
enabled | description | link-
interface | type | service-name | ac-
name | remote-mac-address | mtu | mru
| compression | idle | lcp | request}

Sets the criteria for a selected PPPoE (Point-to-Point Protocol
over Ethernet, PPP frames inside Ethernet frames) on the Zyxel
Device.

vrf main interface vlan <interface-
name> {default-snat | ping-check |
ethernet | ipvé4 | ipv6 | network-
stack | mtu | promiscuous | enabled |
type | description | vlan-id |
protocol | link-vrf | vlan-priority-
code | link-interface | link-port}

Sets the criteria for a selected VLAN (virtual logical network
segment} on the Zyxel Device.

gos policer <profil e-name> bandwidth
<rate-limt>

Sets the maximum traffic rate for bandwidth in the QoS policer
profile. This profile can be applied to interfaces to control
network traffic.

profile-name: The name of QoS policer profile you want to
configure.

rate-1limit: The transfer or receive rate limit. You can enter a
number without a unit, which is interpreted as bps (bits per
second), or a number followed by a unit, for example, 10G.

Supported units:

K = Kbps (Kilobits per second)

M = Mbps (Megabits per second)
G = Gbps (Gigabits per second)
T = Tbps (Terabits per Second)
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Table 14 Overall Interface Commands (continued)

COMMAND

DESCRIPTION

gos policer <profil e-name> burst
<burst-size>

Sets the size of traffic that can pass through when traffic
exceeds the bandwidth limit in the QoS policer profile. This
prevents packet drops during short-term traffic increases. This
profile can be applied to interfaces to control network traffic.

profile-name: The name of QoS policer profile you want to
configure.

burst-size: The number of bytes for the burst size. The
allowed range is 1to 4,294,967,295 bytes.

vrf main interface {ethernet | VLAN |
bridge | pppoe | lag | legacy-vti}
<interface-nane> gos [ingress |
egress] rate-limit policer <profile-
nanme>

Applies the ingress and egress rate limit of the QoS policer
profile to the specified interface.

Refer to the commands above for QoS policer profile rate limit
configuration.

If you also set a limit using Bandwidth Management
Commands, the Zyxel Device will apply the lower value as the
limit.

6.3 PoE Overview

The Zyxel Device is a Power Sourcing Equipment (PSE) because it provides a source of power through its
Ethernet ports. Each device that receives power through an Ethernet port is a Powered Device (PD). A
Powered Device (PD) is a device that receives power through PoE, such as an IP camera, a wireless
router, an IP telephone or a general outdoor router.

The following example figure shows a Zyxel Device supplying PoE (Power over Ethernet) to PDs that are

not within reach of a power outlet.

Figure 68 PoE Application
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6.4 PoE Port Commands

This table lists the PoE port commands.

Table 15 PoE Port Commands

COMMAND

DESCRIPTION

cmd poe reset-power port <port-
nunber >

Powers off the PD (powered device) connected to the port, by
temporarily disabling then re-enabling PoE.

show state poe port <port-nunber>

Shows the status of the port, including if power is sent to the
PD, the current, and the temperature of the port.

6.4.1 PoE Port Command Example

The following command shows you the details for the ports.

usgflex500h> edit running

port p3
pd-enable PORT ENABLE
state R OPEN
mode AF
class 5
power "0.0 W"
current "0.0 mA"
temperature 45.875
port p4
pd-enable PORT ENABLE
state R GOOD
mode AF
class 0
power "3.703 W"
current "64.500 mA"
temperature 44.375

usgflex500h running config# show state poe port

6.5 Ethernet Interface Commands

This table lists the Ethernet interface commands.

Table 16 Ethernet Interface Commands

COMMAND

DESCRIPTION

vrf main interface ethernet
<i nterface-nane> default-snat
enabled {true | false}

Enables default SNAT settings for the specified interface.

vrf main interface ethernet

{true | false}

<interface-nane> ipv4 dhcp enabled

Makes the specified interface a DHCP client; the DHCP server
gives the specified interface its IP address, subnet mask, and
gateway.
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Table 16 Ethernet Interface Commands (continued)

COMMAND

DESCRIPTION

vrf main interface ethernet
<interface-nane> ipv4 dhcp dhcp-
lease-time <0...4294967295>

Sets how long the specified interface can use the information
(especially the IP address) received from the DHCP server
before it has to request the information again. The default
value is 7200.

cmd dhcp-client renew-lease
<i nt er f ace- nane>

Has DHCP clients on the specified interface request their
DHCP information again even if the lease time is not up.

vrf main interface ethernet
<interface-nanme> ipv4 primary-
address <i pv4-address>

This is available only when the interface is not a DHCP client.

Sets the primary IP address for this interface to identify the
WAN address used for sending traffic with other network
devices.

[del] vrf main interface ethernet
<interface-name> ipv4 address <i pvé4-
addr ess>

This is available only when the interface is not a DHCP client.

Sets up to three secondary public IP addresses to be bound to
this interface. You can assign these IP addresses to different
servers on the same interface, enabling the servers to receive
traffic using different IP addresses and ports. Enter del to
remove an IP address from the specified interface.

vrf main interface ethernet
<interface-name> ipv4d gateway <i pvé4-
addr ess>

Enters the IP address of the router through which this
connection will send traffic.

vrf main interface ethernet
<interface-nane> enabled {true|
false}

Enables or disables the specified interface.

vrf main interface ethernet
<interface-nane> type {internal]
external}

Sets the type of network you will connect this interface.
internal is for connecting to a local network. external is
for connecting to an external network, such as the Internet.

vrf main interface ethernet
<interface-nane> description
<descri pti on>

Enters a description of the specified interface. You can use up
to 30 single-byte characters, including 0-9a-zA-Z'()+,/
=7 H@$_%-"

vrf main interface ethernet
<i nterface-nane> mtu
<0...4294967295>

Sets the Maximum Transmission Unit, which is the maximum
number of bytes in each packet moving through this interface.
The default value is 1500.

show state vrf main interface

Displays parameter status, counters and neighbor information
for all interfaces.

show state vrf main interface {bridge
| ethernet | gre | lag |
<i nterface_nane>

legacy-vti}

Displays parameter status, counters and neighbor information
for the specified interface.

show config vrf main interface

Displays configuration details for all interfaces.

show config vrf main interface
{bridge | ethernet | gre | lag |
legacy-vti} <interface_name>

Displays configuration details for the specified interface.
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6.5.1 Ethernet Interface Command Examples

The following command shows you parameter status, counters and neighbor information for interface gel,
including the type.

usgflex500h running config# show state vrf main interface ethernet gel
ethernet gel
mtu 1500
promiscuous false
enabled true
type external
oper-status UP
counters
in-octets 161320368
in-unicast-pkts 1358427
in-discards 265334
in-errors O
out-octets 78887215
out-unicast-pkts 248652
out-discards 0
out-errors 0

ipv4
address 172.21.a.b/22
neighbor 172.21.b.c link-layer-address 00:00:5e:00:01:04 state reachable
neighbor 172.21.a.d link-layer-address c0:3f:d5:ba:9%e:b7 state stale
neighbor 172.21.a.f link-layer-address 84:a9:3e:76:4e:b4 state reachable
neighbor 172.21.a.g link-layer-address 50:eb:f6:d6:16:19 state stale
neighbor 192.168.168.33 link-layer-address c0:3f:d5:ba:9%e:b7 state stale
ethernet gel
mtu 1500
promiscuous false
enabled true
type external
oper—-status UP
counters
in-octets 161320368
in-unicast-pkts 1358427
in-discards 265334
in-errors O
out-octets 78887215
out-unicast-pkts 248652
out-discards 0
out-errors 0
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The following command shows you configuration details for interface gel.

usgflex500h> show config vrf main interface ethernet gel
ethernet gel
enabled true
type external
default-snat
enabled true

ping-check
enabled false
method icmp
port 1
period 30
timeout 5
fail-tolerance 5
probe-condition any

ipv4

enabled true

dhcp
enabled true
timeout 60
retry 300
select-timeout 0
reboot 10
initial-interval 10
dhcp-lease-time 7200
request subnet-mask
request broadcast-address
request time-offset
request routers
request domain-name
request domain-search
request domain-name-servers
request host-name
request nis-domain
request nis-servers
request ntp-servers
request interface-mtu

ipv6
enabled true

ports pl
ethernet
mac-address autol

6.6 DHCP Server Commands

This section covers the DHCP Server commands.
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This table lists the DHCP Server commands.

Table 177 DHCP Server Commands

COMMAND

DESCRIPTION

vrf main dhcp server
enabled {true | false}

Enables or disables DHCP server.

vrf main dhcp server
default-lease-time
<180. . 31536000>

Sets the network address lease time assigned to DHCP clients (in seconds).
The default is 172800 seconds (2 days).

vrf main dhcp server max-
lease-time
<180. . 31536000>

Sets the maximum network address lease time assigned to DHCP clients (in
seconds). The default is 31536000 seconds (365 days, 1 non-leap year).

vrf main dhcp server
subnet <a.b.c.d/ m> {dhcp-
options | default-lease-
time | max-lease-time |
authoritative | interface
| default-gateway | range
| host}

Sets the criteria for the specified subnet which is the network prefix of the
subnet on which the DHCP server listens.
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Table 177 DHCP Server Commands (continued)

COMMAND

DESCRIPTION

vrf main dhcp server
subnet <a.b.c.d/ m> dhcp-
options <option>

Sets the extra configuration values the DHCP server sends to clients along
with the IP address. These are the DHCP options supported at the time of
writing.

e bootfile: DHCP server option 67 - bootfile name

e capwap-ac: Max count: 3. DHCP server option - 138
OPTION_CAPWAP_AC_V4

e dhcp-server-identifier: Identifies which DHCP server issued the
lease by IPv4 address. This is used in DHCP messages to allow the client
to distinguish between lease offers.

e domain-name: Supplies the DNS suffix appended to unqualified
hostnames.

e domain-name-server: Sets up to 3 DNS server IP v4 addresses one-by-
one in order of server preference. To re-order preference, delete these
IPv4 addresses, then set them one-by-one again in the new order.

e interface-mtu: Range: 0..65535. Tells the client what MTU size to use
on the interface.

e netbios-name-server: Specifies up to 2 WINS server(s) one-by-one in
order of server preference. To re-order preference, delete these IPv4
addresses, then set them one-by-one again in the new order.

¢ netbios-node-type: Controls how NetBIOS names are resolved.

e netbios-scope: Defines a NetBIOS scope ID (logical group). NETBIOS
over TCP/IP scope parameter for the client as specified in RFC 1001/1002.

e ntp-server: Sets up to 2 NTP servers for time synchronization one-by-
one in order of server preference. To re-order preference, delete these
IPv4 addresses, then set them one-by-one again in the new order.

e pxe-server: DHCP server option - PXE Server Ip

e pxe-server-file-name: DHCP server option - PXE Boot Loader File
Name

e sip-server: Sets up to 2 SIP server IP v4 addresses one-by-one in order
of server preference. To re-order preference, delete these IPv4
addresses, then set them one-by-one again in the new order. DHCP
server option - 120 SIP Server

e tftp-server: Sets upto 3 TFTP server IP v4 addresses one-by-one in
order of server preference. To re-order preference, delete these IPv4
addresses, then set them one-by-one again in the new order. DHCP
server option - 150 TFTP Server Ip

e tftp-server-name: DHCP server option 66 - TFTP Server Name
e time-offset: Sets the time zone offset from UTC (in seconds).

e time-server: Sets up to 2 time server IP v4 addresses one-by-one in
order of server preference. To re-order preference, delete these IPv4
addresses, then set them one-by-one again in the new order. DHCP
server option 4 - Time Server Ip

e user-defined: Max count: 15. User defined DHCP option, usage: user-
defined [option code] [type] [value]

e vivc: Max count: 2. DHCP server option 124 - Vendor-Identifying Vendor
Class (VIVC)

e vivs: Max count: 2. DHCP server option 125 - Vendor Identifying Vendor
Specific (VIVS)

vrf main dhcp server
subnet <a.b.c.d/ m> default-
lease-time <180..31536000>

Sets the default network address lease time assigned to DHCP clients in this
subnet, in seconds.

vrf main dhcp server
subnet <a.b.c.d/ m> max-
lease-time <180..31536000>

Sets the maximum network address lease time assigned to DHCP clients in
this subnet, in seconds.

vrf main dhcp server
subnet <a.b.c.d/ m>
authoritative {true |
false}

true requires the client to be in the same subnet as the DHCP server. If a
client is not in the same subnet as the DHCP server, the DHCP server sends a
DHCPNAK (Negative Acknowledgment) which invalidates the client’s current
IP address configuration. This causes the DHCP server to assign a new IP
address to the client, which should be in the same subnet as the DHCP server.
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Table 177 DHCP Server Commands (continued)

COMMAND

DESCRIPTION

vrf main dhcp server
subnet <a.b.c.d/ m>
interface <interface>

Sets the interface of the Zyxel Device on which the DHCP server should listen.
If you use an external DHCP server, by default the DHCP server must have an
IP address in the same subnet as the IP address of the Interface on the Zyxel
Device. Use this command if you want to change the IP address of the DHCP
server to be in a different subnet to that of the Zyxel Device interface.

For example, if you have a DHCP server with IP address 192.168.170.200 on
the ge3 interface, then you can bind that DHCP server to the g4 interface with
IP subnet 192.168.168.1/24 using this command.

vrf main dhcp server
subnet <a.b.c.d/m> default-
gateway <i pv4-address>

Sets up to 2 IPv4 addresses of a default gateway one-by-one in order of
gateway preference. To re-order preference, delete these IPv4 addresses,
then set them one-by-one again in the new order.

vrf main dhcp server
subnet <a.b.c.d/ m> range
<i pv4- addr ess>

Sets the starting IPv4 Address of a range.

vrf main dhcp server
subnet <a.b.c.d/m> host
<a.b.c.d/ nm> mac-address
<mac- addr ess> host-name
<nane>

Sets the IPv4 address, MAC address and hostname of a host in this subnet.

vrf main dhcp server
subnet <a.b.c.d/m> host

<i pv4- addr ess> mac-address
<mac- addr ess> host-name
<nanme> description
<string>

Sets the IPv4 address, MAC address, hostname and description of a host in
this subnet.

6.7 VLAN Interface Commands

This section covers commands that are specific to VLAN interfaces. VLAN interfaces also use many of the
general interface commands discussed at the beginning of Section 6.2 on page 73.

This table lists the VLAN interface commands.

Table 18 VLAN Interface Commands

COMMAND

DESCRIPTION

vrf main interface vlan
<interface-nanme> default-
snat enabled {true| false}

Enables default SNAT settings for the specified interface.

vrf main interface vlan
<i nterface-nanme> ipv4 dhcp
enabled {true| false}

Makes the specified interface a DHCP client; the DHCP server gives the
specified interface its IP address, subnet mask, and gateway.

vrf main interface vlan
<interface-nanme> ipv4 dhcp
dhcp-lease-time
<0...4294967295>

Sets how long each computer can use the information (especially the IP
address) before it has to request the information again. The default value is
7200.

vrf main interface vlan
<interface-nanme> ipv4
address <i pv4-address>

Enters the IP address for this interface.
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Table 18 VLAN Interface Commands (continued)

COMMAND

DESCRIPTION

vrf main interface vlan
<interface-nanme> ipv4
gateway <i pv4-address>

Enters the IP address of the router through which this connection will send
traffic.

vrf main interface vlan
<i nterface-name> enabled
{true| false}

Enables or disables the specified interface.

vrf main interface vlan
<i nterface-nane> type
{internal| external}

Sets the type of network you will connect this interface. internal is for
connecting to a local network. external is for connecting to an external
network, such as the Internet.

vrf main interface vlan
<i nterface-nane>
description <descri ption>

Enters a description of the specified interface. You can use up to 30 single-
byte characters, including 0-9a-zA-Z'()+,/:=?;*#@$_%-"

vrf main interface vlan
<i nterface-nanme> mtu
<1280. .. 1500>

Sets the Maximum Transmission Unit, which is the maximum number of bytes
in each packet moving through this interface. The default value is 1500.

vrf main interface vlan
<interface-nane> vlan-id
<1...4094>

Sets the VLAN ID used to identify the VLAN.

vrf main interface vlan
<interface-nane> vlan-
priority-code <0...7>

Sets the 802.1p priority for VLAN outgoing traffic from 0 to 7 where 0 is the
lowest priority (background traffic) and 7 the highest (network control traffic).

vrf main interface vlan
<interface-name> gos
[ingress | egress] rate-
limit policer <profile-
nane>

Applies the ingress and egress rate limit of the QoS policer profile to the
interface.

Refer to Overall Interface Commands for QoS policer profile rate limit
configuration.

If you also set a limit using Bandwidth Management Commands, the Zyxel
Device will apply the lower value as the limit.

6.7.1 VLAN Interface Command Examples

The following commands show you how to set up VLAN vlan100 with the following parameters: VLAN ID
100, interface port p1, IP 1.2.3.4, MTU 598, gateway 2.2.2.2.

usgflex200hp
usgflex200hp
usgflex200hp
usgflex200hp
usgflex200hp
usgflex200hp
Configuration committed.

usgflex200hp> edit running
running config# vrf main
running config# vrf main
running config# vrf main
running config# vrf main
running config# vrf main
running config#

interface vlan vlanl00 vlan-id 100
interface vlan v1lanl00 ipv4 address 1.
interface vlan v1lanl00 ipv4 gateway 2.
interface vlan v1lanl00 mtu 598

interface vlan v1anl00 link-port pl

2.3.4
2.2.2

commit

6.8 Bridge Interface Commands

This section covers commands that are specific to bridge interfaces. Bridge interfaces also use many of
the general interface commands discussed at the beginning of Section 6.2 on page 73.
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A bridge interface creates a software bridge between the members of the bridge interface, and becomes
the Zyxel Device's interface for the resulting network. To use the whole Zyxel Device as a transparent
bridge, add all of the Zyxel Device's interfaces to a bridge interface.

A bridge interface may consist of the following members:

e Zero or one VLAN interfaces (and any associated virtual VLAN interfaces)

« Any number of Ethernet interfaces (and any associated virtual Ethernet interfaces)

When you create a bridge interface, the Zyxel Device removes the members' entries from the routing table
and adds the bridge interface's entries to the routing table.

Table 19 Bridge Interface Commands

COMMAND

DESCRIPTION

vrf main interface bridge
<interface-nanme> default-
snat enabled {true]
false}

Enables default SNAT settings for the specified interface.

vrf main interface bridge
<i nterface-nanme> enabled
{true| false}

Enables or disables the interface.

vrf main interface bridge
<i nterface-nane> type
{internal| external}

Sets the type of network you will connect this interface. internal is for
connecting to a local network. external is for connecting to an external
network, such as the Internet.

vrf main interface bridge
<i nterface-name> mtu
<1280. .. 1500>

Sets the Maximum Transmission Unit, which is the maximum number of bytes
in each packet moving through this interface. The default value is 1500.

vrf main interface bridge
<i nterface-nane>
description <description>

Enters a description of the specified interface. You can use up to 30 single-
byte characters, including 0-9a-zA-Z'()+,/:=?;*#@$_%-"

show config / vrf main
interface bridge
<i nt er f ace- nane>

Displays configuration settings for the named bridge.
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6.8.1 Bridge Command Examples

The following command shows you configuration details for the named interface.

usgflex500h> show config / vrf main interface bridge CathyBridge
bridge CathyBridge
ipv4
enabled true
dhcp
enabled false
timeout 60
retry 300
select-timeout 0
reboot 10
initial-interval 10
dhcp-lease-time 7200
request subnet-mask
bridge CathyBridge
ipv4
enabled true
dhcp
enabled false
timeout 60
retry 300
select-timeout 0
reboot 10
initial-interval 10
dhcp-lease-time 7200
request subnet-mask
request broadcast-address
request time-offset
request routers
request domain-name
request domain-search
request domain-name-servers
request host-name
request nis-domain
request nis-servers
request ntp-servers
request interface-mtu

mtu 1500

enabled true

type general

default-snat
enabled true

These commands enter a specific bridge interface and displays the forwarding database (FDB) table.

usgflex500h running config# vrf main interface bridge CathyBridge
usgflex500h running bridge CathyBridge# show bridge fdb
interface link-layer-address link-interface state

usgflex500h running bridge CathyBridge#
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6.9 VTl Interface Commands

IPsec VPN Tunnel Interface (VTI) encrypts or decrypts IPv4 traffic from or to the interface according to the
IP routing table.

VTI allows static routes to send traffic over the VPN. The IPsec tunnel endpoint is associated with an
actual (virtual) interface. Therefore many interface capabilities such as Policy Route, Static Route, Trunk,
and BWM can be applied to the IPsec tunnel as soon as the tunnel is active.

Create a trunk using VPN tunnel interfaces for load balancing.

6.9.1 Restrictions for IPsec Virtual Tunnel Interface

» IPSec tunnel mode only. A shared keyword must not be configured when using tunnel mode.
e With a VTI VPN you do not add local or remote LANs to your VPN configuration.

e For a VTI VPN you should only have one local and one remote WAN.

* A dynamic peer is not supported.

e The IPsec VTl is limited to IP unicast and multicast traffic only.

This table lists the VTI-specific interface commands. See Table 16 on page 76 for common interface
commands.

Table 20 VTI Interfaces Commands

COMMAND DESCRIPTION

vrf main interface Sets the name of the interface.
legacy-vti <interface-

name>

enabled {true| false} | Enablesthe specified interface.

ipv4 address <i pv4- Sets the IP address for the specified interface.

address>

ipv4d gateway <i pv4- Sets the gateway IP address to which the Zyxel Device routes to.

addr ess>

ping-check enabled Enables the connection check. The interface can regularly check the
{true| false} connection to the gateway you specified to make sure it is still available. The

Zyxel Device resumes routing to the gateway the first time the gateway passes
the connectivity check.

ping-check method Sets the connection check method to icmp to have the Zyxel Device regularly
{icmp| tcp} ping the gateway you specify to make sure it is still available.

Sets the connection check method to tcp to have the Zyxel Device regularly
perform a TCP handshake with the gateway you specify to make sure it si still

available.
ping-check period Sets the number of seconds between connection check attempts. The default
<5...600> value is 30.
ping-check timeout Sets the number of seconds to wait for a response before the attempt is a
<1...10> failure. The default value is 5.
ping-check fail- Sets the number of consecutive failures before the Zyxel Device stops routing
tolerance <1...10> through the gateway. The default value is 5.
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Table 20 VTl Interfaces Commands (continued)

COMMAND

DESCRIPTION

ping-check probe-
condition {any|

all}

Sets the probe condition to any if you want the check to pass if at least one of
the domain names or IP addresses responds.

Sets the probe condition to a11 if you wan the check to pass only if both
domain names or |IP addresses respond.

donmi n- nane>

ping-check target
<i pv4- addr ess |

Specifies one or two domain names or IP addresses to receive test packets for
the connectivity check.

ping-check source
<i pv4- addr ess>

Specifies the IP address to use for sending test packets for the connectivity
check.

6.10 Network Debug Commands

If you're having problems with the Zyxel Device, customer support may request the output from certain

debug commands such as these.

Table 21 Network Debug Commands

COMMAND DESCRIPTION

cmd debug network brctl Displays members in all bridge interfaces.

show

cmd debug network brctl Displays the MAC addresses of members in a specific bridge interface.
showmacs <bridge

interface>

cmd debug network brctl Displays spanning tree details of a bridge interface.

showstp <bridge

interface>

cmd debug network zone Displays zone IDs, interfaces and zone names.

info

cmd debug network ipset Displays IP set details. An IP set is a framework for storing IP addresses, port
1list numbers, IP and MAC address pairs, or IP address and port number pairs.
cmd debug network socket Displays network socket details. A socket is one endpoint of a two-way

communication link between two programs running on the network. An
endpoint is a combination of an IP address and a port number.

cmd debug network
interface

Displays network interface details such as number of bytes, packets, errors,
packets dropped, overrun, multicast packets received or transmitted on an
interface.

cmd debug network
statistics

Displays network statistics details on IP, ICMP, ICMP messages, TCP, UDP,
UdplLite, TcpExt, IpExt, and SCTP (Stream Control Transmission Protocol)
similar to the 'netstat —s’ command in Linux.

6.10.1 Network Debug Command Examples

The following are some example network debug commands.
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Figure 69 Debug Zones

usgflex500h running config# cmd debug network zone info
zone 1id, interface: ready?

gel:
ge2:
ge3:
ged:
cat:
DMZ :

SwWwww NN
N

zone id, zone name

WAN

LAN

DMZ

IPSec VPN

SSL_VPN

usgflex500h running config#

oy U W N

Figure 70 Debug IP Sets

usgflex500h running config#cmd debug network ipset list
Name: zyset-address4-0
Type: zyip
Revision: 0
Header: family inet count 1
Size in memory: 40
References: 4294967295
Members:
192.88.99.1
count 1

Name: zyset-service-0

Type: zyport

Revision: 0

Header: family inet count 1
Size in memory: 12
References: 4294967295
Members:

AH
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Figure 71 Debug Network Sockets

usgflex500h running config# cmd debug network socket

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port Process
raw UNCONN 0 0 0.0.0.0:255 0.0.0.0:%*
raw UNCONN 0 0 0.0.0.0:255 0.0.0.0:%*
raw UNCONN 229376 0 *:58 *ox
raw UNCONN 0 0 *:255 ok
raw UNCONN 0 0 *:255 ok
udp UNCONN 0 0 0.0.0.0:3799 0.0.0.0:%*
udp UNCONN 0 0 172.21.56.19:53 0.0.0.0:%*
udp UNCONN 0 0 192.168.169.1:53 0.0.0.0:%*
udp UNCONN 0 0 169.254.148.254:53 0.0.0.0:%*
udp UNCONN 0 0 192.168.168.1:53 0.0.0.0:%*
udp UNCONN 0 0 127.0.0.1:53 0.0.0.0:%*
udp UNCONN 0 0 0.0.0.0:08 0.0.0.0:%*
udp UNCONN 0 0 0.0.0.0:161 0.0.0.0:%*
udp UNCONN 0 0 0.0.0.0:4500 0.0.0.0:%*

Figure 72 Debug Network Interfaces

usgflex500h running config# cmd debug network interface
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT
group default glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

RX: bytes packets errors dropped overrun mcast

237666657 447661 0 0 0 0

RX errors: length crc frame fifo missed
0 0 0 0 0

TX: bytes packets errors dropped carrier collsns

237666657 447661 0 0 0 0

TX errors: aborted fifo window heartbeat transns
0 0 0 0 0

2: ifb0: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN mode DEFAULT group
default glen 32

link/ether ea:fa:e7:1c:57:a7 brd ff:ff:ff:ff:ff:ff

RX: bytes packets errors dropped overrun mcast

0 0 0 0 0 0

RX errors: length crc frame fifo missed
0 0 0 0 0

TX: bytes packets errors dropped carrier collsns

0 0 0 0 0 0

TX errors: aborted fifo window heartbeat transns
0 0 0 0 0
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Figure 73 Debug Network Statistics

usgflex500h running config# cmd debug network statistics
Ip:
Forwarding: 1
4741765 total packets received
53 with invalid addresses
0 forwarded
0 incoming packets discarded
1298780 incoming packets delivered
954581 requests sent out
323 dropped because of missing route
28 reassemblies required
14 packets reassembled ok
Icmp:
280 ICMP messages received
0 input ICMP message failed
ICMP input histogram:
destination unreachable: 11
echo requests: 16
echo replies: 253
613 ICMP messages sent
0 ICMP messages failed
ICMP output histogram:
destination unreachable: 57
echo requests: 540
echo replies: 16
IcmpMsqg:
InTypeO: 253
InType3: 11
InType8: 16
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71 Trunks Overview

You can group multiple interfaces together into trunks to have multiple connections share the traffic load
to increase overall network throughput and enhance network reliability. If one interface’s connection goes
down, the Zyxel Device sends traffic through another member of the trunk. For example, you can use two
interfaces for WAN connections. You can connect one interface to one ISP (or network) and connect the
another to a second ISP (or network). The Zyxel Device can balance the load between multiple
connections. If one interface's connection goes down, the Zyxel Device can automatically send its traffic
through another interface.

You can use policy routing to specify through which interface to send specific traffic types. You can use
trunks in combination with policy routing. You can also define multiple trunks for the same physical
interfaces. This allows you to send specific traffic types through the interface that works best for that type
of traffic, and if that interface’s connection goes down, the Zyxel Device can still send its traffic through
another interface.

7.2 Trunk Scenario Examples

Suppose one of the Zyxel Device's interfaces is connected to an ISP that is also your Voice over IP (VolIP)
service provider. You may want to set that interface as active and set another interface (connected to
another ISP) to passive. This way VolP traffic goes through the interface connected to the VolIP service
provider whenever the interface's connection is up.

Another example would be if you use multiple ISPs that provide different levels of service to different
places. Suppose ISP A has better connections to Europe while ISP B has better connections to Australia.
You could use policy routing and trunks to send traffic for your European branch offices primarily through
ISP A and traffic for your Australian branch offices primarily through ISP B.

7.3 Load Balancing Algorithms

The following sections describe the load balancing algorithms the Zyxel Device can use to decide which
interface the traffic (from the LAN) should use for a session. In the load balancing section, a session may
refer to normal connection-oriented, UDP or SNMP2 traffic. The available bandwidth you configure on the
Zyxel Device refers to the actual bandwidth provided by the ISP and the measured bandwidth refers to the
bandwidth an interface is currently using.
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7.3.1 Weighted Round Robin

Round Robin scheduling services queues on a rotating basis and is activated only when an interface has
more traffic than it can handle. A queue is given an amount of bandwidth irrespective of the incoming
traffic on that interface. This queue then moves to the back of the list. The next queue is given an equal
amount of bandwidth, and then moves to the end of the list; and so on, depending on the number of
queues being used. This works in a looping fashion until a queue is empty.

The Weighted Round Robin (WRR) algorithm is best suited for situations when the bandwidths set for the
two WAN interfaces are different. Similar to the Round Robin (RR) algorithm, the Weighted Round Robin
(WRR) algorithm sets the Zyxel Device to send traffic through each WAN interface in turn. In addition, the
WAN interfaces are assigned weights. An interface with a larger weight gets more chances to transmit
traffic than an interface with a smaller weight.

For example, in the figure below, the configured available bandwidth of WAN1is 1M and WAN2 is 512K.
You can set the Zyxel Device to distribute the network traffic between the two interfaces by setting the
weight of wan1 and wan2 to 2 and 1 respectively. The Zyxel Device assigns the traffic of two sessions to
wanl and one session's traffic to wan2 in each round of 3 new sessions.

Figure 74 Weighted Round Robin Algorithm Example
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7.3.2 Least Load First

The least load first algorithm uses the current (or recent) outbound bandwidth utilization of each trunk
member interface as the load balancing index(es) when making decisions about which interface a new
session is to be distributed. The outbound bandwidth utilization is defined as the measured outbound
throughput over the available outbound bandwidth.

The outbound bandwidth utilization is used as the load balancing index. In this example, the measured
(current) outbound throughput of WAN 1is 412K and WAN 2 is 198K. The Zyxel Device calculates the load
balancing index as shown in the table below.

Since WAN 2 has a smaller load balancing index (meaning that it is less utilized than WAN 1), the Zyxel
Device will send the subsequent new session traffic through WAN 2.

Table 22 Least Load First Example

OUTBOUND LOAD BALANCING INDEX
INTERFACE T

AVAILABLE (A) MEASURED (M)
WAN 1 512 K 412 K 0.8
WAN 2 256 K 198 K 077
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7.3.3 Spillover

The spillover load balancing algorithm sends network traffic to the first interface in the trunk member list
until the interface’s maximum allowable load is reached, then sends the excess network traffic of new
sessions to the next interface in the trunk member list. This continues as long as there are more member
interfaces and traffic to be sent through them.

Suppose the first trunk member interface uses an unlimited access Internet connection and the second is
billed by usage. Spillover load balancing only uses the second interface when the traffic load exceeds the
threshold on the first interface. This fully utilizes the bandwidth of the first interface to reduce Internet
usage fees and avoid overloading the interface.

7.4 Trunk Commands Input Values

The following table explains the values you can input with the trunk commands.

Table 23 Trunk Command Input Values

LABEL

DESCRIPTION

gr oup- nane

A descriptive name for the trunk.

Use up to 31 characters (a-zA-Z0-9_-). The name cannot start with a number. This value is case-
sensitive.

interface-
nane

The name of an interface, it could be an Ethernet, PPP, VLAN or bridge interface. The possible
number of each interface type and the abbreviation to use are as follows.

Ethernet interface: gex, x = 1- N, where N equals the highest numbered Ethernet interface for your
Zyxel Device model.

PPPoE interface: pppx, x = 0 - N, where N depends on the number of PPPoE/PPTP interfaces your
Zyxel Device model supports.

VLAN interface: vlanx, x = 0 - 4094

bridge interface: brx, x = 0 - N, where N depends on the number of bridge interfaces your Zyxel
Device model supports.

num

The interface’s position in the trunk’s list of members <1..8>.

7.5 Trunk Commands

The following table lists the trunk commands. Use trunks for WAN traffic load balancing to divide traffic
loads between multiple interfaces to increase overall network throughput and reliability.

e The least load first (11 £) algorithm uses the current (or recent) outbound bandwidth utilization of each
trunk member interface as the load balancing index(es) when making decisions about which interface a
new session is to be distributed.

» The Weighted Round Robin (wrr) algorithm sets the Zyxel Device to send traffic through each WAN
interface in turn, and according to the assigned weight of the WAN interface. An interface with a larger
weight gets more chances to transmit traffic than an interface with a smaller weight.
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e The spillover (spill-over) load balancing algorithm sends network traffic to the first interface in the
trunk member list until the interface’'s maximum allowable load is reached. It then sends the excess
network traffic of new sessions to the next interface in the trunk member list. This continues as long as
there are more member interfaces and traffic to be sent through them.

If one WAN interface's connection goes down, the Zyxel Device sends traffic through another member of

the trunk.

You can also use trunks with policy routing to send specific traffic types through the best WAN interface

for that type of traffic.

There is a system default trunk and you can also define your own trunk adding specific interfaces.

You must use the edit running command to enter the configuration mode before you can use these
commands. See Table 23 on page 93 for details about the values you can input with these commands.

Table 24 Trunk Commands

COMMAND

DESCRIPTION

vrf main interface-group <group-nane>
algorithm <wrr| spill-over|llf>.

Sets the trunk's load balancing algorithm.

vrf main interface-group <group-namne>
interface <interface-nane> passive
{true| false} weight <1...10>

Sets the interface’s weight or sets it to be passive to have the
Zyxel Device only use this connection when all of the
connections set to active are down. You can only set one of a
group's interfaces to passive mode.

vrf main interface-group <group-nane>
loadbalancing-index <outbound |
inbound| total>

Sets the load balancing index interface for spill-over or IIf
algorithms. The load balancing index sets the interface for
which a new session is to be distributed.

vrf main interface-group <group-nane>
limit <1.. 2097152 >

Sets the upper throughput threshold in bytes for spill-over or
lIf algorithms. Throughput is the moving average of traffic
passing through the Zyxel Device in the last 10 seconds
updated every 1 second.

vrf main system default-interface-
group name <gr oup- nane>

Sets the system default trunk.

vrf main system default-interface-
group algorithm [11f | spill-over |
wrr]

Sets the system default trunk’s load balancing algorithm.

vrf main system fallback-session-
disconnect enabled [true | false]

Sets the Zyxel Device to end all connections on the passive
interface if the active interface comes back up again, and the
trunk goes back to using the active interface.

vrf main system link-sticking enabled
[true | false]

Has the Zyxel Device ignore load balancing and continue to
use the same WAN interface for certain source-destination
links when you have multiple active WAN interfaces. This is
useful when a server requires authentication for a link coming
from a specific IP address. If the IP address changes due to
load balancing changing the WAN interface, then the server
may reject the request.

Link Sticking has a default 300 second timeout (5 minutes),
so the WAN interface record for the source-destination pair
is refreshed 5 minutes after the last time a connection of this
source-destination pair was established.

show config vrf main interface-group
<gr oup- nane>

Displays the interface group settings you configured.

show state vrf main interface-group
<gr oup- nane>

Displays the default interface group settings and the
interface group settings you configured.
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7.6 Trunk Command Examples

The following example creates a weighted round robin trunk for Ethernet interfaces ge3 and ge4. The
Zyxel Device sends twice as much traffic as it does through ge4.

usgflex200hp> edit running

usgflex200hp running config# vrf main interface-group Examplel interface ethernet
ge3 weight 2

usgflex200hp running config# vrf main interface-group Examplel interface ethernet
ge4 weight 1

usgflex200hp running config# commit

Configuration committed.
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8.1 Policy Route

Traditionally, routing is based on the destination address only and the Zyxel Device takes the shortest path
to forward a packet. IP Policy Routing (IPPR) provides a mechanism to override the default routing
behavior and alter the packet forwarding based on the policy defined by the network administrator. Policy-
based routing is applied to incoming packets on a per interface basis, prior to the normal routing.

8.1.1 Source Network Address Translation (SNAT)

SNAT allows the Zyxel Device to rewrite the source IP address of packets in a policy route. This means
you can make packets coming from an IP address appear to originate from a different IP address.

8.1.1.1 SNAT with the ZyWALL Interface

You can apply SNAT to packets sent from the ZyWALL interface. This can be used to separate internally
generated Zyxel Device traffic from other traffic.

For example: The Zyxel Device has two IP addresses, 6.6.6.6 and 6.6.6.7, on a WAN interface. There is a
firewall in front of the Zyxel Device with the following security rules:

o |P address 6.6.6.6 is client traffic. There are no restrictions.

o |IP address 6.6.6.7 is Zyxel Device traffic, Packets can only go to *myzyxel.com and *.cloud.zyxel.com.

If clients are connected to ge3 on the Zyxel Device, then you need to create two policy routes with SNAT
enabled:

e Client_Route - Incoming interface: ge3, SNAT: 6.6.6.6.
o Device_Route - Incoming interface: ZyWALL, SNAT: 6.6.6.7.
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8.2 Policy Route and Static Route Input Values

The following table identifies the values required for many of these commands. Other input values are
discussed with the corresponding commands.

Table 25 Policy Route and Static Route Command Input Values

LABEL

DESCRIPTION

addr ess- obj ect

The name of the IP address (group) object. You may use 1-31 alphanumeric characters,
underscores( ), or dashes (-), but the first character cannot be a number. This value is

case-sensitive.

interface

The name of the interface.

Ethernet interface: gex, x =1- N, where N equals the highest numbered Ethernet interface
for your Zyxel Device model.

VLAN interface: vlanx, x = 0 - 4094
virtual interface on top of VLAN interface: vlanx:y, x = 0-4094,y =1-12

bridge interface: brx, x = 0 - N, where N depends on the number of bridge interfaces your
Zyxel Device model supports.

virtual interface on top of bridge interface: brx:y, x = the number of the bridge interface, y
=1-4

PPPoE interface: pppx, x = 0 - N, where N depends on the number of PPPoE interfaces
your Zyxel Device model supports.

schedul e- obj ect

The name of the schedule. You may use 1-31 alphanumeric characters, underscores( ), or

dashes (-), but the first character cannot be a number. This value is case-sensitive.

8.3 Policy Route Commands

The following table describes the commands available for policy route. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 26 Policy Route Commands

COMMAND

DESCRIPTION

vrf main routing policy-route rule
<profile-name> enabled {true | false}

Activates the profile.

vrf main routing policy-route rule
<profil e-name> description
<descri pti on>

Enter a description for this profile, You can use 1to 60 single-
byte characters.

vrf main routing policy-route rule
<profil e-name> match user {admin-
object <adm n-object> | user-object
<user-object> | group <group> | any}

Sets a user name or user group from which the packets are
sent.

vrf main routing policy-route rule
<profil e-name> match schedule {object
<schedul e-profile> | group <schedul e-
obj ect> | none}

Sets a schedule to control when the policy route is active.
none means the route is active at all times if enabled.

vrf main routing policy-route rule
<profil e-name> match from <interface>

Sets where the packets are coming from.
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Table 26 Policy Route Commands (continued)

COMMAND

DESCRIPTION

vrf main routing policy-route rule
<profil e-name> match source {object
<obj ect > | group <group> | any}

Sets a source IP address object, including geographic
address and FQDN (group) objects, from which the packets
are sent.

vrf main routing policy-route rule
<profil e-name> match destination
{object <object> | group <group> |
any}

Sets a destination IP address object, including geographic
address and FQDN (group) objects, to which the traffic is
being sent.

Note: If the next hop is a dynamic VPN tunnel, the
Zyxel Device uses the local network of the peer
router that initiated an incoming dynamic IPSec
tunnel as the destination address of the policy
instead of your configuration here.

vrf main routing policy-route rule
<profil e-name> match service-type
service service {<object> | any}

Sets a service or service group to identify the type of traffic
to which this policy route applies.

vrf main routing policy-route rule
<profil e-name> match service-type
application-sid application-sid <si d>

Specifies an application to identify the traffic to which this
policy route applies.

You can use the command show routing policy-route
appl i cati ons to find the corresponding signature ID (sid) of
the applications.

vrf main routing policy-route rule
<profil e-name> match srcport {object
<obj ect> | group <group> | any}

Sets a service or service group to identify the source port of
packets to which the policy route applies.

vrf main routing policy-route rule
<profile-name> match dscp <dscp-code>

Sets a DSCP code point value of incoming packets to which

this policy route applies. The lower the number the higher the
priority with exception of O which is usually given only best-

effort treatment.

any means all DSCP value or no DSCP marker.

default means traffic with a DSCP value of 0. This is usually
best effort traffic.

The af choices stand for Assured Forwarding. The number
following the af identifies one of four classes and one of
three drop preferences. See Section 8.3.1 on page 99 for
more information.

vrf main routing policy-route rule
<profile-name> action next-hop
{gateway <addr ess-object> | gateway-
ip <i pv4-address> | interface
<interface> trunk <trunk> |
ipsec-vpn <nanme>}

auto |

Sets the next-hop to which the matched packets are routed.
auto means to have the Zyxel Device use the routing table to
find a next-hop and forward the matched packets
automatically. ipsec-vpn routes the matched packets
through the specified policy-based VPN Tunnel to a remote
gateway.
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Table 26 Policy Route Commands (continued)

COMMAND

DESCRIPTION

vrf main routing policy-route rule
<profile-nanme> action snat {pool
<addr ess-group> | outgoing-interface
<addr ess-obj ect > | none}

Use none to not use SNAT for this profile.

Use outgoing-interface to use the IP address of the
outgoing interface as the source IP address of the packets
that matches this route. To use SNAT for a virtual interface
that is in the same WAN trunk as the physical interface to
which the virtual interface is bound, the virtual interface and
physical interface must be in different subnet.

Use pool to set a pre-defined address or address group to
use as the source IP addresses of the packets that match this
route.

Note: If the address object is a group or range of IP
addresses, then the Zyxel Device picks one IP
address randomly from the group or range, and
then assigns the address permanently to the
policy.

vrf main routing policy-route rule
<profil e-name> action dscp-marking
<dscp- code>

Sets how the Zyxel Device handles the DSCP value of the
outgoing packets that match this route.

Set this to default to have the Zyxel Device set the DSCP
value of the packets to 0.

Set this to an "af” class (including af11~af13, af21~af23,
af31~af33, and af41~af43) which stands for Assured
Forwarding. The number following the "af" identifies one of
four classes and one of three drop preferences. See Section
8.3.1 on page 99 for more information.

vrf main routing policy-route

override-direct-route {true | false}

Forwards packets that match a policy route according to the
policy route instead of sending the packets directly to a
connected network (true). The default false sends packets
directly to a connected network.

vrf main routing policy-route rule
<profil e-name> ping-check source
<i pv4- addr ess>

Sets a source IPv4 address of a gateway that ping test
packets will be sent from. The source IP address can be any
IP address that can be routed back to the Zyxel Device. If you
don't set a specific IP address, the Zyxel Device may send
test packets from the primary or secondary IP address of the
Next Hop interface.

cmd rename rule policy-route from
<original -profil e-name> to <new
profil e-name>

Renames a policy route rule. Make sure the original policy
route rule exists.

show routing policy-route application

Displays a list of available applications for policy route
configuration and their signature IDs.

show state vrf main routing

Displays the Zyxel Device routing status, such as the number
of connected routes and each routing function settings.

show config vrf main routing

Displays if the override direct route feature is enabled.

show state vrf main routing policy-
route

Displays details of a Zyxel Device policy routing, such as the
match rule, action and number of matching packets.

8.3.1 Assured Forwarding (AF) PHB for DiffServ

Assured Forwarding (AF) behavior is defined in RFC 2597. The AF behavior group defines four AF classes.
Inside each class, packets are given a high, medium or low drop precedence. The drop precedence
determines the probability that routers in the network will drop packets when congestion occurs. If
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congestion occurs between classes, the traffic in the higher class (smaller numbered class) is generally
given priority. Combining the classes and drop precedence produces the following twelve DSCP
encodings from AF11through AF43. The decimal equivalent is listed in brackets.

Table 27 Assured Forwarding (AF) Behavior Group
CLASS 1 CLASS 2 CLASS 3 CLASS 4

Low Drop Precedence AF11 (10) AF21(18) AF31 (26) AF41 (34)
Medium Drop Precedence AF12 (12) AF22 (20) AF32 (28) AF42 (36)
High Drop Precedence AF13 (14) AF23 (22) AF33 (30) AF43 (38)

8.3.2 Policy Route Command Example

The following commands create two address objects (TW_SUBNET and GW_1) and create a policy that
routes the packets (with the source IP address TW_SUBNET and any destination IP address) to the next-
hop router GW_1.

usgflex200hp> edit running

usgflex200hp running config# object address-object address TW SUBNET type host
192.168.2.0

usgflex200hp running config# object address-object address TW SUBNET type host
255.255.255.0

usgflex200hp running config# object address-object address GW_1 type host
192.168.2.250

usgflex200hp running config# commit

Configuration committed.

usgflex200hp running config# vrf main routing policy-route rule Rulel description
example

usgflex200hp running config# vrf main routing policy-route rule Rulel match
destination any

usgflex200hp running config# vrf main routing policy-route rule Rulel match source
object TW SUBNET

usgflex200hp running config# vrf main routing policy-route rule Rulel action snat
outgoing-interface

usgflex200hp running config# vrf main routing policy-route rule Rulel action next-
hop gateway GW 1

usgflex200hp running config# vrf main routing policy-route rule Rulel match user
admin-object admin

usgflex200hp running config# vrf main routing policy-route rule Rulel match
schedule none

usgflex200hp running config# vrf main routing policy-route rule Rulel match from
any

usgflex200hp running config# vrf main routing policy-route rule Rulel match service
any

usgflex200hp running config# vrf main routing policy-route rule Rulel match srcport
any

usgflex200hp running config# vrf main routing policy-route rule Rulel match dscp
default

usgflex200hp running config# commit

Configuration committed.
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8.4 Static Route

The Zyxel Device has no knowledge of the networks beyond the network that is directly connected to the
Zyxel Device. For instance, the Zyxel Device knows about network N2 in the following figure through
gateway R1. Use a static route to define a route when there is a single route or a preferred route for traffic
to reach a destination.

Figure 75 Example of Static Routing Topology
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8.5 Static Route Commands

The following table describes the commands available for static route. You must use the edit running
command to enter the configuration mode before you can use these commands. See Section Table 25 on
page 97 for information on input values.

Table 28 Static Route Commands

COMMAND DESCRIPTION

vrf main routing static-route rule <profil e- | Entera description for this profile.
nane> description <description>

vrf main routing static-route rule <profil e- | Setsanumber that approximates the cost for this
name> metric <1...127> link.

Metric represents the cost of transmission for
routing purposes. IP routing uses hop count as the
measurement of cost, with a minimum of 1 for direct
connected networks.
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Table 28 Static Route Commands

COMMAND

DESCRIPTION

vrf main routing static-route rule <profile-
nanme> destination {cidr cidr| object
addr ess- obj ect }

Specifies the IP network address of the final
destination.

vrf main routing static-route rule <profile-
nane> via {gateway-object address-object |
gateway i pv4-address| interface interface}

gateway-object/ gateway: Enters the IP address
or selects the address object of the next-hop
gateway.

interface: Sets a pre-defined interface through
which the traffic is sent.
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9.1 Zones Overview

A zone is a group of interfaces and VPN tunnels. Set up zones to configure network security and network
policies in the Zyxel Device. The Zyxel Device uses zones, not interfaces, in many security and policy
settings, such as firewall rules and remote management.

Zones cannot overlap. Each Ethernet interface, VLAN interface, bridge interface, PPPoE interface, and
VPN tunnel can be assigned to at most one zone. Virtual interfaces are automatically assigned to the same
zone as the interface on which they run.

Figure 76 Example: Zones
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9.2 Zone Command Input Values

The following table describes the values required for many zone commands. Other values are discussed
with the corresponding commands.

Table 29 Zone Command Input Values

LABEL

DESCRIPTION

profil e-nane

The name of a zone, or the name of a VPN tunnel.

Use up to 31 characters (a-zA-Z0-9_-). The name cannot start with a number. This value is
case-sensitive.

9.3 Zone Commands

This table lists the zone commands.

Table 30 Zone Commands

COMMAND

DESCRIPTION

object zone-object
zone <profil e-name>
interface-list
<interface>

Adds the specified interface to the specified zone.

object zone-object
zone <profile-nane>
description

<descri ption>

Enters a description associated with the specified zone.

show object zone none-
binding

Displays the interfaces, tunnels and IPSec VPNs that are not associated with a zone
yet.

show object zone
system-default

Displays the pre-configured default zones that you cannot delete from the Zyxel
Device.

show object zone user-
define

Displays all customized zones.

show object zone
default-binding

Displays the pre-configured interface and zone mappings that come with the Zyxel
Device.

show object zone
binding-iface

Displays each interface and zone mappings.
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9.3.1 Zone Command Examples

The following commands add Ethernet interfaces gel and ge2 to the WAN zone.

usgflex200hp> edit running
usgflex200hp running config# object zone-object zone

WAN LAN DMZ IPSec VPN
usgflex200hp running config# object zone-object zone WAN
interface-list description

usgflex200hp running config# object zone-object zone WAN interface-list ethernet
gel ethernet ge?2

usgflex200hp running config# commit

Configuration committed.
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10.1 DDNS Overview

DNS maps a domain name to a corresponding IP address and vice versa. Similarly, dynamic DNS maps a
domain name to a dynamic IP address. As a result, anyone can use the domain name to contact you (in
NetMeeting, CU-SeeMe, and so on) or to access your FTP server or Web site, regardless of the current IP

address.

Note: The Zyxel Device WAN interface must have a public WAN IP address to use Dynamic

DNS.

Set up a dynamic DNS account with a supported DNS service provider to be able to use Dynamic DNS
services with the Zyxel Device. When registration is complete, the DNS service provider gives you a
password or key. At the time of writing, the Zyxel Device supports the following DNS service providers.
See the listed websites for details about the DNS services offered by each.

Table 31 Network > DDNS

DDNS SERVICE

PROVIDER SERVICE TYPES SUPPORTED WEBSITE
DynDNS Dynamic DNS, Static DNS, and Custom DNS www.dyndns.com)
Dynu Basic, Premium www.dynu.com
No-IP No-IP WWW.No-ip.com
Selfhost Selfhost selfhoost.de

Note: Record your DDNS account’s user name, password, and domain name to use to configure
the Zyxel Device.

After, you configure the Zyxel Device, it automatically sends updated IP addresses to the DDNS service
provider, which updates domain name mapping accordingly.

10.2 DDNS Command Input Values

The following table describes the values required for many DDNS commands. Other values are discussed
with the corresponding commands.

Table 32 DDNS Command Input Value

LABEL

DESCRIPTION

profil e-nane

The name of the DDNS profile. You may use 1-31 single-byte characters, underscores (_), or
dashes (-), but the first character cannot be a number. This value is case-sensitive.
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10.3 DDNS Commands

The following table lists the DDNS commands. You must use the edit running command to enter the

configuration mode before you can use these commands.

Table 33 DDNS Commands

COMMAND

DESCRIPTION

vrf main ddns rule <profil e-name>

Creates or edits the specified DDNS profile and
enters the sub-command mode.

enabled {true| false}

Enables the specified DDNS profile.

ddns-type {user-custom| dyndns| dyndns-
static| dyndns-custom| no-ip| selfhost|

dynu-basic| dynu-premium}

Sets the service type in the specified DDNS profile.

account username uUSernane password
password

Sets the username and password in the specified
DDNS profile.

user nane: You can use up to 31 single-byte
characters and :_.-@

passwor d: You can use up to 64 single-byte
characters and the underscore (_).

setting primary-binding interface
<interface-nane| any>

Sets the primary interface to use for updating the IP
address mapped to the domain name. any allows
the domain name to be used with any interface.

setting primary-binding ip-address

<interface | custom ip i pv4-address|
object object-nanme| auto| public ip>

Configures the primary interface to use for
updating the IP address mapped to the domain
name.

interface: The Zyxel Device sends the IP address
of the specified interface to the DDNS server.

custom ip: Select this if you're using a static IPv4
address for the domain name. The Zyxel Device
sends your configured static IP address or the
specified address object to the DDNS server.

auto: Use this if the DDNS server supports it, there
are one or more NAT routers between the Zyxel
Device and the DDNS server, and the Zyxel Device
interface has a dynamic IP address. The DDNS
server checks the source IP address of packets
from the Zyxel Device and uses that for the domain
name. The Zyxel Device may not determine the
proper IP address if there is an HTTP proxy server
between the Zyxel Device and the DDNS server.

public ip: The DDNS server uses this public IP
address for the domain name. If you choose this,
you must configure the check-public-ip
commands, so that the Zyxel Device may know the
public IP address (of the NAT router in front of the
Zyxel Device, for example) and inform the DDNS
server.

settings check-public-ip URL

If the DDNS server uses a public IP address for the
domain name, this command has the Zyxel Device
check the public IP address given to the URL it is
using as its domain name.
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Table 33 DDNS Commands (continued)

COMMAND

DESCRIPTION

settings check-public-ip period

If the The DDNS server uses a public IP address for
the domain name, this command sets how often (5
to 1,440 minutes) the Zyxel Device should check
the public IP address given to its URL.

setting backup-binding interface
<interface-nane| any| none>

Sets an alternate interface to map the domain name
to when the interface specified in the primary-
binding command is not available. none means to
not use a backup address.

setting backup-binding ip-address
<interface | custom ip ipv4-address|
object object-nanme| auto| public ip>

Configures an alternate interface to map the
domain name to when the interface specified in the
primary-binding command is not available.

interface: The Zyxel Device sends the IP address
of the specified interface to the DDNS server.

custom ip: Select this if you're using a static IPv4
address for the domain name. The Zyxel Device
sends your configured static IP address or the
specified address object to the DDNS server.

auto: Use this if the DDNS server supports it, there
are one or more NAT routers between the Zyxel
Device and the DDNS server, and the Zyxel Device
interface has a dynamic IP address. The DDNS
server checks the source IP address of packets
from the Zyxel Device and uses that for the domain
name. The Zyxel Device may not determine the
proper IP address if there is an HTTP proxy server
between the Zyxel Device and the DDNS server.

public ip: The DDNS server uses this public IP
address for the domain name. If you choose this,
you must configure the check-public-ip
commands, so that the Zyxel Device may know the
public IP address (of the NAT router in front of the
Zyxel Device, for example), and inform the DDNS
server.

setting domain-name <domai n- nane>

Enter the domain name you registered. You can
use up to 255 characters.

setting wildcard {true| false}

Enables to alias subdomains to be aliased to the
same IP address as your (dynamic) domain name.

Please note that you can only use this command
with DDNS type set to DnyDNS.

setting mail-exchanger <emmil -address>

Enter the host record of your mail server.

DynDNS can route email for your domain name to a
mail server. For example, DynDNS routes email for
john-doe@yourhost.dyndns.org to the host record
specified as the mail exchanger.

Please note that you can only use this command
with DDNS type set to DnyDNS.

setting backup-mail-exchanger {true]
false}

Lets DynDNS store your email if your mail server is
not available. Once your mail server is available
again, the DynDNS server delivers the mail to you.

Please note that you can only use this command
with DDNS type set to DnyDNS.
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Table 33 DDNS Commands (continued)

COMMAND

DESCRIPTION

https {true| false}

Encrypts traffic using SSL, including traffic with
username and password, to the DDNS server.

show config vrf main ddns rule

Displays DDNS rules settings.

cmd ddns update rule <profile-name>

Has the Zyxel Device update the specified rule.

show ddns status

Displays DDNS rules status, last update time and
the IP address of the domain name.
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11.1 Virtual Server Overview

NAT is also known as virtual server, port forwarding or port translation.

Virtual servers are computers on a private network behind the Zyxel Device that you want to make
available outside the private network. If the Zyxel Device has only one public IP address, you can make the
computers in the private network available by using ports to forward packets to the appropriate private IP
address.

1111 1:1 NAT and Many 1:1 NAT

1:1 NAT - If the private network server will initiate sessions to the outside clients, use 1:1 NAT to have the
Zyxel Device translate the source IP address of the server's outgoing traffic to the same public IP address
that the outside clients use to access the server.

Many 1:1 NAT - If you have a range of private network servers that will initiate sessions to the outside
clients and a range of public IP addresses, use many 1:1 NAT to have the Zyxel Device translate the source
IP address of each server's outgoing traffic to the same one of the public IP addresses that the outside
clients use to access the server. The private and public ranges must have the same number of IP
addresses.

One many 1:1 NAT rule works like multiple 1:1 NAT rules, but it eases the configuration effort since you only
create one rule.

11.2 Virtual Server Command Input Values

The following table describes the values required for many virtual server commands. Other values are
discussed with the corresponding commands.

Table 34 Virtual Server Command Input Values

LABEL DESCRIPTION

servi ce- obj ect The name of a service. You may use 1-31 alphanumeric characters, underscores(_), or
dashes (-), but the first character cannot be a number. This value is case-sensitive.

profil e-nane The name of the virtual server. You may use 1-31 alphanumeric characters, underscores(_),
or dashes (-), but the first character cannot be a number. This value is case-sensitive.
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11.3 Virtual Server Commands

Please note that if you create a NAT rule using the IP address of the Web Configurator and set the external

port to 80 (HTTP) or 443 (HTTPS), the rule will conflict with the Zyxel Device's default HTTP server port.
You will not be able to access the Web Configurator through this interface.

Table 35 Virtual Server Commands

COMMAND

DESCRIPTION

vrf main virtual-server rule
<profil e-name> nat-1-1-map {true]
false}

Enables 1:1 NAT type.

vrf main virtual-server rule
<profil e-name> nat-loopback
{true| false}

Allows local users to use a domain name to access the virtual
server.

vrf main virtual-server rule
<profil e-name> enabled {true|
false}

Enables the virtual server profile.

vrf main virtual-server rule
<profil e-name> interface
<i nterface-nane>

Sets the interface on which packets for the virtual server profile
must be received.

vrf main virtual-server rule
<profil e-name> source-ip {object
servi ce-obj ect | address ipvé-
address| cidr cidr| any| range
from i pv4-address to ipv4-
address}

Specifies the source IP address of the packets received by the
virtual server profile's specified incoming interface.

any means to use all of the incoming interface's IP addresses
including dynamic address.

vrf main virtual-server rule
<profil e-name> original-ip
{object service-object| address
i pv4- address| cidr cidr| any|
range from i pv4-address to ipv4-
address}

Specifies the destination IP address of the packets received by the
virtual server profile’'s specified incoming interface. The specified IP
address will be translated to the internal IP address.

any means to user all of the incoming interface's IP addresses
including dynamic address or those of any virtual interfaces built
upon the selected incoming interface.

vrf main virtual-server rule
<profile-name> map-to {object
servi ce-obj ect | address i pv4-
address| cidr cidr| any| range
from i pv4-address to ipvé-
address}

Maps the specified destination IP address to the specified
destination address object or IP address.

vrf main virtual-server rule
<profile-name> map-type {any|
port| ports| service]
group}

service-

Sets how many original destination ports the virtual server profile
supports for the original IP you set.

any: The virtual server profile supports all the destination ports.
port: The virtual server profile supports one destination port.

ports: The virtual server profile supports a range of destination
ports. You might use a range of destination ports for unknown
services or when one server supports more than one service.

service: The virtual server profile supports a service such as FTP.

service-group: The virtual server profile supports a group of
services such as all service objects related to DNS.
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Table 35 Virtual Server Commands (continued)

COMMAND DESCRIPTION

vrf main virtual-server rule Sets how frequently the Zyxel Device sends Gratuitous ARP (GARP)
<profile-name> garp-interval <5- packets using the virtual server's external IP address. This
86400> refreshes ARP tables in the network ensuring correct IP-to-MAC

address mapping, preventing network segment traffic loss.

server rule

show config vrf main virtual- Displays the virtual server profiles settings.

11.3.1 Virtual Server Command Examples

The following command creates virtual server profile Profile1 on the gelinterface that maps IP addresses
10.0.0.8 t0 192.168.1.56. for TCP protocol traffic on port 1720. It also enables NAP loopback.

usgflex200hp> edit running

usgflex200hp running config# vrf main virtual-server
enabled true

usgflex200hp running config# vrf main virtual-server
address 10.0.0.8

usgflex200hp running config# vrf main virtual-server
address 192.168.1.56

usgflex200hp running config# vrf main virtual-server
protocol tcp original-port 1720 mapped-port 1720
usgflex200hp running config# vrf main virtual-server
true

usgflex200hp running config# vrf main virtual-server
192.168.1.56

usgflex200hp running config# commit

Configuration committed.

rule

rule

rule

rule

rule

rule

Profilel

Profilel

Profilel

Profilel

Profilel

Profilel

interface gel
original-ip
source-ip
map-type port
nat-loopback

map-to address
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The following command shows information about all the virtual servers in the Zyxel Device.

usgflex200hp running config# show config vrf main virtual-server rule
virtual-server Profile

enabled true

interface LAN1 SUBNET

source-ip address 2.2.2.2

original-ip address 3.3.3.3

map-to address 1.1.1.1

nat-1l-1l-map

false

nat-loopback
false

map-type any

virtual-server Profilel
enabled true
interface gel
source-ip address 192.168.1.56
original-ip address 10.0.0.8
map-to address 192.168.1.56
nat-1-1l-map

false

nat-loopback
true

map-type port protocol tcp original-port 1720 mapped-port 1720
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121 ALG Introduction

The Zyxel Device can function as an Application Layer Gateway (ALG) to allow certain NAT un-friendly
applications (such as FTP) to operate properly through the Zyxel Device's NAT.

Some applications cannot operate through NAT (are NAT un-friendly) because they embed IP addresses
and port numbers in their packets’ data payload. The Zyxel Device examines and uses IP address and port
number information embedded in the FTP traffic's data stream. When a device behind the Zyxel Device
uses an application for which the Zyxel Device has FTP passed through enabled, the Zyxel Device
translates the device's private IP address inside the data stream to a public IP address. It also records
session port numbers and allows the related sessions to go through the firewall so the application’s traffic
can come in from the WAN to the LAN.

The Zyxel Device only needs to use the ALG feature for traffic that goes through the Zyxel Device's NAT.
The firewall allows related sessions for FTP applications that register with a server. The firewall allows or
blocks peer to peer FTP traffic based on the firewall rules.

12.2 ALG FTP Commands

The following table lists the ALG FTP commands. You must use the edit running command to enter
the configuration mode before you can use these commands.

Table 36 ALG FTP Commands

COMMAND DESCRIPTION

vrf main alg ftp enabled | Enablesthe ALG for FTP.
{true| false}

vrf main alg ftp signal- | Setsa listening port number if you are using FTP on a TCP port other than 21.
port <1025...65535>

vrf main alg ftp signal- | Setsa listening port number if you are using FTP on an additional TCP port.
extra-port <1025...65535>

show config vrf main alg | Displays the ALG for FTP settings.
ftp
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12.3 ALG Commands Example

The following example uses ALG to allow FTP through the Zyxel Device NAT.

Configuration committed.

usgflex200hp running config# vrf main alg ftp enabled true
usgflex200hp running config# commit

12.4 ALG SIP Commands

The following table lists the ALG SIP commands. You must use the edit running command to enter the
configuration mode before you can use these commands.

Table 37 ALG SIP Commands

COMMAND

DESCRIPTION

vrf main alg sip enabled
{true| false}

Enables the ALG for SIP.

vrf main alg sip port
<1..65535>

If you are using a custom UDP port number (not 5060) for SIP traffic, enter it
here.

vrf main alg sip direct-
signaling {true| false}

Sets the Zyxel Device to allow SIP signaling sessions.

vrf main alg sip direct-
media {true| false}

Sets the Zyxel Device to allow SIP audio session.

vrf main alg sip
inactivity-timeout
enabled {true| false}

Sets the number of seconds (1-86400) for how long to allow a SIP signaling
session to remain idle (without SIP packets) before dropping it.

vrf main alg sip
inactivity-timeout
signal-timeout
<1..86400>

Most SIP clients have an "expire” mechanism indicating the lifetime of signaling
sessions. The SIP user agent sends registration packets to the SIP server
periodically and keeps the session alive in the Zyxel Device.

If the SIP client does not have this mechanism and makes no calls during the
Zyxel Device SIP timeout, the Zyxel Device deletes the signaling session after
the timeout period. Enter the SIP signaling session timeout value (1-86400).

vrf main alg sip
inactivity-timeout media-
timeout <1..86400>

Sets how many seconds (1-86400) the Zyxel Device will allow a SIP session to
remain idle (without voice traffic) before dropping it.

If no voice packets go through the SIP ALG before the timeout period expires,
the Zyxel Device deletes the audio session. You cannot hear anything and you
will need to make a new call to continue your conversation.
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13.1 Multicast Introduction

This chapter explains how to use commands to configure various multicast features.

Traditionally, IP packets are transmitted in one of either two ways — Unicast (one sender to one recipient)
or Broadcast (one sender to everybody on the network). Multicast delivers IP packets to just a group of
hosts on the network.

IGMP Proxy

IGMP (Internet Group Management Protocol) is a network-layer protocol used to establish membership in
a multicast group —it is not used to carry user data. Refer to RFC 1112, RFC 2236 and RFC 3376 for
information on IGMP versions 1, 2 and 3 respectively.

Internet Group Management Protocol (IGMP) proxy is used for multicast routing. IGMP proxy enables the
Zyxel Device to issue IGMP host messages on behalf of hosts that the Zyxel Device discovered on its
IGMP-enabled interfaces. The Zyxel Device acts as a proxy for its hosts.

mDNS Proxy

Multicast DNS (mDNS) is a protocol that sends discovery packets to resolve hostnames to IP addresses on
a local network without using a DNS server. It is commonly used by zero-configuration services that
require no manual IP or DNS setup, such as printers, TVs, AirPlay, Chromecast, and loT devices.

mDNS uses a query and response exchange to allow devices to find each other and then establish a
communication session.

mDNS discovery is only sent to a local network multicast address (224.0.0.251:5353). The Zyxel Device
supports mDNS Proxy that allows the Zyxel Device to act as a the mDNS reflector to transmit the multicast
discovery packets across subnets.
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13.2 IGMP Commands

The following table lists the IGMP commands. You must use the edit running command to enter the
configuration mode before you can use these commands.

Table 38 IGMP Commands

COMMAND

DESCRIPTION

vrf main multicast igmp-
proxy enabled {true]|
false}

Enables the IGMP Proxy to route multicast traffic.

vrf main multicast igmp-
proxy upstream interface
<i nt erface- nane>

Specifies an interface that connects to a router (host) running IGMP and closer
to the multicast server.

Note: You can specify Ethernet, VLAN, Bridge, or LAG interfaces as
the IGMP Proxy upstream interface.

vrf main multicast igmp-
proxy downstream
interface <interface-
nane>

Specifies an interface that connects to the multicast hosts.

Note: You can specify Ethernet, VLAN, Bridge, or LAG interfaces as
the IGMP Proxy downstream interface.

vrf main multicast
reception-policy type
{allow-all | allow-
object}

Specifies whether multicast traffic is sent to all IGMP hosts or only to specified
IGMP hosts.

allow-all: Sends all multicast traffic to all the IGMP host.

allow-object: Sends multicast traffic only to the specified IGMP hosts. This is
recommended when too much multicast traffic congests your network.

vrf main multicast
reception-policy allow-
object-list <obj ect - name>

Specifies an existing IP address object to receive the multicast traffic.

vrf main multicast mdns-
proxy enabled {true]|
false}

Enables the mDNS proxy to forward mDNS multicast traffic across subnets.

vrf main multicast mdns-
proxy allow-interface
<i nterface-nane>

Specifies an internal interface that mDNS multicast packets are allowed to
pass. Devices on the specified interfaces can receive and forward mDNS
multicast packets.

Note: You can specify two to four Ethernet, VLAN, Bridge, or LAG
interfaces to enable communication between devices
connected to these interfaces.

show multicast route

Displays the currently active multicast groups and the multicast traffic passing
through the Zyxel Device.
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13.3 Commands Example

The following example enables IGMP on the Zyxel Device and configures how the Zyxel Device routes

multicast traffic.

MyUSGFLEX500H
MyUSGFLEX500H
InterfaceA

MyUSGFLEX500H
InterfaceB

MyUSGFLEX500H
MyUSGFLEX500H
Configuration
MyUSGFLEX500H

running config#
running config#

running config#

running config#
running config#
committed.

running config#

vrf main
vrf main

vrf main

vrf main
commit

exit

multicast
multicast

multicast

multicast

igmp-proxy enabled true
igmp-proxy upstream interface

igmp-proxy downstream interface

reception-policy type allow-all

The following example enables mDNS on the Zyxel Device and configures how the Zyxel Device routes

multicast traffic.

MyUSGFLEX500H
MyUSGFLEX500H
MyUSGFLEX500H
MyUSGFLEX500H
Configuration
MyUSGFLEX500H

running config#
running config#
running config#
running config#
committed.

running config#

vrf main multicast mDNS-proxy enabled true
vrf main multicast mDNS-proxy allow-interface ge3
vrf main multicast mDNS-proxy allow-interface ged

commit

exit

The following example displays the IP addresses of the currently active multicast groups and how the
multicast traffic passes through.

MyUSGFLEX500H> show multicast route
show-multicast-route

ok

multicast-route
group-address 224.10.10.10

source-address 192
incoming-interface
outgoing-interface
packet-count 48613

multicast-route
group-address 224.10.10.11

source-address 192
incoming-interface
outgoing-interface
packet-count 57923

.168.100.

gel
ge4d

.168.169.

35

33

InterfaceA
InterfaceB

multicast-route-count 2
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14.1 Secure Policy Overview

A secure policy is a template of security settings that can be applied to specific traffic at specific times.
The policy can be applied:

« to a specific direction of travel of packets (from / to)
 to a specific source and destination address objects
« to a specific type of traffic (services)

» to a specific user or group of users

« at a specific schedule
The policy can be configured:

» to allow or deny traffic that matches the criteria above

« send a log or alert for traffic that matches the criteria above

 to apply the actions configured in the security service profiles (such as application patrol, content filter,
SSL inspection) to traffic that matches the criteria above

The secure policies can also limit the number of user sessions.

The following example shows the Zyxel Device's default security policies behavior for a specific direction
of travel of packets. WAN to LAN traffic and how stateful inspection works. A LAN user can initiate a
Telnet session from within the LAN zone and the Zyxel Device allows the response. However, the Zyxel
Device blocks incoming Telnet traffic initiated from the WAN zone and destined for the LAN zone.

Figure 77 Default Directional Policy Example

1411 Asymmetrical Routes

If an alternate gateway on the LAN has an IP address in the same subnet as the Zyxel Device's LAN IP
address, return traffic may not go through the Zyxel Device. This is called an asymmetrical or “triangle”
route. This causes the Zyxel Device to reset the connection, as the connection has not been
acknowledged.
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You can have the Zyxel Device permit the use of asymmetrical route topology on the network (not reset
the connection). However, allowing asymmetrical routes may let traffic from the WAN go directly to the
LAN without passing through the Zyxel Device. A better solution is to use virtual interfaces to put the Zyxel
Device and the backup gateway on separate subnets. Virtual interfaces allow you to partition your network
into logical sections over the same interface. See the chapter about interfaces for more information.

By putting LAN 1and the alternate gateway (A in the figure) in different subnets, all returning network

traffic must pass through the Zyxel Device to the LAN. The following steps and figure describe such a
scenario.

1 A computer on the LANT1 initiates a connection by sending a SYN packet to a receiving server on the WAN.
2 The Zyxel Device reroutes the packet to gateway A, which is in Subnet 2.
3 The reply from the WAN goes to the Zyxel Device.

4 The Zyxel Device then sends it to the computer on the LAN1 in Subnet 1.

Figure 78 Using Virtual Interfaces to Avoid Asymmetrical Routes
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14.2 Secure Policy Command Input Values

The following table identifies the values required for many of these commands. Other input values are
discussed with the corresponding commands.

Table 39 Secure Policy Command Input Values

LABEL DESCRIPTION

addr ess- obj ect The name of the IP address object. You may use 1-30 alphanumeric characters,
underscores( ), or dashes (-), but the first character cannot be a number. This value is

case-sensitive.

user - obj ect The name of the user. You may use 1-30 single-byte characters, including 0-9a-zA-Z._-.
This value is case-sensitive.
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Table 39 Secure Policy Command Input Values (continued)

LABEL DESCRIPTION

zone- obj ect

The name of the zone. For some Zyxel Device models, use up to 30 characters (a-zA-Z0-
9_-). The name cannot start with a number. This value is case-sensitive.

For other Zyxel Devicemodels, use pre-defined zone names like DMZ, LAN1, SSL VPN,
IPSec VPN, OPT, and WAN.

schedul e- obj ect

The name of the schedule. You may use 1-30 alphanumeric characters, underscores(_), or
dashes (-), but the first character cannot be a number. This value is case-sensitive.

servi ce- obj ect

The name of the service. You may use 1-30 alphanumeric characters, underscores( ), or
dashes (-), but the first character cannot be a number. This value is case-sensitive.

14.3 Secure Policy Commands

The following table describes the commands available for the secure policy. You must use the edit
running command to enter the configuration mode before you can use the configuration commands.

Table 40 Secure Policy Commands

COMMAND

DESCRIPTION

vrf main secure-policy enabled
{true| false}

Enables secure policy on the Zyxel Device.

vrf main secure-policy default-
rule action {allow| deny| reject}
logging {nol| log| log-alert}

Sets how the secure policy handles packets that do not match any
other secure policy rule.

vrf main secure-policy
asymmetrical-route enabled {true|
false}

Allows or disallows asymmetrical route topology.

vrf main secure-policy rule
<profil e-name> action {allow|
deny| reject}

Sets the action the Zyxel Device takes when packets match this
rule.

vrf main secure-policy rule
<profil e-name> logging {no|
log-alert}

logl|

Sets the Zyxel Device to create a log or a log and an alert when
packets match this rule. The no command sets the Zyxel Device not
to create a log or alert when packets match this rule.

vrf main secure-policy rule
<profil e-name> description
<descri ption>

Sets a descriptive name (up to 60 printable ASCII characters) for a
secure policy rule.

vrf main secure-policy rule
<profil e-name> enabled {true|
false}

Activates the specified secure policy.

vrf main secure-policy rule
<profil e-nane> user {admin| user-
object user-object | user-group
user-group| any}

Sets a user name or user group to which to apply the policy. The
secure policy is activated only when the specified user logs into the
system. The policy will be disabled when the user logs out.

Sets this value to any to apply the policy to all users or user groups.

vrf main secure-policy rule
<profil e-name> schedule
{schedule-object schedul e-

obj ect | schedule-group schedul e-
group| any}

Sets the schedule that the policy uses.
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Table 40 Secure Policy Commands (continued)

COMMAND

DESCRIPTION

vrf main secure-policy rule
<profil e-name> from {zone-object
zone- obj ect | any}

Sets the zone on which the packets are received.

vrf main secure-policy rule
<profil e-name> to {zone-object
zone-obj ect | any| ZyWALL}

Sets the zone from which the packets are sent.

vrf main secure-policy rule
<profil e-name> source-ip
{address-object address-object |
address-group address-group| any}

Sets an IPv4 address or address group object to apply the policy to
traffic coming from it. Set this value to any to apply the policy to all
traffic coming from IPv4 addresses.

vrf main secure-policy rule
<profil e-name> destination-ip
{address-object address-object |
address-group address-group| any}

Sets an IPv4 address or address group object to apply the policy to
traffic going to it. Set this value to any to apply the policy to all
traffic going to IPv4 addresses.

vrf main secure-policy rule
<profil e-nane> service {service-
object service-object| service-
group Service-group| any}

Sets a service or service group for the secure policy profile.

vrf main secure-policy rule
<profil e-name> content-filter-
profile none

Uses this command if no content filter profiles have been created.

vrf main secure-policy rule
<profil e-name> content-filter-
profile profile enabled {true]
false} name <profile-nane> log
{no| by-profile}

Applies the (already-created) content filter profile to traffic that
matches the secure-policy rule.

log by-profile: Generates a log for all traffic that matches
criteria in the content filter profile.

vrf main secure-policy rule
<profil e-name> ssl-inspection-
profile none

Use this command if no SSL inspection profiles have been created.

vrf main secure-policy rule
<profil e-name> ssl-inspection-
profile profile enabled {true]
false} name <profile-nane> log
{no| by-profile}

Applies the (already-created) SSL inspection profile to traffic that
matches the secure-policy rule.

log by-profile: Generates a log for all traffic that matches
criteria in the SSL inspection profile.

vrf main secure-policy rule
<profil e-name> app-patrol-
profile none

Use this command if no app patrol profiles have been created.

vrf main secure-policy rule
<profil e-name> app-patrol-
profile profile enabled {true]
false} name <profile-nane> log
{no| by-profile}

Applies the (already-created) app patrol profile to traffic that
matches the secure-policy rule.

log by-profile: Generates a log for all traffic that matches
criteria in the app patrol profile.

vrf main secure-policy block-quic
enabled {true| false}

Blocks QUIC (Quick UDP Internet Connections, transport protocol
that encrypts traffic) to stop browsers using QUIC so that the Zyxel
Device can use SSL inspection to inspect encrypted traffic for Al
requests and replies. If QUIC is not blocked, the Zyxel Device may
not be able to inspect Al requests and replies in order to apply
content filtering correctly.
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Table 40 Secure Policy Commands (continued)

COMMAND DESCRIPTION
show config vrf main secure- Displays the secure policy settings.
policy

show state vrf main secure-policy | Displays the secure policy settings including matching packets.

14.3.1 Secure Policy Command Examples

These are IPv4 secure policy configuration examples.

The following example shows you how to add an IPv4 secure policy rule to allow a MyService connection
from the WAN zone to the IP addresses Dest_1in the LAN zone.

» Enter configuration command mode.

» Create an IP address object.

o Create a service object.

o Create a secure policy rule.

« Set the direction of travel of packets to which the rule applies.
¢ Set the destination IP address(es).

« Set the service to which this rule applies.

» Set the action the Zyxel Device is to take on packets which match this rule.

usgflex200hp> edit running

usgflex200hp running config# object address-object address Dest 1 type range
10.0.0.10-10.0.0.15

t service MyService type tcp 1234

usgflex200hp running config# commit

Configuration committed.

usgflex200hp running config# vrf main secure-policy rule Rulel from zone-object WAN
usgflex200hp running config# vrf main secure-policy rule Rulel to zone-object LAN
usgflex200hp running config# vrf main secure-policy rule Rulel destination-ip
address-object Dest 1

usgflex200hp running config# vrf main secure-policy rule Rulel service service-
object MyService

usgflex200hp running config# vrf main secure-policy rule Rulel action allow
usgflex200hp running config# vrf main secure-policy rule Rulel user any
usgflex200hp running config# vrf main secure-policy rule Rulel schedule any
usgflex200hp running config# vrf main secure-policy rule Rulel source-ip any
usgflex200hp running config# vrf main secure-policy rule Rulel content-filter-
profile none

usgflex200hp running config# vrf main secure-policy rule Rulel ssl-inspection-
profile none

usgflex200hp running config# vrf main secure-policy rule Rulel app-patrol-profile
none

usgflex200hp running config# commit

Configuration committed.
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14.4 DoS Prevention Overview

DoS attacks can flood your Internet connection with invalid packets and connection request, using so
much bandwidth and so many resources that Internet access becomes unavailable. The goal of DoS
attacks is not to steal information, but to disable a device or network on the Internet.

DoS prevention protects against anomalies based on violations of protocol standards (RFCs — Requests for
Comments) and abnormal flows such as port scans. This section introduces DoS prevention profiles and
applying a DoS prevention profile to a traffic direction.

Traffic Anomalies

Traffic anomaly policies look for abnormal behavior or events such as port scanning, sweeping or network
flooding. They operate at OSl layer-2 and layer-3. Traffic anomaly policies may be updated when you
upload new firmware.

14.5 DoS Prevention Command Input Values

The following table identifies the values required for many of these commands. Other input values are
discussed with the corresponding commands.

Table 41 DoS Prevention Command Input Values

LABEL DESCRIPTION

zone The name of a zone. Use up to 30 characters (a-zA-Z0-9_-). The name cannot start with a
number. This value is case- sensitive.

profil e-nanme The name of a DoS prevention profile. It can consist of alphanumeric characters, the
underscore, and the dash, and it is 1-31 characters long. Spaces are not allowed.

14.6 DoS Prevention Commands

The following table describes the DoS prevention commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 42 DoS Prevention Commands

LABEL DESCRIPTION

vrf main dos-prevention Enables DoS prevention.

enabled {true| false}

vrf main dos-prevention Enter a description for the profile. You can use up to 60 printable ASCII
profile <profile-nane> characters .

description <descri ption>
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Table 42 DoS Prevention Commands (continued)

LABEL

DESCRIPTION

vrf main dos-prevention
profile <profile-name>
scan-detection {ip-
protocol-scan| tcp-
portscan| udp-portscan]
icmp-sweep| ip-protocol-
sweep| tcp-port-sweep| udp-
port-sweep} action {none|
block} enabled {true]
false} logging {no| log]|
log-alert}

Sets the scan detection options and actions. Generates a log (1og) or a log
and an alert (Log-alert) when traffic matches the scan detection options
you set.

vrf main dos-prevention
profile <profile-name>
scan-detection sensitivity
{low| medium| high}

Sets scan detection sensitivity.

vrf main dos-prevention
profile <profil e-nanme>
scan-detection block-period
<1...3600>

Sets the time in seconds that the Zyxel Device blocks the source IP address
from which the packets are coming if the Zyxel Device detects possible scan
attack packets, such as port scanning.

vrf main dos-prevention
profile <profil e-nanme>
flood-detection {icmp-
flood| ip-flood| tcp-flood]|
udp-flood} action {none]|
block} enabled {true]
false} logging {nol| log]|
log-alert} threshold
<1...65535>

Sets the flood detection options and actions. Generates a log (1og) or a log
and an alert (log-alert) when traffic matches the flood detection options
you set.

Sets a suitable threshold level (the number of packets per second that
match the flood detection criteria) for your network. If you set a low
threshold, most flood attacks will be detected, but you may have more logs
and false positives.

If you set a high threshold, some flood attacks may not be detected, but you
will have fewer logs and false positives.

vrf main dos-prevention
profile <profil e-nanme>

flood-detection block-

period <1...3600>

Sets the time in seconds that the Zyxel Device blocks the source IP address
from which the packets are coming if the Zyxel Device detects a large
number of packets that are possibly attempting to flood your network.
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Table 42 DoS Prevention Commands (continued)

LABEL

DESCRIPTION

vrf main dos-prevention
profile <profile-name>
protocol-anomaly-detection
{icmp-smurf-attack | udp-
smurf-attack | ip-fragment
| ip-land-attack} enabled
{true | false}

Sets and enables or disables a protocol anomaly detection option.

e icmp-smurf-attack: |ICMP Smurf Attack

An ICMP Smurf attack is a distributed denial-of-service (DDoS) attack that
floods a target (victim) with pings (ICMP echo request packets) where the
source IP address is spoofed as the victim’'s IP address. The destination IP
address of each packet is the broadcast address of the network, so all hosts
on the network reply to the victim at once, overwhelming the victim.

e udp-smurf-attack: UDP Smurf Attack

A UDP Smurf attack is a distributed denial-of-service (DDoS) attack that
floods a target (victim) with small UDP requests where the source IP address
spoofed as the victim's IP address. Servers reply with responses to the
victim, overwhelming the victim. The Zyxel Device detects the attack when it
receives a UDP packet in which the destination IP address matches the
broadcast address of the network and the destination port is 7 or 19.

e ip-fragment:|P Fragment

The Zyxel Device detects IP fragments when it receives packets with
malformed, overlapping, or oversized fragments.

e ip-land-attack: IP LAND Attack

A LAND attack sends a spoofed packet where the source IP address is the
same as destination IP address, so the victim replies to itself, causing DoS
and making the victim unavailable.

vrf main dos-prevention
profile <profile-name>
protocol-anomaly-detection
{icmp-smurf-attack | udp-
smurf-attack | ip-fragment
| ip-land-attack} logging
{no | log | log-alert}

Sets the protocol anomaly detection options and actions. Generates a log
(1og), alog and an alert (1og-alert), or neither (no) when traffic matches
the specified protocol anomaly detection options.

vrf main dos-prevention
profile <profil e-nanme>
protocol-anomaly-detection
{icmp-smurf-attack | udp-
smurf-attack | ip-fragment
| ip-land-attack} action
{none | drop}

Sets the action the Zyxel Device takes when traffic matches the specified
protocol anomaly detection options.

+ none: No action when traffic matches the policy.

* drop: Silently drops packets that match the policy. Neither the sender
nor the receiver is notified.

vrf main dos-prevention
policy <policy-nane>
enabled {true| false}

Enables or disables the DoS prevention policy.

vrf main dos-prevention
policy <policy-nane> from-
zone zone-object {any| zone
zone}

Specifies the zone the traffic is coming from.

vrf main dos-prevention
policy <policy-nane> bind-
profile <profil e-nanme>
enabled {true| false}

Binds the DoS prevention profile to the entry’s traffic direction.

show config vrf main dos-
prevetion

Displays DoS prevention settings.

USG FLEX H Series CLI Reference Guide

126




Chapter 14 Secure Policy

14.6.1 DoS Prevention Block List

DoS block lists contain IP addresses or domains that are identified as attackers launching DoS or
Distributed DoS (DDoS) attacks. When the Zyxel Device sees traffic coming from an IP on the block list, it
automatically blocks or drops those packets, preventing the attack traffic from reaching your network.

The following table describes the commands to display or remove IP addresses from a block list.

Table 43 Commands for URL / DNS Threat Filter External Block List

COMMAND DESCRIPTION

show dos-prevention-block- | Displays IP addresses in the DoS prevention block list.

list

cmd dos-prevention-block- Removes all IP addresses from the DoS prevention block list to allow traffic
list clear all from these IP addresses. You may do this if you changed the DoS profile and

you want to have the updated profile scan for DoS attacks from scratch.

cmd dos-prevention-block- Removes a specific IPv4 address from the DoS prevention block list to allow
list clear ip <i p address> | traffic from this IP address. You may do this if the IP address was wrongly
classified as a source of DoS attacks by the DoS profile.

14.7 IP Spoofing Overview

Trusted IP address/MAC address Pair

IP address to MAC address binding helps ensure that only the intended devices get to use privileged IP
addresses. The Zyxel Device uses DHCP to assign IP addresses and records the MAC address it assigned
to each IP address. The Zyxel Device then checks incoming connection attempts against this list. A user
cannot manually assign another IP to his computer and use it to connect to the Zyxel Device.

Suppose you configure access privileges for IP address 192.168.1.27 and use static DHCP to assign it to
Tim's computer's MAC address of 12:34:56:78:90:AB. IP/MAC binding drops traffic from any computer
trying to use IP address 192.168.1.27 with another MAC address.

Figure 79 Trusted IP address/MAC address Pair

MAC: 12:34:56:78:90:AB
IP: 192.168.1.27

MAC: AB:CD:EF:12:34:56

IP:192.168.1.27
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14.8 IP Spoofing Prevention Commands

The following table describes the IP spoofing prevention commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 44 IP Spoofing Prevention Commands

LABEL DESCRIPTION

vrf main spoofing- Enables or disables IP spoofing prevention.

prevention enabled {true|

false}

vfr main spoofing- Sets a trusted IP address/MAC address pair to allow traffic from a device
prevention rules <ip with that IP address/MAC address pair.

gddr ess> mac <MAC address> | ip address: Enter the IP address that the Zyxel Device assigns to a
interface <interface> device with the entry’'s MAC address.

description <description> « mac: Enter the MAC address of the device to which the Zyxel Device
assigns the entry’s IP address.

« interface: Enter the name of the interface on the Zyxel Device to trust the
IP address/MAC address pair.

« description: Enter a description to help identify the purpose of the rule.
This is optional.

vrf main spoofing- Specifies an address object to allow traffic from all devices with that IP
prevention trusted-ip address.
<addr ess- obj ect >

show config vrf main Displays IP spoofing prevention settings.
spoofing-prevention

14.8.1 IP Spoofing Command Example

This command shows how to set a trusted IP address/MAC address pair to allow traffic from a device with
that IP address/MAC address pair.

usgflex500h> edit running
usgflex500h running config# vrf main spoofing-prevention enabled true
usgflex500h running config# vrf main spoofing-prevention rules 1.1.1.1
interface ged4 mac 11:33:66:99:ee:44
usgflex500h running config# show config vrf main spoofing-prevention
spoofing-prevention
enabled true
include-dhcp-lease true
logging log
rules 1.1.1.1
interface ge4
mac 11:33:66:99:ee:44

trusted-ip CathyObject
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14.9 System Protection Sighature Commands

Use these commands to view the system protection signature information and update the signatures if

necessary.

Table 45 System Protection Signature Commands

COMMAND DESCRIPTION
show system protection signature Displays system protection signatures of the Zyxel Device. These
version signatures do not require a license.

The Zyxel Device will synch with the Cloud Helper Server every
day to update these signatures automatically. You can also update
manually using the command below.

Please note that in the web configurator, the system protection
signature version displays in Dashboard > About.

System protection signatures protect your Zyxel Device and local
networks from web attacks, such as command injection, cross-
site scripting and path traversal.

Command injection: This is an attack in which an attacker uses the
Zyxel Device vulnerabilities to execute commands to control your
Zyxel Device.

Cross-site scripting: This is an attack in which an attacker
implants malicious scripts in a website. When you visit this
website, the malicious scripts are sent and executed on your web
browser.

Path traversal: This is an attack that allows an attacker to access
files you store in the web root folder.

show system protection signature
update status

Displays if the system protection signatures are updated to the
latest version.

cmd system protection signatures
update signature

Use this command to update the system protection signatures to
the latest version.

Make sure the Zyxel Device can access the Cloud Helper Server
when you want to update the signatures.
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Captive Portal

15.1 Overview

Use this screen to configure captive portal settings for each interface. A captive portal is a designated
login web page for client authentication before network access.

The policy can be applied:

« to a specific interface or zone
« with the walled garden feature

 to a specific client or group of clients

The policy can be configured:

» to exempt specific source and destination address objects

» to exempt specific type of traffic
e to use with HTTP or HTTPS server

15.2 Captive Portal Commands

The following table describes general captive portal commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 46 Captive Portal Commands

COMMAND

DESCRIPTION

vrf main captive-portal enabled {true
| false}

Activates captive portal on the Zyxel Device.

vrf main captive-portal cp-server
server enabled {true | false}

Activates a captive portal authentication server with HTTP
access.

vrf main captive-portal cp-server
server port <1..65535>

Sets a HTTP port for the captive portal authentication server.
The default port is 1080.

vrf main captive-portal cp-server
server—-ip <i pv4-address>

Sets an IPv4 address for the captive portal authentication
server. The default IPv4 address is 6.6.6.6.

vrf main captive-portal cp-server
server-redirect-fqgdn <fully-qualified-
domai n- nanme>

Sets the FQDN (Fully Qualified Domain Name), such as
www.example.com, for the captive portal authentication
server.

vrf main captive-portal cp-server
secure-server enabled {true | false}

Activates a secure captive portal authentication server with
HTTPS access.

vrf main captive-portal cp-server
secure-server port <1..65535>

Sets a HTTPS port for the secure captive portal
authentication server. The default port is 1443.
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Table 46 Captive Portal Commands (continued)

COMMAND

DESCRIPTION

vrf main captive-portal cp-server
secure-server force-https {true |
false}

Requires HTTPS for access to the secure captive portal
authentication server. It is not recommended to enable this
in order to avoid a certificate warning when users log into
the captive portal.

vrf main captive-portal cp-server
secure-server auth-client {true |
false}

Requires client authentication for access to the secure
captive portal authentication server.

vrf main captive-portal cp-server
secure-server certificate <cert-name>

Requires the client to use a certificate as authentication for
access to the secure captive portal authentication server.

Note: Make sure the common name of certificate
matches the server-redirect-fqdn setting.

vrf main captive-portal cp-server max-
concurrent-connection <256..65535>

Sets the total allowed concurrent connections to the captive
portal authentication server. The default is 256.

vrf main captive-portal cp-server max-—
concurrent-connection-per-ip
<16..65535>

Sets the total allowed concurrent connections from the same
IP address to the captive portal authentication server. The
default is 16.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> enabled
{true | false}

Activates a specific captive portal policy on the Zyxel
Device.

captive-portal-policy-uid: The name of the captive
portal policy you want to configure. The name can contain 1-
31 single-byte characters, including [A-Z], [a-z], [0-9], and
[\._-]. The name must start with [A-Z], [a-z], [0-9], [_], or [-].
If you create a profile using the Web Configurator, you
cannot name it. You can see the automatically generated
name in the CLI. It starts with “cp” followed by a sequential
number in the order the profiles are created.

vrf main captive-portal auth-policy
<capti ve-portal - policy-uid>
description <string>

Describes the specific captive portal policy on the Zyxel
Device.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> incoming-
type {interface-object | zone-object}

This captive portal policy specifies network access for
traffic that is coming in from the specified type of object
(interface or zone) that has to authenticate with the captive
portal server.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> incoming
<interface | zone-nane>

This captive portal policy specifies network access for
traffic that is coming in from the name of the object
(interface or zone) that has to authenticate with the captive
portal server.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> source-ip
<obj ect - nane>

Sets an object or group to enforce the policy on traffic from
the specified object or group members.

vrf main captive-portal auth-policy
<capti ve-portal - policy-uid>
destination-ip <obj ect-nane>

Sets an object or group to enforce the policy on traffic to the
specified object or group members.
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Table 46 Captive Portal Commands (continued)

COMMAND

DESCRIPTION

vrf main captive-portal auth-policy
<captive-portal - policy-uid> exempt-
list <exempt-entry-ui d> type {src-ip |
service} object <object>

Sets an exemption list of objects that do not need to
authenticate with the captive portal server.

exempt-entry-uid: The name of the entry you want to
configure. If you create an entry using the Web Configurator,
you cannot name it. You can see the automatically generated
name in the CLI. It starts with "exempt” followed by a
sequential number in the order the entries are created.

src-ip: Exempts objects based on their source IP address.

service: Exempts an object or a group of members based
on the service.

object:

When using service: Sets an existing object or group by
name.

When using src-ip: Sets an existing object by name, a host
IP address, a range of IP addresses using CIDR notation, or a
range of IPv4 addresses by entering the start and end
addresses separated by a hyphen (-).

vrf main captive-portal auth-policy
<captive-portal -policy-uid> redirect-
tcp-443 {true | false}

This captive portal policy redirect HTTPS traffic to the
captive portal. It is not recommended to enable this in order
to avoid the certificate warning that hotspot users will see
when they log into the captive portal.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> idle-
timeout-enabled {true | false}

Enables or disables the specified idle timeout period that
determines how long users can remain logged in without
activity before being automatically logged out.

vrf main captive-portal auth-policy
<captive-portal -policy-id> idle-
timeout <1...60>

Specifies an idle timeout period (in minutes) that determines
how long users can remain logged in without activity before
being automatically logged out.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> sign-in-
method {sign-on | click-to-continue}

This captive portal policy specifies how clients are required
to sign in for access to the captive portal server.

sign-on: Blocks network access until the clients
authenticate through the specified authentication policy.

click-to-continue: Blocks network access until clients
agree to the user agreement policy.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> portal-
type {internal | external}

This captive portal policy specifies the portal type that
clients use to log on for network access.

internal: Uses the default web page on the Zyxel Device.

external: Uses the URL of an external portal. You can
configure the look and feel of the web portal page. Specify
the login page's URL; for example, http://IIS server IP
Address/login.asp. The Internet Information Server (IIS) is
the web server on which the web portal files are installed.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> after-
login-action {success-page |
page | promotion-page}

session-

Specifies the page that clients will see when they
successfully log into the captive portal.

success-page: Keeps users on the success page after a
successful login.

session-page: Keeps users on the login page after a
successful login.

promotion-page: Redirects users to the specified URL after
a successful login.
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Table 46 Captive Portal Commands (continued)

COMMAND

DESCRIPTION

vrf main captive-portal auth-policy
<captive-portal -policy-uid> log {no |
log | log-alert}

This captive portal policy specifies if access attempts that
are blocked before login should have a log (1og) or alert
(log-alert) or neither (no).

vrf main captive-portal auth-policy
<captive-portal -policy-uid>
authentication-server type {local | ad
server <ad-server-name> | ldap server
<l dap- server-name> | radius server
<radi us-server-nane> | oidc server
<oi dc-server-name> | cloud-auth}

Specifies the captive portal authentication server: local on
the Zyxel Device, AD (Active Directory), LDAP (Lightweight
Directory Access Protocol RADIUS (Remote Authentication
Dial-In User Service), OIDC (OpenID Connect), or NCAS
(Nebula Cloud Authentication Server).

You must first create the authentication server. See Section
32.2 on page 254 for more information on authentication
servers.

vrf main captive-portal auth-policy
cpl authentication-server cloud-
disconnect-behavior {open |
restricted}

Allows or denies clients to access the network without
authentication when NCAS (Nebula Cloud Authentication
Server) is not reachable.

Open: Clients can access the network with temporary
credentials. They are logged out when the Zyxel Device
reconnects to NCAS. After that, they can log in again with
their credentials.

Restricted: Clients cannot access until the connection
between the Zyxel Device and NCAS (Nebula Cloud
Authentication Server) is restored.

vrf main captive-portal auth-policy
<capti ve-portal -policy-uid>
authentication-server server <server-
nane>

This captive portal policy specifies the name of the captive
portal authentication server.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> external-
portal-url <url >

Specifies the URL of the external portal page to use when
'portal-type' is set to external. You can configure the look
and feel of the web portal page. Specify the login page's
URL; for example, http://IIS server IP Address/login.asp. The
Internet Information Server (lIS) is the web server on which
the web portal files are installed.

vrf main captive-portal auth-policy
<captive-portal -policy-uid> external-
promotion-url <url >

Specifies the URL of the external promotion page to use
when 'after-login-action' is set to promotion-page. You
can configure the look and feel of the web portal page.
Specify the login page's URL; for example, http://IIS server
IP Address/login.asp. The Internet Information Server (IIS) is
the web server on which the web portal files are installed.

vrf main captive-portal cp-server
policy-match-cache-size <500..100000>

Specifies the maximum number of entries in the captive-
portal policy match cache. A captive-portal policy match
cache stores recent session or client matches so the Zyxel
Device doesn't have to repeatedly re-evaluate every packet
against all captive-portal policies. The maximum entry limit
prevents the cache from consuming excessive memory and
enhances performance when tracking policy matches.
These are the default values per model at the time of writing:

e USG FLEX 50H/50HP: 500

e USG FLEX 100H/100HP: 1,000
¢ USG FLEX 200H/200HP: 2,000
¢ USG FLEX 500H: 5,000

¢ USG FLEX 700H: 10,000
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Table 46 Captive Portal Commands (continued)

COMMAND

DESCRIPTION

vrf main captive-portal cp-server
policy-match-rate-limit <30..1000>

Specifies the rate-limit threshold for HTTP/HTTPS requests
per source IP, measured in requests per second. The default
value is 100. A captive-portal policy-match-rate-limit
prevents the Zyxel Device from being overwhelmed by too
many new policy-match lookups per second, reducing CPU
overload and increasing stability if there are DoS attacks.

vrf main captive-portal settings
redirect-parameter {ap-ip | ap-mac |
client-ip | client-mac | ssid-name |
vlan-id}

Sets what the Zyxel Device appends to the redirect URL
when an unauthenticated client is sent to the captive portal
(or to an external authentication / landing page). After the
Zyxel Device redirects the client to the portal URL, the
redirect-parameters are appended to the URL.

You may use from 0 (default value is used) to 31 uppercase
English letters, lowercase English letters, underscores, and
hyphens. The ‘default value’' means the parameter name
used in the URL query string, not the value itself.

Use the correct format for each type.

e ap-ip: IP address of the Access Point that the client is
connected to.

e ap-mac: MAC address of the Access Point.
e client-ip:IP address assigned to the client device.
e client-mac: MAC address of the client device.

e ssid-name: The WiFi network (SSID) the client is
connected to - useful if multiple SSIDs share a portal.

¢ vlan-id: VLAN ID used by the client connection.

With redirect-parameters an external portal server can
identify the user’s SSID, apply different login rules per VLAN,
log client MAC/IP for auditing, bind authentication to a
specific AP, track which AP users connect to, identify
problem VLANSs or SSIDs and/or log client locations
indirectly.

Note that:

« These parameters are read-only for the client.
e They are not encrypted unless HTTPS is used.

e External portals must be able to parse and trust these
values appropriately.

« Only change default values if your portal can use custom
names.

vrf main captive-portal settings
redirect-parameter mac-delimiter
{colon | hyphen}

Sets how MAC values are formatted. colon is the default.

If the portal requires MAC addresses formatted with
hyphens, then change the mac_delimiter to hyphen.

vrf main captive-portal settings
external-portal-allow-get-method {true
| false}

Sets how an external captive portal sends login credentials
(user name and password) to the Zyxel Device. The default
is to use HTTP POST (false). If you set the command to
true then the external captive portal can use HTTP POST or
HTTP GET to send login credentials to the Zyxel Device.

e false: parameters are sent using HTTP POST

e true: parameters are sent using HTTP POST or HTTP
GET (URL query string). Some captive portals may only
support GET.

show config vrf main captive-portal-
theme

Displays the captive portal themes available when the Zyxel
Device is connected to Nebula. You can create a custom
theme in Nebula.
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15.2.1 Redirect Parameter Example

This is an example using the following redirect parameter names. WTP is Wireless Termination Point,
which is the MAC address of the Access Point. In this example, the external portal expects hyphens for
MAC addresses, so the mac-delimiter command is used. external-portal-allow-get-method is
enabled (true), as in this example the external portal can only use HTTP GET to send login credentials to
the Zyxel Device.

usgflex500h> edit running

USGFLEX500H running config# vrf main captive-portal settings redirect-parameter
ap-ip ap-ip

USGFLEX500H running config#vrf main captive-portal settings redirect-parameter ap-
mac wtp-mac

USGFLEX500H running config#vrf main captive-portal settings redirect-parameter
client-ip client-ip

USGFLEX500H running config#vrf main captive-portal settings redirect-parameter
client-mac client-mac

USGFLEX500H running config#vrf main captive-portal settings redirect-parameter
ssid-name ssid

USGFLEX500H running config#vrf main captive-portal settings redirect-parameter
vlan-id vlan

USGFLEX500H running config#vrf main captive-portal settings redirect-parameter
mac-delimiter hyphen

USGFLEX500H running config#vrf main captive-portal settings external-portal-allow-
get-method true

USGFLEX500H running config#

15.3 Walled Garden Commands

With a walled garden, you can define the domains that clients can access without logging in. The following
table describes general captive portal commands. You must use the edit running command to enter the
configuration mode before you can use these commands.

Table 47 Walled Garden Commands

COMMAND DESCRIPTION

vrf main captive-portal auth-policy Activate a walled garden, which defines web site
<captive-portal -policy-uid> walled- address(es) that clients can access without logging in.
garden enabled {true | false}

[del] vrf main captive-portal auth- Specifies the predefined walled garden list. Therefore,
policy <captive-portal -policy-uid> clients can access the listed domains before authentication.

walled-garden trusted-identity-

- . list-name: The name of the predefined walled garden list.
provider <li st-nanme>

Use the show captive-portal walled-garden-
signature command to view the list name. See Section
15.3.1 on page 136 for an example.
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Table 47 Walled Garden Commands (continued)

COMMAND

DESCRIPTION

vrf main captive-portal auth-policy
<captive-portal -policy-uid> walled-
garden rules <wal | ed- garden-entry-ui d>
type {object <object-nanme> | fqgdn
<fqdn> | cidr <cidr>}

Sets an object that can access the walled garden.

walled-garden-entry-uid: The name of the entry you
want to configure. If you create an entry using the Web
Configurator, you cannot name it. You can see the
automatically generated name in the CLI. It starts with “wg"
followed by a sequential number in the order the entries are
created.

object-name: Sets an existing object by its name.
fgdn: Sets an object using FQDN.

cidr: Sets a range of IP addresses using CIDR notation. For
example, 192.168.0.0/16.

cmd captive-portal walled-garden-
signature update

Updates the predefined walled garden lists.

The list is automatically updated periodically and after the
Zyxel Device reboots. To update immediately, use this
command.

show captive-portal walled-garden-
signature

Displays the predefined walled garden lists. It includes the
domains associated with the OIDC providers.

show captive-portal walled-garden-
signature version

Displays the version of predefined walled garden lists.

show captive-portal walled-garden-
signature update status

Displays the update status of predefined walled garden lists.

15.3.1 Walled Garden Example

This example shows how to apply a walled garden list when using Google Workspace as the OIDC server
for authentication. See Section 32.2.3 on page 257 for more information on OIDC.

1 Check the walled garden list you want to apply and its associated domains.
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MyUSGFLEX500H> show captive-portal walled-garden-signature
captive-portal-show-walled-garden-signature
data
walled-garden-list-version 1.0.0.20260203.1
walled-garden-list
name captive portal default walled garden
description "captive portal default walled garden"
fgdn-list d.myzyxel.com
fgdn-1list d2.myzyxel.com

walled-garden-list
name captive portal google oidc
description "captive portal walled garden for Google OIDC"
oidc-provider "Google Cloud Identity / Workspace"
fgdn-1list accounts.google.com
fgdn-1list apis.google.com

walled-garden-list
name captive portal microsoft oidc
description "captive portal walled garden for Microsoft OIDC"
oldc-provider "Microsoft Entra ID"
fgdn-1list *.aadcdn.msftauth.net
fgdn-1list *.aadcdn.msftauthimages.net

2 Apply the walled garden list to the specified captive portal policy.

MyUSGFLEX500H> edit running

MyUSGFLEX500H running config# vrf main captive-portal auth-policy cpl walled-
garden trusted-identity-provider captive portal google oidc

MyUSGFLEX500H running config# commit

Configuration committed.
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IPSec VPN

16.1 IPSec VPN Overview

A virtual private network (VPN) provides secure communications between sites without the expense of
leased site-to-site lines. A secure VPN is a combination of tunneling, encryption, authentication, access
control and auditing. It is used to transport traffic over the Internet or any insecure network that uses TCP/
IP for communication.

Internet Protocol Security (IPSec) is a standards-based VPN that offers flexible solutions for secure data
communications across a public network like the Internet. IPSec is built around a number of standardized
cryptographic techniques to provide confidentiality, data integrity and authentication at the IP layer.

The following figure is one example of a VPN tunnel. Here local Zyxel Device X uses an IPSec VPN runnel
to remote (peer) Zyxel Device Y to connect the local (A) and remote (B) networks.

Figure 80 VPN: Example
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A VPN tunnel is usually established in two phases. Each phase establishes a security association (SA), a
contract indicating what security parameters the Zyxel Device and the remote IPSec router will use. The
first phase establishes an Internet Key Exchange (IKE) SA between the Zyxel Device and remote IPSec
router. The second phase uses the IKE SA to securely establish an IPSec SA through which the Zyxel
Device and remote IPSec router can send data between computers on the local network and remote
network. This is illustrated in the following figure.
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Figure 81 VPN: IKE SA and IPSec SA
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In this example, a computer in network A is exchanging data with a computer in network B. Inside
networks A and B, the data is transmitted the same way data is normally transmitted in the networks.
Between routers X and Y, the data is protected by tunneling, encryption, authentication, and other security
features of the IPSec SA. The IPSec SA is secure because routers X and Y established the IKE SA first.

Encryption Methods

In most Zyxel Devices, you can select one of the following encryption algorithms for each proposal. The
algorithms are listed in order from weakest to strongest.

« Data Encryption Standard (DES) is a widely used method of data encryption. It applies a 56-bit key to
each 64-bit block of data.

» Triple DES (3DES) is a variant of DES. It iterates three times with three separate keys, effectively tripling
the strength of DES.

e Advanced Encryption Standard (AES) is a newer method of data encryption that also uses a secret key.
AES applies a 128-bit key to 128-bit blocks of data. It is faster than 3DES.

« AES-GCM (Galois/Counter Mode) offers secure (prevents both passive eavesdropping and active
tampering), authenticated encryption that is faster than AES as it is optimized for modern CPUs.

Authentication Methods

You can select one of the following authentication algorithms for each proposal. The algorithms are listed
in order from weakest to strongest.

» MD5 (Message Digest 5) produces a 128-bit digest to authenticate packet data.

o SHAT1 (Secure Hash Algorithm) produces a 160-bit digest to authenticate packet data.

e SHA256 (Secure Hash Algorithm) produces a 256-bit digest to authenticate packet data.
o SHA384 (Secure Hash Algorithm) produces a 384-bit digest to authenticate packet data.
» SHA512 (Secure Hash Algorithm) produces a 512-bit digest to authenticate packet data.

e PRF (PseudoRandom Function)-SHA256/384/512 does not encrypt data, but derives keys,
authenticates handshake messages and produces strong session keys from initial secrets. It is not used
to encrypt or authenticate the VPN data when AES-GCM is the encryption method; it is used to generate
the keys that AES-GCM will use.
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Diffie-Hellman (DH) Groups

Diffie-Hellman (DH) groups determine the strength of the key used in the key exchange process. ECP
(Elliptic Curve Cryptography Prime) and MODP (Modular Exponential) groups are used for the Diffie-
Hellman (DH) key exchange protocol in establishing secure VPN tunnels. Higher Diffie-Hellman group
numbers of the same algorithm (MODP, ECP NIST, ECP Brainpool) are usually more secure, but also
require more processing power to encrypt and decrypt information.

The Zyxel Device supports these Diffie-Hellman groups in increasing order of strength (and required
processing power) for each group:

MODP

Diffie-Hellman Group 2 (1024-bit)
Diffie-Hellman Group 5 (1536-bit)
Diffie-Hellman Group 14 (2048-bit)
Diffie-Hellman Group 15 (3072-bit)

Diffie-Hellman Group 16 (4096-bit)

ECP NIST (National Institute of Standards and Technology)

Diffie-Hellman Group 19 (256-bit random)
Diffie-Hellman Group 20 (384-bit random)

Diffie-Hellman Group 21 (521-bit random)

ECP Brainpool

Diffie-Hellman Group 28 (256bp-bit Brainpool elliptic curve group)
Diffie-Hellman Group 29 (384bp-bit Brainpool elliptic curve group)

Diffie-Hellman Group 30 (512bp-bit Brainpool elliptic curve group)

CFRG (Crypto Forum Research Group)

Diffie-Hellman Group 31 (Curve25519 / X25519)

Diffie-Hellman Group 32 (Curve448 [ X448)
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Security strength depends on the DH group as well as the DH group number. The following table lists DH
groups by number, not by strength.

Table 48 DH Groups

Ohoup | CURVE/PRIME APPROX. SECURITY LEVEL
2 MODP 1024 ~80-bit
5 MODP 1536 ~96-bit
14 MODP 2048 ~112-bit
15 MODP 3072 ~128-bit
16 MODP 4096 ~152-bit
19 NIST P-256 (secp256r1) ~128-bit
20 NIST P-384 (secp384r1) ~192-bit
21 NIST P-521 (secp521r1) ~256-bit
28 Brainpool ECP group (brainpoolP256r1) ~128-bit
29 Brainpool ECP group (brainpoolP384r1) ~192-bit
30 Brainpool ECP group (brainpoolP512r1) ~256-bit
31 Curve25519 (X25519) ~128-bit
32 Curve448 (X448) ~224-bit

Note: Make sure that both ends of the VPN tunnel use the same DH group number.

As a guideline, for legacy systems where compatibility is needed, use MODP, such as DH Group 14 or DH
Group 15.
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16.1.1 Recommended VPN Algorithm Table

IKEV1

Table 49 Recommendations for IKEv1

RECOMMENDED
PHASE PARAMETER (STRONG) NOTES
Phase 1 (IKE SA) DH Group 19 (P-256) or 21 (P-521) Elliptic Curve DH is faster and strong
Encryption AES256 AES256 with SHA256
Integrity / Authentication | SHA256
Lifetime 28800 sec Standard, can reduce for highly
dynamic peers
Phase 2 (Child SA / Encryption AES256-GCM AEAD mode handles both encryption &
IPsec ESP) integrity
Integrity Not required if using AES- Optional SHA256/SHA384 if using plain
GCM AES
PFS DH Group 19 or 21 Recommended, especially for sensitive
traffic
Lifetime 3600-28800 sec Typical, adjust per policy
IKEv2

Table 50 Recommendations for IKEv2

AEAD)

RECOMMENDED
PHASE PARAMETER (STRONG) NOTES
Phase 1 (IKE SA) DH Group 19 (P-256) or 21 (P-521) Elliptic Curve DH is faster and strong
Encryption AES256-GCM (preferred If AES-GCM not available, AES256 with

SHA256

GCM

Integrity / Authentication | PRF-SHA256 PRF required for key derivation
Lifetime 28800 sec Standard, can reduce for highly
dynamic peers
Phase 2 (Child SA / Encryption AES256-GCM AEAD mode handles both encryption &
IPsec ESP) integrity
Integrity Not required if using AES- Optional SHA256/SHA384 if using plain

AES

PFS DH Group

19 or 21

Recommended, especially for sensitive
traffic

Lifetime

3600-28800 sec

Typical, adjust per policy

Additional Recommendation Notes
e Choose AES-GCM for encryption and integrity.

o Use strong DH groups (14+ for traditional, 19+ for elliptic curve).
« Avoid legacy algorithms: DES, 3DES, MD5, SHA1.
o PRF-SHA256 (or higher) is mandatory for IKEv2 key derivation.

e Phase 2 Perfect Forward Secrecy should use strong DH groups.
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16.2 IPSec VPN Command Input Values

The following table describes the values required for many IPSec VPN commands. Other values are
discussed with the corresponding commands.

Table 51 IPSec VPN Command Input Values

LABEL DESCRIPTION

value is case-sensitive

pol i cy- name The rule name of an IKE SA, remote IPSec router or VPN. You may use 1-31 alphanumeric
characters, underscores(_), or dashes (-), but the first character cannot be a number. This

domai n- name Fully-qualified domain name. You may use up to 254 alphanumeric characters, dashes (-),
or periods (.), but the first character cannot be a period.

(-), or @ characters.

emai | An e-mail address. You can use up to 63 alphanumeric characters, underscores (_), dashes

16.2.1 IPSec VPN Commands: Site-to-Site

This table lists the commands for site-to-site IPSec VPN.

Table 52 IPSec VPN Commands: Site-to-Site

COMMAND

DESCRIPTION

vrf main ike enabled {true| false}

Enables the IPSec VPN connection.

vrf main ike pre-shared-key <key>

Enter a password for authentication. Enter 8-128
alphanumeric characters (0-9a-zA-Z) or 8-128 pairs of
hexadecimal characters (0-9A-F) beginning with Ox.

vrf main ike ike-policy-template
<pol i cy- name>

Enter the name used to identify this rule. You may use 1-31
single-byte characters, including 0-9a-zA-Z, underscores
( ), or dashes (-), but the first character cannot be a

number. This value is case-sensitive.

vrf main ike ike-policy-template
{enc-alg <aesl28-cbc | aesl92-cbc
aes256-cbc | des-cbc | 3des-cbc> |

<modpl024 | modpl536 | modp2048 |

| curve25519 | curve> | aead-alg
<aesl28-gcm-128 | aesl92-gcm-128 |

hmac-shab512>}

<pol i cy- nane> ike-proposal <proposal >

auth-

modp3072| modp4096 | ecp256 | ecp384 |
ecpb52l | ecp256bp | ecp384bp | ecp5l2bp

aes256-gcm-128> | prf-alg <hmac-md5 |
hmac-shal | hmac-sha256 | hmac-sha384

alg <hmac-md5 | hmac-shal | hmac-sha256
| hmc-sha384 | hmac-shabl12> | dh-group

Sets the encryption and authentication algorithms for
each IKE SA proposal.

e aead-alg: List of combined-mode AEAD
(Authenticated Encryption with Associated Data - they
encrypt and authenticate data simultaneously)
algorithms for IKE SAs.

e auth-alg: List of authentication algorithms for IKE
SAs.

e dh-group: List of Diffie Hellman groups for key
exchange.

e enc-alg: List of encryption algorithms for IKE SAs.

e prf-alg: List of pseudo-random algorithms for IKE
SAs.

vrf main ike ike-policy-template
<pol i cy-nane> {remote-auth-method|

local-auth-method} {pre-shared-key|
certificate| eap-md5| eap-mschapv2}

Sets the authentication method for the remote IPSec
router or the Zyxel Device.

Sets the authentication method to pre-shared-key to
use a password for authentication.

Sets the authentication method to certificate to use
one of the Zyxel Device certificates for authentication.

Sets the authentication method to eap-md5 or eap-
mschapv?2 to use the selected algorithm for
authentication.
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Table 52

IPSec VPN Commands: Site-to-Site (continued)

COMMAND

DESCRIPTION

vrf main ike ike-policy-template

<pol i cy- name> aggressive {true| false}

Set aggressive to true to set IKEv1 to aggressive mode
to establish an IKE SA faster.

Set aggressive to false to set IKEv1to main mode to
establish an IKE SA in a more secure way.

vrf main ike ipsec-policy-template
<pol i cy- nane>

Enter the name used to identify this rule. You may use 1-31
single-byte characters, including 0-9a-zA-Z, underscores
( ), or dashes (-), but the first character cannot be a

number. This value is case-sensitive.

vrf main ike ipsec-policy-template
<pol i cy- nane> esp-proposal <proposal >
{enc-alg <aesl28-cbc| aesl92-cbc]|
aes256-cbc| des-cbc| 3des-cbc>| auth-alg
<hmac-md5| hmac-shal| hmac-sha256]| hmc-
sha384| hmac-shab512>| dh-group
<modpl024| modpl536| modp2048| modp3072|
modp4096| ecp256| ecp384| ecpb2l]|
ecp256bp| ecp384bp| ecp512bp>}

Sets the active protocol to ESP and sets the encryption
and authentication algorithms for each proposal.

vrf main ike ipsec-policy-template
<pol i cy-nane> dpd-action {clear|
restart| trap}

Sets the Dead Peer Detection (DPD) action the Zyxel
Device performs.

vrf main ike ipsec-policy-template
<pol i cy-name> replay-window <O...4096>

Sets the replay window size. The default value is 32.

Sets the value to 0 to disable replay detection.

vrf main ike ipsec-policy-template
<pol i cy-nane> rekey-time <180...3000000>

Sets the IKE SA life time to the specified value. The default
value is 28800.

vrf main ike ipsec-policy-template
<pol i cy- nane> rekey-packets <0...65535>

Sets the number of packets the Zyxel Device sends or
receives before renegotiating the IKE SA

vrf main ike ipsec-policy-template
<pol i cy- name> rekey-bytes <0...65535>

Sets the number of bytes the Zyxel Device sends or
receives before renegotiating the IKE SA

vrf main ike vpn <policy-nane>

Sets the name used to identify this rule. You may use 1-31
single-byte characters, including 0-9a-zA-Z, underscores
(), or dashes (-), but the first character cannot be a

number. This value is case-sensitive.

vrf main ike vpn <policy-name> bind- Specifies the local interface which will be used to initiate

interface <interface> and receive IKE traffic in this VPN rule.

vrf main ike vpn <policy-nane> ike- Sets the IKE SA rule for the VPN rule.

policy template <policy-name>

vrf main ike vpn <policy-nane> ipsec- Sets the remote IPSec router rule for the VPN rule.

policy template <policy-nanme>

vrf main ike vpn <policy-nanme> version Sets IKEv1 or IKEv2. IKEv1 applies to IPv4 traffic only.

<0...2> IKEv2 applies to both IPv4 and IPv6 traffic.
Sets the value to 0 to have the Zyxel Device accept both
IKEV1 and IKEv2.

vrf main ike vpn <policy-nanme> local- Type the IP address of a computer on your network that

address <i pv4| subnet > can use the tunnel. You can also specify a subnet. This
must match the remote IP address configured on the
remote IPSec device.

vrf main ike vpn <policy-name> remote- Type the IP address of a computer behind the remote

address <i pv4| subnet >

IPSec device. You can also specify a subnet. This must
match the local IP address configured on the remote
IPSec device.
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Table 52

IPSec VPN Commands: Site-to-Site (continued)

COMMAND

DESCRIPTION

vrf main ike vpn <policy-name> local-id
<i pv4| dommi n-nane| enail >

Enter one of the followings to identify the Zyxel Device
during authentication.

IPv4 - the Zyxel Device is identified by an IP address
DNS - the Zyxel Device is identified by a domain name

E-mail - the Zyxel Device is identified by the string
specified in this field

vrf main ike vpn <policy-nane> remote-id
<i pv4| donmin-nane| enmil| any| subject-
name>

Enter one of the followings to identify the remote IPSec
router during authentication.

IPv4 - the remote IPSec router is identified by an IP
address

DNS - the remote IPSec router is identified by a domain
name

E-mail - the remote IPSec router is identified by the string
specified in this field

Any - the Zyxel Device does not check the identity of the
remote IPSec router

If the Zyxel Device and remote IPSec router use
certificates, there is one more choice.

Subject Name - the remote IPSec router is identified by
the subject name in the certificate

vrf main ike vpn <policy-nanme> ipsec-nat
vpn-nat-rules <l1...20> nat-type {snat|
nat-1-1l-map}

Sets the NAT type for the VPN rule.

e snat: Use this when there are no overlapping local
and remote VPN IP addresses.

e nat-1-1-map: Use this to avoid overlapping local and
remote VPN IP addresses. The peer Zyxel Device
must create identical mirror configurations.

vrf main ike vpn <policy-nanme> ipsec-nat
vpn-nat-rules <1...20> source-ip {object
object| address address-object |cidr
cidr}

Enter the source IP address from the VPN local policy
subnet to be used for NAT. This can be an IP address
object (object), a specific IP address (address-
object), or a CIDR range (cidr).

vrf main ike vpn <policy-nane> ipsec-nat
vpn-nat-rules <1...20> mapped-ip {object
obj ect | address address-object |cidr
cidry}

Specifies the mapped IP address the VPN rule.

It the NAT type is snat, enter an IP address or subnet in
the local IP address range to map the sender's source IP
address for the VPN rule.

If the NAT type is nat-1-1-map, enter an IP address or
subnet in the Local IP address range to map the sender’s
source IP address or subnet for the VPN rule (SNAT). The
local IP address range must not conflict with the peer’s
local IP address range. In the peer IPSec router, the
destination IP from the sender is mapped to the local IP
address of the receiver (DNAT).
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Table 52

IPSec VPN Commands: Site-to-Site (continued)

COMMAND

DESCRIPTION

vrf main ike vpn <policy-name> security-
policy <policy-name> [local-ts | remote-
ts] {object <object> | subnet <ipvé-
address> | protocol <protocol >}

Specifies the IP address on the local and remote sites
whose traffic will be routed through the VPN tunnel.

e policy-name: When you add a new entry, a name is
automatically generated based on this VPN
connection policy name, followed by _sp1. You can
also manually change the name.

e object: The configured host, subnet, or interface
subnet object.

e ipv4-address: The IPv4 address in a single CIDR
format (for example, 192.168.10.0/24).

e protocol: The protocol required for this connection.
Enter 1 for ICMP, 6 for TCP, 17 for UDP, 47 for GRE,
or any for any protocol type.

vrf main ike global-options retransmit-
tries <0..100>

When the Zyxel Device sends an IKE message and no
response arrives within a timeout period, it retransmits the
message. This command sets the number of times to
retransmit a packet before giving up. It will connect to a
secondary gateway, if you have configured a secondary
gateway and enabled nailed up. The default is 3, with a
range of 0 to 100. 0 means the Zyxel Device gives up if no
response is received to the first IKE message.

vrf main ike global-options retransmit-
timeout <0.000 .. 60. 000>

Sets how long to wait in seconds before sending the first
retransmit packet. The default is 4.00 seconds.

USG FLEX H Series CLI Reference Guide

146




Chapter 16 IPSec VPN

Table 52

IPSec VPN Commands: Site-to-Site (continued)

COMMAND

DESCRIPTION

vrf main ike global-options retransmit-
base <0.000 .. 10.000>

Sets the interval for IKE packet retransmissions
(exponential backoff) within one negotiation. Exponential
backoff means each retransmission waits twice as long as
the previous one before retrying.

The mathematical formula of retransmission timeout of
IKEv2 negotiation is:

r)elative timeout = retransmit-timeout * retransmit-base ("
1

The total time is the sum of the initial timeout and each
subsequent retransmission timeout.

For example, if the retransmit-base is 1.8, and the
retransmit tries is 3, then the retransmission schedule
would be as follows.

1. Initial request: The first packet is sent. The first timeout
occurs after 4.0 seconds.

2. First retransmission: The second packet is sent after
the initial timeout expires. The timeout for the first
retransmission is: 4.0 * 1.8(2"" = 7.2 seconds

3. Second retransmission: The third packet is sent after
the previous timeout expires. The timeout for the second
retransmission is: 4.0 * 1.8(3-1 = 12.96 seconds

4. Third retransmission: The fourth and final packet is
sent. The timeout for the final retransmission is: 4.0 *
1.84-Y = 23.33 seconds.

The total time before the daemon gives up after 3
retransmissions, is the sum of all timeout intervals:

Total time = 4.0 + 7.2 + 12.96 + 23.33 = 47.08 seconds.

vrf main ike global-options retry-
initiate-interval <0..255>

Defines how long the Zyxel Device waits before starting a
new IKE negotiation after the previous negotiation failed,
thus preventing excessive negotiations. The default is O
which disables starting new IKE negotiations.

16.2.2 Site-to-Site Command Example

This command shows the IPSec SA (Security Association) details. For the remote (peer) gateway, [0]
means it has a dynamic IP address, [1] means it is using the primary IP address, and [2] means it is using

the secondary IP address.

show ike ike-sa details
ikevls2s: #1, ESTABLISHED,
'192.168.195.37"'" @ 192.168.195.37
remote '192.168.195.55"' [0]
modp2048
established 11s ago,
sec_policyl ikevls2s: #2, regid 1,
11s ago, rekeying in 27991s,
in cadebede, 672 bytes,
192.168.51.0/24

remote 192.168.61.0/24

[500]

rekeying in 82867s

192.168.195.55

INSTALLED, TUNNEL,
expires in 31669s
8 packets out cb8dl649,

IKEv1l, b9df641e41db3392 i 244275590870fcf5 r local

[500] aes256-cbc/hmac-shal/hmac-shal/

esp:aes256-cbc/ installed

672 bytes, 8 packets local
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16.2.3 Policy-Based VPN NAT Advanced Scenarios

The following are application scenarios for SNAT and 1-1 NAT.

SNAT VPN Scenario

Here is an example of SNAT VPN scenario. Use this when there are no overlapping local and remote VPN
IP addresses. Map the source IP address of the sender to an IP address in the Local IP address range (in
the Mapped IP field) for the VPN rule. The headquarters (HQ) and branch sites A and B need to access the
remote datacenter (D). The source IP addresses of sites A and B are not in the range of the local policy's
IP address (192.168.168.0/24) for Phase 2. NAT rules need to be configured to translate the source IP
addresses of sites A and B to an IP address in the 192.168.168.0/24 range before entering the IPsec tunnel.

Figure 82 Policy Based VPN - SNAT Example Scenario

—~ A
\oU— Internet
192.168.10.0/24 o NAT o
N o ST TN e o :
l"'-,___ aaEas H VPN Tunnel ( ﬂ'_ :
"r/\] 192.168.168.0/24 192.168.100.0/24

192.168.20.0/24

The administrator need to set up VPN policy on both sites.

Table 53 Phase 2 Local/Remote Policy Settings Example
LOCAL POLICY REMOTE POLICY
192.168.168.0/24 192.168.100.0/24

Table 54 Phase 2 NAT Rule Settings Example

SITE TYPE ORIGIN IP MAPPED IP
Site A SNAT 192.168.10.0/24 192.168.168.11/32
Site B SNAT 192.168.20.0/24 192.168.168.12/32

1-1 NAT VPN Scenario

Here is an example of a 1:1 NAT VPN scenario.Use this to avoid overlapping local and remote VPN IP
addresses. IPSec router A and IPSec router B need to access each other, but they have overlapping
subnets. To avoid conflicts, both IPSec routers need to create identical 1:1 NAT rules that map their local
subnet to a non-overlapping subnet.

In the following example, IPSec router A is sending traffic to router B. Before data entering the VPN tunnel,
the source IP address (set in Origin IP) from router A is translated to a mapped IP address (set in Mapped
IP). After data exiting the VPN tunnel, router B translates the destination IP address (set in Mapped IP)
back to the Origin IP.

Note: The Mapped IP of IPSec router A and B must not be in conflict.
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Figure 83 Policy Based VPN - 1:1 NAT Example Scenario
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The administrator need to set up VPN policy on both sites.

Table 55 Phase 2 Local/Remote Policy Settings Example

SITE LOCAL POLICY REMOTE POLICY
Site A 192.168.20.0/24 192.168.30.0/24
Site B 192.168.30.0/24 192.168.20.0/24

Table 56 Phase 2 NAT Rule Settings Example

SITE TYPE ORIGIN IP MAPPED IP
Site A 11 NAT 192.168.169.0/24 192.168.20.0/24
Site B 11 NAT 192.168.169.0/24 192.168.30.0/24

16.2.4 IPSec VPN Commands: Remote Access

This table lists the commands for remote access IPSec VPN.

Table 57 IPSec VPN Commands: Remote Access

COMMAND

DESCRIPTION

vrf main ike ike-policy-template
<pol i cy-name> allowed-users <user>

Sets up to 256 user or user groups to associate the user
or user group to the remote access IPSec VPN policy.
remote-auth-method must be eap-radius.

vrf main ike ike-policy-template

<pol i cy-nane> allowed-users {radius-
users | ldap-users | ad-users | ncas-
users} <ext-group-nane>

Sets up to 256 external user accounts for RADIUS users
(radius-users), AD users (ad-users), or Nebula Cloud
Authentication Server users (ncas-users) when using
IPSec VPN.

(Sets up to 256 external user accounts for RADIUS users
(radius-users), LDAP users (1dap-users), AD users
(ad-users) or Nebula Cloud Authentication Server users
(ncas-users) when using SSL VPN.)

SecuExtender VPN clients must log in with an account of
type User in the Menu > Configuration > Get from Server
screen.
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Table 57

IPSec VPN Commands: Remote Access (continued)

COMMAND

DESCRIPTION

vrf main ike ike-policy-template
<pol i cy-name> ike-proposal 1 enc-alg
{aesl28-cbc| aesl92-cbc| aes256-cbc]|
des-cbc| 3des-cbc}

Sets the key size and encryption algorithm.
des-cbc - a 56-bit key with the DES encryption algorithm

3des-cbc - a 168-bit key with the DES encryption
algorithm

aes128-cbc - a 128-bit key with the AES encryption
algorithm

aesl92-cbc - a 192-bit key with the AES encryption
algorithm

aes256-cbc - a 256-bit key with the AES encryption
algorithm

The Zyxel Device and the remote IPSec router must both
have at least one proposal that uses use the same
encryption and the same key.

Longer keys are more secure, but require more
processing power, resulting in increased latency and
decreased throughput.

vrf main ike ike-policy-template

<pol i cy-nane> ike-proposal 1 auth-alg
{hmac-md5| hmac-shal| hmac-sha256| hmac-
sha384| hmac-shabl2}

Sets the hash algorithm to use to authenticate packet
data. SHA is generally considered stronger than MD5, but
it is also slower.

The Zyxel Device and the remote IPSec router must both
have a proposal that uses the same authentication
algorithm.

vrf main ike ike-policy-template
<pol i cy-nane> ike-proposal 1 dh-group
<dh- gr oup>

Sets the Diffie-Hellman key group you want to use to
create encryption keys.

The longer the key, the more secure the encryption, but
also the longer it takes to encrypt and decrypt
information. The Zyxel Device and the remote IPSec
router must use the same DH key group.

Different operating systems may support different DH key
groups. Check your operating system documentation.

e For Windows VPN clients, Zyxel SecuExtender
perpetual VPN clients versions 3.8.203.61.32 and
earlier support DH1 to DH14.

« For macOS VPN clients, Zyxel SecuExtender
subscription VPN clients versions 1.2.0.7 and later
support DH14 to DH21. For Windows VPN clients,
Zyxel SecuExtender subscription VPN clients versions
5.6.80.007 and later support DH14 to DH21.

¢ Windows versions 7, 10, 11 built-in IKEv2 VPN clients
support DH2 by default.

« macOS versions 14.2 and later built-in IKEv2 VPN
clients support DH14 by default.

e iOS versions 10.15 and later built-in IKEv2 VPN clients
support DH14 by default.
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Table 57

IPSec VPN Commands: Remote Access (continued)

COMMAND

DESCRIPTION

vrf main ike ike-policy-template

<pol i cy-name> ike-proposal 1 {local-
auth-method| remote-auth-method} {pre-
shared-key| certificate| xauth| eap-md5]|
eap-mschapv2}

Sets the authentication method for the remote IPSec
router or the Zyxel Device.

Sets the authentication method to pre-shared-key to
use a password for authentication.

Sets the authentication method to certificate to use
one of the Zyxel Device certificates for authentication.

Set the authentication method to xauth to use extended
authentication.

Sets the authentication method to eap-md5 or eap-
mschapv?2 to use the selected algorithm for
authentication.

vrf main ike ike-policy-template
<pol i cy-nane> auth-server <1...2> {local
| cloud-auth | <auth-server >}

Sets the priority of the server for the Zyxel Device to use
for authentication.

e local: Zyxel Device
e cloud-auth: Nebula Cloud Authentication
e auth-server: ARADIUS or AD User Object.

vrf main ike ike-policy-template

<pol i cy-name> aggressive {true| false}

Set aggressive to true to use aggressive mode to
establish an IKE SA faster.

Set aggressive to false to use main mode to establish
an IKE SA in a more secure way.

vrf main ike ike-policy-template
<pol i cy-nane> rekey-time <180...3000000>

Sets the IKE SA life time to the specified value. The default
value is 86400.

vrf main ike vpn <policy-name> nat-
traversal {ip-address| fqdn}

If the Zyxel Device is behind a NAT router, enter the public
IP address or the domain name that is configured and
mapped to the Zyxel Device on the NAT router.

Note: To allow a site-to-site VPN connection, the NAT
router must have the following ports open: UDP 500,
4500.

show ike ike-sa details

Displays details of the IPSec SA (Security Association).

This table lists the IPSec VPN debug commands.

Table 58 IPSec VPN Debug Commands

16.3 IPSec VPN Debug Commands

COMMAND

DESCRIPTION

cmd debug ipsec trace log debug-level
<0...4>

Generates IPSec debug logs.

Enter 0-4 to set the debug-level. The higher the number,
the more detailed the log is.

cmd debug ipsec save log debug-level
<0...4>

Saves the IPSec debug logs to the Zyxel Device with the
specified debug level. To see details on errors, download
the log file using FTP from /tmp/ipsecvpn.log.

Enter 0-4 to set the debug-level. The higher the number,
the more detailed the log is.
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Table 58 IPSec VPN Debug Commands

COMMAND

DESCRIPTION

cmd ipsec connect child-sa <ipsec-
pol i cy> connectivity-check <i p-address>

Checks connectivity from the child SA for the specified
IPsec policy to the specified IP address.

IKE SA (Internet Key Exchange Security Association)
establishes the initial secure VPN connection. In IKEv2, a
child SA is created within the established IKE SA to
encrypt and authenticate data packets transmitted
through the VPN tunnel.

cmd ipsec connect ike-sa <i psec-policy>
connectivity-check <i p-address>

Checks connectivity from the IKE SA for the specified
IPsec policy to the specified IP address.

16.4 IPSec VPN Command Examples

These are some other example IPSec VPN usage commands.

usgflex200hp> edit running

usgflex200hp running config# cmd diagnostics ike enabled true

ike-diagnostics-set-active
data
result ok

usgflex200hp running config# cmd diagnostics ike config level 2

ike-diagnostics-config
data
result ok

usgflex200hp
Mar 27 11:38:
Mar 27 11:39:
Mar 27 11:39:
Mar 27 11:39:
Mar 27 11:39:
Mar 27 11:39:

59
09
19
29
39
49

15[IKE]
11 [IKE]
08 [IKE]
14 [IKE]
07 [IKE]
09[IKE]

10s
10s
10s
10s
10s
10s

rechecking in
rechecking
rechecking
rechecking
rechecking

rechecking

in
in
in
in
in

running config# cmd debug ipsec trace log
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This table lists the commands for VPN provisioning.

Table 59 VPN configuration provisioning

16.5 VPN Provisioning Commands

COMMAND

DESCRIPTION

vrf main provision port <1...65535>

Specifies the port IPSec VPN clients use to retrieve VPN
rule settings from the Zyxel Device. If you change the
IPSec VPN port on the Zyxel Device, make sure to make
the same change to the IPSec VPN client. Specify a port
between 1024 to 65535 that is not in use by other
services.

Note: After changing the provisioning port, create a
security policy to allow traffic to pass through
the new port.

del vrf main provision port

Deletes the configured provision port and restores the
default setting, which uses HTTPS (default: port 443) for
remote access.

vrf main provision provision-rule <rul e-
nunber > enabled {true | false}

Enables the specified provision rule.

del vrf main provision provision-rule
<rul e- nunber >

Deletes the specified provision rule.

vrf main provision provision-rule <rul e-
nunber > ike <i psec-vpn-profil e-name>

Specifies the VPN profile for the specified provisioning
rule.

vrf main provision provision-rule <rul e-
nunber > allowed-user <user-profile>

Specifies which user or user group is allowed to use the
VPN rule and access the network.

show config vrf main provision

Displays the current VPN provisioning settings.

Note: The provisioning port is using the default
setting if no port number is displayed.

16.6 VPN Provisioning Command Examples

This example shows the default setting when the provisioning port is left unchanged.

MyUSGFLEX500H> edit running

MyUSGFLEX500H running config# show config vrf main provision

provision
provision-rule 0
ike RemoteAccess
enabled true
allowed-user radius-users
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This example shows how to change the default port and then specify a provision rule for retrieving VPN
rule settings.

MyUSGFLEX500H> edit running
MyUSGFLEX500H running config# vrf main provision port 12443
MyUSGFLEX500H running config# vrf main provision provision-rule 0 ike RemoteAccess
MyUSGFLEX500H running config# vrf main provision provision-rule 0 allowed-user
radius-users
MyUSGFLEX500H running config# vrf main provision provision-rule 0 allowed-user ad-
users
MyUSGFLEX500H running config# vrf main provision provision-rule 0 enabled true
MyUSGFLEX500H running config# commit
Configuration committed.
MyUSGFLEX500H running config# show config vrf main provision
provision
port 12443
provision-rule 0
ike RemoteAccess
enabled true
allowed-user radius-users
allowed-user ad-users
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171 SSL Access Policy

An SSL access policy allows the Zyxel Device to perform the following tasks:

o Limit user access to specific applications or files on the network
» Allow user access to specific networks

» Assign private IP addresses and provide DNS/WINS server information to remote users to access
internal networks.

1711 What You Need to Know

Full Tunnel Mode

In full tunnel mode, a virtual connection is created for remote users with private IP addresses in the same
subnet as the local network. This allows them to access network resources in the same way as if they
were part of the internal network.

Figure 84 Network Access Mode: Full Tunnel Mode
LAN (192.168.1.X)
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Split Tunnel Mode

In split tunnel mode, only the traffic going to the networks behind the Zyxel Device is encrypted. Traffic
going to the Internet from the remote client does not go through the Zyxel Device and is not encrypted.
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Figure 85 Network Access Mode: Split Tunnel Mode
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SSL Access Policy Objects

The SSL access policies reference the following objects. If you update this information, in response to
changes, the Zyxel Device automatically propagates the changes through the SSL policies that use the
object(s). When you delete an SSL policy, the objects are not removed.

Table 60 Objects

OBJECT
OBJECT TYPE | scREEN

DESCRIPTION

User Accounts User Account/

Sets the user account or user group to which you want to apply this SSL access

Addresses

User Group policy.
Application SSL Sets an SSL application object for specifying the type of application and the
Application address of the local computer, server, or web site SSL users are to be able to
access.
IP Pool Address Sets an address object to define a range of private IP addresses to assign to user
computers so they can access the internal network through a VPN connection.
Server Address Sets address objects for the IP addresses of the DNS and WINS servers that the

Zyxel Device sends to the VPN connection users.

VPN Network Address

Sets an address object for the network segment users are allowed to access
through a VPN connection.

Please note that you cannot delete an object that is referenced by other settings.

17.2 SSL VPN Commands

The following table describes the values required for some SSL VPN commands. Other values are
discussed with the corresponding commands.

Table 61 Input Values for SSL VPN Commands

LABEL DESCRIPTION

user - account The name of a user or user group. You may use 1-31 alphanumeric characters,
underscores(_), or dashes (-), but the first character cannot be a number. This value is
case-sensitive.
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17.21 SSL VPN Commands

This table lists the commands for SSL VPN. You must use the edit running command to enter the
configuration mode before you can use these commands.

Table 62 SSL VPN Commands

COMMAND

DESCRIPTION

vrf main sslvpn-server enabled

{true| false}

Enables the SSL VPN policy.

vrf main sslvpn-server bind-

interface <interface>

Sets the interface or incoming traffic to the Zyxel Device.

vrf main sslvpn-server listen-

port <1...65535>

Sets the SSL VPN server port of the Zyxel Device for full tunnel mode
SLL VPN access.

Leave this field to default settings unless it conflicts with another
interface.

vrf main sslvpn-server
{tcpl udp}

proto

Sets the SSL VPN server port to use TCP or UDP for communication.

vrf main sslvpn-server server-

subnet <i pv4_cidr>

Sets IP address pool that is used to assign IP addresses to the VPN
clients.

Enter an IPv4 address in CIDR format, for example, 10.8.0.0/24.

vrf main sslvpn-server
{keepalive-interval|
keepalive-timeout} <1...65535>

keepalive-interval: Sets the interval between each keep alive
message sent by the Zyxel Device. The default value is 10.

keepalive-timeout: Sets the maximum time the Zyxel Device waits
to receive a keep alive message from the remote SSL VPN router
before it declares that the remote SSL VPN router is dead. The default
value is 120.

The interval should be less than the wait time.

vrf main sslvpn-server auth
{rsa-sha224| rsa-sha256]|
sha384| rsa-shab512}

rsa-

Sets the authentication algorithm used to authenticate SSL VPN clients.

rsa-sha224 is less secure but more compatible with different clients
and applications. rsa-sha512 is more secure but less compatible.

vrf main sslvpn-server cipher
{aes-128-cbc| aes-192-cbc|
256-cbc}

aes-—

Sets the encryption algorithm used to encrypt SSL VPN clients.

vrf main sslvpn-server auth-
server <1...2> <auth-server>

Sets a specified RADIUS server for the Zyxel Device to use for
authentication.

vrf main sslvpn-server full-
tunnel {true| false}

Enables full-tunnel to encrypt all traffic through the VPN.

vrf main sslvpn-server full-
tunnel-through-wan {true |
false}

Enables full-tunnel-through-wan to allow traffic encrypted by the
Zyxel Device from the remote client to the Internet by changing the
(private) source IP addresses of VPN clients to the Zyxel Device WAN
interface’s public IP address for traffic going to the Internet.

If you disable full-tunnel-through-wan, then SSL VPN clients can
reach internal LAN subnets, but not the Internet, unless you create an
outbound NAT rule for the SSL VPN pool.

vrf main sslvpn-server dns-
servers {ZyWALL| ipvé4}

Specifies the IP address of the DNS server whose information the Zyxel
Device sends to the remote users. This allows them to access devices
on the local network using domain names instead of IP addresses.

ZyWALL: the VPN clients use the IP address of the interface you
specified and the Zyxel Device works as a DNS relay.

ipv4: enter a static IPv4 address.
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Table 62 SSL VPN Commands (continued)

COMMAND

DESCRIPTION

vrf main sslvpn-server split-
tunnel <ipv4_cidr>

Enables split-tunnel to only encrypt traffic going to networks
behind the Zyxel Device.

Enter an IPv4 address in CIDR notation, for example, 10.8.0.0/24.
Traffic going to the Internet from this IP address is encrypted. Traffic
going to the Internet from the remote client does not go through the
Zyxel Device is not encrypted.

vrf main sslvpn-server allowed-
user <user-account >

Specifies a user or user group to associate the user or user group to
the SSL VPN policy.

vrf main sslvpn-server tls-
version-min {tls-v1.2 | tls-
v1.3}

Sets the minimum TLS version required for this SSL access policy. The
Zyxel Device requires minimum TLS 1.2 to block insecure protocols
(like TLS 1.0/1.1) that have known vulnerabilities. TLS 1.3 provides
stronger cipher suites and more secure key exchange methods than
earlier versions. TLS connections using a version lower than the one
selected here will be blocked.

vrf main sslvpn-server dev-
tunnel {tun | tap}

Sets the SSL VPN tunnel mode.

¢ (Recommended) Use tun to create a virtual IP interface, to route IP
packets only. Each VPN client gets an IP address from the SSL VPN
pool.

e (Notrecommended) Use tap to bridge SSL VPN clients directly into
the LAN. This mode includes an Ethernet header (such as MAC
address) and forwards all broadcast packets resulting in slower
speeds. This requires corresponding SSL VPN client configuration,
S0 is not recommended.

vrf main sslvpn-server compress
{none | 1lz4-v2 | 1lzo}

Sets the data-compression algorithms used inside the encrypted tunnel
to reduce the size of traffic before it is sent. Select none unless
bandwidth is very constrained. If you need compression, select 1zo for
both SecuExtender and OpenVPN clients and 1z4-v2 if you only have
SecuExtender clients.

vrf main sslvpn-server
provision {true | false}

Sets how SSL VPN clients get or create configurations. Enable (true)
to allow SSL VPN clients to use the SSL VPN Configuration file. Disable
(false) to require SSL VPN clients to configure SecuExtender or their
OpenVPN client manually.

vrf main sslvpn-server auth-
server <1..2> <AAA-server-
object-name>

Sets the priority (1 or 2) of the specified AAA server.

vrf main sslvpn-server
extended-config <client-

profil e-nunber > address-subnet
<i pv4_cidr>

Sets a range or specific IP addresses to assign to clients in the profile.
client-profile-number: The number of the client profile.

Ipv4_cidr: An IPv4 address in CIDR notation. For example,
192.168.1.0/24 for a range of IP addresses, or 192.168.1.1/32 for a
specific IP address.

The specified IP addresses should not overlap with IP addresses on the
Zyxel Device's local networks and the SSL user's network.

The specified IP addresses must be within the range configured for
general clients using vrf main sslvpn-server server-subnet
<i pv4_ci dr > command.

vrf main sslvpn-server
extended-config <client-
profil e-nunber > adapter-
domain-suffix <dns_suffi x>

Sets the DNS suffix appended to hostnames entered by clients in the
profile to form a complete domain name. For example, if a user enters
only a hostname (fileserver), the DNS suffix (example.com) is
appended to form fileserver.example.com.
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Table 62 SSL VPN Commands (continued)

COMMAND

DESCRIPTION

vrf main sslvpn-server
extended-config <client-
profil e-nunber> full-tunnel
{true | false}

Encrypts all traffic through the VPN for clients in the profile. See Full
Tunnel Mode for details.

vrf main sslvpn-server
extended-config <client-
profil e-nunmber> full-tunnel-
through-wan {true | false}

Enables full-tunnel-through-wan to allow traffic encrypted by the
Zyxel Device from clients in the profile to the Internet. The client’s
private IP address is translated to the Zyxel Device's WAN interface
public IP address for traffic going to the Internet.

The Internet cannot route privately-assigned IP addresses, so the Zyxel
Device must perform Source NAT (SNAT) to convert them to the public
IP address on its WAN interface. For example, if a client in the profile
has a privately assigned IP address such as 192.168.1.88, it is
automatically translated to the Zyxel Device's WAN interface IP
address, such as 1.1.1.1, when going to the Internet.

Note: If you disable full-tunnel-through-wan, clients in the
profile can access internal LAN subnets but not the
Internet, unless you create an outbound NAT rule for the
SSL VPN pool. See Chapter 11 on page 110 for details.

vrf main sslvpn-server
extended-config <client-
profil e-nunber> split-tunnel
<i pv4_ci dr>

Enables split-tunnel and sets an IPv4 address to only encrypt traffic
going to the networks behind the Zyxel Device for clients in the profile.
Traffic going to the Internet from the clients in the profile does not go
through the Zyxel Device is not encrypted.

IPv4 cidr: An IPv4 address in CIDR notation. For example,
192.168.1.0/24 for a range of IP addresses, or 192.168.1.1/32 for a
specific IP address.

vrf main sslvpn-server
extended-config <client-
profil e-nunber > dns-servers
{ZyWALL | <ipv4>}

Specifies the DNS server whose information the Zyxel Device sends to
clients in the profile. This allows them to access devices on the local
network using domain names instead of IP addresses.

zyWALL: Clients use the IP address of the interface you specified and
the Zyxel Device works as a DNS relay.

ipv4: Enter a static IPv4 address.

Specifies up to two DNS servers. Clients use the second DNS server
when the first DNS server is not reachable.

If no DNS server specified for the profile, clients in the profile use the
general setting configured with the vrf main sslvpn-server dns-
servers {ZyWALL|<ipv4>} command

vrf main sslvpn-server
extended-config <client-
profil e-nunmber> user-list
<user-account >

Specifies a user or user group to be associated with the SSL VPN policy
of the profile.
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Table 62 SSL VPN Commands (continued)

COMMAND DESCRIPTION
show config vrf main sslvpn- Displays the current SSL VPN configuration.
server

show state certManager sslvpn- | Displays the runtime (state) information of a specific certificate used by
SSL VPN on the Zyxel Device.

sslvpn_ca.crt | client.crt> server.crt: Displays details of the SSL VPN server certificate, such as
issuer, subject, validity period, key algorithm.

certificate <server.crt

sslvpn_ca.crt: Displays details of the CA certificate used by SSL VPN,
such as issuer, subject, validity period, key algorithm.

client.crt: Displays details of the client certificate information, such as
issuer, subject, validity period, key algorithm.

17.2.2 Show Certificate Command Example

These commands display the runtime (state) information of a specific certificate used by SSL VPN on the Zyxel
Device.

usgflex500h> show state certManager sslvpn-certificate server.crt
sslvpn-certificate server.crt

ref count O

issuer CN=SSLVPN CA D8ECE56094FE

subject CN=SSLVPN SERVER D8ECE56094FE

validity-not-before "Dec 3 06:23:02 2025 GMT"

validity-not-after "Dec 1 06:23:02 2035 GMT"

key-algorithm sha256WithRSAEncryption

show state certManager sslvpn-certificate sslvpn ca.crt
sslvpn-certificate sslvpn ca.crt
ref count 0
issuer CN=SSLVPN CA D8ECE56094FE
subject CN=SSLVPN CA D8ECE56094FE
validity-not-before "Dec 3 06:23:00 2025 GMT"
validity-not-after "Dec 1 06:23:00 2035 GMT"
key-algorithm sha256WithRSAEncryption

show state certManager sslvpn-certificate client.crt
sslvpn-certificate client.crt
ref count 0
issuer CN=SSLVPN CA D8ECE56094FE
subject CN=SSLVPN CLIENT D8ECE56094FE
validity-not-before "Dec 3 06:23:02 2025 GMT"
validity-not-after "Dec 1 06:23:02 2035 GMT"
key-algorithm sha256WithRSAEncryption
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CHAPTER 18
Tailscale

18.1 Overview

The Zyxel Device supports Tailscale, a site-to-site mesh VPN (Virtual Private Network) service that
connects client devices (computer, smartphone, router, firewall) across different networks.

By default, Tailscale only routes traffic between client devices running Tailscale and does not protect
public Internet traffic. However, there may be times when you want to route traffic from the Tailscale VPN
to the public Internet, such as when you need access to an online service only available in another
country.

In the following figure, the Tailscale server (TS) creates a mesh network, allowing each client device to
connect directly with others, resulting in lower latency. The Zyxel Device act as the exit node (E) to route
the VPN traffic to the public Internet.

Figure 86 Tailscale Example Topology

TS

Internet
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18.1.1 Tailscale Commands

This table lists the commands for Tailscale. You must use the edit running command to enter the
configuration mode before you can use these commands.

Table 63 Tailscale Commands

COMMAND

DESCRIPTION

vrf main tailscale enabled

{true | false}

Sets Tailscale to run on the Zyxel Device so that VPN clients with
Tailscale software can establish a VPN connection.

vrf main tailscale auth-key-

shadow < aut h-

key >

Inputs the authentication key from the Tailscale admin console on the
Zyxel Device

vrf main tailscale

port <nump

Sets the port number for the Tailscale service. The default port number
is 41641.

vrf main tailscale

{true | false}

exit-node

By default, Tailscale only routes VPN traffic between running client
devices, but does not route VPN traffic to the Internet. Enable this if you
want Tailscale to route the client devices' Internet traffic through the
Zyxel Device. This must also be enabled on the Tailscale admin
console.

vrf main tailscale

subnet-routes

accept-

Accepts advertised routes from other Tailscale VPN nodes. If you
disable this, the Zyxel Device can only access peer VPN nodes, but not
the advertised routes of those nodes.

vrf main tails

cale default-snat

Sets the IP address of the outgoing interface on the Zyxel Device as the
source IP address of the packets it sends out through its WAN trunk
interfaces. The Zyxel Device automatically adds local source IP
addresses for traffic it routes from internal interfaces to external
interfaces.

vrf main tailscale

advertise-

routes <addr-obj ect >

Select an address object of host or subnet type if you want to share
them with other Tailscale VPN nodes. The selected subnets are open
for access by the Tailscale network. Other client devices in the
Tailscale network that accept advertised routes can access these
resources through the Zyxel Device. This must also be configured on
the Tailscale admin console.

cmd tailscale status Displays Zyxel Device Tailscale status.
* active: The VPN connection is established and data is being
transmitted.
e idle: The VPN connection is established and ready to be used, but
no data is being transmitted.
» -: No data has ever been sent to or received from the Zyxel Device.
cmd tailscale show auth-key Displays the plain-text authentication key.
cmd tailscale ip Displays the IP address assigned to the Zyxel Device by the Tailscale
server.
cmd tailscale interface Displays the interface used on the Zyxel Device by the Tailscale server.
cmd tailscale ping <hostnane | Pings a host name or IP address from the Zyxel Device through the

i p-address>

Tailscale VPN.

cmd tailscale

netcheck

Displays the status of the network connection to the Tailscale server
when Tailscale is enabled.
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Bandwidth Management

19.1 Bandwidth Management Overview

Bandwidth management provides a convenient way to manage the use of various services on the network.
It manages general protocols (for example, HTTP and FTP) and applies traffic prioritization to enhance the
performance of delay-sensitive applications like voice and video.

19.1.1 Bandwidth Management Type

The Zyxel Device supports shared bandwidth management. All users to which the rule is applied need to
share the bandwidth configured in the rule.

19.2 Bandwidth Management Commands

The following table lists the bwm commands. You must use the edit running command to enter the
configuration mode before you can use these commands.

Table 64 BWM Commands

COMMAND DESCRIPTION

vrf main bwm enabled {true| Enables bandwidth management on the Zyxel Device.

false}

vrf main bwm rule <profile- Enables the BWM policy profile.

nane> enable {true| false}

vrf main bwm rule <profile- Enter a user or user group object name of the rule.

nane> user <user-nane>

vrf main bwm rule <profile- Enter a description of this policy. It is not used elsewhere. You can use

name> description alphanumeric and ()+/:+?!*#@$_%- characters, and it can be up to 60

<descri pti on> characters long.

vrf main bwm rule <profile- Specifies the source interface of the traffic to which this policy applies.

nane> incoming <i nterface-

name>

vrf main bwm rule <profile- Specifies the destination interface of the traffic to which this policy

nane> outgoing <i nterface- applies.

name>

vrf main bwm rule <profile- Sets a source address or address group, including geographic address,

nane> source <address-nanme> for whom this policy applies. Enter any if the policy is effective for every
source.

vrf main bwm rule <profile- Sets a destination address or address group, including geographic

name> destination <address- address, for whom this policy applies. Enter any if the policy is effective

nanme> for every destination.
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Table 64 BWM Commands (continued)

COMMAND

DESCRIPTION

vrf main bwm rule <profile-
name> service <service-name>

Sets a service or service group to identify the type of traffic to which this
policy applies. any means all services.

vrf main bwm rule <profile-
name> application
<appl i cati on- name>

Sets an application to identify the specific traffic to which this policy
applies.

If you enter BitTorrent, it includes the services listed below at the time
of writing:

« BitTorrent

o BitTorrent_FileTransfer
* BitTorrent_Application
* BitTorrent_Bundle

vrf main bwm rule <profile-
name> logging to {no| log]
log-alert}

Sets whether to have the Zyxel Device generate a log (10g), log and alert
(log-alert) or neither (no) when any traffic matches this policy.

vrf main bwm rule <profile-
nanme> download <O0...10000>

Sets how much inbound bandwidth, in megabits per second, this policy
allows the traffic to use when there are other services or applications
using the interface’s bandwidth. Inbound refers to the traffic the Zyxel
Device sends to a connection's initiator.

Enter 0 to apply bandwidth management for the matching traffic which is
the maximum amount your Zyxel Device can transmit.

Enter 1-10000 to apply bandwidth management for matching traffic from
110 10,000 Mbps.

If the sum of the bandwidths for routes using the same next hop is higher
than the actual transmission speed, lower priority traffic may not be sent if
higher priority traffic uses all of the actual bandwidth.

vrf main bwm rule <profile-
nane> downl oad- maxi num
<0...10000>

Sets how much inbound bandwidth, in megabits per second, this policy
allows the traffic to use when there are no other services or applications
using the interface’s bandwidth. Inbound refers to the traffic the Zyxel
Device sends to a connection's initiator.

Enter 0 to apply bandwidth management for the matching traffic which is
the maximum amount your Zyxel Device can transmit.

Enter 1-10000 to apply bandwidth management for matching traffic from
1t0 10,000 Mbps.

Note: Traffic matching a Limited policy may “borrow" all unused
bandwidth on the inbound interface.

If the sum of the bandwidths for routes using the same next hop is higher
than the actual transmission speed, lower priority traffic may not be sent if
higher priority traffic uses all of the actual bandwidth.

vrf main bwm rule <profile-
name> upload <0...10000>

Sets how much outbound bandwidth, in megabits per second, this policy
allows the traffic to use when there are other services or applications
using the interface’'s bandwidth. Inbound refers to the traffic the Zyxel
Device sends to a connection'’s initiator.

Enter 0 to apply bandwidth management for the matching traffic which is
the maximum amount your Zyxel Device can transmit.

Enter 1-10000 to apply bandwidth management for matching traffic from
110 10,000 Mbps.

If the sum of the bandwidths for routes using the same next hop is higher
than the actual transmission speed, lower priority traffic may not be sent if
higher priority traffic uses all of the actual bandwidth.
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Table 64 BWM Commands (continued)

COMMAND

DESCRIPTION

vrf main bwm rule <profile-
nanme> upl oad- maxi mum
<0...10000>

Sets how much outbound bandwidth, in megabits per second, this policy
allows the traffic to use when there are no other services or applications
using the interface’s bandwidth. Outbound refers to the traffic the Zyxel
Device sends to a connection's initiator.

Enter 0 to apply bandwidth management for the matching traffic which is
the maximum amount your Zyxel Device can transmit.

Enter 1-10000 to apply bandwidth management for matching traffic from
1to0 10,000 Mbps.

Note: Traffic matching a Limited policy may “borrow" all unused
bandwidth on the inbound interface.

If the sum of the bandwidths for routes using the same next hop is higher
than the actual transmission speed, lower priority traffic may not be sent if
higher priority traffic uses all of the actual bandwidth.

vrf main bwm rule <profile-
name> priority <0...7>

Enter a number between 0 and 7 to set the priority for traffic that matches
this policy. The smaller the number, the higher the priority. O is for real-
time traffic such as video, and 7 is for lowest priority traffic such as
background traffic.

Traffic with a higher priority is given bandwidth before traffic with a lower
priority. When traffic with higher priority has reached the full bandwidth,
the traffic with lower priority can use the remaining bandwidth.

The Zyxel Device uses priority queuing scheduler to divide bandwidth
between traffic flows with the same priority.

The number in this field is ignored if the download and upload limits are
both set to Unlimited.

vrf main bwm rule <profile-
name> type {shared | per-user
| per-source-ip}

Sets how bandwidth is shared.

e shared shares all matched traffic in the bandwidth rule equally.

e per-user letseach userthat matches the rule use up to his/her
configured bandwidth.

e per-source-ip setsthe maximum bandwidth for traffic from one
source IP address object that may have up to 1,024 IP addresses.

vrf main bwm rule <profile-
name> schedule <schedul e-
obj ect >

Sets when the bandwidth rule applies. Create a one-time or recurring
schedule object to apply the bandwidth rule only at a specific time.

vrf main bwm rule <profile-
nane> vlan-cos enabled {true
| false}

Allows the Zyxel Device to tag outgoing traffic from the VLAN interface
with the specified 802.1P priority. Receiving devices will prioritize the
traffic according to this tag.

vrf main bwm rule <profile-
name> vlan-cos priority-code
<0...7>

Specifies the 802.1P priority code. This is a 3-bit field within an 802.1Q
VLAN tag, used to indicate the priority of outgoing VLAN traffic. '0' is the
lowest priority level and '7" is the highest. The priority configured here
overrides any existing priority settings on the VLAN interface.

show bwm-applications

Shows the applications the Zyxel Device can apply the bandwidth
management policy.

show config vrf main bwm

Shows configuration details for all the BWM policy profiles.
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19.21 BWM Command Example

This command shows how to specify which source and destination interfaces to apply the BWM policy.
The ‘CathyBWM' policy applies to traffic coming into the Zyxel Device through the ‘CathyBridge’ interface
and to traffic leaving the Zyxel Device through the ge4 interface.

usgflex500h> edit running
usgflex500h running config# vrf main bwm rule CathyBWM incoming CathyBridge
usgflex500h running config# vrf main bwm rule CathyBWM outgoing ged
usgflex500h running config# show config vrf main bwm
bwm

enabled true

default rule

priority 7

rule CathyBWM
enabled true
logging no
user any
incoming CathyBridge
outgoing ge4
source any
destination any
service any
download 1000
download-maximum O
upload 1000
upload-maximum O
priority 4

USG FLEX H Series CLI Reference Guide

166



CHAPTER 20
Application Patrol

20.1 Application Patrol Overview

Application patrol provides a convenient way to manage the use of various applications on the network. It
manages general protocols (for example, http and ftp) and instant messenger (IM), peer-to-peer (P2P),
Voice over IP (VoIP), and streaming (RSTP) applications. You can even control the use of a particular
application’s individual features (like text messaging, voice, video conferencing, and file transfers).

Note: The Zyxel Device checks firewall rules before application patrol rules for traffic going
through the Zyxel Device. To use a service, make sure both the firewall and application
patrol allow the service's packets to go through the Zyxel Device.

Application patrol examines every TCP and UDP connection passing through the Zyxel Device and
identifies what application is using the connection. Then, you can specify, by application, whether or not

the Zyxel Device continues to route the connection.

The following sections list the application patrol commands.

20.2 Application Patrol General Commands

The following table describes the application patrol general commands.

Table 65 app Commands: Application Patrol

COMMAND DESCRIPTION
show app-patrol-{categories| categories: Displays all the category IDs, names and
applications| signature-version} numbers of applications that belong to each category.

applications: Displays all the application IDs and names.

signature-version: Displays the application patrol
signature version, signature number and released date.

show config vrf main app-patrol rule Displays the settings of the application patrol rules you
configured.
cmd app-patrol-query {name| category} Sets an application name to display all related applications.

<app-nane| category-id> Sets an application category ID to display all applications

that belong to the specified category.

cmd app-patrol-statistics—-flush Clears all application patrol statistics.
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20.3 Application Patrol Commands

The following table describes the application patrol commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 66 app Commands: Application Patrol

COMMAND

DESCRIPTION

vrf main app-patrol statistics enabled
{true | false}

Enables application patrol statistics gathering. The false
command disables it.

vrf main app-patrol rule <rul e-nanme>

Creates an application patrol rule with the specified name.
You may use 1-30 alphanumeric characters and also
underscores( ), or dashes (-), but the first character

cannot be a number. This value is case-sensitive.

description <description>

Write a description for the application patrol rule.

allow-only-selected-apps enabled
{true| false}

Enables only applications specified in the application patrol
rule to pass.

allow-only-selected-apps reject-
unrecognized-apps {true| false}

Disallows applications specified in the application patrol
rule to pass.

allow-only-selected-apps log-
rejected-apps {true | false}

Generates a log (true) when applications specified in the
application patrol rule are rejected.

multiple-application
<0...4294967295> enabled {true|
false}

Rule Tismultiple-application 0. Rule orderis
important because application rules are applied
sequentially.

multiple-application
<0...4294967295> logging {no|
log-alert}

log]|

Generates a log, log and alert or neither (no) when traffic
matches the settings you configured in this profile.

multiple-application <nunber >
action {forward| drop| reject}

Sets the action when traffic matches the settings you
configured in this profile. Actions are:

e forward - routes packets that matches these
signatures.

e drop - silently drops packets that matches these
signatures without notification.

e reject - drops packets that matches these signatures
and sends notification.

multiple-application <nunber> sid
<si d>

Enter an application ID to add it to the application patrol
profile you are configuring.

20.4 Application Patrol Statistics

The following table describes the commands for displaying application patrol statistics.

Table 67 Commands for Application Patrol Statistics

COMMAND

DESCRIPTION

show config vrf main app-patrol
statistics enabled

Displays if the application patrol statistics collection is enabled.

show state vrf main app-patrol
statistics top-entry usage
entry {app-name| category]|
usage-byte| usage-percent}

Queries the top five application patrol statistics by application names,
categories, usage by bytes and usage by percent.
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20.4.0.1 Application Patrol Command Examples

This command shows details of an application patrol rule created.

rule 1

multiple-application 4294967295
sid 15728640
action drop
logging log-alert

usgflex200hp> show config vrf main app-patrol rule

The example below shows you how to create and configure an application patrol rule.

usgflex200hp
usgflex200hp
usgflex200hp
usgflex200hp
usgflex200hp
usgflex200hp
usgflex200hp

running
running
running
running
running
running
running

usgflex200hp> edit running

config# vrf main app-patrol rule configl
rule configl# multiple-application 1

multiple-application
multiple-application
multiple-application
multiple-application
multiple-application

Configuration committed.

1#
1#
1#
1#
1#

sid 32964608

sid 15728640
action drop
logging log-alert
commit
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Anti-Malware

211 Anti-Malware Overview

Malware is short for malicious software, such as computer viruses, worms and spyware. The Zyxel Device
anti-malware feature protects your connected network from malware by scanning traffic coming in from
the WAN and going out from the WAN for malware signature matches.

The traffic scanned by the Zyxel Device may include HTTP traffic, FTP traffic and email with attachments.
The traffic is scanned for signature patterns found in the Defend Center database.

Viruses, Worms, and Spyware
A computer virus is a type of malicious software designed to corrupt and/or alter the operation of other

legitimate programs. A worm is a self-replicating virus. Spyware infiltrates your device to secretly gather
information, such as your network activity, passwords, bank details, and so on.

Types of Malware

The following table describes some of the common malware.

Table 68 Common Malware Types

TYPE DESCRIPTION

File Infector This is a small program that embeds itself in a legitimate program. A file infector is able to
copy and attach itself to other programs that are executed on an infected computer.

Boot Sector Virus This type of virus infects the area of a hard drive that a computer reads and executes during
startup. The virus causes computer crashes and to some extend renders the infected
computer inoperable.

Macro Virus Macro viruses or Macros are small programs that are created to perform repetitive actions.
Macros run automatically when a file to which they are attached is opened. Macros spread
more rapidly than other types of viruses as data files are often shared on a network.

Email Virus Email viruses are malicious programs that spread through email.

Polymorphic Virus A polymorphic virus (also known as a mutation virus) tries to evade detection by changing a
portion of its code structure after each execution or self replication. This makes it harder for
an anti-malware scanner to detect or intercept it.

A polymorphic virus can also belong to any of the virus types discussed above.

Hash Value

A hash function is an algorithm that maps data of arbitrary size to data of fixed size. The value returned by
a hash function is a hash value. Hash values can be used to identify if the contents of a file have changed.
At the time of writing, the MD5 (Message Digest 5) hash algorithm is supported.
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Cloud Query

The Zyxel Device queries the Defend Center database by sending the file's hash value and receiving the
scan results through the Defend Center.

21.2 Anti-Malware Commands

The following table identifies the values required for many of these commands. Other input values are
discussed with the corresponding commands.

Table 69 Input Values for General Anti-Malware Commands

LABEL

DESCRIPTION

md5- pattern
file-pattern

Use up to 80 single-byte characters to specify a file pattern. Single-byte characters,
underscores ( ), dashes (-), question marks (?) and asterisks (*) are allowed.

A question mark (?) represents a single character wildcard. For example, use "a?.zip" (without
the quotation marks) to specify aa.zip, ab.zip and so on.

An asterisk (*) represents a multiple character wildcard. For example, use "*a.zip" (without the
quotation marks) to specify any file that ends with “a.zip". A file named "testa.zip” would
match. There could be any number (of any type) of characters in front of the “a.zip" at the end
and the file name would still match. A file named "“test.zipa" for example would not match.

A *in the middle of a pattern has the Zyxel Device check the beginning and end of the file
name and ignore the middle. For example, with "abc*.zip", any file starting with “abc" and
ending in “.zip" matches, no matter how many characters are in between.

The whole file name has to match if you do not use a question mark or asterisk.

If you do not use a wildcard, the Zyxel Device checks up to the first 80 characters of a file
name.

21.2.1 General Anti-Malware Commands

The following table describes general anti-malware commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Note: You must register for the anti-malware service in order to use it.

Table 70 General Anti-Malware Commands

mode express enabled {true|

COMMAND DESCRIPTION

vrf main anti-malware Enable the anti-malware service. The anti-malware service depends on
enabled {true| false} anti-malware service registration.

vrf main anti-malware scan- Enable or disable the anti-malware scan mode.

Express mode is a scan mode in which Zyxel Device scans files that match

false} the list of user-defined file types using cloud query.
vrf main anti-malware file- Sets the limit of the file size in megabyte (MB) the Zyxel Device anti-
size-limit <1...10> malware will scan. A file that exceeds the file size you set here will pass

without been scanned by the Zyxel Device anti-malware.

vrf main anti-malware cloud- | Adds or removes a file type from the list of user-defined file types that
query file-type

cloud query will scan.

Allowed values: 7z, AVI, BMP, BZ2, EXE, Flash, GIF, Gz, JPG, MOV, MP3,
MPG, “MS Office", PDF, PNG, RAR, RM, RTF, TIFF, WAV, ZIP.
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Table 70 General Anti-Malware Commands (continued)

COMMAND

DESCRIPTION

vrf main anti-malware eicar-
detection enabled {true|
false}

Turns detection of the EICAR test file on or off.

The EICAR test file is a standardized test file for signature based anti-
malware scanners. When the scanner detects the EICAR file, it responds in
the same way as if it found real malware. The EICAR file can also be
compressed to test whether the anti-malware software can detectitin a
compressed file. The test string consists of the following human-readable
ASCII characters.

vrf main anti-malware
default-port enabled {true]
false}

Has the Zyxel Device only scan traffic going through the specified ports.
The default specified ports are 21, 25, 80, 110, 143, 443, 465, 990, 993,
995, 3128 and 8080. You can remove or add a port to this list by using the
extra-port or the exception-port commands.

Disables this to have the Zyxel Device scan traffic going through all ports.

vrf main anti-malware
default-port {extra-port]
exception-port} port numnber

extra-port: Adds a port to the default specified port list.

exception-port: Removes a port from the default specified port list.

show state vrf main anti-
malware default-port-state

Displays the ports the Zyxel Device will scan when you set vrf main
anti-malware default- port enabledto true.

vrf main anti-malware
default-profile infected-
action {none| destroy}

Sets the action to take when the Zyxel Device detects a malware in a file.

The file can be "destroyed” by overwriting a portion of the file with zeros
before forwarding to the user.

vrf main anti-malware
default-profile logging {no]
log| log-alert}

Sets whether the Zyxel Device should create a log message and an
optional alert if it finds a malware in a file.

vrf main anti-malware
statistics enabled {true]
false}

Has the Zyxel Device collect the anti-malware statistics.

show config vrf main anti-
malware {default-profile]
statistics| eicar-detection|
cloud-query| allow-list]
block-1list| default-port|
enabled| scan-mode}

Displays:
« default profile, cloud query, scan mode, allow list and block list

settings.

« if EICAR detection, statistics collection, default port and anti-malware
are enabled.
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21.2.2 Allow and Block Lists

The following table describes the commands for configuring the allow list and block list. You must use the
edit running command to enter the configuration mode before you can use these commands.

Table 71 Commands for the Anti-Malware Allow/Block Lists

COMMAND DESCRIPTION
vrf main anti-malware allow-list Enable or disable the allow list.
enabled {true | false}

When activated, the Zyxel Device does not perform anti-
malware checks on files that match any of the allow list file
patterns.

vrf main anti-malware allow-list Adds an MD5 hash pattern, SHA-256 hash pattern or file name
{md5-hash <md5-pattern> | sha256-hash | Patternto the allow list if it did not already exist, and then
<sha256-pattern> | file-name-pattern |activatesordeactivates the pattern.

<file-pattern>} enabled {true | A file name pattern listed in the allow list allows incoming files

false} with names that match the pattern.

Note: By default, the Zyxel Device calculates only the
SHA-256 hash. Adding an MDS5 hash will require
additional processing, which will increase CPU
usage and slow down system performance.

vrf main anti-malware allow-list Sets whether the Zyxel Device should create a log message
logging {no | log} when a packet matches the allow list file patterns.
show config vrf main anti-malware Displays the anti-malware allow list settings.

allow list {md5-hash | sha256-hash |
file-name-pattern | enabled |

logging}

vrf main anti-malware block-list Enable or disable the block list.

enabled {true | false} When activated, the Zyxel Device logs and deletes files with
names that match any of the block list file patterns.

anti-malware block-list {md5-hash Adds an MD5 hash pattern, SHA-256 hash pattern, or file

<md5- pattern> | sha256-hash <sha256- pattern to the block list if it did not already exist, and then

pattern> | file-name-pattern <file- activates or deactivates the pattern.

pattern>} enabled {true | false} A file name pattern listed in the block list blocks incoming files

with names that match the pattern.

Note: By default, the Zyxel Device calculates only the
SHA-256 hash. Adding an MDS5 hash will require
additional processing, which will increase CPU
usage and slow down system performance.

vrf main anti-malware block-list Sets whether the Zyxel Device should create a log message
logging {no | log} when a packet matches the block list file patterns.
show config vrf main anti-malware Displays the anti-malware block list settings.

block list {md5-hash | sha256-hash |
file-name-pattern | enabled |
logging}
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21.2.2.1 Allow List Example

This example shows how to enable the allow list and configure an active allow list entry.

usgflex200hp> edit running

usgflex200hp running config# vrf main anti-malware allow-list enabled true
usgflex200hp running config# vrf main anti-malware allow-list logging log
usgflex200hp running config# vrf main anti-malware allow-list md5-hash
BB1372E462191A9C955906A152C59E89

usgflex200hp running md5-hash BB1372E462191A9C955906A152C59E89# enabled true
usgflex200hp running md5-hash BB1372E462191A9C955906A152C59E894 save
usgflex200hp running md5-hash BB1372E462191A9C955906A152C59E894 exit

21.3 Anti-Malware Statistics

The following table describes the commands for collecting and displaying anti-malware statistics.

Table 72 Commands for Anti-Malware Statistics

COMMAND

DESCRIPTION

show state vrf main anti-
malware statistics summary
malware-detected-count

Displays the number of times the Zyxel Device detects malware that
matches the signatures.

show state vrf main anti-
malware statistics event entry
{timestamp| source-ip]|
destination-ip| hash| virus-
name }

Displays anti-malware statistics entries by time, destination IP address,
source IP address, virus name or hash value.

show state vrf main anti-
malware statistics top-entry
{virus—-name| source-ip]|
destination-ip}

Displays the top five anti-malware statistics entries by destination IP
address, source IP address or virus name.

cmd anti-malware-statistics-
flush

Clears the collected statistics.

21.3.1 Anti-Malware Statistics Example

This example shows how to collect and display anti-malware statistics.

usgflex200hp> edit running

enabled true

summary
malware-detected-count 0

usgflex200hp running config# vrf main anti-malware statistics enabled true
usgflex200hp running config# show config vrf main anti-malware statistics enabled

usgflex200hp running config# show state vrf main anti-malware statistics summary
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21.4 Anti-Malware Debug Commands

The following table describes the commands for collecting and displaying anti-malware statistics.

Table 73 Debug Commands for Anti-Malware

COMMAND DESCRIPTION

cmd debug anti-malware cloud- Enables or disables saving of results of anti-malware queries to the

query cache {enable | disable | cloud on the Zyxel Device. Use flush to clear all previously saved anti-

flush} malware queries on the Zyxel Device. You may want to do this if there
are false positive query results.

cmd debug anti-malware local- Displays anti-malware connection status from the Zyxel Device to the

loop-mode cloud query server.

cmd debug anti-malware clean- Enables or disables removing anti-malware logs saved on the Zyxel

log enabled {true | false} Device.

21.41 Anti-Malware Debug Commands Examples

This example shows some example anti-malware debug cloud query commands.

Figure 87 Debug Cloud Query Commands

usgflex500h> edit running
usgflex500h running config# cmd debug anti-malware cloud-query cache enable
anti-malware-debug-cloud-query-cache
ok
status "change cloud-query-cache Ok.

cmd debug anti-malware cloud-query cache disable
anti-malware-debug-cloud-query-cache
ok
status "change cloud-query-cache Ok.

n

cmd debug anti-malware cloud-query cache flush
anti-malware-debug-cloud-query-cache
ok
status "change cloud-query-cache Ok.

This example shows an example of the anti-malware debug local loop command.

Figure 88 Debug Local Loop Command

usgflex500h> edit running
usgflex500h running config# cmd debug anti-malware local-loop-mode
anti-malware-debug-cloud-query-am-local-loop-mode
ok
status "change local-loop-mode Ok.

This example shows an example of removing the anti-malware logs from the Zyxel Device.
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Figure 89 Debug Remove Anti-Malware Logs Command

usgflex500h> edit running

usgflex500h running config# cmd debug anti-malware clean-log enabled true
anti-malware-debug-cloud-query-clean-log
ok

status "change clean-log Ok.
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221 Overview

Use the Reputation Filter commands to configure settings for IP Reputation, DNS Threat Filter and URL
Threat filtering.

IP Reputation

IP reputation checks the reputation of an IPv4 address from a database. An IP is considered to have a bad
reputation if suspicious activities, such as spam, virus, and/or phishing have come from it. The Zyxel
Device will respond when there are packets coming from an IPv4 address with a bad reputation.

URL Threat Filter

URL filtering compares access to specific URLs against a database of blocked or allowed sites. Sites on
the database are sorted into categories such as:

Anonymizers Browser Exploits
Malicious Downloads Malicious Sites
Phishing Spam URLs
Spyware Adware Keyloggers

DNS Threat Filter

DNS threat filtering inspects DNS queries made by clients on your network and compares the queries
against a database of blocked or allowed Fully Qualified Domain Names (FQDNs). The Zyxel Device DNS
Threat Filter will either drop the DNS query or reply to the user with a fake DNS response.

The following types of DNS queries are inspected by the Zyxel Device:

- Type "A" ...

- Type "AAAA" ...

- Type "NS" ...

- Type "MX" ...

- Type "CNAME" ...

- Type "PTR" ...

- Type "SOA" ...

The Zyxel Device replies with a DNS reply packet containing a fake IP address for type "A", and replies
with a DNS reply packet with server failure code for remaining types.
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22.2 IP Reputation Commands

The following table describes general IP reputation commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 74 IP Reputation Commands

COMMAND

DESCRIPTION

vrf main ip-reputation
allow-list enabled {true|
false}

Enables the IP reputation allow list to allow:

* Incoming packets that come from the listed IPv4 addresses.
« Outgoing packets that go to the listed IPv4 addresses.

vrf main ip-reputation
allow-list logging {no|
log}

Sets whether the Zyxel Device generates a log when:

* Incoming packets come from the IPv4 addresses listed in the allow list.
« Outgoing packets going to the IPv4 addresses listed in the allow list.

The Zyxel Device will not generate a log if you use the no command.

vrf main ip-reputation
allow-list ip-list <IPv4
addr ess> enabled {true]
false} [description
<description>]

Adds the specified IPv4 address on the IP reputation allow list.

You can also add an IP address block using CIDR notation, for example
192.168.0.1/24. A description is optional.

vrf main ip-reputation
block-1list enabled {true]
false}

Enables the IP reputation allow list to block:

* Incoming packets that come from the listed IPv4 addresses.
« Outgoing packets that go to the listed IPv4 addresses.

vrf main ip-reputation
block-1list logging {no]|
log| log-alert}

Sets whether the Zyxel Device generates a log or a log and an alert when:

« Incoming packets come from the IPv4 addresses listed in the block list.
« Outgoing packets going to the IPv4 addresses listed in the block list.

The Zyxel Device will not generate a log if you use the no command.

vrf main ip-reputation
block-list ip-list <l Pv4
addr ess> enabled {true]
false} [description
<description>]

Adds the specified IPv4 address on the IP reputation block list.

You can also add an IP address block using CIDR notation, for example
192.168.0.1/24. A description is optional.

vrf main ip-reputation
enabled {true| false}

Enables the IP reputation filtering service on the Zyxel Device.

The false command disables the IP reputation filtering service.

vrf main ip-reputation
action {allow| block}

Sets what action the Zyxel Device takes when a packet arrives from or goes
to an IPv4 address with a bad reputation.

allow: The Zyxel Device allows the packet to go through.

block: The Zyxel Device denies the packet, and then sends a TCP RST to
both the packet sender and receiver.

vrf main ip-reputation
system-protect enabled
{true | false}

Blocks packets with a bad reputation going to or arriving from the Zyxel
Device.

vrf main ip-reputation
logging {no| log| log-
alert}

Sets whether the Zyxel Device generates a log or a log and an alert when:

« Incoming packets come from an IPv4 address with a bad reputation.
« Outgoing packets go to an IPv4 address with a bad reputation.

The Zyxel Device will not generate a log if you use the no command.

USG FLEX H Series CLI Reference Guide

178




Chapter 22 Reputation Filter

Table 74 IP Reputation Commands (continued)

COMMAND

DESCRIPTION

vrf main ip-reputation
priority {high| medium|
low}

Sets the threshold threat level to which the Zyxel Device will take action
(high, medium, and low).

The threat level is determined by the IP reputation engine, which grades IPv4
addresses as follows:

« high: An IPv4 address that scores 0 to 20 points.

« medium: An IPv4 address that scores 0-60 points.

« low: An IPv4 address that scores 0-80 points.

vrf main ip-reputation
outgoing-category botnets

Sets the category of packets coming from the Internet or local networks that
the Zyxel Device applies IP reputation filtering to.

vrf main ip-reputation
incoming-category {spam-
sources| exploits| web-
attacks| botnets| scanners]|
denial-of-service|
negative-reputation]|
phishing| anonymous-
proxies}

Select the categories of packets coming from the Internet that the Zyxel
Device applies IP reputation filtering to.

show config vrf main ip-
reputation enabled

Displays if IP reputation is enabled.

show config vrf main ip-
reputation statistics
enabled

Displays if the collection of IP reputation statistics is enabled.

show config vrf main ip-
reputation statistics
allow-1list

Displays the IP reputation allow list settings. An allow list is a list of entries
that will bypass the related feature filtering, and are permitted to pass
through the Zyxel Device.

show state vrf main ip-
reputation secureporter-
allow-list

Displays allow lists in the Zyxel Device that were created in SecuReporter.

show config vrf main ip-
reputation statistics
block-list

Displays the IP reputation block list settings

show config vrf main ip-
reputation action

Displays the action the Zyxel Device takes when a packet arrives from an
IPv4 address with a bad reputation.

show config vrf main ip-
reputation logging

Displays the Zyxel Device log settings when:
« Incoming packets come from an IPv4 address with a bad reputation.
« Outgoing packets go to an IPv4 address with a bad reputation.
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22.2.1 IP Reputation Statistics

The following table describes the commands for collecting and displaying IP reputation statistics.

Table 75

IP Reputation Statistics Commands

COMMAND

DESCRIPTION

vrf main ip-reputation
statistics enabled {true]
false}

Enables the collection of IP reputation statistics.

show state
reputation

vrf main ip-
summary

Displays the collected IP reputation statistics.

show state vrf main ip-
reputation top-entry
{malicious-ip]|
host| category}

victim-

Displays the top five IP reputation statistics entries by malicious IP, victim
host or threat category.

show state vrf main ip-
reputation event entry
{timestamp| malicious-ip]|
victim-host| threat-
category| threat-level]
count}

Displays the IP reputation statistics entries by time, malicious IP victim host,
threat category, threat level, or numbers of times threats are detected.

show ip-reputation-
signature-version

Displays the IP Reputation signature version, signature number and release
date

This is an example for IP reputation signatures.

usgflex200hp> show ip-reputation-signature-version
ip-reputation-signature-version

ok

current-version 1.0.0.20250921.0
signature-number 439742

released-date

"2025-09-22 02:31:23"

22.3 DNS Threat Filter Commands

The following table describes general DNS Threat Filter commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 76 DNS Threat Filter Commands

COMMAND

DESCRIPTION

vrf main dns-threat-filter
enabled {true| false}

Enables DNS threat filter on the Zyxel Device.

vrf main dns-threat-filter
allow-list fgdn-list <FQDN>
enabled {true| false}
[description
<description>]

Adds a specified Fully Qualified Domain Name (FQDN) to the DNS threat
filter allow list. A description is optional.
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Table 76 DNS Threat Filter Commands (continued)

COMMAND

DESCRIPTION

vrf main dns-threat-filter
allow-list enabled {true|
false}

Enables the DNS threat filter allow list.

vrf main dns-threat-filter
allow-list logging {no|
log}

Sets whether the Zyxel Device generates a log when a packet contains an
FQDN you configured in the allow list.

The Zyxel Device will not generate a log if you use the no command.

vrf main dns-threat-filter
block-list fgdn-list <FQDN>
enabled {true| false}
[description

<descri ption>]

Adds a specified Fully Qualified Domain Name (FQDN) to the DNS threat
filter block list. A description is optional.

vrf main dns-threat-filter
block-1list enabled {true|
false}

Enables the DNS threat filter block list.

vrf main dns-threat-filter
block-1list logging {no]|
log| log-alert}

Sets whether the Zyxel Device generates a log or a log and an alert when a
packet contains an FQDN you configured in the block list.

The Zyxel Device will not generate a log if you use the no command.

vrf main dns-threat-filter
default profile action
{redirect| pass}

Sets what the Zyxel Device does when it detects a malicious DNS query
packet.

pass: Have the Zyxel Device allow the DNS query packet and not reply a
DNS reply packet with a fake IP for it.

redirect: Have the Zyxel Device reply with a DNS reply packet containing a
default or custom-defined IP address. The default redirect IP is the IP
address of the DNS Threat Filter server (dnsft.cloud.zyxel.com).

vrf main dns-threat-filter
default profile logging
{no| log| log-alert}

Sets whether the Zyxel Device generates a log or a log and an alert when it
detects a malicious DNS query packet.

The Zyxel Device will not generate a log if you use the no command.

vrf main dns-threat-filter
default profile security-
threat-category
{anonymizers| malicious-
sites| spyware-adware-
keyloggers| phishing| spam-
urls| browser-exploits]|
malicious-downloads}

The Zyxel Device considers DNS queries that match the specified category
to be malicious.

vrf main dns-threat-filter
redirect {default| custom-
defined}

Sets whether the Zyxel Device uses the default redirect settings or the
custom defined redirect settings when there is a DNS query packet
containing an FQDN with a bad reputation.

vrf main dns-threat-filter
custom-redirect-ip <I| Pv4
addr ess>

Sets the redirect IP address for malicious DNS queries to the specified IPv4
address.

vrf main dns-threat-filter
malform-detected-action
{drop| pass}

drop: Sets the Zyxel Device to drop a DNS query packet if the DNS query is
invalid, or if the Zyxel Device cannot read the packet.

A DNS query is invalid under any of the following conditions:

e The number of entries in the DNS header question count field is 0

« An error occurs while parsing the domain name in the question field

* The length of the domain name exceeds 255 characters

pass: Sets the Zyxel Device to allow malformed DNS packets to pass
through.
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Table 76 DNS Threat Filter Commands (continued)

COMMAND

DESCRIPTION

vrf main dns-threat-filter
malform-detected-logging
{no| log}

Has the Zyxel Device log a DNS query if the DNS query packet is not a
standard DNS query, or if the device cannot read the packet.

The Zyxel Device will not generate a log if you use the no command.

vrf main dns-threat-filter
fake-response-ttl
<300...86400>

Sets the time period in seconds for redirecting clients to a default or custom-
defined IP address when the clients try to access a blocked FQDN. The
default value is 3600.

If you remove an FQDN from the block list before the response time-to-live
(TTL) time is up, the clients will still be redirected to a default or custom-
defined IP address when they try to access the FQDN.

vrf main dns-threat-filter
dot-doh-detection enabled
{true | false}

Enables the Zyxel Device to detect if a client is using DNS over HTTPS (DoH)
or DNS over TLS (DoT). If a client is using DNS over HTTPS (DoH) or DNS
over TLS (DoT), then DNS-threat-filter and content-filter cannot inspect
client DNS queries. To allow inspection of client DNS queries, you must
block DoH and DoT services.

DoT/DoH block signatures are included in the IP reputation signature pack.

vrf main dns-threat-filter
dot-doh-detection action
{drop | pass}

Sets the Zyxel Device to drop or pass a DNS query packet if a client is using
DNS over HTTPS (DoH) or DNS over TLS (DoT).

vrf main dns-threat-filter
dot-doh-detection logging
{log | no}

Sets the Zyxel Device to create a log if a client is using DNS over HTTPS
(DoH) or DNS over TLS (DoT).

show config vrf main dns-
threat-filer statistics
enabled

Displays if the collection of DNS threat filter statistics is enabled.

show config vrf main dns-
threat-filter allow-list

Displays the DNS threat filter allow list settings. An allow list is a list of entries
that will bypass the related feature filtering, and are permitted to pass
through the Zyxel Device.

show state vrf main dns-
threat-filter
secureporter-allow-list

Displays allow lists in the Zyxel Device that were created in SecuReporter.

show config vrf main dns-
threat-filter block-list

Displays the DNS threat filter block list settings.

show config vrf main dns-
threat-filter
default profile

Displays the DSN threat filter default profile settings.

show config vrf main dns-
threat-filter enabled

Displays if the DNS threat filter is enabled.

show config vrf main dns-
threat-filter redirect

Displays the DNS threat filter redirect settings when there is a DNS query
packet containing an FQDN with a bad reputation.

show config vrf main dns-
threat-filter malform-
detected-action

Displays the action set when the DNS query is invalid.

show config vrf main dns-
threat-filter malform-
detected-logging

Displays if the Zyxel Device logs a DNS query when the DNS query is invalid.
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Table 76 DNS Threat Filter Commands (continued)

COMMAND DESCRIPTION

show config vrf main dns- Displays the time period in second you set for redirecting clients to a default
threat-filter fake- or custom-defined IP address when the clients try to access a blocked
response-ttl FQDN.

show config vrf main dns- Displays if DNS over HTTPS (DoH) or DNS over TLS (DoT) detection is
threat-filter dot-doh- enabled, the action to take, and if a log is created.

detection

22.3.1 Redirecting DNS Query Packets Command Examples

You want to:

» Have the Zyxel Device rely with a DNS replay packet containing a custome-defined IP address when
there is a DNS query packet containing an FQDN with a bad reputation.

» Have the Zyxel Device generate logs when there is a DNS query packet containing an FQDN with a bad
reputation.

The DNS threat filter general settings use the parameters in the table below. General settings are for all
traffic in the Zyxel Device network.

Table 77 DNS Threat General Settings Example

CUSTOM-DEFINED REDIRECT
LOG ACTION IP ADDRESS
Log redirect 10.10.10.10

Configure the DNS threat filter general settings as follows.

usgflex200hp> edit running
usgflex200hp running config# vrf main dns-threat-filter default profile action

redirect

usgflex200hp running config# vrf main dns-threat-filter default profile logging
log

usgflex200hp running config# vrf main dns-threat-filter custom-redirect-ip
10.10.10.10

usgflex200hp running config# commit
Configuration committed.

22.3.2 DNS Threat Filter Statistics

The following table describes the commands for collecting and displaying DNS Threat Filter statistics.

Table 78 DNS Threat Filter Statistics Commands

COMMAND DESCRIPTION

vrf main dns-threat-filter | Enables the collection of DNS threat filter statistics.
statistics enabled {true]

false}

show state vrf main dns- Displays the collected DNS Threat Filter domain blocking statistics.
threat-filter statistics

summary
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Table 78 DNS Threat Filter Statistics (continued)Commands

COMMAND

DESCRIPTION

show state vrf main url-
threat-filter statistics
event entry {timestamp|
threat-category|
ip| dns-name}

source-

Queries the DNS threat filter statistics entries by time, FQDN, threat
category, or source IP.

show state vrf main dns-
threat-filter statistics
top-entry {category| dns-
name| source-ip}

Queries the top five DNS threat filter statistics entries by threat category,
FQDN or source IP.

22.4 URL Threat Filter Commands

The following table describes general URL Threat Filter commands. You must use the edit running
command to enter the configuration mode before you can use these commands.

Table 79 URL Threat Filter Commands

COMMAND

DESCRIPTION

vrf main url-threat-filter
enabled {true| false}

Enables URL threat filter on the Zyxel Device.

vrf main url-threat-filter
block redirect-url <url >

Sets the URL of the web page to which you want to send users when their
web access is blocked by the URL Threat Filter. The web page you specify
here opens in a new frame below the denied access message.

Use "http://" or "https://" followed by up to 262 characters (0-9a-zA-Z;/
?2:@&=+$\.-_I~*'()%). For example, http://192.168.1.17/blocked access.

vrf main url-threat-filter
block message <nessage>

Sets a message to be displayed when the URL Threat Filter blocks access to
a web page.

Use up to 127 characters (0-9a-zA-Z;/?:@&=+$\.-_!~*'()%,"). For example,
"Web access is restricted. Please contact the network administrator”.

vrf main url-threat-filter
default profile action
{block| pass}

Sets what action the Zyxel Device takes when a packet contains a malicious
URL.

block: The Zyxel Device blocks access to the web pages that match the
categories you selected.

pass: The Zyxel Device allows access to the web pages that match the
categories you selected.

vrf main url-threat-filter
default profile logging
{no| log| log-alert}

Sets whether the Zyxel Device generates a log or a log and an alert when a
packet contains a malicious URL.

The Zyxel Device will not generate a log if you use the no command.

vrf main url-threat-filter
default profile security-
threat-category
{anonymizers| malicious-
sites| spyware-adware-
keyloggers| phishing| spam-
urls| browser-exploits]|
malicious-downloads}

The Zyxel Device blocks the specified web page categories.

USG FLEX H Series CLI Reference Guide

184




Chapter 22 Reputation Filter

Table 79 URL Threat Filter Commands (continued)

COMMAND

DESCRIPTION

vrf main url-threat-filter
allow-list enabled {true|
false}

Enables the URL threat filter allow list.

vrf main url-threat-filter
allow-list site-list <URL>
enabled {true| false}

description <description>

Enables a web site in the URL threat filter allow list. An entry in the allow list
is automatically allowed to pass through the Zyxel Device without doing URL
Threat checking in the Zyxel Device.

vrf main url-threat-filter
allow-list logging {no|
log}

Sets whether the Zyxel Device generates a log when a packet contains a
URL you configured in the allow list.

The Zyxel Device will not generate a log if you use the no command.

vrf main url-threat-filter
allow-list site-list <URL>
[description
<description>]

Adds a web site to the allow list using the following formats:

e |Pv4 address <W.X.Y.Z>
e |Pv4 subnet in CIDR format, i.e. 192.168.1.0/32<W.X.Y.Z>/<1...32>
« Range of IPv4 addresses. <W.X.Y.Z>-<W.X.Y.Z>

« Wildcard domain name, in the format String1.String2. For example:
zyxel*.com* String 1 must consist of 1-63 characters, and may include
letters, numbers, and the following special characters: - (hyphen), .
(period), * (wildcard character). String 2 must consist of 1-63 characters,
and may include letters, numbers, and the following special characters: -
(hyphen), * (wildcard character).

« Top level domain. for example: zyxel.com.

A description is optional.

vrf main url-threat-filter
block-1list enabled {true|
false}

Enables the URL threat filter block list.

vrf main url-threat-filter
block-list site-list <URL>
enabled {true| false}

description <description>

Enables a web site in the URL threat filter block list. An entry in the block list
is automatically blocked without doing URL Threat checking in the Zyxel
Device.

vrf main url-threat-filter
block-1list logging {no]|
log| log-alert}

Sets whether the Zyxel Device generates a log or a log and an alert when a
packet contains a URL you configured in the block list.

The Zyxel Device will not generate a log if you use the no command.

vrf main url-threat-filter
block-list site-list <URL>
[description

<descri pti on>]

Adds a web site to the block list using the following formats:

e |Pv4 address <W.X.Y.Z>
e |Pv4 subnetin CIDR format, i.e. 192.168.1.0/32<W.X.Y.Z>/<1...32>
« Range of IPv4 addresses. <W.X.Y.Z>-<W.X.Y.Z>

« Wildcard domain name, in the format String1.String2. For example:
zyxel*.co* String 1 must consist of 1-63 characters, and may include
letters, numbers, and the following special characters: - (hyphen), .
(period), * (wildcard character). String 2 must consist of 1-63 characters,
and may include letters, numbers, and the following special characters: -
(hyphen), * (wildcard character).

e Top level domain. for example: zyxel.com.

A description is optional.

vrf main url-threat-filter
default-port enabled {true|
false}

Enables this to have the Zyxel Device only scan traffic going through the
specified ports. The default specified ports are 80, 443, 3128 and 8080. You
can remove or add a port to this list by using the extra-port or the
exception-port commands.

Disables this to have the Zyxel Device scan traffic going through all ports.
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Table 79 URL Threat Filter Commands (continued)

COMMAND

DESCRIPTION

vrf main url-threat-filter
default-port {extra-port]
exception-port} port number

Uses the extra-port command to add a port to the default specified port
list.

Uses the exception-port command to remove a port from the default
specified port list.

show config vrf main url-
threat-filter statistics
enabled

Displays if the collection of URL threat filter statistics is enabled.

show config vrf main url-
threat-filter block message

Displays the message to be displayed when the URL Threat Filter blocks
access to a web page.

show config vrf main url-
threat-filter
default profile

Displays the URL threat filter default profile settings.

show config vrf main url-
threat-filter allow-list

Displays the URL threat filter allow list settings. An allow list is a list of entries
that will bypass the related feature filtering, and are permitted to pass
through the Zyxel Device.

show state vrf main url-
threat-filter
secureporter-allow-list

Displays allow lists in the Zyxel Device that were created in SecuReporter.

show config vrf main url-
threat-filter block-list

Displays the URL threat filter block list settings.

show config vrf main url-
threat-filter default-port
enabled

Displays if the default port is enabled.

show config vrf main url-
threat filter enabled

Displays if URL threat filter is enabled.

22.41 URL Threat Filter Command Examples

Use these commands to block users in your network from accessing URLs that are categorized as browser
exploits, malicious downloads, malicious sites, phishing or spam URLs. Use these commands if you also
want to create a trusted list of URLs to make sure the Zyxel Device will allow incoming packets from these
URLs and outgoing packets to these URLs even if they are categorized as URL threats.

The example uses the parameters given below.

Table 80 URL Threat Filter Example

THREAT
ACTION LOG CATEGORIES TRUST LIST
block log-alert e Browser Exploits ¢ www.google.com

* Malicious e www.yahoo.com
Downloads

* Malicious Sites

e Phishing

e Spam URLs

1 Configure the URL threat filer settings as the parameters given above.
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usgflex200hp> edit running
usgflex200hp running config# vrf main
block

usgflex200hp running config# vrf main
log-alert

usgflex200hp running config# vrf main
threat-category browser-exploits
usgflex200hp running config# vrf main
threat-category malicious-downloads
usgflex200hp running config# vrf main
threat-category malicious-sites
usgflex200hp running config# vrf main
threat-category phishing

usgflex200hp running config# vrf main
threat-category spam-urls

url-threat-filter

url-threat-filter

url-threat-filter

url-threat-filter

url-threat-filter

url-threat-filter

url-threat-filter

default profile
default profile
default profile
default profile
default profile
default profile

default profile

action
logging
security-
security-
security-
security-

security-

Enable URL threat filter allow list.

usgflex200hp running config# vrf main

url-threat-filter

allow-1list enabled true

3 Configure the URL threat filter allow list as the parameters given above.

usgflex200hp running config# vrf main
Www.google.com

usgflex200hp running config# vrf main
www.yahoo.com

url-threat-filter

url-threat-filter

allow-1list site-

allow-list site-

list

list

4 Save the current configuration to the Zyxel Device.

usgflex200hp running config# commit
Configuration committed.
usgflex200hp running config# exit

22.4.2 URL Threat Filter Statistics

The following table describes the commands for collecting and displaying URL Threat Filter statistics.

Table 81 URL Threat Filter Statistics Commands

COMMAND DESCRIPTION

vrf main url-threat-filter | Enables the collection of URL threat filter statistics.

statistics enabled {true]
false}

show state vrf main url- Displays the collected URL Threat Filter IP blocking statistics.

threat-filter statistics
summary
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Table 81 URL Threat Filter Statistics (continued)Commands

COMMAND

DESCRIPTION

show state vrf main url-
threat-filter statistics
event entry {timestamp|
url| threat-category|
source-ip| destination-ip}

Displays the URL threat filter statistics entries by time, URL, threat category,
source IP or destination IP.

show state vrf main url-
threat-filter statistics
top-entry {category| url]
source-ip}

Displays the top five URL threat filter statistics entries by threat category,
URL or source IP.

22.4.3 URL Threat Filter Statistics Example

This example shows how to display URL Threat Filter statistics.

usgflex200hp> show state vrf main url-threat-filter statistics summary summary

scanned-count 0
hit-count 0

22.4.3.1 Security Threat Category Definitions

The following table contains a list of URL Threat Filter categories.

Table 82 Current Category Descriptions

CATEGORY DESCRIPTION

Anonymizers Sites and proxies that act as an intermediary for surfing to other Web sites in an

anonymous fashion, whether to circumvent web filtering or for other reasons.

Browser Exploits Sites that contain browser exploits. A browser exploit is any content that forces a

web browser to perform operations that you do not explicitly intend.

Malicious Downloads Sites that host files containing malicious content, such as viruses, spyware, rootkits,

and ransomware.

Malicious Sites Sites that install unwanted software on a user's computer with the intent to enable

third-party monitoring or make system changes without the user's consent.

Phishing Sites that are used for deceptive or fraudulent purposes (e.g. phishing), such as

stealing financial or other user account information. These sites are most often
designed to appear as legitimate sites in order to mislead users into entering their
credentials.
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Table 82 Current Category Descriptions (continued)

Spam URLs Sites that have been promoted through spam techniques.

Spyware Adware Keyloggers Sites that contain spyware, adware, or keyloggers.

Spyware is a program installed on your computer, usually without your explicit
knowledge, that captures and transmits personal information or Internet browsing
habits and details to companies. Companies use this information to analyze
browsing habits, to gather marketing data, and to sell your information to others.

Key logger programs try to capture and steal your passwords and watch and record
everything you do on your computer.

Adware programs typically display blinking advertisements or pop-up windows
when you perform a certain action. Adware programs are often installed in
exchange for another service, such as the right to use a program without paying for
it.

22.5 External Block Lists

Use these commands to use block IP, FQDN or URL list entries stored in a file on a web server that
supports HTTP or HTTPS and is reachable from the Zyxel Device. The Zyxel Device will bypass checking
by this feature (if enabled) and block incoming and outgoing packets from the block list entries in this file.
In this way, different Zyxel Devices can use the same block list.

The external block list file must be in text format (*.txt) with each entry separated by a new line.

Entries stored in a file on a web server allow the Zyxel Device to use longer lists than the Zyxel Device
itself can contain and also allows an admin to use the same block lists across different Zyxel Devices.

List types are:

o |P Reputation
e URL /DNS Threat

22.5.1 IP Reputation External Block List

The following table describes the commands for enabling and configuring an external list of IP addresses
to be blocked. The Zyxel Device blocks incoming and outgoing packets from the addresses in this file.

o The external block list file must be in text format (*txt) with each entry separated by a new line.

e The external block list file must be stored on a web server that supports HTTP or HTTPS, and that is
reachable from the Zyxel Device.

o Each entry consists of a single IPv4 address, a IPv4 subnet in CIDR (Classless Inter-Domain Routing)
format, or an IPv4 IP address range. These are examples:

e 104.244.79.43
» 188.68.0.255/31
e 1111-111.3

e The external block list file can contain a maximum of 50,000 entries.
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« If the external block list file contains any invalid entries, the Zyxel Device will skip the invalid entries but

still block the valid entries.

Table 83 Commands for IP Reputation Statistics

COMMAND

DESCRIPTION

vrf main external-block-
list ip-reputation enabled
{true | false}

Enables or disables the IP Reputation external block list.

When enabled, the Zyxel Device blocks incoming packets that come from
the listed addresses in the block list file.

vrf main external-block-
list ip-reputation profile
<profil e-name> description
<descri pti on> source
<source>

Creates an external block list profile. You must give the profile a name, a
description consisting of 1-60 characters, and may include letters, numbers,
and the following special characters: ()+/:=?!*#@$_%-

The source must contain the exact file name, path and IP address of the
server containing the external block list file.

show state vrf main
external-block-list ip-
reputation all

Shows all external block list profile details, such as name, count, last-
update-time.

del / vrf main external-
block-list ip-reputation
profile <profile nanme>

Deletes the specified external block list profile.

cmd external-block-list-
update ip-reputation

Sets the Zyxel Device to check for updates to the external block list
immediately

show state vrf main
external-block-1list-
update-check ip-reputation

Shows if the update check has completed. Check the log page for the
update results.

vrf main external-block-
list ip-reputation auto-
update enabled {true |
false}

Sets the Zyxel Device to automatically check for updates to the external
block list.

vrf main external-block-
list ip-reputation auto-
update schedule-type
{every-n-hours | daily |
weekly}

Sets the hourly, daily or weekly frequency for Zyxel Device to check for
updates to the external block list every n hours at the time and day specified.
You should select a time when your network is not busy for minimal
interruption.

vrf main external-block-
list ip-reputation auto-
update schedule every-n-
hours <1..23>

Sets the Zyxel Device to check for updates to the external block list every n
hours at the time and day specified. You should select a time when your
network is not busy for minimal interruption.

vrf main external-block-
list ip-reputation auto-
update schedule daily
meridiem {am | pm} oclock
<1..12>

Sets the Zyxel Device to check for updates to the external block list once per
day, at the specified hour. For example, the time format is the 24 hour clock,
so ‘23" means 11 PM.

vrf main external-block-
list ip-reputation auto-
update schedule weekly day

{sun | mon | tue | wed |
thu | fri | sat} meridiem
{am | pm} oclock <1..12>

Sets the Zyxel Device to check for updates to the external block list once per
week, on the specified day at the specified hour.

22.5.2 URL /DNS Threat Filter External block List

The following table describes the commands for enabling and configuring an external database of URLs to
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be blocked. The Zyxel Device blocks incoming and outgoing packets from the addresses in this file.

The external block list file must be in text format (*txt) with each entry separated by a new line.

The external block list file must be stored on a web server that supports HTTP or HTTPS, and that is

reachable from the Zyxel Device.

Each entry consists of a URL or domain name. These are examples:

o https://www.zyxel.com/products_services/smb.shtml?t=s

¢ www.zyxel.com

The external block list file can contain a maximum of 50,000 entries.

If the external block list file contains any invalid entries, the Zyxel Device will not use the file.
Table 84 Commands for URL / DNS Threat Filter External Block List

COMMAND

DESCRIPTION

vrf main external-block-
list dns-url-threat-filter
enabled {true | false}

Enables or disables the URL / DNS Threat external block list.

When enabled, the Zyxel Device blocks incoming packets that come from
the listed addresses in the block list file.

vrf main external-block-
list dns-url-threat-filter
profile <profil e-nanme>
description <description>
source <source>

Creates an external block list profile. You must give the profile a name, a
description consisting of 1-60 characters, and may include letters, numbers,
and the following special characters: ()+/:=?!*#@$_%-

The source must contain the exact file name, path and IP address of the
server containing the external block list file.

show state vrf main
external-block-1list dns-
url-threat-filter all

Shows all external block list profile details, such as name, count, last-
update-time.

del / vrf main external-
block-1list dns-url-threat-
filter profile <profile
name>

Deletes the specified external block list profile.

cmd external-block-list-—
update dns-url-threat-
filter

Sets the Zyxel Device to check for updates to the external block list
immediately

show state vrf main
external-block-1list-
update-check dns-url

Shows if the update check has completed. Check the log page for the
update results.

vrf main external-block-
list dns-url-threat-filter
auto-update enabled {true
false}

Sets the Zyxel Device to automatically check for updates to the external
block list.

vrf main external-block-
list dns-url-threat-filter
auto-update schedule-type
{every-n-hours | daily |
weekly}

Sets the hourly, daily or weekly frequency for Zyxel Device to check for
updates to the external block list every n hours at the time and day specified.
You should select a time when your network is not busy for minimal
interruption.
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Table 84 Commands for URL / DNS Threat Filter External Block List (continued)

COMMAND

DESCRIPTION

vrf main external-block-
list dns-url-threat-filter
auto-update schedule every-
n-hours <1..23>

Sets the Zyxel Device to check for updates to the external block list every n
hours at the time and day specified. You should select a time when your
network is not busy for minimal interruption.

vrf main external-block-
list dns-url-threat-filter
auto-update schedule daily
meridiem {am | pm} oclock
<1..12>

Sets the Zyxel Device to check for updates to the external block list once per
day, at the specified hour.

USG FLEX H Series CLI Reference Guide

192




CHAPTER 23
IPS Commands

23.1 Overview

IPS (Intrusion Prevention System) protects against network-based intrusions, by detecting malicious or
suspicious packets and responding instantaneously.

The IPS commands mostly mirror web configurator features. It is recommended you use the web
configurator for IPS features such as searching for web signatures or editing an IPS profile. Some web
configurator terms may differ from the command-line equivalent.

Packet Inspection Signatures

A signature is a pattern of malicious or suspicious packet activity. You can specify an action to be taken if
the system matches a stream of data to a malicious signature. You can change the action in the profile
screens. Packet inspection examine OSI (Open System Interconnection) layer-4 to layer-7 packet
contents for malicious data. Generally, packet inspection signatures are created for known attacks while
anomaly detection looks for abnormal behavior.

Rate Based Signatures
While IPS signatures have the Zyxel Device respond instantaneously, Rate Based Signatures are IPS
signatures that allow the Zyxel Device to just respond after a number of occurrences (Count) within a

certain time period (Period) you set.

Figure 90 |PS Signatures Example
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Figure 91 Rate Based Signatures Example

h mxlo (in 60 sec)
R
- Internet

USG FLEX H Series CLI Reference Guide

193



Chapter 23 IPS Commands

23.2 General IPS Commands

Note: You must register for the IPS signature service (at least the trial) before you can use it.

This table shows the general IPS commands. You must use the edit running command to enter the
configuration mode before you can use these commands.

Table 85 [IPS General Commands

COMMAND

DESCRIPTION

vrf main ips enabled {true]
false}

Enable IPS on the Zyxel Device.

The false command disables IPS.

vrf main ips all-traffic-
scan-mode {prevention-
mode| detection-mode}

Sets what the Zyxel Device does when a stream of data matches a malicious
signature.

e detection-mode: The Zyxel Device only creates a log message.
e prevention-mode: The Zyxel Device performs a user-specified action.

vrf main ips system-protect
enabled {true| false}

Enables IDP system-protect to scan the packets that are destined for or sent
out by the Zyxel Device for malicious or suspicious activities.

vrf main ips system-protect
bypass {tcp-port| udp-port}
<1...65536>

Sets a specified TCP or UDP port to bypass IPS system protection.

show config vrf main ips
{statistics| allow-list]|
default profile|

default detect only|
enabled| all-traffic-scan-
mode'}

Displays:

« if statistics collection and IPS are enabled.
« allow list, prevention mode profile and detection mode profile settings.
« traffic scan mode.

show ips-rate-based-
signature
{default profile|

default detect only}

Displays rate based signatures settings.

23.2.0.1 General IPS Commands Example

This example shows how to activate signature-based IPS and set it to prevention mode on the Zyxel

Device.

usgflex200hp> edit running
usgflex200hp running config#
usgflex200hp running config#
Configuration committed.
usgflex200hp running config#
enabled true

usgflex200hp running config#
usgflex200hp running config#
Configuration committed.
usgflex200hp running config#

vrf main ips enabled true
commit

show config vrf main ips enabled

vrf main ips all-traffic-scan-mode prevention-mode
commit

show config vrf main ips all-traffic-scan-mode

all-traffic-scan-mode prevention-mode
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23.3 IPS Profile Commands

Use the commands listed below to configure the IPS profiles.

23.3.1 Prevention Mode Profile

Use these commands to configure the IPS profile when the Zyxel Device is in Prevention Mode.

Table 86 Prevention Mode Profile Commands

COMMAND DESCRIPTION
vrf main ips Enters the sub-command mode to configure the IPS prevention mode
default profile profile.

signature Sets the action and log for the specified signature.

<0...4294967295>
enabled {true| false}
logging {no| log| log-
alert} action {none|
drop| reject}

signature counts: Sets the number of security events that need to occur within the
<0...4294967295> defined seconds to trigger an action.

counts <1...300> seconds: Sets the length of time in seconds the event should occur from a

seconds <1...300> client the counts number of times to trigger an action.
block-period
<0...86400> For example, counts is set to 5, and seconds is set to 60. If the Zyxel Device

detects 5 or more occurrences of malicious traffic in less than 60 seconds,
then action is triggered.

block-period: Sets the time period the attacker’s IP will be blocked.

23.3.2 Detection Mode Profile

Use these commands to configure the IPS profile when the Zyxel Device is in Detection Mode.

Table 87 Detection Mode Profile Commands

COMMAND DESCRIPTION

vrf main ips Enters the sub-command mode to configure the IPS detection mode profile.
default detect only

signature <signature- Sets the log for the specified signature.
id> enabled {true]|
false} logging {no]
log| log-alert}

23.3.2.1 Profile Commands Example

The example below shows you how to:

» configure the prevention mode profile.

USG FLEX H Series CLI Reference Guide

195



Chapter 23 IPS Commands

» view profile setting.

usgflex200hp> edit running

usgflex200hp running
usgflex200hp running
action drop
usgflex200hp running
action reject
usgflex200hp running
action none
usgflex200hp running
Configuration committ
usgflex200hp running

config# vrf main ips default profile
default profile# signature 112012 enabled true logging log

default profile# signature 112011 enabled true logging log
default profile# signature 12010 enabled true logging no
default profile# commit

ed.
default profile# exit

usgflex200hp> show config vrf main ips default profile signature

signature 112012
action drop
enabled true
logging log

signature 112011
action reject
enabled true
logging log

signature 112010
action drop
enabled true
logging log-alert

signature 112009
action none
enabled true
logging log

signature 12010
action none
enabled true
logging no

23.3.3 Signature Search

Use this command to search for signatures in the named profile.

Note: It is recommended

you use the web configurator to search for signatures.

Table 88 Signature Search Command

COMMAND DESCRIPTION
show ips-search-signature profile <profile- Searches for signature(s) in a profile by the
nane> sid <sid> severity <severity-nmask> parameters specified. For example, [show ips-

platform <pl atform mask> classtype <cl asstype- search-signature profile default_profile name

mask> service <servi ce-nmask> action <action-

mask> enabled {true|

log-alert} name <sSignature-name>

worm sid O severity O platform O classtype 0
service 0 action 0] searches for all signatures in
the default_profile containing the text “worm”
within the signature name.

false} logging {no| log]
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23.3.3.1 Search Parameter Tables

The following table displays the command line severity, platform and class type equivalent values. If you
want to combine platforms in a search, then add their respective numbers together. For example, to
search for signatures for Windows, Linux and Android then type “2060" as the platform parameter.

Table 89 Severity, Platform and Class Type Command Values

2048 = Android

4096 = Windows-
Mobile

8192 = Symbian
32768 = Others

SEVERITY PLATFORM CLASS TYPE
0 = Any 0 = Any 0 = Any
1= Very Low 4 = Windows 1= Misc
2 = Low 8 = Linux 2 = Web-Attacks
4 = Medium 16 = FreeBSD 4 = Buffer-Overflow
8 = High 32 = Solaris 8 = Backdoor/Trojan
16 = Severe 128 = Other-Unix 16 = Access-Control
256 = Network-Device 32 =P2P
512 = Mac-0S 64 =IM
1024 = iOS 128 = Virus-Worm

256 = BotNet

512 = Dos-DDos
1024 = Scan

2048 = File-Transfer
4096 = Mail

8192 = Stream-Media
16384 = Tunnel
32768 = ACL
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The following table displays the command line service and action equivalent values. If you want to
combine services in a search, then add their respective numbers together. For example, to search for
signatures for DNS and FTP services, then type "640" as the service parameter.

Table 90 Service and Action Command Values

16 = Web ActiveX
32 = Database

64 = File Format

128 = FTP
256 = ICMP
512 = DNS
1024 = RDP
2048 = DHCP
4096 = SMTP
8192 = SNMP
16384 = POP3
32768 = IMAP

65536 = NETBIOS
131072 = SCADA
262144 = SIP
DoS = 524288

SERVICE ACTION
0 = Any 0 = Any
1= Misc 1= None
2 = Exploit 2 = Drop
4 = Web 4 = Reject
8 = Web Client

23.4 |IPS Statistics

The following table describes the commands for collecting and displaying IPSP statistics. You must use
the edit running command to enter the configuration mode before you can use these commands.

Table 91 Commands for IPS Statistics

COMMAND

DESCRIPTION

vrf main ips statistics
enabled {true| false}

Enables the collection of IPS statistics.

The false command disables the collection of IPS statistics.

show state vrf main ips
statistics summary
{scanned-session-count|
packet-drop-count|
packet-reset-count}

Displays the collected statistics.
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Table 91 Commands for IPS Statistics (continued)

COMMAND DESCRIPTION
show state vrf main ips Queries IPS statistics entries by time, numbers of times traffic matches the
statistics event entry signatures, destination IP address, source IP address, signature ID, signature

{timestamp| count| souce- |Name or signature severity level.
ip| destination-ip| sid|
name| typel| severity}

show state vrf main ips Queries the top five IPS statistics entries by destination IP address, source IP
statistics top-entry address or signature name.

{signature-name| source-
ip| destination-ip}

23.4.1 IPS Statistics Example

This example shows how to display IPS statistics.

usgflex200hp> show state vrf main ips statistics summary
summary

scanned-session-count 0O

packet-drop-count 0

packet-reset-count 0

23.5 IPS Allow List

The Zyxel Device will exclude the incoming packets of the signature(s) in the IPS allow list. These packets
won't be intercepted and will be passed through uninspected.

You must use the edit running command to enter the configuration mode before you can use these
commands.

Table 92 Commands for IPS Allow List

COMMAND DESCRIPTION

vrf main ips allow-list Adds the specified signature to the IPS allow list.
sid <0...4294967295>

) Sets whether or not to generate a log when the incoming packets match the
logging {no| log}

signatures you set in the allow list.

23.5.1 IPS Allow List Example

This example shows how to configure allow list settings.

usgflex200hp> edit running

usgflex200hp running config# vrf main ips allow-list
usgflex200hp running allow-list# sid 12013 logging no
usgflex200hp running allow-list# sid 12014 logging log
usgfleusgflex200hp running allow-list# commit
Configuration committed.
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24.1 Content Filtering Overview

The Zyxel Device content filtering includes HTTP(S) traffic scan and DNS domain scan, see Section 24.1.1
on page 200 and Section 24.1.2 on page 201 for more information.

The Zyxel Device content filtering allows you to block access to specific categories of web site content,
and/or block access to specific web sites. You can create different content filtering policies for different
addresses, users or groups and content filtering profiles. See Section 24.3.3 on page 209 for an example
on how to use the Zyxel Device content filtering.

Content Filtering Policies
A content filtering policy allows you to do the following.

» Use schedule objects to define when to apply a content filtering profile.

» Use address and/or user/group objects to define to whose web access to apply the content filtering
profile.

» Apply a content filtering profile that you have custom-tailored.

Content Filtering Profiles
A content filtering profile conveniently stores your custom settings for the following features.

« Category-Based Blocking

The Zyxel Device can block access to particular categories of web site content, such as pornography or
racial intolerance.

e Customize Web Site Access

You can specify URLs to which the Zyxel Device blocks access. You can alternatively block access to
all URLs except ones that you specify. You can also have the Zyxel Device block access to URLs that
contain particular keywords.

2411 HTTP(S) Traffic Scan

The HTTP(S) Traffic Scan allows the Zyxel Device to block access to specific websites, by inspecting the
URL or Server Name Indication (SNI). SNI lets a client indicate which host name it is attempting to connect
to at the start of the handshaking process. This allows a server to present one of many certificates to the
same IP address and TCP port number, so that different HTTPS websites can be served by the same IP
address without requiring those sites to use the same certificate.
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HTTP(S) Traffic Scanning Process

The Zyxel Device content filtering detects an HTTP(S) connection, and inspects the website sent.

If the website contains prohibited material, the HTTP(S) request is redirected to a block page.

Note: If the user’s web browser is using encryption, then you must enable SSL Inspection for
HTTP(S) Traffic Scan to work.

HTTP(S) Traffic Scanning Configuration Guidelines

When the Zyxel Device receives an HTTP request, the content filter searches for a policy that matches the
source address and time (schedule). The content filter checks the policies in order (based on the policy
numbers). When a matching policy is found, the content filter allows or blocks the request depending on
the settings of the filtering profile specified by the policy. Some requests may not match any policy. The
Zyxel Device allows the request if the default policy is not set to block. The Zyxel Device blocks the
request if the default policy is set to block.

HTTPS Domain Filter

HTTPS Domain Filter works with the content filtering category feature to identify HTTPS traffic and take
appropriate action. SSL Inspection identifies HTTPS traffic for all Security Service traffic and has higher
priority than HTTPS Domain Filter. HTTPS Domain Filter only identifies keywords in the domain name of an
URL and matches it to a category. For example, if the keyword is 'picture' and the URL is http://
www.google.com/picture/index.htm, then HTTPS Domain Filter cannot identify 'picture' because that
keyword in not in the domain name 'www.google.com'. However, SSL Inspection can identify 'picture’ in
the URL http://www.google.com/picture/index.htm.

Keyword Blocking URL Checking

The Zyxel Device checks the URL's domain name (or IP address) and file path separately when performing
keyword blocking.

Since the Zyxel Device checks the URL's domain name (or IP address) and file path separately, it will not
find items that go across the two. For example, with the URL www.zyxel.com.tw/news/pressroom.php, the
Zyxel Device would find "tw" in the domain name (www.zyxel.com.tw). It would also find "news" in the file
path (news/pressroom.php) but it would not find “tw/news".

24.1.2 DNS Domain Scan

1

The DNS Domain Scan allows the Zyxel Device to block access to specific websites by inspecting DNS
queries made by users on your network. If the website in the DNS query contains prohibited material, then
the Zyxel Device replies to the DNS query with a IP address that points to the block page. Unlike the
HTTP(S) Traffic Scan, the DNS Domain Scan works if the user is using TLS 1.3 with ESNI.

DNS Domain Scan Process

A user enters a URL into their web browser.

2 The user's computer sends a DNS query for the URL.
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3 The DNS Domain Scan inspects the website in the DNS query packet.

4 If the website contains prohibited material, the DNS reply is redirected to a block page.

24.1.3 External Content Filtering Service

When you register for and enable the external Content Filtering service, your Zyxel Device accesses an
external database that has millions of web sites categorized based on content. You can have the Zyxel
Device block, block and/or log access to web sites based on these categories.

External Content Filtering Server Lookup Procedure
The content filtering lookup process is described below.

Figure 92 Content Filtering Lookup Procedure

1 A computer behind the Zyxel Device tries to access a web site.

2 The Zyxel Device looks up the web site in its cache. If an attempt to access the web site was made in the
past, a record of that web site's category will be in the Zyxel Device's cache. The Zyxel Device blocks,
blocks and logs or just logs the request based on your configuration.

3 If the Zyxel Device has no record of the web site, it queries the external content filtering database.
4 The external content filtering server sends the category information back to the Zyxel Device, which then

blocks and/or logs access to the web site based on the settings in the content filtering profile. The web
site’s address and category are then stored in the Zyxel Device's content filtering cache.
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24.2 Content Filtering Command Input Values

The following table explains the values you can input with the content-filter and dns-content-filter

commands.

Table 93 Content Filtering Command Input Values

LABEL

DESCRIPTION

profil e-nane

The filtering profile defines how to filter web URLs or content. You may use 1-30
alphanumeric characters, and also underscores( ), or dashes (-), but the first character

cannot be a number. This value is case-sensitive.

cat egory

The name of a web category. For a list of category definitions, see Section 24.4 on page 211.

{adult-topics | alcohol | anonymizing-utilities | art-culture-heritage | auctions-classifieds |
blogs-wiki | business | chat | computing-internet | consumer-protection | content-server |
controversial-opinions | cult-occult | dating-personals | dating-social-networking | digital-
postcards | discrimination | drugs | education-reference | entertainment | extreme | fashion-
beauty | finance-banking | for-kids | forum-bulletin-boards | gambling | gambling-related |
game-cartoon-violence | games | general-news | government-military | gruesome-content |
health | historical-revisionism | history | humor-comics | illegal-uk | incidental-nudity |
information-security | information-security-new | instant-messaging | interactive-web-
applications | internet-radio-tv | internet-services | job-search | major-global-religions |
marketing-merchandising | media-downloads | media-sharing | messaging | mobile-phone |
moderated | motor-vehicles | non-profit-advocacy-ngo | nudity | online-shopping | p2p-file-
sharing | parked-domain | personal-network-storage | personal-pages | pharmacy | politics-
opinion | pornography | portal-sites | potential-criminal-activities | potential-hacking-
computer-crime | potential-illegal-software | private-ip-addresses | profanity | professional-
networking | provocative-attire | public-information | pups | real-estate | recreation-hobbies |
religion-ideology | remote-access | reserved | residential-ip-addresses | resource-sharing |
restaurants | school-cheating-information | search-engines | sexual-materials | shareware-
freeware | social-networking | software-hardware | sports | stock-trading | streaming-media
| technical-business-forums | technical-information | text-spoken-only | text-translators |
tobacco | travel | usenet-news | violence | visual-search-engine | weapons | web-ads | web-
mail | web-meetings | web-phone| unrated}

trust-hosts

The IP address or domain name of a trusted web site. Use a host name such as www.good-
site.com. Do not use the complete URL of the site — that is, do not include “http://". All
subdomains are allowed. For example, entering “zyxel.com” also allows "www.zyxel.com”,
"partner.zyxel.com”, “press.zyxel.com”, etc. Use up to 63 case-insensitive characters (0-9a-
z-).

You can enter a single IP address in dotted decimal notation like 192.168.2.5.

You can enter a subnet by entering an IP address in dotted decimal notation followed by a
slash and the bit number of the subnet mask of an IP address. The range is 0 to 32.

To find the bit number, convert the subnet mask to binary and add all of the 1's together.
Take "255.255.255.0" for example. 255 converts to eight 1's in binary. There are three 255's,
so add three eights together and you get the bit number (24).

An example is 192.168.2.1/24

You can enter an IP address range by entering the start and end IP addresses separated by a
hyphen, for example 192.168.2.5-192.168.2.23.
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Table 93 Content Filtering Command Input Values (continued)

LABEL

DESCRIPTION

forbi d-hosts

The IP address or domain name of a forbidden web site.

Use a host name such as www.bad-site.com into this text field. Do not use the complete URL
of the site —that is, do not include "http://". All subdomains are also blocked. For example,
entering "bad-site.com” also blocks "www.bad-site.com”, “partner.bad-site.com”,
“press.bad-site.com”, etc. Use up to 63 case-insensitive alphanumeric characters (0-9a-zA-
Z).

You can enter a single IP address in dotted decimal notation like 192.168.2.5.

You can enter a subnet by entering an IP address in dotted decimal notation followed by a
slash and the bit number of the subnet mask of an IP address. The range is 0 to 32.

To find the bit number, convert the subnet mask to binary and add all of the 1's together.
Take "255.255.255.0" for example. 255 converts to eight 1's in binary. There are three 255's,
so add three eights together and you get the bit number (24).

An example is 192.168.2.1/24

You can enter an IP address range by entering the start and end IP addresses separated by a
hyphen, for example 192.168.2.5-192.168.2.23.

keywor d

A keyword or a numerical IP address to search URLs for and block access to if they contain
it. Use up to 63 case-insensitive characters (0-9a-zA-Z;/?:@&=+$\.-_!~*'()%,) in double
quotes. For example enter “Bad_Site" to block access to any web page that includes the
exact phrase "Bad_Site". This does not block access to web pages that only include part of
the phrase (such as “Bad” in this example).

message

The message to display when a web site is blocked. Use up to 255 characters (0-9a-zA-Z;/
?2:@&=+%$\.-_!~*'()%,) in quotes. For example, “Web access is restricted. Please contact the
network administrator.”

redirect-url

The URL of the web page to which you want to send users when their web access is blocked
by content filtering. The web page you specify here opens in a new frame below the denied
access message.

Use "http://" followed by up to 255 characters (0-9a-zA-Z;/?:@&=+3$\.-_!~*'()%) in quotes.
For example, "http://192.168.1.17/blocked access".

24.3 Content Filtering Commands

The following table lists the commands that you can use for content filtering configuration, such as
creating a denial of access message or specifying a redirect URL. Use the edit running command to
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enter the configuration mode to be able to use these commands. See Table 93 on page 203 for details
about the values you can input with these commands.

Table 94 Content Filtering General Commands

COMMAND

DESCRIPTION

vrf main content-filter https-domain-

filter enabled {true| false]

Enable HTTPS domain filter which lets the Zyxel Device take
action on HTTPS web pages using the category service. In an
HTTPS connection, the Zyxel Device can extract the Server
Name Indication (SNI) from a client request, check if it
matches a category in the Content Filter and then take
appropriate action. The keyword match is for the domain
name only.

The false command disables the HTTPS domain filter.

vrf main content-filter https-domain-

filter block-page-enabled {true]
false}

Enable HTTPS domain filter block page to have the Zyxel
Device display a warning page instead of a black page when
an HTTPS connection is redirected.

vrf main content-filter default-port
enabled {true| false}

Has the Zyxel Device only scan traffic going through the
specified ports. The default specified ports are 21, 25, 80, 110,
143, 443, 465, 990, 993, 995, 3128 and 8080. You can
remove or add a port to this list by using the extra-port or
the exception-port commands.

Disables this to have the Zyxel Device scan traffic going
through all ports.

vrf main content-filter default-port
{exception-port| extra-port}
<0...65535>

extra-port: Adds a port to the default specified port list.

exception-port: Removes a port from the default specified
port list.

vrf main content-filter block
redirect-url <redirect-url >

Sets the URL of the web page to which to send users when
their web access is blocked by the Content Filter.

vrf main content-filter block message
<message>

Sets the message to display when the Content Filter blocks
access to a web page.

vrf main content-filter offline
action {pass| block}

Sets the action for attempted access to web pages if the
external web filtering database is unavailable.

vrf main content-filter offline
logging {no| log}

Sets whether to generate logs for attempted access to web
pages if the external web filtering database is unavailable.

vrf main content-filter dns-scan
enabled {true| false}

Lets the Zyxel Device inspect DNS queries made by users on
your network.

vrf main content-filter dns-scan
custom-redirect-ip <I| Pv4 address>

Sets the redirect IP address for prohibited DNS queries to the
specified IPv4 address.

The default redirect IP address is the IP address of the DNS
domain scan server (dnsft.cloud.zyxel.com).

vrf main content-filter dns-scan
fake-response-ttl <300...86400>

Sets the time period in seconds for redirecting clients to a
default or custom-defined IP address when the clients try to
access a blocked FQDN. The default value is 3600.

If you remove an FQDN from the block list before the
response time-to-live (TTL) time is up, the clients will still be
redirected to a default or custom-defined IP address when
they try to access the FQDN.

vrf main content-filter dns-scan
redirect {default| custom-defined}

Sets whether the Zyxel Device uses the default redirect
settings or the custom defined redirect settings when users on
your network try to access blocked FQDNs.
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Table 94 Content Filtering General Commands (continued)

COMMAND

DESCRIPTION

show config vrf main content-filter
https-domain-filter {enabled| block-
page-enabled}

Displays if the HTTPS domain filter and the HTTPS domain
filter blocked page is enabled.

show config vrf main content-filter
default-port {enabled| exception-
port| extra-port}

Displays:

« if the default port is enabled.
« exception port and extra port settings.

show config vrf main content-filter
statistics enabled

Displays if the content filter statistics collection is enabled.

show config vrf main content-filter
blocked {redirect-url| message}

Displays the redirect URL and blocked message settings when
the Content Filter blocks access to a web page.

show config vrf main content-filter
offline {action| logging}

Displays the action and log settings when there are attempts
to access web pages if the external web filtering database is
unavailable.

show config vrf main content-filter
dns-scan {enabled| redirect| custom-
redirect-ip| fake-response-ttl}

Displays the DNS domain scan settings.

cmd content-filter-cache-flush

Clears the history of the websites the Zyxel Device content
filter has scanned.

Use this command when you think the content filter categories
stored on the Zyxel Device is not up to date.

cmd content-filter-statistic-flush

Clears the collected statistics.

24.3.1 Content Filtering Profile Commands

The following table lists the commands that you can use to configure a content filtering profile. Use the
edit running command to enter the configuration mode to be able to use these commands. See Table
93 on page 203 for details about the values you can input with these commands.

Table 95 Content Filtering Profile Commands Summary

COMMAND

DESCRIPTION

show config vrf main content-filter
profile

Displays the content filtering profiles settings.

vrf main content-filter profile
<profil e-name>

Creates a content filtering profile and enters the sub-
command mode.

sslv3 drop {true | false} Blocks HTTPS web sites using SSL V3 or a previous version.
sslv3 logging {no | logl| log- Sets whether the Zyxel Device generates a log or a log and an
alert} alert when the user on your network tries to access an HTTPS
web site that is using SSL V3 or a previous version.
The Zyxel Device will not generate a log if you use the no
command.
match action {pass | block} Sets the action for attempted access to web sites that match

the profile's selected managed categories.
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Table 95 Content Filtering Profile Commands Summary (continued)

COMMAND DESCRIPTION
match logging {no | log| log- Sets whether the Zyxel Device generates a log or a log and an
alert} alert when the user on your network tries to access a web site
that matches the profile's selected managed categories.
The Zyxel Device will not generate a log if you use the no
command.
allow-1list logging {no | log} Sets whether the Zyxel Device generates a log when the user

on your network accesses a web site listed in the allow list you
configured.

The Zyxel Device will not generate a log if you use the no
command.

allow-list site-list <web-sites>

Adds a trusted web site entry in the following formats:

e |Pv4 address <W.X.Y.Z>

D IPvézlazsubnet in CIDR format, i.e. 192.168.1.0/32<W.X.Y.Z>/
<1..32>

« Range of IPv4 addresses. <W.X.Y.Z>-<W.X.Y.Z>

« Wildcard domain name, in the format String1.String2. For
example: zyxel*.co* String 1 must consist of 1-63
characters, and may include letters, numbers, and the
following special characters: - (hyphen), . (period), *
(wildcard character). String 2 must consist of 1-63
characters, and may include letters, numbers, and the
following special characters: - (hyphen), * (wildcard
character).

e« Top level domain

block-1list logging {no |
log-alert}

log]|

Sets whether the Zyxel Device generates a log or a log and an
alert when the user on your network tries to access a web site
listed in the block list you configured.

The Zyxel Device will not generate a log if you use the no
command.

block-list site-list <web-sites>

Adds a forbidden web site entry in the following formats:

e |Pv4 address <W.X.Y.Z>

. IFilv%zsubnet in CIDR format, i.e. 192.168.1.0/32<W.X.Y.Z>/
<1..32>

« Range of IPv4 addresses. <W.X.Y.Z>-<W.X.Y.Z>

« Wildcard domain name, in the format String1.String2. For
example: zyxel*.co* String 1 must consist of 1-63
characters, and may include letters, numbers, and the
following special characters: - (hyphen), . (period), *
(wildcard character). String 2 must consist of 1-63
characters, and may include letters, numbers, and the
following special characters: - (hyphen), * (wildcard
character).

« Top level domain

url-keyword logging {no |
log-alert}

logl|

Sets whether the Zyxel Device generates a log or a log and an
alert when the user on your network tries to access a web site
with an URL that contains certain keywords in the domain
name or IP address.

The Zyxel Device will not generate a log if you use the no
command.
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Table 95 Content Filtering Profile Commands Summary (continued)

COMMAND

DESCRIPTION

url-keyw