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Overview

This document provides firmware release information on Zyxel Access
Points platforms, introduce new Access Points, new features and
enhancements, bug fix, known issues and workarounds information for
Release V7.40 Patch 2 CO.

Supported Platforms

e NWA30BE V7.40(ACP1.2)CO

e NWAS0BE V7.40(ACPB.2)C0

e NWAS55BE V7.40(ACPH.2)CO

e NWA90BE V7.40(ACPD.2)CO0

e NWA110BE V7.40(ACLZ.2)CO

e NWA130BE V7.40(ACIL.2)CO

e NWA210BE V7.40(ACLY.2)CO

e NWA240BE V7.40(ACQG.2)CO

e NWAS0BE PRO V7.40(ACPC.2)C0
e NWA90BE PRO V7.40(ACPE.2)CO0
e WBE510D V7.40(ACLX.2)CO

e WBE530 V7.40(ACLE.2)C0

e WBE630S V7.40(ACLW.2)CO

e WBE660S V7.40(ACGG.2)CO

e WBE665S V7.40(ACQJ.2)CO

e NWA210AXv2 V7.40(ACSR.2)CO
e IAP500BE V7.40(ACP].2)CO

e Root Plus V7.40(ACQK.2)CO

e Leaf Plus V7.40(ACQL.2)CO

e Root V7.40(ACUJ.2)CO
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New Features and Enhancements
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N/A

Bug fix

Bug Fix

Cloud

Managed

Standalone

1. [eITS: 260401951]
[Symptom] Devices may
intermittently switch between
APs.

2. [eITS: 260402280]
[Symptom] iPhone devices
may experience repeated Wi-Fi

reconnection behavior.

3. [eITS: 250601699]
[Symptom] The AP may
experience abnormal time

display.

4. [eITS: 260700412]
[Symptom] The SSID schedule
may fail to apply on APs.

5. [elTS: 260701083]
[Symptom] The AP may
remain in 'Not Up-to-Date'
configuration status even after
its configuration has been

changed.

6. [eITS: 260801409]
[Symptom] Intermittent

2.4GHz connectivity issues

may occur on meshed APs.
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7. [elTS: 260801763]
[Symptom] NTP
synchronization may fail on
APs.

8. [elTS: 260901264]
[Symptom] iPhone fails to
connect to a WPA3-secured
SSID.

9. [eITS: 260901934
[Symptom] The AP LAN port
becomes enabled after a

reboot, even though it was
disabled in Nebula.

10. [eITS: 260600285]
[Symptom] Wi-Fi 5 clients
experience intermittent

connectivity issues.

11. [eITS: 260402066]
[Symptom] The AP does not
reboot according to the
configured daily reboot
schedule.

12. [SPRID: 71853] [Symptom]
Sensitive data may be included

in diagnostic information.

13. [SPRID: 71538] [Symptom]
A pre-authentication buffer
overflow vulnerability may
exist in the zdp_wtp
component pf AP.

14. [Vulnerability] CVE-2026-
6837 A post-authentication
command injection

vulnerability in the "export-

cgi" CGI program.
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15. [Vulnerability] CVE-2026-
8508 An improper
authentication vulnerability in
the "social_login.cgi" CGI

program.

Known Issue

Known Issue

Cloud

Managed Standalone

1. [eITS: 260900184]
[Symptom] Enable AP Group
and tagging SSID will cause AP
hang.

2. [eITS: 260900184]
[Symptom] some WPA3-
Enterprise clients may fail to

connect.

Limitation of Settings

N/A
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